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ABSTRACT 
 

These days biometric are one of the fundamental technologies that are being used for 

individual authentication in many industrial, confidential and domestic applications. When 

we consolidate the information from one biometric trait, is known as unimodal biometric. 

However unimodal systems are reliable, still the popularity of these systems is degrading due 

to the problems such as noisy sensor data, non-universality and spoof attacks. These 

limitations can be overcome if we fuse more than one trait to make a system called 

Multibiometric system. The research work demonstrated in this thesis describes fusion of the 

multiple biometric traits at score-level. The research work has been stressed around only 

identification mode i.e. fusion of face, left index finger and right index finger biometrics in 

the two recognition modes of verification and identification. The experimental approach in 

this study is also extended to the combination of transformed (normalized) score with fuzzy 

logic fusion. The results obtained after the experiment depict that, integrating the information 

at score level is more effectual than the use of single biometric trait. The thesis confronts an 

exhaustive description of the systematic investigation to establish facts undertaken for the 

purpose of authentication. This exhibits the consequences on the basis of experiment in terms 

of False Rejection Ratio and Genuine Acceptance Rate and provides a broad investigation on 

a moderate database.  

In this thesis, the problem of score level fusion related to different range of data has been 

addressed. Due to the heterogeneous nature matching scores of the various biometric traits, 

score normalization is required to transform these scores into a common domain prior to 

fusion. The normalization schemes have been evaluated both in terms of their efficiency and 

robustness to the presence of outliers in the training data. We have developed an 

experimental environment based on transformation for the successful execution of the plan. 

Further, a fuzzy logic based fusion system has also been developed to fuse three biometric 

traits. The advantage of using fuzzy logic is its ease of use and flexibility. With the help of 

fuzzy logic based system 91.3% genuine acceptance rate has been achieved. 
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CHAPTER 1 

INTRODUCTION 

The process of identity management leads to the creation, accumulation, maintenance and 

sometimes spoofing the identities of individuals in the target population. Conventionally, 

identity of any person refers to a set of characteristics (e.g., name, password, token, etc.) that 

are associated with that person. In order to increase the reliability along with improving the 

resistance against the epidemic growth in spoof attacks and to meet the increased security 

requirements in a variety of applications ranging from international border crossing to 

accessing personal information. Determining the identity of a person is known as individual‟s 

authentication which is a difficult task in any identity management system. Few ways to 

determine an individual are “something you know” (e.g., password, personal identification 

number), “something you carry” (e.g., physical key, ID card) and “something you are” (e.g., 

face, voice) [1]. This introduces numerous problems because sometimes it is very easy for 

application programmers to crack the password. Also risk of stolen identity and the risk of 

compromising the template are some of the most publicized issues and frequently cited in 

relation to the security of conventional identity management systems [2, 3]. 

Estimates taken from the report by the National Institute of Standards and Technology 

(NIST) reveals [4] that password generated by 7 bits/character (ASCII) provides only 18 bits 

of entropy, where as the security expectation is of 56 bits. Also, passwords and ID cards 

cannot provide critical recognition such as, non-repudiation and detecting multiple 

enrollments. True identity of an individual can be easily spoofed by presenting fake or 

duplicate verification documents. Therefore, it is important to develop such systems that are 

reliable and produce stronger authentication schemes based on “something you are”, namely 

biometrics. 

1.1 Biometric System 

Biometric is one of hyped technology that set in motion for identifying a person or verifying 

the identity of a person based on a physiological or behavioral characteristic. The Biometric 

is a Greek word in which bio stands for life and metric for the measurement. Now days, a 
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wide variety of the biometric systems are available in the market which employ reliable and 

secure authentication methods to confirm the identity of person when he presents his/her 

identity to the system. Some examples of such system includes, insure admittance to 

buildings, control systems, mobile phones, laptops and many confidential areas. Hence, it is 

possible to setup an identity by considering “who you are” rather than by “what you have” 

[5] such as identification cards and  passwords. Security is one of the most favoured 

applications of the biometrics. Some of the physiological and/or behavioral characteristics 

that are being used for the biometric recognition include face, retina, palm print, DNA, hand-

geometry, ear, voice, finger print, gait, signature, key-stroke dynamics and iris [6]. 

1.2 History of the Biometric 

In the ancient Egyptians times, the identification of any individual was done on the basis of 

measurement of the physiological characteristics such as height, eye color etc. Ancient China, 

Babylonia and Assyria, associated the person‟s identification through archaeological evidence 

of fingerprints. Later in the 19
th
 century, biometric came into existence for crime detection. 

Alphonse Bertillon, a French police clerk and anthropologist, developed a recording method 

where different body measurements, physical descriptions and photographs were used for 

identification purpose.  During the 1890s, this identification method was adopted by many 

police authorities for crime detection, but soon it became obsolete since people shared the 

same physical measurements [7,8]. A British anthropologist, Sir Francis Galton, developed a 

physical identifier that was unique to every individual. He worked on the principle that 

fingerprints were permanent throughout life, and that no two people had identical fingerprints 

[9].  Galton  calculated  the  odds  of  fingerprints  from  two people  being  identical  to  be  1  

in  64  billion  and  also  identified the characteristics which are known  as minutiae. Minutiae 

are still used today for matching two impressions made by the same finger. The fingerprints 

were classified as whorl, arch and loop by Galton [7, 10]. 

In 1897, Sir Edward Henry and colleagues modified Galton‟s observations, where fingerprints 

were captured on paper using an ink pad to be classified, filed and referenced for comparison 

against thousands of others. By 1901, Henry‟s fingerprinting method was adopted by Scotland 

Yard in UK [11] and later, it was used worldwide as a standard method of identity detection 

and verification in criminal investigation. In 1904, United States at Leavenworth, Kansas and 
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the St. Louis, Missouri established fingerprint bureaus. In 1921, the “Identification Division of 

the FBI” was set up [12]. In 1936, Ophthalmologist Frank Burch introduced a new concept of 

using iris patterns as a method to recognize an individual [13]. In 1960, W. W. Bledsoe 

developed the first semi-automatic facial recognition system. In this system, the facial features 

such as eyes, ears, nose & mouth are located on the photographs and distances  &  ratios are 

calculated  to  a  common  reference  point  which  was  compared  to  the template data [14].  

A system based on the  analysis  of  X-rays  of  individuals  describing  the  physiological  

components  of acoustic speech  production was introduced by A  Swedish  Professor, Gunnar 

Fant in 1960.  Dr. Joseph Perkell, in 1970,    extended this model by including the tongue and 

jaw and a more complex behavioral and biological component of speech was provided[15]. In 

1974, the first hand geometry recognition system came into existence for applications such as 

in physical access control, time & attendance and personal identification. In 1977, a patent 

was awarded for the personal identification apparatus that was able to acquire dynamic 

pressure information [15]. In 1985, David Sidlauskas was awarded the patent for hand 

geometry for identification.  In 1987, the face recognition problem was solved using the 

principle component analysis algorithm by Sirovich et al. [16]. This was a great achievement 

since it showed that less than one hundred values were required for approximating a suitably 

aligned and normalized face image. In 1994, Dr. John Daugman contributed a lot of research 

in the area of iris based biometric recognition and was awarded a patent for his iris recognition 

algorithms.  

In 1998, a Combined DNA Index System (CODIS) was launched by the FBI to digitally store, 

search and retrieve DNA markers for forensic law enforcement purposes. In 2001, the first 

research paper on hand vein pattern biometric recognition system was published by Lm et al. 

[17]. In 2002, for supporting the standardization of generic biometric technologies, the 

International Standardization organization (ISO) established the ISO/IEC JTC1 Subcommittee 

37 (JTC1/SC37) [16].  The Subcommittee developed the standards to promote interoperability 

and data interchange between applications and systems.  In 2003, the European Biometric 

forum was established.  In  2004, Connecticut, Rhode  Island  and  California  established  

statewide  palm  print  databases  that  allow  law enforcement agencies  in each state to 

submit unidentified latent palm prints to be searched against each other's database of known 

offenders [18]. In 2005, NIST  along  with  national  security  agency  of  USA sponsored  a  
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number  of biometric-related activities including the development of a common biometric 

exchange file format (CBEFF), NIST  biometric  interoperability,  performance  and  

assurance  working group etc. [19]. In 2006, the department of passport USA (United States of 

America) started issuing the biometric passports to diplomats and other officials. These 

biometric passports were later issued to the public, in 2006 [20].  In 2009, National  Authority  

for Unique  Identity  was set up by the Indian government to  provide  multipurpose  national  

identity  card  to  each  of  its  1.25  billion people, carrying  the  biometric information of  the 

individuals [21]. 

1.3 Biometric Modalities for Identification 

A Number of biometric traits have been used in the development of the biometric based 

authentication systems. Few of them are explained below.  

1.3.1 Fingerprint Recognition: In fingerprint recognition system we required an image of 

the fingerprint either using scanner or ink as it is shown in the Figure 1.1. These images are 

then used to fetch the characteristics like loops, whorls, and arches patterns of ridges and 

minutiae. There are various encoding and decoding methods available for accumulating and 

processing these characteristics. When a person leaves his/her finger on the sensor, he/she 

can we identified or verified on basis of matching of previously saved templates. Fingerprint 

recognition system is very accurate and stable, and it can be used to enroll multiple fingers to 

increase the anti-spoofing property [22]. Some of the disadvantages of this method are that 

the sensor may get dirty and can give false result due to the presence of the residual of 

previous user. Database and template making may vary depending on the skin conditions of 

the different users [23]. 

 

Figure 1.1 Fingerprint images for recognition 
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1.3.2 Facial Recognition: It is the most natural means of biometric identification [24]. The 

facial recognition mainly works on the principle of distance measurement between the nose, 

mouth, eyes, and jaw edges, as it is depicted in Figure 1.2. These characteristic are then used 

to create the database/template. Hence for verification or identification of any person, an 

image of the person is taken using a camera and template is then compared to the 

characteristic of this image, which is already stored in the database.  

 

Figure 1.2 Facial image used as biometric trait 

The advantage of facial recognition system is that it is non intrusive in nature. One of the 

major disadvantages of the facial recognition technique is that they are highly dependent on 

the quality of the image, which normally affected when low quality camera used or due to the 

environmental factors. System sometimes fails in verification process of identical twins [23].  

1.3.3 Hand Geometry: The hand geometry recognition system uses a sensor, as shown in 

Figure 1.3, which has a metal surface in which some wooden pin are pushed or driven into 

the metal surface. When any user places his hand on the metal surface, this instrument reads 

about 90 characteristics of the hand, e.g. length of hand and fingers, thickness, surface area, 

width, of the finger and palm size [25]. These characteristics are used to create the database, 

and when a person places his hand on the device he can be verified on the basis of 

comparison with stored templates.  
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Figure 1.3 Hand geometry recognition used as biometric trait 

This recognition system has a high user acceptance and is non intrusive. This method has a 

disadvantage as it occupies large area and the people suffering from arthritis, missing finger, 

or large hands might find it difficult to enroll. 

1.3.4 Iris Recognition: Iris recognition system recognizes every individual on the basis of 

the characteristics that subsist in the colored tissues of the pupil. An iris image used for the 

biometric authentication is shown in the Figure 1.4. These tissues may lies in rings, groove 

and in the small brownish spot. In iris recognition system, the database is formed by taking 

the picture of the iris by some normal camera or video camera. While taking the image, the 

support of the user is required to get the clear and non-blurred image at the time of the 

verification the user is asked to put his eye in front of the light coming from the device and 

on the basis of template matching the user is declared as genuine or imposter. This is one of 

the most accurate biometric technologies that are available, because iris data never changes 

with age, and remain stable and identical for left and right eyes [26]. 

 

Figure 1.4 Iris image used as biometric trait 



7 

 

1.3.5 Signature Recognition: This recognition system works with behavioral characteristic 

of a person such as change in pressure, speed of signing, overall size of signature and various 

directions of movement during the flow of the signing[27,28]. The instrument consists of a 

stylus and a writing sheet in the form of the tablet which is connected to a computer as shown 

in the Figure 1.5. When user signs on the tablet using stylus the local computer connected to 

it accumulate the behavioral information and used to create the database. Device used here is 

a noninvasive tool, so it is not only widely accepted also difficult to mimic. It has certain 

limitation such that the signature should not be too long or too short. Problem with the long 

signature is that they have too many information which may lead to form a large database 

and the problem with the small signature is that they have only few information for 

unparalleled database creation. 

 

Figure 1.5 Signature recognition used as biometric trait 

1.3.6 Gait Recognition: Gait recognition technology is one of the most accurate and stable 

technology which uses idiosyncratic behavior of any individual to recognize him. Gait 

recognition technology works on dignified mode of walking of a person as illustrated in the 

Figure 1.6, and user can be taken under the observation without permission of the user. Gait 

parameters are very typical to Prevent from being seen and to make fool. Factors like 

hydroxyl compounds and drugs due to which a person may present unbalanced 

characteristics, pressure changes in pregnancy, accident, weight gain or weight loss, and the 

clothes worn by them may degrade the accuracy and stability of the system. Gait recognition 

process is done using close circuit cameras, so it is possible to perform these processes from 
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a distance. The only disadvantages of gait recognition process are that it can be easily fooled 

by foreground scenes, clothes and emotional status of the person. 

 

Figure 1.6 Gait recognition used as biometric trait 

1.3.7 Key Stroke Recognition: Keystroke Recognition is works on the principle that every 

individual types the computer keyboard in different manner, as illustrated in Figure 1.7. In 

key stroke recognition, a person is asked to type a certain set of word on a keypad that is 

connected to a computer. When a person is type these set of words, he should do this without 

any error or correction. If he is fail to do this is more attempts, he will be recognized as an 

imposter. Features that are taken in account are the way a person types, typing speed, 

propagation time between successive keys or words, time for each key is pressed down, 

different rate observation in capital and small letter [29]. These behavioral characteristics are 

used to make database for every individual. This technique has a unique advantage of not 

having too much hardware, hence only software required.  

 

Figure 1.7 Keystroke recognition used as biometric trait 

1.3.8 DNA (Deoxyribo Nucleic Acid): Since the discovery of the DNA, it has been used in 

many applications. The main sources of DNA are Blood, Semen, Tissues, Hair Roots, Saliva, 
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Urine, etc. DNA patterns are long helical string of the molecules of chemical building blocks 

known as “nucleotides” as shown in figure 1.8.  DNA recognition technology is not only 

used by the forensic personals but also to find out blood relationships. In transplants process 

DNA are used to match the organs of donors and recipient [30]. So this technology can also 

be used to identify the authentication of a person. These features make this technique to 

achieve an extremely high degree of reliability and accuracy as compared to other biometrics. 

It has certain disadvantages such as DNA samples are having a tendency of combining with 

and contaminating by external sources. 

 

Figure 1.8 DNA recognition used as biometric trait 

1.3.9 Voice Recognition: Voice is a combination of physiological and behavioral biometric. 

The different features in an individual‟s voice which are to be used for verification are based 

on the shape and size of the appendages such as, vocal tracts, mouth, nasal cavities & lips 

[23]. These physiological characteristics of human speech are invariant for an individual, but 

the behavioral part of the speech of a person changes over time due to age, medical 

conditions such as common cold, emotional state, etc [31].  

The automatic recognition process of the human voice is often divided in speech recognition 

and speaker recognition [32]. These two areas use the same input signal (the voice), but have 

different purposes, where the speech recognition aims the translation of spoken words into 

text, while the speaker recognition wants to identify the person who is talking. This method 

captures the sound of the speaker's voice as well as the linguistic behaviors. The speaker-

specific characteristics of speech are due to differences in physiological and behavioral 

aspects of the speech production system in humans [33]. These systems rely on very low-cost 

devices and are generally the least expensive systems to implement for large numbers of 

users. The acceptability level is very high in this type of biometric system. It allows a remote 
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verification using the phone such as phone banking but these systems have few 

disadvantages such as mimicry by imposter or recording the voice of the authorized person or 

emotional statement of the authorized person [23]. 

1.3.10 Palm Print: Palm print recognition deals with the inner surface of our palm which 

contains three flexion creases, secondary creases and ridges. The flexion creases are known 

as the principle lines whereas the secondary creases are called as the wrinkles. The flexion 

creases and the main creases are formed between the 3rd and 5th months after conception 

[34] and superficial lines appear after birth. These creases cannot be determined genetically. 

Even identical twins who share the same DNA sequences have different palm print [35].  

This non-genetic determination and complex patterns have rich information for an 

individual‟s identification. The research area involves two types of palm print recognition, 

viz high resolution and low resolution as shown in Figure 1.9. High resolution approach is 

suitable for forensic applications such as criminal detection, while low resolution is more 

suitable for civil and commercial applications such as access control.  

 

Figure 1.9 Palm print (a) High resolution image (b) Low resolution image 

       The advantage of using palm print is that they cannot be acquired without the knowledge 

of the person. Moreover, the uniqueness and permanence of palm print is also high while its 

universality is medium. 

1.4 Sensor & Data Acquisition  

The adroitness of a biometric system to adapt the raw data is the essential exercise. This 

ability of the biometric systems for the data acquisition and providing the high quality 

information at the very first stage of the sensors, determines the sensor incisiveness. 
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Acquisition Module interprets the biometric data into digital form. More precisely finger 

print biometric sensors are the integrated circuits with embedded principles and algorithms 

that are required for user authentication. When one places his/her finger on the chip they 

produce the electrical signal for the finger print images. Biometric sensors are 

semiconductors with embedded algorithms that are used in security systems or environments 

that require user authentication. They produce electrical signals from fingerprints or other 

physical characteristics in biometric access control systems. Biometric sensors consist of an 

array of tiny electrodes and an analog-to-digital converter (ADC) that digitizes information 

from the sensor array. In fingerprint access control systems, the user presses an index finger 

to a scanning device that includes a biometric sensor. The varying capacitive values across 

the sensor array are then converted into an image of the fingerprint. Other components of the 

biometric access control system then compare the image to a stored template. 

Selection of biometric sensors needs an analysis of product specifications and features. 

Specifications include resolution, size, image area, operating current, standby current, 

voltage, frame rate, operating temperature, programmable gain, signal-to-noise ratio, 

interfaces and integrated circuit (IC) package type. Universal serial bus (USB), serial 

peripheral interface (SPI) and 8-bit multipoint control unit (MCU) are popular interfaces. IC 

packages use through-hole technology (THT) or surface mount technology (SMT) and 

include package types such as low quad flat package (LQFP). In terms of features, some 

biometric sensors are supplied with software development kits. Others have a waterproof or 

abrasion-resistant housing for outdoor applications. Products with a low-power sleep or 

standby mode send an interrupt signal only when a finger is detected. Shimon K. Modi 

(2008), presented a study to show that the components of the biometric access control system 

then compare the image to a stored template to achieve the genuine user authentication [36].  

Construction of the data base for the face image is developed by acquiring information 

through the evidences obtained from face recognition sensors. 3-D laser scanner, which 

employs an optical triangulation method, is one of the most popular devices for acquiring the 

face images. The most meticulous 3-D face data can be obtained through this laser scanner. It 

analyzes the face of a person and collect data on its shape and possibly its appearance (i.e. 

color). The data which is collected from the face can then be used to construct, three 

dimensional digital models. However, the system is very expensive and acquisition time is 
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more [37]. Sometime using the stereo vision system for reconstruction of the 3-D image form 

the data which is obtained from the two images of same person is helpful. This technology 

requires only two cameras to reconstruct 3-D face data, but accuracy and reconstruction 

performance is hard to find [38]. 

The elementary step in the iris recognition is the Iris image acquisition, but capturing high-

resolution iris images is very troublesome. In real time most of the system which has small 

capture volume requires user concentration with machines, which is the biggest barrier in iris 

image acquisition and recognition. Most of the products available in the market are non-

contacting and acquire iris images at a distance. So to capture the unique feature of the iris, a 

high-quality (resolution) image of the eye in the near-infrared range (700-900nm) is required 

to be captured. The image consists of its own source of infrared illumination to the eye. The 

infrared illumination reveals patterns even for dark eyes. Hence for capturing the eye image 

at a distance, systems require users to conspire with the machine actively in good amount of 

visible light, e.g. as staring in camera. To overcome the disturbance due to movement of user, 

tilt-and-pan camera can be used. Because of the cost of tilt-and-pan cameras, most current 

applications involve manual alignment of the eye with the camera [39]. 

Accumulation point of a system i.e. acquisition subsystem is one of the main component, 

where the error rate can be minimized. If the sensor is not capable of acquiring the actual 

information at the origin point, it may deviate the performance of the system toward 

unsuccessfulness of the system and can result in increasing of error rates (Wayman, 1997). 

Bolle and Ratha (1998) also have given a report describing the problems of matching two 

fingerprints. Ultimately the information capturing subsystem plays main role for all of the 

variability. The problem of variability can be removed using distribution system., because 

distribution architecture provides the function of interoperability. A.K Jain and A.Ross 

(2004) observed that when the images for fingerprint are captured by two different sensors, 

the Equal Error Rates (EER) found to be 23.10%, whereas EER for two individual dataset 

were 6.14% and 10.39%.  Ford and Sticha (1999) also submitted .to U.S. Department of 

Agriculture describing the use of biometric systems in reducing fraud in the food stamp 

program and other welfare programs. In 2001 eight states in the U.S.A. called for applicants 

for economic assistance in at-least some territorial division to submit to fingerprint 

recognition (Dean, Salstrom, & Wayman, 2001).  
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1.5 Market Trend & Share of Biometric Technologies 

International Biometric group (IBG) has conducted a test program to evaluate the market 

trend and share of all existing biometric technologies [36]. This analysis presents the revenue 

of adoption of biometric technologies and applications from 2007-2012, which is illustrated 

in the Figure 1.10. 

 

Figure1.10 Market size of the different biometric technology 

 Market size of the biometric technology is being incorporated by government and private 

organizations are growing inextricably. It is believed that till the end 0f 2012 the biometric 

market to grow from $3012 million USD in 2007 to $7407 million USD in 2012 (Figure 

1.11) [36]. 
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Figure 1.11 Annual Industry Revenue Projections 2007-2011[36] 

1.6 Sensor Endorsement     

Acceptance of the biometric technology is evaluated by usability and overall system 

performance. However cost, size, resolution and various error rates are the extraneous factor 

which plays a vital role while selecting a biometric sensor. In fact sensors for numerous 

biometric traits have recently dropped under the $10-$100. So at the enterprise level due to 

the competition, cost is no war in the selection of the system, but the accuracy. Figure 2 

shows the usability of different type of fingerprint sensor on the basis of the error rates (FTA 

& FTE) [40, 41].                  

 

Figure 1.12 Usability of fingerprint sensors on the basis of FTA & FTE 
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1.7 Performance & Quality Parameters      

 The selection of the sensor to work efficiently under the influence of environmental as well 

as tradeoff factors such as temperature, humidity, power consumption, sensing area, 

resolution, image quality, scan time, cost etc.. Table 1.1 and Table 1.2 have been created 

using different fingerprint sensor from different manufacturers and the study shows that the 

accuracy and features of the sensors varies with the cost factor as well as with the 

manufacturers. 

Table 1.1 Operation based performance parameters of the sensors [42, 43, & 44]. 

Sensors/Parameters Cost Temperature Humidity Power Scan area 

CMA S20 $10 20 to55°C 20-80% 3V 18mmx20mm 

FPR-100 $15 25 to85°C 30-90% 12V 9.6mmx0.4mm 

ZJ12 $35 -20 to+25°C 20-80% 3V 18mmx22mm 

U.ARE.U4500 $66 0 to40°C 20-80% 5V 14.6mmx18.1mm 

WG Reader208 

Model $80 -10 to+75°C 10-90% 12V 19mmX12.8mm 

UPEK Eikon 500 $100 0 to40°C 5-93% 5V 12.8mm x 18mm 

AET65 $115 0 to50°C 20-90% 5V 9.6mmx 0.2 mm 

Marks 175 bio $600 -10 to50°C 20-80% 5V 15mmX18.1mm 

Rflogics FINGER006 

Slave $840 

-10 to40°C 

10-90% 12V 13mm x 15.2mm 

 

Table 1.2 Quality based performance parameters of the sensors [42, 43, & 44]. 

Sensors/Parameters Resolution Scan time FAR% FRR% 

CMA S20 500dpi 250ms 0.0001 <=1 

FPR-100 508dpi <100ms <0.0001 <0.1 

ZJ12 500dpi 250ms 0.001 0.01 

U.ARE.U4500 512 dpi 140ms 0.001 1 
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WG Reader208 Model 450 dpi < 200ms < 0.0001 < 0.01 

UPEK Eikon 500 508 dpi 500ms 0.001 1.00% 

AET65 508dpi <500ms ≤ 0.001 ≤ 0.001 

Marks 175 bio 500dpi 100ms 0.001 0.1 

Rflogics FINGER006 

Slave 500dpi 30ms 0.001 0.1 

 

1.8 Hindrances of Unimodal Systems 

The performance of all the biometric systems is depend upon the degree of freedom offered 

by the sensor module of it, so its reliability is completely based on quality of the information 

sensed by it sensor module. However, it is almost impossible to measure or sense the 

noiseless data every time. A brief description of these noises is discussed below. 

1.8.1 Noisy Sensor Data: Noise in the acquired data from a biometric sensor occurred due 

defective acquisition conditions. For example, for face recognition, the captured images for 

biometric database might be noisy or distorted due to improperly maintained camera, 

illumination conditions, accumulation of dirt at the lens of camera and movement of user. 

Same is the case with the fingerprint data acquisition; if the residual of some other user 

remains on sensor, it may result in noisy fingerprint images. So the accuracy rate of 

recognizing personal is highly sensitive to attribute of sensed data and accumulation of noisy 

data can result in a definite less sensitive biometric system [45]. 

1.8.2 Non-Universality: Universality exists when each and every person is able to present a 

biometric clue for the authentication purpose. Although it is expected to get some biometric 

evidences in every single individual, but is almost impossible to obtain the biometric trait 

from approximately two percent (fingerprint) of the population [46]. Due to the non-

universality, not only the individual suffers to give evidences for authentication, also it leads 

to create the problem of failure to enroll and failure to capture in biometrics [47]. 

1.8.3 Restricted Degrees of Freedom: It is believed, that every biometric trait has a 

significant variation in every individuals, but when the feature vectors are constructed out of 

it, similarities may exist in the feature set. Therefore, the degree of freedom provided by the 
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biometric evidences, are limited by the problem of homogeneity among the feature vector 

sets. Study shows that, the discrimination capability while using the fingerprints as biometric 

trait is approximately 10
4
-10

5
, it is also consider as keyspace. In addition to it, the keyspace 

for a randomly set password of 8-character is about 6.6x10
5 

[48]. The concept of 

discrimination is not only limited to the fingerprints, but to every biometric trait, hence every 

biometric trait has some upper bound in terms of its discrimination capability. 

1.8.4 Lack of Individuality: The accuracy in biometric systems is affected, if the system is 

not able to discriminate between two biometric evidences of different persons. This problem 

occurs due to genital factor, for example, father and son or twin brothers can have the same 

facial expression. The problem of lack of individuality may help in increasing the false 

acceptance rate and low inter-class variations means that biometric evidences of different 

individuals may appear to be similar [40]. 

1.8.5 Lack of Homogeneous Imitation: This problem occurs when the biometric data 

acquired for the template generation is not similar to the data acquired for verification. This 

problem is also known as intra class variation, and is typically caused by a user who is 

improperly interacts with the sensor. The different face expression, improper placement of 

the finger on fingerprint sensor and other environment effect e.g. different light effects for 

facial images may create variation and affects the authentication process. 

1.8.6 Spoof Attacks: Although Biometric systems are made to provide a barricade against 

the imposter attacks, however some time they are unable to block these spoof attacks. 

Therefore to alleviate the affects of the unimodal biometric systems, a consolidated 

multimodal system can be made by adjoining two or more sources of biometric traits [40]. 

Hence, a powerful database can be created by reducing FTE/FTC error rates and spoofing the 

multiple sources at a time is not as easy as it is for single source.  

1.9 Why Biometrics, Multibiometric & Fusion? 

Biometric technologies are becoming the foundation of an extensive array of highly secure 

identification and personal verification solutions [49]. As the level of security breaches and 

transaction fraud increases, the need for highly secure identification and personal verification 

technologies is becoming apparent. In recent years, biometric authentication has seen 

considerable improvements in reliability and accuracy, with some of the traits offering good 
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performances. However, even the best biometric traits till date are facing numerous 

problems; some of them are inherent to the technology itself. In particular, biometric 

authentication systems generally suffer from enrollment problems due to non-universality of 

biometric traits, susceptibility to biometric spoofing or insufficient accuracy caused by noisy 

data acquisition (sensor module) in certain environments [50]. 

 Challenges of providing security to a genuine user and easy access to the information are 

achieved through identity management system. A typical identity management system is one 

that renders its services to a legitimate user and stops the imposter to access the security. 

Conventionally the security issues in the domestic and commercial organizations dealt with 

personal identities. Here, identity management achieved through hard-coded passwords and 

badge-based appliances (driver licenses, and passports) [51]. This introduces numerous 

problems because sometimes it is very easy for application programmer to crack the 

password. Also risk of stolen identity and the risk of compromising the template are some of 

the most publicized issues and frequently cited in relation to the security of conventional 

identity management systems. Biometrics offers a better and reliable approach to the identity 

management by recognizing individual based on their physiological and behavioral 

characteristics that are inherent to the person. An orthodox biometric system inherits four 

main modules namely sensor module, feature extraction module, matching module and 

decision module [52]. 

 

Figure 1.13 A general biometric system [52] 



19 

 

 The sensor module is responsible for acquiring (collecting) the biometric information from 

the subject. Acquiring data at the very first stage of the biometric system is a very big-league 

because; it becomes extremely difficult to extract features from the fingerprint, iris, face 

images etc. if the quality & amount of information collected by the sensor is not accurate and 

efficient. Further, extracting the minutiae from the fingers of aged persons as well as manual 

worker are major problems in fingerprint based biometric system [53]. If the sensor is of 

good quality which can capture fine details then these problems can be minimized in 

fingerprint based system. Likewise, in face recognition system and Iris recognition system 

the choice of good sensor can eliminate or minimize the need of preprocessing for 

background area, coordination etc.. Therefore the choice of sensor is very critical for making 

the system more accurate and stable. 

Along with the biometric sensors, the essential parameter in the implementation of a 

biometric system is its performance, acceptability, and circumvention. However these 

parameters in a unimodal biometric system are affected by several limitations such as noisy 

sensor data, non-universality, lack of individuality and lack of invariant representation etc 

[54]. Therefore, unimodal biometric systems suffer to fulfill the requirement in commercial 

and security levels, and hence they may not be able to achieve a high degree of accuracy. The 

limitation of the unimodal biometric system can be overcome with multimodal biometric 

systems [55]. In multimodal biometric systems the multiple evidences are combined together, 

so that an individual has to go through a number of evidence checks. Therefore, multimodal 

biometric system gives a higher degree of accuracy and its improved performance helps to 

design the more powerful and accurate security and personal identification systems.  

1.10 Multimodal Biometric System 

The Multimodal biometric systems are providing identification and human security over last 

few decades. Therefore, multimodal biometric systems are adapted to many fields of 

applications. In Multimodal biometric systems, more than one physiological or behavioral 

characteristic are used for enrollment, verification, or identification process. As we know that 

every biometric system is fundamentally a pattern recognition system. Multimodal biometric 

systems have some unique advantages over unimodal biometric in terms of accuracy, 

enrolment rates, and susceptibility to spoofing. This limitation occurs in several application 
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domains, example is face, fingerprint and iris recognition. Specifically the accuracy of face 

recognition is degraded by illumination and facial expressions. Unimodal biometric systems 

are also incapable of eliminating the spoof attacks. The NIST presented a report in which 

they recommended a system employing multiple biometrics traits in a cascade fashion. When 

more than one traits combines, it helps in improving the recognition rate, also multi 

biometrics helps in reducing the error rates such as, FAR, FRR, FTE, Susceptibility to 

environments or mimics. 

Multi modal biometric systems are capable of receiving take biometric evidences from more 

than one sensor. In this approach the biometric data can be processed in a number of way e.g.  

1.10.1 Multi Algorithmic Biometric Systems: In multi algorithmic biometric systems we 

obtain single biometric evidence from one sensor. However, data i.e. obtained from the 

sensor is processed through two or more algorithms. 

1.10.2 Multi-Instance Biometric Systems: In this approach we use either one sensor or 

possibly more than one sensor to collect the random samples of a single biometric trait at 

different instances of time. Example is capturing images of face at different angle and in 

different illumination. 

1.10.3 Multi-Sensorial Biometric Systems: In this approach we use multi sensors, and take 

the sample of a single biometric trait at the same time. Now, this collected data can be 

processed with the help of one or more algorithms. Example finger recognition application 

could use capacitive, thermal, piezoelectric, ultrasonic or optical sensor for information 

capturing. 

The process of integrating the information from number of evidences to build-up a multi 

biometric system is called fusion. In multimodal biometric system the information can be 

integrated or fused at four levels, namely sensor level, feature extraction level, matching 

score level and decision level, and fusion can occur at any level [56]. However it is beneficial 

to fuse the information at that level only where maximum amount of information can be 

accessed with ease. Due to the presence of sufficient amount of information at matching 

score level, it is best suited for fusion purpose. In this report we have briefly explored the 

problem and better solution for choosing sensors and fusion methods, and present a case 

study describing its impact on biometric systems. 
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1.11 Problem Definition  
 

Although, unimodal systems are reliable, still the popularity of these systems is degrading 

due to the problems such as noisy sensor data, non-universality and spoof attacks. These 

limitations can be overcome if we fuse more than one trait to make a system called multi-

biometric system. The objectives of the thesis are. 

(i) To study the different biometric traits. 

(ii) To study different technologies/methods of multi-biometric system. 

(iii) To compare the different normalization techniques for the fusion of left index 

finger, right index finger and face using unsupervised rules of fusion for standard 

database. 

(iv) To develop a multi-biometric system using fuzzy logic. 

1.12Thesis Contributions  

In this thesis the performance of a multimodal biometric system is examined at matching 

score level fusion with various fusion rules and normalization methods. A follow-up of the 

aimed multimodal systems suggests that the major dispute in multimodal biometrics is the 

problem of selecting the correct methodology to combine the entropy obtained from multiple 

entities. The thesis has contributed with the implementation of the multiple traits with 

combination approach to score level integration and cover some of the consequences 

involved in calculating a single matching score from multiple matching score for individual 

traits. However, it is obvious for the different matchers and hence they are heterogeneous in 

nature. In order to convert these unlike matching score in a common domain we need to 

transform them using some normalization methods. In this thesis, we have studied various 

normalization techniques used on the matching scores before they combined together to 

obtain a single score. 
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CHAPTER 2 

 LITERATURE REVIEW 

2.1 Introduction 

This chapter reviews the extensive-range and multi disciplinary research on integration 

techniques in biometric field. An analysis of collective information of existing multimodal 

systems reveals that the principal challenge in multimodal biometrics is the issue of 

accepting the right approach for the fusion of the information obtained from more than one 

biometric cue. The Ideas or actions intended to enhance the performance of biometric 

authentication through fusion of multiple cues revolves around the output of multiple 

classifiers. The output of the classifier obtained in the form of matching score either can be 

combined using classification or combinational approach of integration. These matching 

score then combined in many ways to regenerate a final score or decision. Classifier output 

can be picked out in an alternative way to anticipate the accuracy of various classifiers. This 

chapter contributes to the information sharing for literature review of multimodal biometric 

fusion by improving the apprehension of fusion and by raising fusion performance using 

entropy specific to a user. 

2.2 Overview of Data Fusion 

Even the most advance unimodal biometric system endures from several difficulties. These 

offspring overcome by using a multi-modal biometric system which utilizes more than one 

biometric trait. The patterns of human face are more complex and random and hence it is 

difficult for an imposter to reproduce someone's behavior or looks. Fingerprint pattern are 

also typically different but can be spoofed by using gummy finger. By fusing them with other 

biometric attribute such as face, a more ensure multi-biometric security system can be 

formed for authentication. Rashmi Singhal et al. [57] reported a brief overview about 

problem of unimodal systems, information integration, levels of integration and classification 

of multi-biometric systems. 
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2.3 Functional Mode 

Frame work of multimodal biometric organization be relevant to the serial arrangement 

which the multiple modalities are adopted and subjected to a special process or treatment of 

identification. A multimodal biometric system can function in three different ways: 

2.3.1 Parallel Mode: In parallel mode of operation multiple numbers of biometric modalities 

can be combined together simultaneously. Parallel multimodal biometry figures out the 

above defined problems of unimodal system by combining the evidences using an 

appropriate fusion scheme. 

2.3.2 Serial Mode: Serial mode of operation does not combine or fuse the multiple biometric 

modalities at once but one after the other. The main advantage of serial operation is that it 

allows the system to be free from multiple procedures at a single stage. This mode of 

operation helps in taking fast decision because verification can be done in between the 

processing depending upon the requirement and fusion algorithm.  

2.3.3 Hierarchical Mode: In parallel mode of operation multiple numbers of biometric 

modalities can be combined together in a hierarchical fashion when large a number of 

classifiers are present, such as tree structure. There are, however, a couple of advantages of 

using a Hierarchical mode for fusion are that this function mode can also permit the user to 

make up his mind which modality he would introduce first. Furthermore, while identifying a 

user out of a large data base, it can use the consequence of every modality to successively 

reduce the database and it makes the search quicker and more effective.  

Although, every fusion approach clears or reduces the problem of unimodal biometric the 

still almost every intended Multibiometric systems have a parallel functional mode of 

operation. But the ultimate choice of fusion scheme and its functional mode of operation rely 

upon the application. 

2.4 Fusion Terminologies 

The above mentioned limitations of unimodal Multimodal biometric systems are got over 

with some of biometric systems by uniting the manifest received from different origins [58]. 

The origins are explained below. 
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2.4.1 Single Biometry, Multiple Sensors: When same biometric evidence is adopted by 

multiple sensors and then integrated to accomplished and amend the authentication process 

(e.g. 2D and 3D images of the face). The use of multiple sensors can create the problem of 

high dimensionality while combining data from various sources and of noisy sensor data, but 

all other possible problems linked with unimodal biometric systems persist [58]. 

2.4.2 Single Biometry, Multiple Instances: When same biometric evidence is acquired 

several times by a same sensor and integrated to accomplish and amend the authentication 

process (e.g. multiple images of face of a person taken at different instance of time and under 

different pose/lighting conditions) [58]. 

2.4.3 Single Biometry, Multiple Units: Apart from above two approaches, here, different 

quantity acquired from a single biometric cue are and combined to accomplish and amend the 

recognition process (e.g. left and right index finger data) [58].  

2.4.4 Single Biometry, Multiple Representations: if given input raw biometric data 

acquired by a single sensor and then it is used by different methodology of obtaining the 

feature and matching scores to fuse to accomplish and amend the recognition process comes 

under this category (e.g. LDA and ICA) [58]. 

2.4.5 Multiple Biometrics: In multimodal biometric more than one biometric modalities of 

the same person can be combined to accomplish and amend the authentication process (e.g. 

face, fingerprint and iris). Different application program demands different levels of data fusion. 

The only well-used structure of authentication is the multimodal biometric fusion scheme. 

In spite of the fact that the unimodal biometric systems also improve the authentication 

process, they still lack in some of the particular environment and faced some of the problems 

explained above. Therefore, nowadays multimodal systems are the first choice for person 

recognition based on different modalities and seem to be more robust to noise, non-

universality etc [58].  

2.5 Levels of Integration  

Fusion of the information not only makes the system robust, but also increases its 

performance by integrating different biometric information to make the system more 

consistent against the spoof attacks.  A general biometric system model consists of four 
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modules, and the information from the different modalities can be fused at any level, 

depending upon the amount of data available at that level [59]. 

 

Figure 2.1 Modules of a general biometric system [60] 

2.5.1 Fusion at Sensor Level: The information acquired by sensors, from the sources, 

remains available in raw form. This raw data can be combined or fused only if multiple 

evidences of same biometric trait, obtained by several sensors are compatible to each other or 

evidences of the same biometric trait taken at different instances by the same sensor [61]. 

Although, we have the sufficient amount of information at the sensor level, but due to the 

incompatibility among various evidences (face, iris and fingerprint), it is almost impossible 

to achieve the fusion at sensor level. However, the problem of incompatibility exists with 

same biometric trait too, e.g. the image taken by two different cameras may not have the 

same resolution or evidences of fingerprint may not be integrated, because these clues may 

have taken from different sensors (thermal, ultrasonic and/or capacitive). 

Out of some of the work done at sensor level fusion Jain et al. [62] has given an algorithm for 

mosaicking the multiple fingerprint notions to develop a more perfect image. Here, they 

considered the problem of mosaicking the fingerprints as a 3-D surface enrollment problem 

that can be figured out using a modified ICP algorithm. For this multiple image of the 

fingerprint initially aligned by pressing out minutiae points from each individual fingerprint 

image, which then compared with two sets of minutiae points with the help of an elastic point 

matching algorithm. Initially the work done gives a better performance for the matching 

system, but scope for the future work reveals the short coming of the fusion at sensor level 

because it faces problem for non-linear deformation of the fingerprint. 
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In the majority of the literature on sensor level fusion Moon et al. [63] also developed an 

algorithm based on registration techniques for mosaicking the multiple images to generate a 

composite image. This technique was then analyzed to compare the unparalleled framework 

of the operating characteristics for fingerprint images of dissimilar sizes. For fingerprint 

template synthesis and fingerprint image mosaicking an alignment was explored for 

matching the comparable elements of the two templates or images. The optimal 

transformation for template alignment is achieved through Iterative Closet Point (ICP) 

algorithm, which is a well known methodology for the alignment of 3D geometric models. 

Hence the modified ICP algorithm for optimal transformation helped in improving the 

fingerprint authentication while merging the minutiae from two fingerprint images. 

Experiments reveal that image size plays an important role while confirming to be employed 

during fingerprint registration. The merging approaches a critical factor when deciding the 

particular merging approach to be used during fingerprint registration. One of the drawbacks 

of the approach is that even it is faster and more insensible by elastic distortion, but it is 

adapted for larger images only. 

Raghavendra et al. [64] has demonstrated a novel approach of sensor level fusion for face 

and palmprint images applying Particle Swarm Optimization (PSO). This technique 

comprises of two main steps, i) Decomposition of the acquired face and palmprint images 

from different sensors with the help of wavelet transformation ii) now, to generate a new  

merged  image of face and palmprint, PSO is used to pick out the most discriminative 

wavelet coefficients. In addition to this, a unique method Kernel Direct Discriminant 

Analysis (KDDA) has been implemented for feature extraction and then Nearest Neighbour 

Classifier (NNC) is used accomplish the process of identifying a person as a genuine or as an 

imposter.  

Another novel method evidenced by Singh et al. [65] explains the concept of multispectral 

image integration of visible and infrared face images and the use of match score fusion to 

identify the genuineness of an individual. 2vn-granular SVM is used to combine the visible 

and farseeing wave infrared face images, by which local and global attributes of multispectral 

face images can be learnt involving more SVMs at different granularity degrees and 

resoluteness. The 2vn-GSVM executes precise classification which is later on used to 

dynamically calculate the weights of farseeing and infrared images for rendering a merged 
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face image. For the transformation of the fused face image 2D log polar Gabor transform is 

used and local binary pattern feature extraction algorithms is utilized to take out global and 

local features. Finally, theoretical framework developed by Dezert Smarandache based on 

plausible, is used to fuse the corresponding matching scores. The efficacy of the intended 

algorithm is corroborated utilizing the Notre Dame and Equinox information and is equated 

with subsisting statistical, learning, and evidence theory based fusion algorithms. 

2.5.2 Fusion at Feature Extraction Level: The information acquired at the sensor level 

reaches to the feature extraction level in digital form, but only a salient piece of data is kept 

to make a new data type. In feature level fusion, this information is preprocessed, and feature 

vectors are fetched out separately. The extracted feature vector is then use to represent the 

distinctive characteristics of the biometric traits. Many algorithms have been developed for 

the effective feature extraction, which shows the importance of feature level fusion. 

Xiao-na Xu1 et al. [66] demonstrates a new approach of feature-level integration based on 

kernel Fisher discriminant analysis (KFDA) and utilizes it to multimodal biometrics based on 

integration of ear and profile face biometrics. Here KFDA is used to calculate the fusion 

discriminant vectors of ear and profile face and helped in accomplishing a nonlinear feature 

integration projection. It is evidenced in study that when only one biometric trait i.e. ear and 

face, is used for the authentication purpose, only 91.77% and 93.46% persons are correctly 

recognized, respectively. But when fusion technique applied at feature level, the performance 

of the system increased to 96.84%, 96.41% and 96.20% respectively for the average, product 

and weighted sum rules. 

The method proposed by Rattani et al. [67] presented a multimodal biometric system for the 

fusion of face and fingerprint images based upon a compatible feature extraction technique to 

receive corresponding features from the raw information. The algorithm is consist of three 

main steps, i) Feature set compatibility and normalization ii) decomposition or feature 

reduction and, iii) concatenation. The experimental consequences evidenced that fusion of 

the information from autonomous origins (face and fingerprint) at the feature level enhances 

the performance as compared to score level. It is evident that, while working with only 

fingerprint as the biometric trait, the FRR rate is 5.384% and FAR rate is 10.97 %. Fusion at 

feature level extensively helps to reduce the FRR rate to 1.98 % and FAR rate to 3.18% only. 
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The experimental framework developed by Zhang et al. [68] for the feature level fusion 

utilizes the Canonical Correlation Analysis (CCA) which is an ideal technique to formulate 

and assess the linear relationship between two data sets. In this paper, they present a 

multibiometric algorithm to combine the feature vectors of palm print and finger geometry 

with the help of Canonical Correlation Analysis. In order to obtain the palmprint feature 

vectors linear discriminant analysis (LDA) is used and then geometry feature of the middle 

finger is extracted. After generating the feature vectors for palmprint and finger geometry 

separately, they are fused by CCA to form a mixed feature which is implemented to 

announce the identity of a person either as a genuine or as an imposter. Additionally this 

approach helps to reduce the dimension of the obtained combined feature used for fusion. 

The proposed approach improved the average recognition rates by 0.18% & 3.85% and worst 

recognition rate by 0.30% & 7.21% for palmprint and fingerprint geometry respectively. 

Several works earlier in time for feature fusion humanistic study has only stressed on the 

consequence of feature extraction and categorization. However, the decisive effect of 

analyzing the usefulness of extracted biometric feature vectors has been predominately 

pushed aside. Selection of the appropriate feature out of the cluster serves in brief study to 

identify and remove much irrelevant information. Kumar et al. [69] talks about the effect of 

feature subset choice and its potency in a distinctive bimodal biometric system. The extracted 

feature vectors of the hand image are compared and combined with Bayes transformation 

theory and sets are fused with learning rules & decision trees such as k-NN, SVM, and FFN. 

The process of authenticating an individual on the basis of distance based video always 

remains a critical task for the fusion of multimodal biometrics. Zhou et al. [70] presented a 

Modern algorithm that uses and incorporates information from side face and gait at the 

feature level. Out of dozens features of face and gait, principle component analysis is used to 

decompose the main features from enhanced side face image (ESFI) and gait energy image 

(GEI), respectively. The separate feature vectors are then combined to get a complete and 

final feature vector. In the process of fetching the discriminating synthetic features from 

concatenated features of face and gait multiple discriminant analysis (MDA) is employed. 

This procedure allows the propagation of improved features and cuts down the curse of 

dimensionality. To check the performance of the suggestive study two relative data sets are 

used to demonstrate the outcome of altering clothes and face changing over time. 
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Furthermore, the comparative study of the proposed with another feature level fusion scheme 

demonstrate that the synthetic features, encrypting either side of the face and gait 

information, carry more demonstrating ability than the individual biometrics features, and 

this feature level fusion has a greater degree of accuracy than other.  

Likewise the previous discussion Rattani et al. [71] suggests a refreshing person recognition 

algorithm in video, which mixes human face and gait modalities with the help of a dynamic 

multi-modal biometrics fusion strategy. The Fisherface method is followed to draw out face 

features, and to extract the gait features Locality Preserving Projection is considered to 

achieve low-dimensional manifold embedding of the temporal silhouette information inferred 

from logical order of images. After extracting the feature of gait and face images separately 

these feature vectors are fused with the help of a distance-driven fusion method. Method 

suggests that the careful selection of the system parameters can play a fundamental character 

with different fusion operations. An adaptive algorithm to pick out an improved quality 

parameter is being analyzed. Actually, there are various components which may shape the 

quality of single biometric feature like imaging region, viewing angle, and lightning 

condition etc. Productive structure of the reliable synthetic human features for better 

authentication depends upon the success rate of the determining and realizing the feature 

vectors. 

Yan et al [72] demonstrated a novel class-dependence feature analysis algorithm grounded on 

Correlation Filter Bank (CFB) proficiency for efficient multimodal biometrics integration a 

for feature level fusion. In this approach, the unconstrained correlation filter shaped for a 

particular modality is contrived by optimizing the overall original correlation outturns. 

Consequently, the differences between modalities have been allowed and practicable entropy 

in several modalities is fully overworked. Preliminary observational consequences on the 

fusion of face and palmprint biometrics demonstrate the high quality of this method. 

2.5.3 Fusion at Matching Score Level: The performance of several verification systems 

based on biometric can be increased when fusion rules applied at matching score-level. In 

score level fusion, the matching score is obtained from every individual system. In score 

level fusion, score normalization is a necessary task to do, because it converts the individual 

scores into a common meaning domain to achieve the compatibility. These normalized scores 
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are then combined to improve matching performance. Now, this single normalized score is 

compared with database, which stored previously and verifies whether the person is genuine 

or imposter based on degree of similarity and dissimilarity. 

Jain et al. [73] introduced a system which was developed to integrate three biometric 

modalities face, fingerprint, and speaker verification to determine the identity of a person. 

This system capitalizes the potentialities of each and every biometrics modalities. This 

approach helped in removing some of the restrictions and problem faced by a single modality 

biometric system. Preliminary observational outcomes manifest that the identity laid down by 

such an integrated system is much more authentic than the identity installed by an individual 

face recognition system, fingerprint verification system, or speaker verification system. 

In the process of recognition Kuncheva et al. [74] also gave decision templates based method 

for multiple classifier fusion, and compared it with Behavior knowledge space method, 

majority voting, Naïve Bayesian, average aggregation rule, product aggregation rule, 

maximum aggregation rule, minimum aggregation rule, probabilistic product, fuzzy integral, 

Linear discriminant classifier on the intercede end product space, Dempster-Shafer, 

Quadratic discriminant classifier, logistic classifier, Fisher linear classifier, decision 

templates with different models. The comparative study among these methods is given in this 

paper in detail. 

For classifier fusion of fingerprint and face Toh et al. [75] developed a Hyperbolic function 

network with the help of forward neural network and SVM. They covered the state of 

difficulty by mixing decision outcomes of fingerprint and speech as classifier fusion 

problem. The matching scores obtained from every individual classifier are then used as the 

input of the neural networks, and the output matching scores of the neural network are the 

concluding matching scores. They used the different neural networks to improve the 

recognition performance of the fusion process; the detailed study is given in the paper. 

In another study reported by Jain et al. [76] for the fusion of three modalities such as face, 

fingerprint and hand geometry at the matching score level is researched. The research 

explains that user autonomous Weighted Linear combination of similarity matching scores 

can be intensified by utilizing either user dependent weights or user dependent decision 

doorways. Weights and doorways are calculated by in-depth exploration on the exploitation 
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data. The deep analysis reveals that use of doorways enhances the performance by about 2%, 

whilst the use of weights enhances it by about 3%. 

Verikas et al. [77] compared eleven classifier fusion terminologies in his study. The 

comparability admitted amalgamation by fuzzy integral, Bayesian compounding theory, 

weighted averaging rule, averaging rule, majority rule, Borda count, amalgamation by fuzzy 

inherent with data-dependent densities, admixture by weighted averaging with data-

dependent weights, combination by the BADD defuzzification strategy, admixture by 

Zimmermann‟s counterbalance manipulator and optimizing the fuzzy assess. 

Toh et al. [78] aimed to make a multivariate polynomial model which helped in reducing the 

complexity for the fusion approach at classifier. This technology defeats the defects being 

connected logically, causally or by shared characteristics complexity of schematic 

multivariate polynomial simulation for high-dimensional jobs. The authors enforced the raw 

model to merge fingerprint and voice data for individual recognition. Preliminary 

experimental results are made on the basis of comparative study of second-order (RM2) and 

third-order (RM3) multivariate polynomial models. The recognition functioning can be made 

more desirable or valuable greatly by the fusion methods for low acceptance rate instances.  

Some other consideration by Frischholz et al. [79] looks at two different fusion terminologies 

of fusing the matching scores or decisions for speech, face, and lip motion. The 

terminologies considered for fusing the matching scores obtained from the different classifier 

are the Sum rule and Majority voting. Majority voting mainly used at decision level and 

requires the understanding of two traits out of the three so that there should not be a tie, even 

though, for a high security system all three decision can be made in favor of algreement. It 

has been encountered that the mixed system could render more defenses against the spoof 

attacks than each of the single systems alone. 

A multimodal biometric user-identification tool based is offered on the fusion of face and 

gait for a single camera case by Kale et al. [80]. For practical implementation of fusion, there 

are two different scripts are used in order to integrate the matching scores for face and gait. 

The very first scheme includes a classifier to generate the matching scores for gate and works 

as a filter to clear a limited number of users. On the other hand second scheme used to 

combine the matching scores of both the modalities to achieve the fusion. Likewise some 
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previous work done this terminology also employ fusion rules such as Sum rule, Minimum 

rule and Product rule. They analyzed that even though first scheme which worked for gate 

modality has depicted a desirable improvement in the system performance, but the second 

scheme is favored it fulfilled the demand of fusion in terms of accuracy, computational 

speed. Based on the above consideration, it can be resolved that fusion proficiencies 

established on fixed rules have more or less Benefits.  

In addition to the previous approach, Shakhnarovich et al. [81] also proposes a study on 

matching score fusion of face and gait cues for recognition and in they chooses matching 

score and decision level to implement the fusion strategy. Along with the implementation of 

the approach they empirically equated four different score-level fusion methods and one 

decision level fusion methods in this study. The method used for matching score level are the 

Product rule, Sum rule, Maximum rule, Minimum rule and for decision level is the Majority 

voting rule. In preliminary result of the comparison Product rule has depicted the best 

execution out of all the fusion methods conceived. Due to the presence of maximum number 

of outlier in the matching scores Minimum and Maximum rules manifest poor performance. 

Because this both the methods has considered less robust than Sum and Product rules. 

There have been some experimental studies on integration of three modalities for matching 

score level. One of these technologies a system is proposed by Ribaric et al. [82] which is 

established by combining the matching scores for hand geometry, palm and fingerprint. 

Fusion method used in this paper was the Weighted Sum rule which is a widely used for 

fusion purpose. Results of this experiment designate that the Weighted Sum rule furnishes 

comparatively better execution than even the best individual modality. 

Hazen et al. in [83], tried to explore the fusion for face and speaker biometric modalities for 

the identification purpose. These modalities are then examined on data gathered in 

ungoverned environments using budget sound and image capture malware. Their research 

brushed aside the facts that the system functioning can be underestimated under these 

considerations, it has been depicted that using a combination of biometric modalities can 

enhance the robustness and accuracy of the person recognition task. Another method used in 

the paper is Simple Brute Force Search which is a novel approach of the fusion. According to 
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the result obtained for this approach the fusion strategy gives the better performance than 

individual modalities involved. 

Another method discussed by Czyz et al. [84] for multimodal biometric authentication 

system which is having a base of operations on the integration of the matching scores for face 

image and text independent speech data of a person. The two method used in the research for 

the integration purpose are Multi-Layered Perceptron and Weighted Average. It has been 

noticed in the research that text autonomous speaker confirmation algorithm is more accurate 

and robust compared to the face verification algorithm. Furthermore, integration of these two 

cues has contributed to an appreciable improvement. 

Luettin et al. [85] also gave their contribution in the development of two different speaker 

verification method which after considered as an accurate and robust person authentication 

technique. The basis of the discussion of the study in the paper is the implementation of the 

fusion strategy for scores of speech and facial images. These are a text sovereign method 

employing a second order statistical measurement and a text dependent method based on 

hidden Markov modeling. The unimodal identification system, text dependent has expressed 

the best result compared to face and text independent modules. In this research paper the 

fusion at matching score level is achieved with the help of Support Vector Machine for the 

different identification modules and it has been encountered that the integration of different 

modalities outdoes even the best individual modality necessitated. The Consequences 

obtained from the analyses depicts that the integration of the two biometric cues with the 

minimum performance outperforms the best single modality results. 

In another study suggested by Sanderson et al. [86] which evokes an adaptive multimodal 

person authentication system based on speech and face images as biometric cues has 

observed that the system accommodates to noise present in the speech signal by altering the 

arguments of the integration method. A set of arguments can be calculated theoretically all 

the way through the exploitation phase for different Peak Signal to Noise Ratio of the speech 

signal. In addition to this, during the trial stage, the approximation of the Peak Signal to 

Noise Ratio of the given speech signal occurs and arguments most intimately corresponding 

to that Peak Signal to Noise Ratio are practiced by Linear and SVM fusion terminology. The 
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outcomes of the practical work have manifested that the adaptive system importantly gives a 

greater degree of accuracy and robustness. 

2.5.4 Decision Level Fusion: Biometric fusion at decision level lined up at a very low 

frequency and very less number of research paper published in this field. Decision-level 

fusion can be thought as a pattern categorization problem such as biometrics verification and 

target identification. At this level user claims an identity either explicitly or implicitly, 

depending upon whether the screening is 1:1 or 1:N respectively. If the screening is 1:1, then 

the process is called verification and claim of identity either will be rejected or accepted. In 

case, if the screening is 1: N, then the process is called identification and the implicit claim 

made by the user will be checked to determine whether the user is already enrolled in the 

system or not. 

At decision level, each classifier avails a decision.  In decision level approach scores 

normalization is not required as it was mandatory in matching score level. Use of the 

decision level for fusion is beneficial only if the numbers of classifier are more than two, 

because the problem that may occur with decision level fusion is the possibility of ties. 

Decision at this level can be combined in serial and parallel form, through AND and OR 

fusion rules respectively and rule helps to reduce FAR and OR rule helps to reduce the FRR. 

M. William et al. [87] has shown that if two system, each having an FAR & FRR of 1%, on 

combination of AND and OR rules yields to FAR = 0.0882% and FRR = 0.0002%. 

Some of the common methods used for the decision level fusion are discussed below. 

1. Fix Rule based: AND/OR and PROD/SUM rules Majority voting  

2. Classifier based: Quadratic Discriminant Analysis, Fisher Linear Discriminant, k-NN 

based classifiers, linear classifier, and decision trees. 

3. Machine learning and neural network : FFNN, Support Vector Machine, Multi-Layer 

Perceptron, Expert learning, fuzzy set , particle swarm 

4. Clustering for decision level fusion: fuzzy vector quantization, Fuzzy k-means, and 

median radial basis function. 

5. Statistical decision theory: Maximum a posterior, maximum likelihood, Min-Max, 

Bayesian decision theory. 
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Prabhakar et al. [88] used an optimal Neyman-Pearson rule to aggregate more than one 

fingerprint matching techniques at the decision-level to avail a conclusion. Preliminary 

observation of the approach when upheld on a prominent fingerprint database proved that the 

ordinary matching performance upraised approximately 3%. In the more advanced stages of 

the experiment they demonstrated that a combination of multiple notions and multiple fingers 

amended the recognition performance by more than 4% and 5%, respectively. 

Recently, one multimodal biometrics fusion techniques which has attracted much attention 

for decision level fusion is SVM.  Fierrez et al. [89] used the auxiliary information of SVM 

to fuse three biometric modalities fingerprint, Face and signature. The research work in this 

approach, considered the fusion of these modalities as a pattern recognition problem, which 

later was applied through SVM. It is carried out in this study is that the classification 

problem modified into a quadratic problem to make the approach easier and analytical. Next, 

the score which was obtained from the output of the SVM network is the concluding fused 

score. Accuracy of the system is checked while comparing the testing data set with 

previously stored template/database. 

Verlinde et al. [90] also considered the decision level fusion as a classifier problem. The final 

result in the decision level fusion is accomplished when more than half of the classifiers 

declare the same decision. In this paper they focus their efforts mainly on fusing the obtained 

decisions from a variety of independent classifiers such as k-NN, decision trees, and logistic 

regression in a multi-modal identification problem. Along with this Zhang et al [91] also 

developed adaptive model person identification by fusing the speech and image data at 

decision level. Both the method was compared to carry out the performance of the fusion 

with face recognition model and speck recognition model. The average recognition rate of 

the first integration technique is approximately 91.6% while the recognition rates for the 

second technique working with voice and face biometric are approximately 85% and 79.29%, 

respectively. 

Naguib et al. [92] presents a thorough experimental investigation, based on three types of 

biometrics face, voice, and signature into the effectiveness of various fusion approaches in 

multimodal biometrics. They used Multi-Layer Perceptron to accomplish fusion employing 

face, voice, and signature at decision level. The matching score obtained from the different 
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classier for face, voice and signature are used as the input for the MLP neural network and 

the outputs of the MLP are the fused decision scores. In approach like this two kind of data 

set are created, one for the training and other for the testing. Therefore, the MLP network is 

trained by some training data sets before testing. It is observed in the final results that the 

recognition rate improved to is 100% with fusion which was 89%, 99.5%, and 93% for face, 

voice and signature respectively, without fusion.  

Based on the Israel et al. [93] studies, it can be resolved that fusion proficiencies have some 

advantages over unimodal biometric identification systems. They include the conception that 

the fusion of face and ECG in this paper show better performance when compared to single 

modalities for person identification. Mono-modal biometric recognition systems demonstrate 

such a performance that may not be enough for many security diligences. There have been 

some researches which demonstrate the functionality of the electrocardiogram as a refreshing 

biometric cue. This paper dug into the integration of a conventional face recognition method 

with ECG.  

A brief introduction about previously developed methods and tools are given in Table 2.1.  

Table 2.1 Fusion for different biometric traits 

Biometric 

Traits 

Author & 

Year 

Features Terminology Architecture 

Mode 

Level of 

Fusion 

Face & 

Finger 

Marcialis et 

al.2007[94] 

Eigenfaces and 

finger minute 

PCA and string Parallel Score level 

Iris & Face Zhang et al. 

2010 [95] 

Pixel probes of 

face and iris 

CCA(canonical 

correlation 

analysis) 

Parallel Score level 

Fingerprint 

& Iris 

Lumini et al. 

2007[96] 

Eye‟s Polar 

coordinates & 

fingerprint‟s 

ridge feature 

Support vector 

machine 

Parallel Decision 

level 

Hand Ong et al. Tip and root Sum rule , Parallel Decision 
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Geometry & 

Palmprint 

2003 [97] point of finger 

and fisher palm 

weighted sum 

and SVM 

level 

Gait & Face Kale et al. [98 ] 

 

Velocity and 

weight motion 

vector and the 

identity 

variable 

SUM or 

PRODUCT rule 

Holistic 

Fusion 

Decision 

level 

Fingerprint 

& Gait 

Derawi et al. 

[99] 

Minutia and g-

force feature 

vector  

User weight and 

weighted sum 

Parallel Score level 

Ear & 

Fingerprint 

Kiskul et al. 

[100] 

Shift feature 

vectors 

Adaptive 

Weighting using 

Doddington‟s 

Approach 

Parallel Feature level 

 

2.6 Summary 

In this chapter we have summarized the main work related to the fusion of various biometric 

traits. We have started by describing the general problems of the unimodal biometric systems 

such as Noisy sensor data, Non-universality, Lack of individuality, Lack of homogeneous, 

Limitation, Spoof attacks etc. Then we have focused on architectural approach of various 

modes of operation on fusion (e.g. parallel mode, serial mode and hierarchical mode). Within 

all adapted study on fusion we have selected few of them which have motivated us to focus 

to implement the research at matching score level.  
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              CHAPTER 3 

METHODOLOGY 

3.1 Introduction 

Although the problem of biometric fusion has been studied in a widespread way, it is 

however, not an entirely solved problem. This dissertation begins to deal with an information 

fusion approach followed to deal some of the restrictions of existing fingerprint and face 

matching systems. A hybrid fingerprint and face system that utilizes the matching scores of 

face, left index finger and right index finger are obtained from a freely available database 

(i.e. NIST BSSR1) has been developed. Fusion of these matching scores is depicted to 

execute significantly better results than any other conventional and preexisting score fusion 

schemes. A new mathematical transformation (i.e. normalization) technique has been used to 

normalize the data in a common domain. Normalization is also used to mitigate the effect of 

non-linear distribution of matching score due to different matching technique for face and 

fingerprint. The model is developed by fusing the normalized score with unsupervised fusion 

rules SUM, PRODUCT, MIN and, MAX rule. Furthermore, to present a comparative study a 

fuzzy rule base is also created to fuse the matching scores obtained for face and fingerprints. 

As earlier discussed, a unimodal biometric system recognizes an individual based on a single 

source of biometric cue and are suffered in many ways like non-universality, noisy sensor 

data and lack of indistinctive data of the preferred biometric modality. Some of these 

problems can be facilitated by using multimodal biometric systems that unite evidence from 

multiple biometric origins. Selective information fusion system, which is discussed in this 

dissertation, is anticipated to be more authentic and robust than systems that depend on a 

single origin of information. 

3.2 Objectives of the Chapter 

a) To study the nomenclature of different kind of fusion models. 

b) To study the various levels of information fusion. 

c) To transform the information in a common domain with help of various normalization 

techniques. 
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d) Evaluation criterion of verification and identification on the basis of various error rates. 

e) To develop a fusion model on the basis of unsupervised fusion rules.  

3.3 Common Nomenclatures for Information Fusion  

 In agreement with to Ross et al. [101] and Jain et al. [102], the entropy origins adopted for 

integration can be place into to a category of following types. 

3.3.1 Multi Sensor Systems: These systems include the acquisition of biometric information 

from single biometric evidence from different types of sensors. It is believed that multi 

sensor systems a variety of raw information can be attained from several sensors. For 

instance, if consider two finger sensor i.e. optical and the CMOS sensors to capture the 

fingerprint image they can probably help to distinguish an instance of change of signal and 

interference sources in the captured image. A comparative overview of these two sensors is 

given below.  

Table 3.1 Functional detail of the multisensory system 

Preliminary Information 

 

Data Feature Decision 

Bandwidth Possibly very large 

 

medium very small 

Information Loss 

 

no loss some possibly significant 

Significant Performance 

 

no loss some possibly significant 

Operational complexity 

 

High medium low 

 

3.3.2 Multi-Instance Systems: In this approach, a single biometric sample is acquired from 

user but at different instances of time. As an example, fingerprints images of index and 
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middle fingers of a user can be utilized in an integration system to prevail a higher degree of 

security. In addition to this, we can also consider the right and left eye image to use iris or 

retina as biometric clue as multi instances. 

3.3.3 Multi Sample Systems: In multi sample terminologies multiple numbers of same 

biometric is used to develop a recognition system. In order to dominate an outcome for 

overall identification a single methodology is used to process each of the samples and then 

every individual consequence are fused. One of the main advantages of using multiple 

samples for identification over multi algorithm method is that it may help to overcome poor 

execution of the system due to one sample that has unflavored attributes. Adopting multiple 

samples demands either multiple replicates of the sensor or the user handiness for a longer 

period of time. Examined and noted the similarities or differences with multi algorithm, multi 

sample appears to necessitate either higher amounts paid for goods and services for sensors, 

greater cooperation from the user, or a combination of both. Chang et al. has discussed a 

multi-sample approach in [103] in which they considered 2D face images as a baseline in 

contact with which to compare the outcome of multi sample 2D + 3D face. 

3.3.4 Multi Algorithm Systems: Unlike multi sample, multi algorithm terminology uses a 

single biometric sample adopted from single sensor. In this approaches two or less like 

terminologies are used for the post processing on previously acquired sample. In order to 

dominate overall identification result of the system every individual result is fused. This 

approach is having ability to arouse interest, mainly in application and research areas because 

the use of single sensor may help in cutting down data acquisition cost. According to a study 

presented by Phillips et al. [104] in which a Face Recognition Vendor Test has demonstrated 

the modified performance in 2D identification by fusing the consequences of different 

commercial identification systems. 

3.3.5 Multimodal Systems: A multi-modal biometric system conceives more than one 

biometric modality in the process of identification. In one of the research work develop by 

Ko [105] proposes that multi-modal fusion welfares the most when the biometric cues are 

extraneous. These biometric evidences can be considered extraneous to each other when the 

match performance of one cue does not anticipate the other‟s operation. It is supposed that 

ideally all of the biometric evidences would be extraneous to each other, at the same instant 
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captured with the same sensor, and at superiority. However, it is beneficial to have few 

algorithm of categorizing multi-biometric systems, and realizing the rewards and hinders 

linked with each approach is essential to effective system invention. 

 

Figure 3.1 Different module representations of fusion systems 

 

3.4 Levels of Fusion 

According to the selective information acquired, the methods for fusion can be categories in 

to fusion of information before matching and fusion of information after matching score level 

[106].  
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Figure 3.2 Various level of fusion 

 

Figure 3.2 depict various levels of fusion with an illustration before and after matching score 

level. As it is clear from the figure, raw information acquired from different sensors are 

combined together before matching includes that raw information. Before the raw 

information processed to the matchers, features of the data are extracted in the form of 

feature vectors. These fusions are respectively called sensor-level fusion and feature-level 

fusion. These feature vectors are then used to generate the matching score when they are 

compared with previously saved templates. For information acquired in fusion after 

matching, the matching results at score and decision levels can be employed. The following 

sections provide a brief account of highest level of development over recent epoch. 

3.4.1 Sensor Level Fusion: Sensor level is the most aboveboard level for the fusion because 

the information in the form of raw images can be fused here. However, the problem of 

incompatibility between the images or raw data (e.g. face and fingerprint) of different 

biometric modality, in raw form, it is very strange and impractical to concatenate the adopted 

data at this level. However, the problem of incompatibility exists with same biometric trait 
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too, e.g. the image taken by two different cameras may not have the same resolution or 

evidences of fingerprint may not be integrated, because these clues may have taken from 

different sensors (thermal, ultrasonic and/or capacitive).  

3.4.2 Feature-Level Fusion: The information acquired at the sensor level reaches to the 

feature extraction level in digital form, but only a salient piece of data is kept to make a new 

data type. In feature level fusion, this information is preprocessed, and feature vectors are 

fetched out separately. The extracted feature vector is then use to represent the distinctive 

characteristics of the biometric traits. Many algorithms have been developed for the effective 

feature extraction, which shows the importance of feature level fusion. Fusion at feature level 

made up out of geometrical conjunction, coding means, and series/parallel schemes. 

According to Toh et al. [107] in fingerprint identification dealing with small sensor area a 

geometrical transformation was utilized to adjust the extracted minutia features prior to fuse 

them to figure out a large minutia template for later matching process.  

 

Figure 3.3 Feature level fusions 

3.4.3 Decision Level Fusion: At this level user claims an identity either explicitly or 

implicitly, depending upon whether the screening is 1:1 or 1:N respectively. If the screening 

is 1:1, then the process is called verification and claim of identity either will be rejected or 

accepted. In case, if the screening is 1:N, then the process is called identification and the 

implicit claim made by the user will be checked to determine whether the user is already 

enrolled in the system or not. 

At decision level, each classifier avails a decision.  In decision level approach scores 

normalization is not required as it was mandatory in matching score level. Use of the 

decision level for fusion is beneficial only if the numbers of classifier are more than two, 
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because the problem that may occur with decision level fusion is the possibility of ties. 

Decision at this level can be combined in serial and parallel form, through AND and OR 

fusion rules respectively and rule helps to reduce FAR and OR rule helps to reduce the FRR. 

M. William et al. [[108] has shown that if two system, each having an FAR & FRR of 1%, on 

combination of AND and OR rules yields to FAR = 0.0882% and FRR = 0.0002%. 

 

 

Figure 3.4 Decision level fusions 

3.4.4 Score Level Fusion: It is obvious for every biometric system that they possess the 

information at sensors level in raw form only. Due to the incompatibility among the samples 

of different trait, in raw form, it is very unusual and impractical to fuse the acquired 

information at sensor level. However, at feature extraction level, if we look for and gather a 

salient piece of information, we can create the feature vectors out of raw data. Although, 

feature vectors contain a sufficient amount of information, achieving fusion is a bit 

complicated due to incompatibility in feature sets [109,110]. At decision level, user claims an 

identity to be verified or identified; depending upon the screening is either 1:1 or 1:N. In 

addition to this, the possibility of ties among the classifier results, make it impractical for 

fusion and the use of more number of classifier makes the system complex. When various 

feature vectors are compared with matchers, matching scores are generated. The main 

advantage of matching score level fusion is that either the problem of incompatibility of 
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scores is eliminated or the system can be trained. There are several methodologies have been 

developed for score level fusion which shows the importance of this level, such as: 

 Transformation-based score level fusion  

 Classifier-based score level fusion 

 Density-based score level fusion 

In our thesis we have worked on transformation based fusion, the matching score are needed 

to be normalized or transform to convert them in common domain. 

 

Figure 3.5 Score level fusions 

3.5 Normalization 

Normalization is a method to convert the matching scores obtained from the different 

matchers in a common domain [111]. In other words, normalization is used to unionize the 

database and to eliminate the inconsistency in the data. An effective transformation scheme 

not only estimates the location but also the scale parameters of the database. The matching 

scores obtained after normalization must be robust and efficient over the entire distribution. 

Robustness is necessary in case if outliers are present in the distribution and efficiency is 

required as to check the proximity of the estimated distribution [112]. But, the main issue is 

to select a technique which is robust and efficient in nature. Many normalization techniques 

have been discussed in the literature for the transformation of the data such as, Min-Max 

normalization, Z-Score normalization, Tanh-estimators normalization, Reduction of high-
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scores effect (RHE) normalization, Decimal scaling etc. In this paper, Min-Max 

normalization technique, Z-score normalization technique and a new mathematical 

normalization technique [113] have been used to evaluate the performance of a biometric 

system. 

3.5.1 Min-Max Normalization: This is one of the bare normalization methods, which uses 

upper and lower destined of the distribution. However, the whole distribution is confined in a 

range of 0 and 1. In case if minimum and maximum values are not known, they can be 

estimated by taking a finite range of the distribution, by following mathematical form [111]: 

 

Where, for a given set of matching scores  ,  are their normalized scores (k =1, 2, 3…, 

n). 

3.5.2 Z-Score Normalization: z-score normalization technique estimates mean and standard 

deviation of matching scores to normalize the entire distribution. If µ and σ are the mean and 

standard deviation of the given database then normalized scores are given as [111]: 

 

3.5.3 Tanh-Estimator: The tanh-estimator is one of the most commonly used normalization 

techniques and, is robust and highly efficient. This technique estimates the mean and 

standard deviation of the genuine and imposter score distribution. The normalized scores are 

given by [111]: 

k
k

s mean1
s tanh(0.01( )) 1

2 standard deviatio
 

However, at the time of estimation, scores distributed at the end points are reduced. 

Therefore, this method is insensitive, efficient and robust. Karthik Nandakumar, developed a 

quality based fusion technique, in which biometric evidences of iris and fingerprint are 

integrated at matching score level. In this approach, the performance of the fusion is 

compared to the single biometric modality (iris) on the basis of genuine acceptance rate 

(GAR). 
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3.5.4 Median and Median Absolute Deviation: The median and median absolute deviation 

(MAD), are used for one of those normalization technique, which employ a moderate ratio of 

estimation on matching score. However, due to moderate assumption of estimation, the score 

may deviate from Gaussian assumption and, hence transformation lies far from optimal range 

of the score. The normalized scores are given by [111]: 

k
k

k

s median
s

s median
 

Median and MAD gives a normalization scheme which is robust in nature.  

 

3.5.5 Decimal Scaling: when the matching scores for different modalities of different 

matchers are in logarithmic range decimal scaling normalization technique favoured above 

others. For example, if one matcher has scores in the range [0, 1] and the other has scores in 

the range [0, 1000], the following normalization could be applied. If n = log10 max(sk) then, 

 

Due to the lack of robustness and the anticipation about matching scores to be for varied by a 

logarithmic range this approach is not widely used for normalization[111].  

3.5.6 Mathematical Functional Normalization: A novel approach which employ a 

mathematical function which has two different forms; one is used for dissimilarity matching 

scores and other for the similarity matching scores. After normalization, the whole 

distribution spreads in the range of 0 and 1, i.e. the minimum values approaches toward 0 and 

maximum toward 1.this method is both efficient and robust in nature because it does not 

estimate the distribution and reduces the effect of outliers too.  If sk is the original matching 

score then normalized scores s k are given by [113]. 

 

And 
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Equation (1) and (2) give the transformation of dissimilarity and similarity scores 

respectively in the range of [0, 1]. Where, α is a constant which is known as smoothing 

parameter, i.e. it removes the irregularities from the distribution when assigned the higher 

value (e.g. α =50, 100…). 

A general summary of the above discussed normalization techniques are given below. 

Table3.2 Robustness and efficiency analysis of normalization technologies 

Normalization techniques Robustness Efficiency 

Min-Max No N/A 

Decimal scaling No N/A 

Z-Score No High (optimal for Gaussian data) 

Median and MAD Yes Moderate 

Tanh-Estimators Yes High 

Mathematical Function Yes High 

 

3.6 Evaluation Criterion for Identity Authentication 

Any general biometric system works in two modes, first is verification and the other one is 

identification. In order to make a system to work in verification mode, the identity claimed 

by the user is compared with his template only i.e. in verification the screening is 1:1 always. 

In case of identification the test data is compared only against the templates of as many 

persons enrolled in the system. Since, in identification, the test data is compared with the 

template of every enrollee so here the screening is 1:N. The consequences of these matching 

are used to declare an individual as a genuine or as an imposter. In the process of verification 

or identification, there are some factors which help in deciding the accuracy and reliability of 

the system. The factors are given here in the form of different error rates. 
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 Genuine Acceptance Rate  (GAR) 

 False Acceptance Rate  (FAR) 

 False Rejection Rate  (FRR) 

3.7 Fusion Terminologies 

The fusion methods can be divided in the following two categories. 

3.7.1 Unsupervised Methods: in unsupervised methods of fusion there is no training process 

exist because learning rules are best suited for physical applications which works for pre-

decided target marks. One of the most widely used unsupervised fusion method is SUM rule 

which inherently selects a balanced Gaussian distribution form the matching score of 

multiple biometrics used in fusion. Some other commonly followed unsupervised methods 

are as PRODUCT, MIN and MAX rules and weighted- SUM rule [114]. Most of the time 

these unsupervised methods are used in conjunction with normalization techniques to fuse 

the information of common type. 

For the fusion at matching scores level, the approach developed by kittler et al. [114], is one 

of the favorite choice. As per the kittler theory, the posterior probabilities (which are 

obtained from matching scores of genuine or imposter) can be fused using sum, product, min 

and max rules. For this, if ix


be the feature vectors of the input pattern X, then the output is 

the posterior probability i.e. P(wj | ix


), where wj is class given the feature vector ix


. These 

rules for R number of matchers are given below. 

3.7.1.1 Sum Rule: This is one of the producive rule because it eliminates the problem of 

equivocalness during classification. In sum rule, transformed scores of every class are added 

together to get the final score. Here, input pattern is delegated to the class c such that[115]: 

j j i

1

c argmax P w | x
R

i


 

3.7.1.2 Product Rule: The product rule provides a less intended results than sum rule 

because it is based on the statistical independence of the feature vectores. The input pattern 

delegated to the class c is given by [115]: 
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j j i

1

c argmax P w | x
R

i


 

3.7.1.3 Min Rule: In this rule a mimnum posterior probability is collected out of all classes. 

Hence, the input pattern delegated to the class c such that[115]: 

j j ic argmax min P w | x
i


 

3.7.1.4 Max Rule: In max rule, the posterior probability is approximated by the maximum 

value of the input pattern.The input pattern delegated to the class c is given by [115]: 

j j ic argmax max P w | x
i



 

3.7.2 Supervised Methods: The supervised methods of fusion make up a major factor in 

integration and decision making. Especially, a healthy number of studies in the field of 

pattern classification can be followed freely without any ambiguity for fusion and decision. 

The basis of the fusion work in this thesis is unsupervised methods so we limit our discussion 

to unsupervised methods of fusion only.
 

3.8 Database  

To evaluate the performance of the above said three normalization techniques with the 

various fusion rules discussed in section 2.2 the NIST- Biometric Scores Set - Release 1 

(BSSR1), biometric database has been used. This database has a large amount of matching 

scores of face, left index finger and right index finger, specially derived for the fusion 

process. BSSR1 biometric database consists of three different directories. The first directory 

contains 3000 face-face files, the second directory contains 6000 finger-finger files and the 

third directory contains 517 finger-face files. The third directory has a true multimodal 

database in which all three biometric evidences of a same person are accumulated. Hence for 

517 subjects the third directory contains 517 genuine and 517 × 516 imposter scores for all 

three biometric modalities. 
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3.9 Summary 

For the procedural examination of fusion approach, various set of matching scores are 

selected. Every time these data sets are normalized for the distribution of different scores in a 

common domain. These data sets are normalized using above discussed normalization 

techniques. This is to mention here while transforming the data in a common domain the 

removal of the outliers in from the matching score is not considered. Since the presence of 

outliers affect the ultimate result of the normalization so a comparative study is taken in to 

account to check the robustness and efficiency of every method. A novel approach which 

utilizes a mathematical function also used in the model development and has shown an 

appreciable performance over other methods. The evaluation of the unsupervised rule (sum, 

product, min and max) based score level fusion, is demonstrated in the form of FAR, FRR 

and GAR. In order to calculate FAR, FRR and GAR, from the matching scores we require 

setting up a minimum value after the fusion in the form of threshold to identify a person as an 

imposter or as genuine. The FAR and FRR value are the percentage of   falsely accepted 

impostor scores divided by the total number of impostor scores and falsely rejected genuine 

scores divided by total number of rejection, respectively. The GAR value is the percentage of 

the number of genuinely given an entry divided by the total number of genuine scores. 

Hence, performance evaluation of unsupervised rules based score level fusion is dependent 

on FAR, FAR and GAR values obtained for different data set.  

The purpose of analytical study is to investigate how multiple biometric modalities can be 

fuse for the creation of an effective authentication system. In this paper, the fusion of 

different biometric traits using transformation schemes and fusion rules is examined, and it is 

evaluated that every rule has its different advantages and drawbacks. The significant 

distinction between these methods has been made on the basis of recognition rates. It is clear 

from the performance tables that on an appropriate database, a good percentage of GARs 

over FARs & FRRs can be achieved with ease. 
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CHAPTER 4 

RESULTS 

4.1 Introduction 

This chapter deals with the experimental studies that are pertained with the integration of 

face, left index finger and right index finger biometrics. The normalization techniques to 

convert the matching scores in common domain and unsupervised fusion approaches have 

been used to evaluate the model performance. As discussed earlier in chapter three, 2 

preexisting normalization and a new normalization technique have been used to evaluate the 

system performance along with four unsupervised fusion rule. The investigations with each 

normalization and fusion method give different results. In these iterations, the matching 

scores of three biometric modalities subjected to one normalization and one fusion rule at a 

time and then a compassion table is formed to evaluate the comparative study of the 

experiment. The experiment results have been carried out on the database of 10 and 100 

users.  

4.2 Matching Scores from NIST BSSR- Relies 1 

4.2.1 Origin of the Database: The matching score for all three biometric have been 

collected from NIST BSSR- Relies 1. Matching scores for fingerprints and faces have come 

from a freely available multi recognition system. The matching scores for these traits have 

been created when this system was examined with commercial arrangements in the FpVTE 

test. These tests were specially conducted for fingerprints. On the other side, the face scores 

were bringing into existence by two commercial face recognition systems.  

4.2.2 Genuine Vs Impostor: In order to obtain the experiment results we have placed the 

matching scores in excel sheets. The genuine scores are separated from the impostor scores 

in a way that they arranged in the diagonals of the matrix. 

4.2.3 Matching Scores for the Face, Left Index Finger and Right Index Finger: In Tables 

4.1, Table 4.2 and Table 4.3 the matching scores that are settled at diagonal are the genuine 

scores, because they are generated after the matching of two images same person. Rest of the 
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matching score located in other places is the impostor scores, since they are produced after 

the comparing two images that belong to different persons. 

Table 4.1 Matching score for faces of 10 users 

Users 1 2 3 4 5 6 7 8 9 10 

1 0.575 0.537 0.528 0.555 0.541 0.544 0.550 0.558 0.581 0.527 

2 0.566 0.785 0.519 0.511 0.519 0.528 0.513 0.548 0.567 0.522 

3 0.459 0.524 0.814 0.494 0.519 0.547 0.537 0.507 0.549 0.587 

4 0.511 0.532 0.494 0.829 0.476 0.512 0.532 0.511 0.517 0.529 

5 0.509 0.550 0.543 0.509 0.590 0.545 0.549 0.527 0.522 0.512 

6 0.455 0.492 0.522 0.521 0.490 0.675 0.528 0.478 0.514 0.521 

7 0.532 0.574 0.526 0.536 0.494 0.506 0.671 0.525 0.552 0.521 

8 0.548 0.540 0.486 0.535 0.572 0.499 0.524 0.778 0.499 0.519 

9 0.529 0.537 0.521 0.531 0.546 0.506 0.520 0.501 0.699 0.523 

10 0.507 0.525 0.508 0.559 0.579 0.528 0.524 0.609 0.548 0.589 

 

Table 4.2 Matching score for Left index finger of 10 users 

Users 1 2 3 4 5 6 7 8 9 10 

1 29 4 6 4 4 7 5 6 6 5 

2 17 6 12 4 11 9 4 9 6 10 

3 8 5 63 6 7 5 9 6 7 6 

4 8 5 10 73 9 8 12 6 16 10 

5 11 5 12 6 175 6 9 8 8 11 

6 8 4 6 3 4 10 6 5 6 6 

7 9 3 6 5 5 5 11 5 4 5 

8 8 4 10 5 9 10 8 38 8 19 

9 6 6 5 7 11 4 11 6 142 3 

10 8 5 8 4 14 6 6 10 6 34 

Table 4.3 Matching score for right index finger of 10 users 

Users 1 2 3 4 5 6 7 8 9 10 

1 84 5 5 4 8 6 10 7 5 4 

2 7 57 4 8 11 10 7 7 5 5 

3 7 7 81 4 6 9 5 4 9 9 

4 5 6 5 65 6 8 4 4 13 5 

5 5 10 7 5 158 14 3 5 5 13 

6 8 6 5 4 5 25 7 6 4 4 

7 14 7 5 8 8 6 17 10 9 9 

8 8 5 4 3 6 7 5 130 5 5 

9 6 5 7 12 6 7 5 6 94 7 

10 6 11 9 5 10 11 5 8 5 66 
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4.3 Normalized Scores 

Here we have calculated the normalized scores for these given matching scores. For this 

reason we use the formula for mathematical normalization, min–max normalization and Z-

score normalization which are explained in third chapter.  

4.3.1 Mathematical Function: In Table 4.4, Table 4.5 and Table 4.6 we have calculated the 

normalized scores for the for faces, left index finger and right index finger of 10 users 

through mathematical normalization respectively. 

Table 4.4 Normalized scores for face of 10 users through Mathematical Normalization 

Users 1 2 3 4 5 6 7 8 9 10 

1 0.0287 0.0269 0.0264 0.0277 0.027 0.0272 0.0275 0.0279 0.029 0.0263 

2 0.0283 0.0391 0.0259 0.0255 0.0259 0.0264 0.0256 0.0274 0.0284 0.0261 

3 0.023 0.0262 0.0406 0.0247 0.0259 0.0273 0.0268 0.0254 0.0274 0.0293 

4 0.0255 0.0266 0.0247 0.0413 0.0238 0.0256 0.0266 0.0256 0.0258 0.0264 

5 0.0255 0.0275 0.0272 0.0255 0.0295 0.0273 0.0274 0.0264 0.0261 0.0256 

6 0.0228 0.0246 0.0261 0.026 0.0245 0.0337 0.0264 0.0239 0.0257 0.026 

7 0.0266 0.0287 0.0263 0.0268 0.0247 0.0253 0.0335 0.0262 0.0276 0.0261 

8 0.0274 0.027 0.0243 0.0267 0.0286 0.025 0.0262 0.0388 0.0249 0.0259 

9 0.0264 0.0268 0.026 0.0265 0.0273 0.0253 0.026 0.025 0.0349 0.0261 

10 0.0254 0.0263 0.0254 0.0279 0.0289 0.0264 0.0262 0.0304 0.0274 0.0294 

 

Table 4.5 Normalized scores for left index finger of 10 users through Mathematical 

Normalization 

Users 1 2 3 4 5 6 7 8 9 10 

1 0.473 0.186 0.257 0.186 0.186 0.287 0.224 0.257 0.257 0.224 

2 0.431 0.257 0.384 0.186 0.37 0.334 0.186 0.334 0.257 0.354 

3 0.312 0.224 0.494 0.257 0.287 0.224 0.334 0.257 0.287 0.257 

4 0.312 0.224 0.354 0.495 0.334 0.312 0.384 0.257 0.424 0.354 

5 0.37 0.224 0.384 0.257 0.499 0.257 0.334 0.312 0.312 0.37 

6 0.312 0.186 0.257 0.144 0.186 0.354 0.257 0.224 0.257 0.257 

7 0.334 0.144 0.257 0.224 0.224 0.224 0.37 0.224 0.186 0.224 

8 0.312 0.186 0.354 0.224 0.334 0.354 0.312 0.484 0.312 0.442 

9 0.257 0.257 0.224 0.287 0.37 0.186 0.37 0.257 0.499 0.144 

10 0.312 0.224 0.312 0.186 0.407 0.257 0.257 0.354 0.257 0.48 
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Table 4.6 Normalized scores for right index finger of 10 users through Mathematical 

Normalization 

Users 1 2 3 4 5 6 7 8 9 10 

1 0.496 0.224 0.224 0.186 0.312 0.257 0.354 0.287 0.224 0.186 

2 0.287 0.492 0.186 0.312 0.37 0.354 0.287 0.287 0.224 0.224 

3 0.287 0.287 0.496 0.186 0.257 0.334 0.224 0.186 0.334 0.334 

4 0.224 0.257 0.224 0.494 0.257 0.312 0.186 0.186 0.396 0.224 

5 0.224 0.354 0.287 0.224 0.499 0.407 0.144 0.224 0.224 0.396 

6 0.312 0.257 0.224 0.186 0.224 0.464 0.287 0.257 0.186 0.186 

7 0.407 0.287 0.224 0.312 0.312 0.257 0.431 0.354 0.334 0.334 

8 0.312 0.224 0.186 0.144 0.257 0.287 0.224 0.499 0.224 0.224 

9 0.257 0.224 0.287 0.384 0.257 0.287 0.224 0.257 0.497 0.287 

10 0.257 0.37 0.334 0.224 0.354 0.37 0.224 0.312 0.224 0.494 

 

4.3.2 Min-Max Normalization Function: In Table 4.7, Table 4.8 and Table 4.9 we have 

calculated the normalized scores for the for faces, left index finger and right index finger of 

10 users through min-max normalization respectively. 

Table 4.7 Normalized scores for face of 10 users through Min-Max normalization 

Users 1 2 3 4 5 6 7 8 9 10 

1 1.0000 0.1554 0.1277 0.1821 0.5660 0.2544 0.2377 0.2687 0.4102 0.1876 

2 0.9234 1.0000 0.0991 0.0493 0.3756 0.1623 0.0000 0.2337 0.3418 0.1214 

3 0.0317 0.1079 1.0000 0.0000 0.3742 0.2701 0.1519 0.0988 0.2499 0.9632 

4 0.4626 0.1376 0.0240 1.0000 0.0000 0.0735 0.1244 0.1127 0.0886 0.2111 

5 0.4507 0.1980 0.1749 0.0446 1.0000 0.2607 0.2277 0.1654 0.1137 0.0000 

6 0.0000 0.0000 0.1100 0.0794 0.1226 1.0000 0.0975 0.0000 0.0739 0.1060 

7 0.6431 0.2792 0.1203 0.1259 0.1513 0.0362 1.0000 0.1567 0.2628 0.1187 

8 0.7766 0.1647 0.0000 0.1202 0.8429 0.0000 0.0728 1.0000 0.0000 0.0842 

9 0.6138 0.1521 0.1050 0.1102 0.6142 0.0350 0.0464 0.0766 1.0000 0.1329 

10 0.4334 0.1144 0.0668 0.1936 0.9025 0.1636 0.0688 0.4364 0.2447 1.0000 
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Table 4.8 Normalized scores for left index finger of 10 users through Min-Max 

normalization 

Users 1 2 3 4 5 6 7 8 9 10 

1 1.0000 0.3333 0.0172 0.0143 0.0000 0.5000 0.1250 0.0303 0.0145 0.0645 

2 0.4783 1.0000 0.1207 0.0143 0.0409 0.8333 0.0000 0.1212 0.0145 0.2258 

3 0.0870 0.6667 1.0000 0.0429 0.0175 0.1667 0.6250 0.0303 0.0217 0.0968 

4 0.0870 0.6667 0.0862 1.0000 0.0292 0.6667 1.0000 0.0303 0.0870 0.2258 

5 0.2174 0.6667 0.1207 0.0429 1.0000 0.3333 0.6250 0.0909 0.0290 0.2581 

6 0.0870 0.3333 0.0172 0.0000 0.0000 1.0000 0.2500 0.0000 0.0145 0.0968 

7 0.1304 0.0000 0.0172 0.0286 0.0058 0.1667 0.8750 0.0000 0.0000 0.0645 

8 0.0870 0.3333 0.0862 0.0286 0.0292 1.0000 0.5000 1.0000 0.0290 0.5161 

9 0.0000 1.0000 0.0000 0.0571 0.0409 0.0000 0.8750 0.0303 1.0000 0.0000 

10 0.0870 0.6667 0.0517 0.0143 0.0585 0.3333 0.2500 0.1515 0.0145 1.0000 

 

Table 4.9 Normalized scores for right index finger of 10 users through Min-Max 

normalization 

Users 1 2 3 4 5 6 7 8 9 10 

1 2.6129 0.0645 0.0645 0.0323 0.1613 0.0968 0.2258 0.1290 0.0645 0.0323 

2 0.1290 1.7419 0.0323 0.1613 0.2581 0.2258 0.1290 0.1290 0.0645 0.0645 

3 0.1290 0.1290 2.5161 0.0323 0.0968 0.1935 0.0645 0.0323 0.1935 0.1935 

4 0.0645 0.0968 0.0645 2.0000 0.0968 0.1613 0.0323 0.0323 0.3226 0.0645 

5 0.0645 0.2258 0.1290 0.0645 5.0000 0.3548 0.0000 0.0645 0.0645 0.3226 

6 0.1613 0.0968 0.0645 0.0323 0.0645 0.7097 0.1290 0.0968 0.0323 0.0323 

7 0.3548 0.1290 0.0645 0.1613 0.1613 0.0968 0.4516 0.2258 0.1935 0.1935 

8 0.1613 0.0645 0.0323 0.0000 0.0968 0.1290 0.0645 4.0968 0.0645 0.0645 

9 0.0968 0.0645 0.1290 0.2903 0.0968 0.1290 0.0645 0.0968 2.9355 0.1290 

10 0.0968 0.2581 0.1935 0.0645 0.2258 0.2581 0.0645 0.1613 0.0645 2.0323 

 

4.3.3 Z-Score Normalization Function: In Table 4.10, Table 4.11 and Table 4.12 we have 

calculated the normalized scores for the for faces, left index finger and right index finger of 

10 users through Z-score normalization respectively. 
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Table 4.10 Normalized scores for face of 10 users through Z-Score normalization 

users 1 2 3 4 5 6 7 8 9 10 

1 1.3956 -0.2705 -0.1888 -0.0291 0.2039 0.0994 0.1206 0.0480 0.4631 -0.2853 

2 1.1663 2.7539 -0.2871 -0.4858 -0.3426 -0.2181 -0.6987 -0.0734 0.2225 -0.4653 

3 -1.5014 -0.4405 2.8025 -0.6553 -0.3467 0.1534 -0.1751 -0.5416 -0.1009 1.8240 

4 -0.2121 -0.3342 -0.5445 2.7841 -1.4208 -0.5240 -0.2698 -0.4934 -0.6687 -0.2214 

5 -0.2478 -0.1180 -0.0270 -0.5017 1.4499 0.1211 0.0861 -0.3106 -0.5800 -0.7956 

6 -1.5962 -0.8269 -0.2495 -0.3822 -1.0689 2.6688 -0.3626 -0.8843 -0.7201 -0.5073 

7 0.3277 0.1727 -0.2143 -0.2224 -0.9864 -0.6527 2.7479 -0.3407 -0.0554 -0.4727 

8 0.7273 -0.2370 -0.6268 -0.2418 0.9991 -0.7775 -0.4477 2.5850 -0.9803 -0.5666 

9 0.2402 -0.2821 -0.2666 -0.2764 0.3425 -0.6568 -0.5390 -0.6186 2.5388 -0.4342 

10 -0.2996 -0.4172 -0.3979 0.0106 1.1700 -0.2136 -0.4617 0.6296 -0.1191 1.9243 

 

Table 4.11 Normalized scores for left index finger of 10 users through Z-Score 

normalization 

Users 1 2 3 4 5 6 7 8 9 10 

1 
2.5645 -0.7379 -0.4463 -0.3569 -0.3955 0.0000 -1.1204 -0.3894 -0.3492 -0.6334 

2 0.8356 1.3703 -0.1030 -0.3569 -0.2630 0.9258 -1.4818 -0.0899 -0.3492 -0.0966 

3 -0.4610 0.3162 2.8148 -0.2642 -0.3387 -0.9258 0.3253 -0.3894 -0.3257 -0.5260 

4 -0.4610 0.3162 -0.2174 2.8417 -0.3009 0.4629 1.4095 -0.3894 -0.1148 -0.0966 

5 -0.0288 0.3162 -0.1030 -0.2642 2.8405 -0.4629 0.3253 -0.1897 -0.3023 0.0107 

6 -0.4610 -0.7379 -0.4463 -0.4033 -0.3955 1.3887 -0.7590 -0.4892 -0.3492 -0.5260 

7 -0.3170 -1.7920 -0.4463 -0.3106 -0.3766 -0.9258 1.0481 -0.4892 -0.3960 -0.6334 

8 -0.4610 -0.7379 -0.2174 -0.3106 -0.3009 1.3887 -0.0361 2.8055 -0.3023 0.8696 

9 -0.7492 1.3703 -0.5035 -0.2179 -0.2630 -1.3887 1.0481 -0.3894 2.8379 -0.8481 

10 -0.4610 0.3162 -0.3318 -0.3569 -0.2063 -0.4629 -0.7590 0.0100 -0.3492 2.4799 

 

Table 4.12 Normalized scores for right index finger of 10 users through Z-Score 

normalization 

Users 1 2 3 4 5 6 7 8 9 10 

1 7.8477 -0.6334 -0.6334 -0.7408 -0.3113 -0.5260 -0.0966 -0.4187 -0.6334 -0.7408 

2 -0.4187 4.9491 -0.7408 -0.3113 0.0107 -0.0966 -0.4187 -0.4187 -0.6334 -0.6334 

3 -0.4187 -0.4187 7.5256 -0.7408 -0.5260 -0.2040 -0.6334 -0.7408 -0.2040 -0.2040 

4 -0.6334 -0.5260 -0.6334 5.8079 -0.5260 -0.3113 -0.7408 -0.7408 0.2254 -0.6334 
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5 -0.6334 -0.0966 -0.4187 -0.6334 15.7920 0.3328 -0.8481 -0.6334 -0.6334 0.2254 

6 -0.3113 -0.5260 -0.6334 -0.7408 -0.6334 1.5137 -0.4187 -0.5260 -0.7408 -0.7408 

7 0.3328 -0.4187 -0.6334 -0.3113 -0.3113 -0.5260 0.6549 -0.0966 -0.2040 -0.2040 

8 -0.3113 -0.6334 -0.7408 -0.8481 -0.5260 -0.4187 -0.6334 12.7860 -0.6334 -0.6334 

9 -0.5260 -0.6334 -0.4187 0.1181 -0.5260 -0.4187 -0.6334 -0.5260 8.9212 -0.4187 

10 -0.5260 0.0107 -0.2040 -0.6334 -0.0966 0.0107 -0.6334 -0.3113 -0.6334 5.9153 

4.4 Fused Scores 

As discussed earlier, the fusion the data for three biometric traits has been evaluated with 

various fusion strategies. The data are not derived through any training process because those 

processes are best suited for physical applications which work for pre-decided target marks. 

These unsupervised fusion methods inherently selects a balanced Gaussian distribution form 

the matching score of multiple biometrics used in fusion.  These unsupervised methods are 

used in conjunction with normalization techniques to fuse the information of common type. 

4.4.1 Fused Data for Face, Left Index Finger and Right Index Finger: (Mathematics 

Normalization: Sum Rule Fusion) : The fusion scores in table 4.13 have been calculated by 

the simple sum of element of three biometrics traits with each other on the normalized data 

which is already evaluated through mathematical normalization. In Tables 4.13, the scores 

that are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 

Table 4.13 Fusion scores of mathematically normalized data using Sum rule 
Users 1 2 3 4 5 6 7 8 9 10 

1 0.9979 0.4362 0.5072 0.3991 0.5251 0.5712 0.6047 0.5719 0.5099 0.4356 

2 0.7460 0.7889 0.5957 0.5236 0.7659 0.7144 0.4981 0.6486 0.5092 0.6032 

3 0.6220 0.5365 1.0306 0.4677 0.5699 0.5854 0.5849 0.4683 0.6486 0.6210 

4 0.5615 0.5075 0.6019 1.0309 0.6155 0.6503 0.5964 0.4685 0.8461 0.6036 

5 0.6190 0.6046 0.6980 0.5063 1.0277 0.6914 0.5056 0.5623 0.5620 0.7919 

6 0.6475 0.4675 0.5070 0.3554 0.4338 0.8515 0.5704 0.5047 0.4686 0.4690 

7 0.7680 0.4591 0.5071 0.5628 0.5606 0.5061 0.8344 0.6034 0.5477 0.5842 

8 0.6521 0.4363 0.5636 0.3940 0.6203 0.6653 0.5622 1.0209 0.5609 0.6920 

9 0.5409 0.5077 0.5364 0.6974 0.6545 0.4977 0.6196 0.5395 1.0309 0.4565 

10 0.5950 0.6198 0.6722 0.4372 0.7893 0.6536 0.5070 0.6963 0.5082 1.0035 
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4.4.2 Fused Data for Face, Left Index Finger and Right Index Finger: (Mathematics 

Normalization: Product Rule Fusion): The fusion scores in table 4.14 have been calculated 

by the simple product of elements of three biometrics traits with each other on the 

normalized data which is already evaluated through mathematical normalization. In Tables 

4.14, the scores that are placed at diagonal are the fused genuine scores, afterward they are 

the outcome of combining three images that belong to the same user. The scores placed at 

other positions are the fused impostor scores and are obtained by combining three images 

that belong to different users. 

Table 4.14 Fusion scores of mathematically normalized data using product rule 

Users 1 2 3 4 5 6 7 8 9 10 

1 0.0067 0.0011 0.0015 0.0010 0.0016 0.0020 0.0022 0.0021 0.0017 0.0011 

2 0.0035 0.0050 0.0018 0.0015 0.0036 0.0031 0.0014 0.0026 0.0016 0.0021 

3 0.0021 0.0017 0.0099 0.0012 0.0019 0.0020 0.0020 0.0012 0.0026 0.0025 

4 0.0018 0.0015 0.0020 0.0101 0.0020 0.0025 0.0019 0.0012 0.0043 0.0021 

5 0.0021 0.0022 0.0030 0.0015 0.0073 0.0029 0.0013 0.0018 0.0018 0.0038 

6 0.0022 0.0012 0.0015 0.0007 0.0010 0.0055 0.0019 0.0014 0.0012 0.0012 

7 0.0036 0.0012 0.0015 0.0019 0.0017 0.0015 0.0053 0.0021 0.0017 0.0019 

8 0.0027 0.0011 0.0016 0.0009 0.0025 0.0025 0.0018 0.0094 0.0017 0.0026 

9 0.0017 0.0015 0.0017 0.0029 0.0026 0.0013 0.0022 0.0017 0.0087 0.0011 

10 0.0020 0.0022 0.0027 0.0012 0.0042 0.0025 0.0015 0.0034 0.0016 0.0070 

 

4.4.3 Fused Data for Face, Left Index Finger and Right Index Finger: (Mathematics 

Normalization: Min Rule Fusion): The fusion scores in table 4.15 have been calculated by 

the taking the minimum of elements of three biometrics traits with from the normalized data 

which is already evaluated through mathematical normalization. In Tables 4.15, the scores 

that are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 
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Table 4.15 Fusion scores of mathematically normalized data using min rule 

Users 1 2 3 4 5 6 7 8 9 10 

1 0.0287 0.0269 0.0264 0.0277 0.0270 0.0272 0.0275 0.0279 0.0290 0.0263 

2 0.0283 0.0391 0.0259 0.0255 0.0259 0.0264 0.0256 0.0274 0.0284 0.0261 

3 0.0230 0.0262 0.0406 0.0247 0.0259 0.0273 0.0268 0.0254 0.0274 0.0293 

4 0.0255 0.0266 0.0247 0.0413 0.0238 0.0256 0.0266 0.0256 0.0258 0.0264 

5 0.0255 0.0275 0.0272 0.0255 0.0295 0.0273 0.0274 0.0264 0.0261 0.0256 

6 0.0228 0.0246 0.0261 0.0260 0.0245 0.0337 0.0264 0.0239 0.0257 0.0260 

7 0.0266 0.0287 0.0263 0.0268 0.0247 0.0253 0.0335 0.0262 0.0276 0.0261 

8 0.0274 0.0270 0.0243 0.0267 0.0286 0.0250 0.0262 0.0388 0.0249 0.0259 

9 0.0264 0.0268 0.0260 0.0265 0.0273 0.0253 0.0260 0.0250 0.0349 0.0261 

10 0.0254 0.0263 0.0254 0.0279 0.0289 0.0264 0.0262 0.0304 0.0274 0.0294 

 

4.4.4 Fused Data for Face, Left Index Finger and Right Index Finger: (Mathematics 

Normalization: Max Rule Fusion): The fusion scores in table 4.16 have been calculated by 

the taking the maximum of elements of three biometrics traits with from the normalized data 

which is already evaluated through mathematical normalization. In Tables 4.16, the scores 

that are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 

Table 4.16 Fusion scores of mathematically normalized data using max rule 

Users 1 2 3 4 5 6 7 8 9 10 

1 0.496 0.224 0.257 0.186 0.312 0.287 0.354 0.287 0.257 0.224 

2 0.431 0.492 0.384 0.312 0.37 0.354 0.287 0.334 0.257 0.354 

3 0.312 0.287 0.496 0.257 0.287 0.334 0.334 0.257 0.334 0.334 

4 0.312 0.257 0.354 0.495 0.334 0.312 0.384 0.257 0.424 0.354 

5 0.37 0.354 0.384 0.257 0.499 0.407 0.334 0.312 0.312 0.396 

6 0.312 0.257 0.257 0.186 0.224 0.464 0.287 0.257 0.257 0.257 

7 0.407 0.287 0.257 0.312 0.312 0.257 0.431 0.354 0.334 0.334 

8 0.312 0.224 0.354 0.224 0.334 0.354 0.312 0.499 0.312 0.442 

9 0.257 0.257 0.287 0.384 0.37 0.287 0.37 0.257 0.499 0.287 

10 0.312 0.37 0.334 0.224 0.407 0.37 0.257 0.354 0.257 0.494 
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4.4.5 Fused Data for Face, Left Index Finger and Right Index Finger (Min-Max 

Normalization: Sum Rule Fusion): The fusion scores in table 4.17 have been calculated by 

the simple sum of element of three biometrics traits with each other on the normalized data 

which is already evaluated through Min-Max normalization. In Tables 4.17, the scores that 

are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 

Table 4.17 Fusion scores of normalized (Min-Max) data using sum rule 

Users 1 2 3 4 5 6 7 8 9 10 

1 4.6129 0.5532 0.2095 0.2286 0.7272 0.8512 0.5885 0.4281 0.4892 0.2844 

2 1.5307 3.7419 0.2520 0.2248 0.6746 1.2214 0.1290 0.4840 0.4208 0.4118 

3 0.2477 0.9036 4.5161 0.0751 0.4885 0.6303 0.8414 0.1613 0.4652 1.2535 

4 0.6141 0.9010 0.1747 4.0000 0.1260 0.9015 1.1567 0.1752 0.4981 0.5014 

5 0.7326 1.0904 0.4246 0.1520 7.0000 0.9489 0.8527 0.3208 0.2072 0.5806 

6 0.2482 0.4301 0.1918 0.1117 0.1871 2.7097 0.4766 0.0968 0.1207 0.2350 

7 1.1283 0.4082 0.2021 0.3157 0.3185 0.2996 2.3266 0.3825 0.4564 0.3768 

8 1.0249 0.5626 0.1185 0.1488 0.9690 1.1290 0.6373 6.0968 0.0935 0.6649 

9 0.7106 1.2166 0.2341 0.4576 0.7519 0.1640 0.9859 0.2037 4.9355 0.2619 

10 0.6171 1.0392 0.3120 0.2724 1.1868 0.7550 0.3833 0.7492 0.3237 4.0323 

 

4.4.6 Fused Data for Face, Left Index Finger and Right Index Finger (Min-Max 

Normalization: Product Rule Fusion): The fusion scores in table 4.18 have been calculated 

by the simple sum of element of three biometrics traits with each other on the normalized 

data which is already evaluated through Min-Max normalization. In Tables 4.18, the scores 

that are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 
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Table 4.18 Fusion scores of normalized (Min-Max) data using product rule. 

Users 1 2 3 4 5 6 7 8 9 10 

1 2.6129 0.0033 0.0001 0.0001 0.0000 0.0123 0.0067 0.0011 0.0004 0.0004 

2 0.0570 1.7419 0.0004 0.0001 0.0040 0.0305 0.0000 0.0037 0.0003 0.0018 

3 0.0004 0.0093 2.5161 0.0000 0.0006 0.0087 0.0061 0.0001 0.0011 0.0180 

4 0.0026 0.0089 0.0001 2.0000 0.0000 0.0079 0.0040 0.0001 0.0025 0.0031 

5 0.0063 0.0298 0.0027 0.0001 5.0000 0.0308 0.0000 0.0010 0.0002 0.0000 

6 0.0000 0.0000 0.0001 0.0000 0.0000 0.7097 0.0031 0.0000 0.0000 0.0003 

7 0.0298 0.0000 0.0001 0.0006 0.0001 0.0006 0.3952 0.0000 0.0000 0.0015 

8 0.0109 0.0035 0.0000 0.0000 0.0024 0.0000 0.0023 4.0968 0.0000 0.0028 

9 0.0000 0.0098 0.0000 0.0018 0.0024 0.0000 0.0026 0.0002 2.9355 0.0000 

10 0.0036 0.0197 0.0007 0.0002 0.0119 0.0141 0.0011 0.0107 0.0002 2.0323 

 

4.4.7 Fused Data for Face, Left Index Finger and Right Index Finger (Min-Max 

Normalization: Min Rule Fusion): The fusion scores in table 4.19 have been calculated by 

the taking the minimum of elements of three biometrics traits with from the normalized data 

which is already evaluated through mathematical normalization. In Tables 4.19, the scores 

that are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 

Table 4.19 Fusion scores of normalized (Min-Max) data using min rule 

Users 1 2 3 4 5 6 7 8 9 10 

1 1.0000 0.0645 0.0172 0.0143 0.0000 0.0968 0.1250 0.0303 0.0145 0.0323 

2 0.1290 1.0000 0.0323 0.0143 0.0409 0.1623 0.0000 0.1212 0.0145 0.0645 

3 0.0317 0.1079 1.0000 0.0000 0.0175 0.1667 0.0645 0.0303 0.0217 0.0968 

4 0.0645 0.0968 0.0240 1.0000 0.0000 0.0735 0.0323 0.0303 0.0870 0.0645 

5 0.0645 0.1980 0.1207 0.0429 1.0000 0.2607 0.0000 0.0645 0.0290 0.0000 

6 0.0000 0.0000 0.0172 0.0000 0.0000 0.7097 0.0975 0.0000 0.0145 0.0323 

7 0.1304 0.0000 0.0172 0.0286 0.0058 0.0362 0.4516 0.0000 0.0000 0.0645 

8 0.0870 0.0645 0.0000 0.0000 0.0292 0.0000 0.0645 1.0000 0.0000 0.0645 

9 0.0000 0.0645 0.0000 0.0571 0.0409 0.0000 0.0464 0.0303 1.0000 0.0000 

10 0.0870 0.1144 0.0517 0.0143 0.0585 0.1636 0.0645 0.1515 0.0145 1.0000 
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4.4.8 Fused Data for Face, Left Index Finger and Right Index Finger (Min-Max 

Normalization: Max Rule Fusion): The fusion scores in table 4.20 have been calculated by 

the taking the minimum of elements of three biometrics traits with from the normalized data 

which is already evaluated through mathematical normalization. In Tables 4.20, the scores 

that are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 

 

Table 4.20 Fusion scores of normalized (Min-Max) data using max rule 

Users 1 2 3 4 5 6 7 8 9 10 

1 2.6129 0.3333 0.1277 0.1821 0.5660 0.5000 0.2377 0.2687 0.4102 0.1876 

2 0.9234 1.7419 0.1207 0.1613 0.3756 0.8333 0.1290 0.2337 0.3418 0.2258 

3 0.1290 0.6667 2.5161 0.0429 0.3742 0.2701 0.6250 0.0988 0.2499 0.9632 

4 0.4626 0.6667 0.0862 2.0000 0.0968 0.6667 1.0000 0.1127 0.3226 0.2258 

5 0.4507 0.6667 0.1749 0.0645 5.0000 0.3548 0.6250 0.1654 0.1137 0.3226 

6 0.1613 0.3333 0.1100 0.0794 0.1226 1.0000 0.2500 0.0968 0.0739 0.1060 

7 0.6431 0.2792 0.1203 0.1613 0.1613 0.1667 1.0000 0.2258 0.2628 0.1935 

8 0.7766 0.3333 0.0862 0.1202 0.8429 1.0000 0.5000 4.0968 0.0645 0.5161 

9 0.6138 1.0000 0.1290 0.2903 0.6142 0.1290 0.8750 0.0968 2.9355 0.1329 

10 0.4334 0.6667 0.1935 0.1936 0.9025 0.3333 0.2500 0.4364 0.2447 2.0323 

 

4.4.9 Fused Data for Face, Left Index Finger and Right Index Finger (Z-Score 

Normalization: Sum Rule Fusion): The fusion scores in table 4.21 have been calculated by 

the simple sum of element of three biometrics traits with each other on the normalized data 

which is already evaluated through Min-Max normalization. In Tables 4.21, the scores that 

are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 
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Table 4.21 Fusion scores of normalized (Z-Score) data using sum rule. 

Users 1 2 3 4 5 6 7 8 9 10 

1 11.8077 -1.6418 -1.2685 -1.1268 -0.5029 -0.4267 -1.0964 -0.7601 -0.5195 -1.6594 

2 1.5832 9.0733 -1.1309 -1.1541 -0.5949 0.6111 -2.5992 -0.5820 -0.7600 -1.1953 

3 -2.3811 -0.5430 13.1430 -1.6603 -1.2115 -0.9764 -0.4832 -1.6717 -0.6306 1.0940 

4 -1.3065 -0.5441 -1.3953 11.4337 -2.2477 -0.3724 0.3989 -1.6235 -0.5580 -0.9514 

5 -0.9100 0.1016 -0.5487 -1.3994 20.0824 -0.0090 -0.4367 -1.1337 -1.5157 -0.5594 

6 -2.3685 -2.0908 -1.3292 -1.5262 -2.0978 5.5712 -1.5403 -1.8995 -1.8100 -1.7741 

7 0.3436 -2.0380 -1.2939 -0.8443 -1.6743 -2.1046 4.4508 -0.9265 -0.6554 -1.3101 

8 -0.0451 -1.6083 -1.5850 -1.4005 0.1721 0.1926 -1.1173 18.1765 -1.9160 -0.3304 

9 -1.0350 0.4548 -1.1888 -0.3762 -0.4466 -2.4642 -0.1242 -1.5340 14.2979 -1.7010 

10 -1.2866 -0.0902 -0.9337 -0.9798 0.8671 -0.6658 -1.8541 0.3283 -1.1017 10.3194 

 

4.4.10 Fused Data for Face, Left Index Finger and Right Index Finger (Z-Score 

Normalization: Product Rule Fusion): The fusion scores in table 4.22 have been calculated 

by the simple sum of element of three biometrics traits with each other on the normalized 

data which is already evaluated through Min-Max normalization. In Tables 4.22, the scores 

that are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 

Table 4.22 Fusion scores of normalized (Z-Score) data using product rule. 

Users 1 2 3 4 5 6 7 8 9 10 

1 28.0857 -0.1264 -0.0534 -0.0077 0.0251 0.0000 0.0131 0.0078 0.1024 -0.1339 

2 -0.4080 18.6762 -0.0219 -0.0540 0.0010 0.0195 -0.4335 -0.0028 0.0492 -0.0285 

3 -0.2898 0.0583 59.3670 -0.1283 -0.0618 0.0290 0.0361 -0.1562 -0.0067 0.1957 

4 -0.0619 0.0556 -0.0750 45.9500 -0.2249 0.0755 0.2817 -0.1423 0.0173 -0.0136 

5 -0.0045 0.0036 -0.0012 -0.0840 65.0407 -0.0187 -0.0238 -0.0373 -0.1111 -0.0019 

6 -0.2291 -0.3210 -0.0705 -0.1142 -0.2678 5.6101 -0.1152 -0.2276 -0.1862 -0.1977 

7 -0.0346 0.1296 -0.0606 -0.0215 -0.1156 -0.3179 1.8861 -0.0161 -0.0045 -0.0611 

8 0.1044 -0.1108 -0.1009 -0.0637 0.1581 0.4520 -0.0102 92.7252 -0.1877 0.3121 

9 0.0947 0.2449 -0.0562 0.0071 0.0474 -0.3819 0.3578 -0.1267 64.2757 -0.1542 

10 -0.0727 -0.0014 -0.0269 0.0024 0.0233 0.0011 -0.2220 -0.0020 -0.0263 28.2276 
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4.4.11 Fused Data for Face, Left Index Finger and Right Index Finger (Z-Score 

Normalization: Min Rule Fusion): The fusion scores in table 4.23 have been calculated by 

the taking the minimum of elements of three biometrics traits with from the normalized data 

which is already evaluated through mathematical normalization. In Tables 4.23, the scores 

that are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 

Table 4.23 Fusion scores of normalized (z-score) data using min rule 

Users 1 2 3 4 5 6 7 8 9 10 

1 1.3956 -0.7379 -0.6334 -0.7408 -0.3955 -0.5260 -1.1204 -0.4187 -0.6334 -0.7408 

2 -0.4187 1.3703 -0.7408 -0.4858 -0.3426 -0.2181 -1.4818 -0.4187 -0.6334 -0.6334 

3 -1.5014 -0.4405 2.8025 -0.7408 -0.5260 -0.9258 -0.6334 -0.7408 -0.3257 -0.5260 

4 -0.6334 -0.5260 -0.6334 2.7841 -1.4208 -0.5240 -0.7408 -0.7408 -0.6687 -0.6334 

5 -0.6334 -0.1180 -0.4187 -0.6334 1.4499 -0.4629 -0.8481 -0.6334 -0.6334 -0.7956 

6 -1.5962 -0.8269 -0.6334 -0.7408 -1.0689 1.3887 -0.7590 -0.8843 -0.7408 -0.7408 

7 -0.3170 -1.7920 -0.6334 -0.3113 -0.9864 -0.9258 0.6549 -0.4892 -0.3960 -0.6334 

8 -0.4610 -0.7379 -0.7408 -0.8481 -0.5260 -0.7775 -0.6334 2.5850 -0.9803 -0.6334 

9 -0.7492 -0.6334 -0.5035 -0.2764 -0.5260 -1.3887 -0.6334 -0.6186 2.5388 -0.8481 

10 -0.5260 -0.4172 -0.3979 -0.6334 -0.2063 -0.4629 -0.7590 -0.3113 -0.6334 1.9243 

 

4.4.12 Fused Data for Face, Left Index Finger and Right Index Finger (Z-Score 

Normalization: Max Rule Fusion): The fusion scores in table 4.24 have been calculated by 

the taking the maximum of elements of three biometrics traits with from the normalized data 

which is already evaluated through mathematical normalization. In Tables 4.24, the scores 

that are placed at diagonal are the fused genuine scores, afterward they are the outcome of 

combining three images that belong to the same user. The scores placed at other positions are 

the fused impostor scores and are obtained by combining three images that belong to 

different users. 
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Table 4.24 Fusion scores of normalized (z-score) data using max rule 

Users 1 2 3 4 5 6 7 8 9 10 

1 7.8477 -0.2705 -0.1888 -0.0291 0.2039 0.0994 0.1206 0.0480 0.4631 -0.2853 

2 1.1663 4.9491 -0.1030 -0.3113 0.0107 0.9258 -0.4187 -0.0734 0.2225 -0.0966 

3 -0.4187 0.3162 7.5256 -0.2642 -0.3387 0.1534 0.3253 -0.3894 -0.1009 1.8240 

4 -0.2121 0.3162 -0.2174 5.8079 -0.3009 0.4629 1.4095 -0.3894 0.2254 -0.0966 

5 -0.0288 0.3162 -0.0270 -0.2642 15.7920 0.3328 0.3253 -0.1897 -0.3023 0.2254 

6 -0.3113 -0.5260 -0.2495 -0.3822 -0.3955 2.6688 -0.3626 -0.4892 -0.3492 -0.5073 

7 0.3328 0.1727 -0.2143 -0.2224 -0.3113 -0.5260 2.7479 -0.0966 -0.0554 -0.2040 

8 0.7273 -0.2370 -0.2174 -0.2418 0.9991 1.3887 -0.0361 12.7860 -0.3023 0.8696 

9 0.2402 1.3703 -0.2666 0.1181 0.3425 -0.4187 1.0481 -0.3894 8.9212 -0.4187 

10 -0.2996 0.3162 -0.2040 0.0106 1.1700 0.0107 -0.4617 0.6296 -0.1191 5.9153 

 

4.5 Performance Analysis on The Basis of Genuine Acceptance Rate (GAR) 

and False Acceptance Rate (FAR) 

The operational consequences of unsupervised rules based fusion strategy have been 

evaluated in terms of Genuine Acceptance Rate (GAR) and False Acceptance Rate (FAR) for 

various thresholds. The GARs and FARs for all normalizations and fusion rules are 

computed as follows. 

4.5.1 GAR and FRR Calculation for Mathematical Normalization: The Genuine 

Acceptance Rate and False Acceptance Rate for mathematical normalization with various 

fusion strategies have been evaluated and are shown in table 4.25. 

Table 4.25 GAR and FRR for mathematical normalization with four fusion rules 

 Sum Product Min Max 

 

 

 

Math. 

Norm

. 

Thres 

hold 

GAR FRR Thres 

hold 

GAR FRR Thres 

hold 

GAR FRR Thres 

hold 

GAR FRR 

0.7888 97 3 0.0049 100 0 0.0287 96 4 0.4310 98 2 

0.8344 99 1 0.0053 100 0 0.0294 99 1 0.4642 100 0 

0.8515 100 0 0.0055 100 0 0.0295 99 1 0.4925 100 0 

0.9979 100 0 0.0067 100 0 0.0335 100 0 0.4944 100 0 

1.0034 100 0 0.0069 100 0 0.0337 100 0 0.4954 100 0 

1.0208 100 0 0.0073 100 0 0.0349 100 0 0.4962 100 0 

1.0276 100 0 0.0086 100 0 0.0388 100 0 0.4965 100 0 

1.0306 100 0 0.0093 100 0 0.0391 100 0 0.4985 100 0 

1.0308 100 0 0.0099 100 0 0.0406 100 0 0.4988 100 0 

1.0309 100 0 0.0101 100 0 0.0413 100 0 0.4992 100 0 
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4.5.2 GAR and FRR Calculation for Min-Max Normalization: The Genuine Acceptance 

Rate and False Acceptance Rate for Min-Max normalization with various fusion strategies 

have been evaluated and are shown in table 4.26. 

Table 4.26 GAR and FRR for Min-Max normalization with four fusion rules 

 Sum Product Min Max 

 

 

 

Min 

Max 

Norm 

Thres 

hold 

GAR FRR Thres 

hold 

GAR FRR Thres 

hold 

GAR FRR Thres 

hold 

GAR FRR 

2.3266 100 0 0.3952 100 0 0.4516 93 7 1.0000 97 3 

2.7097 100 0 0.7097 100 0 0.7097 94 6 1.0000 96 4 

3.7419 100 0 1.7419 100 0 1.0000 95 5 1.7419 100 0 

4.0000 100 0 2.0000 100 0 1.0000 96 4 2.0000 100 0 

4.0323 100 0 2.0323 100 0 1.0000 97 3 2.0323 100 0 

4.5161 100 0 2.5161 100 0 1.0000 98 2 2.5161 100 0 

4.6129 100 0 2.6129 100 0 1.0000 99 1 2.6129 100 0 

4.9355 100 0 2.9355 100 0 1.0000 100 0 2.9355 100 0 

7.0000 100 0 4.0968 100 0 1.0000 100 0 4.0968 100 0 

2.3266 100 0 5.0000 100 0 1.0000 100 0 5.0000 100 0 

 

4.5.3 GAR and FRR Calculation for Z-Score Normalization: The Genuine Acceptance 

Rate and False Acceptance Rate for Z-score normalization with various fusion strategies 

have been evaluated and are shown in table 4.27. 

Table 4.27 GAR and FRR for Z-Score normalization with four fusion rules 

 Sum Product Min Max 

 
 
 
 

Z- 
Score 
Norm 

Thres 

hold 

GAR FAR Thres 

hold 

GAR FAR Thres 

hold 

GAR FAR Thres 

hold 

GAR FAR 

4.4508 100 0 1.8861 100 0 0.6549 100 0 2.6688 100 0 

5.5712 100 0 5.6101 100 0 1.3703 100 0 2.7479 100 0 

9.0733 100 0 18.676 100 0 1.3887 100 0 4.9491 100 0 

10.319 100 0 28.086 100 0 1.3956 100 0 5.8079 100 0 

11.434 100 0 28.228 100 0 1.4499 100 0 5.9153 100 0 

11.808 100 0 45.950 100 0 1.9243 100 0 7.5256 100 0 

13.143 100 0 59.367 100 0 2.5388 100 0 7.8477 100 0 

14.298 100 0 64.276 100 0 2.5850 100 0 8.9212 100 0 

18.177 100 0 65.041 100 0 2.7841 100 0 12.786 100 0 

20.082 100 0 92.725 100 0 2.8025 100 0 15.792 100 0 

 

The results shown above are derived for 10 user data. We have also conducted the same 

procedure for the database of 100 users, and have shown the results in following graphs. 
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Figure 4.1 GARs and FARs for 100 users using for three normalization and four fusion 

rules. 



70 

 

Results obtained here are derived on the basis of various threshold values (genuine matching 

score obtained after the fusion) when compared with all other imposter values. Figure 4.1 (a), 

(b), (c) and (d) depicts the GARs and FARs for sum rule, product rule, min rule and max rule 

fusion respectively through min-max normalization. Figure 4.1 (e), (f), (g) and (h) depicts the 

GARs and FARs for sum rule, product rule, min rule and max rule fusion respectively 

through z-score normalization. Figure 4.1 (i), (j), (k) and (l) depicts the GARs and FARs for 

sum rule, product rule, min rule and max rule fusion respectively through mathematical 

normalization. 

4.6 Summary 

The operational performance of unsupervised rule-based integration on multimodal systems 

based on fingerprint and face have been judged. Our observational consequences suggest that 

a multimodal biometric system which aggregate more than one biometric entropies can 

accomplish statistically improve functioning compared to a single biometric arrangement. 

The performance of unsupervised rule-based fusion devolves on the alternative of 

standardization technique. Here in our experiment a novel normalization technique has been 

acquainted, which is called mathematical normalization. The output on all databases studied 

in this research disclose that mathematical normalization technique has improved 

performance when used for converting data in common domain and then used to implement 

fusion process. A comparative study has been carried out to check the performance of the 

mathematical normalization when compared with Min-Max and Z-Score normalization.  
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CHAPTER 5 

Fuzzy Logic Implementation of Fusion 

5.1 Introduction 

This chapter provides a comprehensive overview of fuzzy logic in information fusion 

applications. Fuzzy logic offers an alternative mode to correspond verbal and subjective 

properties of the practical world in computing. Most of the time, fuzzy logic is able to be 

practised on control systems, but its utility is also appreciable in other applications due to its 

easiness of amending the efficiency and simplicity of the design process. It is a multi-valued 

system that permits intermediate values to be set between traditional evaluations like yes/no, 

high/low, true/false and 0/1. Opinions like instead tall or very fast can be developed 

mathematically and processed by computers, in order to achieve a more human-like behavior 

in programming of computers.  

5.2 Why One Should Prefer Fuzzy Logic? 

There are number of reasons based on the general observation that reveals the unmatched 

utility of the fuzzy logic, some of them are explained below. 

 Fuzzy logic is user friendly and can be combined with conventional control 

proficiencies. The fact with the fuzzy logic system is that they don‟t inevitably substitute 

conventional control algorithms but most of the time it increase the efficiency of them and 

modify their execution. 

 It is in wellness of the fuzzy system that it does not require prices data all the time i.e. 

Fuzzy logic is liberal of inaccurate information. In general every data that is available in raw 

form is almost imprecise or mixed with noise, but fuzzy logic system make the decision on 

the data instantly so as to avoid the misunderstanding and while waiting for the final result. 

 Fuzzy logic is an expert tool which can model higher order functions of impulsive 

complexity.  

 In a conceptual manner Fuzzy logic is effortless to realize and manipulate. The approach 

of mathematician implementation of fuzzy logic controller is very simple. This approach is 

so natural that every developed system has the quality of being intricate and compounded. 
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 Generally fuzzy logic is elastic in nature. One of the main advantages of the fuzzy 

system is that any number of input and out layer can be added to the system without affecting 

the previous functioning. 

 In fuzzy logic a highly effective neural network can be implemented which works on 

training data and generate fuzzy results and a very dense model. Fuzzy logic lets you depend 

on the accumulation of knowledge or skill that result from direct participation in events or 

activities of someone who has prior knowledge of your system [116]. 

5.3 Why One Should Not Use Fuzzy Logic? 

As we already know that a fuzzy logic is a preferential means to connect an input modality to 

an output modality. Fuzzy logic is based on the decision we made with commonsense i.e. 

fuzzy logic is an act of arranging in a systematic order of common sense we are likely build 

the correct decision. However, there are number of controllers, which perform a better job in 

absence of fuzzy logic. Furthermore, if we give proper time to get familiar with fuzzy logic, 

we can develop a very powerful system for that can perform well with imprecision and 

nonlinearity and can give. Some of the issue that give rise to not to use the fuzzy logic are 

mentioned below [116]. 

 Some time it is difficult to formulate a model with fuzzy logic due to complexity and 

more number of inputs/outputs. 

 The input and out are fuzzy in nature for a fuzzy logic system i.e. they are not crisp in 

nature, so demand of a fine tuning to a greater extent during simulation is almost impossible. 

 Fuzzy log is not discrete in nature 

 Fuzzy logic system does not always give the definitive answers. 

 In addition, it requires lot of data and expertise to develop a fuzzy system so it is difficult 

for an engineer to develop a system for a doctor. 

5.4 Fuzzy Logic Toolbox 

Fuzzy logic is one strongest part or the function of MATLAB i.e. a numeric computing tool 

for the engineering and scientific research work. The flexibility and usability of the fuzzy 

logic system with MATLAB explain its wide range of approach we can make and edit fuzzy 

inference systems within MATLAB; we can simulate the problem in the simulink of the 

MATLAB. Apart from this we can even make an independent program in the editors like 
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turboC, which then can be called in conjunction with MATLAB. Fuzzy logic works with 

both graphical user interface (GUI) tools and command line in MATLAB command window. 

 

Figure 5.1 MATLAB: Fuzzy Logic Toolbox 

The fuzzy logic toolbox consists of three classes of tools[116]: 

 Command Line Functions: command line functions of the developed fuzz system can 

be called in the command prompt of the MATLAB or they can written as series of the 

commands in the M-file of system we developed. The ease of using the M-file for developing 

the system is that the system can be modified easily within the few change in the M-file.  

 Graphical Interactive Tools: Working directly with the interactive tool of the fuzzy 

system is made possible by working with the GUI setup of the fuzzy system. In GUI based 

tool design, analysis, and implementation of the fuzzy inference system becomes easy and 

interactive.  
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 Simulink Blocks and Examples: fuzzy logic model can also be build up in Simulink 

simulation software with the using set of blocks. Simulink helps in developing a high speed 

fuzzy logic inference in the Simulink surroundings. 

The basic structure of a fuzzy toolbox is consisting of various functions shown in the figure 

5.2. 

 

 

 

Figure 5.2 Fuzzy logic toolbox functions 

5.5 Fusion Approach of Multiple Traits through Fuzzy Logic  

Fuzzy logic is a powerful tool which has shown its ultimate utility in applications such as 

modeling, designing, and controlling of complex and non-linear systems. In our research 

work we have also demonstrated some of the ability of fuzzy logic through a fusion example 

of multiple biometric traits. For the analytical reasoning of the fusion process, fuzzy logic 
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comprises input from various matching score of different modality to control the spoof 

attacks and verifying genuine persons.  

5.5.1 Fuzzy Inference System (FIS) Editor: The very first component of the fuzzy logic 

toolbox is FIS editor which covers the upper-level consequences for the system of rules. It is 

the FIS editor which deals in determining the number of input and out modalities and 

specifies them with a certain name. The number of input and the output of the model depend 

upon the kind of application and system memory, fuzzy logic toolbox never limits them. 

Although, it is very high speed environment, but, if there are multiple inputs with high valued 

membership functions, then it is difficult for the FIS system to implement or examine the 

model using the other GUI tools. 

 

 

Figure 5.3 FIS editor of fuzzy logic toolbox 

5.5.2 Adding & Defining Input/Output: When we work with fuzzy toolbox we need to 

define the input and output variable according to the system requirement. In order to define 
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the variables, when we type <fuzzy> on the command window of the MATLAB following 

window will open as shown in the figure 5.4. This window is basically the Fuzzy Inference 

System editor. For every fuzzy logic we have one input and one output by default and we use 

the Mamdani inference and collection method. The FIS editor of the fuzzy toolbox consists 

of three component of a fuzzy system;  

1) Fuzzification  

2) Fuzzy inference 

3) Defuzzification  

Practically any number of input/out variables can be added to a fuzzy inference system. The 

process of adding the new variable is depicted in the Figure 5.4 

 

 

 

Figure 5.4 FIS Editor: Adding Input / Output 



77 

 

In figure 5.5, we have defined the three input variables as face_data, lf_data and rf_data and 

an output variable as final_decision. In this editor,  

 when we double click on an input/output variable a membership function editor opens. 

Here, we can define the multiple number of membership functions for every input and output 

variable according to the need of the application and fuzziness of the system.  

 Double clicking on system diagram which is named as fusion_bio opens a rule editor 

window. 

 The pop-up menus are used to set up the fuzzy inference system such as defuzzification 

method. 

 

 

 

Figure 5.5 Fusion problem: defining input and output 
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5.5.3 Membership Functions: Although the Membership Function Editor is different from 

the FIS editor still it contributes some characteristics with the FIS Editor. If we consider the 

fact then almost every basic GUI of the fuzzy toolbox shares some of the parts or 

characteristics with each other such as menu alternatives, position lines, and Help and Close 

option. With the help of the Membership Function Editor we can edit and exhibit all of the 

membership functions linked with all of the input and output variables of the given fuzzy 

inference system. 

In order to assemble our own membership functions linked with the input and output variable 

for the Fuzzy Inference System, select an FIS variable in this region from the edit menu. 

From here, we can choose option of adding the membership functions of input or output type. 

Furthermore, after the selection of the membership function we can change the name, type 

(e.g. triangular and trapezoidal), and parameters. 

The procedure of assigning the input membership functions for this three input fusion 

problem is as follows: 

 Select variable of input type, name it as face_data. Now adjust both the Range and the 

Display Range to the vector [0 1] in the GUI. 

 Add five membership functions from the Edit menu.  

 Classify all the membership functions as triangular and trapezoidal accordingly. 

 This adds three triangular curves and 2 trapezoidal curves to the input variable face_data. 

 Here we can give the appropriate name to all five membership functions such as Very low, 

Low, medium, High and Very high respectively. 

 To adjust the shape of the membership function we can give desired parameter change to 

the membership functions. 

 Likewise we will select the other input variables, lf_data and rf_data, to set the Range and 

 the Display Range to the vector [0 1] in the GUI. 

 The only output variable will also be set up accordingly, here in output variable we will 

take three membership functions named as reject, reenter and accepted on the basis of 

decision made by the rules formed. 
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Figure 5.6 Input variable for the face matching scores 

 

Table 5.1 Range for the membership functions of face (input1) 

Membership function Function Type Range 

Very_Low trapezoidal [0  0  0.1  0.2] 

Low tringular [ 0.1  0.2 0.3] 

Medium tringular [ 0.2  0.3 0.4] 

High tringular [ 0.3  0.4 0.5] 

Very_High trapezoidal [0.4  0.5  1  1] 
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Figure 5.7 Input variable for the lf_data (left index finger) matching scores 

 

Table 5.2 Range for the membership functions of left index finger (input2) 

Membership Functions Function Type Range 

Very_Low trapezoidal [0  0  0.1  0.2] 

Low triangular [ 0.1  0.2 0.3] 

Medium triangular [ 0.2  0.3 0.4] 

High triangular [ 0.3  0.4 0.5] 

Very_High trapezoidal [0.4  0.5  1  1] 
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Figure 5.8 Input variable for the rf_data(right index finger) matching scores 

 

Table 5.3 Range for the membership functions of right index finger (input2): 

Membership Functions Function Type Range 

Very_Low Trapezoidal [0  0  0.1  0.2] 

Low Triangular [ 0.1  0.2 0.3] 

Medium Triangular [ 0.2  0.3 0.4] 

High Triangular [ 0.3  0.4 0.5] 

Very_High Trapezoidal [0.4  0.5  1  1] 
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Figure 5.9 Output variable for the final decision of the fusion 

 

Table 5.4 Output of the comparison study 

Membership Functions Function Type Range 

Reject trapezoidal [0  0  0.1  0.3] 

Reenter triangular [ 0.1  0.3  0.5] 

accepted trapezoidal [0.3  0.5  1  1] 

 

5.5.4 Fuzzy Set of Rules 

The construction of the rules can be achieved either using graphical Rule Editor Interface or 

using M-file. The structure of the fuzzy rules is based on the statements of the input and 
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output variables set to achieve a higher degree of accurate and precise decision with FIS 

Editor. In our research work we have developed the rule base for the fusion system in M-file 

only. The use of M-file for the construction of the rule base gives a higher degree of freedom 

and fastens the process. 

The resulting rules are: 

1. If (face_data is very low) and (lf_data is very low) and (rf_data is very low) then 

(final_selection is reject) (1)  

2. If (face_data is very low) and (lf_data is very low) and (rf_data is low) then 

(final_selection is reject) (1)  

3. If (face_data is very low) and (lf_data is very low) and (rf_data is medium) then 

(final_selection is reenter) (1)  

4. If (face_data is very low) and (lf_data is very low) and (rf_data is high) then 

(final_selection is reenter) (1)  

5. If (face_data is very low) and (lf_data is very low) and (rf_data is very high) then 

(final_selection is accepted) (1)  

6. If (face_data is very low) and (lf_data is low) and (rf_data is very low) then 

(final_selection is reenter) (1)  

7. If (face_data is very low) and (lf_data is low) and (rf_data is low) then (final_selection is 

reject) (1)  

8. If (face_data is very low) and (lf_data is low) and (rf_data is medium) then (final_selection 

is reenter) (1)  

9. If (face_data is very low) and (lf_data is low) and (rf_data is high) then (final_selection is 

reenter) (1)  

10. If (face_data is very low) and (lf_data is low) and (rf_data is very high) then 

(final_selection is accepted) (1)  

11. If (face_data is very low) and (lf_data is medium) and (rf_data is very low) then 

(final_selection is accepted) (1)  
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12. If (face_data is very low) and (lf_data is medium) and (rf_data is low) then 

(final_selection is reenter) (1)  

13. If (face_data is very low) and (lf_data is medium) and (rf_data is medium) then 

(final_selection is reject) (1)  

14. If (face_data is very low) and (lf_data is medium) and (rf_data is high) then 

(final_selection is reenter) (1)  

15. If (face_data is very low) and (lf_data is medium) and (rf_data is very high) then 

(final_selection is accepted) (1)  

16. If (face_data is very low) and (lf_data is high) and (rf_data is very low) then 

(final_selection is reenter) (1)  

17. If (face_data is very low) and (lf_data is high) and (rf_data is low) then (final_selection is 

accepted) (1)  

18. If (face_data is very low) and (lf_data is high) and (rf_data is medium) then 

(final_selection is reenter) (1)  

19. If (face_data is very low) and (lf_data is high) and (rf_data is high) then (final_selection 

is reenter) (1)  

20. If (face_data is very low) and (lf_data is high) and (rf_data is very high) then 

(final_selection is reenter) (1)  

21. If (face_data is very low) and (lf_data is very high) and (rf_data is very low) then 

(final_selection is accepted) (1)  

22. If (face_data is very low) and (lf_data is very high) and (rf_data is low) then 

(final_selection is accepted) (1)  

23. If (face_data is very low) and (lf_data is very high) and (rf_data is medium) then 

(final_selection is accepted) (1)  

24. If (face_data is very low) and (lf_data is very high) and (rf_data is high) then 

(final_selection is accepted) (1)  
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25. If (face_data is very low) and (lf_data is very high) and (rf_data is very high) then 

(final_selection is reenter) (1)  

26. If (face_data is low) and (lf_data is very low) and (rf_data is very low) then 

(final_selection is reenter) (1)  

27. If (face_data is low) and (lf_data is very low) and (rf_data is low) then (final_selection is 

accepted) (1)  

28. If (face_data is low) and (lf_data is very low) and (rf_data is medium) then 

(final_selection is reenter) (1)  

29. If (face_data is low) and (lf_data is very low) and (rf_data is high) then (final_selection is 

reenter) (1)  

30. If (face_data is low) and (lf_data is very low) and (rf_data is very high) then 

(final_selection is reenter) (1)  

31. If (face_data is low) and (lf_data is low) and (rf_data is very low) then (final_selection is 

accepted) (1)  

32. If (face_data is low) and (lf_data is low) and (rf_data is low) then (final_selection is 

accepted) (1)  

33. If (face_data is low) and (lf_data is low) and (rf_data is medium) then (final_selection is 

accepted) (1)  

34. If (face_data is low) and (lf_data is low) and (rf_data is high) then (final_selection is 

accepted) (1)  

35. If (face_data is low) and (lf_data is low) and (rf_data is very high) then (final_selection is 

accepted) (1)  

36. If (face_data is low) and (lf_data is medium) and (rf_data is very low) then 

(final_selection is reenter) (1)  

37. If (face_data is low) and (lf_data is medium) and (rf_data is low) then (final_selection is 

reenter) (1)  
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38. If (face_data is low) and (lf_data is medium) and (rf_data is medium) then 

(final_selection is reenter) (1)  

39. If (face_data is low) and (lf_data is medium) and (rf_data is high) then (final_selection is 

reenter) (1)  

40. If (face_data is low) and (lf_data is medium) and (rf_data is very high) then 

(final_selection is reenter) (1)  

41. If (face_data is low) and (lf_data is high) and (rf_data is very low) then (final_selection is 

reenter) (1)  

42. If (face_data is low) and (lf_data is high) and (rf_data is low) then (final_selection is 

reenter) (1)  

43. If (face_data is low) and (lf_data is high) and (rf_data is medium) then (final_selection is 

reenter) (1)  

44. If (face_data is low) and (lf_data is high) and (rf_data is high) then (final_selection is 

reenter) (1)  

45. If (face_data is low) and (lf_data is high) and (rf_data is very high) then (final_selection 

is reenter) (1)  

46. If (face_data is low) and (lf_data is very high) and (rf_data is very low) then 

(final_selection is reenter) (1)  

47. If (face_data is low) and (lf_data is very high) and (rf_data is low) then (final_selection is 

reenter) (1)  

48. If (face_data is low) and (lf_data is very high) and (rf_data is medium) then 

(final_selection is reenter) (1)  

49. If (face_data is low) and (lf_data is very high) and (rf_data is high) then (final_selection 

is reenter) (1)  

50. If (face_data is low) and (lf_data is very high) and (rf_data is very high) then 

(final_selection is reenter) (1)  
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51. If (face_data is medium) and (lf_data is very low) and (rf_data is very low) then 

(final_selection is reenter) (1)  

52. If (face_data is medium) and (lf_data is very low) and (rf_data is low) then 

(final_selection is reenter) (1)  

53. If (face_data is medium) and (lf_data is very low) and (rf_data is medium) then 

(final_selection is reenter) (1)  

54. If (face_data is medium) and (lf_data is very low) and (rf_data is high) then 

(final_selection is reenter) (1)  

55. If (face_data is medium) and (lf_data is very low) and (rf_data is very high) then 

(final_selection is reenter) (1)  

56. If (face_data is medium) and (lf_data is low) and (rf_data is very low) then 

(final_selection is reenter) (1)  

57. If (face_data is medium) and (lf_data is low) and (rf_data is low) then (final_selection is 

reenter) (1)  

58. If (face_data is medium) and (lf_data is low) and (rf_data is medium) then 

(final_selection is reenter) (1)  

59. If (face_data is medium) and (lf_data is low) and (rf_data is high) then (final_selection is 

accepted) (1)  

60. If (face_data is medium) and (lf_data is low) and (rf_data is very high) then 

(final_selection is reenter) (1)  

61. If (face_data is medium) and (lf_data is medium) and (rf_data is very low) then 

(final_selection is reenter) (1)  

62. If (face_data is medium) and (lf_data is medium) and (rf_data is low) then 

(final_selection is reenter) (1)  

63. If (face_data is medium) and (lf_data is medium) and (rf_data is medium) then 

(final_selection is accepted) (1)  
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64. If (face_data is medium) and (lf_data is medium) and (rf_data is high) then 

(final_selection is accepted) (1)  

65. If (face_data is medium) and (lf_data is medium) and (rf_data is very high) then 

(final_selection is accepted) (1)  

66. If (face_data is medium) and (lf_data is high) and (rf_data is very low) then 

(final_selection is accepted) (1)  

67. If (face_data is medium) and (lf_data is high) and (rf_data is low) then (final_selection is 

accepted) (1)  

68. If (face_data is medium) and (lf_data is high) and (rf_data is medium) then 

(final_selection is accepted) (1)  

69. If (face_data is medium) and (lf_data is high) and (rf_data is high) then (final_selection is 

accepted) (1)  

70. If (face_data is medium) and (lf_data is high) and (rf_data is very high) then 

(final_selection is accepted) (1)  

71. If (face_data is medium) and (lf_data is very high) and (rf_data is very low) then 

(final_selection is accepted) (1)  

72. If (face_data is medium) and (lf_data is very high) and (rf_data is low) then 

(final_selection is accepted) (1)  

73. If (face_data is medium) and (lf_data is very high) and (rf_data is medium) then 

(final_selection is accepted) (1)  

74. If (face_data is medium) and (lf_data is very high) and (rf_data is high) then 

(final_selection is accepted) (1)  

75. If (face_data is medium) and (lf_data is very high) and (rf_data is very high) then 

(final_selection is accepted) (1)  

76. If (face_data is high) and (lf_data is very low) and (rf_data is very low) then 

(final_selection is reenter) (1)  
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77. If (face_data is high) and (lf_data is very low) and (rf_data is low) then (final_selection is 

reenter) (1)  

78. If (face_data is high) and (lf_data is very low) and (rf_data is medium) then 

(final_selection is reenter) (1)  

79. If (face_data is high) and (lf_data is very low) and (rf_data is high) then (final_selection 

is reenter) (1)  

80. If (face_data is high) and (lf_data is very low) and (rf_data is very high) then 

(final_selection is accepted) (1)  

81. If (face_data is high) and (lf_data is low) and (rf_data is very low) then (final_selection is 

reenter) (1)  

82. If (face_data is high) and (lf_data is low) and (rf_data is low) then (final_selection is 

accepted) (1)  

83. If (face_data is high) and (lf_data is low) and (rf_data is medium) then (final_selection is 

accepted) (1)  

84. If (face_data is high) and (lf_data is low) and (rf_data is high) then (final_selection is 

accepted) (1)  

85. If (face_data is high) and (lf_data is low) and (rf_data is very high) then (final_selection 

is accepted) (1)  

86. If (face_data is high) and (lf_data is medium) and (rf_data is very low) then 

(final_selection is reenter) (1)  

87. If (face_data is high) and (lf_data is medium) and (rf_data is low) then (final_selection is 

accepted) (1)  

88. If (face_data is high) and (lf_data is medium) and (rf_data is medium) then 

(final_selection is accepted) (1)  

89. If (face_data is high) and (lf_data is medium) and (rf_data is high) then (final_selection is 

accepted) (1)  
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90. If (face_data is high) and (lf_data is medium) and (rf_data is very high) then 

(final_selection is accepted) (1)  

91. If (face_data is high) and (lf_data is high) and (rf_data is very low) then (final_selection 

is accepted) (1)  

92. If (face_data is high) and (lf_data is high) and (rf_data is low) then (final_selection is 

accepted) (1)  

93. If (face_data is high) and (lf_data is high) and (rf_data is medium) then (final_selection is 

accepted) (1)  

94. If (face_data is high) and (lf_data is high) and (rf_data is high) then (final_selection is 

accepted) (1)  

95.  If (face_data is high) and (lf_data is high) and (rf_data is very high) then (final_selection 

is accepted) (1)  

96. If (face_data is high) and (lf_data is very high) and (rf_data is very low) then 

(final_selection is accepted) (1)  

97. If (face_data is high) and (lf_data is very high) and (rf_data is low) then (final_selection 

is accepted) (1)  

98. If (face_data is high) and (lf_data is very high) and (rf_data is medium) then 

(final_selection is accepted) (1)  

99. If (face_data is high) and (lf_data is very high) and (rf_data is high) then (final_selection 

is accepted) (1)  

100. If (face_data is high) and (lf_data is very high) and (rf_data is very high) then 

(final_selection is accepted) (1)  

101. If (face_data is very high) and (lf_data is very low) and (rf_data is very low) then 

(final_selection is accepted) (1)  

102. If (face_data is very high) and (lf_data is very low) and (rf_data is low) then 

(final_selection is accepted) (1)  
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103. If (face_data is very high) and (lf_data is very low) and (rf_data is medium) then 

(final_selection is accepted) (1)  

104. If (face_data is very high) and (lf_data is very low) and (rf_data is high) then 

(final_selection is accepted) (1)  

105. If (face_data is very high) and (lf_data is very low) and (rf_data is very high) then 

(final_selection is accepted) (1)  

106. If (face_data is very high) and (lf_data is low) and (rf_data is very low) then 

(final_selection is accepted) (1)  

107. If (face_data is very high) and (lf_data is low) and (rf_data is low) then (final_selection 

is accepted) (1)  

108. If (face_data is very high) and (lf_data is low) and (rf_data is medium) then 

(final_selection is accepted) (1)  

109. If (face_data is very high) and (lf_data is low) and (rf_data is high) then (final_selection 

is accepted) (1)  

110. If (face_data is very high) and (lf_data is low) and (rf_data is very high) then 

(final_selection is accepted) (1)  

111. If (face_data is very high) and (lf_data is medium) and (rf_data is very low) then 

(final_selection is accepted) (1)  

112. If (face_data is very high) and (lf_data is medium) and (rf_data is low) then 

(final_selection is accepted) (1)  

113. If (face_data is very high) and (lf_data is medium) and (rf_data is medium) then 

(final_selection is accepted) (1)  

114. If (face_data is very high) and (lf_data is medium) and (rf_data is high) then 

(final_selection is accepted) (1)  

115. If (face_data is very high) and (lf_data is medium) and (rf_data is very high) then 

(final_selection is accepted) (1)  
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116. If (face_data is very high) and (lf_data is high) and (rf_data is very low) then 

(final_selection is accepted) (1)  

117. If (face_data is very high) and (lf_data is high) and (rf_data is low) then (final_selection 

is accepted) (1)  

118. If (face_data is very high) and (lf_data is high) and (rf_data is medium) then 

(final_selection is accepted) (1)  

119. If (face_data is very high) and (lf_data is high) and (rf_data is high) then 

(final_selection is accepted) (1)  

120. If (face_data is very high) and (lf_data is high) and (rf_data is very high) then 

(final_selection is accepted) (1)  

121. If (face_data is very high) and (lf_data is very high) and (rf_data is very low) then 

(final_selection is accepted) (1)  

122. If (face_data is very high) and (lf_data is very high) and (rf_data is low) then 

(final_selection is accepted) (1)  

123. If (face_data is very high) and (lf_data is very high) and (rf_data is medium) then 

(final_selection is accepted) (1)  

124. If (face_data is very high) and (lf_data is very high) and (rf_data is high) then 

(final_selection is accepted) (1)  

125. If (face_data is very high) and (lf_data is very high) and (rf_data is very high) then 

(final_selection is accepted) (1) 

5.5.5 Results 

On the basis of above rule base we have derived the following table. The table consists of 

various numerical data in the range of 0 to 1. The numerical values have been distributed to 

identify the decision out of reject, reenter and accepted. 

It is clear from table 4.4 that the range for the to be rejected is in between 0 to 0.3, the range 

for person to be reenter is in between 0.1 to 0.5 and finally range for the person to be 

accepted is in between 0.3 to 1. These ranges are selected in a fuzzy way so that final 
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consequences are made on the basis of fuzzy rule base. But, in the result we have got the 

crisp values in order to clearly distinguish the category of person to be rejected, reenter and 

accepted. The table 5.5 has been derived from the result obtained after getting the crisp 

values of the output centroids. Most of the values are approaching range in between 0.3 to 

0.659 and above which are naturally depicting the accuracy of the system. This range of the 

final result very much near to take a decision that the person who is approaching to go 

through the security is a genuine person. For the above discussed criteria of rulebase, values 

approaching near about 0.3 are representing the decision of reentering and values less than 

0.3 belong to the category of rejection. 

Table 5.5 Result obtained from fuzzy logic rule base in crisp form. 

Result obtained for the 1000 rules (10x10x10 inputs) 

1-100 101-200 201-300 301-400 401-500 501-600 601-700 701-800 801-900 901-1000 

rejected rejected rejected accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 
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accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 
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reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

reentered reentered reentered accepted accepted accepted accepted accepted accepted accepted 

accepted accepted accepted accepted accepted accepted accepted accepted accepted accepted 

 

Calculation of false rejection rate and genuine acceptance rate on the basis of above 

discussed fuzzy fusion system is shown in Table 5.6. 
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Table 5.6 GAR and FRR calculated from fuzzy based fusion system 

GAR (%) FRR (%) Reenter (%) 

91.3 0.3 8.4 

 

5.5.6 Surface Rule Viewer 

Surface Viewer is the graphical representation of the output of fuzzy based fusion system 

which is demonstrated with a three dimensional curve that constitutes the mapping of fusion 

of three biometric traits. Since, the Surface Viewer is provided with pop-up menus that tends 

us to choose three inputs and one output for plotting. In the GUI, below the pop-up menus 

there are two text input fields for the x-axis and y-axis grid lines inclusion.  

 

 

Figure 5.10 Surface viewer 
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5.7 Summary 

This computational analysis summarizes the quick explanation of each of the main GUI tools 

of the fuzzy toolbox used in the fuzzy based fusion process. The fusion analysis demonstrates 

that the output obtained from the process corresponds to our original estimation of 

conventional or any other novel approach. Furthermore, with the increasing interest of 

solving the complex problem an integral category of alike decision-making problems, fuzzy 

logic may furnish a particular methodology for the resolution, applied its easiness with which 

a system can be rapidly altered. 
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CHAPTER 6 

Conclusions and Future Work 

6.1 Conclusions 

Biometric is one of the fundamental technologies that are being used for individual 

authentication in many industrial, confidential and domestic applications. Unimodal systems 

are reliable, still the popularity of these systems is degrading due to the problems such as 

noisy sensor data, non-universality and spoof attacks etc. Few of these limitations have been 

either eliminated or reduced to a less extent by multi biometric system. In this thesis the 

performance of a multimodal biometric system has been examined at matching score level 

fusion with various fusion rules and normalization methods. The purpose of analytical study 

is to investigate how multiple biometric modalities can together be made a more useful to 

create an effective authentication system. We have examined the, with three normalization 

method (Min-Max, Z-Score and Mathematical normalizations) and four fusion rules(Sum, 

Product, Min and Max), every rule has its different advantages and drawbacks. In this thesis, 

NIST BSSR release1 database has been used. The significant distinction between these 

methods has made on the basis of recognition rates (FRR and FAR). We have seen that even 

after min–max and z-score normalization are sensitive to outliers but they have given a 

reasonable performance, and they have provided superior GARs than FRRs. 

6.2 Future Work 

The experimental probes, in this thesis, involve open-set identification recognition mode, in 

clean, fused-quality and conventional data conditions. The outcomes show that the carrying 

out of biometric systems can be welfare from score level fusion, but that this depends highly 

on the types of integration methods as well as the transformation method used. Therefore, 

improvement in existing work can be achieved by focusing on these two factors which play a 

vital role in the effectiveness of multimodal biometric systems.  

Some normalization techniques give a better performance when they work with a proper 

distribution of matching scores for example, z-score normalization is most desirable possible 

under a restriction that if the scores of all the modalities follow a Gaussian distribution. 
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Hence, it is required to develop the techniques such that they permit a user to prefer a 

normalization technique after examining the genuine and impostor score statistical 

distribution of the individual matchers. Due to the extensive statistical rigorness in the score 

level fusion method they are quite ad-hoc in nature. If we consider the fusion problem as a 

statistical issue then likelihood ratios based on the estimation of genuine and impostor score 

would be a better choice. In order to increase the tolerance limit of the estimation of 

distribution an automatic bandwidth selection techniques can be utilized to find the width of 

the kernels to be applied in non-parametric compactness approximation. The problem with 

Bayesian framework is that it is not able to deal with time varying parameters of the 

biometric traits. We will enquire technologies and algorithms which can remove the above 

discussed artifacts such that an unparallel biometric authentication system can be developed. 
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