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ABSTRACT

The selective application of technological and related procedural safeguards
is an important responsibility of every organization in providing adequate
security to its electronic data systems. This work specifies a cryptographic
program which may be used by organizations to protect sensitive data.
Protection of data during transmission or while in storage may be necessary
to maintain the confidentiality and integrity of the information represented
by the data. The program developed in this work, emphasizes on the key and
mixing with the data. The program uses 64 bit key length. Initially the bits
are subjected to permutation which produces a new pattern of bits and then
further undergo modulo-2 addition, which produces a new key different
from the key that was initially entered. This system is being made available
for use by organizations within the context of a total security program
consisting of physical security procedures, good information management

practices, and computer system/network access controls.
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CHAPTER 1

INTRODUCTION

1.1 INTRODUCTION

For the first few decades of their existence, computer networks were
primarily used by university researchers for sending email, and by corporate
employees for sharing printers. Under these conditions, security did not get
much attention. Buy now, as million of citi.ens are using networks for
banking, shopping, and filling their tax returns, network security is looming

on the horizon as a potentially massive problem.

Network security in its broadest sense is concerned with making sure that
nosy people cannot read or worse yet, modify messages intended for other
recipients. It is concerned with people trying to access remote services that
are not authorized to use. Security also deals with problems of legitimate
messages being captured and replayed, and with people trying to deny that

they sent certain messages.

Network security problems can be divided into four areas: secrecy,
authentication, non-repudiation, and integrity control. Secrecy has to do with
keeping information out of the hands of unauthorized user. Authentication
deals with determining whom you are talking to before revealing sensitive
information or entering into a business deal. Non repudiation deals with
signatures: How do you prove that any customer really placed an electronic

order for ten million left handed doohickeys at 89 cents when latter claim



that price was 69 cents? Finally, how can you be sure that a message you
receive was really the one sent and not something that a malicious adversary

modified in transit or concocted?

A suitable methodology for protecting communicated or stored data involves
the use of Cryptographic. The Cryptographic systems are generically

classified along three independent dimensions:-

I The type of operations used for transforming plaintext to ciphertext.
All encryption algorithms are based on two general principles: substitution,
in which each element in the plaintext is mapped into another element, and
transposition, in which elements in the plaintext are rearranged. The
fundamental requirement is that no information be lost. Most systems,
referred to as product systems, involves multiple stages of substitution and

transpositions.

2 The number of keys used.

If both sender and receiver use the same key, the system is referred to as
symmetric, single-key, secret-key, or conventional encryption. If the sender
and receiver each uses a different key, the system is referred to as

asymmetric, two-key, or public-key encryption.



3 The way in which the plaintext is processed.

A block cipher processes the input one block of elements at a time,
producing an output block for each input block. A stream cipher processes
the input elements continuously, producing one element at a time, as it goes

along.

But with the cryptography there are various attacks associated with it. One
possible attack is brute-force approach of trying all possible keys. If the key
space is very large, this becomes impractical. The ciphertext-only attack is
the easiest to defend against because the opponent has the least amount of
information to work with. In many cases, however the analyst has more
information, The analyst may be able to capture one or more plaintext
messages as well as their encryptions. Or the analyst may know that certain
plaintext patterns will appear in a message. With this knowledge, the analyst
may be able to deduce the key on the basis of the way in which the known

plaintext is transformed.

Closely related to the known-plaintext attack is what might be referred to as
a probable-word attack. If the opponent is working with encryption of some
general prose message, he or she may have little knowledge of what is in the
message. However, if the opponent is after some specific information, then
parts of the message may be known. For example, if an entire accounting file

is being transmitted, the opponent may know the placement of certain key

words in the header of the file.
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If the analyst is able somehow to get the source system to insert into the
system a message chosen by the analyst, then a chosen-plaintext attack is
possible. An example of this strategy is differential cryptanalysis. In general,
if the analyst is able to choose the message to encrypt, the analyst may
deliberately pick patterns that can be expected to reveal the structure of the

key.

It is worthy to note that an encryption scheme is secure if the ciphertext
generated by the scheme does not contain enough information to determine
uniquely the corresponding plaintext, no matter how much ciphertext is
available. That is, no matter how much time an opponent has, it is
impossible for him or her to decrypt the ciphertext, simply because the
required information is not there. But still there is no encryption scheme that
1s unconditionally secure. But it should be able to meet one or more of the
following criteria:
® The cost of breaking the cipher exceeds the value of the encrypted
information.
e The time required to break the cipher exceeds the useful lifetime to

the information.

An encryption scheme is said to be computationally secure if the foregoing
two criteria are met. The rub is that it is very difficult to estimate the amount
of effort required to cryptanalyze ciphertext successfully. As a first cut, we
can consider the time required to use a brute-force approach which simply

involves trying every possible key until an intelligible transformation of the



ciphertext into plaintext is obtained. On average, half of all possible keys
must be tried to achieve the success. Keeping in notice of all the foregoing
criteria and time required here a program have been developed which uses a
64-bit key. If we assume that it takes lus then time required for
lencryption/lus will be greater than 1142 years. Since there is no exception
that it cannot be broken but making as hard as possible to break is what have

been tried in this work.

1.2 PROBLEM SPECIFICATION

The requirements of information security have undergone major changes in
the last several decades. Before the widespread use of data processing
equipment, the security of information felt to be valuable to an organization
was provided primarily by physical and administrative means. But with the
usage of the computer, the need for protection of information became all the
more important. Further with the introduction of distributed systems and the
use of networks and communication facilities for carrying data between
computer and computer there is a need to protect data during the
transmission. So to solve this kind of a problem there is a need of
development of a cryptographic program where the plaintext should be
converted to the ciphertext in such a way that all the steps should not be
totally dependent on the key and the length of the key should be sufficiently
large. The steps of processing the key should be such that, where the
outcome of the key(i.e. the key that is input to the program ) should be

different from what was entered by the user.



1.3 ORGANIZATION OF THE THESIS

The first chapter focuses on how the computer networks came to existence
and how more and more people started using networks for information
exchange and other purposes. Then the focus is on the network security
problems and how to make the information secure .An overview of

cryptography is also covered in this chapter.

The second chapter is devoted to cryptography. This chapter explains the
importance of cryptography and the various keywords used. It also
describes the traditional encryption model and it’s limitations. The
importance of the key and it’s role is also discussed. The various encryption

techniques are covered.

The third chapter discusses with the development of the cryptography
program. This chapter deals with the development of an algorithm, where all
the components of an algorithm are explained along with the related

diagrams and examples. Then the emphasis on the development of the key is

also covered.

Finally the conclusion and further scope of work is covered in chapter

fourth.



CHAPTER 2

CRYPTOGRAPHY

The idea of cryptography is to disguise confidential information in such a
way that its meaning is not readable to an unauthorized person.
Transforming the text denotes the use of cryptographic methods to protect
certain communicated and stored data against theft or misused. These
methods generally depends upon the nature of the threat to data security.
The simplest method of encipherment can prevent accidental disclosure,
while the most sophisticated technique would provide the maximum
protection for sensitive data against penetration of the data security system.
The message to be encrypted known as plaintext, are transformed by a
function that is parameterized by a key. The output of the encryption process
is known as ciphertext. The person who enciphers the message is known as
encipher while the person to whom he sends the cryptogram is called the
recipient. Normally the operation will depend on a key which the encipher
inputs to the algorithm together with the message. The recipient knows the
key and this knowledge should enable him to determine the plain text from
the ciphertext.

Any person who intercepts a message being transmitted from the encipher to
recipient is called interceptor or intruder. An interceptor will not in general
know the key and it is the lack of knowledge, which is hoped, will prevent
him from knowing the plain text. The art of breaking ciphers is called

cryptanalysis and the art of devising ciphers and breaking them is



collectively is known as cryptology. The process of applying a key to
translate back from ciphertext to plain text is known as deciphering. The

model, which shows encryption and decryption, is shown in Figure 2.1

Intruder

Passive Active

intruder intruder

just listens can alter
messages

Encryption Decryption
—”| Method = Method -
Plain Text, Iy 4 X
P Encryption key, Clpher-tent Decryption key
. C=Ey(P)

Figure 2.1: The Encryption Model

It will often be useful to have a notation for relating plaintext, ciphertext and
keys. We will use C=E,(P) to mean that the encryption to the plain text P
using key K gives ciphertext C. Similarly P=Dy(C) represents decryption of
C to get the plain text. It then follows that

Dy(Ex(P))=P

The notation suggests that E and D are just mathematical functions. The only
tricky part is that both are functions of two parameters out of which one is
the key and other is the plain text. A fundamental rule of cryptography is

that one must assume that the cryptanalyst knows the general method of



encryption used. In other words the cryptanalyst knows how the encryption
method E, of Figure 1 works. The amount of effort necessary to invent, test
and install a new method every time the old method is compromised or
thought to be compromised has always made it impractical to keep the

secret, and thinking it is secret when it does more harm than good.

This 1s where the key enters. The key consists of a short string that selects
one of many potential encryptions. In contrast to the general method, which
may only be changed every few years, the key can be changed as often as
required. Thus our basic model is a stable and publicly known general
method parameterized by a secret and easily changed key. The non-secrecy
of the algorithm cannot be emphasized enough. The real secrecy in the key
and its length is a major design issue. The longer the key the higher the work
factor the cryptanalyst has to deal with. The work factor for breaking the
system by exhaustive search of the key space is exponential in the key

length.

From the cryptanalyst’s point of view, the cryptanalysis problem has three
general variations. When he has quantity of ciphertext and no plaintext, he
i1s confronted with the ciphertext problem only. The cryptograms that
appear in the puzzle section of newspaper pose this kind of problem. When
he has some matched ciphertext and plaintext, the problem becomes known
as the known plaintext problem. Finally, when the cryptanalyst has the
ability to encrypt pieces of plaintext of his own choosing we have the chosen

plaintext problem.



Encryption methods have been divided into two categories: substitution
ciphers and transposition ciphers. We will now deal with each of these

briefly as background information for modern cryptography.

2.1 Substitution Ciphers

In a substitution cipher, each letter or groups of letters is replaced by another
letter or group of letters to disguise it. One of the oldest known ciphers is the
Caesar cipher, attributed to Julius Caesar. In this method, a becomes D, b
becomes E, ¢ becomes F,..., and z becomes C. For example, attack becomes
DWWDFN. A slight generalization of the Caesar cipher allows the
ciphertext alphabet to be shifted k letters, instead of always 3. In this case k

becomes a key to the general method of circularly shifted alphabets.

The next improvement is called a monoalphabetic substitution, with key
being 26-letter string corresponding to the full alphabet. For the key above,
the plaintext attack would be transformed into the ciphertext QZZQEA.

At first glance this might appear to be a safe system because although the
cryptanalyst knows the general system, he does not know which of the

26!=4x1026 possible keys in use

Nevertheless, given a surprisingly small amount of ciphertext, the cipher can
be broken easily. The basic attack takes the advantage of the statistical
properties of the natural language. In English, foe example, e is the most

10



common letter followed by t, o, a, n, etc. The most common two letter
combinations, or digrams, are th , in, er, re, and an. The most common three

letter combinations, or trigrams, are the, ing, and, and ion.

A cryptanalyst trying to break a monoalphabetic cipher would start out by
counting the relative frequencies of all letters in the cipher text. Then he
might tentatively assign the most common one to e and the next common
one to t. he would then look at trigrams to find a common one of the form
tXe, which strongly suggests that X is h. Similarly, if the pattern thYt occurs
frequently, the Y probably stands for a. By making guesses at common
letters, digrams and trigrams, and knowing about likely patterns of vowels

and consonants, the cryptanalyst builds up a tentative plaintext, letter by

letter.

So as to improve on the mono alphabetic technique is to use different mono
alphabetic substitution as one proceeds through plaintext message. The

general name for this approach is Poly alphabetic cipher. This technique has

the following features:-

1 A set of related mono alphabetic substitution rules are used.

2 A key determines which particular rule is chosen for a given

transformation.



The best-known, and one of the simplest, such algorithm is referred to as the
Vigenere cipher. In this scheme, the set of related mono alphabetic
substitution rules consists of the 26 Caesar ciphers, with sifts of 0 through
25. each cipher is denoted by a key letter, which is the cipher text letter that

substitutes for the plaintext letter.

To aid in understanding the scheme and to aid in its use, a matrix known as
the Vigenere tableau is constructed (Table 2.1). Each of the 26 ciphers is laid
out horizontally, with the key letter for each cipher to its left. A normal
alphabet for the plaintext runs across the top. The process of encryption is
simple: Given a key letter x and plaintext y, the cipher text letter is at the
intersection of the row labeled x and column labeled y: in this case the

ciphertext is V.

To encrypt a message , a key is needed that is as long as the message.
Usually, the key is a repeating keyword. For example, if the keyword is

deceptive, the message “ we are discovered save your self” is encrypted as

follows:

Key: deceptive deceptivedeceptive

Plaintext: wearediscoveredsavevourself

Ciphertext: ZICVTWONGRZGVTWAVZHCQYGLMG)

The decryption is equally simple. The key letter again identifies the row.
The position of the ciphertext in that row determines the column, and

plaintext letter is at the top of that column. The strength of this cipher is that
12



there are multiple ciphertext letters for each plaintext letter, one for each
unique letter of the keyword. Thus the letter frequency information is

obscured.

2.2 Transposition Cipher

Substitution cipher preserves the order of the plaintext symbols but disguise
them. Transposition cipher, in contrast, reorder the letters but do not disguise
them. Figure 2.2 depicts a common transposition cipher, the columnar
transposition. The cipher is keyed by a word or phrase not containing any
repeated letters. In this example, MEGABUCK is the key. The purpose of
the key is to number the columns, columnl being under the key letter closet
to the start of the alphabet, and so on. The plaintext is written horizontally,
in rows. The ciphertext is read out by columns, starting with the column

whose key letter is the lowest.

MEGABUCK

74512836 Plaintext

plea se § T pleasetransferonemilliondollarstomyswiss
anster o n bankaccountsixtwotwo

emllll on

dollar s i Ciphertext

omyswl s s AFLLSKSOSELAWAIATOOSSCTCLNM
bankac c o OMANTESILYNTWRNNTSOWDPAEED
untsl x t w OBUOERIRICXB

octwoab cd

Figure 2.2 Transposition Cipher



Table:2.1 Vigenere tableau



To break a transposition cipher, the cryptanalyst must be aware that he is
dealing with a transposition cipher. By looking at the frequency of E, T, A,
O, 1, etc., it is easy to see that if they fit the normal pattern for plaintext. If
so, the cipher is clearly a transposition cipher, because in such a cipher every
letter represents itself. The next step is to make a guess at the number of
columns. In many cases a probable word or phrase may be guessed at from

the context of the message.

For example, suppose that our cryptanalyst suspected the plaintext phrase
milliondollars to occur somewhere in the message. Observe that diagrams
MO, IL, LL, LA IR and OS occur in the ciphertext as a result of this phase
wrapping around. The ciphertext letter O follows the ciphertext letter M
because they are separated in the probable phrase by a distance equal to the
key length. If a key of length seven had been used, the diagrams
MD.IO,LL,LL,IA,OR and NS would have occurred instead. In fact, for each
key length, a different set of digrams is produced in the ciphertext.By
hunting for the various possibilities, the cryptanalyst can often easily

determine the key length.

The remaining steps is to order the columns. When the number of columns,
k, is small, each of the k(k-1) column pairs can be examined to see if its
digram frequencies match those of English plaintext. The pair with the best
match is assumed to be correctly positioned. Now each remaining column is

tentatively tried as the successor to this pair. The column whose digram and



trigram frequencies give the best match is tentatively assumed to be correct.
The predecessor column is found in the same way. The entire process is
continued until a potential ordering is found. Chances are that the plaintext

will be recognizable at this point.

2.3 Conclusion

Computer networks are inherently insecure. To keep information secret it
must be encrypted. The traditional method of encryption is also not proper
where the emphasize is on changing the system and not key. The substitution
and transposition methods are also not able to sustain the attacks and the key

length could be easily detected.

The next chapter focuses on the development of encryption algorithm that

provides an effective means of protection of the data



CHAPTER 3

ALGORITHM FOR DATA ENCRYPTION

The data encryption algorithm incorporates the following steps to encipher a

64-bit block of data using a 64-bit key.

1. A transposition operation referred to as the initial permutation. This
transposition does not utilize 54-bit key and operates solely on 64 data

bits.

-2

A complex key dependent product transformation that uses block
ciphering to increase the number of substitutions and recording patterns.
3. A final transposition operation refers to as the inverse initial permutation

which is an actual reversal of transformation.

The above steps are summarized in Figure 3.1. The initial permutation and
the inverse initial permutation are single bit transpositions. The product
transformations require a more comprehensive introduction. In cryptography
product transformation is the successive application of substitution and

transposition ciphers



64 INPUT DATA BITS
( PLAIN TEXT)

INTTIAL
PERMUTATION

PRODUCT
TRANSFORMATION

INVERSE INITIAL
PERMUTATION

64 OUTPUT DATA
BITS

Figure 3.1: Enciphering Process



In the product transformation step of data encryption algorithm, substitution

is performed under the control of a cipher key while transpositions are

performed according to a fixed sequence.

Figure 3.2 depicts the product transformation, which includes the following

transformation

1.

-2

The 64-bit block of plain text is divided into two 32-bit blocks denoted
by L and R for left and right respectively.

The rightmost 32-bits of the input block becomes the leftmost 32-bits of
the output block. This is denoted by figure B by an arrow going from R
to L.

. The rightmost 32-bits of the input block denoted hereafter as R go

through a selection process yielding a 48-bit data block. This is a fixed
selection that is not key dependent.
The bits of the key is added to the output of step 3 yielding a 48-bit

result.

. The 48-bit output is divided into groups each consisting of 6 bits that are

each subjected to unique substitution ciphers that yield 4-bit groups data

concatenated to form a 32-bit output.

. The 32-bit output of step 5 is permuted to produce a 32-bit block,which is

a simple transposition.

The 32-bit output of step6 is added to the leftmost 32-bits of the input
block denoted by L yielding R which is the rightmost 32-bits of the 64-
bit output block.

The last step in the product transformation is the block transformation of the

left and right halves of the output.
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LEFTMOST32 BITS

RIGHTMOST32 BITS

v
48 BITS(TEXT)
MODULO-2 R — +++
ADDITION 3
KEY
48 BITS SUM
L J Y Y
8 Groups of 6Bits ‘ ‘
are converted into
4 bits block
¥ Y v
32 BITS
MODULO-2- 32 BITS
ADDITION v
e e e e e
v | LEFTMOST 32 BITS
‘ y
NEW LEFTMOST NEW RIGHTMOST
BITS BITS
LEFT 32 BITS RIGHT 32 BITS

Figure 3.2:Product Transformation
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3.1 COMPONENTS OF AN ALGORITHM

One means of describing the standard data encryption algorithm is to
present its major components in detailed form

3.1.1 Key

Here I have developed a program that uses a 64 bit key. The key is firstly
subjected to an initial permutation (Table 3.1 ) which is a predefined format
developed by me, where emphasize had been laid on the inter mixing of the
bits in such a way that the output of this program (i.e. key) is totally different
from what was entered by the user. This is done so as to provide an effective
protection to the key. Then the output further undergoes modulo-2
addition(Figure 3.3) and this is done in such a manner that the output is a 48
bit key, which is further added to the 48 bit sum with the help of a modulo-2

addition.

For example consider the following the 64 bit input K:

K K2 ks Ka Ks Ks K4 Ks
Kg Kie Ki Kiz Kiz K Kis K

K|;| th K|:,| K'n;. Kg| Kas Kg; Ky.

Kis K Kiv K Ko Ko Ky Ki
Kiz  Ku Kis K Kip K Ky Ky
Ky Kez Koz K Kss  Kse Kiv Kus
Kes Kso Ksai K2 Ksz K Kss  Ksg

Ks7 Ksx Kso Koo Ka Ke Ko Kes



Where K, is a binary digit. Then the permutation is as follows:

ks
Ki

3.1
A

Kio Ky Kie Ko Ky Ko Kes
Kis K Ki Ko Ky K Kis
Ka  Kss Ka Kse Ky K Ky
Kin Kiz7 K& Kz Ko Ky Kap

Kas Kez K Ki Ksp Kiye  Kias
Keo Koz Kss  Ksi Ku  Ksz Kag
K Ki Kas Kas Kss Kia Ksy
Ksi Kie Ku Ki Ks Ko Ky

.2 Module- 2 Addition

bit by bit modulo 2-addition operation is used in several steps of a

standard data algorithm

A bit by bit modulo 2-addition is the same as the exclusive or operation

defined in boolean algebra.

3.1.3 The Cipher Function

The cipher function comprises of the main operation in the product

transformation. Figure 3.4 gives an overview of the cipher function, which

combines the following operations:

15
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A selection operation E that operates on the argument A of 32 bits and

produce a 48-bit result.

. A modulo-2 addition, which adds the result of the selection operation E

and 48-bit key on a bit by bit basis yielding a 48-bit result.

. A unique set of selection function S that converts the 48-bit result of the

modulo addition to a set of 32 bits
A permutation operation P that operates on the 32-bit result of the

previous operation and produces a 32 bit result.

Il
(]



Columns

Rows |0 | [ 2 3 4 5 6 7
0 51 10 4 16 61 9 X 64
| | 35 29 13 42 37 5 19
2 12 21 54 34 59 18 46 31 |
3 63 30 17 47 38 [ 22 8 40 |
4 27 45 62 20 43 | 50 39 25 i
5 3 60 23 55 3 26 52 48 _|
6 32 7 1 44 28 56 14 57 |
7 15 53 36 24 49 58 6 41 |

Table 3.1 Initial Permutation



64 BIT KEY

|

SUBJECTED TO
INITIAL PERMUTATION

MODULO 2 ADDITION
WHERE 64 BIT KEY IS
CONVERTED TO 48 BIT KEY

48 BIT KEY

Figure 3.3: Overview of the Key Function



32 BITS

l

SELECTION
PROCESS

l

48 BIT RESULT

64 BIT KEY

v

INITIAL PERMUTATION
OF THE KEY AND THE
MODULO 2 ADDITION

WHICH CONVERTS 64 BIT
KEY TO 48 BIT KEY

'

48 BIT KEY

SET OF
SELECTION
PROCESS

32 BITS RESULT

v

PERMUTATION
OPERATION

.

QUTPUT CIPHER
FUNCTION

Figure 3.4: Overview of the Cipher Function
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The unique set of the selection function S(Figure 3.5)takes a 6-bit block as

input and yields a 4-bit result. A selection function is represented as a 4x16

matrix of numbers in Table3.2. We input to the unique set of selection

function S, to Sg which is a 48-bit block, denoted symbolically as B, to By.

1. The first and last bits of B represent a binary number in the range 0 to
3,denoted by ‘m’.

2. The middle 4 bits of B represent a binary number in the range 0 to 15
denoted by ‘n’.

3. Using zero origin indexing, the number located in the m" row and n" row
is selected as a four bit binary block.

4. The result of step 3 is the output of selection function S.



Calumn Number

Row 0 1 2 3 4 5 & T & 9 10 11
Number .
[ 14 4 13 1 2 15 11 b i 10 & 12
1 [i] 15 T 4 4 2 13 | 10 ) i2 11
2 14 1 14 8 13 & 2 11 15 12 9 7
3 15 12 3 2 4 qQ | 7 5 11 3 14
Column Number
Row Q | 2 3 4 5 h T 8 9 10 11
Sumber
0 15 | [ 14 ] 11 3 4 9 7 2 i3
1 3 13 4 7 15 2 ] 14 12 o 1 10
2 0 14 7 11 10 4 13 | 5 8 12 &
3 . 13 E 10 1 3 15 4 2 11 & 7 12
Column Number
Row 0 | 2 ] 4 3 & 7 8 9 10 11
Number
0 10 0 9 14 & 3 15 5 1 13 12 7
[ 13 7 0 9 ] 4 ] 10 2 E 5 14
2 13 5] 4 9 g 15 3 [4] 11 | 2 12
3 | 10 13 0 & 9 b 7 4 15 14
Colum= Number
Row ] 1 ¥ 3 4 3 i 7 8 9 10 11
Number
L] T 13 14 3 0 9 10 | 2 3 5
| 13 ] 11 5 6 15 1] 3 4 7 2 12
2 10 ] 9 [i] 12 7 13 15 [ 3 14
3 3 15 [1] ] 10 | 13 8 9 4 5 11
Column Number
Ry 0 1 2 3 4 5 & 7 ] '] 10 I1
Number
[ 2 12 4 1 T 10 11 5] i 5 3 15
|1 14 11 2 12 4 T 13 | 5 0 15 10
2 . 2 ] 11 1 13 7 g 15 El 12 5
3 11 & 12 7 | 14 2 13 & 15 Y 9
Column Namhber
R 0 I 2 3 4 5 & 7 ] El 10 |r 11
Number o
0 12 I 10 15 9 2 i) 5 [1] 13 3 4
1 10 15 4 2 7 12 9 5 6 1 13 14
2 2 14 15 5 2 ] 12 3 T 0 4 10
3 4 1 2 12 9 5 15 10 11 14 | 7
Column Namber
Row ] I 2 3 4 5 & 7 b 9 10 11
Number
] 2 11 2 14 15 0 8 13 3 12 9 7
1 13 11 7 4 9 | 10 14 3 3 12
2 1 4 11 13 12 3 T 14 10 15 & ]
3 5] 11 13 b 1 4 10 7 7 5 0 15
Column Mumber
Row 0 1 2 3 4 5 & 7 g 9 10 11
Number
0 13 2 5 4 15 11 | 1] o k] 14
1 | 15 13 g 10 3 7 4 12 3 L] 11
2 7 11 4 1 £ 12 14 2 0 f 10 13
3 2 | 14 7 4 101 & 13 15 12 o ] ]

Table 3.2: S-Boxes




RESULT OF MODULQO-2 ADDITION(48 BIT)

48 BIT 1S DIVIDED
INTO &8 GROUPS OF 6

BITS EACH
¥
EACH 6-BITS BLOCK 15
CONVERTED INTO 4 BITS
BLOCK
L 2
RESULT OF
SELECTION
FUNCTION(32 BITS)

Figure 3.5: Set of Selection Functions
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3.1.4 Pre-Output Block

The output of the last iteration in the product transformation goes through a
block transformation yielding a 64-bit result is known as the pre-output
block. The block transformation is the simple exchange of R and L as
depicted in Figure3.6. The pre-output block is comprised of the bits of R
followed by the bits of L and constitutes a 64-bit block, whose bits are

numbered from | to 64 going from left to right.

3.1.5 Initial Permutation

The initial permutation is defined by Table3.3. To see how the initial
permutation works , consider the following the 64 bit input M:

M; A% My % M Mg M7 My
Mg My My Mp M Mg Mis Mg

Miz Mz Mg My My Man My My

Mas M My My My My My Mgy

Mz May Mis Mis Miz My My My

Map Mz Mz May Mys Mg Mgy Mg

Mss Msg Msp Msz Msi Msg My Msg

Ms; Mszg Mss Mo Mg Mg Mg Mg
Where M; is a binary digit. Then the permutation is as follows:
Msz Mgy Mgy My Mz My Mg M

Meo M5z My Mz Mz My Mz M

Msz Msy My Mg Myp M My Mg

Mes Msg Mgz My Mz My Mg Mg

Ms; Mig My Mz My Mpz Mg M,



Mss  Msp Mgz Mz My Mg My M
Mgi Mss Mys My Mae My Mz Ms
Maz  Mss My Mz My My Mis Mg
Column
[Row |0 | 2 3 4 5 6 [ 7
| O 58 50 42 34 26 18 10 2
i 60 52 44 36 28 20 2 |4
2 62 54 46 38 30 22 14 f
3 64 56 48 40 32 24 16 8
4 57 49 41 33 25 17 9 1
3 59 51 43 35 27 19 11 3
6 £ 53 43 37 29 21 13 3
7 %] 55 47 39 31 23 15 7
Table 3.3 Initial Permutation
3.1.6 Decryption

Consequently, to decipher it is necessary to apply the very same algorithm
to an enciphered message block, taking care that at each iteration of the
computation the same block of key bits K is used during decipherment as
was used during the encipherment of the block. E.g. the permutation IP™'

(Table 3.4) applied to the preoutput block is the inverse of the initial

permutation IP applied to the input




Columns

. Rows [0 [ 2 3 4 5 6 | 7
0 40 8 48 16 56 24 64 | 32
| 39 7 47 15 55 23 63 31
2 38 6 46 14 54 22 62 30
3 37 5 45 13 53 21 61 29
4 36 4 44 12 52 20 60 28
5 35 3 43 1 51 19 59 27
6 34 > 42 10 50 18 58 26
7 33 I 41 9 49 17 57 25

Table 3.4 Inverse Initial Permutation

3l




LEFT 32 BITS ; RIGHT 32 BITS

BLOCK
TRANSFORMATION [4——

l

RIGHT 32 BITS LEFT 32 BITS
PRE-OUTPUT BLOCK

Figure 3.6: Transformation of Bits
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3.2 CONCLUSION

The main objective is to evolve a system for protection of data transmitted
through electronic means. Here the data which is 64 bit plaintext passes
through an initial permutation that rearrange the bits to produce the
permuted input. This is followed by a phase consisting of rounds, which
involves both permutation and substitution functions. The output of the last
round consists of 64 bits that are a function of the input plaintext and the
key. Here a 64 bit key is used. Initially the key passes through an initial
permutation followed by modulo- 2 addition, which produces a 48 bit key.
Then the left and right halves of the output are swapped to produce pre-
output. Finally, the pre-output is passed through a permutation that is the

inverse of the initial permutation function, to produce a 64-bit cipher text.

Lad
Tad



CHAPTER 4

Conclusions

Due to the need to ensure that only those intended to view sensitive
information can only see the information, and to ensure that the information
arrives un-altered, a program have been developed where emphasizes had
been made to intermix the data and the key in such a way that it becomes
hard to identify the two input data. The intermixed data is subjected to
various permutation and substitution functions which are key independent.
The program uses a 64 bit key. The key is firstly subjected to an initial
permutation and then modulo-2 addition which is a predefined format
developed by me, where emphasize had been laid on the inter mixing of the
bits in such a way that the output of this program (i.e. key) is totally different
from what was entered by the user. This is done so as to provide an effective
protection to the key.

The advantage of the program are it’s key length i.e. with a 2*' possible
keys, attacks like brute force attacks are impractical and the average time
required for exhaustive key search, assuming it takes 1us will be greater than
one thousand four hundred and twenty two years. Other advantage it
provides is an effective encryption scheme and encryption schemes can be
broken, but making them as hard as possible to break is the job that I have
tried to achieve

Further Scope

As there is always a danger of new security threats, the further improvement
that can be done is to further increase the length of the key, develop new

permutation tables and can change the pattern of modulo-2 addition.
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GLOSSARY

Cipher: An algorithm for encryption and decryption . a cipher replaces a
piece of information( an element in plaintext) with another object, with the
intent to conceal meaning. Typically , the replacement rule is governed by a

secret key.

Ciphertext: The output of an encrvption algorithm; the encrypted form of a

message or data.

Code: An unvarying rule for replacing a piece of information(e.g. letter,
word, phrase) with another object, not necessarily of the same sort.

Generraly , there is no intent to conceal meaning.

Cryptology: The study of secure communications, which encompasses both

cryptography and cryptanalysis.

Cryptanalysis: The branch of cryptology dealing with the breaking of a
cipher to recover information, or forging encrypted information that will be

accepted as authentic.

Cryptography: The branch of cryptology dealing with design of algorithm
for encryption and decryption, intended to ensure the secrecy and/or

authenticity of message.



Cryptology: The study of secure communications, which encompasses both
cryptography and cryptanalysis. ’
Decryption: The translation of encrypted text or data into original text or

data.

Digram: A two letter sequence. In English and other languages, the relative
frequency of various digrams in plaintext can be used in the cryptanalysis of

some ciphers. Also called digraph.

Encryption: The conversion of plaintext or data into unintelligible form by
means of a reversible translation, based on a translation table or algorithm.

Also called enciphering.
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Source Code

$include<stdio.h>
$include<conio.h>

int hd2{int,int):

int bd4{int,int,int,int};
int dbl{int}:

int dbZ(int):

int db3(int);

int dbd{int):

main()
{

clrscr();

int i,m,d=ta[l128],datal[l28]:

printfi("Enter 128 bit Messagein™);

for{i=l;i<=128;:i++)
scanf ("%d", &m) ;
data[i]=m;

]

int al[ed],b[64]:
for(i=1l;i<65;i++)
{

af[i]l=datali]:

i
¥

for(i=65;1<129;1i++)
{
bli-64]=datali];

}

/*

E?TIAL PERMUTATION

int al[32],ar(32]:

allll=al38]; al[2]=a[501;
al[5]=al2€&]: al[e]=a[l8];
al[%3]1=al60l; al[l0]=a[52];
al[l3]=al[28]; allld)=al20];
al[l7]=af62]; al[le]=al54]1:
al[2l]l=al30]; al[22]=a[22];

all3]=al42];

al[7]=a[l10]:

all[ll]=al44]:
al[l5]1=all2]:
al[l%]=al4d6];

all23]=all4]:

all4]=al34]:
all8]l=al2]:
al[lZ]l=al36];
al[l6]=al4d];
all[20]=a(38];

al[Z2d]l=ale]:



allgd]l=aled];
al{29]=a[32];
ar[ll=al37]:
ar[5]=al25]:
ar[%]=a[5%];
ar(l3l=al27];
ar[17]=a[e&l]:
ar([21]=al29];:
ar[25]=a[&3];:

ar[29]=a[3l];

al[26]=a[58&];
all[30]=al24];
ar[2]=a[49];

ar[e]=a[l7];

ar[10]=a[51];
ar([l4]=a[l19];
ar[l18]l=al53];
ar(22]=a[21];
ar[26]=al55];

ar[30)=a(23]}:

al[27]=ald8]:
al[31l]=alle]:

ar[3]l=ald4l1];

al[2B8]=al40];
al[32]=a[8];

ar[d]=a[33]:

ar[7]=a[9]: ar[#]=alll:

ar[li]l=a[43];
ar[15]=alll];
ar[19)=a[45];
ar[23]=all3];
ar[27]=a[47]:

ar[3l]=a[l5]:

printf("\ntesting oneid%d",al[24],al[311);

.l'll*

THE 32 BITS OF RIGHT BLOCK ARE CONVERTED INTO 48

vy

int ae[48];
ae[l]l=ar[32]:;
ae[5]=ar[4];
ae[9]=ar[6];
ae[l3]=ar[8]:
ae[l7]=ar[l2];
ag[2l]l=ar[l4];
ae[25]=ar[l6];
ae[29]=ar[20];
ael33]=arl22];
ae[37]=ar(24];f
ae[dl]=ar[ZB];

ae[45]=ar[30];

I,-"it

ag[Z]l=ar[1];
aa[6]l=ar[5]:
ae[l0]=ar[7];
ae[ld]=ar[9]:
aa[lB8]=ar([13):
ae[22]=ar[15];
ae[26]=ar[17];
ae[30]=ar(2l];
ae[34]=ar[23];
ae[3B]=ar[25];
ae[42]=ar[29];

ag[46]=ar[3l];

KEY IS5 ENTERED HERE

.

ae[3]=ar[2];

ae[T7]=ar[4]:

aa[ll]=arl8];

ae[l15]=ar[1l0];
ae[l9]=ar[l2]:
ae[23]=ar[l6];
ae[27]=ar (18] ;
ae[3l]=ar[20];
ae[35]=ar[24];
aa[39]=ar[26]:
ae[d43]=ar(28]:

ae[47]=ar[32]:

BITS

ar[l2]=a[35]1;
ar[lé]=al3]:
ar[20]1=al37];
ar[24]=a[5];
ar[28]=a[38];

ar[22]-=al7]:

ae([4]=ar[3]:
ag[8]=ar([5];
ae[l2]=ar[9]:
ag[lél=ar[11];
ae[20]=ar([13];
ae[24]=ar([17]:
ae[2B]l=ar([12];
as[3d2]=ar[21];
ac[36]=ar([25]:
ae[40]=ar[27];
ae[d44]=ar[29];

as[4B8]=ar([l];



printf("\n");

int ak[ed],ay,ap2(6d],apl[&4d];
printf({"\nEnter the key\n"):
for(i=1l;i<ebh;i++)

{

scanf ("&%d", &ay) ;

ak[i]=ay;

]

ap2[l]=ak[51]; ap2[2]=ak[l0]; ap2[3]=ak[4]; ap2[i]=ak[l&];
apd[3]=akl[&l];

ap2[6]=ak[9]; ap2[7]=ak[2]; apZ[8l=akl[ed];

ap2 [9]=ak([1];:
ap2[l0]=ak[35] rap2[ll]=ak[29]);ap2[12])=ak[13]);ap2[13]=ak(42];

ap2[l4]l=ak[37];ap2[15]=ak([5);ap2[l6])=ak[13];

ap2[17]=ak([12]:;ap2[18]=akl[21l];ap2[19])=ak[54];ap2([20]=ak[34]);ap2[21]=ak]
591 ;

apZ[2Z]=ak[18];apZ2[23]=ak(46]) ;ap2[24]=ak[31];

apZ[25]=ak([63]);ap2(26)=ak(30]::ap2[27]1=akll7];ap2[28]=ak[d7];ap2[29]=ak(
38];

ap2[30]=ak(22];ap2[31]=ak(B);ap2[32])=ak[40];

ap2[33]=akl[27);ap2(34)=ak(45) rap2[35]=ak[62] ;rap2[36]l=ak[20]rap2[37]=ak|
43);

apZ([38]=ak[50];ap2[39]=ak[3%];ap2[40]=ak([25];

apZ[4l]=ak[3]:ap2[d2]=ak[60];ap2[43])=ak[23) ;ap2[44]=ak[55];ap2[45]=ak[3
31: :

ap2[d46])=ak[26);ap2[47]=ak([52] ;ap2 [4B]=ak[48];

ap2[49]=ak[32];ap2[50])=ak[7];ap2[51l]=ak[ll];ap2[52]=ak([44]:;ap2[53]=ak[2
B]:

ap2(54]1=ak[56];ap2[55]=ak[14];ap2[56]=ak(57];

ap2[57]=ak[l5];ap2 [58])=ak[53]:ap2[5%]=ak(36];ap2[60]=akl[24] ;ap?[6l] =ak]
49];

ap2le2]=ak[58]rap2(é3]l=akle]l rap2[6d]=ak([41];



apl(ll=ap2[51]"ap2[10];
apliZ2l=apd[4]l:aplidl=ap2lle]l japl[d]=ap2[6l] ~ap2[59];

apl(S]=ap2[9]~ap2[2];apl[6]l=ap2[64];apl[7]l=ap2[35]:apl[8]=ap2[29];

apl[9]=ap2([17];apl[l0]=ap2(42]~ap2([37):apl[ll]=ap2[50] ~ap2(26]:;apl[l1l2]=
ap2[31]:

apl[13]=ap2[15]*ap2[53] ;apl[14]=ap2[19];apl[15]=ap2[12]~ap2[21]apl[16]
=ap2[34]:

apl[l7]=ap2[5]; aplil8l=apd([3]lrapl[l%]=api(6] ~ap2([32];
apl[20])=ap2[11] ~ap2(34]);

apl[21l]=api[lBl:;apl(22]=ap2[7]:
apl[23]=ap?[27]"~ap2[63]:;apl[24]=ap2[3&];

apl[28]=ap2[13]:;apl[26]=ap2[47];;apl[27]=ap2[44]~ap2[23];
apl(28]=ap2[B]~ap2[43];

apl(29)=ap2[20];: apl[30]=ap2(62]"ap2[39]:
apl[31l]=ap2[45]tap2[24];apl32]=ap2[14];

apl [33]=ap2[55] ;apl[34]=ap2[28];apl(35]=ap2[25] ;apl(36]=ap2[56]:
apl[37]l=apz[l];apl[38l=ap2[41];apl[39])=ap2[57];apll40]l=apd[33];
apl[41)=ap2[41];apl(d42)=ap2[60];apl[43]=ap2([40];apl[dd]=ap2[52];

apl[45])=ap2 (48] ~ap2[3B8]; apl[46]=ap2[4l]"apZ[56];
apl[47)=ap2(49):;apl(48]=ap2[33] ~ap2[58]:

e
MODULO 2 ADDITION OF KEY AND E BLOCK* [

int as([48]:;
for(i=1;i<49;i++}

{

as[i]=ae[i] aplli]:

b

[
48 BIT 5 BLOCK INTO 8 BLOCKS OF & BITS EACH
i}



int asl[6],as52[6],as3[6],asd4([6],as5[6],as6[6],asT([6],as8([6];

for(i=l;i<=6;i++)
asl[i]=as[i]:

for(i=7;i<=12;1++)
as2[i-el=as[i];:

for{i=13;i<=18;i++)
as3[i-12]=as[i];

for(i=l19;i<=24:i++)
asd[i-18l=as[i];

for(i=25;i<=30;1i++)
as5[i-24)=as[i];

for{i=31:i<=36;1i++)
ase[i-30]=as[i]:

for(i=37;i<=42;i++}
as7[i=36]=as[i]:

for(i=43;i<=48;1++)
asB[i-42]=as[i]:

i
51 BLOCK IS COMVERTED IMTO 4BIT
£d

int adlr=0,adlc=0,adsl=0,acs[32];
adlr=bdZ (asl[1l],asl[&]]);
adlc=bdd (asl[2],as1([3],asl1[4],a=s1[5]):

int sall4][1l6]={
{14;4,13;1;2,15,:, 1 ;8,;3; 0,6;12;5:9.:0.7};
{0,15,7,4,14,2,13,1,10,6,12,11,9,5,3,8},
{4,1;14,8,13,6,2,13,15,12,9,7,3,10,5,.0},
{15,312, 8,;2:;4:9,:1:7,5,1),3,14,10,:0,.6,13}
ki

adsl=zalladlr] [adlc];
acs[1l]=dbl (adsl):
acs[2]=dbZ (adsl):
acs[3]=db3{adsl):
acs[4]=db4 (adsl):

J,ufsr
52 BLOCK IS CONVERTED IMTQ 4BIT
*)



int adir=0,ad2c=0;
ad?r=bd2(as2[1],as2[6]):
ad2c=bd4 (as2[2],as2[3],a52([4],as2[5));

int saZ[4][16]={
{15,1,%8,14,%6,11,3,4,9%,7,2,13,12,0,5,10},
{3,13,4,7,15,2,8,14,12,0,1,10,6,9,11, 5},
{0,14,7,11,10,4,13,1,5,8,12,6,9,3,2,15},
{13,8,10,1,3,15,4,2,11,6,7,12,0,5,14, 9}
bi

int ads2=0;

ads2?=sa2?[adZr] [ad2c];

acs[5]=dbl (adsz} ;

acs[6]=db2 (ads2);

acs(T]=db3(adsZ)};

acs[8]=dbd (adsZ) ;

_,l""

S3 COMVERTED INTOD 4BITS

i

int ad3ir=0,ad3c=0;

adir=bd2 (as3[1),as3([&]);

ad3c=bd4 (as3[2],as3[3]1,as3[4],as3[5]};
int sa3[4][16]={

{100,934 8; 3,15 55,13, L2 0, 1L od 250 )5
(13, 7,0,8,3:4,6,10,2,8;5,14,12,11,15,1F,
(13 6,4,;9:8:15,3;0,11 0 2, 12,5, 10,14,7%},
{1,10,13,0,6,9,8,7,4,15,14,3,11,5,2,12}
[

int ads3i=0;
ads3=saliladir] [ad3c];
acs[%]=dol (ads3);
acs[10]=db2 (ads3);
acs[11]=db3(ads3):
acs[1l2])=db4d(ads3);

/* 84 15 CONVERTED TO 4 BITS

.

int adir=0,adqc=0;
addr=bd2(asd[1l],asd4[&]);

addc=hdd (asd4[2],as4([3),as4[4],as4([5]):

int sad(4][16]={

{ 7,13, 14,3,0,6,9,10:1,2,8,5,11,12,.4,15%,
{13;8,11,5%,6,15,0,3,4,7,2,12,1,10,14,9},
(10,6, 9%,0,12,11,7,13,15,1,3;14,.5,2,8,4),
{3,15,0,6,10,1,13,8,9,4,5,11,12,7,2,14}
bi

int ads4=0;
adsd=sad[addr] [addc];
acs[l13]=dbl{adsd);
acs[14]=dbZ (ads4d):



acs[15]=db3 (adsd) ;
acz[le]=dbd (adsd):

/* 53 IS5 CONVERTED INTO 4 BITS*/

int adSr=0,adSc=0;

adSr=bdZ (as53[1],as5[6]);

adbc=bd4 (as5[2],as5[3],as5[4],as85[5]));:
int saS%[4][1&]={
{2,12,4,1,7,10,11,6,8,5,3,15,13,0,14,9},
{14,11.2:12,4,7,:,13,1;5,0,15,10, 3,9, 8,6},
{4,2,1,11,10,13,7,8,15,9,12,5,6,3,0,14};
{11,¢,12,7,1,14,2,13,6,15,0,9,10,4, 5, 3}
]

int ads3=0;
ads5=sa5[adbr] [ad5c] ;
acs[17]1=dbl (ads5) ;
acs[1B]=dbZ (ads3):
acs[19]=db3 (adsh) ;7
acs[20)=dbd (ads5) ;

/* S6 IS5 CONVERTED INTO 4 BITS*/

int adér=0,adéc=0;
ader=bdZ(as6[1l],as6[6]):
adbc=hdd (as6[Z],as6([3],as6(4],as56[5]};

int sa6[4][16]={
112,110,159, 0,8;

0137347147, 5;11F;
{10,15,4,2,7,12,9,5,6

~

1

13,14,0,11,3,8},
4,10,1,13,11, 6},

rl
111
.I'D.f
1,14,1,7,6,0,8,13}

{91415, 5,2,8,12;3;
. e P s et L T T L e O 0
¥

int adse=0;
adse=saé[adeor] [adec] ¢
acs[21l]=dbl (adsé) 7
acs[22]=dbZ (adse) ;
acs[23]=db3iad=se);
acs[24]=db4 (adsg) ;

/* 57 15 CONVERTED INTO 4 BITS */

int ad7r=0,adlc=0;

adTr=bdZ (as7[1],as7[6]);

ad7c=bdd (as7 (2] ,a57[3]),as7[4],as7[5]}:
int sa7[4]1[16]={
{4,11,2,14,15,0,8,13,3,12,9,7,5,10,6,1},
(130 11T 8 A0 143 5,1 2,2 5,806,
(1,4, 10,158,025, 7,14, 10, 15,6,8,0,8, 9, 2%,
{6,11,13,8,1,4,10,7,9,5,0,15,14,2,3,12}
Yz

int adsT=0;
ads7=sa7l[ad7r] [adT7c];



acs[25]=dbl (ads7T):
acs[26])=db?(ads7);
acs[27]=db3(ads?) ;
acs[28]=db4d (ads7):

II,-'*

58 15 COWNVERTED INTO B8 BITS

-

int ad8r=0,adic=0;

adfr=bdZ (asB|[1l],as8[&]);

adBc=bdd (asB[2],as8[3],as8[4],as8[5]);

int saB[4][1le]=({

{1328 4,618, 0 Y A0 8, 5, X8 5, 0, L& T,
(1,25, 238, 10,3, 7,4 12:58,6;11,0,14,9. 2%,
i P it O s TR -y st 1 I A i A e A BLo e e s - 9
{21,344, 7 4,10,8,13, 15,12, 3 0,3 5, 6. 11%,
&

int adsg&=0;

adsfBmzal [adBr] [adBc]

acs[29]=dbl (adshk) ;

acs[30]=db2 (adsB);

acs[3l]=db3(adsB);

acs[32]=db4 (ad=s3);

pEAnEE (N
printf{"\nTesting....ad8r=%dad8c=%d",adBr,ad8c);
printf{"adsg=%4",ads8);

printE("\t"};

f*printf("\n checking acs\n");
for{i=29;i<33;i++)

i

printf("%d",acs[i]);

prinef ("N

iges

fis ;
COMBINING & BITS OF 4 BITS TO GET 32 BITS DATA
*f

int ap[32]:

apl[ll=acs([lé];ap[2]=acs[T];apl[3l=acs[20] ;apldl=acs[21];
ap[5]=acs[29];aple]l=acs([12];ap[T]=acs(28]:ap(8]=acs[17];
ap[%]=acs[l];ap[l0]=acs[15];apllll=acs[23]:apll2]l=acs[26];
ap[l3l=acs[S];aplld4]l=acs[l8]:;ap[l5]=acs([31];:;ap[l6]=acs[10];
ap[l7]=acs([2];ap[l8]=acs([8];ap[l19%]=acs([24]) ;ap[20]=acs([14];
apl2ll=acs[32];apl22]l=acs[27]:apl[23]=acs[3];ap(24]=acs[%]:
apl[25]=acs[19);apl[26l=acs[l3];ap[27]=acs[30];ap[28]=acs[&];
ap[29]=acs[22];ap[30)=acs[11);ap[21]l=acs[4];apl32]=acs[25];

Ili*



MODULD 2 ADDITION OF RIGHT AND LEFT BITS
“f

int all[32]),arl([32]);

for{i=1;i<33;i++)

i)=alfi]*ap(i]:
i]l=ar[i]:

[
L

i

PEEQUTPUT BLOCK WHICH IS5 EXCHARWGE OF RIGHT AND LEFT BITS
*f

int apb[&d4];

for{i=1;1<33:i++){

apb[i]=arli]:

apb[32+i]=ar[i];

i

QERE THE QUTPUT OF CIPHER FUNCTION BLOCK IS5 THE INPUT TO

T?E INVERSE FERMUTATION BLOCK

int aipl64l;
aip[l]l=apbl[40);aipl[2]=apbl8]:;aip[3]=apb([48];;aip[d]=apb[l6];
aip[5]=apb[56] ;raip[6]l=apb([24]) ;aip[7]=apb(64] ;aip(8]=apb[32];
aip[9l=apki(3%];aip(l0]l=apk[7]l;aip[ll]l=apkl47];aipll2]l=apkb[l5];
aip[13]=apb[55] ;aip[14]=apb[23];aip[15]=apb[63];aip[16]=apb[31];
aip(17)=apb[38];aip[18]=apb[6];aip(19])=apb(46] ;aip[20])=apb(14];
alpl2ll=apb([S4] jaip(22]=apb[22] ;aipl(23]=apb[82] taipl24]=apk[30];
aip[25]=apb[37] ;aip(26]=apb([5] ;aip[27]=apb[45] ;aip(28]=apb[13]:
aip[29]=aph[53];aip(30]l=apb[21l]:;aip[3l]l=apb[6l];aip[32]=aph[29];
aip[33)=apb[36);aip[34)=apb(4];aip[35]=apb(44]:aip[36]=apb[12]:
aip[37]=apb[52) ;aip[38)=apb[20] ;aip[39]=apb[60] ;aip[40]=apb[28];
aip[4l]=apb[35]raip[42]=apb(3];aip[43]=apb[43];aip[44]=apblll];
gipld45]l=apk([51]) raip(de]=apkb(19] ;aip(47])=apb[59] ;aip (48] =apb(27];
aip[4%]=apb(34];:;aip(50]=apb(2];aip(5l]l=apkb[42] ;aip(52])=apb(10];

aip[53]=apb([50] ;aip(54]=apb(l8];aip(55]=apb[58] ;aip[56]=apb(26];



ailp[57]=apb(33]raip[5B]=apb[l];aip[59]=apb[4l] ;aipl60]=aph[9];

aipl[el]l=apb[49]:aip[€2]=apb[17];:;aip[63])=apb[57];aip[6d4]=apb[25];

printf{™\n Cipher function of €4 bit data \n");

for(i=1;i<65;i++}

i
1

printf("%d",aiplil):

printf ("\t");
}

int b1[32],br[32]:

bl[l]=b[58]:
bl[5]1=b[26];
b1[9]=b[60]:
bl[13]=b[28];
b1[17])=k([62];
B1[{21]=b[30];
Bl[2%])=b[64];
plla2]=b[32];
br[1]=b[&7];
br[5]=b[25]);
bri9i=k[59]1;
br{l3]=b[{27];
bril7]=k[e&l];:
br[(2l]=b[29];
br[25]=b[63];

br[29]=k[31];
II,-'*

32 BITS OF RIGHT BLOCK GOES THROUGH

bl[2]=b[530];

bl[6]l=b[18]:

b1{10]=k[52]:
bl{14]=b[20];
bl[1B8]=b[54]:
bl[22]=b[22];
bl[26]=b[56];
bl[30]=b[24];
br[2]=b[49];

brl6l=b(17]);

bril0l=k(51]1:
br{l4]=b[12];
br[lB]=b[53];
br(22]=b[21]:
br[26]1=b[55]:

br[301=b[23];

32 BITS INTC 48 BITS

*f
int beld48];:

be{l]=br[32];:

be[2]=br([l];:

Bl{3]=b[42];

bl[7]=b[10]:

bl[11]=h[44];
bil[15]=b[12];
bl[13]=kfi486];
bl[23]=b[14];
bl[27]=k[48];
bl[31]=b[16]:

bre[3]=b[41];

bi[d4]=b[34];:
bl([B8]=b(2];
Bl[12]=b[36];
Bl[16)=b[4]:
Bl[20]=b[3B];
bllZ241=h[6]:
bil[28]=b{40]:
bl[32]=b[8];

bri4]=b[32];

br[7]=b[9]: br[8]=b[1]:

br[11l]=b[43];
br[l5]=kb[11]:
br[19]=b[45];
brig3l=k[13];
br(27]1=b[47]:

br[31]=b[15];

THE CIPFHER FUNCTICON WHICH CONVERTS

be(3]=br[2]:

br[12]=b[35];
brll6l=b[3];:
br{20]=b(37]:
brizd4]=b[5];
br(28]=b[39]:

br(32]=b[7];

be(d4]=br[3]:



be[5]=br[4];:
be[3]=br(6];
be[l3]=br[B];
be(17]=sbr[12];:
bel2l]=br(14]:
be[25]=br[16];
be[29]=br[20]:
be[33]=br[22];
be[37]=br[24];:
bel(d4l]l=br[28];
be[d5])=br[30];
J*

KEY

xf

printf{™\n"};

be[&]=br([5]:;
be[l0]=br([7]:
be[ld4]l=br[9];

be[1B8]=br[13]:
bel[2Z2]=br[15];
bae[26]=br[17];
be[30)=br[21]:
be[34}=br[23];
be[28]=br([25];
be[d42]=br([29];

be[46]=br([31];

be[7]l=br(4]:
be[ll]=br([8]:
be[l5]=br[10];
be[l9]=br[12];:
bel[23]=br[l6];
be[27]=br[18];
bel[3l]=br[20];
be[353]=br[24];
be[39]=br[26];
be[d3])=br[28]:

be[47]=br[32];

pe[8]=br[53]:
bel[l2]=br[9]:
be[l6]l=br[11];
be[20)=br[13]:
bel24]l=br[17];
be[28)=br[19];
bel[3Z2]=br[21]:
be[36]l=br[25];
be(40]=kr[27];
beldd]=br[29]:

be(d48]=br[1]:

int bk[64],by,bp2[64],bpl[48];
printf("\n Enter the key for b\n"j:
for({i=1;i<65;i++)

{

scanf ("sd", &by ;

bk[i]l=bhy:

}

bp2[ll=bk[51]:; bp2[2]=bk[10]; bp2[3]=bk[4]:
bp2[&]=bk[&l];

bp2 [4]=bk[16];

bp2[6]=bk[%]; bp2[7]1=bk[2]; bp2(8]l=bki6d];

bp2[9]=bk[1];
bp2[10)=bk([35]:bp2[11])=bk[29]:;bp2[12]=bk[13];bp2[13]=bk[42];

bp2[14]1=bk[37]; bp2[15]1=bk([5]:bp2[16]=bk[19];

bp2[17]=bk([12];
bp2[18])=bk([21];bp2[19]=bk[54] ;bp2[20]=bk[34] ;bp2[21]1=bk([59];

bp2[22]=bk[18]; bp2[23)=bk{46]:bp2[24]=bk([31];

bp2[25]=bk([63);
bp2[26]=bk[30];bp2(27]=bk([17]:bp2 [28]=bk[47] :bp2[29]=bk[38];

bp2 [30]=bk[22];bp2[31]=bki81;bp2[32]=bk[40];



bp2[33]=bk([27]:bp2[34]=bk([45] :bp2[35]=bk([62]:bp2[36]=bk[20] :bp2[37]1=bk(
431:

bp2[38]=bk[50] ;bp2[39]=bk[32] ;bp2[40]=bk[25];

bp2(d41]=bk([30];bp2[42]=bk([60];bp2[43]=bk([23];bp2[44])=bk([55]) ;bp2 [45])=bk|
33):

bp2(46]=bk([26] ;bp2(47]=bk([52] ;bp2 (48] =bk(48];

bp2[49]=bk([32];bp2[50]=bk[7];bp2[51]=bk[11]:;bp2[52]=bk[44];bp2[53]=bk[2
B]:

bp2[%4]=bk[56]; bpZ[55]=bk[14];bp2[56]=bk[57]:

bp2 [37]=bk[15]) ;b2 [58]1=bk(53]);bp2[59])=bk(36]);bp2 [60]=bk[24] ;bp2 [61l]=bk]
49] ¢

bp2[62]=bk[58]; bp2[63]=bk(6];bp2[64]=bk([41];
bpl(l]l=bp2[51]1"bp2[10];
bepll2l=bp2(4]:bpl[3]=bp2[l6];bpl[4]=bp2[6l] "bp2[59];
bpl(5]=bp2[2]"bp2(2];bpl[&]=bp2[&4];bpl[7]=bp2[35];bpl[8]l=bp2[29];

bpl(9]=bp2[17]:bpl[10]l=bp2[42]"bp2[37]+bpl[ll]l=bp2[50] “bp2[26]:bpl[12]=
bp2[31];

bpl(l3]=bp2[13] *bp2(53];bpl[14]=bp2[19] ;bpl[15])=bp2([12]"bp2(21] ;bpl(lG]
=bp2 [54] ¢

bpl(1l7]=bp2[5]; bEplllEl=bpl2[3]1;bplllo]l=bp2(6]l "bR2[32];
bpl[20]=bp2(11] ~bp2[34];

bpll2l]=bp2(l18]:;bpl[22])=bp2[T7];bpl(23]=bpl [27]"bp2[63];bpl(24]=bpld[3&];

bpl[25]=bp2(13) :bpl[26]=bp2147] :bpl(27]1=bp2[44]"bp2(23] :bpl[28]=bp2[8]~
bp2[43]; .

bpl[29]=bp2[20])rbpl[30])=bp2 [62) "bp2[393]) rbpl [31]=bp2 [45] "bp2 [24] ;bpl [32]
=bp2[14] ;

bpll33]=bp2[55] ;bpl [34]=bp2 (28] ;bpl[35]=bp2[25] ;bpl[36]=kbp2(56]:
bpl(37]=bp2[1];bpl[38]=bp2[41]:bpl[39]=bp2(57]:;bpl[40]=bp2[33]:
bpl(41l]=bp2[41];bpl[42]=bp2[€0] ;/bpl[43]=bp2[40] ;bpl[44]1=bp2[52];
bpll45]=bp2 (48] "bp2[38]; bhpl[46]=hbpld [41] *bpZ[56];

bpl[47]=bp2[49];bpli48]=hp2 [33] "bp2[58];

/v MODULO 2 ADDITICN OF KEY AND E BLOCK*/
int bs[48];



for{i=1;i<49;1i++)

{

besli]l=he[i] "hpl(i]s
}

/* 48 BIT § BLOCK IS CONVERTED INTC 8 BLOCKS OF & BITS*/

int bsll6]l,bs2[6],bs3[6],bsd4(6],bs5([6],bs6(6],bs7[e],bsB(6];

for(i=l;i<=6;i++)
bsl(i]l=bs[i]:

for(i=T;i<=12;i++)
bsZ[i-6l=ks[i]:

for{i=l13;i<=18;1i++)
bs3[i-12]1=bs[i]:

forii=19%;i<=24:i++)
bsd [i-18]=bs[i]:

for{i=25:1i<=30;i++)
bs5[i-24]1=bs[i]:

for(i=3l;i<=36;1i++)
bse[i-30]1=b=s[i]:

forli=37;:i<=42:1++)
bs7[i=-36]=b=[1i]:

forii=43;i<=48;1i++)
bs8[i-42)=b=s[1i]:

FE
51 BLOCK IS CONVERTED INTO 4BIT
P

int bdlr,bdle,bdsl,bhecs[32]:
bdlr=bd2{bsi[1l],.bsi[6]):
bdle=bd4({bsl([2],ks1[3],bsl[4],bs1[5]};

bdsl=zal[bdlr] [bdlc];
becs[l]l=dbl (bdsl};
becs[2]=db2 (bdsl);
bes[3]=db3 (bdsl) ;
bes (4] =dbg (bdsl);

Ili:r



52 block is converted into 4bit
¥

int bdZr,bd2c;
bdZ2r=hd2i(bs2[1],bs2[8]):
bd2c=bdd (bs2[2],bs2[3],bs2[4],bs2[5]);

int bdsZ;

bdsZ=s5a2 [bd2r] [bd2c] ;
bes[5]1=dikl (bds2) r
bes[6]=db2 (bds2) ;
bes[7]=db3 (bd=s2) ;
beos[8]=dbd (bds2) ;

.-"l*

53 CONVERTED INTO 4BITS
*f

int bd3r,bdic;
bd3r=bd2 (bs3[1],bs3[&]);
bd3ic=bdd (bs3[2],bs3[3],.bs3[4],bs3[5]]):

int bds3;
bds3=sal[bd3r] [bd3c];
bes[9]=dil (bds3) ;
bes[l0]=db2ibds3);
bes[ll]=db3(bds3);
bes[12]=dbd (bds3)

i+
54 15 CONVERTED TO 4 BITS

*f

int bddr,bddc:

bddr=bd2 (bs4[1].,bs4[6]);

bddc=bd4 (bs4[2],bs4([3],bs4[4],bs4[5%]);

int bdsd;

bdsd=s5ad [bddr] [bddc] :
bes[13]=dkl (bds4) ;
bes[14]=dbz (hdsd) ;
bes[15]=db3 (bdsd) ;
bos[la]l=dbd (bdsd) ;

/* 55 IS CONVERTED INTO 4 BITS*/

int bdbr,bdSc;
bdSr=pd2 (bs5[1),bs5([6]):
bd5c=hdd (ba5[2],bs5(3],bs5(4]1,bs55([5])):

int bdsb;
bds5==saS5[hd5r] [bdSc] ;
becs([17]=dbl (bds5) ;
bcs[18]=dbz (bdsh) ;
becs[19]=db3 (bds5) ;



bos[20]=dbg (bdss)
/* 56 IS5 CONVERTED INTO 4 BITS*/

int bdér,bdéc;
bdér=bd2 (bs6([1] ,bs6[&]);
bd6c=bd4 (bse[2] ,bs6[3] ,bs6[4],bs6[5]);

int bdsg;
bdst=sat(bdér] [bdéc] ;
bes[21]=dibl (bdsa) ;
bes[22]=db2 (bdsé) ;
bcs[23)=db3 (bdsé) ;
bos[24]=dbd (bdsé) 7

f* 57 IS CONVERTED INTO 4 BITS */

int bd7r,bdle;
bd7r=bd2 (bs7[1],bs7[6]):
bd7c=bd4 (bs7[2],b=s7[3],bs7[4],bs7[5]):

int bds7:
bds7==sa7[bd7r] [bd7c]
bes[25]) =dbl (bds7);
bes[26)=dbZ (bds7) ;
bc=[27]=db3 (bd=sT);
bes[28]=dbd (bds?) ;

_,l"*

S8 IS CONVERTED INTO & BITS

7

int bdBr=0,bdBc=0;

bd8r=bdz (bsB[1],bsB[6]);

bd8c=bdd (bsB [2] ,bs8([3],bsB([4],b3B[5]);

int bdsB;

bdsB=s5aB [bdBr] [bdBc] ;

bes[29] =dbl (bdsg) ;

bes[30]=do2 (bdsB)

bes[31]=db3 (bds8) ;7

bes[32)=db4 (bd=s8) ;

II."#

COMBINING 8 BLOCKS OF 4 BIT DATA TO GET 32 BIT DATA

*/f

int bp[32];

bp(l]=bcs[16] ;hp[2]=bcs[7] bp[3]=bos[20] ;bp(d4]=bcs[21];
bp[S]l=bcs[29] ;hplél=bes(12] ;bp([7]=bcs[28];bp(8]=bcs([17]:
bp[2]=bes[1] ;bp[10]=bcs[15] ;bp[1l)=bcs (23] ;bpllZ])=bcs[26];

bpll3]l=becs[&]:;bpll4]=bcs[18) ;bp(15)=bcs[31]:bpl[lél=bc=s[10];



bp[l7]=becs[2]:bp[18]=bcs([8] ;bp[12]=bcs[24] ;bp[20]=bcs[l4];
bpl2ll=becs(32] ;bp[22]=bcs[27]:;bp[23]=bcs(3]:bp[24]1=bcs[9];
bp(25]=bcs([19]):bpl(26]l=bcs([13]:bp[27]=bcs[30]:bp(28]=kcs[6];
bpl(29])=bcs[22):;bp(30])=bes[11]):;bp(31l])=bcs (4] :bp(32]=bes[25];
,-"*

MODULO 2 ADDITION OF RIGHT AND LEFT BITS

i

int bl1[32],brl[32]:

for(i=l;i<33;i++)

{

bri[i]l=bl[i] bpli];

BlIfil=briil:

i

,-"l*

PREOQUTPUT BLOCK WHICH IS EXCHANGE OF RIGHT AND LEFT BITS
ol

int bpbl[&d];

for(i=1;i<33;i++)1{

bpblil=brl[i];

bpb[32+4i]=br[i]:
}

;HE QUTPUT OF CIPHER FUNCTION BLOCK IS THE INPUT TOC

THE INVERSE PERMUTATION BLOCK

ad

int bip[64];
bip[1l]=bpb[40):bip(2]=bpb(8]:;bip[3]=bpb[48]:bip{d]=bpb[lE&];
bip[5]=bpb[56]Ebip{6]=bpb[24]:bip{?]=bbb[64];bip[8}=bpb[32]:
bip[9]=bpb[39];bip[10]=bpb (7] ;bip[11]=bpb(47];bip(12]=bpb[15];
bip[l3]=bpb[55];bip[ld4]l=kbpk[23] ;bip[l5]=bpb(63]:bip[l&]l=bphb[31];
pip[l7]=bpb[38];bip[l18]=bpb[&];bip[l19]=bpb(4&] ;bip[20]=bpb[14];
bip[21]=bpb(54];bip[22]=bpb[22];bip[23]=bpb[62] :bip[24]=bpk[30];
bip[25])=bpb(37]:;bip[26]=bpb (5] :bip[27])=bpb[45] ;bip[28]=bpb[13];
bip[29]=bpb[53] ;bip[30]=bpb(21];bip[31]l=bpb[6l] ;bip[32]1=bpb[29];

bip[33)=bpb(36];bip[34]=bpb[4]:bip[35])=bpb[44]:bip[36]=bpb[l2]:



Pip(37]=bpk(52] tbip(38]=bpk(20] ;bip(393]=bpb(60] ;bip[40]=bpb([28]:

bip[41)=bpb([35] ;bip(42]=bpb (3] :;bip(43]=bpb[43] :;bip[44]=bpk[11];

pip(45]=bpb(51]tbip(d4e]=bpb(19]) ;bip[47])=bpb(52] ;bip(48]l=bpb(27]:

bip[49]=bph[34]:;bip[50]=bpbl[2] ;bip[51]=bph[42];bip(52]=bpb[10];

bip[533]=bpb[30];bip(54]=bpb (18] ;bip[525]=bpb[28] ;bip[%6]=bpb[26];

bip(37]1=bpb[33];bip(538]=bpb (1] :;bip[539]=bpk[4]l] ;bip[&0]=bpb([9]:

bip[61]=bpb[49] ;bip[62]=bpb[17];bip[63]=bpb[57]:bip[64]=bpb[25];

printf{"\n the cipher function of €4 bit data of b \n"):

for{i=1;i<65;i++)

i

printf("sd",biplil};

printf{™\t"};
b

/* THE DICPHER FUNMCTION */

for(i=1;i<6%;1i++)

i
alil=aiplil:

blil=bip[i]:
}

al[ll=al38];
al[5]=al26];

al[8]=a[60];
al[l3]=al28];
all[l7l=al62];
al[21]=a[30];
all25]=alod];
al[29]=a[32];
ar[l]=al[537]:
ar{s]=al25];
ar[9]=a[59];
ar[l13]1=al[27];

ar[l7]=al[%l];

al[2}=al[530];
al(6)=a[18]:
al[10]=a[52];
al[l4]=al[20];
al{18])=a(54]);
all2Zl=al22];
al[26)=a(56];
all30l=al24];
ar[2]=al49];:
ar[6]=a[l7]:
ar[10]=al51]1;
ar(l4]=all®];

ar[l8]=a[53];:

al[3]=ald4Z];
al(7)=af10]:
alllll=al44]1;
all[l3]=allal:
al[l9]=a(de]:

all23]=all4]:

al[27]=a[48];:
all3l]l=all&]l;
ar[3]=a[41]:

alfd4]=a[34]:
al[8]l=al2l;
al[l12]=a[3&];
al[la]=al4];
al[20)=a[38]:
al{24)=aé&]:
all28]=al40];
al[32]=a[d]:

ar[d4]=al33];

ar[7]=al%]; ariBl=alll;

ar[ll]l=al43]:
ar[l5]=alll]:

ar[l9]=a(45];

ar[l2]=al[35];:
ar[la]l=al[3]:

ar[20]=a[37]:



ar[21]=al2%9];
ar[25]=al63];

ar{29]=a[31];

ar[22]=al21];
ar[26]=a[55];

ar[30}=a(23];

ar[d3]=a[l3]:
ac[27]=ald47]:

ar[31ll=all3];

f* 32 bits are converted into 48 bits*/

ae[l]l=ar[32];
as[5]=ar[4]1;
ae[9]=ar([e]:
ae[l3]=ar([8]:
ae[17}=ar[12];
ae[21)=ar(14];
ael[25]l=ar[le];
as=[29]=ar[20];
ae[33]=ar[22];
ae[37]=ar[24]:
ae([41]=ar(28];

ae[45]=ar[30];

/*KEY IS5 TAKEN */

printfi("\n");

ae[2]=ar[l]:
ae[6]=ar[5];
ae[l0]l=acl7]:
ae[ld}=ar(58];
ae(l8]l=ar[l3];
ae[22]=ar[15];
ae[26]=ar[17]:
ae[30]=ar[21];
ae([34]=ar(23];
ae[38])=ar([25];
ae[d42)=arl[29];

ae[da]=ar[31]);

ae[3]=arl[2];
ae[7l=ar(4];:
ae[ll]l=ar([8];
ae[l5]=ar([10]:
ae[l9]=ar([12];
ae[23]=ar[l6];
ae[27]=ar(18];
ae[31l]=ar[20];
as[35)=ar[24];
ae[33]=ar[26];
ae[d3]=ar[28];

ae[47]=ar[32];:

printfi"wnEnter the key for a same as a previn"):

for{i=l;i<e5;i++){
scant ("%d", &ay)

ak[i]=ay:
i

ar(24]=al[53]:
ar[28]=a[39];

ar[3Z2]=al7]:

aeld]l=ar(3];
ae[B]=ar([5];
ae[12]=ar[9]:
aa[le]l=ar[ll]:
ae[20]=ar[13]:
ael(24]=ar[l7];:
ae|[28)=ar[19)];
ae[32]=ar[2l];:
ae[3e]l=ar(25];
ae[d40]=ar[27]:
ag(d44]=ar[29];

ge[d48]=ar([l];

ap2[ll=ak3l]; ap2(2]=ak[l1l0]): apZ2[3]l=ak(4]:; apZ[d4]=ak[l6e]:

ap2[5]=aklel];
ap2[6]=ak[9];

ap2[9])=ak([l]:

ap2[T]1=akl[2]):

ap2[Bl=ak[64];

ap2 [10)=ak[35] ;ap2[11]=ak[29];ap2[12]=ak[13];ap2[13]=ak[42];

apZlldl=ak[37]rap2[l5]l=ak[5]lrap2[le]l=ak[13]:

ap2[17]=ak[12] ;ap2[18]=ak([21] ;ap2[19]=ak(54]);ap2[20]=ak([34]);ap2[2]1]=ak]

59]:;



ap2[22)=ak[18]:ap2[23]1=ak[46] rap2[24]=ak[31];

ap2[25]=ak([63];ap2[26]=ak(30];ap2[27]=ak[17];ap2[2B]=ak[47];ap2[29]=ak|
38];

ap2[30]=ak[22];ap2[31]=ak(8];apd [32]=ak[40];

ap2[33]=ak[27];ap2[34]=ak[45] ;ap2[35]=ak([62] ;ap2[36]=ak[20];ap2[37]1=ak]
43]:

ap2 [3B]=ak[50];ap2[39]=ak[39];ap2 [40]=ak(25];

ap2[4l]=ak[3)] ;ap2[42])=ak([60] ;ap2[43]=ak[23]ap?[44]=ak[55] ;rap2[45]=ak[3
3];

apZ[46]=ak[2€] ;yap2[47]1=ak[52] ;ap2[48]=ak[4E];

ap2[49]=ak[32] ;ap?[50]=ak(7])ap2[51l]=ak[ll]l:ap2[52])=ak[44];ap2([F3]=ak[Z
B]:

ap2[54]=ak([56] ;ap2([55]=ak(l4d]);ap2([56]=ak[57];

ap2[57]1=ak[13] ;ap2[58)=ak[53]);ap2[59]=ak([36];ap2[6C]=ak(24];ap2[6l] =ak]
491

apZ(62]=ak(58];ap2[63]l=aki(6];ap2[6d])=ak[4l];

apl[l]=ap2(51)~ap2([10];
apl(2]=ap2[4]:apll3]=ap2[l6]l;apl[4]=ap2[6l] ~ap2[59]:

apl[5l=ap2 (9] ~ap2(2];apl[6]=ap2[64];apl[7]=ap2[35] ;rapl[B]l=ap2[29];

apli9]=ap2(17]:;apl(10])=ap2[42] "ap2[37]+apl(ll]=ap2[50] ~ap2[26] rapl(l2]=
ap2i{3l];

apl[13)=ap2[15]~ap2[53];apl[l4]=ap2[19);apl(15]=ap2[12] ~ap2[21]:apl[l&]
=ap2[54]; -

apl[17)=ap2(5]; apl[lB]=ap2[3];apl[l9]=ap2(6] ~ap2[32];
apl[20)=ap2(1l] ~ap2[34];

apl[21]l=ap2(18];apl[22]=ap2[7]:
apl[23]=ap2[27])~ap2[63]:apl[24]=ap2[36];

apl[25]=ap2[13];apl[26]=ap2[47];apl[27]=ap2[44] ~ap2[23];
apl[2B]=ap2[B]ap2[43];:

apl [29]=ap2[20]; apl[30]=ap2[62]"~ap2[39];
apl[31]l=ap2[45]~ap2(24]:;apl[32]=ap2[14]:

apl [33]=ap2[55] rapl [34]=ap2[28] ;apl [35]=ap2[25] rapl[36]=ap2 [56];



apl[37T)l=ap2([1];apl[38]=ap2[41];apl(39]=ap2[57];apl[40])=ap2[33];
apl[4l)=ap2(41];apl(d42]=ap2(60];apll43]=ap2(40];apl(44]=ap2[52];

apl[45]=ap2 (48] ~ap2 [38]: apl[46]=ap2(41]~ap2[5€]:
apl[47])=ap2(49];apl[48]=ap2 [33] "ap2 [58]:

for(i=1;i<49;i++)

{
as[ij=ael[i]"apl[i];
|

F* now 48 bit 5 block inte B blocks of & bits each
)

for{i=1;i<=6;i++)
asl[i]l=as[i];

for(i=T;i<=12;i++)
asZ[i-6l)=as(i]:

for(i=13;i<=18;i++)
as3i[i-l2]=as[il;

for{i=19;:i<=24;:i++)
asd[i-18)=as[i]:

for(i=25;i<=30;1i++)
ass[i-24)=as[i];

for{i=31;i<=36;i++)
ash[i-30]=as(i]:

for(i=37;i<=42;i++)
asT[i-36]=as[i]:

for{i=43;i<=48;1i++)
asH[i-42]=as[i]:

II,l'd.-

sl block is converted into 4bit
ey
adlr=0,adlc=0,adsl=0,acs[4]=0;

adlr=bhd2{asl[1l],asl[6]):
adlc=bdd (asl[2],as1[3],asl[4],as1[b]);



adsl=sal [adlr] [adlc];
acs[1l]=dbl (adsl):
acs[2]=db2 {adsl);
acs[3]=db3{adsl);
acs[4]=dbd (adsl) ;

printf{"\ntest...... acs[4]13%d",acs[4]);
,l"*

52 block is converted into 4bit

£

adZr=0, ad2c=0, ads?=0;

ad2r=bd2 (as2[1],as2[6]);
adZc=bdd{as2[2)],as2[3),as2[4)],as2[5]):
adsZ=zaz?[ad?r] [adZc]

acs[5]=dbl {adsZ}:

acs[6]l=dbZ (adsZ);

acs[7]=db3(adsz);

acs[B]=db4 (ads2) ;

.I'r*
53 converted into d4bits
Y
/*int s3[4][16]={
{1008 14 6, 315,51, X3, 12,0 1L a2 J .
{13088, 40102085 T4 T2 LT AL L )y
{131 6; 'I']'.r g.r B.r 15; 31":':11!1:2:12: 5: ll:]r lq:_"‘]'i
{13013, 0698, 7,415,314, 3, 11,5, 2,12}
b

et

ad3r=0,ad3c=0, ads3=0;

ad3r=bd2 (as3[1],as3[6]);:

ad3ic=bdd (as53[2],as53[3]),as3[4],a=s3[5]):
ads3=sailadir] [ad3c];

acs[9]=dbl (ads3);

acs[10]=db2 (ads3);

acs[1l]=db3(ads3);

acs[12]=dbd (ads3);

/* 54 is converted to 4 hits
*/f

int s4[4][16]={
{7,13,14,3,0,6,59,10,1,2,8,5,11,12,4,15},
{13,8,11,5,6,15,0,3,4,7,2,12,1,10,14, 9},
(Y08, 90 20, Te1 3,15, 0,3, 14, 5, 2:8:4%,
F3 8 0ee, Lo, T L3, By S A s 5y 11327 214
| £

ad4r=0, ad4c=0, adsd=0;



addr=bd2(as4[1],as4[6]):

addc=bd4 (as4[Z],as4[3],as4[4],as4[5]}:
adsd=gad[addir] [addc];

acs[l3]=dbl (adsd);

acs[14]=db2 {adsd);

acs[15]=db3{adsd);

acs[16]=dbd {adsd) ;

Hprintf{"\n testing %d",acs[16]);
/* 55 is converted inte 4 bitss/

int s5(4][16]={
{2,12,4,1,7,10,11,6,8,5,3,15,13,;0,14;9};,
{1800 212y Wl 35 1 Byl 15,1053, 8.8, 61
{4,2,1,11,10,13,7,8,15,9,12,5%,6,3,0,14},
111,8,12,7,1,148,2,13;6,15,0,9,10,4,5,3}
b

adsr=0, ad5c=0, adsh=0;

adS5r=bdZ (as5[1] ,as5([6]);

adSc=bd4 (as>[2],as5([3],as5[4],as85([5]};
ads5=sa5[ad5r] [adbc] ;

acs[17]=dbl (adsh);

acs[13]=dbZ (adsh)

acs[19]=db3{ads5);

acs[20]=db4d {ads5) ;

f* 56 is converted inte 4 bits*/

ader=0, adac=0, ads&=0;

adér=bdZ (ase[1],as56[6]);

adec=bdd (as6[2],as6([3],as6e(d],as6([5]):
adsg=s5a6[adér] [adec] ;

acs[21]=dbl (ads6);

acs [22)=db2 (ad=sa);

acs[23]=db3 (adst) ;

acs[24]=dbd (adss) ;

/* 87 is converted into 4 bits */
adlr=0,ad7c=0, ads7=0;

ad7r=bd2 (as7[1],as7[6]);
ad7c=bd4{as7([2],as7([3],as7[4],as7[5]}:
ads7=sa7[ad7?r] [ad7c];

acs[25]=dbl {ads7);

acs[26]=dh2{adsT):

acs[27]=db3{ads7);

acs[28]=dhd (ads7);

I,u"i
sB is converted into B bits



S
adbir=0, adBc=0, adsg=0:

int saabBl4][16]1={

(13, 2.8,4.6,15, 1. 1. X0,9, 3,34, 5,0.12,7F;
[-Lr15;13;H;1':';3;?;4;12;5.-'5;11;0;14;9-2};
{7,11,4,1,%,12,14,2,0,6,10,13,15,3,5,8},
P2, .14, 4,108, 23, 15,229,039 6: YX¥,
k:

adBr=bdZ (as8[1],as8[&]):

adBc=bd4 (as8([2],as8([3],as8[4],as8[5]);
adsB=sab [adBr] [adBc]
acs[29%]=dblads8)

acs[30]=do2 (adsB) ¢

acs[31]=db3(ads8);

acs[32]=dhd (ads8) ;

_I,-'i-
combining 8 bits of 4 bits to get 32 bits data
xS

aplll=acs([l6]:ap(2]=acs([7]iapl3)=acs[20)jap(d4]=acs[21);
ap(5)l=acs([28]:ap(6l=acs[12];ap([T]=ac=[28];;ap[8]=acs([17)]:
ap[%]=acs[ll;apll0]l=acs[15]rapllll=acs[23]rapllil=acs[26];
ap[li]l=acs([5]raplldl=acs[lB];apll3]l=acs(3l];apllél=acs[10];
ap[lil=acs[2]rap[l8]=acs[8];ap[l%]=acs[2d];api20]=acs[ld];
ap[2l]l=acs[32]rapl22]=acs[27]rap([23]=acs (3] ;ap[24]=ac=s[9]:
ap[25)=acs([1%);ap(26]l=acs[13) ;ap([27]=acs[30);ap[28])=acs(6];
ap[29]=acs[22] ;ap[30]l=acs[ll];;ap[31l]l=acs[4]:ap[32]=acs[25]:

J,fi-

MODULO 2 ADDITIONW OF RIGHT AND LEFT BITS

*_,-‘r -

printf{"\n testingaddail24] %d%did",al(24),ap(24],acs[8]);
for{i=1;i<33;i++)

{

arl[il=allil~apli];

all[i]l=ar([i]:

1

."r*

preoutput block which is exchange of right and left bits
*

for{i=1;i<33;i++){
apb[i]=arl(i]:
apb[324i]=ar[i]:

!



;ere the output of cipher functicn block is the input to

the inverse permutaticn block
printf{“in test apb %d",apb[31]);
aip[l]=apb(40]raipl(2]=apb[8];aip[3]=apb(48];aip(4]=apb[l6]:
aip[5]=apb(%6];aip([6]=apbl24];aip([7]=apbl6d];aip[B]=apb[32];
ailp[9l=apb(39) ;aip(l0]=apb([7]raip(ll]l=apb(47];aipll2]l=apk(15];
aip[13]=apbl[55];aip(l4]=apb([23];aip[15]=apb([63];aipllel=apb[31];
aip(17]=apb(38];aip([l8])=apbl&]liaip[l9]=apb[46] raip(20]=apk([14];
alp(2l]l=apb([54] ;aip(22]=apb(22] ;aip(23])=aph([62] ;aip[24]=apb[30];
aip[25]=apb[37];aip(26]=apb[5] ;aip[27]=apb[45}:aip[2B8]=apb[13]:
aip[29]=apk[53];aip[30]=apb([21];aip[31l]=apb(6l];aip[32]=apb[23];
alp[33)=apb(36];aip[34]=apk[4];aip[35]=apb(d4] ;aip[36]=apb[12];
aip[37)=apb(52] ;aip[38]=apb[20];aip[3%]=apb[60] ;aip[40])=apb[28];
aip(4l]=apb[35];aip(d42]l=apb([3];aip[43]=apb[43] ;aip[44]=apb[ll];
alp(45]=apk(5l];aip(46])=apb(19];aip[47]=apb[5%] ;aip(48])=apb[27]:
aip(49]=apk(34];aip[50]l=apbl2];aip[51])=apb(42] ;aip[52]=apb[10];
alpl53]l=apk(50);aip[54])=apb[18) ;aip[5%5])=apk [58]) raip[56]l=apb(26] ;
aipl[57]=apkb([33];aip[5B8]=apb[l];aip[59]=aphk[4l] ;aip[60]=apb[9];
aip(el]l=apb[49] ;aip(62]=apb[17];aipl(é3]l=apk[57] saip(6d]=apb(25];
printf("\n re convert of a\n");

for(i=1;i<65;i++)

érintfi"%d",aip[i]ﬁ:

printf {"\t"}:

}
/* 64 bit data for block b¥*/

bl{1]=b[58]: bl[21=b[50]1; bl[3])=b[42]; b1[4]1=b[34];
bl[S5]=b[2&]; bl[e]l=b[18]: bl[7T]=b[10]: bl[E]=k[2];
bl[3]=k([&0]; bl1[10])=b[52]: hl[1ll]=b[44];: bl[1l2])=k[3e]:

Bl(1l3]=p[28]; bl[14]=b[20]: bil[15]=R[12]: bl[1l6]l=k([4]:



Bli171=b[6&2];
B1[21]=b[30]1;
bl[25)=b[&4]:
Bl1{29]=b[32]:
br{ll=n[57]:

br(51=b[25];

br[9]1=b[59]:

br(l3]=b(27];
br[l17]=b[é&l];
br[2ll=b[28]:
br[25]=b[6&3]:

br[22]=b[31]:

_."l+

32 bits of right block goes through

b1[18])=b[54]:
bl[22]=b[22]:
bl[26]1=b[56];
bl[30]=b124]1;
br(2]=b[49];

br(el=b[17]:

br[10]=b[51]:
br(14]=b[19]:
br[18]=b[53];

br[22]=b[21];

br[26]=b[55];

br[30]=b[23];

32 bits into 48 bits

®7

be[l]=br[32]:
be[5]=br[4]:
be[9]=brl6];:
be[13]=br[8];
be[l17]=br[12];
bel2l]l=br(14];
be[25)=br(l6]:
be[29]=br([20]:
be[33]=br[22];
be[37]=br[24];
be[4l]l=br[2B];

ba(45]=br{30];

be[2]=hxr([1]}
be[6]l=br[5];
be[l0]=br[7];
be[l4]=br[9];
be[18]=br([13]):
be(22)=br([15]:
be[26]=br[17]:
ba[30])=br([21];
be[34]=br[23];
bel38]l=br[25];
be(d2]=br[29];

beld46l=pbr([31];

bl[1%2]=ki4e];
bl1[(23]=k(14];
bl[27]=b([48]:
B1l31l]=k(16]:

br(3il=b[41]:

bl[20])=b[38];
bl[Z4)=k[&]:
Bl[2B1=b[40];
b1[32]=b[8]:

br{d]l=b[33];

bri7]l=k[(2]; br(8]=b[1]:

br(ll]=b[43];
br{lh]l=b[11];
br[(l8]=b[45];
br(231=b[13];
br(27]1=bL[47];:

br(31]=b[15]:

the cipher function which converts

be(3]=br(2];
be[T7]=br[4]:
be[ll]=bx[B]:
bel[l15]=br[10];
be[19]=br[l2]:
be[23]1=br(le];
be(27]=br[18];
be[31]=br[20];
be[35]=br(24];
be[39])=br[2&];
be[43]=br[28];

be(47]=br[32]:

br{l2]=b[35]:;
brile]l=b[3];
br[20]=b[37]:
br[24]=b([5];
br[28]=k[38];:

br(32]=b[7];:

be[d4]=br[3];

be[8]=br([5]:

be[l12)=br[9]:
be(l6l=br([11];:
be[20]=br[1l3]:
be[24])=br[17]:
be[Z28]=br[19]:;
be[32]=br[2l]:;
be[36]=br[25];
be[401=br[27];
be[d44]=br[29]:

be[48]1=br([l];



printf ("\n"):
printf("Enter the key for b as a previn™):

for(i=1;1<e5;i++)
{

scanf ("%d", &by §
bk[il=by:

H

bp2{1]1=bk[51]; bp2[2]=bk[10]; bp2[3l=bk[4]: bp2[4]=bk[16];
bp2[2]=bk(6l];
bpZ[el=bk(2]: bp2[7]=bk(2]: bp2[(Bl=bk(64];

bp2[%]=bk[1];
bp2[101=bk([35]:;bp2[11]=bk[29];bp2[12]1=bk([13]:;bp2[13]-bk(42];

bp2[14]=bk([37]; bp2[153]=bk[5]:/bp2[16]=bk[19];:

bp2(17]=bk[12];
bp2 [18]=bk[21) ;bp2[19]=bk[54]:bp2[20]=bk[34];bp2[21]=bk[59];

bp2 [22]=bk[18]; bp2[23]=bk[46] ;bp2[24]=bk[31]:

bp2[25]1=bk[63];
bp2[26]=bk[30];bp2[27]=bk([17];bp2(28]=bk(47];bp2[29]=bk[38];

bpZ [30]1=bk[22]:;bp2[31]=bk[B] ;bp2[32]=bk[40];

bp2[33]=bk[2?];bp2[34]=bk[45];hp2{35]=hk162]:bp2[361=bk[201;b921371=bk[
43] ;

bpZ [3B]=bk[530] ;bp2 [39]=bk[3%] ;bp2[401=bkiZ25];

bpZ[41]=bk([30];bp2[42]=bk[&0] ;bp2[43]=bk([23]:bp2[44]=bk[55] ;bp2[45]=bk[
A5 ]:;

bp2[46]=bk[26] ;bp2[47]=bk[52] ;bp2[48]1=bk[48];

bp2[49]=bk([32] ;bp2[30]=bk[7];bp2[51]=bk[11]:bp2[52]=bk[44];bp2[53]=bk([2
B];

bp2[54]=bk[36]; bp2[55]=bk[14];bp2[56]=bk[57];

Ep2 [571=bk([15] ;bp2[58]=bk[53];bp2[53]1=hbk([36];bp2[60]=bk[24];bp2[61]=bk[
497 ;

bp2[62]=bk[58]; bp2[63]=bk[6]:bp2[ed]l=bk(41]:

bpl([1]=bp2[51]*bp2(10];
bpl(2]1=bp2[4];bpl[3]=bp2[16] ;bpl[4]1=bp2[61] "bp2[59];



bpl{5]=bp2[9] "bp2[2]:bpl[6]=bp2[64];bpl[7]=bp2[35];bpl(Bl=bp2[29];

bpl[9)=bp2[17] ;bpl[10])=bp2[42] *bp2(37]:bpl[11]=bp2[50] bp2[26] :bpl[l12]=
bp2[31];

bpl[13]=bp2[15]"bp2([53];bpl[14]=bp2[19];bpl[15]=bp2 [12]"bpa[21] ibpl[16]
=bp2[54];

bpl([17]=bp2(5]; bpl[18]=bp2[3];bpl[19]1=bp2[6] bp2[32];
bpl[20]=bp2[11]~bp2[34];

bplli2ll=bp2 (18] ;bpl [22]=bp2 [V]:bpl[23]=bp2([27] "bp2[63];bpl[24]=bp2[36]:

bpl[25]=bp2[13]:bpl[26]=bp2[47]:;bpl[27]=bpZ2[44]"bpZ[23];bpl[28]=bpZ[8]"
bp2[43];

bpl[29]=bp2[20];bpl([30)=bp2([62] "bp2[39];bpl[31]=bp2[45]"bp2[24]:bpl[32]
=bp2[1l4];:

bpl[33]=bp2(55];bpl(34]=bpZ([28] ;bpl[35)=bp2[25] :bpl[36])=bp2[56];
bpl[371=bp2(1l]:bpl[3B8]=bp2[41];bpl[33]1=bp2(57]:bpl[40]=bp2([33];
bpl[41)=bp2[41]:bpl[42]=bp2 [60] ;bpl[43]=bp2[40];bpll4d]l=bp2[52];
bpl[45])=bp2 (48] ~bp2([38]; bpl([46]=bp2[41] *bp2[56]:
bpl[47]=bp2[49];:bpl[48]1=bp2[33]*bp2[58];

/* modulo 2 addition of key and e block*/

for(i=1;i<489;i++)

ba[il=be[i]l*bpl[i];

/* 48 bit 5 block is converted intoe B blocks of &6 bits*/

for{i=l;i<=6;1i++)
bsl[i]=bs[i]:

for{i=7;i<=12;1i++)
bs2[i-6]=bs[i]:

for(i=13;i<=1B;i++)
bs3{i-12]1=bs[i]:

for(i=19;:;i<=24:i++)
bsd[i-18]=bs[i] ;s

for{i=25;1<=30;1i++)



bs5[i-24]=bs[i]:

forii=3l;i<=36;1i++)
bse[i=30]=bs[i]:

for(i=37;i<=42;i++)
bsT7[i=-368]=bs[i];

for{i=43:;i<=48;i++)
bs8[i-42]=bs[i]:

a'"*
s8]l bleck is converted into 4bit
o/

bdlr=bd2 (bsl([1l],bsl[€&]);

bdlc=bdd (bsl[2],bs1[3],bsl[4],bs1l[5]);
bdsl=sal [bdlr] [b-1c];

bes([1l]=dbl (bdsl) ;

bes[2]=db? (bdsl)

bes[3]=db3{bdsl);

bes[4]=dbd (bdsl) ;

ll.f*
s2 block is converted into 4bit
>/

bd2r=bd2 (bs2[1],bs2[6]);

bd2e=bdd (bs2 (2] ,bs2[32],bs2[4]),bs2[5]);
bds2==za2 [bdZr] [bd2c] ;

bes[5]=dbl (bds2) ;

bes[6]=db2 (bds2) ;

bes[7]=db3 (bds2) ;

bcs[8]=dbd (bds2) ;

‘l‘*

s3 converted into 4bits

el

bd3ir=bd2(bs3[1],bs3[6]);

bd3c=bdd (b=s3[2],bs3[3],bs3[4],bs3[5]);
bds3==a3 [bd3r] [kd3c] ;

bocs(9]=dbl (bds3) ;

bes[10]=4db2 (bds3) ;

becs[11]=db3{bds3);

bes[12)=dbd (bds3) ;

/* =4 is converted to 4 bits

“/

bddir=bd2(bsd4[1] ,bs4[6]}:

bddc=bdd (bs4[2] ,bs4[3],bsd4[4],bsd4[5]);
bdsd=sad [bddr] [bddc];

bcs[13]=dbl (hdsd) ;

bes[ld]=dh2ibdsd);



bos[15]=di3 (bdsd);
bos[le]=dbod (bdsd);

/* 8% is converted into 4 bits*/

bdSr=bdZ(bs5[1],bs5[&]]):

bdSc=bd4 (bs5[2],bs5%(3],bs5[4],bs5([5]};
bds5=s5a5[bd5r] [bd3c] ;
bes[17) =dbl {(bds5) ;

bes[l8]=db2 (bds5);

bes[19]=db3 (bds5) ;

bes[20]=dkd (bds5) ;

/* 86 is converted into 4 bits*/
bder=bd2 (bs&[1],bs6[6]);

bdéec=bd4 (bse[2],bse[3],bse[d4] ,bs6[5]):
bdsé=za6[bdér] [bdec] ;

becs[21]=dbl (bdsg);

bocs[22) =dbZ (bdst) ;

bes[23]=db3{bd=6);

bes[24]=dbd (bdsg) ;

/* 57 is converted into 4 bits */

bd7r=bd2 (bs7[1].bs7[6]):

bd7c=bd4 (bs7[2],bs7[3],bs7[4],bs7[5]):
bds7=sa7 [bdir] [bd7c]:

bes[25]=dbl ibdsT) ;

bes[26]=dh2 (hds7) ¢

bcs[27])=db3{bds7);

bos[ 28] =dbd (bds7) ;

J,Ft

58 is converted into 8 bits

o

bdB8r=bd2 (bsB[1] ,bsB[&] )

bdBc=bd4 (bsB[2],bsB[3],bs8[4],bs8([5]);
bdsH=sa8 [bdBr] [bdBc] :

bes[29])=dbl (bds8) 7

be=[30])=db2 (bd=8) ;

bes[31]=db3{bds8);

bes[32]=dhd (hdsid) ;

,.'r*

combining 8 blocks of 4 bit data to get 32 bit data

bl |

bp[l]l=bes[l6] ;bp[2]=bes[7] bp[3]=beos[20] ;bpld]=bcs[21];
bp[3]=bcs[29] ;bp(6]=bcs[12];bp[7]=bcs([28] ;bpl(8l=bcs[17];
bp[8l=bcs[1]:bp[10]=bcs[15]:;bp[ll]=bec=s[23];bp[l2]=bes[2&];

bp(13)=bes(5] ;bp(ld]=bes(18];bpl(l1l5]=bcs[31l]:bplleé]l=bcs[10]:



bp(l7]=bcs[Z] ;bp[1B]=becs[8] ;bp[19]=bcs[24] :;bp[20]=bcs[14];
bp[2l]=bcs[32]:;bp[22]=becs[27]1:bp[23]=bcs([3]:bpl24]=bes(9];
bp[25]1=bcs[1%9);bp[26]=bcs[13];bpl27]=bcs[30]);bp[28]=bcs[6];
bpl29]=bcs[22]:bp[30]1=bes[11]:bp[31l]l=bcs[4]:bp[32]=bces[25]
II|I'*

MODULC 2 ADDITION OF RIGHT AND LEFT BITS
x4

for{i=1l;i<33:;i++)

{

brllil=bl[i]"*bp[i]:

bll[i]=br[i]:

}

II.‘*

precutput bleck which is exchange of right and left bits
'

for(i=1;i<33;i++){
bpb[i]l=brl[i]l-
bpb[32+i]=br([il;
}
J.-'i.
here the output ¢f cipher function block is the input to
the inverse permutation block

*

bip[1]=bpb[40]:bip[2]1=bpb[8];bip[3]=bpb[48];bip[4]=bpb[16);
bip[5]=bpb[56];bip[6]=bpb(24]:bip[7]1=bpb[64];bip[8]=bph([32];
bip[9)=bpb[39]:bip[10]=bpb[7];bip[11]=bpb(47]:bip[12]=bpb[15];
bip[13]1=bpb[55] sbip[14]=bpb(23];bip[15]=bpb[63];bip[16]=bpb[31];
bip[17]=bpb[38) ;+bip[18]=bpb[6] :bip[19]=bpb([46] ;bip[20]=bpb[14]:
bip[21]=bpb[54] sbip[22]=bpb(22];bip[23]=bpb[62]:;bip[24]=bpb[30];
bip[25]=bpb[37]:bip[26]=bpb[5] ;bip[27]=bpb[45] ;bip[28]=bpb[13];
bip[29]=bpb[53) ;bip[30]=bpb[21] ;bip[31]=bpb[61]:bip[32]=bpb[29];
bip[33]=bpb[36] ;bip[34]=bpb[4]:;bip[35]1=bpb(d4];bip[36]=bpb[12];

Bip{37]=bpb([52] ;bip[3B]=bpb[20] ;bip[3%]=bpb[60] ;0ip[40]1=bpb[28];



bip[41]=bpb[35] ;bip[42]=bpb[3] ;bip[43]=bpb[43];bip[44]=bpb[11];
bip[45]=bpb[51];bip[46]=bpb[19] ;bip[47]1=bpb[59]:;bip[48]=bpb[27];

bip[49]=bpb[34]:;bip[50]=bphb[2] ;bip[51)=bpb(42] :bip[52])=bpb[10];

bip[53]1=bpb[50] ;bip[54]=bpb[18] ;:bip(55]=bpb (58] ;bip[56]=bpb[26];
bip[57]=bpb[33] ;bip[58]=bpb[1];bip[59]=bpb[41];bip[60]=bpb[9]:
bip[611=bpb[49];bip[62]=bpb[17];bip[63]=bpb(57):bip[64)=bpb[25];

printf ("™ this is the decipher function of 64 bit data of b blockin");
for(i=1;i<65;i++)

{

printf("td", bip(i]});

printf ("\t");

}

printf("\n THE DECIPHER MESSAGE IS \n"):

for(i=1;i<m@d4;i++)
{

datal[il=aip([i]:
datal[64+i]=bip([i];
}

for(i=l;i<=128:i++)

{
printf{"%d",datal[i]};
printf ("Nt )

I

getch():

return 0;

}

int bd2(int a ,int b}
{

int s;

s=a*Z+h;

return{s);

}

int bd4{int a, int b, int ¢, int d)
{

int s;

s=a*B+b*4+c*2+d;

return(s) :

1



int dbl{int =z}
{

int b,m;

m=0x1 << 3;
b={zsm} * 1:0;
return (b} ;

}

int db2(int z)
i

int b,m;

m=0x]1 <<3;
m>>=]1z
b=(z&m)?1:0;
returnib) ;

}

int db3{int =z)
{

int b,m;
m=0x1<<3;
me»=2;
b=(z&m)?1:0;

returni{b):

I

int dbd (int z)
{

int b,m;
m=0xl<<4d;
m>>=2;
b={z&tm)?1:0:

returni{b) :

!
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