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Abstract

Unmanned aerial vehicles (UAVs) are self abundant flying robots, which provide efficient,

low-complex, critical connectivity and concordance coverage. Multiple UAVs form an

autonomous connected communication network which has revolutionized both civilian

and military aviation and paved in towards unprecedented innovations in the area of

infrastructure less connectivity. UAVs are sometimes interpreted as and are equated to

mobile connected devices, however, UAVs demand extra features and advance planning

towards network formations, transmission scheduling, data dissemination, trajectory and

velocity planning and Quality of Service (QoS) requirements.

It is copiously acknowledged and proved with simulations, real time research and indus-

try modelings that aerial and ground networks can come together and perform complex

tasks uplifting the barriers of energy, environment, geography and trajectory. The works

presented in this thesis target data dissemination is multi UAV ad hoc networks. Both

transmission scheduling and aerial mobility aspects of data dissemination are presented.

Initially, an efficient data dissemination scheme for multi-UAV assisted Wireless Sensor

Networks (WSN) is presented. The WSN network formations constantly suffer from de-

pleting charge forcing the topology into constant reconfiguration. On account of rapidly

depleting and re-configuring ground nodes a data dissemination framework is presented.

In order to facilitate data aggregation and transmission a virtual topology is constructed

by exploiting aerial network formation and Software Defined Networks (SDN). The topol-

ogy is constantly monitored and reconfigured when required. An effective and efficient

sleep timer and back-off counter is also proposed on accord of depleting energy.

Building upon the transmission scheduling framework, two UAV Mobility/Trajectory

frameworks for enhanced coverage and data dissemination in multi-UAV ad hoc net-

works are presented. First, a novel mobility framework for multi-UAV assisted WSNs

is proposed which takes into account average transmission densities of the underlying

topology/geography. The underlying network is classified dense or scarce based on the

derived attraction factor, the classification is further processed to generate UAV way-

points. Second, an SDN based mobility framework for communication and coordination

among aerial and ground nodes is introduced. The SDN controller provides the oppor-

tunity to update flows on the move, thus, adapting to the dynamic topology. This helps

updating the legal moves through re-configurable flow tables.

A QoS enhancement mechanism for multi UAV ground ad hoc networks is presented in

form of a throughput maximization approach which involves minimizing delay and packet

v



loss through UAV trajectory optimization, reinforcing the congested nodes and transmis-

sion channels. A position-aware graph neural network (GNN) is used for characterization,

prediction, and dynamic UAV trajectory enhancement. The aggressive reinforcement pol-

icy is achieved by characterizing nodes, links, and overall topology through delay, loss,

throughput, and distance.

The coordination between aerial and ground nodes has enhanced the versatility and qual-

ity of the traditional networks but if unaddressed, it also exposes the overall networked

infrastructure. The conceptualization of attacks on UAV systems is as inherent as the

exciting possibilities and future that comes along Unmanned Aerial Systems (UAS). The

thesis presents a study of possible threats, vulnerabilities and attacks mounted on the con-

nected UAS and presents a framework for safeguarding UAS against malicious attackers

and recovering the rogue UAVs. Recurrent neural networks and multivariate component

analysis is used for detecting outliers and abnormalities in the aerial networked environ-

ment.
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Chapter 1

Introduction

Wireless communication defines a paradigm shift from electrical to electromagnetic trans-

fer of information between two or more end points which are not necessarily connected

to electrical conductors. The propagation distance of wireless communication can range

from, somewhere between a few meters as is the case of IEEE 802.15.1 Bluetooth to

millions of kilometers as is the case of NASA’s Deep Space Network (DSN). Wireless

communication networks are designed to support portable, fixed, mobile, temporary and

permanent connections and can be generalized to scalable technological advancements

of non confined nature which have revolutionized the connectivity down till the most

fundamental aspects of data communication. Up against the wired counterparts wire-

less technology provides cost deficit independent low complex connectivity with varying

degree of scalability alongside the non-negotiable advantage of mobility. The mobile

flexibility offered by the wireless networks prompt the user to access data anytime from

anywhere without connecting to the infrastructure backbone and offer reachability among

the nodes to communicate easily [1, 2, 3, 4].

Institute of Electrical and Electronics Engineers (IEEE) has classified wireless networks

into Infrastructure-based wireless networks and infrastructure-less wireless networks or

ad hoc networks. The infrastructure-less wireless ad hoc networks are further reclassified

as Wireless Sensor Networks (WSNs), Wireless Mesh Networks (WMNs), and Mobile

Ad hoc Networks (MANETs). Further MANETs are grouped into Vehicular Ad hoc

Networks (VANETs) and Flying Ad hoc Networks (FANETS) [5, 6, 7].

1.1 Background

Self-organizing topologies of temporal nature which are scalable to any number of nodes

given an efficient compromise between the number of nodes and available bandwidth

serves as the basic definition of ad hoc networks. The fundamental feature which seg-

regates ad hoc configuration from that of infrastructure based classifications is that the

nodes can communicate and manage the overall topology without fixed connectivity. The

technological revolution has resulted in the evolution of this basic definition of ad hoc
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networks and today every existing topology is in one or the other ad hoc deployment.

The offered flexibility, reduced deployment cost, inherent fault tolerance and robustness,

dynamic and instantaneous scalability, ability to facilitate both direct and indirect com-

munications and versatile deployment characteristics (virtually anywhere) has made this

breed of wireless communication the topic of interest, particularly in the research commu-

nity. Yet the deployment arrives with its own set of requirements and issues. Slow data

rate, noise, interference, medium access control, routing, dynamic topology and packet

error rate contribute towards the paramount complexity of the wireless ad hoc networks.

Alongside these issues, the existing protocols and standards cannot fit in directly when

it comes to ad hoc networks [1, 5, 6].

Ad hoc networks are comprehensively allocated into Mobile Ad hoc Networks (MANETs),

Vehicular Ad hoc Networks (VANETs) and Flying Ad hoc Networks (FANETS). MANETs

are specialized unpredictable typologies characterized by slow randomized movements.

MANET nodes themselves act as routing junctions and facilitate to-and-fro communi-

cations unlike infrastructure based wireless networks that employ access points or fixed

infrastructure routers for communications. MANET nodes follow the principle of auto-

configuration with random connections and disconnections being an inherent property.

MANETs are a self configured and a self organized network where nodes can communi-

cate anytime at will in any direction and random connections are established automati-

cally.

VANETs are high speed sub classification of MANETs. In harmony with MANETs,

VANETs themselves are a multi-hopping network comprising of mobile nodes. In con-

trast to MANETs, VANET nodes are highly mobile and tend to create a diminishing

topology as a result of constant disconnections and volatile topological constraints. Put

simply, VANETs constitute a spontaneously created wireless network of mobile devices

– in the vehicular domain. Indispensably, VANETs are a network of vehicles: stationary,

relative or, high speed. It consists of a fixed infrastructure road side unit (RSU) which

communicates with vehicles and also facilitates communication between two vehicles.

The moving vehicles are equipped with an on board unit (OBU). The RSU is further

connected to other RSUs or the backbone network. VANETS are designed with the main

purpose of improving security on the road, vehicular collision prevention, safety, blind

crossing, dynamic route scheduling and real-time traffic condition monitoring. Facilitat-

ing internet connectivity to the on road vehicles is another added advantage of VANETs

[8, 9].

FANETs are a subset of VANETs which in turn, are classified MANETs. FANETs

are very high speed unmanned aerial nodes (UAV) which by default and deployment
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Figure 1.1: Ad hoc Network Classification: (a) MANETs, (b) VANETs, (c) FANETs.

Table 1.1: Comparison Among Ad hoc Networks.

PARAMETERS MANETs VANETs FANETs

Node Mobility 2-D Low Compactness 2-D Medium Compactness 3-D High Compactness
Mobility Model Random Regular Predetermined
Node Density Low Medium/High Low
Node Velocity Low Medium/High High
Topology Change Slow Average Rapid
Line of Sight Not Available Scenario Specific Available
Power Consumption Low Vehicle Dependent High
Computational Power Limited Average High
Localization GPS GPS, AGPS, DGPS GPS, AGPS, DGPS, IMU
Network Lifetime Low High High

characteristics form a star topology with the ground control and mesh topology among

themselves. Unmanned Aerial Vehicles (UAVs) are autonomous flying robots, with or

without payload, which provide efficient low-complex connectivity and comprehensive

encyclopedic coverage. UAV’s degree of autonomy depends on the flight and mission

characteristics. They are either under control of a remote human operator, onboard

micro controller and computers or managed in turn, by an autonomous robot. The

major difference between UAV and other mobile networks is broadly dictated by node

mobility, node density, topology change, radio propagation model, power consumption

and network lifetime, computational power and localization. Figure 1.1 and Table 1.1

detail the MANET classification and present a comparative study of MANETs, VANETs

and FANETs.
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The exponential developments in UAV technology and varying applicability of small to

large scale UAV deployments has paved the road map towards reliable and budget wireless

communication solutions. UAVs can be deployed as temporary aerial base station to

provide reliable low cost network connectivity to the desired areas. UAVs can be deployed

alongside ground vehicles for military, search and rescue operations. And along side sensor

nodes at harsh geographical locations, serving as data sinks. UAVs can also serve as user

equipment (UEs), called the cellular-connected UAVs, alongside ground nodes for delivery

purposes [1].

The UAV applications range from weather forecasting and remote sensing, disaster re-

lief and supply operation, military operations and surveillance, geographical monitoring,

monitoring of inhabitable area, UAV guided cooperative systems, terrestrial movement

tracking, aircraft tracking system, civilian services, information relaying, hotspots and ac-

cess points, agricultural support and monitoring systems, defense against aerial threats,

journalism, commercial surveillance and filming, law enforcement, scientific research, con-

servation, pollution monitoring, archaeology, cargo transport, disease spread patterns and

spy systems. Wireless networks can take advantage of the versatility of UAV deployments

for spearheading Collaborative Flying Ad Hoc Networks. Collaborative FANETs are

formed by coordinating different ad hoc networks with varied operational environments

and characteristics. Coordination between two simultaneously operating yet different ad

hoc networks enhances scalability with budget operational costs. Collaborative network

formations can easily uplift the complexities of complex tasks such as cooperative search,

tracking, and data acquisition. In this thesis work, collaborative networks are formed

between wireless sensor networks (WSN), ground ad hoc networks and the unmanned

aerial networks.

1.2 Multi-UAV Networks

The range of applicability and environment independent deployment alongside the coor-

dination and guiding capabilities towards existing and legacy network formations have

paved a broad entry-exit scenario for UAV networks. UAVs have achieved substantial

exposure towards both single and multi-UAV deployments and have shown tremendous

growth both in research and applications. UAVs are capable of supporting a wide range

of civilian and military applications as a result of their flexible movements and ease of

configurations. UAVs can further be deployed to form collaborative networks with the

ground nodes [10, 11, 12, 13]. The collaboration among ground and aerial nodes has

resulted in significant gains in data dissemination, monitoring, and control over strategic

locations. UAVs play a significant role when it comes to data gathering from inaccessible
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Figure 1.2: An Illustration of Multi-UAV Network Formation.

and sensitive geographical locations. Multiple UAVs can form self-abundant networks

which can form a collaborative system with existing ground networks, elevating the is-

sues of coverage, scalability, and efficiency of existing network formations. The multi-UAV

deployments can readily integrate with existing network formations in order to navigate

ground nodes [5, 14].

Multi-UAV collaborate to achieve common objectives or achieve different mission param-

eters. It has been abundantly noted and tested in application that collaborative UAV and

ground networks together can perform complex-critical tasks. With both environment

and energy as targets, the cooperative network is expected to traverse the geography

or archive the mission essentials with satisfactory constraints. Cooperation, Search, Ac-

quisition and Tracking (CSAT), Cognitive Mapping, Topological Organizing Maps and

Self-healing neural models are proposed for Multi-UAV and ground ad hoc collaborative

models [5, 15, 16, 17, 18, 19, 20]. Figure 1.2 gives an insight into the exemplary scenario
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of UAV cooperative networks.

Cooperative ad hoc networks have led the civilian and military applications to a new

level. When interfaced together, these networks provide an efficient backdrop to surveil-

lance, disaster management, reconnaissance, and other applications. There is a history of

unmanned aerial vehicles (UAVs) deployed for military applications, but the recent ad-

vances in wireless technologies have shifted the attention towards the Civilian Concepts

of Operations (CONOPS) that were initially driven by the purpose of homeland security.

High radio frequency (RF) coverage, high altitude, high throughput, heavy payload, op-

erating time, ease of use, low cost are the basic requirements of UAV-CONOPS. CBRN

(Chemical, Biological, Radiological, and Nuclear Reconnaissance)-CONOPS whose major

purpose is the containment of hazards are also turning towards UAV networks. Cellular

network based air-to-ground links and UAS-backbone systems, communication aware sen-

sor distribution etc. are some of the promising aspects of the UAV systems [21, 22].

The cooperation between aerial and ground networks is essentially a collaborative net-

work formation between unmanned aerial nodes and static or mobile ground nodes. Mo-

bile ground nodes can range anywhere from traditional or military vehicles loaded with

transceiver and processing units to VANETs themselves. Static nodes are typical wireless

sensor motes. Until stated otherwise this thesis address WSN nodes as the underlying

ground network. WSNs are random and spatially distributed networks of nodes. The

nodes consist of transceiver, battery, storage, and processing power. The WSNs operate

in areas that are generally not accessible on a frequent basis. The motes in WSNs func-

tion as recording and transmitting agents. The WSNs consist of a base station, manager

nodes, and sensor motes. The major issue with WSNs is depleting battery power, which

in turn, is not easy to replace.

The cooperation between WSNs and UAV networks can achieve many goals related to

weather forecasting and remote sensing, military operations and surveillance, monitor-

ing of inhabited areas, cooperative systems, information relaying, agricultural support,

disaster relief, archaeology, pollution control [23, 24]. The application of UAVs can help

elevate a lot of problems such as energy, transmission delays, better coverage, etc. The

major issue at hand is the formation of this collaborative network itself, which requires

focusing on topology, UAV paths, relaying and energy efficiency [25]. In addition to these,

UAVs can be used to perform remote diagnosis of WSN’s field that otherwise is tedious

because of its remoteness and diversity. As an example, UAVs-WSNs coordination can

be used to track land mines while allowing safe passages for the soldiers in military sce-

narios. Moreover, UAVs-WSNs can be used to identify disoriented devices and support

as rescue equipment in natural disasters.

6



1.2.1 Multi-UAV Networks: Characteristics

The crucial step towards UAV networks is the development of sustainable Multi-UAV

environments. The network characteristics of UAV follow a cause and effect pattern.

UAVs inherit from MANETs, VANETs, and traditional WSNs but due to high dimen-

sionality of aerial networks some characterizes are specific to aerial networks that differ

from others while others are effected by fast speed and volatility. This section lists the

network specific characteristics of aerial networks.

i. Radio propagation: UAV enabled communication systems rely massively on the

radio channel models, configurations, aerial and ground node densities, node move-

ment characteristics and associated network conditions. Network paradigm dictates

a good communication channel between the aerial node and ground nodes alongside

LoS connection to at least one base station. Another fundamental characteristic of

UAV communication is that a particular ground node must have good communica-

tion corridor with at least one aerial node. Both aerial and ground nodes employ

different communication channels and due to the aforementioned independence the

radio propagation model and conditions differ significantly

ii. Power consumption and network lifetime: UAVs generally employ hybrid power

units. A hybrid power unit is capable of processing on liquid/gas fuel, fuel cell,

battery, solar cells, and super-capacitor. Legacy and traditional wireless network

nodes have always operated within power constraints. Efficient battery utilization

and prolonging the network lifetime has always been an important concern. The

usage of UAVs and collaborative network formations to increase the operational

duration of the wireless devices has revolutionized the infrastructure less wireless

networks. The added constraint is that aerial nodes themselves suffer from high

energy depletion rates.

iii. High Data Rate: The improved connectivity resulting from larger equipments and

LoS connectivity facilitates reduced network latency and higher accuracy. The

latency can be broadly established as the motivation towards higher packed delivery

ratios as well.

iv. Computational limitations: UAVs can gather information on demand irrespective

of underlying geography and environment of interest. UAVs have changed the era

of information transfer by establishing an easy, cost effective and fast solution for

data acquisition. UAVs don’t necessarily suffer from computational limitation but

computing power and equipment weight are directly proportional to the power

consumption and aerial network lifetime. Also the data transfer rates achieved by
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multi-UAV systems lifts the computational burden from the ground nodes as data

can be easily transferred to ground control for pre-processing.

v. Adaptability: Multi-UAVs together achieve a dynamic autonomous network forma-

tion and are capable of achieving mission objectives without human intervention.

UAV networks are capable of self-configuration, and are able to maintain and mon-

itor the network independently.

vi. Deployment: UAVs are platform and communication technology independent nodes.

The overall adaptability of aerial nodes makes it easy to deploy, upgrade and re-

deploy nodes without any restrictions of technology or geography.

vii. Connectivity: Aerial nodes suffer from no to minimal connectivity issues. 3-dimensional

movement and node elevation provides with direct LoS connectivity. Also the hybrid

power utilization and ability to operate independent of geography and communica-

tion technology further enhances connectivity of the aerial networks.

viii. Node failures: Failure of an aerial node doesn’t effect entire collaborative topology.

The topology can be slightly reconfigured and the network continues to operate with

comparable performance levels. With this ease of deployment, without tampering

the overall mission objectives a faulty node can also be replaced, upgraded or re-

deployed.

ix. Flight path and mobility: Mobility and flight path of the aerial nodes can be man-

aged, maintained and modified dynamically during the lifetime of the network.

UAV nodes possess the flexibility of pre-programmed static routes, mission spe-

cific dynamic mobility, adaptive mobility, statistical mobility or random mobility.

Maneuvers of the aerial nodes can be controlled effectively and efficiently without

overlapping way-points.

x. Mission environment: The greatest contribution of aerial nodes towards communi-

cation networks is environment, communication and mission independence. UAV

application can differ in terms of number of aerial nodes, communication technol-

ogy, geographical size, topological requirements, payload and flight time, mobility

or autonomy.

xi. Scalability: UAV networks are scalable to any size, topological or mission require-

ments with an added constraint. An efficient compromise between the data rate

and the number of nodes is required to maintain consistent system performance

levels. Increasing data rates without changing the number of nodes or increasing

the number of nodes without improving the data rate leads to a gradual decline in
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system performance.

1.2.2 Multi-UAV Networks: Key Challenges and Research Gaps

Based on the findings of literature survey, following areas have been identified that require

significant research contributions:

i. Radio propagation: UAV nodes are mandated to have a good connection with at

least one on ground base station, but the presence of multiple aerial and ground

bases cause interference and resultant performance deficits. This coexistence re-

quires thorough attention and coordination between terrestrial and infrastructure

network. Also the 3 dimensional network environment consists of services designed

for classical and legacy wireless networks.

ii. Topology: Ad hoc networks rely heavily on efficient selection of neighbors and

arrangement of nodes within the spatial geometry. Arrangement of nodes in an

efficient manner to enhance the performance of the network is one of the major

challenges in multi-UAV networks. The choice of topology is extremely important

as the sudden topology change in UAV networks make it very difficult to maintain a

consistent coordination among the nodes. Therefore in order to maintain a consis-

tent transmission channel, a self-configuring dynamic topology which is inherently

decentralized, is required to achieve better flexibility in case of disconnections.. For

instance, the mesh topology is inherently self-organizing but the star topology can

achieve a distributed control which is important for fast association and infrastruc-

ture independence.

iii. Mobility: The aerial nodes are subject to high mobility resulting in frequent topolog-

ical changes and momentary connections among the nodes. Erratic aerial networks

cannot be subjected to handshake and traditional data dissemination techniques as

the nodes are deployed and re-deployed and every encounter can be first and last.

Although the changing dimensions make jamming and other attacks impractical,

but sustaining the network itself is a complex task.

iv. Routing: Routing has persisted as an in issue whether it is wireless or wired net-

work configuration. An efficient routing mechanism facilitates higher throughput

rates while guaranteeing minimal latency during network operations. For UAV net-

works, more robust and fault-tolerant routing protocols are required which can pro-

vide minimum delay during route selection, efficient re-configurations, and higher

provisioning for quality of services to end users.

v. Energy: Ad hoc networks suffer from higher energy depletion rates. The energy
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depletion primitive is applicable to both aerial and ground nodes. Thus, efficient

designs and configurations are required that consume lesser energy. Device and

topological configurations can be efficiently designed and managed to lower the

overall energy consumption of the proposed network deployment.

vi. Timing Constraints: The connection time between nodes is volatile, thus requiring

message transmission, reception, and authentication in a limited time interval. Also,

during the next encounter, a node would have been hacked or any malicious attacker

could have cloned the identity, thus imposing short-lived authentications. The

added constraint of the safety pushes even harder bound on the timing constraints.

vii. Network Size: Network size depends on the area under deployment or the size of the

collaborative network. It imposes two fundamental challenges to aerial networks.

Firstly, the proposed mechanism must be scalable with the dynamically increas-

ing size of the network. Secondly, different areas might be subjected to different

requirements or protocols.

viii. Real-Time and Topological Awareness: UAV applications deployed in mission-

critical scenarios function on the principle of reply and response. A rogue or incon-

siderate aerial node is capable of disrupting routine data dissemination mechanisms

that are in place and can escalate the response time of the overall system. Rout-

ing and transport is also required to cope with dynamically changing topology and

constantly switching aerial nodes.

ix. Density: The network is ever evolving as it can be sparse or dense, the interference

level keeps shifting from low to high and vice-versa. This density of network is also

dependent on area or disaster situation to be surveyed. Altitude also has an impact

on the positioning and topology formation as the coverage area of the beacon is

dependent on the height of the flight. An efficient data dissemination framework

that dictates the tactical movement of UAVs according to the specified terrain is

required.

x. Transmission: Both the inter node transmission and inter layer transmission are

to be taken care of while implementing these networks in order to address the

strict deadline and latency issues. Especially when two different kinds of networks

come into contact it becomes extremely important to perform route re-distribution

and summation. This redistribution and summation not only requires coordination

between the layers of the UAV transmission system but also between the different

kinds of networks involved.

xi. Corridor Detection: The corridor detection and maintenance algorithm need to
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evolve as growing urbanization and traffic is making it difficult to determine an

efficient and safe corridor. This growing urbanization has also led to the increase in

interference and sudden changes in topology and altitude. A framework is required

that takes into account all these issues that may happen anytime during the course

of the flight.

xii. Safety and Threat Mitigation: With the number of possible permutations for com-

promising operational safety of an aerial network, once, inside the network, the

attacker can unleash malicious nodes, with a threat to UAV systems ranging any-

where from confidentiality, integrity, authentication, non-repudiation, and scalabil-

ity. Attacks on UAV systems are possible at any layer of communication: Applica-

tion (malicious code, repudiation, data corruption, impersonation, authentication),

Transport (TCP attacks, flooding, session attacks), Network (DoS, routing attacks,

flooding, resource poisoning, wormhole, Byzantine, information disclosure, packet

replication, cache poisoning), Data Link (MAC attack, DoS, traffic monitoring),

and Physical (jamming and DoS). The rudimentary step towards an end-to-end

secure UAS is not only safeguarding communication paths but also securing the

overall environment which makes up the platform. Communication paths, end de-

vices, base station, packet core, backbone network, and underlying IP networks

together constitute the UAS operational environment. The drone should be able

to verify the source of transmissions (command/control) it is receiving, and reject

those coming from malicious transmitters. Drone operational environment should

be built in a way that it is automatically able to detect common attacks such as re-

play, which use the same principles as a DDoS attack to bombard the target device

with commands to disrupt or gain entry.

xiii. Authentication: UAS are tightly packed into four communication scenarios: UAV to

terrestrial (HAP or Satellite); UAV to UAV; UAV to mobile ground nodes; UAV to

the base station. The availability of the above-mentioned communication channel

relies on cooperation among the nodes. Secure UAS is a collective of safe wired and

wireless communication links with protection against both internal and external

adversaries. Authentication primitives on transmissions, if applied, can compromise

the overall privacy of the system. An attacker can trick the overall system by

taking advantage of an authentication dialogue between a normal aerial node and a

compromised aerial node and can use the information in further attacking the overall

system. A situation may arise where an eavesdropper listening to the conversation

can acquire fake credentials. Once inside the system, an attacker can take advantage

of compromised security or jacked nodes to launch a full scale cyber/network attack
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on the overall aerial system.

xiv. Software Defined Networking: Introduction of SDN and Network Function Virtu-

alization (NFV) had prompted towards achieving dynamic control and on demand

arrangement of the network. Another issue that needs to be addressed and involves

SDN and NFV is the level of flexibility that can be achieved with the indepen-

dence of physical, MAC and LLC. A significant level of abstraction which provides

interoperability among different types of networks and within the same network

consisting of different kind of devices is prime concern.

xv. 4G LTE and 5G: The currently deployed generation of wireless communication, 4G

LTE, is characterized by increased data transfer rates, security and reliability. 5G

communication networks are not only an evolution from the current networks but

also add new capabilities to the existing 4G/LTE networks. 5G exploits existing

setups where the infrastructure is based on SDN and NFV. The standardization of

5G is still in process but 5G networks make use of low, medium, and high bands of

communication and are termed as New Radio (NR) air interface. Along with en-

hanced efficiency the third-generation partnership project (3GPP) also demands the

embedding of safety capabilities into the network architecture itself. The technolog-

ical flexibility, better radio coverage and speed gains alongside safety and security

of LTE can open a broad spectrum of developments in the field of UAV networks.

1.3 Objectives of Thesis

On the basis of literature review and research gaps, the following objectives are delin-

eated and how each objective have been accomplished is explained using the following

methodology:

(a) Objective 1: Detailed survey and analysis of the literature for developing a thorough

understanding of the problem identified.

To develop an in-depth understanding of the aerial networks, topological require-

ments, environmental characteristics, operational parameters and issues associated

with the UAV network deployment itself, theoretical and practical review of the

available literature and simulators was conducted. The survey included industry

standards and deployment white papers alongside articles from journals and mag-

azines, which lead to the identification of research gaps and problem formulation

and later defined the scope of this work.

(b) Objective 2: To design and develop an efficient framework for data dissemination
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in Multi-UAV ad hoc networks.

This objective is accomplished in three phases. In first phase, a transmission

scheduling based data dissemination approach is proposed. The framework estab-

lishes a virtual topology over the underlying actual topology by means of an SDN

controller, while capitalizing on the mobile aerial relays at the same time. The

proposed SDN controller monitors, manages, tracks and re-configures the topology

according to the data aggregation and distribution demands. The simultaneous

communication from aerial nodes towards ground nodes, controller and base sta-

tion is facilitated by multiple input multiple output (MIMO) antennas. The energy

efficiency of the proposed solution comes from the efficient and effective manage-

ment of sleep states and back-ff counters by the SDN controller.

In second phase, an aerial mobility/trajectory based data dissemination framework

is proposed. The proposed framework operates by evaluating the originating trans-

missions. The transmissions are used to calculate the attraction factor and the

UAV way-points are generated accordingly.

In third phase, a framework for safeguarding UAS against malicious attackers and

recovering rogue UAVs is proposed. Convolutional Neural Network (CNN) and

Long Short Term Memory (LSTM) based predictions are used for detecting ab-

normality in behavioral, statistical, and mobility patterns. Statistical analysis is

employed for detecting outliers in networked aerial environment.

(c) Objective 3: To achieve QoS enhancement over the proposed data dissemination

framework.

To accomplish the objective, a throughput maximization approach depending on

delay and packed loss minimization by adjusting the UAV trajectory is proposed

for aerial ground networks. Trajectory of the nodes is adjusted according to the

characterizations and predictions made by position aware graph neural network

(GNN).

(d) Objective 4: Testing and validation of proposed framework and QoS approach using

simulators.

For testing and validation, comparative analysis is carried out at every stage of

the research has been carried out. The SDN-enabled data dissemination frame-

work is evaluated against clustered hierarchical layouts and hexagonal cell layouts

through network simulations. The results suggest significant improvements in the

proposed model for various metrics, such as lifetime, delay, latency, delivery ra-
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tio, and throughput in comparison with the existing solutions. The proposed UAS

safety framework is evaluated with LSTM and CNN. Also a comparative study

of the proposed framework against Behavior Rule-Based UAV Intrusion Detection

System (BRUIDS) and Hierarchical Detection and Response System (HDRS) is

presented. The throughput maximization approach is evaluated against Software-

Defined UAVs (U-S) and UAVs as Base Stations (U-B). The proposed approach

demonstrates consistency and gains in average throughput while minimizing delay

and packet loss. The scalability test of the proposed approach is performed by

varying data rates and the number of UAVs.

1.4 Thesis Contributions

Thesis contributions are classified into five major categories: 1. Analysis and classification

of related research work, industrial standards, organizational white papers and simulators.

2. SDN-enabled framework for data dissemination in multi-UAV ad hoc networks. 3.

Mobility/Trajectory based data dissemination in multi UAV ad hoc networks. 4. UAS

safety framework. 5. Efficient mobility model and throughput maximization for UAVs

Communication Networks. Details of proposed techniques and contributions are discussed

below.

1. Analysis and Classification of Related Research Work.

(a) Identification of research gaps and challenges associated with multi-UAV ad

hoc networks.

(b) Detailed survey of frameworks and models for data dissemination in multi-

UAV ad hoc networks proposed in literature.

(c) Identification of current trends and directions by means of studying global

standards, organization specific standards and white papers.

(d) Testing various open source simulators to understand applicability and design

complexities of the problem at hand.

2. SDN-enabled framework for data dissemination in multi-UAV ad hoc networks: The

proposed technique implements a framework for efficiently scheduling transmissions

across the network. The framework is also capable of managing the topology along-

side sleep timers and back-off counters for the ground WSN nodes.

(a) The proposed technique models a simple and effective system model that ex-

ploits the gliding capabilities of the UAVs for efficient data dissemination be-
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tween UAVs, WSNs, and base station.

(b) The proposed framework also implements an energy model which serves as an

input to the SDN controller, which in turn, defines the topology.

(c) SDN controller that evaluates the energy model and runs the reconfiguration

algorithm to update the topology. UAVs are equipped with virtual switch on

which flow entries are constantly updated by the SDN controller.

(d) Sleep state management for WSNs,which relies on UAV maneuvers for energy

efficiency and a back-off counter, which provide non-conflicting random back-

off intervals without increasing the waiting time.

3. Mobility and Trajectory aware data dissemination in in multi-UAV ad hoc networks:

The proposed framework takes into account the topological structure as well as the

importance of strategic locations to fix UAV way-points and decides the data trans-

mission paradigm. An extended framework which incorporates an SDN controller

for facilitating secure mobility and transmissions in UAV-ground communications

is also proposed.

(a) The overall topology is decomposed into densely and scarcely populated re-

gions. This division is on the basis of average transmission densities arising

from particular regions. The densely and scarcely populated regions, in turn,

serve as the basis for UAV way-point selection.

(b) An implicit self-clustering scheme for data accumulation whenever UAV is not

in range. Cluster head swapping mechanism, which provides every node with

a direct UAV link in order to maximize transfer rates. The implicit clustering

serves as banks for UAV way-points.

(c) A modified version of Dijkstra’s Single Source Shortest Path (DSSSP) algo-

rithm where edge weight is calculated not on the basis of region density but

on the average transmission density (attraction factor), providing preference

to the strategically important locations is presented. A separate mechanism

for data dissemination is proposed for ground nodes which lie off the UAV

trajectory.

(d) The extended model features an SDN controller. The SDN controller pro-

vides with the opportunity to update flows on the move, thus, adapting to the

dynamic topology, and also updates the legal moves as well as node authenti-

cation by means of pre-installed flow tables.

(e) The controller-generated dynamic way-points prevent UAV from erratic move-
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ments as well as any unidentified transmission is discarded based on the flow

action rules.

4. Efficient deployment with throughput maximization for UAVs communication net-

works.

(a) The proposed approach monitors the state of aerial nodes and aerial topology

for traffic patterns and link congestion. The aerial nodes and associated links

are modeled for traffic characterizations, delay, loss and throughput to estimate

the topological re-configurations and capacity predictions.

(b) The aim of the proposed approach is to place data rates close to the through-

put upper bound of UAV assisted ground networks through aerial node re-

purposing, reinforcing burdened nodes, and links. Throughput enhancement

is conceptualized by by pushing data through new routes created by adjusting

UAV positions which in turn, minimizes delays and loss.

(c) Introduction of Graph Neural Networks (GNN) in context of aerial communi-

cations.

(d) The proposed approach can act as an overlay and can accommodate any kind

of UAV assisted network configuration. It is feasible to scale the approach to

accommodate any number of ground and aerial nodes, given the data rate is

evenly matched.

5. Safeguarding Unmanned Aerial Systems (UAS): An Approach for Identifying Mali-

cious Aerial Nodes.

(a) The proposed framework implements a conceptual grid based system layout.

The virtual grid is required for centralized monitoring, tracking, and guiding

the aerial network. Security paradigms are enforced based on positioning of

aerial node concerning the grid. The overall safety of the aerial system is

ascertained by periodically shuffling the grid through timeout or whenever any

rogue behavior is detected. Every time the grid is shuffled or a node crosses

into a different section of the grid, security parameters are re-negotiated.

(b) Communication channels are secured using public key security and privacy

mechanisms. The shuffling grid conceptual layout of the proposed framework

elevates the threat of key disclosure from a hijacked UAV, as the security

parameters shuffle alongside the system model. The proposed channel security

mechanism is low on memory and processing requirements and elevates threats

originating from MITM, mobility patterns and statistical analysis.
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(c) The proposed framework incorporates UAV behavior prediction using LSTM/CNN

and Multivariate statistical analysis using PCA for threat detection, mitigation

and recovery. The temporal prediction mechanism with look-back capability

keeps track of the overall UAS environment for rogue behavioral, mobility and

statistical patterns. Behavior prediction is responsible for re-initiating the con-

ceptual system layout and security paradigms. Multivariate statistical analysis

is run in conjunction with behavior prediction for eliminating the outliers from

the UAS environment.

1.5 Organization of Thesis

This thesis describes the design of an efficient framework for data dissemination in multi-

UAV ad hoc networks, safeguarding the overall aerial-ground network environment and

QoS enhancements over the proposed schemes. The thesis is organized into seven chapters

as described below:

Chapter 1:

Chapter 1 lays the foundation of UAV, UAS and FANETs. The chapter also discusses

classification of wireless networks and outlines the difference between MANETs, VANETs

and FANETs. The evolution of UAV from defense specific to consumer and civilian ap-

plications is presented in depth. Applications and challenges associated with multi-UAV

collaborative networks are presented alongside the identified gaps in present research en-

vironment. The chapter also outlines the objective of the thesis and lays the foundation

towards the proposed solution.

Chapter 2:

Chapter 2 presents an in depth analysis of thesis objectives alongside the solutions pro-

posed in literature. Industry specific solutions and frameworks by standardization com-

munities are also discussed. The chapter presents a study of data dissemination in multi-

UAV ad hoc networks, UAS Safety, Trajectory and QoS enhancement. Software defined

Network (SDN) which serve as component to the proposed solution is also discussed with

respect to the identified problem.

Chapter 3:

Chapter 3 elaborates on data dissemination in multi-UAV assisted WSNs. Challenges

associated with data dissemination in aerial-ground collaborative formations are also

outlined. An SDN based data dissemination framework which incorporates data dissem-

ination, back-off and sleep counters and energy management is presented in this chapter.
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The system model incorporates efficient and simple movements for UAVs for increasing

the flight time and better data transmission/reception. A dynamic, flexible, easy to im-

plement and time efficient mechanism is presented for topology formation. It is energy

efficient and avoids disconnections and dead transmissions. The comparative analysis of

the proposed approach is performed against Clustered Hierarchical WSNs (CSW) and

Traditional Hexagonal Cell (TXC) based WSNs, with UAVs acting as a sink. The scal-

ability analysis of the proposed approach with variable and constant bit rates is also

presented.

Chapter 4:

Chapter 4 discusses mobility and trajectory based data dissemination in multi-UAV ad

hoc networks. First, a data dissemination model is proposed, which takes into account the

attraction factor for setting up the way-points for UAV movements. The model is capable

of deciding between the locations which result in more coverage, increased throughput

with lesser number of UAVs employed. The comparative analysis of the proposed ap-

proach is presented against the entity mobility models i.e., 3D Random Way Point, 3D

Random Walk and the Gauss–Markov Mobility Model. The proposed mobility scheme is

also compared against traditional techniques of fixed UAV maneuvers. Second, the pro-

posed model is extended to a SDN-based secure approach which takes into account the

topological density and restricts the UAV and ground node transmissions to authenticity.

Significant gains are observed for throughput, coverage, and latency by establishing a

simulated network between multiple UAVs and WSN motes.

Chapter 5:

Chapter 5 presents a technique for throughput maximization for UAVs communication

networks (a multi-UAV assisted ground network, where UAVs are deployed as transceivers

as well as base stations in a given 3D area). A dynamically re-configurable topology is

presented where state information of aerial nodes is generated and updated periodically

to keep track of congestion and declining throughput. While multi-UAV trajectory opti-

mization generally focuses on aerial nodes moving in the 2D front parallel plane, this is

an atypically simple, special case. The proposed approach considers aerial nodes moving

continuously in all 3 dimensions. 2D tracking suffers a steep performance decline when

speed and distances increase as overall mapping accuracy is always higher in 3D than in

2D. The proposed approach employs separation and dimensionality to provide more than

additive improvements as the aerial nodes packed closely together in a 2D front paral-

lel perspective can be far apart if altitude is considered, and can be mapped accurately

in a 3D geography. Moreover, the mapping accuracy improves when aerial nodes are
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separated by different altitude planes. For performance analysis, the proposed approach

is compared against Software Defined UAVs (U-S) and UAVs as Base Stations (U-B)

inspired configurations, respectively. Proof of correctness and scalability analysis of the

proposed approach is also presented.

Chapter 6:

Chapter 6 presents a layered centralized framework that safeguards from malicious intrud-

ers and incorporates privacy protection mechanisms. The proposed UAS safety framework

addresses the threats originating from rogue and inconsiderate UAVs, from within the

organizational structure, eavesdroppers and malicious attackers and incorporates privacy

protection mechanisms. At the foreground, the framework enforces a grid-based system

layout with a dynamically shuffling grid as the baseline defense mechanism against sta-

tistical, information monitoring, hijacking, eavesdropping, and mobility pattern threats.

Intelligent behavior prediction and statistical analysis runs in the background and keeps

track of changes in the overall system behavior and statistics. Statistical and behavioral

analysis is important as every time a rogue behavior is detected, the overall system is ana-

lyzed and security paradigms are re-initiated to recover the aerial system. The framework

is evaluated with LSTM and CNN. Also a comparative study of the proposed framework

against BRUIDS and HDRS is presented.

Chapter 7:

This chapter summarizes and concludes with respect to each step taken to achieve the

aforementioned objectives. The chapter also highlights the novel contributions made in

context of multi-UAV networks. Subsequently, the last section of this chapter covers

ways and methods by which this research work can be further extended and meaningful

contributions can be made.
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Chapter 2

Literature Review

There is a growing technological trend in industry and research to seek synergies and

exponential gains through component independent participation in communication net-

works. Expanding the fundamental concepts of networked infrastructure and scaling

towards dynamic collaboration of independent capacities, resource sharing, risk mini-

mization with evolutionary gains in order to inch ahead and exploit the collaborative

technology. Aerial networks are one such development that have taken the potential of

traditional networks to extraordinary benchmarks. UAVs can be deployed stand alone

or in a swarming multi-UAV environment and have revolutionized conventional technolo-

gies by means of guided, cooperative and collaborative network formations. Figure 2.1

provides an insight into systematic evolution of UAV networks from single to multi-UAV

to coordinated/guided to cooperative to collaborative network formations.

The flexible applicability and ability of unmanned aerial vehicles towards fast, cost-

effective, and temporary deployments has opened a broad spectrum of possibilities for

future wireless technologies. UAVs can be deployed in virtually every scenario, from

cellular base stations to disaster relief and response vehicles. Aerial networks have a

line of sight (LoS) advantage and the high altitude deployment itself is a major factor

behind improved coverage. UAV-assisted ground networks have already taken coopera-

tive search, acquisition, and tracking (CSAT) to new dimensions. Cooperative ad hoc

network formations have led to major advances in civilian and military applications.

Aerial and ground communication networks, when laced in conjunction, facilitate an effi-

cient entourage for supervision, catastrophe reassurance, observation, investigation, and

supplementary applications [26, 6, 27, 5, 28, 29, 30, 31].

The race of evolution in wireless technology has graduated the use of UAVs from the mili-

tary to the Civilian Concepts of Operations (CONOPS). Enhanced coverage, throughput

maximization, sustainable operating costs, and ease of deployment constitute the fun-

damental obligations towards UAV-CONOPS. CBRN-CONOPS are focused on hazard

containment and mitigation [32, 33, 21, 22]. UAV collaborative networks have paved for

a level playing field for data dissemination, broadcast/multi-cast communications.

21



Figure 2.1: Evolution of Multi-UAV Networks.

2.1 Literature Classification

Data dissemination is the collection and distribution of statistical/experimental or any

other form of data. UAVs have evolved the data dissemination process and with the

advancement in wireless and non-proprietary technology both infrastructure and infras-

tructure less networks have observed a exponential development at both industry and

research levels.

Generally, UAVs act as aerial base stations to support ground communications, be it

cellular, sensor, relief, and response or data dissemination and hence hovering altitude

or geographical positioning along the (x,y) axis can be jointly or separately optimized to

achieve varying levels of performance gains [34, 35, 36, 37, 38]. UAVs can also serve as a

middle man for coverage enhancement and boosting capacity [39, 40, 41, 42, 43]. With

the emergence of 4G LTE and 5G communication technologies, cost-effective coverage

enhancement has been a topic of interest. The issue can be easily resolved by employing

UAVs as mobile base stations or temporary relays [44, 45]. The UAV hovering and

optimal placement can boost overall capacity and throughput of the Internet of Things

(IoT)-communications [46, 47].

There are two prominent characteristics of aerial networks which can be exploited and

over which data dissemination paradigms are established. The advancements and en-

hancements in data dissemination technology are built around transmission scheduling of
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the multi-UAV environments and the mobility/trajectory of the aerial node itself. This

chapter classifies and discusses literature as aerial components and additional compo-

nents. Additional components discuss Software Defined Network (SDN) controllers which

are deployed extensively in achieving the objectives of the thesis. The aerial components

discuss data dissemination and safety of Unmanned Aerial Systems (UAS). The data

dissemination techniques are further studied as Transmission Scheduling Centric Frame-

works/Techniques/Middlewares/Architectures and Mobility/trajectory Centric Frame-

works/Techniques/Middlewares/Architectures. The relatively new field of UAS safety

is also introduced in this chapter. Figure 2.2. presents an insight into the literature

classification.

Figure 2.2: Literature Classification.

2.1.1 Data dissemination: Transmission Scheduling Based Frame-

works, Techniques, Middlewares and Architectures

Distributed deployment and management of tasks and services have resulted in cooper-

ative frameworks and service-oriented architectures. These frameworks incline towards

uplifting the problem of coverage, robustness, deployment costs, interoperability, service

integration, control, and scalability. The collaborative sensing, action, communication,

and control serve as the breeding grounds for middleware architectures and frameworks.

Table 2.1 lists some of the major contributions in multi-UAv assisted data dissemination.

The motivation behind these frameworks, techniques, middlewares, and architectures is

discussed alongside.
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Table 2.1: Data Dissemination: Transmission Scheduling Based Frameworks, Techniques, Middlewares and Architectures.

Approach Author Motivation Components Features Pros and Cons Analysis

Cooperative
air and ground
surveillance.

Grocholsky
et al
[48].

Combining broad but
less detailed view of
UAV with limited
resolution view of
ground vehicles.

Onboard PC, Avion-
ics, Airframe, Kalman
Filter.

1. Target estimation
using Kalman Filter.
2. Entropy Based Un-
certainty Reduction.
3. Decentralized
proactive network
sensing.
4. Reactive local-
ization control for
improved quality.

1.Reduction in flight time.
2.Better quality estimates of
features and targets.

Realtime.

Cooperative
framework for
multi UAV
guided ground
Ad hoc net-
works.

Sharma
and
Kumar
[5].

UAVs help uplifting
the problem of cover-
age, failures, limiting
guidance and dead
nodes by acting as
supervisors.

Extended Kalman Fil-
ter, Bayesian Kalman
filter, Virtual Con-
cepts, Cognitive Maps,
Adaptive resonance
theory 2 algorithm,
Topological Organis-
ing Maps.

1. Kalman filters
estimate initial values
of ground nodes.
2. Bayesian Kalman
filter estimates UAV
path and learning
rate.
3. UAV waypoints
fixed using kalman
filter.
4. ART2 algorithm
effectively combines
coognitive maps gener-
ated by the nodes.

1. No of UAVs directly pro-
portional to computation time
and inversely proportional to
no of computations.
2. No of ground nodes in-
versely proportinal to number
of computations but directly
proportional to the computa-
tion time.
3. UAVs must be provided
with non redundant way
points.

NS2 and Mat-
Lab.

Service ori-
ented middle-
ware for multi
UAV guided
ad hoc net-
works.

Sharma
and
Kumar
[14].

For the sake of robust-
ness, interoperability
and flexibility an
adaptable and scal-
able architecture is
required.

Topology manager,
Component controller,
Data/Traffic con-
troller.

1. Node tracking, path
discovery and channel
selection.
2. Medium access con-
trol, routing, service
identification and se-
curity.
3. Traffic generation
and control, Data
management.

1. Self Configurable.
2. High level of adaptability.
3. Easy maneuverability.
4. Esay upgrade.
. 5. Easy integration with
existing systems.

NS2 and Mat-
Lab.

Continued on next page

24



Table 2.1 – continued from previous page

Approach Author Motivation Components Features Pros and Cons Analysis

Distributed
component-
based frame-
work for un-
manned air
vehicles.

El-
Sayed
and
ElHelw
[49].

A component-centered
distributed frame-
work for UAVs which
presents the oppor-
tunity to incorporate
heterogeneous UAV
components.

Mission planner,
Task executor, World
model, DicoCom.

1. Reusable flexible
design.
2. Support for dis-
tributed Computing.
3.Heterogeneous envi-
ronment setup.
4. Multiple interaction
patterns for communi-
cation (Event driven,
Server push,query).

1 Seamless and highly robust
integration of distributed
components.
2. Dico-Script scripting lan-
guage that provides applica-
tion developers with design
options of Dico components.

Realtime.

A framework
for fuzzy logic
based UAV
navigation and
control.

Doitsidis
et al
[50].

Maneuverability, Con-
trol and navigation of
small unmanned aerial
vehicles.

Altitude fuzzy logic
controller, Latitude-
Longitude fuzzy logic
controller, Error Cal-
culating box.

1. Altitude fuzzy logic
controller processes
the input and presents
with desired elevation
and throttle of the
UAV.
2. The roll angle of
the UAV is provided
by Latitude-Longitude
controller.

1. Efficient fuzzy logic control
for ariel vehicles.
2. Real time flight perfor-
mance observations are re-
quired to correct the oscilla-
tions present in flight.

Matlab and
Aerosim Aero-
nautical Sim-
ulation Block
Set.

A Middleware
Architec-
ture for Un-
manned Air-
craft Avionics.

Lopez
et al
[51].

Complexity, space,
power, computation
limit the use of UAVs
in civil avionics. New
hardware/software
systems are required
that provide dynamic
control of UAV mis-
sions.

Service Containers. 1. Service container is
responsible for
a) Service manage-
ment.
b) Name management
provides abstract
view to application
developer.
c) Network manage-
ment and abstraction.
d) Resource manage-
ment.
2. Data Distribu-
tion System Model
supports remote pro-
cedure calls.

1. Low budget, efficient and
rapid deployment.
2. Completely distributed ser-
vices in form of applications.
3. Abstraction from complex
hardware and for application
developers.

Avionics use
cases.

Continued on next page
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Table 2.1 – continued from previous page

Approach Author Motivation Components Features Pros and Cons Analysis

A Service-
Oriented
middleware
for building
collaborative
UAVs.

Mohamed
et al
[18].

Distributed environ-
ment for application
development, deploy-
ment, operation and
management.

Collaborative UAV
Applications, Service-
Oriented Middleware,
Collaborative Services.

1. UAVs visualized
as service providers
(intermediate to ad-
vanced services).
2. Broker services
which have the current
and estimated position
of UAVs over a given
time interval.
3. Synchronized ser-
vice call and asyn-
chronous messages
for local and remote
services respectively
4. Collaborative ser-
vices.

1. Position estimates help
invocation of remote services.
2. Transparency and dynamic
service deployment.
3. Communication method
and heterogeneity abstraction.
4. Self-organizing environ-
ment and interoperability.

Service-
Oriented
middleware
technologies

Aerial–ground
cooperative
vehicular
networking
architecture.

Zhou
et al
[26].

Aiding and assisting
ground VANETs by
deploying serial nodes.

Cooperative aerial-
ground network, On-
board control, sensing,
processing, diagnosis.

1. Performance im-
provement in VANETs
in tedious communica-
tion environment.
2. Multi-UAV assisted
VANET prototype.
3. Collaborative ser-
vices.

1. Effective UAV Scheduling.
2. Adaptive formation plan-
ning.
3. Energy efficient network.
4. Multidimensional channel
modeling.

Real Time.

On demand
UAV position-
ing.

Galkin
et al
[40].

UAVs acting as base
station/access points
for ground users in
thick urban environ-
ments.

LoS and Non-LoS
channel probabilities,
Signal fading behav-
ior, UAV Placement,
k-means Distance Dis-
tribution.

1. Density detection
using Nakagami-m
fading.
2. Optimal UAV
height maintenance for
access points.

1. Reduction in channel fad-
ing.
2. Minimal radio propagation
distance.

Mathematical
R simulations.

Continued on next page
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Table 2.1 – continued from previous page

Approach Author Motivation Components Features Pros and Cons Analysis

UAV deploy-
ment for 5G
heterogeneous
communica-
tions.

Sharma
et al
[44].

Cost effective deploy-
ment of UAV base
stations in 5G envi-
ronments.

Macro Base Station
(MBS), Cooperative
UAV allocation, Net-
work bargaining.

1. MBS decides UAV
placement.
2. UAV network bar-
gaining for serving
particular area.
3. Cooperative net-
work formation for
load balancing.

1. Enhanced overall through-
put.
2. Fifth percentile spectral
coherence.
3. Stable network formation
and coordination.
4. Coverage boost and better
SINR.

Numerical
simulations.

TDMA and
PFS based
aerial ground
communica-
tion.

Ho and
Shi-
mamoto
[52].

UAV nodes to remove
multi hop WSN com-
munications.

Prioritized Frame
Selection (PFS), Time
Division Multiple
Access (TDMA),
Frame based Random
Access (FRA).

1. PFS and TDMA
used simultaneously.
2. Different modes for
classified and non clas-
sified transmissions.
3. FRA replaces
CDMA for sensor
to UAV communica-
tions.

1. Optimal UAV altitude.
2. Scenario based optimal
packet size.
3. Optimal density of sensor
nodes.
4. Improved medium access.
5. Sensor activation and
transmission.

Software simu-
lations.

UAV assisted
border survel-
lance.

Berrahal
et al
[53].

Trespasser detection
using WSN-UAV
collaborative network.

VTail quadcopter,
RFID Tags.

1. Detecting and
resolving network
failures.
2. Network mainte-
nance.
3. Hostage scenario
retaliation.

1. Optimal sensor positioning
by UAV drops.
2. Transmitting and receiving
between isolated geography.
3. Sensor sleep paradigm.
4. Sensor wake-up procedure
under threat scenarios.

Real time
but simulated
environment.

Continued on next page
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Table 2.1 – continued from previous page

Approach Author Motivation Components Features Pros and Cons Analysis

Prioritized
data gather-
ing in aerial-
ground net-
works.

Say et
al [54].

UAV assisted data
gathering for improved
efficiency in WSN.

Priority-based opti-
mized frame selection
(POFS), Priority-
based contention
window adjustment
scheme (PCWAS),
Frame selection-
based routing protocol
(FSRP).

1. Sensor nodes split
into frames based on
geography.
2. PCWAS prioritizes
CSMA/CA MAC.
3. Each frame has
embeded transmission
priorities.
4. FSRP operates on
aforementioned frame
selection.
5. transmission dis-
tance based routing
protocol.

1. Minimized redundant
transmission.
2. Energy conservation.
3. Direction independent
UAV reception.
4. Reduced relative distance
between sender and receiver.
5. Better channel quality.

Software simu-
lations.

Data dissemi-
nation in delay
tolerant net-
works.

Reina
et al
[55].

Adjustment of inter-
related parameters for
data dissemination
in delay tolerant net-
works.

Non-Dominating Sort-
ing Genetic Algorithm
(NSGA-II), Com-
munity Resource for
Archiving Wireless
Data At Dartmouth
(CRAWDAD), Mo-
bility traces from
University Polytechnic
of Bucharest.

1. Probabilistic multi-
objective data dis-
semination in delay
tolerant networks.
2. Pareto front for
generating non-
dominant solution
pools.
3. Decision tree based
pooling from Pareto
front solutions.
4. Social connectivity
based result selection.

1. Overall and in-advance
estimate of possible solutions.
2. Evaluated solutions for
targeted performance levels.
3. Optimized delivery rate
and cost.
4. Minimal latency.

MobEmu and
Python DEAP

History-based
forwarding in
delay tolerant
networks.

Ciobanu
et al
[56].

High reachability
and proportionate
delivery throughout
the network.

Jaccard distance,
History encountered
ration, Eight such
mobility traces.

1. Probabilistic trans-
mission methodology
based on graphical cut
nodes.
2. History-based Jac-
card distance.

1. Better performance with
limited storage.
2. Optimized delivery with
minimized cost.
3. Reduced latency.
4. Reduced overflow of
buffers.

Trace emula-
tor.

Continued on next page
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Approach Author Motivation Components Features Pros and Cons Analysis

Tactical aerial
maneuvers
in disaster
response.

Sánchez-
Garćıa
et al
[57].

Efficient victim as-
signment for UAVs in
disaster situations.

Jaccard distance, Re-
alistic discrete time
mobility framework,
Simulated anneal-
ing algorithm, Hill
climbing algorithm,
Random walk, Bonn
Motion, Manhattan
grid model, Disaster
area model.

1. Realistic visu-
alization of victim
movements.
2. Jaccard based
aerial movements
to facilitate efficient
communication.
3. Comparative deci-
sions on UAV tactical
movement.

1. Self deployment of UAVs.
2. Maximized victim service
numbers.

Java and
Python.

UAV assisted
data dissem-
ination in
WSNs.

Khan
et al
[58].

Optimized packet de-
liver and operational
network lifetime.

Randomly deployed
nodes, Partitioned
sensor field.

1. Temporal data
gathering from ground
nodes.
2. Virtual grid based
low complex approach.

1. Reduced data dissemina-
tion cost.
2. Optimal route selection
and minimal route readjust-
ment.
3. Optimal data deliver with
reduced communication over-
heads.
4. Energy conservation in
ground nodes.

Java and
Python.

Behavior
evaluation of
ground nodes.

Oh et
al [59].

Fuzzy decision logic
based ground node
monitoring.

Trajectory and ve-
locity classification,
Extended kalman fil-
tering, Behavior anal-
ysis, Target tracking
filter, Sensor fusion.

1. Ground vehicle
driving mode detec-
tion using behavior
analysis.
2. String based clas-
sification of driving
mode history.
3. Fuzzification based
classification of be-
havior into threat or
temporal.

1. Significant rate of threat
detection.
2. Applicability in ground and
marine traffic control.

Numerical
simulations.

Continued on next page
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Approach Author Motivation Components Features Pros and Cons Analysis

UAV target
tracking.

Jensen
et al
[60,
61].

Cost efficient and time
constrained tracking of
tagged transmitters.

Fractional Order Po-
tential, Kalman Filter,
Monte Carlo Analysis,
Radio transmitter im-
plants.

1. Fractional Order
Potential for navigat-
ing aerial nodes.
2. Kalman filtering to
estimate transmitter
locations.
3. Monte Carlo Anal-
ysis to introduce and
compare proposed
techniques.

1. Hight target hit rate under
noisy signal propagation.

Real time.

Data collection
in WSN.

Jawhar
et al
[62].

Energy efficient ex-
tended network life-
time while monitoring
monitoring linear in-
frastructures .

Linear Sensor Net-
works (LSNs), Relay
node clustering.

1. Relay nodes serving
as cluster heads.
2. Back and forth
aerial movements
along linear network.
3. One hop transmis-
sion rage of sensor and
relay nodes.
4. Three independent
network models based
on UAV node move-
ments.

1. Reduced energy consump-
tion.
2. Reduced transmission
collisions.
3. Reduced hidden node
interference.

Software simu-
lations.

Data dissem-
ination in
linear wireless
networks.

Jawhar
et al
[63].

Energy efficient data
communication in lin-
ear wireless networks.

Linear Sensor Net-
works (LSNs), Relay
node clustering.

1. Relay nodes serving
as cluster heads.
2. Back and forth
aerial movements
along linear network.
3. One hop transmis-
sion rage of sensor and
relay nodes.
4. Three independent
network models based
on UAV node move-
ments.

1. Reduced energy consump-
tion.
2. Reduced transmission
collisions.
3. Reduced hidden node
interference.

Software simu-
lations.

Continued on next page
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Approach Author Motivation Components Features Pros and Cons Analysis

Coordination
and disaster
management.

Maza
et al
[64].

Multi-UAV distributed
task allocation.

AWARE platform,
TUB-H helicopters.

1. Multi-UAV surveil-
lance.
2. Fire threat confir-
mation.
3. Distributed task
allocation.
4. Conflict resolution.

1. Mission completion statis-
tics:
Node deployment, Firemen
tracking, Surveillance, Node
deployment and fire monitor-
ing, Fire monitoring, Load
transportation.

Real time.

Energy ef-
ficient data
dissemination.

Sharma
et al
[65].

Energy efficient aerial-
ground collaborative
data dissemination.

Fire fly optimization
algorithm (FFOA),
Aerial-ground collabo-
rative system model.

1. Eradication of
routing loops.
2. Attraction factor
of FFOA is is used for
network coordination.
3. Different attrac-
tion factor for differ-
ent communication
paradigms.

1. Energy efficient.
2. Continued aerial ground
connectivity.
3. Enhanced network lifetime.
4. Better coverage.
5. Increased throughput with
minimal delays.

NS2 and Mat-
Lab.

Data dissemi-
nation in UAV
assisted IoT.

Xue et
al [66].

Maximized data dis-
tribution in geographi-
cally dispersed IoT.

Non-convex optimiza-
tion (mobility and
energy constraints),
Alternating descent
procedure, Concave-
convex procedure.

1. UAV flight routines
of hovering, climbing
and descending for
energy conservation.
2. Hovering over
closeby nodes.
3. UAV gains altitude
for far off nodes.

1. Better data dissemination.
2. Enhanced network lifetime.

Software simu-
lations.

Data dissemi-
nation in UAV
assisted IoT.

Erman
et al
[67].

Maximized data dis-
tribution in geographi-
cally dispersed IoT.

Honeycomb tessella-
tion, Virtual infras-
tructure highways,
Hexagonal cell-based
data dissemination
(HexDD) protocol.

1. Fault-tolerant data
dissemination.
2. Routing holes by-
passed.

1. Reduced communication
and hot region cost.
2. Reduced energy consump-
tion.
3. High data delivery with
minimal latency

NS2.

Continued on next page
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Approach Author Motivation Components Features Pros and Cons Analysis

Behavior de-
tection in
VANETs.

Sharma
et al
[68].

UAV assisted vehicle
tracking and driver
behaviour assessment.

DEMATEL system,
Behaviour analysis

1. Novel UAV guided
VANETs.
2. Tracking and man-
agement of road vehi-
cles.
3. Vehicular tracing
and behavior classifi-
cation.
4. Vehicular assess-
ment for collision
prevention.
5. Analysis over both
mathematical and real
world data.

1. Statistical improvements:
Cost, Accuracy, Delay, Scala-
bility, positioning, Trade-off

Real time
evaluation.

Multi-UAV
enabled data
communica-
tion.

Zhan
and
Zeng
[69].

Maximum operational
time minimization in
UAV assisted data
collection.

M in–max multiple
traveling salesman
problem (min–max
m-TSP), Convex op-
timization, Bisection
method, Time dis-
cretization technique,
Karush–Kuhn–Tucker
(KKT), Successive
convex approximation
(SCA)

1. UAV trajectory
and sleep schedule
optimization.
2. Hovering mode
data collection.
3. Continuos data
collection by flying
mode.

1. Reduced hovering time.
2. Fast convergence.
3. Maximized data collection

Software simu-
lations.

Data dissem-
ination in
UAV assisted
VANETs.

Fan et
al [70].

Delay constrained
data delivery in Vehic-
ular Ad hoc Networks.

Multi-edge knap-
sack maximization
problem, Polyno-
mial time approx-
imation, Bisection
method, Time dis-
cretization technique,
Karush–Kuhn–Tucker
(KKT), Successive
convex approximation
(SCA)

1. Cooperative RSU
based path selection.
2. Probabilistic UAV
selection.

1. Optimized transmission
rate.
2. Maximized throughput.
3. Constrained delay.
4. Maximized delivery.

Simulation of
Urban Mobil-
ity (SUMO).

Continued on next page

32



Table 2.1 – continued from previous page

Approach Author Motivation Components Features Pros and Cons Analysis

Energy ef-
ficient data
dissemination.

Al-
Habob
et al
[71].

Minimal energy con-
sumption in UAV
assisted data dissemi-
nation for IoT devices.

Ant colony optimiza-
tion (ACO)

1. Selective reception
and transmission.
2. Optimized path
selection for energy
efficiency.

1. Energy conservation Software simu-
lations.

Data aggre-
gation in
multi-UAV
environment.

Xiong
et al
[72].

Energy efficient data
aggregation in multi-
UAV assisted ground
networks.

Store carry forward
(SCF) routing, Multi
hopping, Single coali-
tion strategy (SCS),
Coalition formation
strategy (CFS), Coali-
tion game theory.

1. Collaborative data
aggregation for UAV
transmissions.
2. Energy based dy-
namic routing choice.
3. Game theoretic
aerial collaboration for
ferrying and transmit-
ting data.

1. Energy conservation.
SCS to be used for small
data.
3. CFS to be used for large
data.

Software simu-
lations.

Routing proto-
col for conges-
tion control.

Sharma
et al
[73].

Fruit fly based routing
in multi-UAV assisted
ground networks.

OFFRP: Optimized
Fruit Fly algorithm,
Fruit fly index.

1. Relay selection
based on fruit fly
index.
2. Route maintenance
and periodic updates.
3. Smell index man-
ages contention win-
dow.
4. Route rehabilita-
tion maintains conges-
tion free operation.

1. Optimal routing.
Congestion control.
3. CFS to be used for large
data.

NS2 and Mat-
Lab.

Continued on next page
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Approach Author Motivation Components Features Pros and Cons Analysis

Rendezvous
and task allo-
cation.

Sharma
et al
[74].

Task allocation and
decision making in
multi-UAV networks
(FANETs).

Hill Myna optimiza-
tion, Desert sparrow
optimization.

1. Myna vocal rage
defines radio propaga-
tion range.
2. Common dialects
form a cluster.
3. Source, destination
and route decided
on the basis of Myna
participation.
4. Desert Sparrow
based non redundant
task allocation.

1. Statistical improvements:
Network cooperation time.
Coocgnitive transfer ration.
Network latency.
Handeled tasks.

Onboard pro-
cessors, Statis-
tical analysis,
NS2 and Mat-
Lab.
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2.1.2 Data Dissemination: Mobility and Trajectory Aware Frame-

works, Techniques, Middlewares and Architectures

The unexplored potential of UAV assisted networks brings certain challenges along-

side. Trajectory design, resource allocation, channel allocation, and trade-offs between

throughput and delays are a few identified challenges towards maximized data rates in

multi-UAV collaborative deployments [21]. UAV-assisted ground networks are due to gain

significantly from considering and exploiting the flexible mobility characteristics of aerial

nodes. UAV nodes are highly maneuverable and can provide greater opportunities for LoS

channel availability and better capacity with on-demand trajectory modifications [75, 76].

The on-demand availability of UAV mobility instead of predetermined paths can allevi-

ate the restrictions incurring from high latency and transmission losses and thus boosting

the overall data dissemination process. Table 2.2 presents mobility/trajectory centric ap-

proaches, frameworks, techniques, middlewares and architectures for data dissemination

in multi-UAV assisted networks.

Table 2.2: Data Dissemination: Mobility and Trajectory Aware Frameworks,
Techniques, Middlewares and Architectures.

Approach Author Parameters of Interest Key Components Ground Net-

work

Aerial

Net-

work

Target

Trajectory and

transmission

design.

Wu et al

[77].

Multiuser scheduling.

UAV Trajectory.

UAV Energy.

Non-convex optimization.

Block coordinate descent.

Successive convex opti-

mization.

Mobile users. Multi-

UAV.

Maximized

through-

put.

Trajectory

optimization for

network edge

data delivery.

Chenj et

al [78].

End user service.

Date rate.

Minimum connection

time.

Decomposed convex

optimization.

Iterative component

design.

Edge users. Single-

UAV.

Maximized

sum rate

(MSR).

Trajectory

design for time

minimization.

Zeng et

al [79].

Mission completion time.

File recovery probability.

UAV speed.

UAV path.

Mixed-integer non convex

problem.

Convex optimization.

Ground termi-

nals.

Single/Multi

UAV.

Mission

com-

pletion

time.

UAV

enabled

multi-

casting.

Energy efficient

aerial transmis-

sions.

Zeng et

al [80].

Communication through-

put.

UAV energy requirements.

UAV speed and direction.

Optimal UAV flight

radius.

Optimal UAV speed.

Ground termi-

nals.

Single/Multi

UAV.

Energy

effi-

ciency.

Trajectory and

transmission de-

sign for multiple

access networks.

Wu et al

[81].

Multi-user communication

scheduling.

UAV trajectory over fixed

plane.

Block coordinate descent.

Successive convex opti-

mization.

Mobile users. Multi

UAV.

Maximized

through-

put.

Continued on next page

35



Table 2.2 – continued from previous page

Approach Author Parameters of Interest Key Components Ground Net-

work

Aerial

Net-

work

target

Energy trade-offs

in aerial ground

communications.

Yang et

al [82].

Optimal ground terminal

transmission power.

UAV trajectory.

Optimized UAV propul-

sion energy.

Optimal ground node

transmission energy.

Ground terminal. Multi

UAV.

Energy

tradeoff

with

straight

and

circular

trajecto-

ries.

Wireless power

transfer.

Yang et

al [83].

Minimum received energy.

Speed constraints.

Lagrange dual method.

Successive convex opti-

mization.

Energy receivers. Multi

UAV.

Average

received

power.

Communication

design.

Na et al

[84].

Average harvested energy.

Average achievable rate.

UAV trajectory.

User scheduling.

Sub-carrier and power

allocation

Orthogonal Frequency

Division Multiplexing

(OFDM).

Simultaneous Wireless

Information and Power

Transfer (SWIPT).

Non-convex optimization

Ground users. UAV. Enhanced

conver-

gence.

Power Optimiza-

tion for UAV

Relay.

Zhang

et al

[85].

UAV trajectory.

Power control.

Maximum outrage proba-

bility

Mobile devices. Multi-

UAV.

Amplification

and

relaying.

Trajectory

planning for data

collection.

Samir et

al [86].

UAV flight.

Time.

Branch, reduce and bound

(BRB) algorithm.

Successive convex approx-

imation.

IoT devices. Multi-

UAV.

Displacement

and

Time

dead-

line.

Trajectory and

power modelling.

Cui et al

[87].

Secrecy rate.

Trajectory.

Transmit power.

Block coordinate descent.

S-procedure.

Successive convex opti-

mization.

Ground receivers. Multi-

UAV.

Average

worst

case

secrecy

rate.

Wireless power

transfer.

Hu et al

[88].

UAV speed.

UAV Trajectory.

Lagrange dual method.

Successive convex opti-

mization.

Ground devices. Multi-

UAV.

Minimum

received

energy.

Coarse trajectory

design.

Tran et

al [89].

UAV path.

UAV Velocity.

Heuristic search.

Dynamic programming.

Traveling salesman prob-

lem.

Variable ground

devices.

Multi-

UAV.

Minimized

energy

con-

sump-

tion.

Trajectory con-

trol algorithm.

Fadlullah

et al

[90].

Congestion.

Average node distance.

Trajectory control algo-

rithm.

Unmanned aerial

systems (UAS).

UAS. Congestion

allevia-

tion.

Energy efficient

trajectory design.

Sallouha

et al

[91].

UAV altitude.

UAV energy.

Energy-constrained

optimization.

Terrestrial

anchors.

Multi-

UAV.

Minimum

local-

ization

error.

Communication

design.

Li et al

[92].

UAV trajectory.

UAV Convergence.

Successive convex approx-

imation.

Iterating methods.

Ground termi-

nals.

Multi-

UAV.

Minimum

secrecy

rate .

Continued on next page
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Approach Author Parameters of Interest Key Components Ground Net-

work

Aerial

Net-

work

target

Secure UAV

communications.

Zhang

et al

[93].

UAV trajectory.

UAV transmission power.

Uplink and downlink

transmissions

Successive convex approx-

imation.

Block coordinate descent.

Ground nodes. Multi-

UAV.

Secrecy

rate.

Cellular UAV

communications.

Zhang

et al

[94].

UAV trajectory.

UAV connectivity.

Signal to noise ratio

Successive convex approx-

imation.

Block coordinate descent.

Cellular net-

works.

Multi-

UAV.

UAV

mission

time.

UAV task of-

floading.

Xiong et

al [95].

UAV trajectory.

Task offloading.

Bit allocation

Alternative optimization. IoT devices. Multi-

UAV.

Minimal

energy

con-

sump-

tion.

Surface assisted

UAV transmis-

sion.

Li et al

[96].

Passive beam-forming.

UAV trajectory

Successive convex approx-

imation (SCA).

Phase-shift solution.

Re-configurable

intelligent sur-

faces.

Multi-

UAV.

Average

achiev-

able

rate.

UAV assisted

non-orthogonal

multiple access

(NOMA) net-

works.

Zhao et

al [97].

NOMA precoding.

UAV trajectory

Alternate user scheduling. Base stations. Multi-

UAV.

Maximal

sum

rate.

UAV trajectory

in maritime

environment.

Tang et

al [98].

UAV path Snap trajectory method.

Corridor constraint

optimization.

Ground nodes. Multi-

UAV.

Average

devi-

ation

distance.

Secure UAV

transmissions.

Zhong

et al

[99].

UAV trajectory.

Communication and

Jamming power.

Alternating optimization.

Successive convex approx-

imation.

Ground nodes. Multi-

UAV.

Average

secrecy

rate.

Search time

optimization.

Pérez-

Carabaza

et al

[100].

UAV collision.

Target detection time.

Loss.

Ant colony optimization. −−. Multi-

UAV.

Minimum

Time

Search

(MTS).

UAV enabled

secure communi-

cation.

Zhou et

al [101].

Transmission power.

UAV trajectory.

Alternating iterative

algorithm.

Successive convex approx-

imation.

Information

receivers (IRs).

UAV

base

stations.

Minimum

average

secrecy

rate.

UAV assisted

NOMA and IoT.

Zhou et

al [102].

UAV trajectory

planning.

Subslot alloca-

tion.

Lagrange Multiplier.

Bisection method.

Wireless powered IoT

terminals.

Multi-

UAV.

Average

achiev-

able

sum

rate of

uplink

commu-

nica-

tions.

Age optimal

trajectory design.

Liu et al

[103].

UAV trajectory planning. Hamiltonian path.

Dynamic programming.

Genetic algorithm

Wireless sensor

networks (WSN).

Multi-

UAV.

Data

collec-

tion.

Resource alloca-

tion design.

Li et al

[104].

UAV trajectory.

Sub-carrier allocation.

Mixed integer non-convex

optimization.

Ground users. Multi-

UAV.

Maximal

system

through-

put.

Continued on next page
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Approach Author Parameters of Interest Key Components Ground Net-

work

Aerial

Net-

work

target

3 dimensional

trajectory opti-

mization.

You et

al [105].

UAV trajectory.

UAV communication

scheduling.

Block coordinate descent.

Successive convex opti-

mization.

Wireless sensor

networks(WSN).

Multi-

UAV.

Average

data col-

lection

rate.

UAV assisted

IoT.

Na et al

[102].

UAV trajectory.

Sub-slot allocation.

Power allocation

Alternative iteration

algorithm.

IoT devices. Multi-

UAV.

Minimum

achiev-

able

rate.

Trajectory design

for resource

allocation.

Sun et

al [106].

Power consumption.

Energy harvesting.

Storage capacity.

Quality of service require-

ments

Monotonic optimization.

Successive convex opti-

mization.

−−. Solar

powered

UAV.

Average

system

through-

put.

UAV enabled

wireless power

transfer.

Xu et al

[107].

UAV mobility.

Transferred energy.

UAV velocity.

Pareto-boundary energy. Energy receivers

(ERs).

UAV-

mounted

energy

trans-

mitter

(ET).

Wireless

power

transfer

(WPT)

effi-

ciency.

Decentralized

trajectory design.

Hu et al

[108].

UAV trajectory.

UAV sensing.

Reinforcement learning.

Markov chains.

IoT devices. Multi-

UAV.

UAV

utility.

UAV enabled

radio access.

Zhang

et al

[109].

UAV trajectory.

UAV transmissions.

Block coordinate descent.

Successive convex opti-

mization.

Ground users. Multi-

UAV.

UAV

flight

dura-

tion.

Mission

com-

pletion

time.

Dual UAV as-

sisted secure

transmission.

Cai et al

[110].

UAV trajectory.

UAV speed.

User scheduling.

UAV return constraint.

UAV collision constraint.

Binary joint optimization

algorithm.

Ground users. Dual

UAV.

Minimum

worst-

case

secrecy

rate.

Resource al-

location in

apace-air-ground

IoT.

Wang et

al [111].

UAV trajectory.

Connection scheduling.

Power control

Block coordinate descent.

Successive convex opti-

mization.

Internet of

Remote Things

(IoRT).

Multi-

UAV.

Overall

system

capacity.

Joint offloading

for mobile edge

computing.

Hu et al

[112].

UAV trajectory.

Offloading ratio.

User scheduling.

Energy consumption.

Decomposition-based

algorithm.

Wireless nodes. Multi-

UAV.

Minimum

average

delay.

Multi-Hop UAV

Relaying.

Zhang

et al

[113].

UAV trajectory.

Transmit power optimiza-

tion.

Collision avoidance.

Alternating maximization.

Successive convex opti-

mization.

Wireless nodes. Multi-

UAV.

End-

to-end

through-

put.

Trajectory plan-

ning for disaster

scenarios.

Demiane

et al

[114].

UAV trajectory.

UAV waypoints.

Received signal strength

indicators (RSSI).

Mobile devices. Multi-

UAV.

Localization

accuracy

of

mobile

devices.

Continued on next page
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Approach Author Parameters of Interest Key Components Ground Net-

work

Aerial

Net-

work

target

Energy efficient

trajectory design.

Xu et al

[115].

Flight trajectory.

Energy consumption.

Linear programming

(LP).

Successive convex opti-

mization.

Distributed

ground termi-

nals.

Multi-

UAV.

Throughput

thresh-

old.

Multi-UAV

trajectory and

power control.

Liu et al

[116].

Flight trajectory.

Power requirements.

Multi-agent Q-learning.

Echo state network

(ESN).

Mobile ground

nodes.

Multi-

UAV.

Sum

transmit

rate.

Maximized

user

rate.

Secrecy of UAV

systems.

Pan et

al [117].

Received signal-to-noise

ratio.

Probability density.

Monte Carlo simulations. Ground receiver. Multi-

UAV.

Secrecy

outage

perfor-

mance.

UAV assisted

ground relays.

Zeng et

al [118].

Transmit power.

Relay trajectory.

Successive convex opti-

mization.

Ground relays. Multi-

UAV.

Throughput

maxi-

miza-

tion.

UAV sensing

cellular networks.

Zhang

et al

[119].

UAV sensing.

UAV trajectory.

UAV transmissions

Successive convex opti-

mization.

Differential methods

Base stations. Multi-

UAV.

Maximum

energy

effi-

ciency.

Trajectory design

for UAV assisted

WSN networks.

Zhang

et al

[120].

UAV mobility.

UAV trajectory.

Successive convex opti-

mization.

Traveling salesman prob-

lem

WSN. Multi-

UAV.

Minimal

mean

square

error.

UAV trajectory

and protocol

design.

Hua et

al [121].

Time allocation.

UAV trajectory.

reflection coefficient.

Successive convex opti-

mization.

Block coordinate descent.

Backscatter

device (BD).

Multi-

UAV.

Maximum

system

ergodic

capacity.

Re-enforcement

learning based

trajectory design.

Yin et

al [122].

Trajectory learning. Markov decision process.

Model-free reinforcement

learning.

Deterministic policy

gradient (DPG)

Multiple ground

users.

Multi-

UAV.

Maximum

expected

uplink

sum

rate.

Multi-UAV

trajectory opti-

mization.

Choi et

al [123].

UAV Trajectory. Non-Uniform Rational B-

Spline (NURBS) surface

fitting.

−−. Multi-

UAV.

Aerial

Imaging.

Real time UAV

path planning.

Roberge

et al

[124].

UAV waypoints. Parallel genetic algorithm.

Particle swarm optimiza-

tion

−−. Multi-

UAV.

Superior

aerial

trajec-

tory.

Energy efficient

mobile edge

computing.

Li et al

[125].

UAV trajectory.

Transmit power.

Computation load alloca-

tion.

Non convex fractional

programming.

Dinkelbach algorithm.

Successive convex opti-

mization.

Ground users. Multi-

UAV.

UAV

energy

conser-

vation.

Multiple access

for mobile UAV

networks.

Cui et al

[126].

UAV trajectory.

Resource allocation.

Penalty dual-

decomposition.

Ground users. Mobile

UAV.

Minimum

average

rate.

Continued on next page
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Table 2.2 – continued from previous page

Approach Author Parameters of Interest Key Components Ground Net-

work

Aerial

Net-

work

target

UAV enabled

MAC.

Li et al

[127].

UAV trajectory.

Resource allocation.

Poer.

Flight

Lagrange dual decomposi-

tion.

Ground users. Multi-

UAV.

Maximum

average

sum

rate.

UAV enabled

amplify and

forward network.

Jiang et

al [128].

UAV trajectory.

Source/relay power.

Successive convex opti-

mization.

Iterative programming

Ground users. Multi-

UAV.

Maximum

end-

to-end

through-

put.

Multi-UAV

interference

coordination.

Shen et

al [129].

UAV trajectory.

Transmit power.

UAV speed.

UAV altitude.

Collision avoidance

Successive convex opti-

mization.

Ground wireless

networks.

Multi-

UAV.

Maximum

aggre-

gate

sum.

Energy efficient

trajectory design.

Zhu et

al [130].

UAV trajectory.

Transmit power.

Non service tolerant

approach.

Massive machine

type devices.

Multi-

UAV.

Power

con-

sump-

tion.

Energy con-

strained data

dissemination.

Gu et al

[131].

Trajectory optimization.

Transmit power.

IoT devices. Multi-

UAV.

Throughput

maxi-

miza-

tion.

2.1.3 Unmanned Aerial Systems (UAS) Safety

Unmanned Aerial Vehicles (UAVs) are autonomous flying robots, with or without pay-

load, which provide efficient low-complex connectivity and comprehensive encyclopedic

coverage. UAVs are on-demand low altitude alternatives to High Altitude Platforms

(HAPs) which come with an advantage of the Line of Sight (LoS). The UAV applications

range from aerospace, military, civil, biohazard and emergency scenarios, archaeology,

cargo transport, conservation, film making, health care, journalism, law enforcement,

UAV swarming and research [5, 132, 133, 134]. UAVs are also used as a relay for mobile

devices to receive an uplink from the base station and to amplify and forward it [85].

UAVs, together with HAP and satellite communication systems, form the Unmanned

Aerial System (UAS).

In special cases, UAVs are considered equivalent to the devices in the Internet of Things

(IoT), however, the procedures are designed by ignoring the fact that UAVs require

extra-features for trajectory designing, cooperative planning as well as mobility aware

transmissions. A network-connected autonomous UAV with feedback and sensing capa-

bilities can be classified as an IoT device but UAVs cannot be treated as a general network

component (with a difference of physical configurations and dynamics) and evaluations
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are not feasible if performed similarly to static sensor nodes in the network. Zhang et

al. [135] described UAVs as powerful IoT components capable of sensing and facilitating

communication, exploiting their mobility and flexible deployment. Terrestrial cellular

networks are considered to be the enablers of UAV sensing applications, and the concept

of non-cooperative cellular-Internet of UAVs is introduced, where intercepted data is pe-

riodically transmitted to the base for timely processing. The variations in operational

properties, the inclusion of mobility laws and an altogether difference in the dynamics,

separate UAVs from regular network nodes.

Table 2.3: Physical Layer Security Models Based on UAV Trajectory, Transmit Power,
User Scheduling and Jamming.

Approach Author Parameters of

Interest

Security Threat Key Compo-

nent

Aerial Network

Type

Securing UAV

communications.

Zhang et al [93]. UAV trajectory.

UAV power

control.

Physical layer

security.

Eavesdropper. Block coordinate

descent.

Successive con-

vex optimization.

Multi-UAV

broadcast.

Secure UAV

networks.

Li et al [92]. Flight trajectory.

Transmission

power.

Ground node

association.

Physical layer

security.

Eavesdropper. Alternating

method.

Successive con-

vex optimization.

Multi-UAV

broadcast.

Secure UAV

communications.

Zhong et al [99]. Flight trajectory.

Cooperative

jamming.

Physical layer

security.

Eavesdropper.

Confidentiality.

Alternating

optimization.

Successive con-

vex optimization.

Dual-UAV broad-

cast.

UAV-Enabled

Secure Communi-

cations.

Zhou et al [101]. UAV trajectory.

Jamming.

UAV power.

Physical layer

security.

Multiple eaves-

droppers.

Alternating itera-

tive algorithm.

Successive con-

vex optimization.

Multi-UAV

broadcast.

Dual-UAV Secure

Communications.

Cai et al [? ]. UAV trajectory.

User scheduling.

Jamming.

Physical layer

security.

Multiple eaves-

droppers.

Confidential

communication.

Joint optimiza-

tion algorithm.

Multi-UAV

broadcast.

Secrecy of UAV

Systems.

Pan et al [117]. UAV trajectory.

Signal to noise

ratio (SINR).

Physical layer

security.

Multiple eaves-

droppers.

Man in the

middle (MITM).

Monte-Carlo

simulations.

Multi-UAV

broadcast.

Secure data

dissemination.

Qureshi et al

[136].

Mobility. Physical layer

security.

Multiple eaves-

droppers.

Dragonfly opti-

mization.

Moth flame

optimization.

Ant colony

optimization.

Multi-Vehicular.

Secure Multi-

UAV Communi-

cation Systems.

Li et al [137]. UAV trajectory.

Jamming.

Resource alloca-

tion.

Physical layer

security.

Multiple eaves-

droppers.

Alternating itera-

tive algorithm.

Multi-UAV

broadcast.

Continued on next page
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Table 2.3 – continued from previous page

Approach Author Parameters of

Interest

Security

Threat Key Compo-

nents

Aerial Network

Type

Secure UAV

Communications.

Cui et al [87]. Robust UAV

trajectory.

Transmit power.

Physical layer

security.

Multiple eaves-

droppers.

Block coordinate

descent.

Successive con-

vex optimization.

Multi-UAV

broadcast.

UAV-aided

secure communi-

cations.

Lee et al [138]. UAV trajectory.

Transmit power.

User scheduling.

Jamming.

Physical layer

security.

Multiple eaves-

droppers.

Confidentiality

Successive upper

bound minimiza-

tion .

Multi-UAV

broadcast.

UAV Assisted

Secure Transmis-

sion.

Zhao et al [139]. Caching.

Jamming.

Physical layer

security.

Multiple eaves-

droppers.

Interface align-

ment.

Multi-UAv to

small cell base

station.

Secure UAV-to-

UAV.

Ye et al [140]. Robust UAV

trajectory.

Transmit power.

Physical layer

security.

Multiple eaves-

droppers.

Secrecy.

Monte-Carlo

simulations.

Multi-UAV

broadcast.

Cooperative

Secure Transmis-

sion.

Hua et al [141]. Interference

signals.

Secrecy rate.

Physical layer

security.

Multiple eaves-

droppers.

Secrecy.

Block coordinate

descent.

Dinkelbach

method.

Successive con-

vex approxima-

tion.

Multi-UAV

broadcast.

Secure Commu-

nication Under

UAV.

Li et al [142]. Channel estima-

tion.

Secrecy capacity.

UAV smart

attacks.

Multiple eaves-

droppers.

Secrecy.

Non cooperative

game theory.

Nash equilib-

rium.

Q-learning.

Multi-UAV

broadcast.

Secure proba-

bilistic caching.

Shi et al [143]. Transmission

scheduling.

Physical layer

security.

Multiple eaves-

droppers.

Secure proba-

bilistic caching.

Multi-UAV relay.

Cooperative

Jamming.

Li et al [144]. UAV trajectory.

transmit power.

Jamming.

Partial eaves-

dropper informa-

tion.

Physical layer

security.

Multiple eaves-

droppers.

Block coordinate

descent.

Multi-UAV air to

air broadcast.

Multi-UAV clus-

tering strategy.

Wu et al [145]. Communication

range.

Physical layer

security.

Cooperative

control.

Secure communi-

cation.

Hierarchical

virtual commu-

nication ring

(HVCR).

Multi-UAV

communications.

Secure task

allocation.

Fu et al [146]. Energy consump-

tion.

Artificial poten-

tial field.

Path planning.

Collision. Network attack.

Collision-

resistant.

Intrusion detec-

tion system.

Multi-UAV

communications.

Secure UAV

edge computing

systems.

Bai et al [147]. UAV energy. Physical layer

security.

Eavesdroppers. Computation

offloading.

UAV-mobile-

edge computing

(MEC).

UAV-Enabled

Secure Communi-

cations.

Zhang et al [148]. UAV trajectory.

Transmit power.

Jamming.

Physical layer

security.

Eavesdroppers. Deep reinforce-

ment learning.

Multi-UAV

assisted ground.).

Continued on next page
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Table 2.3 – continued from previous page

Approach Author Parameters of

Interest

Security

Threat Key Compo-

nents

Aerial Network

Type

UAV-Enabled

Secure Commu-

nications with no

fly constraints.

Gao et al [149]. UAV trajectory.

Transmit power.

UAV speed.

UAV position.

Physical layer

security.

Eavesdroppers. Alternating

optimization.

Successive con-

vex approxima-

tion.

Alternating di-

rectional method

of multipliers

(ADMM).

Multi-UAV

assisted ground.).

Optimal po-

sitioning and

secure communi-

cation.

Wang et al [150]. UAV trajectory.

Transmit power.

Jamming.

Physical layer

security.

Eavesdroppers. Multi-

dimensional

search.

Multi-UAV

assisted ground.).

Generally, the efforts towards the safety of UAS are reactive and directed towards chan-

nel monitoring and antenna transmission, instead of safeguarding the UAV and overall

networked system. Much of the literature is concentrated around resource allocation,

signal strength and antenna optimization challenges. As evident from Table 2.3 much of

the literature is focused around secure trajectory design and physical layer security when

it comes to multi-UAV assisted environments.

UAVs are equipped and made up of independent sophisticated technological components,

it is possible to attack an individual component and then launch an attack on the over-

all aerial network [151]. UAVs collect and collaborate massive amounts of information

through its sensors, GPS, camera and neighboring nodes. A hijacked drone can result in a

nightmare of amplified magnitudes. Once compromised, a UAV can be used to direct ter-

ror attacks, acts of mischief and crimes like the white hat and black marketing. Delivery

drones can result in loss of cargo or the expensive hardware itself [53]. An autonomous

book delivery drone once hijacked can be used to deliver arms and narcotics. The weak

signal strength can be exploited by jamming GPS satellite signals forcing a UAV to lose

its sense of location [152, 153, 154, 155].

Attacks can be launched by taking advantage of the leak in the use of encrypted GPS

signals. Launching such attacks pose substantial difficulty because authentication mech-

anisms are implemented to safeguard the GPS navigation system. It is hard for the

attacker to generate valid GPS signals, but the capture and relay of existing ones can be

exploited. The attacker does not need to know the spreading codes and data content of

the signal to launch a selective-delay attack. The hackers can operate on a delay time of

signals, and amplify or attenuate them [156].

The attacker can use a compromised UAV to take over the adjoining network by disrupting

the Wi-Fi links and the operational command. UAVs possess security flaws that combine
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both cyber and physical security concerns. By observing the (unsecured) communication

protocols and applying brute-force techniques, an attacker can discover the secret key

shared between the node and the operational command. The compromised key can be

used to impersonate the operational command and launch an identity cloning attack. An

attacker can employ timing attacks to transmit orders to the aerial node just before the

real operator does. The node will accept the attackers’ command and discard the actual

commands from the operator [157, 158]. The attacker can command the camera to turn

in the wrong direction restricting the desired information, compromise the data, steal the

drone and equipment attached to it.

Intercepting data links and feed capture are also easy to do if the feeds are not encrypted.

A man-in-the-middle attack can be mounted on an unprotected drone, sending commands

to reroute/reprogram the aerial node. Malware infections can also result from internal

adversaries and unskilled drone operators. Internal attackers possess a significant threat

towards the overall safe operations as secret operational characteristics can be released

unintentionally or on purpose. Alongside this, a static safety mechanism makes it almost

impossible to counter internal organizational-based attacks. A supply chain attack seeks

to damage the overall aerial network by targeting vulnerable elements in its global supply

network. Malware, spyware or viruses are introduced during the manufacture or are a

part of an update. The malware can be hidden in the libraries, middleware, OS, firmware

and micro-controller chips [159, 160, 161, 162].

The challenges against safe UAS are not completely addressable by using safeguarded

transmissions and secure channels. Majority intrusion to the overall networked envi-

ronment originates from hijacked/identity cloned devices and internal adversaries. The

introduction of advanced technology drives attackers towards more sophisticated attacks

on safe network deployment. A framework capable of dealing with attackers dynamically,

as well as isolating the rogue and compromised nodes, is capable of boosting the overall

network safety and mission directives. A layered model implementing transport security

and traffic scrutiny (mission data monitoring, path, trajectory and speed characteristics,

position tracking, authentication failures, channel use, and request characteristic) and im-

plementing access control and application security as the higher layer is required.

As UAVs are deployed to assist network similar to general terminals, the safety aspects

of the regular network hold valid in their case. Institute of Electrical and Electronics

Engineers (IEEE) also dictates minimum safety requirements for the proposed wireless

standards that are competitive in deployment and are selected based on the configurations

and types of nodes. Table 2.4 provides a detailed classification of the IEEE family of

wireless standards for supporting secure transmissions. Sub-standards are grouped into
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the initiating families for standards [163, 164, 165, 166, 167, 168, 169, 170, 171, 172,

173].

Table 2.4: IEEE Wireless Standards with Security Considerations.

Family
Standards/
Modulation

Classification Security Threats

IEEE 802.11
100-250 m

802.11 a/b/g/n
ac/ad/af/ah/ai
aj/aq/ax/ay/y

DSS, FHSS,
OFDM,OOK,
MIMO-OFDM

WLAN,
Wi-Fi

WPA2-AES
Pre-Shared Key,
WPA2-Radius
Authentication Server
EAP-TLS

Unauthorized Access,
Rogue Access Point,
DoD, DDoS,
Replay,
Man in the Middle,
Session Hijacking

IEEE 802.15
10-300 m
2-3 Kms (VLC)

802.15.1/15.2/
15.3a/15.3b/15.3c/
15.4a/15.4b/15.4c/
15.4d/15.4e/15.4f/
15.4g/15.6/15.7/
15.8/15.9/15.10

DSSS, Q-PSK,
BPSK, OOPASK

WPAN,
Coexistence,
High Rate WPAN,
Low Rate WPAN,
BAN,VLC, PAC,
KMP, L2 Routing

128 bit AES CBC,
128 bit AES CTR

Unauthenticated Encryption,
No Integrity on ACK Packet,
Man in the Middle,
Unauthorized Access,
Rogue Access Point,
DoD, DDoS,
Replay,
Session Hijacking

IEEE 802.16
9.7-16 Kms
Max. 30 Kms

802.16.1/16.2

OFDM, SOFDMA,
QPSK, BPSK,
16-QAM

WiMAX
PKM-128 bit RSA,
DES-CBC,
TEK

No Mutual Authentication,
Interleaving Attack,
Man in the Middle,
Unauthorized Access,
Rogue Access Point,
DoD, DDoS,
Replay,
Session Hijacking

IEEE 1609
1Km

1609.2,
1609.3,
1609.4,
1609.12

BPSK, QPSK,
16-QAM, 64-QAM

DSRC,
WAVE,
VANET

Signed PDU
(Hash Function),
Certificate Authority,
Symmetric Key
Encryption

Misconfigure Attacks,
Man in the Middle,
Unauthorized Access,
Rogue Access Point,
DoD, DDoS,
Replay,
Session Hijacking

The promising future of UAS is accompanied by the openness of the aerial communi-

cation. Both air to air, and air to ground communication and the equipment itself are

susceptible to information theft and jamming. SkyGrabber was used by insurgents to

hack into United States Military drone in 2009. The software turns satellite signals into

live TV feeds which can be easily intercepted by focusing a satellite dish. The insurgents

downloaded an un-encrypted US military communication between satellite and drone

[156, 174]. In 2011, another computer virus was found in Predator and Reaper Drone

operational ground control, for UAV communication networks [159].

Homeland security conducted a drone test at White Sands Missile Range, and rogue GPS

signals were broadcasted to the drone from a distance of 1 km. The signal deceived the

aerial node navigation control into believing that it was rising straight up. The spoofing

attack exploited a known vulnerability in GPS for UAV jacking [175]. Icarus is a radio

transmitter that can take charge of in flight drones and grants the attacker full control

of the device. The toolkit works against any aerial node that uses DSMx remote control

protocol [152]. A UAV node belonging to UAS can impersonate identity employing MAC

spoofing and further modification of IP address. The malicious aerial node can also fire
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Figure 2.3: UAS Attacks: (a) WormHole Attack; (b) Byzantine Attack; (c) BlackHole
Attack.

DoS attacks by generating high power transmissions. An authentication policy cannot

safeguard against the attack as a hacked node can be a warhead for such an attack.

Encrypted frequencies of GPS of RQ-170’s Achilles were jammed thus disrupting the com-

munication links and forcing it to switch to autopilot. It also interrupted the secure data

flow from the GPS satellites. The UAV under attack searched for unencrypted frequencies

normally used by commercial airliners. Then spoofing was employed to send wrong GPS

coordinates, tricking it into landing at a site which local navigational control thought

to be the pre-programmed base, and thus landing directly into the hands of attackers

[157]. Hacking is a powerful tool to break into complex connected networks. Maldrone

[160], specifically built to target aerial vehicles proves that drones can be commandeered

for more nefarious purposes. UAVs come with onboard geofencing software that restricts

them from flying close to restricted or sensitive areas. Rogue operators, with the amount

of technology available, can always build attack specific devices without any geofencing

hardware and software or they could turn to basic hacks.

Once inside the system, an attacker can take advantage of compromised security or jacked

nodes to launch a full-scale cyber/ network attack on the overall aerial system. A worm-

hole attack on UAS is possible when two or more compromised aerial nodes collaborate to
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form a tunnel. Blackhole attack is directed using a hacked or malicious UAV by exploit-

ing the properties of wireless routing protocols (Figure 2.3). The grey-hole attack, where

a node selectively forwards the packets, is much harder to mitigate in aerial scenarios.

Collaborative attacks such as Byzantine are hard to mitigate as a node or group selec-

tively forwards and discards the information creating routing loops. Replay attacks and

attacks by fabricated statistical messages can be mounted on aerial nodes as the rapidly

changing position proves advantageous to the attacker in impersonating another node’s

identity. Aerial nodes are also susceptible to rushing attacks which decreases the overall

routing potential of multi-hop routing protocols. Colluding mis-relay is another form of

Byzantine attack where targeted packet generally carry routing information, resulting in

zero or minimalist throughput levels. The complete taxonomy of cyber attacks attacks

on UAS is illustrated in Figure 2.4.

Telecommunication operators facilitate managed connections, controlling the end-to-end

delivery to maintain the minimum quality of service requirement. Managed connection

providers come with extensive experience towards addressing cyber threats directed to-

wards Public Switched Telephone Network and IP networks. Operators manage a layered

approach, relying on primary protection methods, for safeguarding the IP network and

communication channels, which enables them to achieve minimum safety specifications

and high levels of security.

The currently deployed generation of wireless communication, 4G LTE, is characterised

by increased security and reliability. The third-generation partnership project (3GPP)

demands the embedding of safety capabilities into the network architecture itself. The

technological flexibility, safety and security, better radio coverage and speed gains of LTE

have paved for recent developments in the field of UAV networks [176, 177, 178].

LTE nodes use Authentication and Key Agreement (AKA) for identifying themselves

to the network as well as for mutual authentication. The implemented authentication

protocol itself can be different but they all use the same AKA algorithm. The base

station (eNodeB) and the nodes communicate through air interface via radio frequency

(RF) and at both ends, IP packets are modulated into RF signals and vice versa. The

communication between base and node is not necessarily secure but 3GPP dictates that

both non-access stratum and radio resource control plane messages feature integrity and

reply protection. 3GPP mandates that the user plane signals are not necessarily integrity

protected but confidentiality protection is the responsibility of the PDCP and is left to

the organisational implementations [179, 180, 181, 182].

The air interface protection provides assurance that the messages are not intercepted

and deciphered by malicious attackers. EPS sencryption algorithms and EPS integrity
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algorithms are used for confidentiality and integrity. All the encryption algorithms use

256 bit keys where the least significant 128 bits are used [183, 184, 185].

There is a weakness in AKA authentication but LTE itself is susceptible to attacks. As the

eNodeB is hosted on sophisticated hardware platforms, it is susceptible to cyber threats.

The end nodes are still vulnerable to defection or hostile behaviours under malicious

attackers. The rogue base station is a new possible threat to LTE infrastructure, as

the eNodeBs are hosted on servers and hardware machines. Rogue base stations are

unlicensed entities that are not operated by the organisation [186, 187, 188].

Identity theft attacks are possible using a rogue base station. Rogue base stations can

cause jamming and DoS attacks using high-frequency signals. Forged authentication

request messages from a rogue base station can affect aerial networks, with an inability to

distinguish between authentic and unauthentic eNodeB. An unenclosed air interface can

lead to the possibility of eavesdropping. The LTE backhaul interface is also susceptible

to eavesdropping and loss of confidentiality [189, 190, 191, 192, 193, 194, 195, 196].

5G communication networks are not only an evolution from the current networks but

also add new capabilities to the existing 4G/LTE networks. 5G exploits existing setups

where the infrastructure is based on software defined networking and network function

virtualization. The standardization of 5G is still in process but 5G networks make use of

low, medium and high bands of communication and are termed as new radio air interface.

Although still in the inception phase, 5G networks require strong inter-working with

4G networks to establish a smooth transition. The Next Generation Mobile Networks

Alliance has introduced basic security requirements for 5G networks which includes radio

requirements such as threats against jamming attacks and improved safety of small cell

eNodeB’s. 5G includes all the safety paradigms of LTE networks with the inclusion

of civilian safety and safeguard the communication in mission-critical situations. The

standards also need to comply with the restriction of minimum latency guarantee [197,

198, 199, 200].

5G networks feature both message and entity authentication, which ensures that the

transmission and the transmitter are part of the network. 5G technology exerts that all

the communicating parties, direct or indirect, must be authenticated. Legacy networks

require the authentication between nodes and the network, whereas 5G networks impose

a demand for authenticating nodes, networks and services. Hybrid authentication also

supports multi-tier identity structure. This includes device identity and identity provided

by the service [201, 202, 203, 204, 205, 206, 207].
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Figure 2.4: Taxonomy of Threats Associated with UAS.
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The heterogeneous access privileges where different access technologies and multiple net-

work environments can be deployed, increase the burden of design and motivate malicious

intruders to take advantage of junction vulnerabilities. Additionally, the choice of the de-

vice, whichever way it accesses the network makes it even harder for the safety designers.

The gradual advent of technology also forces the attacks to take more sophisticated forms.

5G networks are susceptible to eavesdropping and man in the middle attacks. Jamming,

DoS and DDoS attacks are also passed on to the 5G networks from its predecessors

[208, 209, 210, 211, 212].

The future of wireless communication technology, 6th Generation Networks are dedicated

towards bringing an open paradigm shift by making wireless networks programmable.

6G is expected to incorporate Artificial Intellgence (AI) with distributed training of base

stations and equipments. The individual and organizational goals can be realised through

the mutual coexistance of distributed leaning agents in form of collective AI. In order to

accomodate the drastic changes, the technology and applications both need to adapt at

hardware and software levels [213]. The real time intelligence promised by the 6G Net-

works can help exploit the full potential of aerial systems as it facilitates both low latency

and collective AI. The 6G technology along side IoT is capable of guiding UAS towards

information value loops. Where information passes through a network so that it can be

communicated, and standards, like technical, legal, regulatory, allow that information

to be aggregated across time and space. Augmented behaviour and prediction is then

employed for taking action or shape human decisions in a manner leading to improved

performance and accuracy.

UAV networks can take advantage of on demand intelligent edge facilitated by the 6G

networks and can respond proportionately through unfamiliar or hostile environments

[214]. The powerful 6G is expected to provide reliability, low latency, and secure trans-

mission services but the dramatic improvements in technology (AI [215, 216, 217], Molec-

ular Communication [218, 219, 220], Quantum Communication [217, 221], Blockchain

[222, 223, 224], Visible Light Communication [225, 226]) will also navigate through secu-

rity and privacy concerns.

2.1.4 Software Defined Networks for UAVs

Software Defined Networks (SDN) is another development that has revolutionized the

communication technology. SDN can be thought of an evolution over traditional net-

works instead of a new technological development. Till recently, networking, compute

and data servers were kept functionally and spatially separate and their management is

also separated from each other. Different elements came together only after the realiza-
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tion of cheap and abundant data, compute and networking power in the data centers.

Virtualization added to the environment, the easy migration of servers as virtual ma-

chines. During all this evolution, network always remained the neglected member of the

computing family [227, 228]. The major force that hampered the development and led to

the slow innovation of network has always been the vertically integrated closed propri-

etary industry. This tiered structure of specialized applications over specialized control

programs over the specialized hardware leads to absolutely no or very little configura-

tion and customization options. It is approximately impossible to develop and test new

protocols and prototypes because of this extremely rigid environment [229].

The growing need of flexible and directly programmable agile networks which emerged

as a challenge after the introduction of cloud computing, distributed database and other

resource intensive applications demands an abstraction for the TCP/IP in order to make

the network centrally managed and to appreciate the global application development

initiative of the networking research groups [230, 231].

The fundamental or the radical approach that defines SDN is the control and data logic

which are physically separate. Time to time there have been efforts to reduce this network

complexity and make networks programmable. Open Networking Foundation (ONF) de-

fines the SDN controller as a logical entity which serves as the brain or network intelli-

gence. Controller alongside network hypervisor is responsible for generating an abstract

global view of the network. This programmable controller is responsible for the concep-

tualization of vender independence and freedom from the bottleneck of vertically inclined

network industry [232].

The decoupling of decision logic from the data plane, to realize an abstraction that will

make the network flexible, scalable, and programmable, is the key component behind the

innovation of SDN. The decision logic, commonly known as the control plane (or con-

troller), is the brain of the network, and the data plane is the networking element that

sits as a forwarding element (FE). The abstract global view of the network helps custom

programming the network without worrying about the underlying vendor-specific hard-

ware. The choice of using a centralized, logical centralized, or distributed controller is

still an open area of research. Centralized controllers being easiest to deploy are the heart

of experimental SDN and have a single point of failure but come with an advantage of the

ease of configuration. Logically centralized controllers are easy to scale as compared with

centralized controllers but are susceptible to failures and produce synchronization prob-

lems [230, 231, 227, 232]. Fully distributed models are still under experimentation and

testing phase. Table 2.5 details landmark SDN controllers and operating systems.

The inception of SDN began as a race towards more programmable networks. Open
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Signalling (OPENSIG) and Developed Control of ATM Networks (DCAN) are the initial

efforts to make ATM scalable and programmable [233, 234]. The 4D advocated an ap-

proach that detaches the routing control from the protocols governing interaction among

networking devices [235]. NETCONF [236] came up as a major break which laid the

foundation of many SDN controllers today. Project Ethane was the first major effort in

development of the architecture which solidified the grounds for SDN [237].

OpenFlow project started as a challenge to the slow and costly innovation in the field

of Networking. The slow innovation is underlined by the rigidity of the current network

architecture which is dedicated to the vertically scaling industry and makes it impossible

to experiment and innovate. OpenFlow is an effort to make network programmable and

more and more flexible. A flow table or more generally a routing table, a secure commu-

nication channel between controller and switch, and a south-bound protocol namely the

OpenFlow Protocol are the basis of the OpenFlow architecture. The interaction between

the hardware and the OpenFlow controller is facilitated by the South-Bound protocols

via a south bound interface. The controller is the brain of the network which takes care

of all the logical processing. The set of application programs interact with the controller

with the help of North-Bound protocols (Restful, JAVA RPC etc.) via a north bound

interface. There is also a East/West interface which facilitates the interaction between

multiple controllers. The flow table is similar to a normal routing table but contains more

fields for detailed specification and a match/action rule which defines the destiny of the

incoming packet [230, 227, 232].

ForCES is the least talked about SDN archietecture. The ForCES protocol can be used

by Control Elements (CE) to manage and configure a standalone or multiple Forward-

ing Element (FE). A given functionality is realized by numerous logically independent

Network Elements (NE) which mostly appear as a standalone piece of network entity.

CE implements the ForCES protocol and provides FEs with instructions. Generally CE

manager is responsible for all the management tasks. FE also implements the ForCES

protocol and use the switch hardware for packet processing as directed by one or more

CEs with the help of the ForCES protocol. A FE manager is responsible for generic FE

management tasks. ForCES Protocol Transport Mapping Layer uses the functionality of

the underlying transport layer protocol [238, 239]. The fundamental difference is that

in ForCES the FE and the CE act as a single entity, and the OpenFlow focuses on the

decoupling of control and forwarding plane.

Jain, et al. presented the Google’s B4 Software Defined WAN. The B4 architecture is

three tiered comprising of switch hardware, a site controller and a gateway. The switch

hardware with almost no intelligence only forwards traffic according to the flow table

52



entries. Network Control Server (NSA), Network Control Applications (NCA), Open

Flow Controller (OFC) forms the site controller. The purpose of the SDN Gateway is to

abstract the implementation details from the network Traffic Engineering (TE) server.

The switch events and the information gathered from NCA is used by the OFC to establish

a Network State. An Open Flow Agent (OFA) runs on the Linux processor switch which

forward packets to the Open Flow Controller which then forwards packets to the protocol

stack (Here the BGP stack in particular). The current state of the network is maintained

by the Network Information Base (NIB) and the Routing Application Proxy (RAP) is

responsible for the linking of Quagga and OF switches. The routing updates are managed

by the Quagga. RAPd component takes updates and proxies from Quagga’s RIB and

delivers it to RAP. RAP converts from RIB entries which form a global network view to

low level hardware view of switches [240].

Shin, et al. gave architecture for the application programming interfaces in SDN. Service

oriented/aware networking and the network complexity are the driving forces behind the

migration from traditional networls to SDN. New set of interfaces were introduced with

the programmability of the control logic. The interface managed by the southbound

protocols between the control and data plane is known as South-Bound interface. The

interface between network infrastructure and control plane is the North-Bound interface

whereas the interface between various controllers is called the East/West interface [241].

Heller, et al. [242] discussed the required number of controllers and their arrangement

with focus on average and worst case latency as placement metric. Placement varies

topology to topology and random placements tend to degrade the network performance

exponentially. Finally a K-centre algorithm is proposed to find the placements so as to

reduce the average propagation latency.

Tootoonchian, et al. [243] tested their controller i.e. NOX-MT on various performance

metrics such as maximum throughput, relationship with switches, relationship with load

level and write-intensive loads. Controller response time was justified with the help of

minimum and maximum response time, relationship with the load level and number of

active switches. Authors showed the improved performance to set up micro benchmark

but at the same time suggested more than one controller is required for larger and random

networks and placement is of prime importance.

Yao, et al. [244] demonstrated the cascading controller failures and suggested that the

major problems arise due to the deployment of lesser number of controller’s or a few

controllers have a lot more load than others. Authors propose load balancing and load

redistribution can help elevate the problem.
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Table 2.5: Open Source SDN Controllers and Operating Systems.

NOX POX RYU TREMA FLOODLIGHT OPENDAYLIGHT BEACON
License GPL Apache Apache 2.0 GPLv2 Apache EPL 1.0 BSD

Contributors

NICIRA.
Stanford University.
ON Labs.
UC Berkley.
ICSI.

NICIRA.
Stanford University.
ON Labs.
UC Berkley.
ICSI.

NTT Labs.
NEC.
GPLv2 Scheme.

Big switch
networks.
Based on
Beacon.

Open Daylight
community.
Linux foundations
collaborative
projects.

Stanford university.

Language
support

C++. Python. Python. C/Ruby.
Java.
Rest API.

Java. Java.

Operating
system

Windows.
Mac.
linux.

Windows.
Mac.
Linux.

Linux. Linux.
Windows.
Mac.
Linux.

Platform
independent JVM.

Windows.
Mac.
Linux.

OpenFlow
version

1.0 1.0

1.0, 1.2, 1.3,
1.4, 1.5, 1.6.
NICIRA
extensions.

1.0.
1.3.x via
TremaEdge.

1.2, 1.2, 1.3
1.4.

1.1, 1.3, 1.5
1.6.

1.0.

Openstack
No quantum
plugin.

No quantum
plugin.

Yes. Yes. Yes. Yes. Yes.

UI GUI. Web based. GUI. No. Web based. GUI. Web based.

Emulation
Mininet
OpenVswitch.

Mininet.
OpenVSwitch.

Mininet.
OpenVSwitch.

On board.
Mininet.
OpenVSwitch.

Mininet.
OpenVSwitch.

Mininet.
OpenVSwitch.

Threading Multi. Single. Single. Single. Multi. Multi. Multi.

Interface
OpenFlow
southbound.

OpenFlow
southbound.

OpenFlow
southbound.
OVSDB.
JSON.
REST Api
northbound.

OpenFlow
southbound.

OpenFlow
southbound.
JAVA, REST
northbound.

OpenFlow
southbound.
JAVA RPC,
REST
northbound.

OpenFlow
southbound.
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Sallahi and St-Hilaire [245, 246] proposed an optimal model for controller placement which

takes into account no of packets, available ports, bandwidth switch and hardware cost

etc. The model is optimally able to solve the problem of controller placement as well as

the no of controller required. The model is also capable of backward compatibility.

Bari, et al. [247] proposed a heuristic approach for dynamic controller provisioning in

SDN. Authors talk about partitioning of network into multiple domains in which each

domain is controlled by a specific controller. Dynamic Controller provisioning is a NP

Hard problem so the authors suggest a heuristic approach that takes into account network

topology, traffic matrix, previous switch–to–controller assignment, and set of switches S,

possible controller locations, controller capacity vector, and delay constraint. Greedy

Knapsack and simulated annealing based approach is adopted by the authors to propose

an approximate solution.

Tootoonchian and Ganjali proposed HyperFlow in which NOX controller runs an instance

of hyperflow. Hyperflow localizes the decision making, in spite of the fact, that it keeps

network logic centralized. It is tested to perform well in mission critical situations. Hy-

perflow is robust in case of infrastructure failure and has an additional advantage of very

less inter area control traffic when it comes to highly partitioned networks [248].

Dixit, et al. [249] proposed ElastiCon, an elastic distribution of SDN controller. The

authors propose a distributed controller, a switch migration protocol and a load adapting

mechanism. The authors consider liveliness which means at least one controller is active

per switch and safety which considers the duplicate entries and flow table consistency as

the base of switch migration protocol. Load adaptation is composed of load estimation,

adaptation decision making and load adaptation rules.

Schmid and Suomela talked about the locality in distribution of SDN control. The authors

presented a view of the distributed SDN control plane with the help of local algorithm

i.e. with slight modification these algorithms allow coordination among the controllers

that they take care of their own neighborhood alongside cooperating with each other.

Authors also propose a local distributed model for it [250].

Yao, et al. [251] gave the capacitated controller problem in which the authors suggest

that the server capacity limitation, the latency of message processing and the failure

rate of the heavily loaded servers is of utmost concern. The strategy presented reduces

the actual instances of the controller and also proves beneficial in load balancing of the

overloaded units.

Muñoz, et al. [252] presented Virtual Tenant Networks (VTN) which is generally the

virtualization of the SDN Control, making it dynamically scalable and provides flexible
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control and configuration. De Oliveira et al [253] proposed SDN based wireless sensor

network where nodes were subdivided into switch nodes and controller nodes, making the

architecture flexible and scalable. Another important development is the heuristic based

SDN controller placement in large scale WAN networks. The authors aim at achieving

controller placement according to Pareto-Based optimality principle and provides the

optimal placements considering various metrics [254]. SDN/OpenFlow based controller

options were also considered in 5G networks. Two layered architecture with a global and

several local layers were discussed in order to facilitate movements and migrations [255].

The control plane issues for WiFi SDNs are discussed in [256]. Partitioning of SDN into

distributed control instances is presented in [257].

2.2 Conclusion

The chapter presented an aggressive and in-depth analysis of the problem at hand with

the help of published research, projects and standards. Both transmission scheduling

and mobility based data dissemination frameworks are covered in literature. Alongside

the frameworks, middleware and architectures are also surveyed. Apart from research

articles and projects, communication standards, industry whitepapers and technological

articles are also thoroughly analyzed. Past, present and future of wireless communication

technology is accessed on the merits of data dissemination, mobility and trajectory, safety

and QoS. The analysis of the published work helped, develop a thorough understanding

of the problem at hand and also aided in curating a narrative towards possible solutions.

The review of published works also helped in navigating through the research gaps and

challenges, borrowing already existing solutions and selecting possible candidates for

evaluating the proposed solutions. Published literature also guided us towards developing

agile, flexible and multi-dimensionally scalable solutions.
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Chapter 3

Transmission Scheduling Based Data Dissem-

ination 1

The cooperation between WSNs and UAV networks can achieve many goals related to

weather forecasting and remote sensing, military operations and surveillance, monitor-

ing of inhabited areas, cooperative systems, information relaying, agricultural support,

disaster relief, archaeology, pollution control, etc [23]. The data rate, signal fading, inter-

ference, spectral efficiency, and link reliability are major problems in wireless communi-

cation. Multiple-Input Multiple-Output (MIMO) is a recent advancement in technology

that exploits antenna diversity and spatial multiplexing to increase capacity and enhances

the link reliability. The MIMO technology enables many signal paths by employing multi-

ple transmitter and receiver antennas. Effectively, MIMO is a spatial diversity that helps

to improve the signal to noise ratio and spatial multiplexing by increasing the capacity

of the channel. Multiuser-MIMO (MU-MIMO) is an enhancement over the preexisting

MIMO systems in which the station can communicate with multiple users simultaneously

while improving capacity and multiplexing gains [258, 259].

Another interesting development in the field of networking is the inception of SDN. The

communication networks follow a vertically integrated proprietary and vendor-specific

trend. This proprietary network industry along with the hardware and protocols makes

it impossible to experiment with the organizational network. Application Specific Inte-

grated Circuits (ASICs)) today come with logic hard coded and leave the organization

with very less or no choice of custom tailoring their requirements. The decoupling of

decision logic from the data plane, to realize an abstraction that will make the network

flexible, scalable, and programmable, is the key component behind the innovation of SDN.

The decision logic, commonly known as the control plane, is the brain of the network,

and the data plane is the networking element that sits as a forwarding element (FE). The

abstract global view of the network helps custom programming without worrying about

the underlying vendor-specific hardware [229, 260].

1Mohd. Abuzar Sayeed, Rajesh Kumar, Vishal Sharma, “Efficient data management and control over WSNs us-
ing SDN-enabled aerial networks”, International Journal of Communication Systems (IF 1.319), Wiley, August (2019).
[Published]
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UAVs are multi-component systems comprising both hardware and software units along-

side navigation and control. The basic requirement for UAV guided ad hoc networks is

an efficient mobility model, communication system, and situational awareness. The UAV

movement is also characterized into two categories, ie, gliding and hovering. Gliding ca-

pabilities of UAVs result in longer flight and better coverage but require more space and

operational skills, whereas hovering capabilities result in better acquisition but extremely

low battery life. Tactical movement, navigation, ground-to-air network formation, effi-

cient relays, and reception of data have always been an issue with WSNs and UAVs.

The depleting energy in WSN results in frequent disconnections. The aforementioned

issues present an opportunity for exploiting the fast and energy efficient MIMO trans-

missions and using SDN to achieve flexible deployment of UAVs. This allows constant

reconfiguration of the underlying fast changing topology for achieving high gains over the

current systems.With the application of SDN, there is an important issue to address, ie,

placement of the SDN controller. Also, it requires a decision on keeping the controller

centralized, distributed, or logically distributed.

3.1 Efficient Data Management and Control over WSNs

using SDN-Enabled Aerial Networks

The proposed system model incorporates efficient and simple movements of UAVs for

increasing the flight time and better data transmission/reception. A dynamic, flexible,

easy to implement mechanism is presented for topology formation. It is energy efficient

and avoids disconnections and dead transmissions. The system model exploits the hov-

ering capabilities of aerial nodes and builds upon them a framework for data distribution

from ground nodes to base station via UAVs. The proposed SDN controller defines and

guides the overall topology whereas the proposed energy model is consumed by the SDN

controller as input. The topology is frequently reconfigured and updated whenever there

is a change in state of WSN nodes. The state change of nodes itself is evaluated by

the base station/SDN controller. The flow entries of the aerial nodes which decide upon

the transmission scheduling are updated on temporal basis by the ground controller.

The framework also incorporates sleep state management for WSNs,which relies on UAV

maneuvers for energy efficiency and back-off counter, which provide non-conflicting ran-

dom back-off intervals without increasing the waiting time. The major advantage of the

proposed approach is its simplicity as it does not require any special configurations. It

employs the existing hardware, software, and available specifications in a more effective

and energy efficient way.
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3.2 UAVs Coordinated WSNS

The proposed approach focuses on energy-efficient data dissemination in multi-UAVs-

enabled WSNs. The network comprises UAVs, sensor nodes, base/ground station, and

an SDN controller on the local base station. The sensor nodes are placed into cells that

are designed to be octagonal instead of the regular hexagonal layout. The octagonal

shape is chosen as the square area bounded by four octagons is used for the placement

of base stations. This is inspired by Sharma and Kumar [5]. The center of the cell,

which is traditionally occupied by the base station now, has a resident SDN controller.

The controller is responsible for logical topology formation and updating of Forwarding

Information Base (FIB). The octagonal cells are themselves divided into eight sectors.

The sensor nodes occupy the region inside each cell. Figure 3.1 gives a global view of the

overall system model.

SDN 

Controller 

Local 

Base 

Station

Base 

Station

Fixed 

Wing 

UAV

Figure 3.1: An Illustration of the Overall System Layout.

Since WSN nodes are mapped to individual sectors of a cell, it is important to map ground

nodes as well as UAVs to particular sectors within the cells. To perform this mapping,

the Barycentric coordinate system is applied [261]. Intuitively, the idea of sectors comes

from the UAV maneuver angels. Points (xi, yi), (xj, yj) define two consecutive UAV

turning points. Both the points, together with the center (xc, yc) of the cell, essentially
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form a sector.

The mapping of a point (communication node) (xn, yn) to a particular sector is done

according to Equation 3.1 to Equation 3.8:

xn = ai × xc + aj × xi + ak × xj, (3.1)

yn = ai × yc + aj × yi + ak × yj, (3.2)

ai + aj + ak = 1, (3.3)

ai =
((yi − yj)× (xn − xj) + (xj − xi)× (yn − yj))
((yi − yj)× (xc − xj) + (xj − xi)× (yc − yj))

, (3.4)

aj =
((yj − yc)× (xn − xj) + (xc − xj)× (yn − yj))
((yi − yj)× (xc − xj) + (xj − xi)× (yc − yj))

, (3.5)

ak = 1− ai − aj, (3.6)

where, ai, aj, ak are scalers, and,

0 ≤ a ≤ 1, 0 ≤ b ≤ 1, 0 ≤ c ≤ 1, (3.7)

a+ b+ c = 1. (3.8)

Each cell uses two UAVs for relays and transmissions. The UAVs fly autonomously in the

same direction clockwise or anticlockwise. The position and velocity of the aerial nodes

are controlled by the SDN controller. This is done in such away that at any given time,

both the UAVs are along the diagonal of the cell, ie, the UAVs are always in opposite

sectors. The topology is formed in such a way that the aerial nodes are always in contact

with one of the base stations surrounding the cell. The SDN controller contacts the aerial

nodes whenever there is an update in the overall system layout or operation. Figure 3.2

gives a detailed view of a single cell and the sectors occupied by the sensor nodes.

The UAVs are assumed to fly autonomously with the angle of the bank equaling 45o
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Figure 3.2: System Model with Zoom-in View of a Single Cell.

in eight directions. This 45o banking angle gives the topology an octagonal shape with

base station around the junction of octagons. The maneuvering angles represent the

way-points that coordinate the UAV movements. Moreover banking angle greater than

45o, say 60o or 75o, increases the stall speed by 40% and 100%, respectively, thus wasting

too much energy. The stall is a point where aircraft starts to descend because it is no

longer able to support its own weight. In order to counter this situation, it is intended to

increase the speed and adjust the wings of the aircraft. This increase in speed is termed as

stall speed. The load factor is a factor that defines the increase in force given a particular

angle, which in turn, affects the stall speed and aerodynamic adjustments. Figure 3.3

gives the relation between the load factor, the angle of bank, and the stall speed.

Figure 3.3: Relation between Angle of Bank, Stall Speed and Load Factor.

The base stations, as well as UAVs, are equipped with MIMO antennas. The base station

features a 4-input and 4-output (4 × 4) MIMO antenna. 4 × 4 MIMO antenna is used

as the system layout automatically constraints maximum of four connections (four UAVs

surrounding a base station) at any given time. The UAVs are equipped with 2 × 2

MIMO antennas for transmitting and receiving data. An omni-directional antenna is

used for control messages like connection establishment, request-to-send (RTS), clear-to-

send (CTS), and busy-to-send (BTS) messages. Sensor nodes are in a sleep state as long

as UAV does not enter their particular sector in the cell. Although the sleep and listening

61



SDN 

CONTROLLER

WSN NODES

BASE 

STATION

UAV

Figure 3.4: Communication Channel Layout (MIMO).

states are also discussed previously in literature [262], in the proposed approach, WSN

states or duty cycles are managed by the SDN controller that is responsible for all the

dynamic behaviors of the network. Figure 3.4 gives an insight into the reference antenna

model of the system.

In every sector of each cell, there is a set F of sensor nodes given by Equation 3.9, such

that

F = {x : x is an integer; and 0 ≤ x ≤ n}, (3.9)

where x is the number of sensor nodes in a sector and n is the total number of nodes

in a cell. Any number of nodes trying to initiate transmission at any time is given by

Equation 3.10 [263]:

P ((A) = y) =

(
λv(O)

y

)
·

(
1

λv(O)

)y

·

(
1− 1

λv(O)

)λ(v(O)−y)

, (3.10)

where λ determines the number of nodes per unit area, and is given by Equation 3.11:

λ =
n

v(W )
, (3.11)

where v(W ) is the total area of an octagon. Thus the average distribution of nodes is

calculated according to Equation 3.12:

Nodes/Sector = n× v(O)

v(W )
, (3.12)
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where v(O) is the area of a particular sector.

The proposed framework adopts a contention-based scheme for data transmission between

WSNs and UAV. As suggested by the equation and the proposed system model, any

number of nodes can take part in contention for the UAV channel by means of sending

an RTS message. The UAV checks the request against its own flow table. If a UAV is

ready to accept the transmission, it sends back the CTS message to the designated node

and enables an omni-directional BTS beacon. The beacon serves as a warning signal for

other nodes so as to tell them not to initiate a transmission as it may cause a collision.

After sensing the BTS signal, a node chooses its random back-off value and reinstates

the transmission only when the counter expires. The nodes with long messages do not

take part in contention to send the complete message. The whole message is sent burst

mode.

3.2.1 Energy Model

At any given time t, the quantity of charge left in a sensor node is given by Equation

3.13 [264, 265]:

C(t) = C0e
−(dWSN )t, (3.13)

where C(t) is the charge left at time t. C0 is the initial charge. dWSN is the rate at which

charge decays when a node is continuously in operation (sensing or transmitting).

The decay rate dWSN can be derived from Equation 3.14:

dWSN =
ln C0

C(t)

t
. (3.14)

The dWSN considers the energy consumed during contention, transmission, duty cycling

and the energy required for normal operation.

The interval for which a sensor node remains active (not completely discharged), or the

mean lifetime of a WSN node, is given by MWNode which can be defined in terms of charge

decay rate dWSN , and is given by Equation 3.15:

MWNode =
1

dWSN

. (3.15)

Now, the amount of charge left in a sensor node can be defined in terms of mean lifetime
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[264], and is given by Equation 3.16:

C(t) = C0e

−t
MWNode . (3.16)

At a given time Tx, a wireless node is allowed to transmit or receive only if Inequality

3.17 is satisfied

C(Tx) ≥ ZWSN , (3.17)

here, ZWSN is the minimum charge required for stable operation of the node and C(Tx) is

the charge left at time Tx [264, 266], and is calculated according to Equation 3.18.

C(Tx) = C0e

−Tx
MWNode . (3.18)

The mean life time of a sector is given by Equation 3.19:

MWSNS =

∑s
n=1C(t)s
ns

, (3.19)

where, C(t)s is the charge of nodes constituting a sector.

The mean lifetime of a cluster is defined according to Equation 3.20:

MWSNC =

∑c
n=1 C(t)c
nc

, (3.20)

where, C(t)c is the charge of nodes constituting a cluster.

The active duration of a cluster is managed by Inequality 3.21:

Zc ≤

√√√√ 1

c− 1

c∑
i=1

(C(t)c −MWSNC)2, (3.21)

where Zc is calculated according to Equation 3.22,

Zc = |MWSNC − ZWSN |. (3.22)

Whenever Inequality 3.21 is satisfied a topology change is initiated by the SDN controller,
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and the UAV flow table is updated accordingly.

The active duration of a sector is defined by the inequality 3.23:

Zs ≤

√√√√ 1

s− 1

s∑
i=1

(C(t)s −MWSNS)2, (3.23)

where Zs is derived from the Equation 3.24,

Zs = |MWSNS − ZWSN |. (3.24)

Whenever the inequality is satisfied, the SDN controller either declares it as a dead sector

or performs an evaluation based on Equation 3.17.

The overall system power is not only dependent on the charge decay of sensor node but

also limited by the battery power of the UAVs. Let dUAV denote the rate at which UAV

battery discharges. The charge left in UAV after time Tx is given by Equation 3.25 [264]:

U(Tx) = C0e
−(dUAV )Tx , (3.25)

Where, U(Tx) is the battery left in UAV at time Tx.

Inequality 3.26 defines the necessary condition For a UAV system, to keep on operating.

U(Tx) ≥ ZUAV , (3.26)

where, ZUAV is the minimum operational power of the UAV. The total power loss rate of

the system can be defined according to Equation 3.27:

(dWSN + dUAV )N, (3.27)

where N is the total system power. The mean lifetime of the system can be defined by

Equation 3.28 [267]:

MSys =
(λ× v(W )×MWNode) + (UAVi ×MUNode)

(λ× v(W )) +Nj

, (3.28)

where, MUNode is the mean lifetime of the UAV and UAVi is the total number of UAVs

in the system and is given by Equation 3.29:
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MUNode =
1

dUAV
. (3.29)

Further, the complete system needs a re-initialization when Inequality 3.30 is satisfied

[267]:

Zcom. ≤

√
X1 + X2 + X3 + X4

((λ× v(W )) + UAVi)− 1
, (3.30)

X1 = ((λ× v(W ))− 1)s1
2, (3.31)

X2 = (UAVi − 1)s2
2, (3.32)

X3 = (λ× v(W ))(MWNode −MSys)
2, (3.33)

X4 = UAVi(MUNode −MSys)
2, (3.34)

where,

Zcom. = |MSys − ZSys|, (3.35)

and ZSys is the minimal operational charge required to keep the overall system up and

running.

3.2.2 Back-Off Counter

Back-off timers are used to decrease/limit the rate of data transmission or stop the

transmission in order to ensure an acceptable level of QoS, minimize collisions, and achieve

better throughput. The back-off mechanisms in WSNs have received a lot of interest

previously [268, 269, 270, 271]. Here, the back-off mechanism replicates the defined

energy model. The important catch to the WSN back-off interval is the limited battery

available. So, for improving the overall average of successfully transmitted messages and

also ensuring at the same time that the different back-off intervals chosen by the nodes
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are not the same, a function for the remaining battery, C(Thf ) (charge after half life

[266]) is used to calculate the back-off interval and is calculated according to Equation

3.36:

C(Thf ) = C0

(
1

2

) t

t 1
2 . (3.36)

Initially, a random number Gnhf is chosen, according to Equation 3.37:

(
1

2

)Gnhf

× C0 ≥ ZWSN , (3.37)

and, limiting value of back-off counterBmax is calculated according to Equation 3.38:

Bmax = navg.hf ×Gnhf , (3.38)

where, navg.hf is average number of transmission slots per half life.

Thus, the value of counter Nct ranges between the following as stated by Equation

3.39:

0 ≤ Nct ≤ Bmax. (3.39)

In first iteration, the value of the interval is set to any random value 0 ≤ Nct1 ≤ Bmax

In successive iterations, BTS signal is encountered again. The value of the counter is

incremented based on following rule (Equation 3.40):

Nctα = (Nct1)α, Nctα ≤ Bmax, (3.40)

where α is the iteration number. After certain number of unsuccessful attempts a trans-

mission timeout is reached (Equation 3.41) i.e.

Nctα ≥ Bmax. (3.41)

The counter provides non-conflicting random back-off values as it depends on the presently

available charge on the node. Separate counter values for every node ready to transmit
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(avoiding starvation) are ensured by three factors.

i The probability of two contending nodes having the same charge is very rare.

ii Each node independently chooses its back-off interval from the pool which is derived

from its own charge value.

iii Anytime a node reaches its transmission timeout, in the next cycle, the value of its

counter is lesser as it a function of its own charge.

3.2.3 SDN Controller

The SDN controller [260] is the brain of the network. The main responsibility of the

controller is to manage the dynamic nature of the network. The controller offers services

and at times acts as the feedback node. It is also responsible for orchestrating, delegating,

resource sharing, managing, and coordinating the network resources, in the proposed

case, sensor nodes, and UAVs. The proposed SDN controller is responsible for logical

topology formation and maintenance as it also keeps track of the topological updates.

It coordinates the sensor to UAV transmission via updating the UAV flow table. Flow

table [272] is a structure that contains a set of match and action rules. These rules,

in turn, dictate the network behavior. Whenever an SDN switch receives a packet, it

validates it against its flow table. The transmission is then duly accepted or terminated

as governed by the pre-inserted rule or dynamic decision making is performed as dictated

by the controller. The controller is also responsible for WSN sleep timers as it contains

the database of the current topology as well as possible updates. Figure 3.5 gives the

component level block diagram of the controller.

UAV CONTROLLER

FORWARDING 

INFORMATION BASE
ACTIVE TOPOLOGY

TOPOLOGY 

FORMER

WSN SLEEP TIMER

MISSION CONFIG 

AND TACTICAL 

PLANNER

LOGS

Figure 3.5: Block Diagram of the Software Defined Network (SDN) Controller used in
the Proposed Approach.

• Mission Configuration and Tactical Planner keeps track of the overall mission statistics
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and conceptual layout of the system. The information includes cell structure, information

about the nodes, and charge statistics. The main function is to provide preliminary

information to the topology former.

• Topology Former runs Algorithm 3.1 and builds a conceptual topology by partitioning

the cell into sectors based on the UAV movements. The algorithm takes O(n) time for

cluster assignment. Cluster Head selection and Topology Formation takes O(n2) time.

Sector re-initialization takes O(n2) time. Where, n is the number of active ground nodes.

The WSN nodes are mapped to a given sector by means of the barycentric coordinate

system as outlined by Equations (3.1) to (3.8). Further, the mapped WSN nodes are

subdivided into logical clusters on the merit of the mean available charge. The clustering

is then used for logical topology formation. Clusters are updated whenever they fall

below the desired level of performance. Topology former also takes care of overall system

performance and performs mandatory actions as required.

Algorithm 3.1 Topology Formation and Maintenance Algorithm
1: Input: Set of WSN Nodes Wi
2: Initialize Network
3: Mark sectors w.r.t. (xi, yi), (xj , yj), (xc, yc)
4: Assign nodes to sector using Eqs.(3.1)-(3.8)
5: Select m nodes randomly (Centroids/Cluster Heads)
6: for For each WSN node i do
7: Find a mj
8: If (min Charge Difference (mj , i))
9: Assign i to cluster j
10: Else
11: Proceed to next cluster
12: End If
13: End for
14: for For each cluster 1...k....j do

15: MWSNCj
=

∑c
n=1 C(t)c

nc
, i.e. average

16: End for
17: Replace MWSNCj

as new centroid

18: Repeat steps 6-13
19: Halt when no cluster Assignment Changes and repeat step 14

20: If (Zc ≤
√

1
c−1

∑c
i=1(C(t)c −MWSNS)2) && (MWSNCk

< ZWSN ))

21: Assign node i to cluster mj such that Cmj > ZWSN

22: Alter UAV Flow Table to skip mk such that Wi = (Wi −mk) + i
23: Else
24: Proceed Normal Operation
25: End If

26: If (Zs ≤
√

1
s−1

∑s
i=1(C(t)s −MWSNC)2)

27: Re-initialize Algorithm 1
28: Else If (C(Tx)Ws ≤ ZWSN )
29: Dead sector; Sector Initialization Required
30: Else
31: Proceed Normal Operation
32: End If

33: If (Zcom. ≤
√

X1+X2+X3+X4
((λ×v(W ))+UAVi)−1

)

34: Complete System Initialization
35: Else
36: Proceed Normal Operation
37: End If
38: Exit

• Active Topology stores the current underlying topology as defined by the topology

former and keeps the FIB updated.
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• FIB stores information about the currently active sensors, charge component, and

cluster id’s that are used for updating UAV flow table.

• WSN Sleep Timer is another integral component of the system, which is made easy by

the underlying topology. Usually, sleep timers or methods are hard to apply because of

the inconsistent topological conditions and the fact that every node is trying to commu-

nicate with every other node. Much of the battery is wasted in constantly listening and

sleep switching. With UAVs as sinks and a clearly defined topology with frequent recon-

figuration mechanism, it becomes easy to design an efficient sleep timer as follows:

Dtot defines the total distance covered by the UAV and is given by Equation 3.42.

Dtot = 8× d((xi, yi), (xj, yj)), (3.42)

where, d((xi, yi), (xj, yj)) refers to the distance between two consecutive banks.

Stclk is the total sleeping duration of a WSN node (during one complete UAV cycle around

the cell) and is determined by Equation 3.43:

Stclk =
(Dtot − (2× d((xi, yi), (xj, yj))))

Us
. (3.43)

The value of Sclk i.e. the sleep timer for WSN nodes is given by Equation 3.44:

Sclk =
(3× d((xi, yi), (xj, yj)))

Us
. (3.44)

• UAV Controller is responsible for feeding the Flow Table of the UAV with necessary

information extracted from the FIB.

Energy model and SDN controller act as preliminaries to the data dissemination model

and help simplify the dissemination process to the finest of granularity. Algorithm 3.2

underlines the data dissemination process. The algorithm takes O(n2) time, where n is the

number of clusters. Figure 3.6 presents a brief overview of the overall data dissemination

process.

3.3 Performance Evaluation

The proposed framework relies heavily on the efficient placement and application of ex-

isting solutions to achieve significant improvements and hence, establishing the backward

compatibility and scalability of the developed approach. The evaluation and testing of
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Algorithm 3.2 Data Dissemination Algorithm
1: Input: |W |
2: Initialize Network
3: while (Signal == BTS) do
4: If i = 0
5: Initialize Back Off Counter, Nct
6: Else
7: Ncti = N i

ct1
8: End If
9: End while
10: while (Signal != BTS) do
11: If (RTS)
12: Identify the Cluster generating data requests
13: load sensor set Wc in memory
14: Identify the sensors generating requests
15: Compare (Wci , F lowEntry)
16: If (True)
17: Acknowledge Request, CTS
18: Allocate UAV to Wci
19: Enable Omni-directional BTS
20: Else
21: Flag node Wci
22: Proceed to Next Request
23: End If
24: End If
25: End while
26: Start Transmission

Topology Formation/

Sector Initialization

Mark Sectors (8 in a Cell)

Assign WSN Nodes to Sectors

Map Nodes to Clusters 

(Virtual Topology)

Start

Initialize Network

Topology Maintenance

Cluster  charge falls below 

average

Sector charge falls below 

average

Overall system charge 

degrades below average

BTS Active

Initiate/Increment  BackOff Counter

BackOff Counter = 0, 

Retransmission

RTS

Flow Verification

BTS

YES

Flow table Match

NO

ABORT CONNECTION

CTS Acknowledgement

Allocate UAV to the Node

Enable Omni Directional BTS

Start Transmission

NO

YES

Sleep Scheduler

Figure 3.6: An Illustration of the Complete Framework used in the Proposed Approach.
Abbreviations: BTS, Busy to Send; CTS, Clear to Send; RTS, Request to Send; UAV,

Unmanned Aerial Vehicle.

the proposed framework are done on a model consisting of the SDN controller, base sta-

tions, WSN motes, and UAVs by using NS-3 and MatlabTM . NS-3 is used to simulate

the scenario, algorithms along with the support for SDN modules and recording the data

into trace files. The obtained files are then analyzed with MatlabTM by generating the

graphs and understanding the traces.
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Out of the entire area, the testing is performed on a region of interest with dimensions

50m × 50m and the maximum power of WSN motes being 100 J. For simplicity of the

simulations, the initial energy of the UAVs is 2000 J. The total number of UAVs is varied

between 2 and 8 (always an even number) in order to perform the scalability test for the

proposed model. The radio range of the sensors is within 10 m, and that of the UAV

is 500 m in radius. The sensor-to-sensor operations are carried using IEEE 802.11 with

170-m outdoor range. For UAVs, low-power wide-area network (LPWAN) is used with

a coverage of 2-km set through a standard communication module with Friis-free space

propagation model in NS-3. Table 3.1 lists the values of parameters used for evaluation

of the proposed model.

Table 3.1: Parameter Configurations. Abbreviations: RTV, Run Time Value; UAV,
Unmanned Aerial Vehicle.

Symbol Description Value
dWSN Charge decay rate 0.0104
C0 Initial Charge 100
C(t) Charge at time t RTV
MWNode Node mean life time 96.15
ZWSN Minimum charge requirement 5
MWSNS Mean lifetime of a sector RTV
MWSNC Mean lifetime of a cluster RTV
Zc Operable charge range of cluster RTV
Zs Operable charge range of sector RTV
dUAV UAV charge decay rate 0.00104
U(t) UAV charge at time t RTV
ZUAV UAV minimum charge requirement 50
MUNode Mean lifetime of UAV 961.54
Msys Mean lifetime of the system RTV
Zcom Operable charge range of system RTV
C(Thf ) Charge Half life 66.72
Gnhf Random number 0− 4
Bmax Maximum back off counter value RTV
navg.hf Average transmission slots 3000×HalfLife
Nct Back off counter value 0−Bmax

Dtot UAV maneuvering distance Cell Perimeter
Stclk Total sleep time RTV
Sclk Sleep timer RTV
Us UAV speed RTV

The following parameters are used for testing of the model:

i Throughput: Throughput is defined as the rate of successful packet delivery over the
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channel or data delivered per time slot. In the proposed model, average throughput

is measured, and the aim is fixed at achieving a constant and consistent average

throughput across the network.

ii Energy and Lifetime: Energy depletes constantly with the activity of the system.

The model aims at energy conservation by means of applying an easy to operate

sleep timer and restricting the number of hops by limiting the transmission between

WSN nodes and UAV only. The lifetime of a network is the time through which a

network is able to perform the required tasks within specified performance creden-

tials. The proposed model lifetime is evaluated with the constraint of maintaining

a constant average throughput above the designated threshold.

iii Delay: By definition, it is congestion or link unavailability and is generally con-

sidered a measure of the amount of time a signal takes from source to destination.

The model aims at limiting the delay to a constant factor by facilitating direct

communication between UAV and WSN nodes.

iv Jitter: The non-deterministic behavior of the network is outlined by jitter. Delay

sensitive models are also sensitive to jitters and can be described as the variation

in delay.

v Latency: Latency is described in terms of propagation delay and serialization delay,

where propagation delay is a function of the distance between the nodes and speed

of the carrier, and serialization delay is a function of packet size and transmission

rate. The amount of data flowing through a network or a network bottleneck can

be visualized as the function of latency and directly affects the throughput of the

system irrespective of the technology used.

vi Packet Delivery Ratio (PDR): PDR is defined as the ratio of the number of packets

successfully delivered to the total packets sent over the network. Throughput serves

as an effective measure of performance of a node or a section, but PDR addresses

the quality of network design that can lead to poor overall throughput.

The proposed approach is evaluated against the above-defined metrics in comparison

with the clustered hierarchical WSNs (CSW) layout [273] and traditional hexagonal cell

(TXC)-based WSNs layout [274] approaches. Energy analysis, scalability analysis and

performance gains achieved by the SDN controller are also discussed in this section.
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Figure 3.7: Throughput vs Time (Constant Bit Rate). Abbreviations: UAV, Unmanned
Aerial Vehicle; WSN, Wireless Sensor Network.

(a) Throughput vs Energy (b) Energy vs Time

Figure 3.8: Simulation Results (Constant Bit Rate). (a) Throughput vs Energy (b)
Energy vs Time. Abbreviations: UAV, Unmanned Aerial Vehicle; WSN, Wireless

Sensor Network.
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(a) Delay vs Time (b) Jitter vs Time

Figure 3.9: Simulation Results (Constant Bit Rate). (a) Delay vs Time (b) Jitter vs
Time. Abbreviations: UAV, Unmanned Aerial Vehicle; WSN, Wireless Sensor Network.

(a) Latency Vs Time (b) PDR vs Time

Figure 3.10: Simulation Results (Constant Bit Rate). (a) Latency vs Time (b) PDR vs
Time. Abbreviations: UAV, Unmanned Aerial Vehicle; WSN, Wireless Sensor Network.
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3.3.1 Constant Bit Rate

Simulation results show that the proposed model performs better as it achieves 55%

and 36.6% better throughput than CSW and TXC, respectively, as shown in Figures 3.7

and 3.8(a) . The increase in throughput results from the fact that the model restricts

sensor nodes from flooding the network with data. Sensor nodes are allowed to send only

when the UAV is in range, and there is always one to one communication between the

nodes and the UAV instead of multi-hoping resulting in high rates of successful packet

delivery.

Sensor nodes are put into sleep mode whenever the sync (UAV) is not in range, unlike

CSW and TXC that constantly send packets into the network. As an average measure, a

particular sensor node is in the range of UAV only during 25% of the UAV cycle around

the cell. A detailed analysis of the proposed approach over the energy model suggests

that the proposed approach provides 46.4% and 6.4% better life than the CSW and TXC,

respectively, as shown in Figure 3.8(b).

An efficient approach must possess the mandatory characteristic of minimizing the delay.

With less number of hops (as sensor nodes communicate directly with the UAV nodes

without the involvement of manager nodes) and the nodes trying to send in their specific

slots, the proposed approach provides 94% and 28% less delay than the CSW and TXC,

respectively, as shown in Figure 3.9(a). The increased number of hops produces uneven

delays and the avoidance of uneven delays also affects the overall performance that is a

measure of deviation from the true periodic pattern, i.e., jitter. Jitter is reduced by 90%

and 16.73% compared with CSW and TXC, respectively, as shown in Figure 3.9(b).

The overall latency of the system, which is effectively a measure of signal travel time from

source to destination, plays an important role in the applicability of a model. The system

throughput drastically declines with the increase in latency. The system performance

degrades as with increasing latency, the packet drop also increases. The efficient sleep

timer reduces the packet queue drastically, thus limiting the queuing delays and packet

drop count, which in turn, increases the PDR. The back-off counter reduces the contention

ratio among the sensor nodes. The distance from the sync is also reduced as the UAV

constantly hovers over the sensor nodes. Employing two UAVs in a particular cell also

reduces the load on the sync nodes. The proposed model achieves 50% and 16.7% decline

in latency with respect to CSW and TXC, respectively, as shown in Figure 3.10(a). The

PDR is also improved by 86% and 76% compared with CSW and TXC, respectively, as

shown in Figure 3.10(b).
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(a) Throughput vs Time (b) Energy vs Time

Figure 3.11: Simulation Results (Variable Bit Rate). (a) Throughput vs Time (b)
Energy vs Time Abbreviations: UAV, Unmanned Aerial Vehicle; WSN, Wireless Sensor

Network.

Table 3.2: Average Percentage Improvement by the Proposed Approach in Comparison
with CSW and TXC.

Metrics
Constant Bit rate Variable Bit Rate

CSW TXC CSW TXC
Throughput 55% 36.6% 59.7% 31.4%
Energy 46.4% 6.4% 58.33% 8.33%
Delay 94% 28% 79.97% 16.67%
Jitter 90% 16.73% 93.3% 16.67%
Latency 50% 16.7% 60% 7%
PDR 86% 76% 80% 65%

3.3.2 Variable Bit Rate

The proposed approach is also tested with a variable bit rate (VBR). The VBR is achieved

by means of permutation, the bit rate is maneuvered dynamically during the simulation

process. The proposed model achieves throughput better than CSW and TXC with

an improvement of 59.7% and 31.4%, respectively, as shown in Figure 3.11(a). At the

same time, improved energy efficiency, ie, 58.33% and 8.33% better than CSW and TXC,

respectively, as shown in Figure 3.11(b). Delay, jitter, and latency are improved by

79.97% and 16.67%, 93.3% and 16.67%, and 60% and 7%, respectively, as shown in Figure

3.12(a),(b) and 3.13(a). PDR is improved by 80% and 65% in comparison with CSW

and TXC, respectively, as in Figure 3.13(b). Table 3.2 presents the detailed percentage

improvement by the proposed approach in comparison with CSW and TXC, for both

constant bit rate (CBR) and VBR.
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(a) Delay vs Time (b) Jitter vs Time

Figure 3.12: Simulation Results (Variable Bit Rate). (a) Delay vs Time (b) Jitter vs
Time. Abbreviations: UAV, Unmanned Aerial Vehicle; WSN, Wireless Sensor Network.

(a) Latency vs Time (b) PDR vs Time

Figure 3.13: Simulation Results (Variable Bit Rate). (a) Latency vs Time (b) PDR vs
Time. Abbreviations: UAV, Unmanned Aerial Vehicle; WSN, Wireless Sensor Network.
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Figure 3.14: Available Energy vs Time. Abbreviations: UAV, Unmanned Aerial
Vehicle; WSN, Wireless Sensor Network.

3.3.3 Energy Consumption

The WSN nodes are battery-powered low computational devices whose frequent replace-

ment and recharging are not always possible, and WSNs have the tendency of frequently

running out of power. The approach includes an SDN controller, efficient maneuvering,

data collection, and transmission scheme that facilitates higher battery life of WSN nodes

and fewer transmission overheads. The back-off counter and sleep timer also add to the

overall network lifetime and performance. Whereas UAVs can be frequently replaced

and charged as they can always return to the base station. The approach follows a con-

stantly monitored mechanism to facilitate the underlying battery powered WSN nodes

with UAVs as relays. The UAVs are also used for relaying in hexagonal and clustered

approaches. The relays (UAVs) are mainly responsible for transmitting/receiving data

and control packets. Thus, all three approaches follow a smooth gradient decline of the

available energy, as shown in Figure 3.14. These results suggest that the proposed ap-

proach saves 71.74% of the average battery life in comparison with CSW and TXC that

show a decline of 22.37% and 8.54% in the available energy, respectively.

An SDN controller, which resides at the base station, is responsible for installing the flow

entries on the designated UAV. One relay entry requires only one control packet, whereas

the other approaches are required to find the best path themselves by means of multi-

hopping. The easy installation of relays helps conserve the UAV energy in the proposed
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approach. The proposed approach boasts the highest PDR that translates directly to a

smaller number of retransmissions, which are required if every WSN node can transmit

without a good back-off counter. The proposed approach is able to save UAV energy by

constraining frequent retransmissions.

3.3.4 Scalability Analysis

The scalability and resilience of the proposed approach are tested by varying the number

of UAVs between 2 and 6 in the system and testing it with different bit rates, ie, 10, 20,

30, and 40 kbps. At 10 kbps, all the systems perform within close proximity of each other

with a marginal difference in throughput and latency, with 6 UAVs system depleting its

energy first followed by four-UAV system and two-UAV system. The order of energy

depletion comes from the fact that more UAVs in the system cause more sensor sectors

to be active at the same time. Thus, after a certain operational time, the system requires

a re-initialization, thus consuming more energy. Further, the 6 UAVs system offers more

delays than 4 UAVs and 2 UAVs systems. The ascending order of delays comes from

the fact that more UAVs in the system force more active sensors; thus, more packets

in the system, which in turn, causes an increased length of queues that elongates the

waiting time and dropped packets, causing delays, jitters, and decrease in PDR as shown

in Figures 3.15, 3.16 and 3.17.

(a) Throughput vs Energy (b) Latency vs Time

Figure 3.15: Performance Evaluation at 10 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Throughput vs Energy (b) Latency vs Time.

The increase in bit rate (2x, 3x, or 4x) only has a minimum noticeable impact on delay

and jitter. Delay and jitter are affected jointly by the increase in bandwidth as well as with

an increase in the number of available transmission slots, as more nodes try to initiate

80



(a) Energy vs Time (b) Delay vs Time

Figure 3.16: Performance Evaluation at 10 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Energy vs Time (b) Delay vs Time.

(a) Jitter vs Time (b) PDR vs Time

Figure 3.17: Performance Evaluation at 10 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Jitter vs Time (b) PDR vs Time.

transmission that effects waiting time. Figures 3.18 to 3.26 present the performance

evaluation results with CBR 20, 30, and 40 kbps, respectively. The results prove that the

system is free from congestive collapse and the performance of the system stays consistent

and delivers high average throughput and average latency rates.

An efficient algorithm is required to manage the system as only increasing the system

resources leads to a sudden decline in the overall performance of the system. The SDN

controller that monitors the system dynamically adapts to the condition and manages

the sleep timer and back-off counter, which effectively makes the overall system scalable

and resilient to failures in case of over-stressed conditions. The controller also updates
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(a) Throughput vs Energy (b) Latency vs Time

Figure 3.18: Performance Evaluation at 20 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Throughput vs Energy (b) Latency vs Time.

(a) Energy vs Time (b) Delay vs Time

Figure 3.19: Performance Evaluation at 20 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Energy vs Time (b) Delay vs Time.
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(a) Jitter vs Time (b) PDR vs Time

Figure 3.20: Performance Evaluation at 20 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Jitter vs Time (b) PDR vs Time.

(a) Throughput vs Energy (b) Latency vs Time

Figure 3.21: Performance Evaluation at 30 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Throughput vs Energy (b) Latency vs Time.
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(a) Energy vs Time (b) Delay vs Time

Figure 3.22: Performance Evaluation at 30 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Energy vs Time (b) Delay vs Time.

(a) Jitter vs Time (b) PDR vs Time

Figure 3.23: Performance Evaluation at 30 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Jitter vs Time (b) PDR vs Time.
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(a) Throughput vs Energy (b) Latency vs Time

Figure 3.24: Performance Evaluation at 40 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Throughput vs Energy (b) Latency vs Time.

(a) Energy vs Time (b) Delay vs Time

Figure 3.25: Performance Evaluation at 40 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Energy vs Time (b) Delay vs Time.
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(a) Jitter vs Time (b) PDR vs Time

Figure 3.26: Performance Evaluation at 40 kbps by Varying the Number of Unmanned
Aerial Vehicles (UAVs). (a) Jitter vs Time (b) PDR vs Time.

Table 3.3: Variations in Results of the Proposed Approach with and without the use of
SDN Controller. Abbreviation: SDN, Software Defined Network.

Scenarios Latency Jitter Delay Throughput

Maximum Scale 0.12 s 6 s 5 s 12kbps(sensors)

Without SDN 0.067 s 1.1 s 1.4 s 6.4 kbps(sensors)
Latency
percentage: 55.83%

Jitter
percentage: 18.30%

Delay
percentage: 28.00%

Throughput
percentage: 53.30%

With SDN 0.049 s 0.1 s 0.1 s 10.4 kbps(sensors)
Latency
percentage: 40.83%

Jitter
percentage: 1.60%

Delay
percentage: 2.00%

Throughput
percentage: 86.60%

about nodes and clusters that are allowed to send, thus avoiding waiting time, dead

transmissions, and long buffer queues. The overall system evaluation states a considerable

performance improvement over CSW and TXC architectures.

The details on the variations in outcomes from using SDN in the proposed approach are

compared with a scenario without the use of SDN, as shown in Table 3.3.

3.4 Conclusion

Data dissemination in collaborative networks requires careful planning and execution.

The constantly changing topology, uneven delays, in-coordinated sleeping, and relaying

wastes power and network resources. A novel data dissemination approach for UAV

coordinated WSNs is proposed in this chapter. The UAVs act as relays between the

sensor nodes and the base station. The SDN controller manages and configures the
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topology and takes care of sleep timers and counters. The proposed approach is tested

against CSW layout and TXC layout over various metrics. Analyses prove that the

proposed approach is capable of providing better throughput and an enhanced lifetime.

The approach also minimizes delays and jitters and improves the PDR.
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Chapter 4

Mobility and Trajectory Aware Data Dissem-

ination 2

Mobility model defines a movement scheme which mimics the real world movements, traf-

fic and response scenarios. One key characteristic of a good mobility model is its ability

to adapt to the dynamically changing network behavior [275]. In order to test protocols,

real-time scenarios, reconnaissance and surveillance paradigms or disaster management

practices, simulations serve as a major test bed. To adapt to the real-time traffic and

realistic environment conditions, the mobility model must be able to represent a realistic

scenario. The major vehicular mobility models are classified as synthetic, survey-based,

trace-based and traffic simulation-based models. Synthetic models include the mathe-

matical representation of the realistic scenarios, whereas survey based models are derived

from the movement surveys conducted by authoritative organizations.

Trace-based models are built over real-time mobility traces. Trace based models are

preferred over both survey and synthetic models as it is not always possible to devise

a mathematical representation of the mobility or conduct a survey in order to gather

information. Simulation-based models are characterized by the near realistic simulated

behavior [275]. The coordination between aerial and ground nodes is characterized by the

erratic and dynamic behavior of the networks. Vehicular models like synthetic, survey and

simulation-based approaches do not suffice as the inherent inconsistencies of the erratic

network behavior hinder the overall mathematical formulation of the scenario as well as

the survey and simulation of every single scenario is not feasible. Trace-based models

do not suffice under disaster conditions, military applications, and unforeseen events. In

order to entertain the collaborative network formation, a mobility model is required that

understands the overall dynamic nature of the network and can react to ever-changing

topological conditions.

This chapter presents a novel mobility based data dissemination framework for multi-UAV

ad hoc networks. The proposed framework takes into account the average transmission

density for setting up the way-points for UAV movements. The way-points are configured

2Mohd. Abuzar Sayeed, Rajesh Kumar, “An Efficient Mobility Model for Improving Transmissions in Multi-UAVs
Enabled WSNs”, Drones, MDPI, August (2018). [Published]
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in order to increase the coverage by efficient deployment of aerial nodes and reduced multi-

hopping transmissions. Further, the framework is extended to incorporate a Software

Defined Network (SDN) controller for secure communications between Multi-UAV and

WSNs.

4.1 Mobility Model for Improving Transmissions with

Multiple UAVs

Multi-UAV enabled WSNs prove to be of considerable advantage, but, at the same time,

require careful selection of the metrics. A random choice of way-points or a scheme

that restricts UAV to a fixed particular topology leads to poor coverage and node starva-

tion. Clustering techniques are helpful to prevent long-range broadcasting, collisions, and

multi-hopping, but a large number of clusters in a geographical region prevent every node

from getting an equal opportunity as well as increasing the waiting time. Strategically

important locations can range from dense to scarce based on the number of active nodes.

Developing attraction metrics from node density and message relay timings can help in

topographic UAV movements and prevent loss of important information.

The proposed system model incorporates an efficient UAV movement technique that

increases the coverage as well as provides reliable data dissemination. A scheme for

clustering and head selection that provides every node with an opportunity to transmit

as well as prevent the overhead communication between the cluster head and the node

whenever UAV is in the range, is also presented. The stand-alone regions which are not

in range of UAV, are also provided with a mechanism to transmit whenever they have

data to send.

The framework starts off by disintegrating entire communication topology into dense

and scarce sections. The disintegration is achieved on the basis of average transmission

density of the topology under consideration. For the purpose of data aggregation an

implicit self clustering technique is adopted. The densely and scarcely populated regions

alongside self clustering serves the basis of UAV way-point selection. Modified Dijkstra’s

Single Source Shortest Path algorithm, where edge weights are calculated on the basis of

average transmission density (attraction factor), providing preference to the strategically

important locations, is adopted for path generation of the aerial nodes. The major

advantage of the proposed approach is in its simplicity as it does not require any special

configurations. It employs the existing hardware, software and available specifications in

a more effective and efficient manner.
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4.1.1 Proposed Approach

4.1.1.1 System Model

The proposed approach aims at improving the coverage and reliability of multi-UAV

enabled WSN. The technique provides a novel self-clustering technique and a novel tech-

nique for setting way-points for UAV movements. The network is comprised of UAV,

WSN nodes and a base station. The UAVs act as a relay between sensor nodes and the

base station. The topology is classified as dense, scarce, and scarce but in proximity of

the base station. The division is strictly based on network characteristics according to

the frequency of transmissions recorded in a particular region. The scarce regions are

effectively those regions which are not strategically important. Also decaying charge of

sensor nodes lead to the formation of scarce regions. The overall geography can be visu-

alized as a matrix with row-column coordinates serving as the way-points for successive

UAV banks. Figure 4.1 presents a detailed view of the system model.

�����������	


���	�
��

�����������
�

������	���� ����

Figure 4.1: System Model: Mobility Model for Improving Transmissions in Multi-UAVs
Enabled WSNs. Abbreviations: UAV, Unmanned Aerial Vehicle; WSN, Wireless Sensor

Network.

The static WSN nodes are randomly deployed over a certain geography of area |D|, which

is a subset of the Euclidean space Rd, according to the Poisson distribution, where a node

k can transmit anytime. k belongs to the Set (WSN) of the wireless sensor nodes. Each

node k can transmit messages x according to Equation 4.1:

P (x) =
e−λ|D|λ|D|x

x!
. (4.1)

Here, λ is defined as the likelihood parameter that estimates the average expected trans-

missions by a set of WSN nodes and is given by Equation 4.2:
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λ =
1

n

n∑
i=1

ki, (4.2)

where, n is the number of WSN nodes, ki = 0, 1, 2, 3.....i and i = 0, 1, 2, 3.....n are the

observed occurrences of a transmission.

The overall area is marked in the form of successive checks with the base station placed in

any of the square or at the edge of the geography. The base station is capable of accepting

direct communication from the WSN nodes as well as the transmissions occurring from

the UAVs, acting as a relay between base station and the ground nodes.

The aerial vehicles that are effectively serving as relays move from one dense region to

another accepting the transmissions from the nodes lying in these regions as well as

the regions falling in the path between two successive banks of the UAV. The UAV is

equipped with two antennas. One omni-directional antenna is responsible for sensing the

underlying topology for incoming transmissions and broadcasting the messages regarding

the availability of the UAV in a specific region. The other bi-directional antenna provides

the channel for incoming and outgoing transmissions. During transmission phase, the

omni-directional antenna is used for broadcasting a blocking message for other WSN

nodes. The scarce regions that do not directly fall under the UAV antennas facilitate

transmission by multi-hopping towards the base station or the cluster head of adjacent

dense region. Table 4.1 provides a description to the symbols used for explaining the

system model. The next subsection describes the proposed approach in detail.

4.1.1.2 Mobility Model

The proposed approach initiates by grouping together the ground nodes into clusters and

then segregating them on the basis of dense and scarce. The density of a particular cluster

is associated with the number of transmissions originating from the cluster in a given time

interval. As the UAV banking is based on the coordinates of the particular row-column of

the subdivided area matrix, the square space as a whole is considered to be one cluster.

The WSN nodes falling into a particular sector (block of the matrix) are considered by

default into the same cluster. Equation 4.3 outlines the cluster head selection process,

where Hd is the average one hop distance. Equation 4.4 gives the metric calculation for

a single node:

Min(Hd), (4.3)
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Hdi =

∑Cn
i=1 Dhop

Cn
, (4.4)

Table 4.1: Symbol Table.

Symbol Description

Hd Average One Hop Distance

RT Number of Transmission per Unit Time

Si Number of Nodes Transmitting per Unit Time

Cn Number of Nodes in a Sector/Square/Region

Sa Sector Area

RTsys Number of Transmissions per Unit Time in the System

Sisys Number of Nodes Transmitting per Unit Time in the System

Cnsys Number of Nodes in the System

Sasys Overall System Area

TA,area Average number of Transmissions in a Self Cluster

TA,system Average number of Transmissions in Overall System

FA Attraction Function of a Sector/Square/Region

FAsys Attraction Function for the Overall System

We Edge Weight

We+ Normalized Edge Weight

Db Average Hops Towards Base Station

Dd Average Hops Towards Neighbouring Dense Sector/Square/Region

where Hdi is the node under consideration, Dhop are one hop distance from the node

under consideration, given that the node coordinates lie within (c, xi, yi), (c, xj, yj),

(c, xk, yk),(c, xl, yl) i.e. within the same sector, where ci is the base station, and Cn

is the number of nodes in the self-cluster.

The transfer between UAV and sensor nodes always happens through the cluster-head,

with the condition of Head Swap. The nodes with data, forward this data towards their

cluster head where data is accumulated. When UAV is in range of the cluster head, the

Head Swap occurs. UAV becomes the cluster head of the sector to facilitate transfer not

only from the designated cluster head, but also allows the cluster members to send data

directed towards the UAV.

The UAV way-points are set in a way that it moves from one dense cluster head towards

another dense cluster head. UAV way-points are decided on the basis of transmission
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density and distance. Equation 4.5 defines the calculation of attraction function FA by

means of transmission density:

FA =

√√√√(RT

Si

)
×

(
Cn
Sa

)
, (4.5)

where, RT is the number of transmissions per unit time in a sector, Si is the number of

nodes transmitting per unit time in a given sector, Cn is the number of nodes in a sector

and Sa is the sector area.

Similarly, the FAsys for the whole system is calculated according to Equation (4.6):

FAsys =

√√√√(RTsys

Sisys

)
×

(
Cnsys
Sasys

)
, (4.6)

where, RTsys is the number of transmissions per unit time in the whole system, Sisys is

the number of nodes transmitting per unit time, in the system, Cnsys is the number of

nodes in the system and Sasys is the overall area.

The average number of transmissions in a given area or square which is effectively a self-

cluster and the overall average transmissions in the system are given by Equations (4.7)

and (4.8):

TA,area =

∑Cn
i

(
RT

Cn

)
Cn

, (4.7)

TA,system =

∑Cnsys
i

(
RTsys

Cnsys

)
Cnsys

, (4.8)

where TA,area and TA,system are the average number of transmissions in a self-cluster and

overall system, respectively.

The inequality in Equation 4.9 identifies the dense clusters from the scares ones. The

clusters lying on the left side of the inequality are considered to be dense clusters, whereas

the clusters lying on the right side of the inequality are considered to be scarce clusters.

Algorithm 4.1 details the complete topology formation mechanism. The algorithm follows
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an implicit cluster selection and marking procedure. Cluster selection and marking takes

O(n) time. Attraction factor and transmission density calculation costs O(n2) time.

Dense-scarce identification and link cost estimation takes O(n2) time. Where n is the

number of active ground nodes.

TA,area ≤ FA < TA,system. (4.9)

The model uses a modified version of Dijkstra’s Single Source Shortest Path algorithm

where edge weights are given by Equations (4.10) and (4.11):

Algorithm 4.1 Topology Formation
1: Start
2: Input: Set of WSN Nodes Wi
3: Initialize Network
4: Mark sensor nodes to a sector w.r.t (c, xi, yi), (c, xj , yj), (c, xk, yk),(c, xl, yl)
5: Cluster Head selection of a square −→Min(Hd)

6: Hdi =

∑Cn
i=1 Dhop

Cn
7: Calculate Attraction Factor

8: FA =

√√√√(RT
Si

)
×
(
Cn

Sa

)

9: FAsys =

√√√√(RTsys

Sisys

)
×
(
Cnsys

Sasys

)
10: Calculate average transmissions

11: TA,area =

∑Cn
i

(
RT

Cn

)
Cn

12: TA,system =

∑Cnsys

i

(
RTsys

Cnsys

)
Cnsys

13: Identify dense and scarce clusters
14: Dense −→ TA,system ≤ FA
15: Scarce −→ FA < TA,system

16: Calculate link costs −→We =

√√√√√√(
∑Cn
i

(
RT

Cn

)
Cn

−

∑Cnsys

i

(
RTsys

Cnsys

)
Cnsys

)2

17: Normalize Link Cost

18: We+ =
1

FAsys −We

19: Exit
20: End

We =

√√√√√√√(
∑Cn

i

(
RT

Cn

)
Cn

−

∑Cnsys
i

(
RTsys

Cnsys

)
Cnsys

)2

, (4.10)

We+ =
1

FAsys −We

, (4.11)
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where, We is the edge weight and We+ are the normalized edge weights used by the

SSSP algorithm. Algorithm 4.2 details the complete UAV path generation mechanism.

UAV path generation costs O(n2) time, where n is the number of sector marked dense by

Algorithm 4.1.

Algorithm 4.2 UAV Path Generation
1: Initialize Dbs = 0 , Path = []
2: while wq do wq −→ queueofclusterheads
3: Select cluster head Ci with min We+i

4: Dbs = We+i

5: for EveryNeighborCj of Ci do
6: Calculate Dj
7: Dj = We+i + We+i→j

8: if Dj <We+j then

9: Dbs = Dj
10: End If
11: End For
12: Path = Ci → Cj
13: Return Path, Dbs
14: End while
15: Exit
16: End

The densely populated sectors are serviced by UAV maneuvers directly along with the

sectors which fall in line with two consecutive UAV banks. The scarce sectors that don’t

fall in the path of UAV are the designated Lone sectors. Lone sectors send hello packets

towards nearby dense regions and the base station when the network is initialized. The

purpose of the hello packets is to determine the number of active nodes in the region and

number of hops required to reach dense sector and base station, respectively. Cluster

heads belonging to the lone sectors forward packets towards the base station when the

inequality in Equation 4.12 is satisfied; otherwise, packets are forwarded towards dense

regions of the geographical area:

Db ≤ Dd, (4.12)

where Db and Dd are the average number of hop counts from the base station and nearest

dense cluster, respectively. Algorithm 4.3 is responsible for the control and coordination

of data transmission originating from lone sectors. Hop sorting takes O(n2) time, where

n is the is the number of active nodes from scarce sectors. Transmission costs O(n2)

time.

The complete Mobility Model alongside cluster and way-point selection is underlined in

Algorithm 4.4. Algorithm 4.4 on initiation calls Algorithm 4.1, which deals with cluster

head selection and overall topology formation. The algorithm further identifies the regions

as dense and scarce. The link costs that are further used for deciding the UAV traversal

routine are also determined by the Algorithm 4.2. The UAV path is generated by the
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Algorithm 4.3 Data Transmission: Lone Sectors
1: Node from Lone sector
2: Identify Neighboring dense sectors.
3: Broadcast “Hello” ← Estimate Hop Count
4: Sort clusters, base station in Order of Hop Count.
5: while Node with data do
6: Select Optimal Cluster or Base Station
7: if Node With Data then
8: transmit
9: else
10: Select next optimal Cluster or Node
11: End If
12: Iterate till Node with data = FALSE
13: End While
14: Exit
15: End

Algorithm 4.4 Proposed Approach
1: Initialize Algorithm
2: Topology Formation ();
3: UAV Path Generation ();
4: Data Transmission ();
5: Data Transmission Lone Regions ();
6: Exit
7: End

Algorithm 4.3.

4.1.2 Performance Evaluation

The proposed technique relies heavily on, as well as exploits, the movement characteris-

tics of UAV in order to achieve significant gains over the already existing models. The

evaluation and testing of the approach are done on a model consisting of the base station,

WSN motes and the UAVs serving as relays by using NS-3 (version ns− 3.28, NSNAM,

Washington, DC, USA) and MatlabTM (version R2018a Online Licence, MathWorks,

Natick, MA, USA). The testing is performed on a 1200 × 1200 m2 area. Table 4.2 lists

the detailed simulation settings for the proposed model.

Table 4.2: Simulation Settings.

Simulation Settings Values

Ground Nodes 100
UAV 1
Ground Node Type Static WSN
Area 1200 × 1200 m2

WSN-WSN Communication IEEE 802.11, Direct Sequence Spread Spectrum (DSSS) Rate 1 Mbps
WSN UAV Communication Low Power Wide Area Network (LPWAN), 2 km Line of Sight Transmission
Propagation Loss Model Fiss Propagation Loss Model
Packet Size 512 bytes
Data Rate 5120 bytes/s
Data Burst 10 s
Bit Rate Constant
Protocol User Datagram Protocol (UDP)
Simulation NS3
Analysis Matlab
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The following parameters are considered for the testing of the model:

i Coverage: Network Coverage is defined as the geographical area covered by the

network. In the proposed approach, Coverage is defined as the number of nodes

served along the path of the UAV given a certain time interval.

ii Throughput : Throughput is defined as the number of successful transmissions over

the network. In the proposed approach, average throughput is measured across the

network. A throughput variation chart is also presented in order to demonstrate

consistency and QoS levels of the proposed approach.

iii Latency : Latency is described in terms of propagation delay and serialization delay,

where propagation delay is a function of the distance between the nodes and speed

of the carrier, and serialization delay is a function of packet size and transmission

rate. The amount of data flowing through a network or a network bottleneck can

be visualized as the function of latency and directly affects the throughput of the

system irrespective of the technology used.

iv Delay : Delay is defined as congestion or link unavailability and is generally con-

sidered a measure of the amount of time a signal takes from source to destination.

The model aims at limiting the delay to a constant factor by facilitating direct

communication between UAV and WSN nodes.

v Jitter : The non-deterministic behavior of the network is outlined by jitter. Delay

sensitive models are also sensitive to jitters and can be described as the variation

in delay.

vi Packet Delivery Ratio (PDR): PDR is defined as the ratio of packets sent to the

number of packets successfully delivered. Throughput serves as an effective measure

of performance of a node or a section, but PDR addresses the quality of network

design that can lead to poor overall throughput.

vii Data Transferred : Data transferred is the overall data transferred from source to

destination nodes throughout the network. It serves as the metric that estimates

data over a given connection during the given time interval.

viii End To End Delivery (EED): End To End Delivery is a parameter that estimates

per packet delivery from source to destination. Unlike throughput, which treats

the whole model as an entity and calculates the average, the EED is a per packet

successful evaluation from source to destination.

ix Packet Drop: Packet drop is the measure of the number of unsuccessful transmis-

sions across the network. The packet drop is measured with respect to the number
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of packets lost in contrast with the number of packets sent. Packet drop can be

caused by UAV, not in range or congestion in the network. The frequent broadcasts

from the WSN nodes can also result in packet drop. The topological awareness and

route calculation of the UAV aims at limiting the packet drop to minimum levels.

The proposed approach is evaluated against the above-defined metrics in comparison with

the 3D Random Way Point, 3D Random Walk, Gauss–Markov Mobility Model and Fixed

UAV maneuvers.

The most critical point over which a mobility model can be evaluated is the coverage.

Coverage in terms of collaborative networks is defined as the number of ground nodes

served or guided over the course of time. The proposed approach provides a steep coverage

of 98%.

The random way-point and random walk models are characterized by following the same

direction for longer tenures. Both the models provide excellent coverage if the ground

nodes are laid across their movement diagonal, which is not always, the case, in real-

time scenarios. The random way-point and random walk models provide 91% and 90%

coverage, respectively. In the Gauss–Markov model, the next way-point relies heavily on

the previous speed and direction. It possesses the tendency to skip densely populated

regions as the next way-point is not selected on the basis of density and transmission

characteristics of the nodes. The model provides 55% coverage.

The fixed maneuver for a proactive model performs well over its fixed coordinates, but the

overall geography demands constant survey and analysis to manually fix new coordinates

over time. The 10% coverage provided by the model comes from the path fixed previously

without considering the ever-changing patterns of the erratic dynamic network. Figure

4.2 presents the overall coverage comparisons.

Throughput is directly proportional to the coverage. The greater the coverage, the more

ground nodes gets serviced or receive a chance to forward data. Throughput is also

affected by the density of the areas served. The close-packed areas tend to have more

ground nodes thus increasing the chance of data transmission. The approach works better

as it focuses on identifying the denser areas from the scarce ones and then selecting way-

points accordingly, instead of random movement or movements dictated by speed and

direction. The fixed maneuvers do not suffice as both life and transmission density of the

WSN nodes is dynamic, and the technique cannot adapt to the changes. The proposed

technique provides throughput levels of 82%.

The random-way-point and random walk models achieve 74% and 72% throughput, re-

spectively. The Gauss–Markov model achieves a throughput of 55.7% while the fixed
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Figure 4.2: Geographical Coverage Comparison among the Proposed Approach,
Random Waypoint, Random Walk, Fixed Maneuvers and Gauss Markov.

maneuver technique significantly under performs with throughput levels of 7.5%. Fig-

ure 4.3 presents the throughput evaluation of approaches in confederation. To test the

Quality of Service provided by the proposed approach, the increases and decreases in

throughput levels over the course of simulation are presented in the bar graph. The test

results demonstrate consistent throughput levels for the proposed approach. Figure 4.4

presents the QoS comparison based on the throughput levels for the stated approaches.

Although random way-point and random walk are evenly matched, they under perform

significantly.

The latency of the system, which is a measure of a signal’s travel time from source

to destination, plays an important role in the applicability of a model. The system

throughput drastically declines with the increase in latency. The system performance

degrades, as with increasing latency, the packet drop also increases. The proposed model

features an overall latency of 9%. The random way-point, random walk, Gauss–Markov

and fixed maneuver models have 12.5%, 12.5%, 15% and 85% latency, respectively. The

latency comparisons are presented in Figure 4.5.

The minimum average delay is a necessary condition for an efficient model. Facilitation

of direct communication between UAV and sensor nodes as well as a reduction in the
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Figure 4.3: Throughput Comparison among the Proposed Approach, Random
Waypoint, Random Walk, Fixed Maneuvers and Gauss Markov..

multi-hopping nature of data transmission effectively brings down the overall delay. The

statistically important areas are served directly by the UAV and very few of the remaining

scarce areas resort to multi-hopping. The average delay of the proposed model is restricted

to 0.625%.

The random way-point and random walk models have 11.25% and 35.63% delays, respec-

tively. The Gauss–Markov model with its variable velocity property restricts the average

delay to 5%. The fixed maneuver models have an important characteristic of following

their well-defined path and always staying in connection to the base station, thus effec-

tively matching the proposed model with 0.625% average delays. However, this delay is

with respect to their coverage and throughput values.

Figure 4.6 gives the average delays for the different approaches. Jitter, which is the

measure of the variations in delay, is presented in Figure 4.7. With the minimized delay,

the proposed approach features the jitter value around 2% and the fixed maneuver model

matches the jitter values of the proposed approach. The random way-point, random walk,

and Gauss–Markov models have 9%, 6%, and 5% jitter, respectively.

PDR, which measures the number of packets delivered successfully across the network
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Figure 4.4: QoS Comparison among the Proposed Approach, Random Waypoint,
Random Walk, Fixed Maneuvers and Gauss Markov based on Temporal Throughput

Levels.

Figure 4.5: Latency Comparison among the Proposed Approach, Random Waypoint,
Random Walk, Fixed Maneuvers and Gauss Markov.
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Figure 4.6: Delay Comparison among the Proposed Approach, Random Waypoint,
Random Walk, Fixed Maneuvers and Gauss Markov.

Figure 4.7: Jitter Comparison among the Proposed Approach, Random Waypoint,
Random Walk, Fixed Maneuvers and Gauss Markov.
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Figure 4.8: Packet Delivery Ratio Comparison among the Proposed Approach, Random
Waypoint, Random Walk, Fixed Maneuvers and Gauss Markov.

over the course of time, is an important metric for the mobility model evaluation. The

proposed approach that features movement from one dense to another dense region and

also collecting data from scarce regions by means of multi-hopping or direct transmission

towards base station has a high PDR value of 99%. The random way-point and random

walk models that boast of their capabilities of traversing the whole geographical area

slowly also possess high PDR of 91% and 90%, respectively, which is slightly less than

the proposed approach. The Gauss–Markov model has a PDR of 62%, while the fixed

maneuver model due to lack of its coverage has a resultant PDR of 12%. Figure 4.8

presents the PDR comparisons.

The overall data transferred and the end-to-end delivery comparisons are presented in

Figures 4.9 and 4.10. The proposed approach features 91% average data transferred

statistics. The random way-point and random walk models are at 74% and 72%, respec-

tively. Gauss–Markov and fixed models deliver data transfer average of 49% and 7%,

respectively.

The proposed approach features a constant EED delivery timing statistics, which is 0.8%.

The random way-point and random walk models result in 12.5% and 24.1%, respectively.

Gauss–Markov had an EDD of 3.3% and the fixed model matches the proposed approach

as it is following its fixed trajectory and consistent connection with the base station.

However, this improved characteristic of the fixed model is compromised by their lesser

throughput and coverage values.
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Figure 4.9: Amount of Data Transferred Comparison among the Proposed Approach,
Random Waypoint, Random Walk, Fixed Maneuvers and Gauss Markov.

Figure 4.10: End-to-End Delivery Comparison among the Proposed Approach, Random
Waypoint, Random Walk, Fixed Maneuvers and Gauss Markov.
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Table 4.3: Comparative Analysis of the Proposed Approach against the Featured
Techniques.

Metrics
Proposed Ap-
proach

Random Way-
Point

Random Walk Gauss
Markov

Fixed Maneu-
vers

Coverage 98% 91% 90% 55% 10%

Throughput 82% 74% 72% 55.7% 7.1%

Latency 8.3% 12.5% 12.5% 16% 86%

Delay 0.625% 11.25% 35.625% 5% 0.625%

Jitter 2% 9% 6% 5% 2%

PDR 99% 91% 90% 60% 12%

Data Transferred 91% 74% 72% 49% 7%

EED 0.8% 12.5% 24.1% 3.3% 0.8%

Packet Drop 0.8% 4.1% 4.1% 35% 83%

Figure 4.11: Packet Drop Comparison among the Proposed Approach, Random
Waypoint, Random Walk, Fixed Maneuvers and Gauss Markov.
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Table 4.4: Statistical Variation among Proposed and Compared Approaches.

Coverage

Mean Std. Dev. Std. Error of Mean Variance Mode Median

Proposed Approach 67.37 30.81 3.25 949.56 100.00 73.50
Random Waypoint 63.90 28.88 3.04 833.89 89.00 79.00
Random Walk 65.88 27.70 2.92 767.32 90.00 79.00
Fixed Maneuvers 7.90 0.67 0.07 0.45 8.00 8.00
Gauss–Markov 43.99 16.91 1.78 285.90 59.00 51.00

Data Transferred

Proposed Approach 411306 195463.98988 20603.71362 3.82062E10 632340 432540
Random Waypoint 369756 164153.46941 17303.29497 2.69464E10 511920 453060
Random Walk 371694 155860.53646 16429.14309 2.42925E10 508680 443340
Fixed Maneuvers 46932 3952.15976 416.59422 1.56196E7 47520 47520
Gauss–Markov 254610 96515.75736 10173.65411 9.31529E9 340740 292140

Delay

Proposed Approach 0.01298 4.3795E-4 4.61639E-5 1.918E-7 0.01274 0.01306
Random Waypoint 0.19316 0.22999 0.02424 0.05289 0.09323 0.10398
Random Walk 0.61413 0.20325 0.02142 0.04131 0.51045 0.51045
Fixed Maneuvers 0.00208 0.0019 1.998E-4 3.59281E-6 0.00104 0.00117
Gauss–Markov 0.02259 0.01801 0.0019 3.2448E-4 0.0445 0.00903

End to End Delivery

Proposed Approach 0.00694 2.72533E-4 2.87275E-5 7.42745E-8 0.00686 0.00688
Random Waypoint 0.12133 0.15818 0.01667 0.02502 0.05169 0.05744
Random Walk 0.36507 0.13633 0.01437 0.01859 0.29429 0.29429
Fixed Maneuvers 0.00619 5.29694E-5 5.58346E-6 2.80575E-9 0.00619 0.00619
Gauss–Markov 0.01914 0.0167 0.00176 2.78986E-4 0.03948 0.00578

Jitter

Proposed Approach 0.00624 3.28373E-4 3.46136E-5 1.07829E-7 0.00592 0.00626
Random Waypoint 0.09954 0.11881 0.01252 0.01412 0.04785 0.05345
Random Walk 0.34526 0.12074 0.01273 0.01458 0.27826 0.27826
Fixed Maneuvers 9.41456E-4 8.51129E-4 8.97169E-5 7.2442E-7 4.69991E-4 5.31537E-4
Gauss–Markov 0.01171 0.01022 0.00108 1.04357E-4 0.02414 0.0037

Latency

Proposed Approach 0.0881 0.00118 1.24404E-4 1.39287E-6 0.08839 0.08838
Random Waypoint 0.09936 0.01469 0.00155 2.15671E-4 0.09363 0.09363
Random Walk 0.09495 0.00311 3.27508E-4 9.65355E-6 0.09542 0.09542
Fixed Maneuvers 0.76525 0.32149 0.03389 0.10336 1.04832 0.92693
Gauss–Markov 0.13303 0.01287 0.00136 1.65581E-4 0.13934 0.13934

Packet Drop

Proposed Approach 0.000 0.000 0.000 0.000 0.000 0.000
Random Waypoint 1.409 0.850 0.090 0.722 1.116 1.116
Random Walk 1.135 0.244 0.026 0.060 1.189 1.189
Fixed Maneuvers 9.280 1.733 0.183 3.002 10.232 10.095
Gauss–Markov 4.028 0.959 0.101 0.920 4.516 4.516

Packet Delivery Ratio

Proposed Approach 1.00000 0.00000 0.00000 0.00000 1.00000 1.00000
Random Waypoint 0.87195 0.07724 0.00814 0.00597 0.89856 0.89856
Random Walk 0.89678 0.02206 0.00233 0.00049 0.89198 0.89198
Fixed Maneuvers 0.16948 0.15489 0.01633 0.02399 0.08421 0.09524
Gauss–Markov 0.63499 0.08680 0.00915 0.00753 0.59107 0.59107

Throughput

Proposed Approach 5.67642 0.08361 0.00881 0.00699 5.65683 5.65727
Random Waypoint 5.10392 0.50364 0.05309 0.25365 5.34029 5.34029
Random Walk 5.27120 0.16014 0.01688 0.02564 5.24021 5.24021
Fixed Maneuvers 0.95980 0.87702 0.09245 0.76916 0.47696 0.53941
Gauss–Markov 3.80016 0.43892 0.04627 0.19265 3.58843 3.58843

Packet drop specifies the ability of the model to avoid creating congestion or not allowing

nodes to generate unnecessary traffic. Unnecessary traffic mostly comes from request-

reply or data broadcast messages. Figure 4.11 presents the comparison of packet drop

in the specified approaches. The fixed maneuver models have the highest packet drop
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of 83%. This high packet drop is due to the fact most of the nodes are resorting to

multi-hopping resulting in frequent contest among the nodes. The Gauss–Markov model

has a packet drop of 35%. The random way-point and random walk models have slow

convergence, but coverage is high. They have a drop rate of 4.1%. The proposed approach

has a high coverage, less end-to-end delivery times and delay. The packet drop ratio of

the proposed approach is 0.8%.

The overall comparative analysis of the proposed approach against the standard discussed

approaches is presented in Table 4.3. The statistical variations among the proposed and

compared approaches are presented in Table 4.4.

4.2 SDN-Based Secure Mobility Model 3

Multi-UAV collaborative networks provide with the opportunity to exploit civil, chemical,

biological, radiological, nuclear and geographical reconnaissance, survey, management,

and control. For the collaborative network formation, coverage is of prime paramountcy.

Alongside coverage, possession of information and communication security is withal a

major challenge. The coverage quandary can be resolved by a perspicacious selection

of UAV way-points. But the security paradigm which can be an effect of faulty node,

intrusion or even choice of erroneous communication channels needs to be taken care

of through efficacious strategies. Consequently, both a specialized UAV mobility model

and a security mechanism are required in order to establish prosperous collaborative

networks. In this section, an SDN-based secure mobility model is proposed which takes

into account the topological density and restricts the UAV and ground node (Wireless

Sensor Networks (WSNs)) transmissions to authenticity.

SDN is effectively a new paradigm in the field of computer networks which separates data

forwarding from the control logic thus facilitating better flexibility, scalability, and dy-

namic adaptability. Mobility model for multi-UAV WSN networks takes into account the

attraction factor for setting up the waypoints for UAV movements. The authentication is

performed on the basis of pre-installed flows. The pre installed flow table of the UAV is

constantly updated with the changing topology. The controller-generated dynamic way-

points prevent UAV from erratic movements as well as any unidentified transmission is

discarded based on the flow action rules. The proposed approach is compared against

the traditional Clustered Hierarchical WSN layout [276] with UAVs as sinks and against

a technique where UAV maneuvers are statically fixed before the flight.

3Rajesh Kumar, Mohd. Abuzar Sayeed, Vishal Sharma, Ilsun You, “An SDN-Based Secure Mobility Model for UAV-
Ground Communications”, Mobile Internet Security: MobiSec, Springer, December (2018). [Published]
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4.2.1 Proposed Secure Mobility Model

SDN-based mobility model for Multi-UAV coordinated WSN networks dissects the com-

plete geography into a matrix, as shown in Figure 4.1. The approach inherets the same

system model as section 4.1.1.1. The WSN nodes falling into a particular sector (block

of the matrix) are default considered into the same cluster and the cluster head and

controller selection is done according to Equation 4.13:

min(Dm) and max(L),∀(N), (4.13)

such that:

LA > 0, (4.14)

Ts ≥Mean TL. (4.15)

where, L refers to the set containing the total connections for nodes, LA is the number

of connections active on a node, Ts is the mean life time of the selected node, and TL

refers to the mean life time of |N | nodes, Dm is the average one hop distance for nodes

represented with a set N , which is given as the distance metric, as according to Equation

4.16:

Dmi =

∑Sn
i=1 H

Sn
, Sn ≤ |N|. (4.16)

Here, Dmi is the node under consideration, H is one hop distances from the node under

consideration with Sn being the active nodes, given that the node coordinates lie within

the same sector as that of the base station. Inequality 4.17 states the condition for the

model to proceed further.

0 ≤ Dmi ≤
Sn(Sn − 1)

2N
, (4.17)

where, the extreme values are expressed according to Equation 4.18:
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Dmi =


0, D(selected)

m = ∞, L = min, Ts = max, Isolated = True.

Sn(Sn − 1)

2N
, D(selected)

m = max L = min, Ts = max, Isolated = True.

OtherwiseSelect.

(4.18)

The controller suggested in the paper has six major components namely; Mission Con-

trol, UAV Topology Map, Active Topology, Density Function for Route Establishment

(DFRE), Flow Table, and Logs.

Mission control component of the UAV Controller keeps track of the overall mission

statistics and the conceptual layout of the system. The information includes cell struc-

ture and information about the geography. The main function is to provide preliminary

information to the UAV topology map. Active topology component stores the current

UAV movement statistics and functions which dictate the overall movement criterion,

and geometric characteristics of the flight path. Active topology also forwards the overall

sensed statistics of the geographical area to the UAV topology map. The UAV topology

map component serves as data storage for mission control and active topology compo-

nents.

DFRE works on the stored statistics to find an efficient and viable route for the UAVs.

Once the complete area is surveyed, the component starts with calculating the density

component of respective areas. Figure 4.12 presents the block diagram of the SDN con-

troller used by the proposed model for coordinating UAVs with WSNs over a defined

geographical area.

The transfer between UAV and sensor nodes always happens through the cluster-head.

When UAV is in range of the cluster head, the Head Swap is performed for inter-changing

the cluster heads. UAV becomes the cluster head of the sector to facilitate transfer not

only from the designated cluster head but also allows the cluster members to send data

directly towards the UAV.

The UAV way-points are set in a way that it moves from head of one densely populated

cluster towards the head of another densely populated cluster. UAV way-points are

decided on the basis of topological density and distance. The transmissions are facilitated

by coordination function, which is calculated by means of topological density as as given

by 4.19:
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Figure 4.12: A Component Diagram of the Considered SDN Controller for UAV-WSN
Coordinations.

Af =
Sa

A
× Sn

N

(√
1

|N|
(
Tpsys − Tpsys

)2 −
√

1

Sn

(
Tp − Tp

)2

)
, (4.19)

where, Tp is the number of transmissions per unit time in a sector, Sa denotes the sector

area, and Tpsys is the number of transmissions per unit time in the entire system.

Similarly, the model can be extended to calculate the coordination of each sector as well

as the entire zone while fixating the number of transmissions permissible to each node,

each sector and each area under the control of a single base station.

After estimating the coordination function of each region, the DFRE further prioritizes

the areas of interest as dense and scarce. The inequality in (4.20) identifies the densely

populated clusters from the scares ones based on the average hop distances of the area,

such that:

1 ≤ Arange ≤
N(N − 1)

2
, (4.20)

Area can be evaluated according to 4.21:

Area =


Dense, if,

(
min(Sn)−meanSn

2

)
< Arange ≤

N(N − 1)

2
.

Sparse, if, 1 ≤ Arange ≤
(
min(Sn)−meanSn

2

)
.

(4.21)
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With all the areas mapped, the DFRE component now performs the weight assignment in

order to proceed with the shortest route selection procedure. The model uses a network

graph for coordination in which the edge weights Ew, between the nodes are given by

Equation 4.22:

Ew =
Tpsysη1 + |N|η2

η1 × η2

− Tpη3 + Snη4

η3 × η4

, (4.22)

such that:

η1 + η2 = 1, (4.23)

and,

η3 + η4 = 1, (4.24)

while,

η1, η2, η3, η4 6= 0, (4.25)

where, η1, η2, η3 and η4 are the balancing constants for Tpsys, N, Tp, and Sn, respec-

tively.

The densely populated sectors are serviced by UAV maneuvers directly along with the

sectors which fall in line with two consecutive UAV banks. The scarce sectors which do

not fall in the path of UAV are the designated as isolated zones. These isolated zones

fixate on sensors, which send hello packets towards nearby dense regions and the base

station when the network is initialized. The purpose of the hello packets is to determine

the number of active nodes in the region and number of hops required to reach the dense

sector and the base station.

The proposed model considers that the Flow table component of the controller is pre-

installed with the specific information of the available sensor nodes. The data transmis-

sion is controlled by the flow table match action rules. The DFRE component keeps

tracks of the overall topology and updates the flow tables accordingly. In addition, it

interacts with the security module to authenticate the way-points and maintain the le-

gitimacy of incoming connections. Further, to verify the connectivity between the UAVs

and the WSNs, DFRE checks for previously calculated way-points and matches with the

next possible way-points. In such a way, the movement of UAVs is authenticated and

verified before transmissions. The details of security considerations and requirements are

provided below:
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i The system maintains the check on the certificates generated by the controller for

other UAVs in the form of a centralized corpus on the controller. It also maintains

the details of keys to be used for securing the communications.

ii The channel security is based on the network architecture and depends on the

initial phases of mutual authentication, which are not covered at the moment and

is marked as an assumption.

iii The keys for securing the location as well as the system conditions are generated

by the owner UAV, which can relay with an optional server to check for freshness

and prevent any replay attacks.

iv Once the keys are initiated, the DFRE module improvises the availability of way-

points and allocate it to the topology generator, which helps to fixate the points

for maneuverability. Any violation in the way-points is tracked through crypto-

mechanisms based on keys generated in the initial phase.

v The certificate issuance helps to re-verify the UAVs and the way-points and avoids

overheads associated with re-verification. However, the requirement of verification

of way-points depends on the type of network layout and the environment in which

the UAVs are deployed.

At the moment, the major security requisites are discussed as an abstracted aspect by

following the layout in Figure 4.12. However, the future works will present the detailed

working as well as detailed security analysis of the proposed system.

4.2.2 Performance Evaluation

The proposed technique relies on exploits the movement characteristics of UAV in order

to achieve significant gains over the already existing models. The evaluation and testing

of the approach are done on a model consisting of the base station, WSN motes and the

UAVs serving as relays by using NS3 and MatlabTM . The testing is performed on a

1200× 1200 m2 area. The number of UAVs is varied between 1 and 10 with WSN nodes

equaling 100.

The average packet size is varied between 512 bytes to 1024 bytes and the value of

balancing constants η are kept fixed at 0.5. The connections are generated through the

modeling without overlapping and the proposed approach is compared with hierarchical

WSN layout and Statically Maneuvered UAV approaches. The approaches are compared

on the basis of throughput, coverage, and latency. At the moment only performance-

based evaluations are presented and the security evaluations will be covered in upcoming
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works.

Figure 4.13: Throughput Comparison among the Proposed Approach, Hierarchical
WSN Layout and Statically Maneuvered UAV. Abbreviations: WSN, Wireless Sensor

Networks.

Figure 4.14: Coverage Comparison among the Proposed Approach, Hierarchical WSN
Layout and Statically Maneuvered UAV. Abbreviations: WSN, Wireless Sensor

Networks.
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The proposed approach performs at the maximum throughput level of 95.7% as compared

to 77.1% and 57.1% throughput levels of hierarchical WSN approach and static deploy-

ment of UAVs respectively. Figure 4.13 gives the throughput comparison of the considered

approaches against the proposed approach. Initially, three approaches have comparable

throughput but with time the static approach starts degrading. The traditional hierarchi-

cal approach initially performs in close proximity to the proposed approach but cannot

match the steep ascent as the proposed approach performs uniformly throughout the

simulation tests.

Figure 4.15: Latency Comparison among the Proposed Approach, Hierarchical WSN
Layout and Statically Maneuvered UAV. Abbreviations: WSN, Wireless Sensor

Networks.

The proposed approach provides the maximum coverage of around 99% in comparison to

84% and 49% coverage of hierarchical and static deployment. The approach also provides

a faster and efficient coverage against the other two solutions. Figure 4.14 gives the

coverage relationship between the existing and the proposed approaches. The latency

of the proposed approach is approximately constant at 20% gains. The hierarchical

approach works with a varying latency between 19% and 34%. The latency levels always

stay in close proximity to the proposed approach but with consistent fluctuation. The

static UAV approach possesses inconsistent latency measures with a maximum of 84%

and average latency of around 65%, as shown in Figure 4.15.
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4.3 Conclusion

Efficient topological formations and coordinated movements help to achieve effective

and sustainable UAV-coordinated WSNs. In this chapter, two complementary mobil-

ity based data dissemination schemes for multi-UAV ad hoc networks are presented.

First, a novel mobility scheme based on the transmission density of the WSN nodes is

proposed for moving UAVs in a coordinated manner for improved coverage and better

performance. The proposed approach is evaluated against Random way-point, Random

Walk, Gauss–Markov and Fixed Maneuver UAV movements. The random models pro-

duce close but considerably fewer performance levels as long as the WSN nodes lie in their

movement corridor. The Gaussian model gives results on average performance when ap-

plied to the UAV movements. The fixed maneuvering scheme produces less delay but

with a huge compromise on throughput, coverage, and latency. The proposed approach

shows significant gains in coverage, throughput, jitter, and data transfer ratios. The

packet drop rate is decreased exponentially and massive gains are observed for packet

delivery ratio.

Second, a novel mobility scheme based on the transmission density of the WSN nodes is

proposed which is capable of including way-point-security of UAVs. The UAVs perform

successive shifts towards dense regions thus resulting in high coverage and throughput.

The proposed approach incorporates a simple flow based technique through SDN con-

troller for authentication and coordination of WSN as well as aerial nodes. Significant

gains are observed for metrics like throughput, coverage, and latency. The details on

authentication procedures and verification mechanisms will be presented in our future

works.
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Chapter 5

Throughput Maximization for Multi-UAV Net-

works 4

Dynamic control and state estimation of the aerial network are driving forces behind

the optimized UAV trajectory. The proposed approach models throughput maximization

and capacity enhancement of the multi-UAV assisted ground networks as a trajectory

optimization paradigm and considers UAV state as the criteria for UAV re-purposing.

UAV re-purposing is effectively a technique where available less congested UAVs are

directed towards geographical sectors with high latency and packet loss rates. The state

of the aerial nodes is determined iteratively using graph neural networks (GNN). GNN

architectures use iterative message passing to produce a cumulative state information

vector employing aggregation schemes at each level [277, 278, 279, 280]. The proposed

GNN’s node embedding incorporates UAV’s position concerning sector anchor in a 3D

area and node features, including throughput, latency, and packet loss. Incorporating

UAV positioning is important for feature state calculation as two aerial nodes with the

same characteristics are indistinguishable without geo-positioning.

5.1 Efficient Deployment with Throughput Maximiza-

tion

The majority of approaches following multi-UAV-assisted throughput maximization have

studied trajectory optimization as a function of underlying ground nodes and application

scenarios. The proposed approach performs iterative learning at both local and global

topological levels and considers application scenario independent ground nodes, which

makes it more reactive and adaptable to sudden changes in geography, node failures, and

bottlenecks as compared to the mathematical optimization techniques proposed in the

literature. Trajectory and throughput optimization require tracking multiple aerial and

ground nodes. The techniques proposed in the literature have traditionally investigated

linear tracking in a plane. The simplification reduces the throughput maximization into

4Mohd. Abuzar Sayeed, Rajesh Kumar, Vishal Sharma, Mohd Asim Sayeed “Efficient Deployment with Throughput
Maximization for UAVs Communication Networks”, Sensors (IF 3.275), MDPI (2020). [Published]
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an optimization problem but does not address the aerial node tracking when targets

move in a 3D plane. While multi-UAV trajectory optimization generally focuses on

aerial nodes moving in the 2D front parallel plane, this is an atypically simple, special

case. The proposed approach considers aerial nodes moving continuously in all three

dimensions. Moreover, 2D tracking suffers a steep performance decline when speed and

distances increase, as overall mapping accuracy is always higher in 3D than in 2D. The

proposed approach employs separation and dimensionality to provide more than additive

improvements as the aerial nodes packed closely together in a 2D front parallel perspective

can be far apart if altitude is considered, and can be mapped accurately in a 3D geography.

Moreover, the mapping accuracy improves when aerial nodes are separated by different

altitude planes.

The proposed approach presents a multi-UAV assisted ground network, where UAVs are

deployed as transceivers as well as base stations in a given 3D area. A dynamically re-

configurable topology is presented where state information of aerial nodes is generated

and updated periodically to keep track of congestion and declining throughput. The

proposed approach aims at pushing data rates close to the throughput upper bound of

UAV-assisted ground networks through aerial node re-purposing, reinforcing burdened

nodes, and links. The approach models aerial nodes and associated links for traffic char-

acterizations, delay, loss, and throughput to estimate the topological re-configurations

and capacity predictions. For performance analysis, the proposed approach is compared

against software-defined UAVs (U-S) and UAVs as base stations (U-B) inspired by the

configurations in [281] and [282], respectively.

5.1.1 Network Model

UAV networks are complex design paradigms banking on effective trajectory selections,

situation awareness, and communication in conjunction with dynamic network reassess-

ment and load characterization. Without featuring a dynamic trajectory modification

in accordance with the iterative situational-updates, the overall system performance de-

clines, given sufficient ground and aerial resources. The proposed approach focuses on

throughput maximization in multi-UAV assisted ground networks. The technique em-

ploys UAV mapping and trajectory optimization using UAV re-purposing to minimize

delays and packet loss and maximize throughput. The network comprises aerial and

ground nodes. The UAVs act as both transceiver and base for the underlying ground

network. Aerial nodes initially follow a predetermined path through the sectors. A sec-

tor is a 3D volumetrically equal division of the geographical topology. Sector anchor is

a set of random points in a divided 3D plane such that each division has at least one
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anchor. A single UAV topology can be classified into two categories within the same

temporal instance. Local topology defines a node’s attributes concerning its immediate

neighbors. The global topology defines the UAV positioning concerning the overall geo-

graphical deployment. Figure 5.1 details the complete network layout. The topological

characterization reveals the relationship dynamics of the UAV-assisted ground network

deployment. To perform trajectory optimization and UAV re-purposing, it is impor-

tant to map aerial and ground nodes to particular sectors. Unless intervened, UAVs fly

autonomously over a predetermined trajectory with constant velocity.

Figure 5.1: Proposed Approach: Network Model.

Each aerial and ground node is mapped to its corresponding sector in accordance with

the local network layout. The corresponding sector anchors for each sub-area are marked.

The sector anchor can be adjusted to the center of the node cluster within its specific

sub-area. The connected mesh of aerial nodes serves as the initial network map or graph.

As the network progresses, with continued iterative transmissions, each node calculates

its own set of features and link characteristics of the adjoining nodes. Every time the

network gets up and running, graph dependent shortest path algorithms are used to

initialize the network. The issue with the shortest path or multipath approaches is that

they do not take into account the distance and latency of the links while updating paths

during their initialization phase. The problems associated with the absence of steady

and dynamic learning of network patterns cause complete re-initializations of the paths

around the node where the link is broken or congested.
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Collaborative networks rely on traditional multi-hopping techniques for data dissemina-

tion. The data path from source to destination is calculated employing graph algorithms

(example: Dijkstra’s shortest path algorithm or Bellman–Ford algorithm). The network

itself forms a dynamic graph with temporary connections. The shortest and most efficient

link from i to j can be a single shortest path; however, it suffers from delay and packet

loss due to congestion. The tremendous decline in overall network performance and inef-

ficient data transmissions result from slow reaction and path reconstruction, link failures

originating from the dynamic topological arrangements, flooding, network clogging, and

higher latency towards alternate route calculation. Moreover, the traffic originating from

one subsection of the network will start sharing the paths when destined to another

subsection, further increasing the latency and impacting overall throughput.

The solution can be found in multi-path techniques for providing alternate paths and

reduced latency, but it further increases the complexity and generates overheads for cal-

culating and maintaining multiple paths from source to destination. Maintaining all

the multiple paths is generally not required for multi hopping transmissions and can

be avoided by employing efficient trajectory optimization, thus boosting overall network

performance. The article presents a solution that provides a multipath arrangement for

congested links and burdened nodes through UAV re-purposing. It starts by calculating

node and their link states, including the state of its neighbors, and updates the node

parameters. If an additional path is required by the network in an area, the UAV posi-

tioning is adjusted and new paths are dynamically arranged. The UAV is re-positioned

according to the criteria which maintains old links alongside the new.

GNN has a specific ability to acknowledge the natural order of nodes in a graph, i.e.,

no particular order but traversing the nodes in all possible orders. Traditional neural

models process the patterns in a stacked specific order which makes them less suited

towards the dynamic nature of topology and fast movement of the aerial nodes. In a

network graph, a connection means the state of the node which itself is dependent on the

state of neighboring nodes and links. Traditional neural models account for this intercon-

nected dependency, as a feature of the node itself, whereas GNN performs propagation

guided by the graph structure instead of using it as part of features. GNN can retain

states up to arbitrary lengths, thereby better capturing the graph dependence of states

via transmission and movement characteristics. The GNN operations, in the proposed

approach, can be summarized as: calculate node state, propagate node state along the

edges of the graph and re-calculate node states according to the received updates. The

functionality of GNN in coordination with the proposed approach is detailed in Section 4.

Equation 5.14 and Figure 5.2 elaborates on the operational GNN feed-forward network
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and state output calculation. Figure 5.3 shows how UAVs propagate the feature vector to

the neighboring UAVs. The recipient aerial nodes append their feature vectors according

to the received updated vector from the neighbors.

Figure 5.2: Graph Neural Network: Output Generation.

Figure 5.3: (a) Topological Relationship of ith UAV. (b) Aggregate State Definition of
ith UAV.

Example The UAV re-positioning can facilitate alternative paths where a node/link is

broken/congested. The node state is used to decide upon moving in another UAV with

desirable current state characteristics. The path in a given set of UAV links is denoted by

ABCD (Figure 5.4). ABCD are weights whose values depend upon the feature vector.

The GNN can learn this graph alongside node features and link states. During steady

network operation, suppose linkB becomes congested, a graph neural network will present

this abrupt change in behavior in Oi is gieven by Equation 5.11. The proposed approach

now estimates an aerial node close to UAV1 or UAV2 and re-purposes it to send packets

from UAV1 to UAV5 using link E. The complete state estimation and UAV re-purposing

techniques are presented in Subsection 5.1.2.
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Figure 5.4: Proposed Approach: (a) Network Graph with Congested Link B (b) UAV
Re-purposed to Activate Link E Alongside B.

5.1.2 Proposed Approach

The proposed approach aims at pushing the maximum data rate of UAV-assisted ground

networks towards the throughput upper bound of-UAV assisted ground network deploy-

ment. Maximum data rates are achieved by minimizing the overall latency and packet

loss. UAV re-purposing achieves minimal packet loss and delays by allowing dynamic

topological changes considering the state of the UAV, state of the neighboring nodes, and

the overall state of the sector. Individual UAV feature vectors are used to collaboratively

determine the state of an aerial node concerning its neighbors and load characteristics.

The initial feature vector is defined over the node’s latency, loss, observed throughput,

and distance from the sector anchor. GNN aggregation is used iteratively to determine

each UAV state with respect to its one-hop neighbors and so on. The dynamic and con-

tinuous node assessment keeps track of each aerial node and its network statistics. The

overall sector state is assessed against the UAV states, and congested nodes (high latency

and packet drop) are served using re-purposed UAVs.

Network latency is a numerical measure of delay and is described as the time it takes for

a signal to propagate across the network connection, towards its destination. The latency

of a UAV-assisted ground network is defined as Equation 5.1:

Lw = lr + lq + (lt × hc) + lp + lc, (5.1)

where, Lw is the latency of a wireless link, lr is the router traversal latency, lq is queuing

delay and is defined as the amount of time that data packet spends in the queue before
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transmission, lt is transmission delay and is a measure of time, it takes to place an entire

packet on the transmission channel. Transmission delay is the ratio between packet

size and transmission rate. hc is hop count, lp is the propagation delay, or the signal

propagation time across the transmission channel. Propagation delay is the ratio between

the node displacement and speed of the communication channel. Connection delay (lc)

is the time it takes to establish the connection between aerial and ground nodes.

Packet loss rate or packet loss probability of a UAV-assisted ground network is defined

as Equation 5.2:

Lp =
Txp −Rxp

Txp
, (5.2)

where, Lp is the packet loss ratio, Txp is the actual number of packets transmitted and

Rxp defines the packets received.

Network throughput is the rate of packet delivery along with a communication network.

Mathis et al. [283] proposed the upper bound on the data transfer rate over a communi-

cation channel. The throughput upper bound Thmax for a UAV-assisted ground network

is defined as Equation 5.3:

Thmax ≤MSS × 1

Ilet
× 1

Idel
, (5.3)

where MSS is the maximum packet size.

Ilet =
1

n

n∑
i=1

Lwi =
1

n

n∑
i=1

lri + lqi + (lti × hci) + lpi + lci , (5.4)

Idel =
1

n

n∑
i=1

Lpi =
1

n

n∑
i=1

Txpi −Rxpi
Txpi

, (5.5)

and

Idel =


1 if Txpi = Rxpi .

1
1

n

∑n
i=1 Lpi

otherwise. (5.6)

In order to achieve the maximum data rates in UAV-assisted ground networks (Thmaxw),

the proposed approach minimizes the Ilet according to Equation 5.4 and Idel according to

Equation (5.5), which in turn can be minimized by minimizing the Lw Equation 5.1 and

Lp as given by Equation 5.2. The goal of the proposed approach is to achieve Thmaxw
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values close to and approaching Thmax as dictated by Equation 5.7.

Thmaxw→max ∝ min(Lw, Lp). (5.7)

An instance of a multi-UAV-assisted ground network constitutes n number of UAV nodes

in a 3D plane participating in a collaborative network formation. The dynamic move-

ment of nodes in (x,y,z) plane imposes significant difficulty in network reconfiguration

for optimal channel utilization and data rate maximization. A feature vector is designed

to represent the link wise network state which incorporates latency and congestion over

each link. The feature vector δT at the ith node is defined as Equation 5.8:

δT ←− {Lwi , Lpi , Th0i , di}, (5.8)

where, Th0i is the observed data rate at ith node and d is node’s displacement from the

sector anchor. The di is the Mahalanobis distance [284] calculated between node positions

and sector anchor. di is defined as Equation 5.9:

di =
√

(y − µ)C−1(y − µ)′, (5.9)

where, y is the set of anchor points, µ is the mean of UAV coordinates and C is the

covariance matrix.

UAVs hover with random way-point selection or any other predefined mobility, but are

ready to change course and follow a newly set path as dictated by the proposed trajectory

optimization technique. The multi-hop UAVs will change their adjacency relationships

more frequently than the single hop nodes. The local and global arrangements can be

represented as graph G(U(x,y,z), A) and adjacent matrix A(i,j) as is stated by Equation

5.10.

A(i, j) =

1 if uavi & uavj are single hop nodes

0 if uavi & uavj are multi hop nodes
(5.10)

At any reference interval, the exact state of the aerial network must be accounted for

facilitating efficient positioning of the relay nodes. The state of the aerial network can

be heuristically defined using graph neural network [285]. The expected behavior of the

node is required to adjust the positioning of the nodes in advance to push the overall

network capacity towards Thmaxw. With the graph neural network, the ith UAV’s state

Oi is given by Equation 5.11. This state is defined over the current state of the UAV
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node and its neighboring UAVs, presenting the neural network output considering the

UAV’s feature vector and input vectors received from the neighboring UAVs. The number

of layers considered in the proposed model is equal to the graph levels formed by UAV

nodes in a sector. The arrangement of layers according to UAV topology is described by

Figure 5.3. The UAV node’s state vector hi concerning neighboring UAVs is described

by Equations 5.11 and 5.12:

Oi = ρw(hi, δTi), (5.11)

hi = Υw(δTi, A[i], hne[i], δTne[i]), (5.12)

where, δTi is the feature vector, A[i] is the adjacency matrix for ith node. hne[i] defines

state of ith UAV’s neighbours. δTne[i] define features of the neighbouring UAVs.

The state h of an aerial node at the 0th layer is given by Equation 5.13. The 0th layer UAV

treats its feature vector as its state. The 0th layer is the initial layer from the disjoint

graph considered for UAV state calculation.

h0
i = δTi. (5.13)

At kth layer, the state of ith node can be defined as Equation 5.14:

hki = σ
(
WkAg,Bkh

k−1
i

)
, (5.14)

where, Wk and Bk are weight and bias respectively, used for training the neural network at

kth layer and Ag is the aggregate function as detailed in Equation 5.15 with parameters

α, β, γ and δ as according to Equation 5.16. Algorithm 5.1 presents the UAV state

calculation process. The cost of UAV state identification is O(n3), where n is the number

of currently deployed aerial nodes.

Ag =
n∑
i=0

(αLwi + βLpi + γTh0i + δdi) , (5.15)

α + β + γ + δ = 1. (5.16)

where, n is the number of nodes in a divided sector.
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The proposed approach considers a maximum of three hop neighbors’ states. The ac-

tual UAV topology over geography and the definition of UAV states derived from the

geographical layout are presented in Figure 5.3.

UAVi will have a state corresponding to its latency, packet drop, instantaneous through-

put, and distance from sector anchor, given by Equation 5.11. UAV re-purposing is

required to ensure consistent and improved data rates if the throughput of a sector Zrate

as given by Equations 5.17 and 5.18 falls below the expected throughput. The expected

rate Zexp is proportional to the channel capacity Cs of the sector, such that:

Zrate ∝
1∑n
i Oi

, (5.17)

Zrate < Zexp|Zexp =
Cs
2
. (5.18)

The distance dai between a sector anchor Ai (Aix, Aiy, Aiz) and an aerial node UAVi

(Uix, Uiy, Uiz) in a w-dimensional space is given by Equation 5.21:

Algorithm 5.1 UAV State Identification
1: Output: Oi
2: Input: UAV Coordinates,
3: Feature Vector δT ←− {Lwi , Lpi , Th0i , di},
4: Distance di =

√
(y − µ)C−1(y − µ)′,

5: Adjacent Matrix A(x,y,z)

6: Begin
7: Initialization:
8: h0

i = δTi
9: while i in aerial nodes do
10: while k in layers do

11: hki ← σ
(
WkAg,Bkh

k−1
i

)
12: AGGN ←

∑n
i=0 (αLwi + βLpi + γTh0i + δdi)

13: α+ β + γ + δ = 1
14: Oi = ρw(hi, δTi)

15: End

The candidate solution for UAV re-purposing is assigned according to Equation 5.19.

UAV is re-purposed to a designated overburdened high latency node such that its distance

from the sector anchor dai and current state Oi is minimal. Algorithm 5.2 elaborates on

the UAV trajectory optimization and UAV re-purposing process. UAV re-purposing costs

O(n2), where n is the number of currently deployed aerial nodes. Figure 5.5 details the

UAV re-purposing scenario.

min(Oi, dai). (5.19)
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Tangent of the ith UAV towards the burdened node is used to set the re-purpose direction

and the minimum required movement dm is assigned according to the prorogation length

Spi of the UAV signals according to Equation 5.20.

If no UAV nodes are available for re-purposing, a directly connected UAV with minimum

current state Oi value is considered.

dm =
Spi
2
. (5.20)

Figure 5.5: An Illustration of State-based UAV Re-purposing.

Algorithm 5.2 UAV Re-purposing
1: Output: dm
2: Input: Oi
3: Begin
4: Initialization:

5: Zrate ∝
1∑n
i Oi

,

6: Zrate < Zexp|Zexp =
Cs

2
7: while i in serial nodes in a sector do
8: dai =

√
(Aix − Uix)2 + (Aiy − Uiy)2 + (Aiz − Uiz)2 =

√∑w
r=1(Air − Uir)2

9: min(Oi, dai)

10: Re-purposing Distance:
11:
12: dm =

Spi

2
13:
14: End
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dai =
√

(Aix − Uix)2 + (Aiy − Uiy)2 + (Aiz − Uiz)2 =

√√√√ w∑
r=1

(Air − Uir)2. (5.21)

Figure 5.6: Training and Testing Loss for GNN.

To estimate the cost and complexity of the proposed solution, the initial training of the

algorithm is performed using 10 formations of UAV networks, and the GNN is trained over

5000 iterations, followed by re-testing using 5 formations of the UAV network. Figure 5.6

gives training and testing losses over each iteration, where 1000 iterations take 4 minutes

to complete approximately. The results suggest that the loss is quickly reduced and the

GNN is able to correctly predict the node states.

5.1.3 Results and Discussion

To evaluate the proposed approach, simulations are carried using NS-3 (Python bindings)

with 50–100 UAVs and an area of 2000× 2000 m2. Comparisons are made on grounds of

achieved throughput, delay, packet loss, jitter, and packet delivery ratio. To demonstrate

the accuracy and correctness, the proposed approach is validated against OLSR driven

UAV assisted ground networks. The proposed approach is compared against software-

defined UAVs (U-S) and UAVs as base stations (U-B) inspired by the configurations

and settings in [281] and [282] for performance and efficiency analysis. The scalabil-

ity of the proposed technique is verified by varying aerial node deployment and data

rates. The section is further discussed in four parts: Simulation settings, Accuracy and

correctness, Performance and efficiency analysis, Scalability test.
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5.1.3.1 Simulation Settings

Table 5.1: Simulation Parameters.

Simulation Settings Values

No. of Ground Nodes 200
No. of Aerial Nodes 50–100
Ground Node Classification Wireless Ground Nodes
Dimension 1200 × 1200 m2

Ground Communication IEEE 802.11, Direct Sequence Spread Spectrum (DSSS) Rate 11 Mbps
Aerial-Ground Communication Low Power Wide Area Network (LPWAN), 2 km Line of Sight Transmission
Aerial-Aerial Communication LTE
Loss Model Fiss Propagation Loss Model
Datagram/Segment Size 1460 bytes
Data Rate 1–4 Mbps
Data Burst Variable
Bit Rate Constant
Protocol Transmission Control Protocol (TCP)/User Datagram Protocol (UDP)
Simulation NS3 (Python Bindings)
Analysis Python

Simulation results are dependent on data rates and packet size. The complete simulation

settings are provided in Table 5.1. The following parameters are used to test the efficiency

of the approach:

i Throughput : Throughput is the measure of the amount of data successfully trans-

mitted between source and destination over a transmission media. The comparative

analysis is performed by equating maximum data rates in UAV-assisted ground net-

works Thmaxw.

ii Delay : Delay is a unit time measurement of end-point to end-point communication

considering network bottlenecks and unavailability of transmission media. Latency

is the cumulative measurement of propagation and serialization delays. Although

there exists a subtle distinction between latency and delay, but in the proposed

approach latency and delay are used interchangeably as delay is defined as a cu-

mulative entity comprising of router traversal latency, queuing delay, transmission

delay, hop count, propagation delay, and connection delay.

iii Jitter : Jitter quantifies delay-sensitive dynamic network behavior. The proposed

approach considers jitter as the variation in delay.

iv Packet Delivery Ratio (PDR): Packet delivery ratio is the ratio of packets trans-

mitted by the sender to the actual number of packets received at the destination

node.

v Packet Loss : Packet loss accounts for the number of packets lost in transmission.

The proposed approach ascertains it as a proportion between unsuccessful transmis-
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sions and the actual number of transmission over the transmission media. Packet

loss can occur with UAV being out of range, congestion, frequent broadcasts from

ground nodes, dense ground sections, or the overall amount of data being transmit-

ted.

5.1.3.2 Accuracy and Correctness

Multi-UAV-assisted ground networks are multi-hop network configurations where aerial

nodes act as transceivers or base stations. The correctness of the proposed approach is

demonstrated by running the multi-UAV-assisted ground network configuration in con-

junction with the proposed approach. The underlying ground configuration uses OLSR

for multi-hop data routing. The largest contributor to network latency in a multi-hop

network is the number of hops between the communicating nodes and the actual geo-

graphical distance between the nodes. Bottleneck congestions occurring as a result of

unequal data transmission capacity of links and devices also contribute substantially

to the overall network delays. Multi-hop networks also suffer from suboptimal routing

conditions by making suboptimal paths to the destination. Suboptimal path selection

increases the overall data arrival intervals. The proposed approach provides solutions

to the multi-hop delays and bottleneck congestions by facilitating additional resources

in the form of UAV re-purposing. The choice of more than one aerial node reduces the

suboptimal routing paths as well. Figure 5.7 reflects the decrease in overall delay as

the proposed approach features an average delay of 1.3 s compared to an 8.6 s delay of

OLSR configuration.

Figure 5.7: Delay Comparison among Proposed Approach and OLSR Configuration.
Abbreviations: OLSR, Optimal Link State Routing Protocol.
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Figure 5.8: Packet Loss Comparison among Proposed Approach and OLSR
Configuration. Abbreviations: OLSR, Optimal Link State Routing Protocol.

The average packet loss of the proposed approach is 4 as compared to the staggering

1672 of the OLSR configuration (Figure 5.8). The average jitter, also considered as the

variation in delay over time, of the proposed approach is 0.03 and that of the OLSR

configuration is 1.4 (Figure 5.9). The proposed approach minimizes the distance as well

as the number of hops between the source and destination, resulting in fewer packets

lost in transition. Random non-optimized mobility of the aerial nodes adds massively to

the packet drop statistics. Packet loss is also directly equated to network congestion and

overloaded links and devices. Packets are dropped in volumes if the end device or trans-

mission channel cannot cope with the transmission rates. The unprecedented advantage

of the proposed approach towards delay minimization contributes to the advantage when

it comes to packet loss rates.

Figure 5.9: Jitter Comparison among Proposed Approach and OLSR Configuration.
Abbreviations: OLSR, Optimal Link State Routing Protocol.

The proposed approach is directed towards throughput maximization by minimizing the
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overall network delays and packet loss. The minimal packet loss rate converts to a

high packet delivery ratio. The PDR of the proposed approach is 0.99 as compared to

the OLSR configuration’s 0.55 (Figure 5.10). Minimized delay of 1.30 s, less average

packet loss of 4, and high PDR of 0.99 result in maximized throughput values. The

throughput of the proposed approach is 1021.25 Kbps, as compared to 480.42 Kbps of

OLSR network configuration (Figure 5.11). Table 5.2 details the comparative analysis

between the proposed approach and OLSR ground network configuration.

Figure 5.10: Packet Delivery Ratio Comparison among Proposed Approach and OLSR
Configuration. Abbreviations: OLSR, Optimal Link State Routing Protocol.

Figure 5.11: Throughput Comparison among Proposed Approach and OLSR
Configuration. Abbreviations: OLSR, Optimal Link State Routing Protocol.

Table 5.2: Comparative Analysis Proposed Approach and OLSR Configuration.

Approach Delay Packet Loss Jitter PDR Throughput

Proposed Approach 1.30 4 0.03 0.99 1021.25 Kbps

OLSR 8.55 1672 1.4 0.55 480.42 Kbps
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Figure 5.12: Delay Comparison among Proposed Approach, U-S and U-B.
Abbreviations: U-S, Software Defined UAV; U-B, UAV as Base Station.

5.1.3.3 Performance and Efficiency Analysis

The performance and efficiency of the proposed approach are evaluated against software-

defined UAVs (U-S) and UAVs as base stations (U-B). The three approaches are tested

on the same testbed with 50 UAVs. The packet size is 1460 bytes. The data rate is 1

Mbps with a constant bit rate and variable bursts.

The proposed approach features an average delay of 1.30 s as compared to 5.8 s and

3.67 s of U-S and U-B respectively (Figure 5.12). The proposed approach dynamically

tracks the aerial topology for bottleneck congestion by keeping track of individual delays

and packet loss of the aerial nodes, as well as the sector, where nodes are deployed.

Both U-S and U-B feature geographical positioning of nodes with respect to the load

characteristics of the underlying geography. U-B has a slight edge over U-S because after

fixing the UAV positions, U-B keeps them static. Thus, featuring fewer average delays in

the regions where UAVs are deployed which brings down the overall average delay.

The average delay and packet loss of the system depends massively on the distance and

number of hops over which data is transferred. The proposed approach not only re-

purposes the UAV towards over-burdened nodes but also takes distance and hop count

into account by measuring the 3D distance in terms of signal propagation. U-S and U-B

have average packet loss of 13 and 16 respectively as compared to four of the proposed

approaches (Figure 5.13). The low average packet drop is derived from the predictive

dynamic tracking of the proposed approach. The packet loss of U-B is higher than U-S

despite boasting lesser delays, this is because after keeping UAV positioning static, the re-

maining sectors experience a steep decline in packet delivery. The proposed approach, U-

S, and U-B feature average jitter of 0.03, 0.99, and 1.04, respectively (Figure 5.14).
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Figure 5.13: Packet Loss Comparison among Proposed Approach, U-S and U-B.
Abbreviations: U-S, Software Defined UAV; U-B, UAV as Base Station.

Figure 5.14: Jitter Comparison among Proposed Approach, U-S and U-B.
Abbreviations: U-S, Software Defined UAV; U-B, UAV as Base Station.

Figure 5.15: Packet Delivery Ratio Comparison among Proposed Approach, U-S and
U-B. Abbreviations: U-S, Software Defined UAV; U-B, UAV as Base Station.
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Figure 5.16: Throughput Comparison among Proposed Approach, U-S and U-B.
Abbreviations: U-S, Software Defined UAV; U-B, UAV as Base Station.

Table 5.3: Comparative Analysis of the Proposed Approach against U-S and U-B.

Approach Delay Packet Loss Jitter PDR Throughput
Proposed Approach 1.30 4 0.03 0.99 1021.25 Kbps
U-S 5.80 13 0.99 0.95 609.81 Kbps
U-B 3.67 16 1.04 0.93 569.94 Kbps

Less delay and near-optimal packet loss result in maximized PDR and throughput of the

proposed approach as compared to its counterparts. The PDR values of the proposed

approach, U-S and U-B are 0.99, 0.95 and 0.93 respectively (Figure 5.15). The efficient

re-purposing and dynamic tracking of nodes and overall topology result in maximum

throughput gains. The average throughputs of the proposed approach, U-S and U-B

are 1021.25 Kbps, 609.81 Kbps, and 569.94 Kbps, respectively (Figure 5.16). Table 5.3

details the comparative analysis between the three approaches.

5.1.3.4 Scalability Test

The scalability of the proposed approach is tested by varying the number of aerial nodes

and data rates. Simulations are performed by varying the data rate 1–4 Mbps. Another

test was performed by keeping the data rate constant to 1 Mbps and varying the deployed

UAVs between 50–100. The packet size is 1460 bytes with a constant bit rate and variable

bursts.

Delay and packet loss increase slightly when data rates are gradually incremented. In-

creasing data rate but keeping the number of UAVs constant reverses the gains of higher

data rates when it comes to delay and packet loss. The transmission capacity of the

ground and aerial devices increases but the number of UAVs available for reception and

re-purposing remains the same. The higher data generation with lesser available sinks
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Figure 5.17: Delay Analysis of the Proposed Approach by Varying the Data Rate
between 1 Mbps, 2 Mbps and 4 Mbps. Abbreviations: Mbps, Megabits per Second.

Figure 5.18: Packet Loss Analysis of the Proposed Approach by Varying the Data Rate
between 1 Mbps, 2 Mbps and 4 Mbps. Abbreviations: Mbps, Megabits per Second.

pushes back the networks towards multi-hoping and sub-optimal path selections. This

abrupt behavior is effectively managed by the proposed approach which sees only a slight

variation in delay values. The average delay values at 1 Mbps, 2 Mbps, and 4 Mbps

are 1.30 s, 2.78 s, and 4.70 s, respectively (Figure 5.17). With increasing data rates,

the packet drop at the interface queue is affected. High data rates cause congestion and

overflow in the forwarding node resulting in packet drops. The average packet drop at 1

Mbps, 2 Mbps, and 4 Mbps are 4, 8, and 17, respectively (Figure 5.18). The average jitter

at 1 Mbps, 2 Mbps, and 4 Mbps are 0.03, 0.05, and 0.04, respectively (Figure 5.19).

The microscopic variations in delay and packet loss rates keep the average PDR levels

constant (Figure 5.20). Throughput is affected marginally with data rate being increased

from 1 Mbps to 2 Mbps, with values shifting from 1021.25 Kbps to 2039.26 Kbps. The

only noticeable difference in throughput arrives when the data rate is further doubled

from 2 Mbps to 4 Mbps and the throughput levels rise from 2039.26 Kbps to 3284.56
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Figure 5.19: Jitter Analysis of the Proposed Approach by Varying the Data Rate
between 1 Mbps, 2 Mbps and 4 Mbps. Abbreviations: Mbps, Megabits per Second..

Figure 5.20: Packet Delivery Ratio Analysis of the Proposed Approach by Varying the
Data Rate between 1 Mbps, 2 Mbps and 4 Mbps. Abbreviations: Mbps, Megabits per

Second.

Figure 5.21: Throughput Analysis of the Proposed Approach by Varying the Data Rate
between 1 Mbps, 2 Mbps and 4 Mbps. Abbreviations: Mbps, Megabits per Second.
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Kbps (Figure 5.21). Table 5.4 details the performance of the proposed approach with

varying data rates. Simulation tests over iteratively increasing data rates suggest that

an efficient compromise between the available number of nodes and data rate is required

to achieve consistent performance levels.

Table 5.4: Scalability Test by Varying the Data Rate between 1 Mbps, 2 Mbps and 4
Mbps.

Data Rate Delay Packet Loss Jitter PDR Throughput

1 Mbps 1.30 4 0.03 0.99 1021.25 Kbps

2 Mbps 2.78 8 0.05 0.99 2039.26 Kbps

4 Mbps 4.70 17 0.04 0.99 3284.56 Kbps

The second scalability run is performed by keeping the data rate constant at 1 Mbps and

varying the number of aerial nodes between 50, 75, and 100. Iteratively increasing the

number of nodes witnesses a gradual but slow rise in delay and packet loss. The increased

delay and packet loss are a result of more devices contending for the same transmission

channels resulting in congestion and backoffs. An aerial node anticipates congestion in the

network resulting from more and more nodes competing for the same channel. The node

initializes its backoff counter and waits for a random amount of time before retransmitting.

When the transmission is re-attempted, congestion is detected again, resulting in an

incremented backoff value. The congestion persists as a result of increasing the number

of aerial nodes but not maintaining sufficient data rates. The average delay values of 50

UAVs, 75 UAVs and 100 UAVs are 1.30, 1.34 and 1.71 respectively (Figure 5.22). The

average packet losses after deploying 50 UAVs, 75 UAVs, and 100 UAVs are 4, 7, and 12

respectively (Figure 5.23). The average jitters at 50 UAVs, 75 UAVs and 100 UAVs are

0.03, 0.04 and 0.06 respectively (Figure 5.24).

Once again, the microscopic variations in delay and packet loss rates have less impact on

average PDR (Figure 5.25). The throughput on the other hand witnessed a steep decline

as the number of aerial nodes increase. One of the factors behind the decline is that more

and more nodes contest for channel access causing congestion and nodes to back off, the

other reason being the congestion and backoffs activate the proposed approach towards

re-purposing UAVs. The high re-purposing results in high mobility of the aerial nodes,

which in turn affects the overall throughput. The average throughputs at 50 UAVs, 75

UAVs, and 100 UAVs are 1021.25 Kbps, 728.57 Kbps, and 696.34 Kbps, respectively

(Figure 5.26). Table 5.5 details the contrast in the execution of the proposed technique

when the numbers of aerial nodes are varied.

138



Figure 5.22: Delay Analysis of the Proposed Approach by Varying the UAVs between
50, 75 and 100. Abbreviations: UAV, Unmanned Aerial Vehicle.

Figure 5.23: Packet Loss Analysis of the Proposed Approach by Varying the UAVs
between 50, 75 and 100. Abbreviations: UAV, Unmanned Aerial Vehicle.

Figure 5.24: Jitter Analysis of the Proposed Approach by Varying the UAVs between
50, 75 and 100. Abbreviations: UAV, Unmanned Aerial Vehicle.
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Figure 5.25: Packet Delivery Ratio Analysis of the Proposed Approach by Varying the
UAVs between 50, 75 and 100. Abbreviations: UAV, Unmanned Aerial Vehicle.

Figure 5.26: Throughput Analysis of the Proposed Approach by Varying the UAVs
between 50, 75 and 100. Abbreviations: UAV, Unmanned Aerial Vehicle.

Table 5.5: Scalability Test by Varying the UAVs between 50, 75 and 100.

No. of UAVs Delay Packet Loss Jitter PDR Throughput
50 1.30 4 0.03 0.99 1021.25 Kbps
75 1.34 7 0.04 0.99 728.57 Kbps
100 1.71 12 0.06 0.99 696.34 Kbps
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5.2 Conclusions

In this chapter, a UAV re-purposing-based approach for throughput maximization, delay,

and packet loss minimization is presented. The proposed approach employs GNN-based

dynamic learning and prediction mechanism to re-purpose available UAVs towards the

congested and over-burdened sectors of the topology. The state monitoring neural net-

work architecture makes the approach more reactive and aggressive while at the same time

channel prorogation based distancing makes the solution more efficient. The proposed

approach is compared against the OLSR-driven UAV-assisted ground network model to

demonstrate the correctness. The proposed UAV re-purposing technique tremendously

outperforms the classical approach with notable gains in throughput and packet delivery

ratio while at the same time minimizing the losses. Moreover, a comparative study of

the proposed approach is provided by comparing it against U-S and U-B. The approach

establishes its supremacy by demonstrating considerable gains over U-S and U-B when

compared on the merits of throughput while at the same time achieves lesser delays and

packet loss as compared to the two models. The scalability analysis of the proposed

approach demonstrates the effectiveness of the approach under adverse scenarios. Scala-

bility test also establishes another important general network characteristic that the data

rate and the number of devices must work together under guided compromise to archive

significant gains.

The simulation results prove that an efficient compromise between the data rate and the

number of nodes is required to maintain consistent system performance levels. Increasing

data rates without changing the number of nodes or increasing the number of nodes

without improving the data rate leads to a gradual decline in system performance.
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Chapter 6

Safety Framework for Multi-UAV Ad hoc Net-

works 5

The autonomously connected networks are bringing in unprecedented innovations in mil-

itary and civilian aviation, but if unaddressed, the conceptualization of attacks on UAV

systems is as inherent as the exciting possibilities and future that comes along UAS. As

auxiliary efforts are pushed towards collaborative autonomous network formations, and

despite serving prodigious applications, more efforts are needed towards secure transmis-

sions by safeguarding the UAV nodes against malicious attacks. This has always lacked

the pedestal position among the researchers.

Generally, the efforts towards the safety of UAS are reactive and directed towards chan-

nel monitoring and antenna transmission, instead of safeguarding the UAV and overall

networked system. Much of the literature is concentrated around resource allocation, sig-

nal strength and antenna optimization challenges. The reactive hierarchical network and

cyber threats originate from more direct active attacks against UAVs and UAS, targeted

towards data, control, and communication. Active attacks make the overall network

vulnerable and facilitate control over UAV nodes (or introduce malicious UAVs), hence

paving a way towards network intrusions. Active attacks against UAS include UAV-

jacking, GPS attacks, UAV identity cloning, rogue UAV operators and outside drones,

internal adversary, supply chain attacks and UAV capturing.

UAVs are equipped and made up of independent sophisticated technological equipment,

it is possible to attack an individual component and then launch an attack on the overall

aerial network. UAVs collect and collaborate massive amounts of information through its

sensors, GPS, camera and neighboring nodes. A hijacked drone can result in a nightmare

of amplified magnitudes. Once compromised, a UAV can be used to direct terror attacks,

acts of mischief and crimes like the white hat and black marketing. Delivery drones can

result in loss of cargo or the expensive hardware itself [175].

An autonomous book delivery drone once hijacked can be used to deliver arms and

5Mohd. Abuzar Sayeed, Rajesh Kumar, Vishal Sharma “Safeguarding unmanned aerial systems: an approach for
identifying malicious aerial nodes”, IET Communications (IF 2.100), 2020. [Published]
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narcotics. UAVs are coordinated using GPS signals from high altitude satellites. The

signals from the long-range orbital satellites are weak and are easily masked by a local

transmitter, making them susceptible to spoofing and jamming. UAV-jacking attacks can

be mounted by fooling the navigation controls of an in-flight UAV. An intended attacker

can manipulate the un-encrypted navigational command sent to the UAV, fooling its

navigation system into tracking a falsified/counterfeit GPS signal. The attacker can force

a UAV to land, as an off-target location can be projected as a pre-programmed mission

directive. The weak signal strength can be exploited by jamming GPS satellite signals

forcing a UAV to lose its sense of location [152]. The hackers can operate on a delay

time of signals, and amplify or attenuate them [156]. The node will accept the attackers’

command and discard the actual commands from the operator [157, 158]. The malware

can be hidden in the libraries, middleware, OS, firmware and micro controller chips

[159, 160]. The supply chain threat exists because the drones are largely manufactured

and assembled from components manufactured by different vendors.

With the number of possible permutations for compromising operational safety of an

aerial network, once, inside the network, the attacker can unleash malicious nodes, with

a threat to UAV systems ranging anywhere from confidentiality, integrity, authentication,

non-repudiation to scalability. Attacks on UAV systems are possible at any layer of com-

munication: Application (malicious code, repudiation, data corruption, impersonation,

authentication), Transport (TCP attacks, flooding, session attacks), Network (DoS, rout-

ing attacks, flooding, resource poisoning, wormhole, Byzantine, information disclosure,

packet replication, cache poisoning), Data Link (MAC attack, DoS, traffic monitoring)

and Physical (jamming and DoS).

The rudimentary step towards an end-to-end secure UAS is not only safeguarding com-

munication paths but also securing the overall environment which makes up the platform.

Communication paths, end devices, base station, packet core, backbone network and un-

derlying IP networks together constitute the UAS operational environment. The drone

should be able to verify the source of transmissions (command/control) it is receiving,

and reject those coming from malicious transmitters. Drone operational environment

should be built in a way that it is automatically able to detect common attacks such as

replay, which use the same principles as a DDoS attack to bombard the target device

with commands to disrupt or gain entry.

A layered model can facilitate a centralized framework that elevates the challenges to-

wards the placement of safety paradigms. Functions can be implemented in aerial nodes

or central command directive depending on the stated mission requirements and clas-

sified threats. Furthermore, bringing the functions towards the network edge, or the
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Figure 6.1: Unmanned Aerial System (UAS), UAS Communication Primitives, Threats,
Layers of Security and Secure Framework Requirements.
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end nodes, increases the effectiveness of the overall solution. Figure 6.1 provides depth

and details of the UAS structure, security and functional requirements towards a layered

framework.

6.1 Identifying Malicious Aerial Nodes

Malicious attackers can gain entry into the UAS by utilizing UAV jacking, GPS attacks,

UAV identity cloning, rogue/inconsiderate UAVs, outside drones, internal adversaries,

unskilled operators, supply chain attacks and UAV capture. Once inside the system,

several possible attacks can be mounted, thus, making it obligatory to have a layered

centralized framework that safeguards from malicious intruders and incorporates privacy

protection mechanisms.

The proposed UAS safety framework addresses the threats originating from rogue and in-

considerate UAVs, from within the organizational structure, eavesdroppers and malicious

attackers and incorporates privacy protection mechanisms. At the foreground, the frame-

work enforces a grid-based system layout with a dynamically shuffling grid as the baseline

defense mechanism against statistical, information monitoring, hijacking, eavesdropping

and mobility pattern threats. Intelligent behavior prediction and statistical analysis runs

in the background and keeps track of changes in the overall system behavior and statis-

tics. Statistical and behavioral analysis is important as every time a rogue behavior is

detected, the overall system is analyzed and security paradigms are re-initiated to recover

the aerial system.

In order to achieve centralized monitoring, tracking and guiding, the proposed frame-

work introduces a conceptual grid based topological layout. The safety primitives are

established based on aerial node’s position along the grid. The network safety is ascer-

tained by temporally shuffling the grid. Shuffling is orchestrated on the basis of a timeout

counter or whenever an unusual behavior is detected or the UAV crosses over to another

section of the grid. Communication channels are secured using public key security and

privacy mechanisms. The proposed channel security mechanism is low on memory and

processing requirements and elevates threats originating from MITM, mobility patterns

and statistical analysis. UAV behavior prediction is performed by Long Short Term Mem-

ory (LSTM)/Convolutional Neural Network (CNN) and multivariate statistical analysis

using principal component analysis (PCA) for threat detection, mitigation and recovery.

Behavior prediction is responsible for re-initiating the conceptual system layout and se-

curity paradigms. The proposed framework is evaluated with LSTM and CNN. Also, a

comparative study of the proposed framework against Behavior Rule Based UAV Intru-
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sion Detection System (BRUIDS) [286] and Hierarchical Detection and Response System

(HDRS) [287] is presented.

6.1.1 Proposed Framework

A multi-tier framework for UAS safety is proposed in this section. The framework can

capitalize and take advantage of 4G, 5G or any available communication channel and

is split into three components: the UAS mission planning, the UAS safety component

(resides in part at both UAV and base station) and the communication component. The

UAS safety component also features the mission-specific routing, MAC, logs and database

to facilitate efficient operation and provides input to the prediction algorithms. The

communication component employs 4G, 5G, LPWAN or any available communication

technology to facilitate seamless communication between UAV and other components of

the system, including other UAVs. The proposed framework employs LSTM [288]/CNN

[289] for behaviour and time-series predictions. PCA based multivariate statistical outlier

detection is used to detect outliers in the group. The framework marks an inception

work in the field of UAS and UAV safety. Being one of a kind approaches, the analysis

of the proposed framework is performed by running the same testbed against different

algorithms (LSTM and CNN). Also, a comparative analysis of the proposed approach

with BRUIDS and HRDS is presented.

The UAS safety framework projects the underlying geography into a virtual grid. The

base station divides the area into a user defined or dynamic (L×B×H) grid. The aerial

nodes do not know about this geographical cross-section and the layout information is

kept with the base station only to counter the threats from a compromised or rogue

UAV. The cross-section is assumed to be a cube or a three-dimensional hexagon, as the

omni-directional antenna emissions are spherical or nearly spherical. Each aerial node

is equipped with a GPS sensor and periodically updates the base station. The UAVs

send two types of packets. The data packet carries user and mission data. The GPS info

(path, trajectory and speed characteristics, position tracking), encryption details, security

keys, permission details, UAV-UAV communication requests, details about authentication

failures, channel use and request characteristic are sent through control messages.

The UAS mission planning component considers mission directives, objectives and statis-

tical primitives through its mission control sub-component. The topology former keeps

in the desired topology best suited to the mission and considers the ever-changing net-

work to restructure the topology when required. Active topology contains the current

operational network formation and the forwarding information base works on the active

topology component to derive current route information.
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The UAS safety component consists of security, analysis and mission data sub-components.

The security sub-component, in conjunction with analysis sub-component, serves as the

primary module and is responsible for maintaining overall communication security and

guarding against the threats arising from malicious inconsiderate rogue UAVs and internal

adversaries.

The proposed framework runs three phases simultaneously. The communication links

are secured using cryptographic algorithms and prevention against malicious intruders

or hijacked nodes are facilitated by behavior prediction and outlier detection techniques.

The data traffic between UAV-base station and UAV-UAV is encrypted using asymmetric

algorithms. Elliptic Curve Cryptography (ECC) which uses public-key encryption based

on elliptic curves over finite fields is used for encrypting data traffic between aerial and

ground stations. ECC is used instead of Rivest Shamir Adelman (RSA) algorithm because

ECC provides the same level of security with a considerably smaller key size than RSA. A

256− bit ECC encryption is equivalent to 3072− bit RSA encryption. The larger key size

of RSA imposes timing constraints and require more processing power on the miniature

aerial nodes, increasing the system complexity. Shared key symmetric algorithms like

Advanced Encryption Standard (AES) provide the same level of security with even smaller

key sizes. A 128− bit AES provides cryptographic strength equivalent to 256− bit ECC.

Symmetric cryptography is a challenge as the key needs to be stored in the UAV all

the time and a compromised node can compromise the overall system. However, an

asymmetric algorithm can initiate a mid-flight key generation and secure key exchange

in a hostile environment.

Elliptic curve Diffie-Hellman is used as the key agreement protocol, as it is not only used

for encryption but key generation and key exchange as well. The communicating entities

create public (PUa = PRa × G,PUb = PRb × G) and private keys (PRa, PRb) using

the same domain parameters (the same base point G which generates the subgroup,

elliptic curve and finite field). Man in the middle or a malicious UAV can intercept

the transmission and capture the public keys but it is impossible to generate private

keys without solving the discrete logarithmic problem. The discrete logarithmic problem

belongs to the intersection of non-deterministic polynomial time (NP ), Co − NP and

bounded-error quantum polynomial-time. Furthermore, the shared symmetric key can

be generated using the public and private keys to facilitate encryption using ciphers like

AES, DES or 3DES. Elliptic curve digital signature algorithm (ECDSA) is used to verify

data integrity. Instead of generating the HASH of the entire message, the ECDSA works

on the hash function itself. 160 − bit ECDSA provides the same integrity level as the

1024− bit DSA constraining the same signature size.
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Figure 6.2: Dynamic Grid Layout of the Proposed UAS Safety Framework.

To safeguard against the threats mounted from movement patterns and traffic analysis,

the overall area is divided into a grid and every UAV entering the grid or a new location on

the grid is required to generate new pair of keys with the base station for that particular

section of the grid. The base station divides the area into smaller sectors based on

geography/positioning by considering the signal strength of the UAVs. The base station

periodically requests UAV’s position (UAV periodically sends the same to the intended

base station). The base station can randomly (or predetermined, based on prediction

algorithm) disqualify the current key and enter into negotiating new pair of keys between

itself and the aerial node, whenever UAV has entered a new section on the grid. The

base station also keeps track of UAV trajectory and velocity and can initiate new key

exchange if the UAV is not on its expected path and behavior, given the acceptable delta

of behavioral change (under no circumstances the UAV is informed about the virtual

segmentation of the overall geography).

UAVs can communicate with each other if the base station agrees and initiates a key

exchange between the communicating parties. Every transmission (data or control) ex-

cept the key negotiation process is encrypted. The base station also periodically updates

and changes the grid positioning accompanied by key negotiation, providing additional

security against the threats related to mobility and data monitoring (Figure 6.2).

The behavioral analysis and prediction are important to provide security against hijacked

rouge UAVs and inconsiderate nodes, to safeguard the overall performance and integrity

of the network. The UAV is required to inform the base station (base station also keeps
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track of the GPS data on its own) about any change in path, trajectory, speed, data traffic

and authentication failures. The change in parameters is acceptable within a given delta

threshold (mission dependent and based on the previous system runs), which are decided

based on geography and emission characteristics. The system gathers the data required

from UAVs for the initial predefined interval. The collected parameter behavior set is

processed with LSTM/CNN for time series prediction. As UAV behavior is established

(forecast), the current behavior is matched with the observed behavior. If the current

behavior lies within the acceptable deviations from the forecasted behavior, the new

values are retained in the system log files. The framework uses the retained files as new

data for training the LSTM/CNN. Continuous learning makes the system dynamic and

robust. The non-static threshold value, which changes with every learning event the

system performs using LSTM/CNN, is used for determining the acceptable deviations

from the predicted behavior.

LSTM is a deep learning algorithm that makes use of artificial recurrent neural networks

architecture. LSTM networks are best suited to make predictions based on time series

data. LSTM removes long-term dependency problem, as look backward capabilities are

required for behaviour prediction of UAVs. A sudden influx of messages from a particular

aerial node can be because of a grid shift initiated by the base station, a UAV willing to

communicate with another UAV or a UAV has crossed the sector boundaries. Without

timing information and the capability to look beyond certain intervals or the capability to

support non-periodic parameter vectors, the message influx will be marked false positively

as a DoS attack.

Sudden changes in speed and trajectory or authentication failures can also be judged false-

positive without the presence of non-periodic neural networks. The input vector provided

to the LSTM constitutes position, path, trajectory and velocity tracking (hijacking),

authentication failures (identity and integrity compromise) and data traffic and channel

use requests (DoS attacks). The scalability of the framework is ensured by the fact that

the input vector is extendable in all possible scenarios of attacks and threats.

LSTM loops pass information from the current cell/unit of the LSTM to the next, and

so on. Every LSTM cell decides which information is to be kept and what part of

the information can be discarded/forgotten before passing it to its successor. For the

prediction of UAV behavior in terms of velocity and path, given that drones flight plan

and maneuvers are recorded, initially, the LSTM is trained with ideal expected behavior

and is given by Equation 6.1:

h(t−1) ∈MZ(x,y)
, (6.1)
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where, MZ is the direction cosine between successive points in 3D plane at time t−1 and t,

Z(x,y) is the set of coordinates in UAV’s path (expected) at time t−1 and xt ∈ Z(x,y).

Packet delivery ratio is considered for prediction of traffic patterns and is given by Equa-

tion 6.2:

h(t−1) ∈ PDR(t−1), (6.2)

where, PDRt is packet delivery ratio and xt ∈ PDRt.

Packet received information is used for Predicting channel abuse or denial of service

attack and can be written as according to Equation 6.3:

h(t−1) ∈ PR(t−1), (6.3)

where, PRt is packet received from a single drone and xt ∈ PRt.

Key exchange count is used for Predicting authentication pattern and identity tracking

and is given Equation 6.4:

h(t−1) ∈ KEx(t−1), (6.4)

where, KExt is key exchange count for a single drone and xt ∈ KExt.

The process is described for a single cell in LSTM with incoming input from previous cell

as h(t−1) and current input as xt. xt ∈ the set of parameters as described in Equations

(1− 4). Equation 6.5 defines the forget gate layer.

ft = σ(Wf .[h(t−1), xt] + bf ), (6.5)

where, σ is sigmoid function. Wf is the weight. h(t−1) is the information from previous

cell. xt ∈ parameters at time t and bf is the bias.

Equations 6.6 and 6.7 define the information at time t that is to be stored. tanh function

gives values between -1 and 1.

it = σ(Wi.[h(t−1), xt] + bi), (6.6)
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Ct
′ = tanh(WC .[h(t−1), xt] + bC). (6.7)

The update function responsible for updating the cell value from time t−1 to t is defined

by Equation 6.8:

Ct = ft ∗ C(t−1) + it ∗ Ct′. (6.8)

Equations 6.9 and 6.10 define the output from the cell under consideration at time t.

ot = σ(Wo.[h(t−1), xt] + bo), (6.9)

ht = ot ∗ tanh(Ct). (6.10)

where, ht is the output to next cell that is time t + 1. ht is the predicted outcome for

time t+ 1 after the LSTM are trained.

CNN is a multi-layer deep learning algorithm that works sufficiently well on much smaller

pre-processing inputs. CNNs have a specific application for recognition and classification.

The hidden convolutional layers of CNN receive the same input vector supplied to the

LSTM and convolutes or transforms it and passes it to the next layer. The CNN maps

the past parameter values to the current observed values. CNN model has convolutional

hidden layers that operate over a sequence of input parameters followed by another con-

volutional layer doing the same and so on. The pooling layer separates the convolutional

output into more segregated and applicable patterns. Both layers are followed by a

densely connected layer which translates the convolutional feature extraction. The pro-

posed framework consists of a convolutional layer of 64 filters and a kernel size of 3× 3.

With max-pooling size set to 2, the input vector includes direction cosines of UAV, PDR,

received packet and authentication failures. Our input has six columns. Followed by a

pooling layer and dense layer to translate features.

Multivariate system analysis works on the same parameters as the event prediction model

to find the outliers. PCA is used to identify the dominant pattern in the vector sets. PCA

transforms the correlated elements of the vector into uncorrelated orthogonal elements

which are termed as principal components (PC). The PCA finds the first PC such that it

accounts for the highest variability in the data, and then the second in order, such that

both the components are orthogonal and so on. The resulting vectors form an orthog-
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Figure 6.3: An Illustration of the UAS Safety Framework.

onal linearly independent set. The identified PCs (position, path, trajectory, velocity,

authentication failures, data traffic and channel request) are subjected to test against the

predetermined delta threshold for finding the outlier. The PCA is a dimensionality re-

duction algorithm. It generates the covariance matrix, computes eigenvectors and values

for this covariance matrix and lastly, uses these eigenvectors and values in selecting the

most important features in the data set.

The UAS safety framework is described in Figure 6.3 and the complete flow of events

is present in Figure 6.4. Algorithm 6.1 presents the channel security and encryption

mechanism at the base station. Algorithm 6.2 outlines the analysis and prediction com-

ponent of the base station. Analysis and prediction costs O(W), where W is the size of

the vector fed into the behavioural analysis algorithm. Algorithm 6.3 outlines the UAV

operations.

Algorithm 6.1 : Base Station ( Encryption )

1: Input: Topology in 3 dimensions A
2: Initialize Network and Mark Geographical Area
3: Begin Securing UAV’s
4: if OmniDirectionAntenna = True then
5: Divide the Topology in 3D grids gi
6: else
7: Divide the Topology in 2D grids gi
8: Initialize Random Number generator for sector time outs RGt and count down RGt− > 0
9: Reset R=0.
10: Generate new pairs of keys for each sector using ECC, K1sectori & K2sectori
11: Exchange keys with UAV’s in each sector where K2sectori & K2sectori is the key pair for i th UAV in Sector

sector
12: Encrypt all transmission with the exchanged keys.
13: if RG = 0 then
14: goto 3
15: if R = 1 then
16: goto 3
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Algorithm 6.2 : Base Station ( Analysis )

1: Ensure Algorithm at base station ( Encryption ) is initiated
2: Request UAV logs
3: Receive UAV’s logs
4: pi = UAV position
5: pk = UAV path
6: ti = UAV trajectory
7: vi = UAV velocity
8: ari = Authentication request
9: afi = Authentication failure
10: ci = Channel requests
11: dti = Traffic rate
12: Apply LSTM/CNN 4-11
13: Pi = Predicted behavior of UAVi
14: if Pi = acceptable Threshold then
15: continue
16: else
17: re-initiate key Exchange for UAVi
18: Outlier = PCA/Multivariate statistical Outlier detection(MSOD).
19: if Outlier = matches mission parameter then
20: continue
21: else
22: Re-initiate Algorithm at Base station ( Encryption )

Figure 6.4: Flow Diagram: Proposed UAS Safety Framework.

Algorithm 6.3 : UAV ( Operations )

1: Send Logs to base station periodically and when requested.
2: pi = UAV position
3: pk = UAV path
4: ti = UAV trajectory
5: vi = UAV velocity
6: ari = Authentication request
7: afi = Authentication failure
8: ci = Channel requests
9: dti = Traffic rate
10: Exchange Key’s With the Base Station.
11: Perform course correction if requested by Base station.
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The data set under consideration includes time, position, trajectory, velocity, authenti-

cation failures, data traffic and channel request. However, since authentication failures

are not frequently dominant features and channel request is directly proportional to data

traffic, these are not considered in this step of the framework. For position and trajectory,

direction cosines are used. The data set thus essentially becomes (direction cosines of

UAV, velocity, PDR, throughput, jitter). The data set is normalised and each feature is

weighted equally as according to Equation 6.11 and 6.12.

covx,y =

∑N
i=1(xi − x̄)(yi − ȳ)

N − 1
, (6.11)

det(λI −A) = 0. (6.12)

where, λ is the eigen value and A is a matrix covx,y. For each eigen value corresponding,

an eigen vector is given by Equation 6.13:

(λI −A)v = 0, (6.13)

where, v is the eigen vector.

Only the most significant eigenvectors are taken from the feature set: eigen1, eigen2, . . . , eigenn.

These feature signatures help identify the UAV situation report (at a given time, the UAV

trajectory is unique). For future caparisons and dimensionality reduction, the final set is

calculated as according to Equation 6.14:

fs = rs × ds, (6.14)

where, fs is the final vector set, rs is the row vector of feature set and ds is the column

vector of transformed data.

6.1.2 Performance Evaluation

To evaluate the proposed approach, simulations are performed on NS3 with 100 UAVs

and 1 base station on an area of 2000 × 2000 m2. With each iteration, 10% of the

UAVs go rogue, and the final iteration is run with 100 rogue UAVs. Details of the

simulation are presented in Table 6.1. The threat signatures introduced in the system are

impersonation attacks and privacy violations, hijacking, spoofing, masquerading, flooding
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(DDoS), jamming, routing attacks and application-layer attacks. A total of 550 attacks

are injected into the system. Analysis of the proposed approach is presented on the merits

of several attacks detected, detection rate, number of undetected attacks, false-positive

rate, accuracy and the percentage of UAVs recovered from malicious attacks.

The following parameters are used for testing the proposed model:

i Detection Rate: Detection rate is defined as the fraction of all faulty nodes which

are detected faulty by the proposed approach.

ii False Positive Rate: False-positive is the error in reporting a particular event, which

is not present. False-positive is considerably different from over testing an event.

iii Recovery Rate: Recovery is defined as the percentage of UAVs mitigated from under

the malicious attacks.

iv Accuracy: Accuracy is defined as the degree to which the result of a measurement

conforms to the correct value or a standard.

Table 6.1: Simulation Details.

Experimental Configuration

Area 2000 × 2000 meters

UAV-UAV Communication
IEEE 802.11
Direct Sequence Spread Spectrum (DSSS)
Orthogonal Frequency Division Multiplexing (OFDM)

UAV-Base Communication
Low Power Wide Area Network (LPWAN)
Long Term Evolution (LTE)

Protocol
User Datagram Protocol (UDP)
Transmission Control Protocol (TCP)

Data Rate 10 Mbps

Packet Size 1024 bytes

Rogue UAV Rate 10 %

The proposed approach is implemented with LSTM/CNN and compared with BRUIDS

and HDRS. The proposed approach detects 96% attacks with LSTM and 96.90% attacks

with CNN. The attack detection rate of BRUIDS is 8.53% and that of HDRS is 92.72%

(Figure 6.5). The simulation results suggest that all methods have good attack detection

strength when the number of attacks is low. When the number of attacks grow, the

proposed method still performs amicably. The performance gains and robustness of the

proposed approach under ever variable and growing threat scenarios can be attributed

to the time and space independent safety mechanisms. Also instead of using a static

training mechanism, the training process keeps evolving alonside the growing network.
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Figure 6.5: Detected Attacks Comparison among Proposed Approach (LSTM),
Proposed Approach (CNN), BRUIDS, HRDS. Abbreviations: LSTM, Long Short Term
Memory; CNN, Convolutional Neural Network: BRUIDS, Behavior Rule Based UAV

Intrusion Detection System; HRDS, Hierarchical Detection and Response System.

With a high detection rate, the number of undetected attacks fall to a low of 3.034 with

LSTM and 2.45 with CNN. The number of undetected attacks with BRUIDS and HDRS

is 6.31 and 4.01, respectively (Figure 6.6).

The proposed approach has a false positive rate of 0.9 with LSTM and 0.6 with CNN.

The areas which are prone to very high data rate are profiled with LSTM and CNN based

time series forecasting such that it is not treated as an attack and thereby raising a false

positive. An event may arise where authentication, frequently changing environment,

grid re-allocation or any other influx in transmission is classified as a threat but temporal

predictions and behavioural analysis alongside frequently evolving training mechanism

meticulously prevents that. The false-positive rates of BRUIDS and HDRS are 2.6 and

1.8, respectively (Figure 6.7).

The greatest drawback both the approaches suffer from is the profiling of the nodes as well

as the geography, not every situation is an attack scenario and vice versa. Random attack

pattern can go missing or undetected in BRUIDS and HDRS, but proposed approach takes

into consideration every individual node, and the system as a whole, to detect and block

the attacks.

Detection rate is the overall percentage of threats identified by a technique whereas

the accuracy is defined as the average accuracy calculated iteratively throughout the
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Figure 6.6: Undetected Attacks Comparison among Proposed Approach (LSTM),
Proposed Approach (CNN), BRUIDS, HRDS. Abbreviations: LSTM, Long Short Term
Memory; CNN, Convolutional Neural Network: BRUIDS, Behavior Rule Based UAV

Intrusion Detection System; HRDS, Hierarchical Detection and Response System.

Figure 6.7: False Positive Rate Comparison among Proposed Approach (LSTM),
Proposed Approach (CNN), BRUIDS, HRDS. Abbreviations: LSTM, Long Short Term
Memory; CNN, Convolutional Neural Network: BRUIDS, Behavior Rule Based UAV

Intrusion Detection System; HRDS, Hierarchical Detection and Response System.

repeated simulation. The detection rate of the proposed approach is 96.96% with LSTM

and 97.55% with CNN. While the detection rate of BRUIDS is 91.4% and that of HRDS

is 94.4% (Figure 6.8). The accuracy of the proposed approach is 94.80% with LSTM
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and 96.70% with CNN. BRUIDS and HRDS have an accuracy of 87.24% and 91.74%,

respectively (Figure 6.9).

Figure 6.8: Detection Rate Comparison among Proposed Approach (LSTM), Proposed
Approach (CNN), BRUIDS, HRDS. Abbreviations: LSTM, Long Short Term Memory;
CNN, Convolutional Neural Network: BRUIDS, Behavior Rule Based UAV Intrusion

Detection System; HRDS, Hierarchical Detection and Response System.

Figure 6.9: Accuracy Comparison among Proposed Approach (LSTM), Proposed
Approach (CNN), BRUIDS, HRDS. Abbreviations: LSTM, Long Short Term Memory;
CNN, Convolutional Neural Network: BRUIDS, Behavior Rule Based UAV Intrusion

Detection System; HRDS, Hierarchical Detection and Response System.

In the simulation, the framework achieves 86.79% recovery rate with LSTM and 86.25%
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recovery rate with CNN (Figure 6.10). The key exchange and UAV authentication mech-

anism ensure that a trusted UAV is only allowed in the system. On the first sign of

trouble, the system re-initiates key exchange so that UAV gets a chance to get reinte-

grated into the system. However, if the UAV has indeed turned rogue the system makes

sure that its keys are invalid, and its transmissions are overlooked and dropped by the

rest of the UAV in the system. Both BRUIDS and HDRS systems have no provision of

recovery.

Figure 6.10: Malicious UAV Recovery Rate Comparison among Proposed Approach
(LSTM), Proposed Approach (CNN), BRUIDS, HRDS. Abbreviations: LSTM, Long
Short Term Memory; CNN, Convolutional Neural Network: BRUIDS, Behavior Rule
Based UAV Intrusion Detection System; HRDS, Hierarchical Detection and Response

System.

The event prediction using time series forecasting plays an important role in profiling a

UAV in the system. Not just the UAV but also specific areas in the grid are profiled

based on the data traffic received when the UAV was present at that coordinates. Vul-

nerable spots of the topology can be profiled, and the flight path of the UAV can be

set accordingly. The UAV profiling and outlier detection monitor the system for nodes

that go rogue over time. While this may not constitute an attack but a UAV that strays

from mission objective becomes vulnerable and liable to be attacked, the proposed secu-

rity system can identify vulnerable UAVs and try to get them back on mission directive.

Comparative statistical analysis of the proposed framework with BRUIDS and HDRS is

presented in Table 6.2.

The dynamically changing grid, of which the nodes are uninformed, forces the aerial nodes
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towards short-lived authentications and on-demand key exchanges; hence, making it dif-

ficult for the rogue UAVs and malicious attackers to engage against the network.

The dynamic grid shuffle, renewal of authentication credential whenever a UAV has

crossed into a different section of the grid, On-demand authentications, key exchange

whenever the proposed framework suggests deflection from the normal UAV behaviour

and the UAV’s unawareness of the grid itself elevates the timing constraints as well as

safeguards the overall system from the threats originating from the study of mobility and

topology. The key exchange and authentication are always between base station-UAV

and UAV-UAV and the parameters fed into the learning, prediction and analysis algo-

rithms are independent of network size. Thus, making the network scalable with the

capability to accommodate any number of nodes.
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Table 6.2: Comparative statistical analysis of the proposed framework with BRUIDS and HDRS.

Technique Attacker Type Threat Classification Criterion Application Character Detection Rate Accuracy
False Positive
Rate

BRUIDS Malicious Nodes

UAV Hijacking
Data Corruption
Data Disclosure
UAV Capture
Energy Statistics

Integrity
Confidentiality
Availability

Probabilistic
Specification Based Rules
Table driven

91.4 percent 87.24 percent 2.6

HDRS Malicious Nodes

False Information
Data disclosure
GPS Spoofing
Jamming
Black Hole Attacks
Grey Hole Attacks

Integrity
Denial of Service

Behaviour Categorization
Hierarchical Intrusion Detection
Deterministic Mobility Model

94.4 percent 91.74 percent 1.8

Proposed Approach

Inconsiderate Nodes
Eavesdroppers
Internal Adversary
Malicious Attacker

Impersonation attacks,
Privacy and Policy Violation
UAV-Jacking/Capture
Spoofing
Masquerading
Flooding (DDoS)
Routing and TCP Attacks
Jamming
Application Attacks

Authentication
Integrity
Confidentiality
Non-repudiation
Availability
Access Control
Scalability

Cryptographic Privacy Protection
Multivariate Statistical Analysis
(Continuous In Flight)
Deep Learning (CNN/LSTM)
Predictions (Continuous In Flight)

96.96, 97.55
percent

High (94.80 to
96.70 percent)

0.6 to 0.9
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6.2 Conclusion

This chapter presents an insight into the relatively untouched field of UAS safety and

threats directed from inconsiderate nodes, eavesdroppers, internal adversaries and mali-

cious attackers. A scalable framework is proposed as a solution. The proposed framework

identifies safety vulnerabilities by monitoring UAV behaviour and statistics. Any devia-

tion is inspected and analysed as a possible threat. The proposed approach guarantees

minimal false positive rates. The performance and effectiveness of the complete frame-

work are evaluated side by side using LSTM and CNN and compared with intrusion

detection techniques proposed in the literature. Simulation results and analysis prove

a significant improvement in threat detection and accuracy with minimal false positive

rates.

163



164



Chapter 7

Conclusions and Future Works

This chapter concludes the thesis and also provides an insight into the conducted research

work, as to how the proposed techniques can be further extended and enhanced. Section

7.1 provides the final concluding summary of the research accomplished. Section 7.2

provides a future directions to the proposed frameworks.

7.1 Conclusion

The thesis presents data dissemination frameworks for multi-UAV ad hoc networks.

Alongside the data dissemination framework UAS safety and QoS enhancement approach

is also presented. The main contribution of this thesis are done in several phases and

they are as follows:

i. Transmission scheduling based data dissemination framework for UAV coordinated

WSNs is proposed in Chapter 3, where UAV nodes adapt to data relaying roles be-

tween the ground sensor nodes and the base station. The SDN controller manages,

configures, maintains and resets the topology and takes care of sleep timers and

back-off counters. The proposed framework enhances both throughput and overall

network lifetime. Delays and jitters are also minimized alongside enhanced packed

delivery ratio.

ii. The proposed framework allows sensor nodes to communicate only when aerial

nodes are in range, assuring a one to one communication scenario alongside re-

stricting the ground nodes from flooding the network. Time bound communication

paradigm and reduced multi-hopping transmissions result in higher rates of suc-

cessful packet delivery and increased throughput.

iii. Sensor nodes are put to sleep whenever the sync (UAV) is not in range, unlike

traditional approaches where ground nodes constantly flood data packets into the

network. As an average measure, a particular sensor node is in the range of UAV

only during 25 percent of the UAV cycle time. The proposed SDN controller fa-

cilitates efficient maneuvering, data collection, and transmission scheme, resulting

in high battery performance with fewer overheads. The back-off counter also add
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to the overall network lifetime and performance. Whereas UAVs can be frequently

replaced and charged as they can always return to the base station.

iv. The deployment flexibility achieved through the application of SDN controller

instead of hardwired transmission control can be visualized through the multi-

dimensional scalability of the proposed approach. Comparable performance levels

are achieved through both CBR and VBR simulations. The real time applicability

of the proposed approach is further strengthened by the separate tests performed

on the merits of shifting bit rates and varying aerial nodes. Furthermore Table 3.3

consolidates the application of SDN controller.

v. Mobility and Trajectory based framework for UAV coordinated WSNs is proposed

in Chapter 4, where aerial way-points are decided on the basis of attraction factor.

The attraction factor in turn is decided on the merits of transmission density of

the underlying ground topology. The proposed approach shows significant gains

in coverage, throughput, jitter, and data transfer ratios. The packet drop rate is

reduced exponentially and massive gains are observed for packet delivery ratio.

vi. The transmission density based UAV’s movement, keep the coverage high in terms

of the number of ground nodes served. The high service ratio is directly pro-

portional to the achieved maximum throughput levels.With direct aerial-ground

communications and reduced multi-hopping, the proposed model is able to restrain

delays. Aerial nodes move fromone dense region to another dense region while at

the same time collect data from scarce regions by means of multi-hopping or direct

transmission towards base station, resulting in high PDR and data transfer.

vii. The attraction factor based data dissemination scheme is further enhanced by the

addition of an SDN controller. The proposed SDN controller is used for authen-

tication and coordination of aerial and ground nodes. Alongside providing dimen-

sionality to the scalability of the proposed approach, the SDN controller boosts it’s

applicability, given any collaborative aerial ground network formations.

viii. A QoS enhancement mechanism for aerial-ground ad hoc networks is proposed in

Chapter 5. GNN-based dynamic learning and prediction mechanism is used for

guiding UAVs towards overburdened network locations. The proposed UAV re-

purposing technique tremendously outperforms the classical approach with notable

gains in throughput and packet delivery ratio while at the same minimizing the

losses.

ix. The applicability, accuracy and correctness of the proposed approach is established

by evaluating it against classical OLSR. Alongside performance analysis against the
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techniques proposed in literature, the approach proves consistent and scalable when

tested with varying bandwidth levels and number of nodes.

x. A framework for UAS safety is proposed for aerial-ground networks. The proposed

framework identifies network vulnerabilities by monitoring UAV behaviour and UAS

statistics. The proposed approach guarantees minimal false positive rates. The

performance and effectiveness of the complete framework is evaluated side by side

using LSTM and CNN. Both LSTMand CNN produce comparable results when

compared with classical approaches on the merits of detection rate, false positive

rate, recovery rate and accuracy.

xi. An important feature of the proposed frameworks is the SDN controller. The pro-

posed solutions are implemented as SDN controller components. The component

level design technique makes it easy to upgrade, maintain, replace, re-configure

and combine the proposed functionalities with minor re-adjustments. The re-

adjustments arise and are dictated by the deployment environment under consid-

eration.

7.2 Scope for Future Work

The work presented in the thesis focuses on efficient data dissemination in multi-UAV

ad hoc networks. The proposed techniques and frameworks can be expanded in several

ways. Some of the suggestions for future work in this direction are:

i. A centralized SDN controller is proposed for transmission scheduling based data

dissemination. Much work is required towards making the controller logically dis-

tributed. The logically distributed controller can further enhance the dynamic

decision making and boost the overall design. The proposed framework can also

be pushed towards completely distributed environment but that will require an ef-

ficient scheme which manages the UAV both as separate entities and an integral

component of the network.

ii. The mobility based data dissemination approach presents a generalized model for

UAV traversals according to the transmission statistics of the underlying geography.

The model can be extended to include multi-path traversals that will effectively

result in better coverage, throughput and data transfer results in less time. The

proposed approach can also be incorporated into Software Defined Networks as

a controller component and thus increase its applicability towards various system

models and approaches.
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iii. Efficient data dissemination schemes and effective trajectory design for UAVs can

be utilized for mobile edge computing. It is also important to focus on scalable

drone-based networks since the number of users and ground nodes are exponentially

increasing. Edge computing can also lead to development of integrated optimization

approaches that consider the trade-offs between the aforementioned application

objectives such as maximum coverage at the cost of power consumption or the

number of drones. Also it should be noted that it is a challenging task as equipping

UAVs with high computing devices. UAVs onboard data processing will consume

excessive energy that can degrade the overall performance of the mission-critical

system.

iv. With information so central and integral in modern infrastructure and defense,

Multi UAV data dissemination can be coupled with IoT technology for defense

specific purposes. The military is naturally moving towards and adopting technol-

ogy or tools that improve communication, routing, or processing of information.

Internet-connected devices provide access to real-time data, which can be used to

make smart, data-driven decisions. The defense industry is already utilizing IOT

technology towards logistics, smart bases, data warfare and unmanned systems.

v. QoS can be further enhanced by developing a software defined network (SDN) con-

troller for trajectory optimization. Mid-flight routine modification and network in-

dependence facilitated by the SDN controller will make the framework more robust

and flexible while boosting scalability at the same time. The interface indepen-

dent transition supported by SDN will make the proposed approach more reactive

and fast to abrupt network changes. The framework can be modified to incorpo-

rate energy levels of aerial and ground nodes as part of the feature vector to avoid

transmission black holes. A separate algorithm can be developed for monitoring

parameter changes over time and facilitate more robust parameter predictions.

vi. Future UAS safety frameworks can focus on the development of algorithms that

predict the delta-thresholds based on the pre-determined parameters. As of now,

much of the work in the field of UAV network safety is restricted around the opti-

mization of trajectory and channel modelling. Instead, more efficient solutions can

be found in statistical analysis and artificial intelligence algorithms, which better

suit the dynamic range of applications. Machine learning algorithms can also be

trained to fit in a wide range of threat signatures to increase the response time of

the system. The inclusion of secure and efficient mutual authentication principles

can further enhance the safety of UAS.
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[67] Ayşegül Tüysüz Erman, Arta Dilo, and Paul Havinga. A virtual infrastructure

based on honeycomb tessellation for data dissemination in multi-sink mobile wire-

less sensor networks. EURASIP Journal on Wireless Communications and Net-

174



working, 2012(1):17, 2012.

[68] Vishal Sharma, Hsing-Chung Chen, and Rajesh Kumar. Driver behaviour detec-

tion and vehicle rating using multi-uav coordinated vehicular networks. Journal of

Computer and System Sciences, 86:3–32, 2017.

[69] Cheng Zhan and Yong Zeng. Completion time minimization for multi-uav-enabled

data collection. IEEE Transactions on Wireless Communications, 18(10):4859–

4872, 2019.

[70] Xiying Fan, Chuanhe Huang, Bin Fu, Shaojie Wen, and Xi Chen. Uav-assisted

data dissemination in delay-constrained vanets. Mobile Information Systems, 2018,

2018.

[71] Ahmed A Al-Habob, Octavia A Dobre, Sami Muhaidat, and H Vincent Poor.

Energy-efficient data dissemination using a uav: An ant colony approach. IEEE

Wireless Communications Letters, 2020.

[72] Fei Xiong, Hao Zheng, Lang Ruan, Hai Wang, Lijuan Tang, Xu Dong, and Aijing

Li. Energy-saving data aggregation for multi-uav system. IEEE Transactions on

Vehicular Technology, 69(8):9002–9016, 2020.

[73] Vishal Sharma, Ilsun You, Rajesh Kumar, and Varun Chauhan. Offrp: optimised

fruit fly based routing protocol with congestion control for uavs guided ad hoc

networks. International Journal of Ad Hoc and Ubiquitous Computing, 27(4):233–

255, 2018.

[74] Vishal Sharma, DG Reina, and Rajesh Kumar. Hmadso: a novel hill myna and

desert sparrow optimization algorithm for cooperative rendezvous and task alloca-

tion in fanets. Soft Computing, 22(18):6191–6214, 2018.

[75] Vishal Sharma, Ilsun You, Dushantha Nalin K Jayakody, Daniel Gutierrez Reina,

and Kim-Kwang Raymond Choo. Neural-blockchain-based ultrareliable caching

for edge-enabled uav networks. IEEE Transactions on Industrial Informatics,

15(10):5723–5736, 2019.

[76] Vishal Sharma and Rajesh Kumar. Uavs assisted queue scheduling in ground ad hoc

networks. International Journal of Ad Hoc and Ubiquitous Computing, 30(1):1–10,

2019.

[77] Qingqing Wu, Yong Zeng, and Rui Zhang. Joint trajectory and communication

design for multi-uav enabled wireless networks. IEEE Transactions on Wireless

Communications, 17(3):2109–2121, 2018.

[78] Fen Cheng, Shun Zhang, Zan Li, Yunfei Chen, Nan Zhao, F Richard Yu, and

Victor CM Leung. Uav trajectory optimization for data offloading at the edge of

multiple cells. IEEE Transactions on Vehicular Technology, 67(7):6732–6736, 2018.

[79] Yong Zeng, Xiaoli Xu, and Rui Zhang. Trajectory design for completion time

175



minimization in uav-enabled multicasting. IEEE Transactions on Wireless Com-

munications, 17(4):2233–2246, 2018.

[80] Yong Zeng and Rui Zhang. Energy-efficient uav communication with trajectory

optimization. IEEE Transactions on Wireless Communications, 16(6):3747–3760,

2017.

[81] Qingqing Wu, Yong Zeng, and Rui Zhang. Joint trajectory and communication

design for uav-enabled multiple access. In GLOBECOM 2017-2017 IEEE Global

Communications Conference, pages 1–6. IEEE, 2017.

[82] Dingcheng Yang, Qingqing Wu, Yong Zeng, and Rui Zhang. Energy tradeoff in

ground-to-uav communication via trajectory design. IEEE Transactions on Vehic-

ular Technology, 67(7):6721–6726, 2018.

[83] Jie Xu, Yong Zeng, and Rui Zhang. Uav-enabled wireless power transfer: Trajectory

design and energy optimization. IEEE Transactions on Wireless Communications,

17(8):5092–5106, 2018.

[84] Zhenyu Na, Jun Wang, Chungang Liu, Mingxiang Guan, and Zihe Gao. Join

trajectory optimization and communication design for uav-enabled ofdm networks.

Ad Hoc Networks, 98:102031, 2020.

[85] Shuhang Zhang, Hongliang Zhang, Qichen He, Kaigui Bian, and Lingyang Song.

Joint trajectory and power optimization for uav relay networks. IEEE Communi-

cations Letters, 22(1):161–164, 2017.

[86] Moataz Samir, Sanaa Sharafeddine, Chadi M Assi, Tri Minh Nguyen, and Ali

Ghrayeb. Uav trajectory planning for data collection from time-constrained iot

devices. IEEE Transactions on Wireless Communications, 19(1):34–46, 2019.

[87] Miao Cui, Guangchi Zhang, Qingqing Wu, and Derrick Wing Kwan Ng. Robust

trajectory and transmit power design for secure uav communications. IEEE Trans-

actions on Vehicular Technology, 67(9):9042–9046, 2018.

[88] Yulin Hu, Xiaopeng Yuan, Jie Xu, and Anke Schmeink. Optimal 1d trajectory

design for uav-enabled multiuser wireless power transfer. IEEE Transactions on

Communications, 67(8):5674–5688, 2019.

[89] Dinh-Hieu Tran, Thang X Vu, Symeon Chatzinotas, Shahram ShahbazPanahi, and

Björn Ottersten. Coarse trajectory design for energy minimization in uav-enabled.

IEEE Transactions on Vehicular Technology, 69(9):9483–9496, 2020.

[90] Zubair Md Fadlullah, Daisuke Takaishi, Hiroki Nishiyama, Nei Kato, and Ryu

Miura. A dynamic trajectory control algorithm for improving the communication

throughput and delay in uav-aided networks. IEEE Network, 30(1):100–105, 2016.

[91] Hazem Sallouha, Mohammad Mahdi Azari, and Sofie Pollin. Energy-constrained

uav trajectory design for ground node localization. In 2018 IEEE Global Commu-

176



nications Conference (GLOBECOM), pages 1–7. IEEE, 2018.

[92] Zhiyang Li, Ming Chen, Cunhua Pan, Nuo Huang, Zhaohui Yang, and Arumugam

Nallanathan. Joint trajectory and communication design for secure uav networks.

IEEE Communications Letters, 23(4):636–639, 2019.

[93] Guangchi Zhang, Qingqing Wu, Miao Cui, and Rui Zhang. Securing uav commu-

nications via joint trajectory and power control. IEEE Transactions on Wireless

Communications, 18(2):1376–1389, 2019.

[94] Shuowen Zhang, Yong Zeng, and Rui Zhang. Cellular-enabled uav communication:

A connectivity-constrained trajectory optimization perspective. IEEE Transactions

on Communications, 67(3):2580–2604, 2018.

[95] Jingyu Xiong, Hongzhi Guo, and Jiajia Liu. Task offloading in uav-aided edge

computing: Bit allocation and trajectory optimization. IEEE Communications

Letters, 23(3):538–541, 2019.

[96] Sixian Li, Bin Duo, Xiaojun Yuan, Ying-Chang Liang, and Marco Di Renzo. Re-

configurable intelligent surface assisted uav communication: Joint trajectory design

and passive beamforming. IEEE Wireless Communications Letters, 9(5):716–720,

2020.

[97] Nan Zhao, Xiaowei Pang, Zan Li, Yunfei Chen, Feng Li, Zhiguo Ding, and

Mohamed-Slim Alouini. Joint trajectory and precoding optimization for uav-

assisted noma networks. IEEE Transactions on Communications, 67(5):3723–3735,

2019.

[98] Gang Tang, Zhipeng Hou, Christophe Claramunt, and Xiong Hu. Uav trajec-

tory planning in a port environment. Journal of Marine Science and Engineering,

8(8):592, 2020.

[99] Canhui Zhong, Jianping Yao, and Jie Xu. Secure uav communication with coopera-

tive jamming and trajectory control. IEEE Communications Letters, 23(2):286–289,

2018.
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