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Abstract

In today’s scenario, World Wide Web (WWW) is flooded with huge amount of
information. Due to growing popularity of the internet, finding the meaningful
information among billions of information resources on the WWW is a challenging
task. The Information Retrieval (IR) provides relevant information to the end users
which satisfy their requirement. Search engine is used to extract valuable information
from the internet. Web crawler is the principal part of search engine; it is an automatic
script or program which can browse the web in automatic manner. This process is
known as web crawling. In this literature, review on the strategies of information
retrieval in web crawling has been presented that are classified into four main
categories viz: focused, distributed, incremental and hidden web crawler. Finally, on
the basis of user customized parameters the comparative analysis of various IR

strategies has been performed.



Table of Contents

(O] 1) oF (PRt [
ACKNOWIEAGEMENT...cueeienieiiiiiiee e teeeeeteeeeeeeeeeeeeeneenssnsensennn i
Y 01511 = Lo N iii
Table of CoNtents..........ieinncc e iv
LIST Of FIGUIES.......ccceeeceee st st st sne st sn e s snsesssssesssesesssesesssesassssnssssesssssesssssssssssnsssnassnns vi
LiSt Of TADIES......cccoveieecnirtrees st sessss s sesssssssnsssssssess st snssssssssnsssssssens ssnsnssanes viii
Chapter 1 INtrodUCtioN.........ceicrece st seese s sssess st sesesesesassesssesssaesssessaenes 1
1.2World Wide Wb (WWW ).ttt etettettst e e e et e e e nsa e e enaaaee e e ennnnanaean 1
1.2 Introduction to internet and itS WOIrKiNG.......c.coeeeevieecerieieeeeeiee e e 2
1.3 Introduction to search engine and its WOrKing..........ccooeeevevecececiiee e e e 4
1.4 Information retrieval and itsS CAatEZOrIES.....couviivieieve ettt et 6
1.5 WED CraWIEI . ettt s st et et s bbb st ne e 13
1.6 Introduction 10 WED CraWwling.......cccveeeeeecece ettt et 13
1.7 WOrking Of WED CraWIer.....co oottt ettt st st s e eraer e 14
1.8 Components of the WED CraWler ..ottt 15
1.9 Web Crawler fEAtUIES.......cvv ettt e e s s e 16
1.10 TYPES Of WED CraWIN...uvciieie ettt sttt et er s se et ste st st nes 17
1.10.1 FOCUSEA WED CraWIEr........ccuviieiee et e e e s 17
1.10.2 Distributed Web Crawler.......co oot 18
1.10.3 Incremental Web Crawler... ..ot e e 20
1.10.4 Hidden WED Crawler.....c.cueuiieereeetireeeseee ettt e sree e s 21



Chapter 2 LIterature SUINVEY........ceiecseceriesneecnessansseesasssessssssasssnesesssesssessnssassssssasssessessanes 23

2.1 Strategies of information retrieval in web crawling.........cooceeeveeieceneccveccceeeeeen 23
2.1.1 FOCUSEA WED CraWler.......ccueuieeieiieee ettt ettt st s st r et erens 24
2.1.2 Distributed WED CraWler.......c.uoieeiveecece ettt e e e e e e e 30
2.1.3 Incremental Web CraWler ... ettt st e 38
2.1.4 Hidden WD CraWIBr ...ttt ettt st st st e 43

Chapter 3 Problem Statement...........ccceeeveeceecreenrseinneecsneesseesenssesssnnseesenssessenns 50

Chapter 4 Methodology........cccoverreenrrnineenrcrecnreseensseresenessnssssnsesssessasesssnsessnsssessens 51

Chapter 5 Experimental ReSUIES.......ccccveiviinriininiinineenccsscnenesescsnseessensssnsssnsssssnnes 52

. L T 0008 e —— 52
5.2 Implementation...........c.ooviiiriiiii i 57

Chapter 7 Conclusion and FULUIe SCOPE...cceeeteetiereerererensensessnsonmmnnn 62

] (=] €] 0L PSR 65

Annexure

TS o) U] o] [or= 11 o] o TSR 75

IT Video LinK...cioeiiieiiieiiiieiiietiiateieetenetesnscsssesnscsnssssascsssscnnscanssasenns 76

ITI Plagiarism Certificate......ccccvveiieiieiineiiiiiieiiieiiiiecieniiecierieecennnn. 77



List of Figures

Figure 1.1: Key layers of the internet................oooiiiiiiiiiiiiiiii e, 1
Figure 1.2: Internet users in the world by regions [November 2015]............... 2
Figure 1.3: Internet framework....... ..o 3
Figure 1.4: Working of the internet...............ooooiiiiiii e 4
Figure 1.5: Several types of search engines have used in the world.................. 4
Figure 1.6: Working of the search engine.............ccooviiiiiiiiiiiiiiieeee, 5
Figure 1.7: A general framework for information retrieval............................ 6
Figure 1.8: Categorization of information retrieval approach ......................... 7
Figure 1.9: Information pyramid..............oooiiiiiii i 12

Figure 1.10: Machine [earning............ccooviiiiiiiiii e, 12

Figure 1.11: Web Crawler. ..., 13
Figure 1.12: Workingof aweb crawler.................ocooiiiii, 14
Figure 1.13: Components of the web crawler.................ooiiiiiiiiiiin. 15
Figure 1.14: Architecture of the incremental crawler.......................ooee. 20
Figure 1.15: Hidden WeD.........c.ooiii e 21
Figure 2.1: Strategies of information retrieval in web crawling ...................... 23
Figure 2.2 Architecture of Ig00G...........ciiiiiiii e 34

Figure 2.3 Architecture of self adjusting refresh time based incremental crawler... 41

Figure 5.1: Downloading of URLSs using Nutch source version in eclipse........... 52
Figure 5.2: : Various hadoop jars used by the Nutch 1.9............................... 53
Figure 5.3: Solr giving results to queries passed on by nutch......................... 54
Figure 5.4:Java 1.8.0 3 1. .iuiiiiii i 54
Figure 5.5: View of Eclipse IDE.........cooiiiiiiii e, 55



Figure 5.6: Progress of building nutch project using Apache Ant.................. 55

FIgUre 5.7: IVYDe2.2.0. ... 56
Figure 5.8: Subclipse jars downloaded from eclipse marketplace.................. 56
Figure 5.9: Maven m2e plugins being used in the eclipse IDE..................... 57
Figure 5.10: CYQWINGA. ... .o 57

Figure 6.1: Comparison of methodologies of information retrieval in web

Crawling. ... 63



List of Tables

Table 5.1: Number of URLs crawled by focused and distributed ......................... 58

Table 5.2: Comparison of the total number of iterations in focused and distributed web

(o) 4 (S SN 59

Table 5.3: Comparison of the time taken in seconds in focused and distributed web

(0321774 (<) 60

Table 5.4: Comparison of the number of hosts and type of threading in focused and

distributed WebD CTaAWIET . . .... .ottt e 61

Vi



Chapter 1

Introduction
]

1.1 World Wide Web (WWW)

The internet is a global system to make interconnection between computer networks.
On the other hand, the World Wide Web (WWW) is a collection of global text documents
and resources which have been linked by the Uniform Resource Locators (URIs) and
hyperlinks and thus can be accessed through remote servers with the use of internet.
WWW can be defined as the huge space of information and data where web resources have
been identified by its unique URLs, and hypertext links have been used for interlinking
between the web pages for accessing on the internet. WWW has been developed in 1989 by
Tim Berners-Lee, an English Scientist. Tim had termed the initial web browser in 1990 when
he was an employee of French Conseil Européen pour la Recherche Nucléaire (CERN) in
Switzerland.
At the beginning, it was known as web, and then WWW has become the central development
of information aging and now, it is an important tool for billions people who used it to
interact over internet [1].
Fig.1.1 shows the key layers of the internet. The WWW layer is placed at top of the internet
layer which helps people in understanding the functional aspects of the internet as shown in
the fig.1.1.

'c;m 1' :1l ‘—: wi éeggnler:thele & Cailliau
v rdressen
i) - L

1975-TCP/IP
Cerf & Kahn

ARPANET-1969
JL.C.R. Lickiider

 INTERNET
INTERNET

George Valley Robert Metcaife
23 ] 941 1976-Apple

Konrad 3 COMPUTERS Jobs & Wozniak

Fig.1.1: Key layers of the internet [1]



1.2 Introduction to internet and its working

All computers of world are linked-up by a virtual network or mesh known as internet.
There's only your computer system on desk and on the other end, person has his own system
to communicate with you. But in the mid of these two communication systems there are
probably near about a dozen processes and computer systems bridging the gap. The fig.1.2
displays the internet users in the world by regions [November 2015].

Internet Users in the world by regions
[November2015]

0.8%

M AZIa48.2%

M Europe 18,0%
MLatAm/Carib, 10.2%
M Africa 9.8%

M North America 9.3%
W Middle East 3.7%

M Oceanic/Australia 0.8%

Fig.1.2: Internet users in the world by regions [November 2015]

The internet is a combination of smaller networks over the world which in turn is combined
together into a global network. This global network contains billions of public, private,
business, academic and governmental networks. The internet is used to connect the millions
of computers which are known as hosts. In internet, we use Transmission Control
Protocol/Internet Protocol (TCP/IP) communication protocol over internet. These computer
systems over internet have been interlinked via various communication media devices. Some
common communication device and media used are fiber optic cables, telephone lines,
satellite and microwave etc. Fig.1.3 displays the internet framework which consists of
Internet Service Provider (ISP), ISP’s web server, modem, ISP’s network and telephone line

etc.
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Fig.1.3: Internet framework [2]

In the world of interconnected global internet, anyone can communicate easily with all others
who are connected in the network or they can text or call to each other. In around 20 years
internet has been extended to around different 210 nations.

There is no specific organization or company which controls the global internet. This
is held by different government agencies, private companies, universities, research
organizations etc. which are interconnected or interlinked with each other. Moreover, we can
understand that internet is combination of millions of devices all over the world linked
together. The following fig.1.4 displays how the internet works.

With the use of phone-line modem, a personal computer is linked to internet with the help of
cable modem and Digital Subscriber Line (DSL). The modem can be used to communicate
with server over the Internet Server Provider (ISP). ISP is an organization which offers
internet connection to customers. Various ISP companies are available in every country over
the world. Any customer can take an internet from ISP companies to connect with internet.

The computer system in university or business organization can connect with Local Area
Network (LAN), with the use of Local Area Network Card (LAN Card) or Network Interface
Card (NIC). The LAN card of a company or a university is connected to ISP server using
higher-speed phone line such as TI Line. The TI Line can handle 1.5 million approximately
bits per second. The device is connected to ISP server which is further connected to the huge
ISP. The huge internet server provider has maintained fiber-optic lines under satellite or
cables links. In this manner, each device is connected with internet and other device which is

also a part of this internet [2].
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Fig.1.4: Working of the internet [2]

1.3 Introduction to search engine and its working

The search engine is script or software program which can be accessed through
internet to find the files or documents using keywords provided by the user, returning result
files most relevant to the keyword. Now-a-days, thousands of search engines are available
over the internet and each search engine has its different features and abilities. The first
search engine was developed called Archie and it has been used to find the File Transfer
Protocol (FTP) files. The first text-based search engine developed was called as Veronica.
Now-a-days, the world’s most famous and popular search engine is the “Google”. Fig.1.5

displays several types of search engines that are prevalent in the world.
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Fig.1.5: Several types of search engines have used in the world [3]



Web search engines send their spider to fetch as many documents as possible. One
more software known as indexer is an important part of search engine. It can read the files
and documents followed by indexing based on word contained in every document. Every
search engine can use the proprietary algorithm to create indices to return ideal meaningful

results for every query.

Common search engine types:

Out of the various types of web search engines, the most common types including the
following:-

1. Local search engine: It has been created to use for Compact Disk Read Only
Memory (CDROM), offline Personal Computer (PC) or search usage in local area network.

2. Meta search engine: This search engine takes the queries of other search engines
and then combines the conclusions that are received from all.

3. Blog search engine: This search engine can be used for blogosphere. The blog
search engine provides search results indexed from blogs.
Fig.1.6 displays the functional architecture of search engine.
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Fig.1.6: Working of the search engine [3]

As discussed in this figure, a crawler or spider is a source of all search engine data that
automatically visited pages and indexes their contents.

When the page has been crawled the data that contained within the page is processed, which
involves these steps given below.

. Record links with other pages.



. Strip out to stop the words.

. Store the remaining words in the page and frequency they occur.

. Store the information of embedded media or images.

The collection of data can be used for ranking the page and is main technique for search

engine which is used for determine if page will be displayed and in what order [3].

1.4 Information retrieval and its categories

A technique used to store and recover the information is called Information
Retrieval (IR) which is used to record the data with the help of computer system.
IR is an activity to obtain the information from resources which is relevant the needed
information from number of informational resources. Search is based upon full-text indexing.
The information retrieval was termed in 1951 by Calvin Mooers.
This process starts when user is entering a query in the system. These queries have simple
statements for required search information strings in the search engine. In IR query which is
not uniquely identified with an object in collection. Moreover, various objects can be
matched with queries on different relevancy degree.
The aim of information retrieval is to give the necessary information to users which satisfy
their need. Along with the use "document™ word format in general term which includes
multimedia objects and non-textual data.
The Retrieval Process:

The information retrieval system has copied with three individual processes viz:
represent the documents, represent the needed user information and compare the

representations of both. Fig.1.7 displays a general framework for information retrieval.

Text Information
Collection Need
Indexer Interpret
w‘ v
Indexed Query

Documents

Comparison

Retrieved Documents

Fig.1.7: A general framework for information retrieval
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Information retrieval categories:
Information retrieval is of two types: traditional information retrieval and automated
information retrieval, which are further divided into various sub-types. Fig.1.8 shows the

categorization of information retrieval approaches.

Information
Retrieval (IR)
v v
Traditional Automated
Information Information
Retrieval Retrieval
3 }
Boolean Vector Probabilistic
Model Space Model
Model
Web Indexing Query Data Machine
Crawling Language Mining Learning

Fig.1.8: Categorization of information retrieval approaches

a) Traditional information retrieval

These systems represent most related information to searcher by putting masks on
them. They represent specific information for searching but have no knowledge of others’
data or their existence. This task is achieved as a central result or includes the feedback loop
where customer can refine the query.
In these systems not only customer comes with limited subset of the documents but also the

relationships among documents are not presented clearly.

Traditional information retrieval models:-
The traditional IR models were developed to retrieve the data or information: Vector

Space Model, Boolean Model and Probabilistic Model.



1. Boolean model

It is based upon the Boolean algebra which is named after English mathematician George
Boole (1815-1864). Boolean algebra plays an important role in IR systems and has more
influence in computer science. Boolean retrieval can consider one among the three very
crucial models for IR systems, two being the probabilistic model and vector model.
This was the first model to be used for information retrieval and is displayed as the most
criticized model. Moreover, model considers a query term which is an unambiguous
definition of a number of informational documents. Boole has described the three operators,
logical sum named OR, logical product known as AND and logical difference known as
NOT.

It has the following strengths which are given below:

a) This is simpler and easier to computationally implement and efficient. However, this is a
standard model for operational retrieval systems and current large-scale and various major
online data services use it.

b) This model possesses an expressive and clear system power. It requires an efficient query
for an unambiguous and exhaustive selection.

c) It provides a multitude technique for narrow or broad a query.

d) It is especially effective in further stages to search the processes because of the correctness

and clarity with which relationship between concepts has been displayed [4].

2. Vector space model

It is an algebraic model to represent the text documents as vectors identifiers just like
indexing terms. This is employed for retrieving information, info filter and indexing or
relevant rankings. Examples of IR systems are: SMART, Lucene, Lemur, JFeret, Inquire etc.
It was first used in SMART IR System. Vector Space Model has natural language documents
which is represented in formal manner by using vectors in the multi-dimensional space. It
was developed in 1960's by Gerard Salton and used in SMART system.
Salton’'s classic weight is provided with equation, which is given below:
Term Weight =
where

o tfi = number of term i occurred in document or term frequency.

e dfi = number of total documents containing term i or document frequency


http://www.iva.dk/bh/Core%20Concepts%20in%20LIS/articles%20a-z/probabilistic_models_of_information_retrieval.htm
http://www.iva.dk/bh/Core%20Concepts%20in%20LIS/articles%20a-z/vector_space.htm
https://en.wikipedia.org/wiki/Vector_space
https://en.wikipedia.org/wiki/Information_retrieval
https://en.wikipedia.org/wiki/Information_filtering
https://en.wikipedia.org/wiki/Index_(search_engine)
https://en.wikipedia.org/wiki/SMART_Information_Retrieval_System
http://www.iva.dk/bh/Core%20Concepts%20in%20LIS/articles%20a-z/salton.htm
http://www.iva.dk/bh/Core%20Concepts%20in%20LIS/articles%20a-z/weighting.htm

e D =number of database documents.
Various models which are extracting vectors model from queries and documents have been

taken from equation.

This model has various advantages over Boolean model, which are:
a) Model based upon linear algebra.
b) Weights terms are not binary.
c) Allows for computing the continue degree between documents and queries.
d) According to relevancy allows ranking documents.

e) Partial matching is allowed.

This model has following limitations:
a) Longer docs are represented as poor because they have similar poor values.
b) Search the keywords which are precisely matching terms document which words

are substrings may result in "false positive matching".

3. Probabilistic model

These models work for document retrieval as probabilistic inference. Their
similarities are calculated as probabilities to identify document that can be relevant for
provided query. Their theorems work same as Bayes' theorem which have often used in
models.
This model is based upon the principle of probability ranking in which an IR is supposed to
rank the documents according to the probability of relevance to query, provided there is
available evidence. This principle can be taken into account when there is uncertainty in
representation of needed documents and information. There are a number of evident sources
which can be used by probabilistic retrieval methods. The one commonly used is statistical

distribution in both non-relevant and relevant documents.

Probabilistic model has some strengths, which are:

a) It provides to user with relevant ranks of retrieval documents. Therefore, enabling the users
to overcome the output to set relevant threshold or specify specific document is required.

b) Their Query is easy for formulation because user cannot learn natural language and queries

language.
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c) The inherent uncertainty in query concept is represented.

This model has following shortcomings:

a) It has expressed limited power. For example: NOT operation is not used in case of when
positive weights have been used. It has been proved that only 2N*N of the 22N possible
boolean queries are generated by statistical methods which use linear weighted sums to rank

documents [5].

b) Automated information retrieval

These systems are used to decrease “information overload™”. Various public libraries
and universities use information retrieval systems for providing an access to journals, books
and informational documents. Web search engines have many visible information retrieval
applications. This is a portion of large image and vital tool used in searching, filtering and
browsing.
The computer-based IR systems developed initially had limited capabilities comparing to
today’s computer systems. According to multiple computer programs, information retrieval
systems have been modeled in several paths after traditional search systems, particularly for
card catalogue and the user. This type of IR is used in various fields such as: web crawling,

indexing, query language, data mining and machine learning.

Automatic information retrieval is used in various fields:

1. Web crawler

It is an automatic script which can download the content from the WWW in an
automatic manner. The “web crawler” systematically crawls pages and looks for keyword
contained in pages and the anchor texts all, returning the info to server search engine for

index.
2. Indexing

Indexing is an important portion of IR system. Indexing is the process of extraction

rather than content analysis.

10



3. Query Language
Query language is used to inject query into the database where the semantic query

cannot be defined by precisely rendering the syntax but by interpreting the query results.

Information Retrieval (IR) Queries:

Boolean queries:-

Keywords are combined with boolean operators such as OR: (e; OR e;), BUT: (e; BUT ey)
Satisfies e; but not e, and AND: (e; AND e;). There is negation allowed with the use of BUT
that allows use of inverted index for efficient filtering of retrieved set. A naive user faces
with Boolean logic.

“Natural Language” queries:-

There are full text queries as arbitrary strings. It treats strings as words-bag for vector spacing
model. It is processed by using standard vector-space retrieval methods.

Phrasal queries:-

It is the retrieved document with particular phrasing. It allows intervention stop words and
stemming such as: “buy camera” matches “buy a camera” or “buying cameras” etc.
Proximity queries:-

There are list of words with particular maximum distance constraint between these terms.
Example: “race” and “dogs” with 4 words per matching “...dogs can start race...”. It
performs stemming and doesn’t count stop words.

Pattern matching:-

It is allowed as a query which matches the string than token word. It requires a sophisticated
algorithm and data structure which inverts indices for retrieving efficient [6].

4. Data mining

It is understood as process of extracting useful, meaningful, unknown and ultimate
comprehensive data from huge database. It is exhaustively and automatically explored larger
datasets to uncover otherwise hidden relationships among data. Data mining technology is
successfully applied in health, science, marketing and finance to aid newest strengthen and
discoveries markets. In addition data mining methods are applied for discovering and
organizing the information from Web. Fig.1.9 displays information pyramid that illustrates

11
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data mining area. Data mining area includes knowledge, information and data as shown in the
fig.1.9.

Semantic Level
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/ Knowledge \ / Data Mining area
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Fig.1.9: Information pyramid
It is understood as process of extracting useful, meaningful, unknown and ultimate
comprehensive data from huge database.

It is analysis of large data quantities, exploration to discover meaningful, rules and patterns.

5. Machine learning

Information
retrieval

Knowledge Statistic
Based System Data Mining
Algorithms Machine
Leaming

Fig.1.10: Machine learning

In the late 1980’s machine learning has been applied in IR. The IR processes are

divided in 4 different phases: indexing, feedback, query formulation, and comparison which

12



offers learning opportunities. Researchers are focusing on sub processes which try to increase
the retrieval systems’ performance. For example clustering technique is used to create the
links between relational documents index and user modeling methods attempt to express the
information possible from user queries. Diversity can cause problem when various collections
have been searched for the complete query for one which is not compared directly with rank
scores because every distribution and collection feature set is uniquely identified. The
language model is employed to show the text which is paramount.

The machine learning and information retrieval group have developed the statistical natural
language processing, core information retrieval and machine learning technologies, to help

solve complex and challenging business problems [7].

But this literature mainly focuses on information retrieval in web crawling.

1.5 Web crawler

It is an automatic script or program which can download the contents from the World
Wide Web (WWW) in an automatic manner. This process is known as web or spider
crawling. Various legal sites in search engines use spider as a means for providing updated
data. Other websites and web search engines can use web spider or crawler software for
updating website contents or indexing of site’s web content. Web crawler copies the pages

which are visited for further processing by search engines for indexing the visited pages.

Fig.1.11: Web crawler [8]

1.6 Introduction to web crawling
Web crawler is a program that collects Hyper Text Markup Language (HTML) pages

from the web by following links from the collected webpages. This process is known as web
13



crawling. Web crawling is the first and foremost stage in any web information retrieval
system. Web crawlers follow the hyperlinks for web to get another websites. When user of
search engine can enter query, search engine is indexing and returns relevant result based
upon searching keywords. It is a process which automatically provides up-to-date and

relevant data [8].

1.7 Working of a web crawler

Web pages

URLs Multi-threaded
T

= Scheduler downloader

Cueus
. I URLs

Text and
metacliata

Storage

e

Fig.1.12: Working of a web crawler

A web crawler begins with an initial Uniform Resource Locators (URLs) list for
visiting, known as seed URL list. When a crawler visit the URLSs it identifies the page anchor
texts (hyperlinks) and adds them into URLSs list for visiting. This URL list is known as crawl
frontier. URL in Frontier can be visited recursively with some policies. If crawler performs
website archive to copy and save the info, the archive can store the data of view, read and
navigate as on website live but is served as ‘snapshots'.

The huge volume can imply a crawler to download a limited set of web pages so there is
requirement of prioritized downloads. The URLs crawled are generated by the server-side
software making it difficult for web crawlers to avoid retrieving duplicate content [9].
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1.8 Components of the web crawler
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Fig.1.13: Components of the web crawler

Fig.1.13 displays web crawler architecture. The web crawler architecture consists of various

components which are explained below:

a)

b)

9)

h)

Uniform Resource Locator Frontier (URL Frontier) contains URLSs to be fetched in
the present crawler.

A resolution module is a Domain Name System (DNS) which can determine web
server for page specified by URL.

A fetching module which uses http protocol for retrieving at URL web page.

A parse module that can extract text or links set from fetched web page.

The duplicate elimination module which is determining the entry of the extracted link
into URL frontier.

Crawling can perform anywhere from potential threads hundreds each of loops with
logical cycle. The thread can run in process which is partition amongst several
processes run individual nodes of distributed system. We start to assume it URL
frontier is non-empty and placed.

A crawler thread can start taking URL from the frontier and fetch website page of
URL using http protocol. The fetched page is written into temporary store where a
number of operations have been performed on it. Next page is parsed and text link is
extracted. This text is passed on indexer. Additionally, every extracted link go
through a series of steps to determine if link is added into URL frontier.

The thread tests web pages having similar content already seen at other URL. The

simple implementation will use fingerprint such as checksum.
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)

K)

URL filter can be used for determining if extracted URL can be excluded from
frontier based on various tests.

The robots.txt file is for testing if the URL is to be considered for fetch from website,
according to the robot restrictions.

URL is checked for further elimination: if URL already comes in frontier no need to
check it further. When URL has been added into frontier which is assigned based on
priority then it is eventually removed from the frontier for data fetch.

Some housekeeping task is performed by the dedicated thread. The thread is quiescent
except which it wakes every few second to log the crawling progress deciding

whether to terminate the crawl or checkpoint the crawl [10].

1.9 Web crawler features

A crawler must provide the various features:

a)

b)

Robustness: The web contains a server which creates a trap for spider by regenerating
webpages which misleads the crawler into getting stuck on fetching multiple in a
particular domain.

Politeness: Web servers contain explicit and implicit policies to regulate a crawler

visit. These policies must be respected.

A crawler can be customized in the following ways:

a)

b)

c)

d)

Distributed: The crawling has the ability for being executed in distributed fashion
across several machines.

Scalable: The architecture of crawler can permit to scale up the crawling rate to add
extra bandwidth and machines.

Efficiency and Performance: The crawler system makes efficient usage of several
system resources involving storage, processor and network bandwidth.

Quality: A fraction of website pages can be a slow utility to serve user query which
then requires crawler to be biased towards fetching “useful” page first.

Freshness: In several applications crawling is operating in continuous mode, it is

obtaining fresh copies of the last fetched pages [11].
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1.10 Types of web crawler

1.10.1 Focused web crawler

It is a web crawling type, which tries to download the pages related to a particular
topic. It makes a collection of documents that are relevant and specific to given topic. It is
called as topical crawler because of way of working. It determines how a page can be
relevant to specific topic and how to proceed further.
The focused web crawler contains major components such as: classifier can make relevant
judgment on the crawled pages for deciding link expansion; distiller determines a centrality
measurement of the crawling pages for setting priorities and crawling with dynamic

reconfiguration controls [12].

Categorization of focused web crawler:

1. Keyword based approach

In [15, 16, 17, 18], keyword based approach is used to retrieve the information from
the web. These papers produce extraction of Uniform Resource Locators (URLS) based on
keyword or search criteria. They extract URLs from web pages which contain searched
keyword in their content and consider only such pages as significant while ignoring the web

pages irrelevant to the search.

a) Ontology based approach

Ontology based web crawlers use ontological concepts for improving their
performance. So, it will be very easy to get relevant data as per the user requirements.
Ontology is used for structuring and filtering the knowledge repository. In [15, 16, 17],

ontology concept is used.

b) Link Semantic based approach

The link semantic is characterized by the semantics of the referred document. This
system can retrieve the documents through speculation of the document relevance, based on
the surrounding text of the link and the keywords in the link. In [16], link semantic based

approach is used.
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2. Exemplary documents based approach

In this approach, topics can be defined not using the keywords but using the exemplary
documents. The exemplary documents are defined by Kimbrough & Blair as info documents
which specify the intellectual structure of specific field of interest. These documents can be

used as an alternative document representation technique for Information Retrieval (IR).

a) Data mining based approach

Data mining is a process for analyzing data from different perspectives and summarizing
it into valuable information. The papers [19, 20, 21, 22, 23, 24] use various data mining
concepts such as clustering, classification, fuzzy set, naive bayes etc. to retrieve only the
subset of the web related to a specific topic.

b) Other miscellaneous approaches

The papers [25, 26, 27, 28] are based upon the various other approaches such as
designing the focused web crawler using genetic algorithm, developing a focused crawler
with web page change detection policy etc. The genetic algorithm manages the optimization

of web crawling by choosing proper web pages to be obtained through the crawler.

1.10.2 Distributed web crawler

It is a distributed computing method in which search engines use several computers
for indexing internet through web crawling and this work could be done by distributed web
crawler. The central server can manage synchronization and communication as it is
geographical distributed. It is basically used as page rank algorithm to increase quality and
efficiency. The advantage of distributed web crawler is ingrained into robustness against

system crashes or events are adapted to several crawl applications [13].
Types of distributed web crawler:
1. Map reduce based approach
Map reduce is a platform for processing huge data sets parallely on a cluster of

employees. Map reduce concept is used in [29, 30].
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2. Data mining based approach

Data mining is a process for analyzing data from different perspectives and
summarizing it into valuable information. The paper [31] uses various data mining concepts
such as clustering, classification, fuzzy set, naive bayes etc. for retrieving the most relevant

content in a time efficient manner.

3. Scalability based approach
Scalability refers to an increase in the throughput of crawler as the number of crawler
nodes increase. In [32, 33, 34], a lot of study has been done to identify challenges in

improving scalability and thus suggest novel frameworks for the same.

4. Peer-to-Peer Network (P2P Network) and Distributed Hash Table (DHT) based
approach

P2P network is a network of computer systems configured to allow sharing of some
files and folders with everyone or selected users. In a decentralized distributed system, a
special type of lookup service (or hash table) is called Distributed Hash Table (DHT), stores
(key, value) pairs such that any node on the distributed system can extract value for any given

key. In [35, 36, 37], distributed hash table and peer-to-peer network concepts are used.

5. Model based approach
The papers [38, 39] present model-based estimation of accuracy and availability of

the distributed web crawler.

6. Other miscellaneous approaches

The papers [40, 41] are based upon the concept of developing vertical distributed web
crawler using the crawling period strategy. There is a crawl manager which coordinates the
resources and the number of tasks performed by each crawler in a distributed system. Each
crawler is equipped to separately process websites having different update frequency.
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1.10.3 Incremental web crawler

The process of revisiting and prioritizing Uniform Resource Locators (URLS) is
referred as incremental crawling. On contrary, incremental crawler refreshes existing
collection of the pages based on estimation of how pages can change. It exchanges low vital
pages to newest and important pages. It resolves problem of freshness of pages. Fig.1.14

displays the incremental crawler architecture.
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Fig.1.14: Architecture of the incremental crawler

Categorization of incremental web crawler:

1. Data mining based approach

Data mining is a process for analyzing data from different perspectives and
summarizing it into valuable information. The papers [42, 43, 44, 45, 46] use various data
mining concepts such as clustering, classification, fuzzy set, naive bayes etc. for

retrieving most suitable content quickly.

2. Approach based upon improving the freshness using calculation of refresh time of
pages

The papers [47, 48, 49] improve the freshness of the page content by calculating the
refresh time of the web pages.
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3. Other miscellaneous approaches
The paper [50] employs site level knowledge for incremental crawling of web forums
and further designs a list-wise strategy by reconstructing the linking structure called sitemap
for a specified forum site.

1.10.4 Hidden web crawler

The deep web is referred to World Wide Web (WWW) content which is not portion
of web surface indexed by search engines. The hidden web is referred to web data
collection which could be achieved by web crawler via interaction with web-based search

form and not by traversing the hyperlinks.

wwe brandpowdss. pem O

Fig.1.15: Hidden web [14]

A large amount of data on web resides in database which is only retrieved by posting the
exact queries. This data is called “hidden web” or “deep web”. Present day crawlers can
crawl public indexing web i.e number of pages have been accessible by following hyperlinks
but searching pages and forms that need prior or authorization registration have been ignored.

In reality, it can ignore large quality of data which can be hidden behind search forms [14].
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Types of hidden web crawler:

1. Tree based approach
For storing the downloaded web pages and for page analysis Dom Tree is used, which
focuses mainly at differentiating and withdrawing plain texts and form features. This

approach is used in [51, 52].

2. Domain specific based approach
Domain specific approach refers to crawling of a particular web domain. The papers

[53, 54, 55, 56, 57, 58] uses domain specific approach.

3. Security based approach

Structured query language (SQL) injection is a code injection method used for
attacking data-driven applications, in which important structured query language statements
are added for execution. This approach is used in [59]. [59] represents a method for

structured query language injection vulnerability detection based on deep web crawler.

4. Other miscellaneous approaches
The papers [60, 61, 62, 63, 64] based upon the concepts such as Open Grid Services
Architecture - Deep Web Crawling (OGSA-DWC): middleware for deep web crawler using

grid, Siphon++: deep web crawler for keyword based interfaces etc.
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Chapter 2

Literature Survey

2.1 Strategies of information retrieval in web crawling

In web crawling, strategies of information retrieval are mainly divided into four main
categories viz: focused, distributed, incremental and hidden web crawlers, which are further
sub-divided into various sub-categories as shown in the fig.2.1. Fig.2.1 represents a

hierarchical tree structure of strategies of information retrieval in web crawling.

Strategies of Information Retrieval in Web Crawling

\ 4 \ 4 A 4 \ 4
Focused Web Distributed Incremental Hidden Web
Crawler Web Crawler Web Crawler Crawler

v '

v v l
A 4 \ 4
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Y
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Ontology Link Semantic Data Mining Other Tree Based Domain Specific Security Based Other
Based Based Based Approach Miscellaneous Approach Based Approach Approach Miscellaneous
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A 4
A 4 Y A 4 A 4 A\ 4 A\ 4
Data Mining Scalability P2P and DHT Model Map Reduce Other
Based Based Based Based Based Approach Miscellaneous
Approach Approach Approach Approach Approaches

Fig.2.1: Strategies of information retreival in web crawling
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2.1.1 Focused Web Crawler

Focused web crawler is used to collect the web pages, which satisfied some properties
by prioritizing the crawler frontier and managing the hyperlink exploration process. Focused
web crawler can be taken as a base crawler for various other representations such as keyword
based approach, exemplary documents based approach, ontology based approach, link

semantic based approach, data mining based approach and other miscellaneous approaches.

1. Keyword based approach

In [15, 16, 17, 18], keyword based approach is used to retrieve the information from
the web. These papers produce extraction of Uniform Resource Locators (URLS) based on
keyword or search criteria. They extract URLs from web pages which contain searched
keyword in their content and consider only such pages as significant while ignoring the web

pages irrelevant to the search.

a) Ontology based approach

Ontology based web crawlers use ontological concepts for improving their
performance. So, it will be very easy to get relevant data as per the user requirements.
Ontology is used for structuring and filtering the knowledge repository. In [15, 16, 17],

ontology concept is used.

Gunjan and Snehlata [15] proposed an algorithm for ontology based internet crawler,
which retrieved only relevant sites and made best estimation path for crawling that helped in
improving the crawler performance. Employing only the keyword based focused web
crawler, the proposed approach had dealt with information path and domain ontology to find
out most related web content and pages according to user requirements. Ontology was used
for filtering and structuring the repository information. The major benefit of keyword web
crawlers over traditional web crawlers was that it did not take training for internal details or
connectedness feedback as to how process was going on to act intelligently. There were two
types of amendments which defined the results of each crawler: 1) number of extracted
documents was decreased. Analysis of the link and deletion of an appreciable number of
irrelevant websites, 11) the crawling process reduced the turnaround time. As a result of

deletion of irrelevant websites, crawl load reduced.
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Gunjan and Nikita [16] proposed a technique called keyword focused web crawler.
Java tool was used in this paper. To improve the crawler’s performance the concepts of
domain engineering with relevancy decision mechanism, keyword-driven crawling and
ontology were considered. This approach introduced the extraction of keywords based on
Uniform Resource Locators (URLS) or criteria for best search. This scheme only downloaded
the URLs whose web pages contained the searched keywords. Using some metrics such as
link analysis algorithms (includes page ranking algorithm) and other URL prioritizing
techniques to rank the URLSs, this methodology was more optimal than the traditional web
crawler in terms of search effectiveness. The sole focus of the approach was to have a
selection policy (availing the Java tool) using which an internet user could save on his search
time. The technique did not find the relevant web pages by using any other branches or art, as
parent node was related to the “java”; the reason being the resultant data was much higher

than the information path attained by word “art”.

In 2015, Shubham et. al [17] proposed an idea for self-adaptive semantic focused
(SASF) crawler. Major goal was to crawl the webpages related to their service. Two
technologies:- ontology learning and semantic-based crawling were combined to have a crawl
design which could help customers for accurate and efficient search of information from the
internet. The approach strove to remove problems from existing system for SASF crawler
with ontology learning which would help the user extract relevant information while using

SASF crawler based search engine.

b) Link semantic based approach

The link semantic is characterized by the semantics of the referred document. This
system can retrieve the documents through speculation of the document relevance, based on
the surrounding text of the link and the keywords in the link. In [18], link semantic based

approach is used.

Meiyappan et. al [18] discussed distinctive and novel focused crawler which was called
as an Link Semantic Crawler (LS Crawler). Several algorithms and tools such as Simple
Object Access Protocol (SOAP) based Web Application Program Interface (API), Porter
Stemmer’s Algorithm, Multithreaded Java Application were partook of this technique. The
LS Crawler system retrieved information documents by speculating relevance of data
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document based on surrounding text link and keywords in link. The motivation behind
relevance in document was not only based upon probability technique but on semantics as
well. LS Crawler extracted hypertext and measured the relationship with keyword search in
particular domain to refer to ontology. This system had better recall due to utilization of

keyword semantics in the link.

2. Exemplary documents based approach

In this approach, topics can be defined not using the keywords but using the exemplary
documents. The exemplary documents are defined by Kimbrough & Blair as info documents
which specify the intellectual structure of specific field of interest. These documents can be

used as an alternative document representation technique for Information Retrieval (IR).

a) Data mining based approach

Data mining is a process for analyzing data from different perspectives and
summarizing it into valuable information. The papers [19, 20, 21, 22, 23, 24] use various data
mining concepts such as clustering, classification, fuzzy set, naive bayes etc. to retrieve only

the subset of the web related to a specific topic.

In 2011, Duygu et. al [19] presented a technique based on segregation of links rather
than a relevance measure to download individual web pages. Several algorithms and tools
such as Link Scoring Algorithm, Simple Stemming Algorithm, C#, Naive Bayes Classifier
Algorithm, Java were used. Naive bayes classifier was employed to classify Uniform
Resource Locators (URLs) using a simple URL scoring optimization technique. The
conclusion can be demonstrated which presented method performs better. Moreover, the
simple stemming algorithm was developed for Turkish stop word list and Turkish language to
improve the efficiency of the system. Five different techniques were applied and their
performances were analyzed in terms of harvest rate (ranging from 0 to 1). A score higher
than 0.8 qualified a page as relevant. Three distinct types of the naive bayes classifiers were

used for link scoring.

Qingyang and Wanli [20] proposed newest framework for focused web crawling
based upon “relational subgroup search”. The relevance of unvisited pages in the crawl
frontier was predicted based on some predicates followed by a subgroup discovery technique
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for first-order classification rules. Relational rules with suitable confidence and support
(calculated using an A* searching algorithm) were fed to a relational learner resulting in
classification rules based on first-order logic. Use of relational knowledge representation and
subgroup discovery renders novelty to this cralwer. Subgroup discovery technique aimed at
finding subgroups with high proportion of the relevant documents. Preliminary evaluation
experiments displayed potential of proposed focused crawler first-order. Several algorithms
such as Best-First Algorithm and A* Search Algorithm had been used in this approach.

Qiang [21] proposed the OFC algorithm based upon fuzzy clustering and
reinforcement learning theory to improve the harvest rate of a focused crawler. A
combination of fuzzy centre averaged cluster method with naive bayes classifiers for
calculating the fuzzy memberships was used for solving the valLie function map hyperlinks
to next discounted rewards. A modification was made to the reinforcement learning method
by Rennie et al and two online classifiers were proposed:- a label for web page and
classification to anchor text in individual classes. Centre-averaged classification was used to
classify the anchor text which further was classified by naive bayes theory. A novel fuzzy
approach was designed as a combination of naive bayes method with center-averaged
classification. Precision was employed for evaluating the crawl efficiency and harvest rate in

the web mining.

Mali and Meshram [22] proposed a scalable architecture concentrating more on the
page revisit policy and page selection policy in 2011. The content of the web page as well as
the link structure was used to increase the page relevance and improve coverage of particular
topic respectively. The crawler minimize the work of re-downloading the similar pages again.
The technique captured the link structure of each webpage and worked differently according
to the formatting of each page. The centralized database to download the Uniform Resource
Locators (URLSs) reduced the dependency of system. For this web crawler, to traverse web
entirely and quickly was an unrealistic and expensive aim because of needed network and
hardware resources. The main problem of focused crawler was to identify promise links to

avoid off-topic searches and include only target documents.

Soumen et. al [23] proposed the newest hypertext resource search system known as
focused crawler. The aim was to select the pages related to the given topics (defined using
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exemplary documents). Two hypertext mining programs guided the crawler: the classifier
evaluated relevance of hypertext content and distiller identified hypertext nodes (which can
act as hubs to several relevant pages). The approach acquired, sought, maintained and
indexed pages on the particular number of topics which represented the relevant narrow
segment of web. The system proposed that the additional URLs were most probably in the
smaller neighborhood of already found Uniform Resource Locators (URLS) which appeared
to be same to examples. As an example, bicycle pages referred to the bicycle pages
unexpectedly also to first-aid and red-cross pages. Several algorithms and tools were used:
PageRank Algorithm, Berkeley Data Base (DB), Dual-Processor Pentium-1I 333 MHz,
Structured Query Language (SQL) and Random Access Memory (RAM) 256 MB.

In 2012, Mejdl et. al [24] proposed newest learning-based method for improved
relevant prediction in focused web crawler. Naive bayesian was chosen as the base prediction
model, though any other individual prediction model could also be used. Nevertheless, the
proposed technique was much accurate and efficient than related approaches. “Stock Market”
was the sample topic used and extended learning-based relevant prediction model from two
relevant attributes to four relevant attributes. The author implemented the method in
prototype crawling and compared crawl performance with two crawlers. In this approach two
more related attributes i.e. parent pages, surrounding texts, anchor text and Uniform Resource
Locator (URL) words of visited URLS, were added. In this approach, level limit was fixed to
3, which signified that any path in the crawl tree that had three irrelevant consecutive pages
have to be given up. This approach adopted naive bayesian model but can be extended to
sophisticated models. In this, represent the newest learning-based focused crawler method
which used only four relevant attributes to take relevant of unvisited URLSs. In this approach,
several algorithms and tools that were used are given as: Porter’s Stemming Algorithm,

Naive Bayesian Classifier Algorithm, Java and Breadth First Search Algorithm.

b) Other miscellaneous approaches

The papers [25, 26, 27, 28] are based upon the various other approaches such as
designing the focused web crawler using genetic algorithm, developing a focused crawler
with web page change detection policy etc. The genetic algorithm manage the optimization of
web crawling by choosing proper web pages to be obtained through the crawler.
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Anish and Priya [25] surveyed the focused crawler methods and classified them into
five categories: structured base crawling, priority base crawler, context base crawling, leaning
base crawling and focused crawler. This heuristic method was compared to native methods of
web crawling focusing on comparison study between methods. The comparison was done in
simulated web environment and result was based on the time taken to retrieve the relevant
resultant documents. The main aim was achieved by prioritizing already crawled pages and
by managing the exploration of hyperlinks. In this approach, web crawler architecture for
exposing underneath secrets of the web crawling implementation was proposed.

Dvijesh et al. [26] proposed focused web crawler which acquired, indexed, sought
and maintained the pages on topics which covered only a narrow segment of web. The
approach verified several types of crawlers with cons and pros. A detailed study of the future
directions to improve the efficiency of focus web crawler was done. The crawlers were
divided into two parts: - preferential crawlers and universal crawlers. Further, preferential
crawlers were divided into two parts: - the topical crawlers and focused web crawler. The
topical crawlers also were of two types: - static crawlers and adaptive topical crawlers. The
evolutionary crawlers, reinforcement learning crawlers etc. were included under adaptive
topical crawlers and the best-first search, PageRank algorithms etc. were grouped under static
crawlers. In this, several algorithms and tools were used: Hits Algorithm, PageRank
algorithm and Java.

Hardik [27] in 2014 proposed a design for a personalized focused crawler with web
page change detection policy, which narrowed down searching of new pages and therefore
eliminated redundant and updated data. It proposed the method for multi-user focused web
crawler which facilitated finding the changes in search page result since the most recent
access. Here the system relevance of page was calculated according to the word frequency
i.e. number of times search string was repeated in a web page. The web crawler could be
customized to provide suggestions and results based on user profile, user described seeds or
links visited by customer. In this approach, the change detection method was based on

content of web pages.

Pranali and Prashant [28] proposed a focused web crawling using a genetic algorithm.
In this genetic algorithm, the jaccard technique and data function were used to determine
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related web pages. The major goal was to select the most promising links to maximize
relevancy of newest unvisited Uniform Resource Locator (URL) by applying the genetic
algorithm which tried generating optimal result and helped increase the accuracy and
precision. With the use of genetic algorithm authors got the relevant links in less time. The
main advantage of this approach was due to construction of collections of certain-area with
high quality than fixed focused web crawling techniques and retrieval of relevant result in

low time. Breadth First Search Algorithm was used in this approach.

2.1.2 Distributed Web Crawler

Distributed web crawler is a distributed computing software, in which by employing
internet, search engines use several computers for indexing the content from World Wide
Web (WWW) by web crawling. Distributed web crawler can be taken as a base crawler for
various other sub-types viz: data mining based approach, scalability based approach, Peer-To-
Peer Network (P2P Network) and Distributed Hash Table (DHT) based approach, model

based approach, map reduce based approach and other miscellaneous approaches.

1. Map reduce based approach
Map reduce is a platform for processing huge data sets parallely on a cluster of

employees. Map reduce concept is used in [29, 30].

In 2015, Do Le et al. [29] proposed UniCrawl as an effective geo-distributed crawler
which minimized the inter-site communication costs. The limiting factor of distributed
crawler architecture was higher infrastructure cost. For reducing their cost and high upfront
investments, the authors proposed a geo-distributed crawler UniCrawl solution. UniCrawl
arranged various geographical distributed sites. Each UniCrawl site design comprised a
sequence of the map-reduce tasks executed on an industrial-grade key-value store. Also
included was an ENSEMBLE novel layer that was federated available storage space at every
site. When compared with the centralized architecture with crawling stretching over various
places, UniCrawl displayed the improvement in performance of 93.6% in terms of bandwidth
consumption of network and 1.75 in terms of speedup factor. The design was both scalable
and practical, reducing the inter-site traffic by 93.6%. To lower cost the parse and fetch
phases were merged in implementation of UniCrawl. UniCrawl was found to be 1.75 times

faster than Nutch deployment. In this approach, several algorithms and tools employed were:
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Java, OPIC Algorithm, Apache Gora, Nutch Version 2.5.3 and Ensemble. The contribution in
the lines of code (LOC) was: 1.1 KLOC for Gora, 9.4 kLOC for Ensemble, 8 Core Xeon 2.5
Ghz Machine, 2.3 KLOC patch for Nutch, Ubuntu 14.04 64 bits, 8GB of Memory and 1Gbps
Switched Network.

In 2014, Poonam and Rajashree [30] developed a distributed crawler for helping on-line
shoppers for comparing their prices of products requested from individual vendors and take
best price at one place. In this, the authors described the shopping agent implementation on
the distributed web crawling while using map-reducing paradigm for crawling web pages.
Moreover, it followed a method to build a web crawler which crawled only e-commerce
websites with their content and products created separate database of content information
from individual e-commerce websites. The projected crawler got all publicly accessible
products of ecommerce websites from their site-map which saved all resource locators of
products for Search Engine Optimization (SEO). The represented work used open source
distributed framework called Hadoop for implementing web crawling. The proposed work
implemented the shopping agent for accessing the sitemaps of e-commerce websites. The
MapReduce paradigm was used for indexing part of data which made retrieval of search
results exponentially faster. The PageRank algorithm was employed for ranking results. In
this approach, several algorithms and tools used were: Page Rank Algorithm, Proprietary
Algorithm, HTML and Breadth First Traversal Algorithm.

2. Data mining based approach

Data mining is a process for analyzing data from different perspectives and
summarizing it into valuable information. The paper [31] uses various data mining concepts
such as clustering, classification, fuzzy set, naive bayes etc. for retrieving the most relevant

content in a time efficient manner.

Jose et al. [31] introduced evaluation of the scalable distributed crawler with
geographical web partition. The main method was based upon the existence of several
distributed crawlers to identify the most recent geographical zones. NetGeo was used for
determining IP geographic locations. The evaluation displayed results for exchanging,
downloading and relocating the time efficiency improvement, which was defined by using
geographical location based crawl, when a set of crawlers needed to gather the pages in a pre-
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established geographical scope of site-hash based method. The main problem identified two
partition objectives to get all the optimizations: the reduced Internet Protocol (IP) web link
graph to minimize the inter-partition links between IPs and geodesic distances graph to obtain
the geographical focused topics to minimize proximity between IPs. The algorithm produced
balanced web space. The tool Java Universal Network/Graph Framework was used in this

approach.

3. Scalability based approach
Scalability refers to an increase in the throughput of crawler as the number of crawler
nodes increase. In [32, 33, 34], a lot of study has been done to identify challenges in

improving scalability and thus suggest novel frameworks for the same.

Milly et al. [32] proposed crawler called as LiDi Crawler. LiDi Crawler was a
centralized distributed crawler application and comprised central node which managed
individual crawling components. This approach represented distributed crawling topic that
could be designed to avoid the approximations for limited network overhead and run relative
inexpensive hardware. The proposed crawler aimed to avoid duplicate crawling data without
effect on crawling efficiency. The implemented crawler for research project was focused on
crawl effectiveness for minimizing the resource consumption. The conclusion was an
effective, reasonable and scalable efficient crawler application. In this approach, recursion
detection features in the LiDi Crawler feature did not exist in traditional crawlers. The
approach displayed that the recursion detection outperformed techniques fixed-depth
counterpart in 3 major aspects: effectiveness, redundancy reduction and retrieval coverage. In
this approach it was displayed that it was possible to create efficient usage of network
bandwidth when comparing to stand-alone crawler. The proposed crawler was scalable when
several slaves were added for participation in crawl for retrieval of high data. Crawler’s

effectiveness was examined using precision.

In 2011, Sunil and Neelima [33] implemented DCrawler a distributed scalable web
crawler. The main features of crawler were decentralization of tasks, platform independence,
effective assignment function to partition domain to crawling and ability to cooperate with
web servers with full advantages in fault tolerance and scalability. Some other features of
DCrawler were: full distribution of every task, platform independence, scalability, tolerance
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to failures. Simple tests with distributed web crawlers successfully displayed that the
Dcrawler performed better than the traditional centralized crawlers. DCrawler introduced the
newest ideas in parallel crawling and in domain of crawling — web server coordination.
Various web portals could be downloaded and analyzed using DCrawler. The statistics for the
same was extracted for multimedia files, Hyper Text Markup Language (HTML) pages, link
structure and web sites. Finally an important component in DCrawler was a reliable failure
detector which was used for timeouts to find crashed agents reliability. In this approach,
several algorithms and tools used were: Java, Breadth-First Visit Algorithm and HTML.

Paolo Boldi et al. [34] proposed software to realize the efficient scalable and
distributed web crawler. Consequently, the most important features recognized were
tolerance and platinum-independence to transient failures. Additionally, their software made
possible recovery from permanent non-destructive failures in simple manner. Instead of
explicit implementation, the dedicated network protocol to inter-agent communication using
remote technique invocation. In this several algorithms and tools used were: Java, Dijkstra
Algorithm and Remote Method Invocation (RMI).

4. Peer-To-Peer Network (P2P Network) and Distributed Hash Table (DHT) based
approach

P2P network is a network of computer systems configured to allow sharing of some
files and folders with everyone or selected users. In a decentralized distributed system, a
special type of lookup service (or hash table) is called Distributed Hash Table (DHT), stores
(key, value) pairs such that any node on the distributed system can extract value for any given
key. In [35, 36, 37], distributed hash table and peer-to-peer network concepts are used.

Fei et al. [35] proposed the designing of web crawler distribution on the grid platform.
This crawler was based upon last work Igloo. This approach used the crawler of Igloo as
single crawler to make IglooG. Informational services in system were for districting the
Uniform Resource Locators (URLS) to balance loads of the crawlers. Informational services
could be cyanided as peer-to-peer network. Igloo could be implemented with the JAVA
which could be run in linux and windows etc. The authors explained the implementation of
the distributed crawler based upon Igloo and simulated environment of grid for evaluating
balance load on crawlers and determined the speed.
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Fig.2.2 displays the architecture of 1gooG.
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Both experimental results and theoretical analysis displayed the system was largely reliable.
Grid service was adapted as a distributed environment service to improve quality of service.
So, Igloo could scale up to whole web for fetching web documents tens millions. Large Scale
Integration (LSI) controlled problems such as noise and synonyms by using statistical derived
conceptual indices. The download speed of the simulator was 66 URLs and 660 KB/s. The
average download speed of the IglooG scaled linearly as the number of participating crawlers

increased. In this approach, several algorithms and tools used can be summarized as: Java,
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Anup et al. [36] proposed peer-to-peer architecture, fully distributed for web
crawling. The major aim of development system was to provide the alternative which was

easily efficient, implementable, decentralized system and for indexing, querying, crawling

and caching the web pages. The authors proposed an architecture which was easily
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implemented on local network that followed peer-to-peer architecture and fully distributed.
The major goal was to realize peer-to-peer web crawler framework and highlight features,
credibility and advantages of system. The system called JADE followed full decentralized
distributed architecture. The system comprised the peer-entities which formed atomic units of
system and could be used as standalone or in network. The system did real-time index which
meant pages passing crawler could be searched instantly. Kelondro database subsystem was
employed to realize features and requirements. The use of censorship-free policy avoided all
restrictions present in this approach, enabling coverage of World Wide Web (WWW) as well
as of “deep web” or “hidden web”. Also the use of the key based routing and distributed hash

tables provided solid framework for distributed peer-to-peer network architecture.

In 2004, Boon Thau Loo et al. [37] proposed design and implementation of
distributed web crawler. The authors engaged different crawling methods to investigate trade-
offs in the crawl throughput, balance load on the crawlers, communication overheads along
with crawl targets and ability to explore the network proximity. The authors represented the
distributed crawler implementation while using relation query processor, PIER which was
running over Bamboo Distributed Hash Table (DHT) and concluded by comparing the
different crawling strategies on the Planet-Lab query live web sources. This approach focused
on design issues of the distributed crawler that were important for proposed decentralized
search applications. This approach represented the initial exploration of design space to build
distributed web crawler over the DHTs. The crawler could be designed to run over DHT and
by expressing crawl as query user-customizable refinements were permitted along with
enabling the use of query processors like Telegraph as long as they supported recursion.
Several tools used were: Peer-To-Peer Networks (P2P Networks), Distributed Hash Table

(DHT) and Cumulative Distribution Function.

5. Model based approach
The Papers [38, 39] present model-based estimation of accuracy and availability of

the distributed web crawler.

Seyed et al. [38] introduced Distributed Crawler for Rich Internet Applications (Dist-

RIA Crawler) and explained the challenges and practical aspects faced to design it. Some
technologies such as partial Data Object Model (DOM) and Asynchronous JavaScript and
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XML (AJAX) updates made problem of crawling and time consuming. For reducing time to
crawl RIA represented the newest distributed algorithm for crawling in the parallel with
several systems known as Dist-RIA Crawler. The Dist-RIA Crawler could also use JavaScript
event in DOM structuring for partitioning of search space. The distributed crawler defined as
Dist-RIA Crawler achieved a parallelism such for every vertex; every crawler has explored
particular subset of edges. Dist-RIA Crawler had deterministic finite RIAs as targets. This
approach was based upon Breadth-First-Search (BFS) and was optimized for avoiding
repetition execution of the similar AJAX calls. But this approach was not elastic to the
available resources. Several algorithms and tools such as: JavaScript, Breadth-First-Search
(BFS) Algorithm, PHP 5.2.10, Hyper Text Markup Language (HTML), Apache Web-Server,
MySQL 5.0.77, Intel Xeon CPU E7330 @ 2.40GHz, Linux Kernel 2.6 Operating System,
C#.NET use .NET 4 framework, 4GB of RAM, V8-Engine, Windows 7 Enterprise Operating
System, 1GB of RAM, Intel Core 2 Due and Hyper Text Transfer Protocol (HTTP) for TCP

channels use 10G-bps local area network were used in this approach.

Mitra et al. [39] proposed an accurate distributed and model-based web crawling
architecture that is based upon the UbiCrawler. Stochastic networks were be used to model
the crawling. In this, the dependability or accuracy measures were discussed along with
classification of the failure and faults states of crawling and representation of the crawler
stochastic model. The authors restricted scope of availability and extended the crawler model
in measurement support. The authors had data in paper as input to models and used a
partition policy in model. The authors included platform faults and designed proposed
distributing web crawler in the stochastic activity networks using Mobius tool. In this
approach, several tools were used which were given as: Stochastic Activity Networks, Hyper
Text Markup Language (HTML) and Mobius.

6. Other miscellaneous approaches

The papers [40, 41] are based upon the concept of developing vertical distributed web
crawler using the crawling period strategy. There is a crawl manager which coordinates the
resources and the number of tasks performed by each crawler in a distributed system. Each

crawler is equipped to separately process websites having different update frequency.
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Vladislav and Torsten [40] proposed implementation and design of higher
performance distributed web crawler which ran on the network of work stations. The crawler
could scale to various pages. This approach described the efficient techniques for achieving
the performance battle and a design for the software system architecture and higher system
performance. This scheme described the implementation and design of optimization system
on workstations network. This approach focus was on wide breadth crawler written in c++ &
python which gave the flexibility and alleviated number of problems. In this approach, few
fairly powerful downloaders which opened hundreds of the asynchronous connections while
threading for queue opened one connection using synchronous 1/0. Atrax scaled to replicate
various verticals slices while system layers having various horizontal slices such as Uniform
Resource Locator (URL) queuing, application in manager etc. In this approach, parsing for
index terms could be integrated with download speed and crawl system could be limited by
index speed. In this approach, authors focus was on network efficiency and 1/O aspects such
as computer and crawling speed scalability issues and no. of participated nodes. Several
algorithms and tools such as: Breadth-First Crawl algorithm, Berkeley DB5, C++, Merge

Algorithm and Python were used in this approach.

In 2010, Bing et al. [41] introduced the distributed crawler with the use of crawl
period based strategy distribution. In this approach, distributed template customized vertical
crawler that could be special used for crawling internet forums was described. In this
approach, the crawl period strategy distribution and crawling manager could be coordinated
with crawling quantity tasks. This crawler was designed for forums for news websites and
blogs. This crawler could be high procession forum crawler based upon vertical crawling.
The distributed vertical crawler architecture could be client server. This approach used the
hash method but in dynamic path so crawling avoided downloading unchanged and repetitive
Uniform Resource Locator (URL). Experimental results indicated that the parallel working of
crawling in the distributed system could increase crawl performance. The performance of
total distributed system could be improved greatly. In this approach, several algorithms and
tools used which were given as: Hyper Text Markup Language (HTML), Hash Algorithm,

and JavaScript.
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2.1.3 Incremental Web Crawler

The process of revisiting and prioritizing Uniform Resource Locators (URLS) is
referred as incremental crawling. Incremental web crawler can be taken as a base crawler for
various other representations viz: data mining based approach, approach based upon
improving the freshness using calculation of refresh time of pages and other miscellaneous

approaches.

1. Data mining based approach

Data mining is a process for analyzing data from different perspectives and
summarizing it into valuable information. The papers [42, 43, 44, 45, 46], use various data
mining concepts such as clustering, classification, fuzzy set, naive bayes etc. for retrieving

most suitable content quickly.

In 2014, Pallavi and Rajiv [42] proposed crawling mechanism that could be generated
to support the processing systems and data mining and also get the history of web's content.
This approach explained a different crawler which executed easy processing with focus on
collected information of ignored images, style sheets, web pages, java script and document
files. This crawler could use the database system and directly saved the data into the system
for maintenance and exploration of the acquired data from crawl. This crawl could be capable
of adapting their frequency to changing rate of webpage content. This approach provided the
implementation of robots exclusion protocol that let the web masters declare part of sites off

limit to web crawlers. The low bound of web accessing intervals of crawler was 10 seconds.

In 2003, Hadrien et al. [43] introduced a perspective of creating an efficient and
effective way of increment crawler. The main purpose was the optimization of the
incremental crawler using the actions of user on resulting page which was returned by the
search engine. Moreover, the authors introduced the newest perspective for improvement in
revisit process of web crawler. Along with this was presented a method where a user can
choose the pages of web crawler that were updated. These pages were not famous or not
updated frequently by crawler. A poisson processing was used for modeling the changes of

webpage.
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In 2001, Jenny et al. [44] proposed a design of web crawling implementation for
Almaden's IBM WebFountain project and described the optimizing model to control the
crawling strategy. The WebFountain crawling outlined the design as keeping local copy of
upto 1MB of text every page, plus metadata in the repository for mining and indexing etc. In
this, NEOS were used as public server system that ran the experiments with various NLP
solvers on the models and searched the standardized NLP package and MINOS to give the
most and best reliable results. In this, contrast the model would be adaptive, flexible which
was totally based upon entire web and serves graceful for their growth. The features of web
crawling were too distinguished from previous crawlers which were fully incremental and

distributed. C++ tool was used in this approach.

Qingzhao and Prasenjit [45] identified web pages features which would correlate to
changing frequency. The authors design used crawl algorithm for collected the web pages
clusters which were correlated to changing frequencies and this was examined in the history.
The authors ran the experiment on the dynamic web content set which was about 300,000
different distributed Uniform Resource Locators (URLS) over 210 web sites. The experiments
displayed that the web pages in cluster change at same frequencies. The authors proposed the
web crawl policy model which measured the bottom line improvement known as user quality
search results. The results indicated that the Cluster Level Sampling (CLS) method was more
efficient and effective than crawl methods for maintaining the final quality ranking and
satisfying user’s queries of search engine. In this approach various algorithms and tools used
which were given as: Repeated Bisection Clustering Algorithm, PageRank Algorithm and

Cluster Level Sampling Algorithm.

Christos Bouras et al. [46] described the crawling method which was created to
support processing systems and data mining to attain the history of web’s content. The design
and structure of mechanism was easy and simple but experimental results were displayed
simply which made the crawler strong with fixed mechanism. This approach described
distinct crawler which was executed as a simple and easy process focusing on content
collection of ignore images, style sheet, java script, web pages and document files. The
crawler could describe friendly measures to pages it visited. The second vital characteristic of
the web crawl system was adaptability. The crawler described in this approach used the time
limit to avoid their traps.
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2. Approach based upon improving the freshness using calculation of refresh time of
pages
The papers [47, 48, 49] improve the freshness of the page content by calculating the

refresh time of the web pages.

Niraj et al. [47] introduced an alternate way to manage the process of visiting of a
web site again. In this approach to synchronize or balance the frequency of revisiting a
website, a novel architecture and a moral mechanism for incremental crawler was proposed.
Also the issues such as: implore quality of the local collection and keep the freshness of local
collection was eliminated in this approach. Overall architecture of this approach was
incremental and scalable as well which could be correlated at crawl workers level and
Uniform Resource Locator (URL) queues that were responsible to download documents from
the website. This newly purposed architecture of incremental web crawler was responsible
for maintaining the freshness of document at search engine sites and also for managing the
process of visiting a web site again .This proposed architecture was highly suitable for
parallel . This approach employed ecology of crawl workers to the web site which was

responsible for managing the revisiting of a web site.

In 2008, Ashutosh et al. [48] presented a good approach to build an efficient
incremental web crawler. This approach updated local collection of web and/or its database
selectively instead of refresh collection in the batch mode periodically which led to
improvement in "Freshness™ of document and brought newest webpages in an efficient timely
manner. This approach dynamically calculated the refresh time of the page for the next
update and also detected web pages which needed updation frequently. This approach
adjusted the website visit frequency by assigning a priority to a site dynamically. A structure
for calculating the dynamic priority for any website was developed. This scheme purposed
the concept of dynamic refresh time. A novel approach for managing the volatile information
was introduced to increase the efficiency of the crawler and to reduce the traffic on the web.

An alternative approach to optimize the frequency of visits to sites was proposed.
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Fig.2.3 displays the system architecture of self-adjusting refresh time based incremental

crawler.
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Fig.2.3: Architecture of self adjusting refresh time based incremental crawler

This modified version of crawler optimized the refresh rate frequency for an incremental
crawler which helped in improve the quality of collection without obtaining much network
traffic. By providing only useful data to the user, data environment could be achieved and

network traffic could be reduced.

Hector Garcia-Molina and Junghoo [49] proposed a way to build an effective
incremental crawler. They proposed an architecture for the incremental crawler by combining
the best designs. This approach described how to create an effective incremental crawler by
studying how web pages evolved over time by conducting experiment on the 720,000
webpages for months. The authors used their operational web base crawler for conducting
experiment. The authors identified several design choices for constructing an incremental
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crawler and analyzed how these choices affected the effectiveness of a crawler using their
experimental data. The authors proposed architecture for an incremental crawler based on
their observations which customized frequency of webpages depending upon how frequently
authors changed and maintained only important pages. This approach derived new version of
web crawler. The methods used for this experiment would drop a light on how this
incremental crawler should work and which stats-gathering methods it should consider. For
this experiment the authors adopted an active approach for crawling within a page window.
In this experiment the researchers crawled 3,000 pages at each site. By adopting researchers
approach, it is believe that crawler quality and freshness of its collection was improved
significantly. In this approach several algorithms and tool used which were given as:

PageRank Algorithm and Java.

3. Other miscellaneous approaches

The paper [50] employs site level knowledge for incremental crawling of web forums
and further designs a list-wise strategy by reconstructing the linking structure called sitemap
for a specified forum site.

Jiang-Ming et al. [50] proposed about the drawback of increment crawl of website
forums that was basic but a challenging step in various website applications. Rather than
treating each page independent of one another they proposed strategy of list-wise by using
knowledge the site-level strategy. Such kind of information was used for constructing the link
structure again which was called as sitemap for web forum site. These experiments resulted
in bandwidth utilization, timeliness of their crawler and also showed favorable performance
of coverage on 18 various forums. The proposed solutions of these experiments were
evaluated on the mirrored data set which contained 5,407,854 individual posts and 990,476
pages that were published from the March 1999 to June 2008. This approach was designed
from two parts one was online crawler and other one was online mining. The site-level
knowledge was thus incorporated in the process of online crawling. To make a distinction
between the advantage of bandwidth control and benefit of list-wise strategy authors
implemented two variations of the proposed method one was list-wise strategy + bandwidth
control and other was like-wise strategy. In this approach, authors used many different posts
for measuring the crucial data in forum sites. Besides list-wise strategy + bandwidth control
performed considerably better than other approaches of timeliness. List-wise strategy +
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bandwidth had best policy if compared to list-wise strategy which additionally improved the
performance. List-wise strategy + bandwidth control improved performance for indexing-of
thread pages when compared to list-wise strategy. In this approach several algorithms were
used which are as follows: Single Linkage Algorithm, PageRank Algorithm, Depth-First
Search Algorithm and Breadth-First Search Algorithm.

2.1.4 Hidden Web Crawler

The deep web or hidden web refers to the web data which can be obtained by the web
crawler via an interaction with web-based search form and not by following the hyperlinks.
Hidden web crawler can be taken as a base crawler for various other types such as: tree based
approach, domain specific based approach, security based approach and other miscellaneous

approaches.

1. Tree based approach
For storing the downloaded web pages and for page analysis Dom tree is used, which
focuses mainly at differentiating and withdrawing plain texts and also form features. This

approach is used in [51, 52].

In 2011, Weicheng et al. [51] presented newest architecture of the web-crawler that
aimed to analyze and get the information from web pages by using interfaces form. This
crawler made some inventive parts such as extending their function into Asynchronous
JavaScript and XML (AJAX) form to deal with the approach or differentiate distinct sites
with similar Uniform Resource Locator (URL) while using improved Bayesian classification
and mainframe extracting module. Dom tree could be used to create visual analysis and work
of the pages which were already downloaded. The main aim was to expect the work for
reaching contained various points. This approach considered mainframe of webpage for
search form which made work flow difficult and precise if comparing with others that would
take number of useless parts into consideration. To store download web pages Dom tree was
used which was beneficial for extracting and searching. The authors used an advance ranking
key-word strategy which selected generally Dom tree concerned with two points which were
named as fitness for direct contribution of operation benefiting from their tree structure and
second one convenience for discern passages and forms by tags indexing. In this approach,
authors covered an inventive architecture of web crawler that was able to extract data from
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both deep website and surface website. In this approach, several algorithms and tools were
used which were given as: Naive Bayesian Classifier Algorithm, Bayesian Decision Model,
Asynchronous JavaScript and XML (AJAX) and Hyper Text Markup Language (HTML).

Anita et al. [52] proposed a new vision based approach of Deep iCrawl to extract
information from deep web. Deep web iCrawl was divided into 2 phases. In one phase, this
approach included a query translation and analysis and in the second phase, covered vision-
based data extraction from deep website pages which could be created dynamically. There
were various methods to extract the deep webpages but this proposed approach aimed to
overcome inherited limits of former. This approach compared data and items in particular
ordering. In this approach, there were some visual similarities of data items which were
exploited for making extraction into data records generic or effective. A web page might be
containing audio, image, video, text etc. but the approach mainly focused on fonts and web
page layout. This approach used Vision-Based Page Segmentation (VIPS) algorithm for
conversion of deep webpage in visual blocking tree. This approach efficiently extracted data
items and the deep website data recording using visual features. In this approach, authors
constructed the deep web pages database of distinct domains that were updated commonly.
Several algorithm and tools were used such as: Extensible Markup Language (XML), Visual
Basic Scripts (VB Scripts), Vision-Based Page Segmentation (VIPS) Algorithm, Data
Alignment Algorithm and Java Scripts.

2. Domain specific based approach
Domain specific approach refers to crawling of a particular web domain. Domain
specific approach is used in [53, 54, 55, 56, 57, 58].

Manvi et al. [53] presented extraction of hidden web data for specific domain. This
approach focused on the extracting hidden data behind html search forms. This approach used
semantic mapping to fill the html search form by using domain specific database. The crawler
here was guided by a set of data values based on domain of interest and crawled web
focusing on pages relevant to a given domain. This approach mainly focused on the query
submission. This approach entitled “domain based semantic hidden web crawler” provided a
simple and efficient technique to extract data from hidden web database of interested
domains. This approach was implemented for book domain taking websites having single
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attribute search forms and multi attribute search forms. From the results of observation there
was a performance improvement in percentage of forms filled or number of valid webpages
retrieved for comparing traditional Hidden Web (HW) crawlers. This approach could not
extract data from websites having unstructured databases. This approach lacked in semantic

mapping of query while extracting data from hidden web databases.

In 2010, Rosy et al. [54] proposed architecture which introduced method for
continuous refresh/ update of website hidden repository. In this approach, framework
represented the repository updates of search engine to re-crawl webpages which could be
frequently updated. This approach could be used for adjusting the mechanism time period
between the two successful revisits of web crawler based upon the webpage. The architecture
of hidden increment web crawling was a representation for continuously updated/refreshed
hidden web repository. In this approach, design of hidden increment web crawler discussed
that not only crawling hidden web but maintaining repository updated with new/updated
pages was important. The represented hidden increment web crawling implemented the usage
of .Net technology on the windows platform and took snapshots for hidden increment web
crawler. Various experiments were conducted on airline and books domains and starting
results were promising. The experiments conducted over real web sites indicated that the
crawler always kept the repository fresh with large freshness rate. The projected hidden
increment web crawler was updated for hidden webpages which had been crawled already by
hideden web crawler to maintain repository freshness. In this approach, several tools used

which were given as: .Net Technology, Windows Platform.

Nupur and Shalini [55] introduced novel approach to extract web query interfaces by
using query condition rules. This approach deduced the schema of every query form from
query condition rules. This approach proposed a novel approach of extract query forms
considering Hyper Text Markup Language (HTML) forms and extracting query forms by
HTML tag used for forms. This crawler enabled methods such as extracting hidden website
content and indexed the analysis. The mined data was used for categorizing or classifying
hidden databases. The major problem of crawler was that it needed high amount of memory
space and a large network for maintaining fraction of whole internet. The solution of
drawback was multi-attribute query interface. This method improved quality of query form
extraction.
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In 2011, El-Desouky et al. [56] implemented a newest algorithm to extract the labels
from multi-attribute searching form fields. Embedding of projected algorithm into Hidden
Web (HW) framework crawling was evaluated via experiment on real websites. The main
conclusion could be demonstrated by precision and accuracy of presented method for sites
considered. Main objective of newest label extraction algorithm was to correctly extract the
labels from Hidden Multi-Attribute (M-A) web forms. This scheme for automatic generation
query to Single-Attribute (S-A) forms was outlined. The authors introduced latest automate
label extraction algorithm which correctly extracted labels from Hidden Multi-Attribute (M-
A) web forms and determined the labels which had adjacent form fields of major algorithm

contribution capability for distinguishing the forms.

Dilip kumar et al. [57] presented a technique for domain hidden web crawler. The
proposed technique was based upon domain specific crawling of World Wide Web (WWW).
Experiential results verified that the proposed approach was quite effective in crawling the
hidden web data contents. This approach concentrated on the searchable interfaces for
extracting dynamic hidden web contents behind the databases. These databases could be
accessed via html searchable forms. There were various challenges associated with the
discovery of searchable interfaces such as to find the algorithm to define the domain of the
databases and how to fill the forms automatically to extract out the most useful information
for the users. To complete these challenges domain specific hidden web crawler was
proposed in this approach which did not require human intervention to crawl the hidden web
information. The proposed crawling technique for domain specific hidden web crawling
contained knowledge base which facilitated the extraction of useful and relevant information

to the user through automatic form filling.

In 2010, Komal et al. [58] introduced Domain Hidden Web Crawler. The
effectiveness of projected framework was evaluated via experiments with the use of dynamic
websites. This technique could be used in domain hidden web crawler which automatically
downloaded the searching interfaces and fill automatically. After filling the submission form
it got pages as response. The projected hidden web crawler aimed to automatically process

the view, fill, search and submitting of search forms and also analyze pages response.
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Extensive experiments were conducted from several source domains on web with aim for

evaluation the accuracy of projected specific-domain hidden web crawler.

3. Security based approach

Structured query language (SQL) injection is a code injection method used for
attacking data-driven applications, in which important structured query language statements
are added for execution. This approach is used in [59]. [59] represents a method for

structured query language injection vulnerability detection based upon deep web crawler.

Xin et al. [59] proposed a technique of Structured Query Language (SQL) injection
vulnerability based detection on the hidden web crawling and implementing detection system
with reason of raised website page coverage and enhanced SQL vulnerability injection
detection ability of website scanner. The authors combined the authorization with crawling
model and search structured query language vulnerability to simulate website attack and
analyze the response information. In structured query language injection vulnerability system,
30 attacking codes were included. Moreover, this approach represented deep web crawler
technology based upon authorization access data table. To understand the affect of proposed
methods structured query language injection detect system in c# was used. The authors
attributed the results capability into hidden web crawler of system which was implemented.
In this approach, several tools were used such as: Asp, C#, Structured Query Language
(SQL) Server 2005.

4. Other miscellaneous approaches

The papers [60, 61, 62, 63, 64] are based upon the concepts such as Open Grid
Services Architecture - Deep Web Crawling (OGSA-DWC): middleware for deep web
crawler using grid, Siphon++: deep web crawler for keyword based interfaces etc.

In 2014, Sonali and Komal [60] presented several deep web crawlers developed for
giving advantages and techniques to overcome difficulty included in integration method for
selecting the surface approach as success and discuss hereafter. The authors defined the
several web crawlers which could be developed to content surface in hidden web. The web
crawler could differentiate based on underlay methods and behavior on different domains and
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search forms. The experiment result was displayed as an adaptive technique with remarkable
performance in various cases. It was not scalable into hidden web databases in different
domains. It did not consider the forms detect inside resulting pages. Query was selected only
with use of hierarchical category such as in Yahoo! which would not consider the flat

classification. It only dealt with full text searching forms.

Satinder [61] presented the information about hidden web and several faced
challenges while designing the hidden web crawlers. This approach discussed the challenges
faced by the search engine designers while crawling the contents of hidden web. There were
two fundamental characteristics of hidden web. The first one was the scaling of the web i.e.
the hidden web is 400 into 550 times much larger than the Publicly Indexable Web (PIW).
The hidden web was estimated to have 550 billion web pages equivalent to 7500 terabytes
and was growing day by day. The second one was the need for crawlers to handle search
interfaces that were designed primarily for humans. The traditional crawling did not

distinguishing between pages with and without the forms.

Karane et al. [62] proposed the crawler for automatic retrieval of website content
hidden behind keyword- interfaces. According to leverage goal with high-quality data in
large unexplored part of website authors projected newest method for automatic hidden data
retrieval. The Siphon++ performance was heavily dependent upon quality of sample.
Siphon++ obtained the large coverage value for earlier iterations. Siphon++ attained the
comparable performance to baseline. The best performance was obtained from Siphon++
from the first queries which was due to fact that Siphon++ could be built with the sample of
indexing before staring the crawl whereas baseline could build sample as pages were be

crawled.

Smita and Kiiti [63] presented the methods and tools of crawling the web that was
hidden beneath the surface. Deep web had plentiful information contained in it. This
approach was a repository of very useful contents that were important for researchers at many
levels. To use these resources there was need of an effective technique to take the desired and
relevant content that was lying beneath the surface website i.e. deep web. Although some
very useful algorithms and softwares were designed to explore the hidden web yet there was
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much scope of finding new methods of crawling called deep web that can be cost and time

effective.

In 2008, Jihwan et al. [64] proposed Open Grid Services Architecture - Deep Web
Crawling (OGSA-DWC): middleware for deep web crawler using grid. It supported
middleware functions fundamental for simple use and idle compute resources in world and
crawling deep web. The authors proposed deep web crawl method using middleware. The
middleware could be helpful for developers who implemented grid-based deep web crawling

systems.
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Chapter 3

Problem Statement

After reviewing the literature of information retrieval and its various categories for
web crawling, it has been analyzed that the literature can be categorized under four major
groups viz: focused, distributed, incremental and hidden web crawlers, which can further be
sub-divided into various relevant sub-groups. As per the exhaustive literature survey
conducted, there exists a scarcity of the work in which the said literature can be divided on
the basis of a large set of 21 parameters and also that comment on the usage of particular type
of web crawler in specific circumstances. This extensive study led to the experimental
implementation of the basic focused and the distributed web crawlers based on which 4

parameters to distinguish these crawlers were identified.
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Chapter 4
Methodology

The proposed work addresses the comparison between the conventional and the
modernistic approaches i.e the focused web crawler and the distributed web crawler on the
basis of four parameters viz: number of URLs crawled by focused and distributed web
crawler, number of iterations taken by both crawlers, time taken by both crawlers for
crawling the sites, number of hosts and type of threading used by focused and distributed web

crawler.

Setting up the environment for focused and distributed web crawler:

1. Install the following software on the system, which are required for running both the
crawlers.

1.1. Apache Nutch 1.10

1.2. Apache Hadoop-Core 0.20.2

1.3. Apache Solr 4.10.2

1.4.Java1.8.0 31

1.5 Eclipse Luna IDE

1.6 Apache Ant 1.9.2

1.7 lvyDe 2.2.0

1.8 Subclipse 1.10.9

1.9 Maven m2e 1.5.2

1.10ygwin64

2. Implement the focused and distributed web crawler.

3. Select the Seed Uniform Resource Locators (Seed URLS) i.e. http://www.thapar.edu,
https://www.mongodb.org, https://wiki.apache.org/nutch/ and http://agrifarming.in/. Input
these URLs one by one in the crawler and crawl that URL.

4. Now, for each seed URL, record the number of hosts, number of URLS, the number of
iterations, number of threads (or number of queues) and the total time taken for crawling the

websites; for both crawlers.
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Chapter 5

Experimental Results

This chapter focuses on the tools which are used for implementing the two strategies of
information retrieval in web crawling i.e. the focused and the distributed web crawler.

Moreover, the working of these two well known strategies has also been implemented.

5.1Tools which are used for the implementation of focused and distributed

web crawler are given below:

5.1.1. Apache Nutch (1.9)

Itis a higher scalable and extensible open source software project of web crawler.
Nutch can code entire in java programming language, but information is written into
language-independent formats. It is high modular architecture, allow to developers for
creating plug-ins to data retrieval, media-type parsing, clustering and querying [65]. The

fig.5.1 shows the downloading of URLSs using Nutch source version in eclipse.

Fig.5.1: Downloading of URLSs using Nutch source version in eclipse

5.1.2. Apache Hadoop-Core (0.20.2)
It is open-source framework software for distributed process and distributed

storage of huge data sets on the computer clusters which is made from commodity hardware.
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The Hadoop modules are designed with a fundamental assumption that failures of hardware
are a common thing and thus are automatically handled by this framework. The Apache
Hadoop Core consists of a storage part which is called as processing part and Hadoop
Distributed File System called MapReduce. The base Apache Hadoop framework is
composed of the following modules: Hadoop Distributed File System, Hadoop Common,
Hadoop MapReduce and Hadoop YARN [66]. The fig.5.2 depicts the various hadoop jars
used by the Nutch 1.9.

Fig.5.2: various hadoop jars used by the Nutch 1.9

5.1.3. Apache Solr 4.10.2

It is an open source search platform customized from a Java library called Lucene.
The major advantage is easy-to-use search platform for enterprise equipped with functionality
of indexing and searching documents and email attachments. Solr works on Hypertext
Transfer Protocol (HTTP) Extensible Markup Language (XML) generally at port 8080. It
also has application program interfaces (APIs) for Javascript Object Notation (JSON),
Python, and Ruby [67]. In fig.5.3 one can see the solr giving results to queries passed on by
nutch (and indexed by solr).
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Fig.5.3: Solr giving results to queries passed on by nutch (and indexed by solr)

5.1.4. Java 1.8.0_31

Java is a programming language especially designed to comprise all the object-
oriented features of C++ along with a simpler syntax also suitable for a distributed
environment of the internet. Any applications are a desktop-based or remote server based
(even in distributed environment). The java versions used and their JAVA_HOME path set in

environment variables have been shown in fig.5.4.

Fig.5.4: Java 1.8.0_31

5.1.5 Eclipse Luna IDE

Eclipse is an integrated development environment (IDE) used to create, debug, run,
integrate and simulate many computer programming languages, especially Java. It consists of
a workspace where all the projects created or downloaded are stored and there is a “run
configurations” dialog box to pass input parameters and run the desired projects [68]. The

basic structure of Eclipse IDE with a workspace open on it is displayed in fig.5.5.
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Fig.5.5: View of Eclipse IDE

5.1.6 Apache Ant 1.9.2

Apache Ant is an extension of Apache Tomcat project and is for automating software
build processes. The inception of the idea came from various bugs in the UNIX, Make
automated build tool and thus was implemented in Java. The major difference between Ant
and Make is that Ant uses XML to describe the build process and its dependencies, while
Make uses Make file format [69]. The progress of building Nutch project using Apache Ant
can be viewed in fig.5.6.
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Fig.5.6: Progress of building nutch project using Apache Ant

5.1.7 lvyDe 2.2.0

Ivy is a generic dependency manager to manipulate jars or any other resources. IvyDE
can also facilitate dependency management for non-Java Eclipse projects. The dependency
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manager vy, running live to manage many jars associated with running Nutch on eclipse, is
exhibited in fig.5.7.

- —

Fig.5.7: lvyDe2.2.0

5.1.8 Subclipse 1.10.9

Subclipse is an Eclipse Team Provider plug-in giving support for Subversion within
the Eclipse IDE. The software is released under the Eclipse Public License (EPL) 1.0 open
source license. The subclipse jars downloaded from eclipse marketplace are depicted in
fig.5.8.

Fig.5.8: Subclipse jars downloaded from eclipse marketplace

5.1.9 Maven m2e 1.5.2
MZ2Eclipse supports automatic downloading of complete projects (with source files)
into the eclipse workspace. M2e provides a natural and intuitive environment to use Maven

with eclipse. Fig.5.9 indicates the maven m2e plugins being used in the eclipse IDE.
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Fig.5.9: Maven m2e plugins being used in the eclipse IDE

5.1.10 Cygwin64

It a large collection of GNU and Open Source tools to provide a functionality similar
to Linux distribution on Windows. It is compatible with x86 32 bit and 64 bit versions of
Windows, starting with Windows XP [70]. Fig.5.10 shows how a linux-compatible project

can be run easily on a pseude-linux environment called Cygwin.

Fig.5.10: Cygwin64

5.2 Implementation:

We have implemented focused and distributed web crawler using Apache Nutch (1.9).
In our experiment, we have considered four websites named as: http://www.thapar.edu,
https://www.mongodb.org, https://wiki.apache.org/nutch/ and http://agrifarming.in/. We are
taking four parameters named as: number of URLSs crawled by focused and distributed web
crawler, number of iterations taken by both crawlers, time taken by crawlers for crawling

these four sites, number of hosts and type of threading taken by focused and distributed web
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crawler. On the basis of these 4 parameters we are comparing focused and distributed web

crawler.

Parameters:

1. Number of URLSs crawled by focused and distributed web crawler:

As we can see in the table 5.1 number of URLs crawled by the distributed web
crawler is more than the focused web crawler. Still, this doesn’t qualify distributed as the
better approach because this crawl downloads many additional URLs without adding to the
relevance to the seed URLs. It diverges the crawl, causing more number of URLS to be

retrieved which have no guarantee of being relevant.

Table.5.1: Number of URLs crawled by focused and distributed.

Number of URLs
Samples Focused Web Crawler | Distributed Web Crawler
http://www.thapar.edu 246 531
https://www.mongodb.org 16 72
https://wiki.apache.org/nutch/ 106 588
http://agrifarming.in/ 168 439

2. Comparision of the number of iterations in focused and distributed web crawler:

As shown in the table 5.2 the distributed web crawler takes lessees number of
iterations and crawls more number of URL’s for a given sample than the focused crawler in
this lessees iteration. So, intuitively distributed crawler seems to be a better choice due
retrieval of more quantity of URL’s however the key is the quality and quantity of URL’s. A
distributed crawler is least bothered about the relevance of URL’s here in our experiments
relevance is measured by adherence host specified in seed URL’s. A distributed crawler is
unbiased and thus downloads all the URL’s. It encounters through the anchor text so, in
lesser number of iterations, it can crawl more URL’s. However, a focused is biased toward

the URL’s from the same host and hence due to being very selective about the URL’s. It
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chooses, the crawl is convergent and retrieves lesser number of URL’s even in more number

of lteration.

Table 5.2: Comparison of the total number of iterations in focused and distributed web

crawler.

Number of iterations
Samples Focused Web Crawler | Distributed Web Crawler
http://www.thapar.edu 4 3
https://www.mongodb.org 3 2
https://wiki.apache.org/nutch/ 4 3
http://agrifarming.in/ 23 3

Comparison of the total number of iterations
in focused and distributed web crawler

B Focused Web Crawler

Distributed Web Crawler

3. Comparison of the time taken in seconds in focused and distributed web crawler:

The second parameter to compare both the crawling techniques is the time as shown
in the table 5.3. One may initially argue that since distributed takes lesser number of
iterations to retrieve more URLSs. It also takes lesser time on the contrary despite taking fewer

numbers of iterations, a distributed crawler take small overall time in the entire crawl process.

59


http://www.thapar.edu/
https://www.mongodb.org/

It is because generate fetches and parses more number of URLs and hence updates database
of discovered URLs with an enormous amount of URLs. This takes the crawl so divergent
that if not stopped manually specifying the crawl depth, the distributed crawling may go on
virtually for an infinite times. This is not the case with a focused crawler which believes in
generating, fetching, parsing only the selected few relevant URLs, in turn updating the
database of discovered URLs only with URLs which has relevant (out of all the parsed
anchor text). Hence it can take some time only in the update face to choose relevant URLS. In
all other faces, it is least burdened with enormous quality of irrelevant URLs. Due to its
decision making capability a focused crawler finally cuts on time taken for crawl and in
today’s scenario time taken to do a task is one of the most important parameter to judge an

application performance.

Table 5.3: Comparison of the time taken in seconds in focused and distributed web

crawler

Time taken in seconds
Samples Focused Web Crawler | Distributed Web Crawler
http://www.thapar.edu 52 57
https://www.mongodb.org 22 27
https://wiki.apache.org/nutch/ 33 45
http://agrifarming.in/ 70 75
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4. Comparison of the number of hosts and type of threading in focused and distributed
web crawler:

Table 5.4 shows that only single host is used in focused web crawler and various hosts
are used in distributed web crawler. So, focused web crawler is single threaded and

distributed web crawler is multithreaded.

Table 5.4: Comparison of the number of hosts and type of threading in focused and

distributed web crawler

Number of hosts and type of threading
Focused Web Crawler Distributed Web Crawler
1 32
1 8
1 132
1 2
Single threaded Multithreaded
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Chapter 6

Conclusion and Future Scope

From the given literature and experimental setup, it has been concluded that each and
every methodology of information retrieval given above support some unique

features/parameters which help in depicting various relationships.

The four different strategies of information retrieval in a web crawling have been compared
on the basis of 21 parameters as shown in fig.6.1. Further the two of these strategies (focused
and distributed web crawler) have been implemented and various experiments have been
conducted. The authors after various experiments ascertained on the basis of 4 experimental
parameters that focused crawler is indeed better web the naive implementation of a
distributed crawler the drawback of focused crawler is its too convergent nature while a
distributed crawler is very divergent. The best qualities of both crawlers: ability to discover
URLs from many domains in just few iterations (in this distributed crawler) and the decision
making ability to crawl only the relevant data (thus taking lesser time), can be combined to
form a crawler with the better relevance major (such as capability to deicide the URLS related

to the seed URLS) and divergent of discovery various hosts for particular need.
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Strategies of Information Retrieval in Web Crawling
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1. Scalability in N N Y Y Y Y Y Y Y Y Y Y Y N Y Y Y
terms of crawling
speed.
2. Robustness N N N Y Y N N N N Y N Y N N Y N N
3. Utilization of N Y Y Y Y Y Y Y Y Y Y N Y Y Y Y Y
network
resources.
4. Performance Y N Y Y Y Y Y Y N Y N Y Y Y Y Y Y
5. Crawling Y Y Y Y N Y Y Y N Y Y Y Y Y Y Y Y
efficiency and
effectiveness.
6. Network N N Y Y Y Y Y N N N N Y Y N Y N N
bandwidth.
7. Reliability N N N N Y Y Y Y N N N Y N N N N N
8. Synchronization N Y N N Y Y Y Y N N N N N N Y N N
9. Load balancing. N Y N Y N N Y Y Y N N Y Y N Y N N
10. Crawl speed. N N Y Y N N Y Y Y N N Y Y N Y N N
11. To reduce the N Y N N Y N N Y N N Y N Y N Y N N
network traffic.
12. Local connection N N Y N N N Y N Y N Y Y N N N Y Y
fresh.
13. | Up-to-date N Y N Y Y N Y N Y N Y Y N N N Y Y
repository.
14. Harvest rate. N N Y N N N N N N N N N Y N Y N N
15. Maintenance of Y N Y N Y Y Y N Y N N N Y N Y Y N
consistency.
16. | Flexibility. Y N Y Y N Y N Y Y Y N Y Y N N N Y
17. High adaptability. N Y Y N N N N Y N N N Y N Y N Y Y
18. | Relevant results. Y Y Y Y Y Y N N N N N Y Y N Y Y Y
19. | Accurate and Y N Y Y N Y N N N N N N N Y N Y N
quantitative data
extraction.
20. | Fault tolerance. N N N N N Y Y Y N N N N Y N Y Y N
21. Less download Y N Y Y Y Y Y Y Y N Y N Y Y Y Y Y
time.

Fig.6.1: Comparison of methodologies of information retrieval in web crawling

Strategies included in information retrieval for web crawling have been discussed in
this literature exhaustively. In a commercial search engine a crawler should have incremental
ability to scale seamlessly in a distributed environment with the use of machine leaning and
focused crawling techniques to provide personalized user experience. The ultimate goal will

be a robust crawler which can retrieve information not only from the hyperlinks but also from
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the hidden databases of various web servers so studying and implementing a crawler with
myriad capability qualify as a future scope for this work.

Moreover, a robust crawler having the communicative capabilities of all the four strategies
could be commutative implemented and its performance could be compared to these four

strategies running in parallel but, individually.
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