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Abstract

To address the frequent overloading of fog nodes due to the increasing demand for IoT
applications, an ensemble approach was employed to classify host load status into under-
loaded, balanced and overloaded categories. This work introduces an innovative reliability
framework that encompasses multiple implementation phases. The process begins with
the generation of virtual machines via the command line using various random settings.
Various parameters such as CPU utilization, number of CPU cores, RAM, memory alloca-
tion, memory availability, disk I/O, and network 1/O were analyzed to better understand
host workload. Three case studies with varying numbers of virtual machines (VMs) were

conducted on two different platforms for load prediction.

A total of ten machine learning models were employed to construct an ensemble model,
which ultimately yielded optimal and accurate results for classifying host load. All models
are evaluated for their precision, recall, and accuracy. Various pre-processing techniques
such as normalization, transformation, principal component analysis (PCA), outlier re-

moval are applied on the generated dataset and various models are compared.

It was observed that applying normalization to a dataset improved the performance
of the models. Four models—Random Forest (RF), AdaBoost (AB), Gradient Boost
(GB), and Decision Tree (DT)— performed equally well across all three case studies
with normalized datasets. However, our proposed ensemble model performed marginally
better than these individual models and it achieved nearly 82% accuracy in correctly

classifying host load.

As the next major revolution in cloud and fog computing environment, container migra-
tion and containerization have emerged as key advancement. Fog computing and mobile
edge cloud necessitate the transfer of containers from overloaded hosts to new hosts to
ensure adequate resources for executing consumer applications at the network edges. De-
spite the growing popularity of containers, algorithms to manage the excessive energy
consumption of hosts have not been thoroughly investigated. Moreover, optimizing the

energy consumption efficiency of hosts remains a critical and challenging task.

In order to address the critical issue of reducing energy consumption in fog computing
environment, the study moved beyond traditional virtualization techniques, which have
a high computational overhead and are less suitable for fog devices. Containers, known
for their efficiency in encapsulating fog services, were used instead. A container selec-

tion algorithm was introduced to identify containers for migration when a host becomes

iii



overloaded.

Further, an energy-efficient container migration strategy was implemented using a dy-
namic inertia weight-based particle swarm optimization (DIWPSO) algorithm. This
strategy aimed to balance the load and reduce energy consumption by migrating con-
tainers from overloaded hosts. Experimental results demonstrated that the DIWPSO
algorithm significantly reduced energy consumption by 10.89% and achieved load balanc-

ing at a lower migration cost compared to traditional meta-heuristic solutions such as
PSO, ABC, and E-ABC.

Additionally, The study developed a multivariate time series ensemble model for load
prediction on hosts, utilizing anomaly detection techniques to forecast CPU utilization in
the near future. Based on these predictions, resource utilization for container management
was forecasted, determining the number of hosts needed to support the load of running

containers.

Anomaly detection techniques were employed to reduce redundancy in generated data
and address inconsistencies in load prediction due to the large volume of data. A predic-
tive model with variable load patterns can better estimate future resource needs, which
is crucial for capacity planning, meeting service-level goals, and achieving energy effi-

ciency.

Various time series-based models were used for workload prediction, and the top three
models were selected based on their TOPSIS scores to develop the ensemble model.
To ensure the efficiency of the proposed model, Mean Absolute Error (MAE), Mean
Squared Error (MSE), Root Mean Squared Error (RMSE), Mean Absolute Percentage
Error (MAPE), and accuracy were evaluated and compared with other existing state-
of-the-art models. The results demonstrated that the proposed ensemble model exhib-
ited higher accuracy in workload prediction compared to current state-of-the-art models,
achieving the lowest Mean Absolute Percentage Error (MAPE) and providing an accuracy

of approximately 88%.

In conclusion, by integrating advanced machine-learning models for load prediction with
an optimized container migration strategy, the study effectively enhanced resource utiliza-
tion and energy efficiency in fog computing environment. This comprehensive approach
successfully addressed the dual challenges of load balancing and energy consumption, pro-

viding a robust solution for managing the increasing demands of IoT applications.

Keywords: [oT, Virtual Machine, Containers, Fog Computing, Machine Learning, Load
Prediction, Energy consumption, Container Placement, PSO, Load Balance, Container

Migration, Anomaly Detection
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Chapter 1

Introduction

In a fog computing environment, optimizing performance and efficiency through effective
energy consumption management and load balancing is crucial. Load balancing involves
detecting overloaded, underloaded, and balanced hosts to distribute the load effectively,
preventing any single host from becoming a bottleneck and ensuring optimal resource uti-
lization. Host load prediction, through statistical analysis and machine learning, is used
to dynamically allocate resources by forecasting computational and network demands.
Energy consumption strategies, including energy-aware load balancing and virtualiza-
tion, aim to minimize environmental impact, operational costs, and power consumption
by enhancing the energy efficiency of hosts. Collectively, these practices ensure that a fog
infrastructure is energy-efficient, scalable and reliable, capable of meeting a wide range

of application requirements.

1.1 Background

Extensive research has been devoted to the prediction of workload on cloud hosts, em-
ploying a variety of techniques to improve model precision. Presently, workload predic-
tion techniques encompass regression, statistical methods, machine learning algorithms,
and recurrent neural networks (RNNs). Within the realm of cloud computing, machine
learning approaches such as parametric, non-parametric, neural network-based, and deep
learning models are employed for workload prediction. Traditionally, host load forecasting
predominantly relies on univariate time series prediction models, utilizing historical data
solely pertinent to the target variable, notably CPU utilization, for prediction. However,
owing to inter-variable correlations, multivariate time series models demonstrate superior
predictive capabilities compared to their univariate counterparts. Adding historical data,
which is similar to univariate time series prediction, along with time series information
from other host load factors has a significant effect on the results of host load prediction.
These interdependencies underscore the importance of employing multivariate time series
prediction techniques, which facilitate the extraction of additional attributes to augment
prediction accuracy.

According to recent studies, container migration modifies the mapping between hosts



and containers to enable load balancing. Although moving containers from one host
to another incurs less overhead than moving virtual machines, the cost should still be
considered. Regularly moving containers between hosts can be quite costly. Therefore,
to supply Container as a Service (CaaS), there is a tradeoff between load balance and
migration cost. Furthermore, it is often assumed that resource requirements are known
ahead of time, which is not the reality in most situations. To achieve host load balancing
and minimize energy consumption while satisfying container resource needs for CaaS, a

more sensible container management technique must be developed.

1.1.1 Load Prediction on Hosts in Fog Environment

Fog computing, a form of cloud computing, relocates computational resources to the
network’s periphery. This proximity is crucial for applications that necessitate immedi-
ate data processing, as it reduces latency and improves real-time processing capabilities.
However, the efficient management of resources in fog environment presents distinct chal-
lenges. Host load prediction is one of the most critical components of resource manage-

ment in fog computing.

1.1.1.1 Importance of Host Load Prediction

Host load prediction forecasts the computational and network demands on fog nodes.

There are numerous reasons why precise load predictions are essential:

1. Resource Optimization: Guarantees that fog nodes are not overloaded or un-

derutilized by ensuring that resources are allocated efficiently.

2. Performance Enhancement: It aids in maintaining the quality of service (QoS)

by ensuring sufficient resources are available for applications running on fog nodes.

3. Energy Efficiency: This contributes to the reduction of energy consumption by

dynamically adjusting resource utilization in accordance with the anticipated load.

1.1.1.2 Techniques for Host Load Prediction

In fog environment, a variety of techniques can be implemented to predict host load, such

as:
1. Statistical Methods

e Time Series Analysis: Utilizes historical data to forecast future loads on the
host. Autoregressive Integrated Moving Average (ARIMA) and exponential

filtering are prevalent methodologies.



e Regression Models: Historical data can be utilized to forecast future de-

mand using linear and nonlinear regression models.
2. Machine Learning Algorithms

e Supervised Learning: Algorithms such as Support Vector Machines (SVM),
Decision Trees, and Random Forests are trained on historical data to predict

future demand.

e Neural Networks: Long short-term memory (LSTM) networks, recurrent
neural networks (RNNs), and feed forward neural networks are capable of

detecting intricate patterns in load data to make precise predictions.

e Deep Learning: Deep neural networks (DNNs) and convolutional neural

networks (CNNs) can model intricate relationships in the data.

3. Hybrid Methods
The accuracy of predictions can be enhanced by combining multiple methods to
capitalise on the strengths of each. For instance, the integration of neural networks

and time series analysis.

1.1.1.3 Challenges of Host Load Prediction
In fog environment, host load prediction faces several challenges:

1. Data Variability: Accurate prediction is difficult in fog environment due to the

high variability and dependence on a variety of load data factors.

2. Real-time Requirements: Real-time predictions require efficient algorithms and

computational resources for effectiveness.

3. Resource Constraints: In comparison to cloud servers, fog nodes frequently
possess restricted computational and storage capabilities, which necessitate the use

of lightweight prediction models.

4. Heterogeneous environment: The heterogeneity of fog environment, charac-
terised by nodes with varying capabilities and responsibilities, frequently compli-

cates prediction efforts.

1.1.1.4 Applications of Host Load Prediction

In a fog environment, accurate host load prediction can benefit a variety of applica-

tions.



1. Load Balancing: The process of distributing workload across fog nodes in a

manner that prevents any single node from becoming a bottleneck.

2. Energy Management: The dynamic adjustment of the power states of fog nodes

in accordance with the anticipated demand to reduce energy consumption.

3. QoS Maintenance: Guaranteeing that applications are provided with the requi-

site resources to satisfy their performance specifications.

4. Scalability: It facilitates the growth of fog infrastructure by foreseeing the need

for extra resources.

Numerous studies have investigated workload prediction for cloud hosts, employing a va-
riety of techniques to enhance model accuracy. Current methods primarily utilize regres-
sion, statistical approaches, machine learning, and recurrent neural networks (RNNs). In
cloud computing, machine learning techniques for workload prediction encompass deep
learning, neural network-based, parametric, and non-parametric methods. Parametric
models include methods such as the Kalman filter and the Automatic Regression Moving
Average Model (ARIMA) with its various extensions. Non-parametric approaches, such
as support vector regression (SVR) and neural network (NN)-based methodologies, are
also widely used.

In a fog environment, host load prediction is crucial for effective resource management.
Employing statistical methods, machine learning algorithms, and hybrid approaches al-
lows for accurate forecasting of computational and network demands. Despite challenges
like data variability, real-time requirements, resource constraints, and heterogeneous envi-
ronment, effective host load prediction in fog computing systems optimizes resource usage,

enhances performance, improves energy efficiency, and maintains service quality.

1.1.2 Container Migration Between Hosts

Container migration is the process of transferring containers from one host to another
within a computing environment. This procedure is indispensable for guaranteeing op-
timal resource utilization and efficacy across a network of hosts. Applications and their
dependencies can be dynamically relocated to various hosts based on the current work-
load and resource availability using containers, which package them into isolated envi-

ronment.

1.1.2.1 Advantages of Container Migration:

¢ Load Balancing: Migration prevents any single host from becoming a performance

bottleneck by redistributing containers, thereby balancing the load across multiple



hosts. This guarantees the efficient utilization of resources and the preservation of

a consistent level of service.

e Fault Tolerance: The transfer of load from underloaded or failing hosts to mi-
grated containers can improve overall system reliability by enhancing system re-

silience.

e Resource Optimization: It allows for better allocation of resources, as contain-
ers can be moved to hosts with available capacity, thereby optimizing the use of

computational, memory, and storage resources.

1.1.2.2 Challenges faced during container migration

e Overhead: Moving containers involves data transfer and reconfiguration, which
can introduce latency and consume network bandwidth. The overhead associated
with migration needs to be carefully managed to avoid negating the benefits of load

balancing.

e Consistency: It is essential to ensure that container states and data are consis-
tently replicated across hosts in order to prevent data loss or disruptions during

migration.

e Cost: It is crucial to maintain a balance between the frequency of migrations
and the associated expenditures, as frequent migrations can result in increased

operational costs.

1.1.3 Energy Consumption Minimization

Minimizing energy consumption in computing environment is essential for minimizing
environmental impact and operational costs. Strategies that are effective include the

following:

1. Dynamic Voltage and Frequency Scaling (DVFS): DVFS optimizes proces-
sor power consumption in accordance with the current workload. By reducing the
voltage and frequency during periods of low demand, DVFS reduces energy con-

sumption without significantly affecting performance.

2. Workload Consolidation: The consolidation of numerous workload onto a small
number of hosts can result in other hosts being placed in low-power or idle states.
By utilising fewer, more efficiently utilized resources, this method reduces overall

energy consumption.



3. Energy-Efficient Hardware: The utilization of hardware that is specifically en-
gineered to be energy-efficient, such as low-power processors and energy-efficient

cooling systems, contributes to the reduction of the overall energy footprint.
The challenges faced in minimizing energy consumption are as follows:

1. Balancing Performance and Efficiency: It can be difficult to minimize en-
ergy consumption while maintaining performance, particularly during peak loads

or when resource demands are unpredictable.

2. Monitoring and Management: The continuous monitoring and management of
energy usage is a complex and resource-intensive process that is necessary for the

implementation of effective energy-saving strategies.

1.1.4 Host Load Balancing

Load balancing is the process of distributing responsibilities across multiple hosts to pre-
vent any single host from becoming overloaded. This is essential for the preservation of
system reliability and performance. The following are methods for effective load balanc-

ing:

1. Round-Robin Distribution: Tasks are distributed sequentially among the avail-
able hosts. Although it may not always account for variations in individual host
capacity, this straightforward approach guarantees that each host receives an equi-
table share of the load.

2. Least Connections: The system assigns new assignments to the host that has
the fewest active connections. This approach mitigates the risk of overloaded hosts

that are already managing a substantial volume of connections.

3. Dynamic Load Balancing: Dynamic Load Balancing utilizes real-time data and
algorithms to make decisions based on the current load conditions, resource avail-
ability, and application requirements. Although this method may be more intricate,

it offers a more adaptive and responsive approach to load distribution.

Container migration, energy consumption minimization, and load balancing are inter-
connected strategies that play a crucial role in optimizing performance and efficiency in
modern computing environment. While container migration facilitates load balancing
and enhances fault tolerance, it must be carefully managed to minimize overhead and
costs. Energy consumption minimization strategies, such as DVFS and workload con-
solidation, help reduce operational expenses and environmental impacts. Effective load

balancing ensures that resources are utilized efficiently, maintaining system performance



and reliability. Balancing these strategies requires careful planning and management to

achieve an optimal balance between performance, cost, and energy efficiency.

1.2 Research Gaps

1. Studies in the literature compare the performance of linear and nonlinear methods.
For instance, Calheiros et al. shows that linear and statistical models work better
than artificial neural networks (ANNs) [1]. On the other hand, Zhang et al. shows
that ANNs work best when there are a lot of correlations between the variables
that aren’t related to each other [2]. Safi et al. have demonstrated that hybrid
models outperform simple models in time series forecasting [3]. Combining the
strengths of individual methods in a hybrid model reduces the risk of errors from
using an unsuitable method, leading to more accurate outcomes. This underscores
the importance of ensemble models that integrate the best methods to capture both

linear and nonlinear dependencies.

2. Most current methods for forecasting host load use univariate time series models,
relying solely on historical data for a single variable, typically CPU usage. How-
ever, multivariate time series models, which consider correlations between multiple
variables, offer greater predictive accuracy. For instance, if CPU usage increases
linearly from 0% to 20%, a univariate model might predict a similar increase to
40% and 60%. However, if memory usage concurrently rises from 10% to 80%, it
is likely that memory depletion will lead to disk paging, reducing future CPU us-
age. Therefore, multivariate models, which incorporate historical data and related

variables, improve prediction accuracy by capturing these dependencies [4].

3. Implementing load balancing in a fog environment optimizes resource utilization
on fog nodes. Real-time migration of virtual machines (VMs) is useful for load
balancing, allowing a running VM to migrate between physical systems without
disconnecting applications. However, the slow initialization speed of VMs and in-
creased VM quantity can reduce efficiency and hinder quality of service (QoS)
for time-sensitive applications. Containers, a lightweight virtualization technique,
address these VM limitations by using OS-level virtualization, sharing the host’s
kernel, and facilitating migration. Therefore, a well-planned container migration
strategy is crucial for achieving load balancing and minimizing energy consumption

in fog environment [5].

4. Existing solutions for container migration timing often rely on fixed thresholds

or predictive methodologies such as machine learning and linear regression. Due



to the NP-hard nature of the container migration (CM) problem, heuristic algo-
rithms have been proposed to approximate optimal solutions, but these can fall
prey to local optimization [6]. Meta-heuristic algorithms inspired by biology, like
the Ant Colony System (ACS), Genetic Algorithm, and Particle Swarm Optimiza-
tion (PSO), can avoid local optima. A multi-objective Ant Colony algorithm was
introduced to efficiently arrange virtual machines (VMs) in data centers by finding
pareto-optimal solutions for resource waste and power consumption. However, most
current approaches focus on container redeployment and do not take into account

the migration costs and delays associated with fog computing [7].

5. The fog computing system is composed of numerous distributed nodes that are dis-
persed geographically. Concentration prevents excessive heat production, thereby
requiring an additional cooling system. Despite the potential reduction in power
consumption, the large number of nodes in the fog computing system will likely lead
to a higher energy consumption compared to cloud computing. Consequently, a sig-
nificant amount of effort should be devoted to the development and optimization

of novel energy-saving protocols and architectures in the fog paradigm [8].

6. It is beneficial to predict the future processing demands of an IoT application. It is
required to develop an efficient technique of machine learning in the EoT /fog-ToT
infrastructure where the machine learning techniques can help to predict the future
processing demands of an IoT application based upon the previously encountered

behavior of the application [9].

7. The energy consumption of smart devices in the fog computing environment using
the container as a service has not been fully investigated. It is required to improve
the container placement algorithms and develop a model that decreases the energy

consumption of smart devices in fog computing [10].

8. The focusing on multi-core CPU architectures, as well as consideration of multi-
ple system resources, such as memory and network interface is required. These

resources significantly contribute to the overall energy consumption [9].

1.3 Research Objectives

After analysis of existing research gaps, the following objectives are proposed:

1. To study and analyze the existing literature on the energy consumption of smart

devices in the fog computing environment.

2. To design and develop a model for classification of hosts as overloaded, underloaded



and balanced using computational intelligence techniques.

3. To design and develop an efficient migration approach for optimization of energy

consumption of smart devices in a fog environment.

4. To verify and validate the proposed approach.

1.4 Research Contribution

1. A multilevel ensemble model has been developed to classify hosts as overloaded,

underloaded and balanced.

2. The dataset is generated by executing a different number of VMs in parallel on
two platforms with different configurations. Various parameters like CPU usage,
number of cores, RAM, memory allocated, disk I/O, memory available, and network

I/O are extracted to generate the dataset.

3. To categorize hosts as overloaded underloaded, or balanced, we implemented a
variety of supervised machine learning models. These models encompassed Random
Forest, Light Gradient Boosting Machine, K-Neighbors Classifier, Ridge Classifier,
Linear Discriminant Analysis, Decision Tree, Gradient Boost Classifier, Naive Bayes
Classifier, Ada Boost Classifier and Extra Tree Classifier.

4. A multivariate time series ensemble technique has been developed to forecast the
load of VMs.

5. Anomaly detection techniques like like iforest, KNN, and LOF are used for prepro-
cessing of data along with various time-series based models like ARIMA, XgBoost,
DLM, RNN LSTM, Prophet and ConvLLSTM models for prediction of load on hosts.

6. A dynamic inertia weight-based PSO facilitates a container selection algorithm
and migration mechanism for energy-aware container consolidation on hosts. This
approach aims to balance loads, reduce energy consumption, and minimize the

adverse effects of container migration.

1.5 Thesis Organization

The Thesis is organized as follows.

Chapter 1: Introduction
The chapter begins by providing an overview of the background behind the pre-

diction of workload on hosts in a fog environment, as well as the optimization of



energy consumption and load balancing. This includes the significance of host load
prediction, the various techniques and challenges associated with it, the process
of container migration between hosts, the advantages and challenges encountered
during this migration, the optimization of energy consumption and host load bal-
ancing, as well as the identification of research gaps and objectives. The chapter

finally comes up with a thesis contribution and organization.

Chapter 2: Literature Survey

This chapter presents a detailed literature survey of load prediction on hosts in
cloud and fog environment. The chapter also outlines the use of ARIMA, Prophet
and B-LSTM models for time series data to predict workload. Load balancing and
optimization of energy consumption, which includes various optimization techniques
as well as container migration. We also discuss the literature on anomaly detection
techniques for predicting host load. Machine learning techniques such as decision
tree classifiers, random forest classifiers, gradient boosting, extra tree classifiers,
etc., and time series-based workload prediction methods such as ARIMA, Prophet,
RNN LSTM, Convolutional LSTM, XgBoost, and DLM are discussed.

Chapter 3: Research Methodology
This chapter provides an extensive review of a variety of software, algorithms, meth-
ods and requirements. The chapter defines the comprehensive methodology that

was implemented to resolve the research problem.

Chapter 4: Multilevel Ensemble Model for Load Prediction on Hosts in
Fog Computing Environment

In this chapter, an overview of load prediction and fog computing is provided. Var-
ious materials and methods used for dataset generation, including modeling and
simulation, as well as data transformation, are discussed. The process of load pre-
diction on physical machines (PM), service level agreement metrics and various
machine learning methods used to predict the load on multiple hosts are explored.
The chapter presents the methodology of the proposed multilevel ensemble model
and includes various case studies. The chapter concludes with an analysis, compar-

ison and discussion of the results, summarizing the key findings.

Chapter 5: Migration of Containers on the Basis of Load Prediction with
Dynamic Inertia Weight based PSO Algorithm

This chapter provides an overview of container migration in a fog environment,
focusing on optimizing energy consumption and load balancing on hosts. It de-
scribes the system model, which includes a load balancing model, container migra-

tion costs, and the problem definition for the proposed work. The chapter details
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the dataset used and the various methods employed in the proposed container mi-
gration strategies. The chapter also includes the experimental setup, results, and

discussion. Finally, the chapter concludes with a summary of the paper.

Chapter 6: Multivariate Time Series Ensemble Model for Load Predic-
tion on Hosts using Anomaly Detection Techniques

This chapter provides an overview of time series-based workload prediction methods
for hosts. The proposed work is presented, which includes an overview of perfor-
mance modelling for usage-aware forecasting, dataset generation through modelling,
various workload prediction methods, and anomaly detection techniques. The next
section discusses the system model and its mathematical modeling. The proposed
methodology is introduced next. The experimental analysis follows, encompassing
the experimental setup, evaluation criteria, performance evaluations and TOPSIS
score evaluations. Next, the results and case studies undergo analysis, comparison

and discussion. Finally, the paper concludes with a summary.

Chapter 7: Conclusion and Future Directions
This chapter summarizes the conclusions drawn from the thesis along with the

possible future directions.
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Chapter 2

Literature Survey

In the dynamic and resource-intensive environment of cloud and fog computing, efficient
management of computational resources is essential for ensuring high performance, re-
liability and sustainability. This has driven extensive research into four critical areas:
load prediction on hosts, container migration, load balancing and optimizing energy con-
sumption. Each of these areas addresses specific challenges associated with managing
distributed computing resources and aims to enhance overall system efficiency and effec-

tiveness.

Accurate load prediction is a cornerstone of effective resource management in cloud and
fog computing. Load prediction involves forecasting future resource demands, such as
CPU, memory and network usage, to ensure that hosts are adequately prepared to han-
dle upcoming workload. Traditional methods for load prediction have relied on statis-
tical techniques and univariate time series models, which use historical data to predict
future load. However, these methods often fall short in capturing complex patterns
and inter-dependencies among various resource metrics. To address these limitations,
recent research has focused on leveraging advanced machine learning algorithms, includ-
ing regression models, support vector machines, neural networks and deep learning ap-

proaches.

These techniques offer improved accuracy by considering multivariate time series data,
which capture correlation between different resource metrics. Additionally, hybrid models
that combine statistical and machine learning methods have been proposed to further
enhance prediction precision. The literature emphasizes the importance of real-time load

prediction to enable proactive resource allocation and avoid performance bottleneck.

Container migration is a critical mechanism for maintaining optimal resource utilization
and application performance in a distributed computing environment. Containers, which
encapsulate applications and their dependencies, can be dynamically moved between hosts
to balance the load and respond to changing resource demands. Migration techniques
are categorized into several types, including live migration, cold migration, pre-copy mi-
gration, and post-copy migration. Research in this area focusses on optimizing migration

techniques to reduce overhead, minimize downtime, and maintain data consistency, with
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a particular emphasis on developing algorithms that balance the trade-offs between per-
formance and migration costs.The literature explores various algorithms and frameworks

designed to minimize migration costs while maintaining service continuity.

Effective load balancing ensures that workload are evenly distributed across multiple
hosts, preventing any single host from becoming a performance bottleneck. Load balanc-
ing strategies are essential for optimizing resource utilization, enhancing system reliability,
and providing a seamless user experience. Traditional load balancing methods include
round-robin distribution and least connections, which are relatively simple but may not
account for variations in host capacities and dynamic workload changes. Advanced load
balancing techniques employ real-time data and sophisticated algorithms to adapt to
changing conditions. These methods include dynamic load balancing algorithms that
use predictive analytics to anticipate load fluctuations and redistribute tasks proactively.
Additionally, machine learning and artificial intelligence are increasingly being used to
develop more adaptive and intelligent load balancing solutions. The literature explores
various heuristic and algorithmic approaches to improve the efficiency and responsiveness

of load balancing mechanisms.

With the growing emphasis on sustainability, optimizing energy consumption in cloud
and fog computing environment has become a critical area of research. Data centers and
distributed computing systems consume significant amounts of energy, leading to high
operational costs and environmental impact. Techniques for optimizing energy consump-
tion include dynamic voltage and frequency scaling (DVF'S), workload consolidation, and
the use of energy-efficient hardware. The literature also explores the impact of energy

optimization on operational costs and environmental sustainability:.

In summary, this literature survey aims to provide a comprehensive overview of cur-
rent research on load prediction, container migration, load balancing, and optimizing
energy consumption in cloud and fog computing environment. By examining the latest
advancements, methodologies and challenges in these areas, the survey seeks to identify
emerging trends and highlight opportunities for future research. Effective management
of these interrelated aspects is crucial for achieving optimal performance, reliability and

sustainability in distributed computing systems.

2.1 Prediction of Load on Hosts

Several studies have examined the prediction of load for cloud hosts and implemented
various methods to address the problem of workload prediction, thereby enhancing the ac-

curacy of models. Present approaches for workload prediction primarily improve model
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accuracy by employing techniques such as regression, statistics, machine learning and
RNN-based methods. In cloud computing, workload prediction based machine learning
techniques include parametric, non parametric, neural network and deep learning ap-
proaches. Parametric models use learning methods like the kalman filter [11] and the au-
tomatic regression moving average model (ARIMA) [1]. Support vector regression (SVR)

and neural network (NN)-based methodologies are non parametric approaches.

For prediction of load on host, different time series-based approaches are suggested, such

as ARIMA [12], linear regression [13], exponential averaging [14] and others.

Table 2.1 provides a summary of the comparative analysis of various approaches for load
prediction in diverse computing paradigms. As per Table 2.1, load prediction is evaluated
on cloud computing platform whereas our approach performs load prediction on nodes in
fog computing environment. As cloud environment generate enormous amount of data
volumes, so conventional computing methodologies, like distributed computing and cloud
computing are unable to handle challenges such as reducing latency, response time and
consumption of energy. Calheiros et al. [1] proposed an ARIMA-based load prediction
model for cloud computing in order to accomplish predictive scaling for virtual machine
instances. Tan et al. [15], proposed an aggregation method for prediction of traffic
flow that incorporates ARIMA [1], moving average, exponential smoothing, and neural
networks. The utilization of time series prediction methods is sub optimal in non linear
scenarios due to the non linearity and linearity of the time series produced by varying
resource loads. A large number of machine learning techniques, including recurrent neural
networks (RNN), support vector machines (SVM) and artificial neural networks (ANN),

are also employed for load prediction.

Janardhanan et al. [16] used Long Short Term Memory (LSTM) to forecast CPU utiliza-

tion. LSTM exhibits superior performance to time series, according to some results.

Fan et al. [17] enhanced the performance of the Temporal Convolutional Network (TCN)
across various time series prediction tasks. Kumar et al. [18] proposed a self-directed
workload prediction method to capture prediction error trends by calculating deviations.
By optimizing solutions for the prediction error feedback window, cluster size, and learn-

ing rate, its performance can be enhanced further.

Khan et al. [19] conducted a comprehensive study of numerous machine-learning algo-
rithms, including linear regression, Regression with Ridges, ARD Regression, Elastic Net,

along with deep learning techniques like the Gated Recurrent Unit.

Patel et al. [20] presented a workload forecast model utilizing neural networks and a

self-adapting evolutionary algorithm.
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Table 2.1: Comparative Analysis of Existing Approaches of Load Prediction

Paper Method Comp},ltlng Datasets Metrics Work done
Paradigm
Cloud Real traces of user requests ARIMA model was used to predict future workload
Calheiros et al.[1] ARIMA Model . R Ser requests CPU Utilization using actual Wikimedia Foundation web server
Computing to web servers. .
request traces and evaluate its accuracy.
Gao et al. [21] Machine Learning gzﬁiuting Google cluster trace CPU A clustering-based workload prediction method is designed.

Kumar and Singh [22]

Artificial
neural network

Cloud Computing
Environment

NASA HTTP traces
and Saskatchewan HTTP traces

SLA Violations

A paradigm for workload forecasting is presented that utilizes
an artificial neural network and an algorithm for
capable of self-adapt differential evolution.

Ramezani [23]

fuzzy workload
prediction Algorithm

Cloud Computing
Environment

Historical workload
data- two datastores

VM CPU Usage

Developed a fuzzy work estimation method that monitors
both previous and current VM’s CPU consumption and
forecasts physical machine utilization.

CPU Usage,

Utilizing a linear regression approach to forecast the

Yang et al. [24] linear regression model Cloud Computing N/A SLA Violation workload, an automated scaling mechanism for scaling virtual
" assets in service clouds is proposed.
. A load forecasting method based on deep machine learning is
. . Cloud Computing \ e . . DTT i1 e
Qiu et al.[25] Deep Belief Networks PlanetLab CPU Utilization proposed. Improved the predictability of the CPU utilization

Environment

prediction when compared to current methods.

Jheng et al. [26]

Grey Forecasting model

Cloud Computing

four historical workload
of PMs and VMs

Power Consumption

In data centers, the grey model is used to develop a method
for workload prediction and to reduce the
electrical power consumption of PMs.

Yu et al. [27]

multilayer perceptron
neural network

Cloud Environment

Google Dataset

CPU Usage

An approach to workload forecast in the cloud
that estimates the workload patterns of new tasks based
on the statistical properties of a set of tasks.

Patel and Misra [20]

Deep learning Models

Cloud Computing

real workload traces
of PlanetLab

CPU Usage

Predicts large-scale, highly data-driven systems for distributed
decision making, such as hot spot mitigation,

cold spot mitigation, benchmark violation

and service level agreements violation.

Eramo et al. [28]

Convolutional
Short-Term Memory
neural network

Cloud Computing

N/A

QoS degradation cost

Using a straightforward VNFT reconfiguration and placement
algorithm, the effectiveness of a LSTM neural network system
for resource prediction and allocation is evaluated.

Caron et al. [29]

Pattern Matching

Cloud and Grid Computing

Traces of Animoto, LCG,
Nordugrid and SHARCNET

Min prediction error,
Max prediction error,
Avg prediction error

It identify previous instances resembling the current
short-term work history.

Roy et al. [30]

A model-forecasting
algorithm

Cloud Computing

World Cup Soccer
1998 Workload

SLA Violation,
reconfiguration cost

For resource automated scaling, a model-predictiv e method
for workload forecasting has been devised and implemented.

Janardhanan et al. [16]

Time series forecasting

Cloud Computing

Google’s cluster dataset

CPU Usage

The utilization of LSTM Networks to predict the CPU utilization
of machines in data centres has demonstrated a substantial
advancement in comparison to the ARIMA models.

Kumar et al. [18]

self directed workload
forecasting method (SDWF)

Cloud Computing

six different real world data traces

quality of experience (QoE)

A self-directed workload forecasting method is proposed
to enhance prediction quality and
enhance cloud system service quality.

Proposed Work

Ensemble Model

Fog Computing
Environment

Generated Real
workload data

CPU Usage,
Power Consumption

Developed a multilevel ensemble model
to classify hosts based on workload prediction.




2.2 Time Series Based workload Prediction on Hosts

Gao et al. [21] conducted a comparison of the CPU utilization prediction performance
of ARIMA, Support Vector Regression (SVR), Bayesian Ridge Regression (BRR) and
LSTM. The authors examine the accuracy of BRR in forecasting the CPU utilization
of Google cluster hosts in both one-time and three-time steps prior to the present. The
authors arrive at the subsequent deductions: ARIMA performs poorly with pathologi-
cal data, SVR struggles with large datasets, LSTM effectively models nonlinear patterns
within the data, and BRR provided the greatest performance on the large, highly fluctu-
ating Google cluster trace. Google cluster trace investigations show that their clustering-
based workload prediction methods surpass other comparative methods and enhance CPU

and memory prediction accuracy by 90%.

Table 2.2 summarizes the comparative analysis of different approaches for future load
prediction on hosts. Chen et al. [31] proposed an ARIMA-based hybrid model for predic-
tion of utilisation of hosts over the intermediate term. In order to enhance performance,
the authors partition the non-stationary host utilization trace into constituents of the
intrinsic mode function that are comparatively stable, along with a residual component
that serves as an input to the ARIMA model. Their method is compared to the ARIMA
model and EEMD-ARIMA method for time, cost, efficacy, and error. They found that
their method is more cost-effective and suitable for short-term cloud host utilization

prediction.

Janardhanan et al. [16] exposed the inadequacies of the conventional ARIMA model in
representing the nonlinear dynamics of significantly varying cloud workload. To address
this, they suggested an LSTM model that can predict the CPU utilization of Google
cluster machines. LSTM provides more accurate predictions than ARIMA, which is better
adapted for preserving short-term correlations within time series due to the memory cells
that store temporal dependencies over extended time periods. It shows that the LSTM
model had 17-23% predicting errors, compared to 37-42% for the ARIMA model.

Gupta et al. [32] proposed Bidirectional LSTM (B-LSTM) to predict CPU usage in
Google Trace using multiple features. By learning input patterns in both the forward
and backward directions using the reverse copy of the original input signals, the duplicated

recurrent layer enables the LSTM to discover additional patterns.

Multivariate B-LSTM demonstrates superior learning of long-range patterns compared
to fractional-differencencing-based PRESS, AGILE, ARIMA, and NARNN prediction

methods for multi-step advance forecasts, as observed by the authors.

16



L1

Table 2.2: Comparative Analysis of Existing State-of-the-Art Approaches for Future Load Prediction on Hosts

Computing . Multi/
Paper Method Paradigm Datasets Metrics Uni-variate Novelty
Cloud Real traces Development of a SaaS provider-oriented cloud
Calheiros et al. [1] ARIMA Model Computin of requests CPU Univariate workload prediction module utilizing the
omputing to web servers. ARIMA model.
Gao et al. [21] Machine Learning Cloud ) Google cluster CPU Univariate A clustermg based workl.oa.d prediction
Computing trace method to improve prediction accuracy.
Artificial Cloud NASA and SLA o A workload prediction m.odel .ut1hzm.g a neural
Kumar et al. [22] oural network Co . Saskatchewan Violations Univariate network and a self-adaptive differential
neurat networ mputing HTTP traces rolation evolution algorithm.
Historical Developed a fuzzy workload prediction method
Ramezani et al. [23] Frjgf,ct‘;?rfkifiiithm gz)or;ldutin workload data- Xls\g SPU Univariate that monitors both historical and current VM
P & P & two datastores g CPU utilization.
A unique service Utilizing a linear regression
Yang et al. [24] linear regression model Cloud . N/A CPU U.sage., Univariate model to forecast the workload, cloud
Computing SLA Violation . . .
architecture is described.
A deep learning prediction model is developed
. . Cloud . incorporating a regression layer and a deep belief
Qiu. et al. [25] Deep Belief Networks Computing PlanetLab CPU Univariate network comprised of multiple-layered restricted
Boltzmann machines.
. . Grey Forecasting model is used to design
Four historical s .
. Cloud Power . a workload prediction method and it also
Jheng et al. [26] Grey Forecasting model . workload of . Univariate R
Computing Consumption reduces the power consumption of the PMs
PMs and VMs .
in data centers.
multilaver percentron Cloud Clustering and learning-based approach used to
Yu et al. [27] yer p P . Google Dataset CPU Usage Univariate predict the workload by utilizing a trained neural
neural network Computing e
network within its cluster.
. Cloud workload traces R Diverse approaches of deep learning for workload
Patel et al. [20] Deep learning Models Computing of PlanctLab CPU Usage Univariate forecasting, were implemented.
. An effective supervised learning-based Deep Neural
Xu et al. [33] esDNN Method Cloud . Alibaba and cost of service Multivariate Network method for cloud workload prediction
Computing Google cloud .
is proposed.
Cloud Real world A multivariate deep learning model to estimate the
Dang et al. [34] Bi-LSTM . SLA Violations Multivariate cloud computing resource workload using bidirectional
Computing workload dataset ..
long short-term memory as the prediction model.
Cloud Bitbrains CPU Usage, .. A convolutional neural network and long short-term
Ouhame et al. [35] CNN-LSTM Model Computing dataset Network Usage Multivariate memory model to forecast multivariate workload.
Cloud NASA A novel BeeM-NN framework combines Workload
Shishira et al. [36] WNNA+NBMOA . ’ HTTP Requests | Multivariate | Neural Network Algorithm and Novel Bee Mutation
Computing Worldcup98 L > .
Optimization Algorithm for cloud workload prediction.
CPU Usage i . .
. Cloud Google, ’ . Workload prediction using an Evolutionary Quantum
Singh et al. [37] EQNN Model Computing PlanetLab ll\D/Iizrl?ory, Univariate Neural Network in cloud.
Proposed Work Ensemble Model Fog Generated Real CPU Usage Multivariate Developed a multivariate multilevel ensemble model

Computing

workload data

for workload prediction.




Huang et al. [38] utilized a Nginx web server and a MySQL database server for their
experiments. Kumar et al. [39] employ three distinct data sets—HTTP traces from a
NASA server, a Calgary server and a Saskatchewan server—to generate LSTM predictions
for HT'TP requests and encounter prediction errors. Their empirical findings demonstrate
that the suggested approach successfully generated precise predictions, as evidenced by

a mean squared error reduction of 3.17 x 1073,

Tran et al. [40] transform the highly volatile Google Workload Trace into a multivariate
fuzzy time series by employing fuzzy techniques. Gao et al. [41] employed stacked BLSTM
to forecast task failure with the dual purpose of preventing resource wastage caused by
failure recoveries and preserving service availability and dependability. The performance
of the model is assessed using Google Trace and exhibits superior accuracy in comparison
to Hidden Semi-Markov Models, SVR, RNN, and LSTM. Trace-driven experiments show
that their approach outperforms previous prediction methods, predicting task failures

with 93% accuracy and job failures with 87%.

Karim et al. [42] presented a hybrid deep learning model that forecasts the multi-step
CPU utilization of virtual machines by combining the nonlinear pattern learning capabil-
ities of LSTM, GRU, and BLSTM with patterns extracted by One Dimensional CNN. As
a consequence of its ability to discover temporal patterns in both past and future data,

B-LSTM outperforms ARIMA, LSTM, GRU and BLSTM.

Calheiros et al. [1] presented cloud workload prediction module based on the ARIMA
model can be used by SaaS providers. The simulation showed that their model had an
average accuracy of 91%, resulting in effective utilization of resources with minimal QoS

impact.

Khan et al. [19] investigated a variety of ML algorithms, including Linear Regression
(LR), Ridge Regression (RR), ARD Regression (ARDR), ElasticNet (EN) and Gated
Recurrent Unit (GRU). Four different clustering algorithms were proposed for energy
state estimation, including semi-supervised affinity propagation based on transfer learn-
ing (TSSAP), Cellular Learning Automata (CLA) based on transfer learning (TCLA),
K-Means based on transfer learning (TK-Means) and P-teda based on transfer learning
(TP-teda). The TSSAP outperformed previous clustering algorithms in VM class identi-
fication, attaining 87.48% and 53.80% using conventional criteria like micro-precision for
the given workload. Patel et al. [20] presented a workload prediction model that uses a

neural network and a self-adaptive differential evolution algorithm.
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2.3 Load Balancing and Optimization of Energy Con-

sumption

Load balancing on the hosts can enhance system stability, resource utilization, and ser-
vice response time and minimize energy consumption in a fog environment. Different
studies have proposed a number of algorithms for container positioning and migration to
optimize host energy consumption and achieve load balancing. Table 2.3 summarizes the
comparative analysis of different approaches for load balancing and energy conservation
using containers. Zhang et al. [43] investigated the container placement problem and
proposed a genetic algorithm to optimize energy efficiency. However, it ignored the relo-
cation and migration that occurred in real time and only considered the static situation.
In their study, Wu et al. [44] introduced a container allocation algorithm with the dual
purpose of load balancing and network traffic reduction. The authors implemented load
balancing on the host by dividing the containers into distinct sections and simulating the

traffic as a Zipf-like distribution.

Alahmad et al. [45] proposed a container deployment strategy for cyber-physical cloud
systems. Utilizing the ANN model, resource utilization was predicted, and container
placement was determined. The outcome of the simulation demonstrated that the imple-
mented strategy not only conserves but also enhances resource utilization. However, for

prediction, more sophisticated machine learning models may be investigated.

Hu et al. [46] introduced a novel container location strategy for heterogeneous clus-
ters. A number of optimization objectives were taken into account, such as ensuring the
availability of multiple resources, balancing loads, and recognizing dependencies. As a
result, the optimization problem was reformulated as a vector bin packing problem. Hu
et al. [47] formulated the container deployment problem as a minimum cost flow problem
(MCFP) and also introduced an effective container scheduler as a solution. According
to the simulation results, the new scheduler made decisions of higher quality and more

quickly than its predecessor.

Asensio et al. [48] proposed a strategy for container deployment in a heterogeneous
environment to decrease the number of rejected applications and computation nodes. In
addition to resource and quality of service requirements, the strategy also incorporated
isolation as a security measure. Hussein et al. [49] developed a framework to optimize
the resource utilization of both virtual and real machines through container positioning.
Despite this, none of the studies examined the utilization of container migration as a

means to dynamically optimize the resources.
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Table 2.3: Comparative Analysis of Existing State-of-The-Art Approaches of Load Balancing and Energy Conservation using

containers
Paper Method Computing Metrics Migration | Novelt
P Paradigm g y
Two Stage Cloud A Containers | Balance Aware Container Placement and Adaptive Threshold Container
Zhang et al. [50] . CPU Utilization Lo (R . . AP
Framework Computing Migration | Migration suggested as solutions to energy consumption optimization issues.
. L the C3S probl hich aims t timize the pl t of
. Concurrent Container Cloud Applications Deployed © 95 Probieiil, WhICh aims 1o optimize Bhe pracement o
Asensio et al. [48] . . e NA containers in clusters of heterogeneous nodes while adhering to
Clusters Scheduling (C3S) | Computing | Nodes Utilization . . ; .
a specified set of quality of service and resource constraints.
. . . Ent d tai heduler (ECSched) i sed t
Enhanced Container Cloud Container performance, nhanced Container Schedu o (ECSched) is proposed to
Hu et al. [47] . . NA schedule the concurrent container requests on heterogeneous
Scheduler (ECSched) Computing | Resource Efficiency . . o -
clusters with multi-resource constraints in an efficient manner.
Two-stage Multi-type Cloud The proposed TMPSO algorithm for energy-efficient
Shi et al. [51] Particle Swarm Computine CPU, Memory NA container consolidation in cloud data centres saves
Optimization puting more energy than existing methods.
Kumar et al. [52] Renewable energy-aware Cloud Power Container | A host selection and container consolidation strategy
mar et al o multi-indexed scheme Computing | Consumption Migration | based on renewable energy is developed.
A novel genetic algorithm (GA) with dual chromosomal
Tan et al. 53] Novel GA with Cloud Energy, NA representation is proposed to address the problem and GA
P dual chromosomal Computing | Computation Time outperforms state-of-the-art algorithms in energy efficiency
across various test cases.
average migration It compared and evaluated a container selection algorithm
Chen et al. [54] Container Selection Cloud rate, VM creation, Container | during consolidation, evaluated its performance based on
e et ak Algorithm Computing | energy consumption and | Migartion | average container migration rate, virtual machine creation,
SLA violations. energy consumption and service level agreement violations. .
Chhikara et al. [55] Best Fit Container Fog CPU Usage, Power, Container | A novel method for finding the appropriate destination host
LAk o Placement Technique Computing | temperature Migration | for container placement to overcome host overload or underload problems.
. Container Migration Edge ' ' Container Cont:.ainer migration optimized by 'adj}lsting the ant colony
Li et al. [56] o . . Migration cost P algorithm, local pheromone volatilization model, and
based Decision Mechanism | Computing Migration .
global pheromone updating model.
. . . . Edge Response time Live Three zero-downtime migration strategies are introduced
K t al. Optical Migration Syst ST . . . R . . . .
im et al. [57] ptical ¥hgration pystem Computing and Network load Migration | using state duplication and reproduction during migration.
. Edge . . container A modified Ant Colony System (MACS)
la et al. MDM Mechanis . Migra 08 . . - . . o
Ma et al. [7] ¢ echanisim Computing gration cost migration | uses the LBJC model to guide migration activities.
o . Pre-copy container live migration to i
. Probability-based Cloud Data Container re-copy contaimer ive mgration to improve
Singh et al. [58] L . . . o . performance in various applications and
migration technique Computing Transfer Time Migration . N
overcome the memory transmission limitations.
- ] Random fit and Cloud Power Extcr1(1cd Flower Pollinati(?n Optimizati(?n (EF PO) alg.oritlm'l
Singh et al. [59] . . . NA is recommended to determine the most feasible allocations of
FPO algorithm Computing | Consumption . ;
resources in order to balance the data center’s power usage.
Makespan Deep Q-Learning network model, a machine learning technique
Mangalampalli et al. [60] | DRLBTSA Approach Cloud ' Energy ' NA based on 1r'01.nforccmcnt.loarmng7 to c'rcatc an algorithm that
Computing constmbtion makes decisions dynamically depending on both
onsiipt ongoing and impending activities.
Fo CPU, Power Containers An energy-efficient migration strategy based on a dynamic
Proposed Work DIWPSO algorithm s . temperature and o inertia weight-based PSO technique for containers
Computing Migration

Frequency

to meet the resource needs of the host is proposed.




2.3.1 Container Migration

The concept of container migration remains relatively nascent, resulting in limited litera-
ture exploring this particular domain. To our understanding, a comprehensive compara-
tive examination of the available container migration methods has yet to be documented

within the existing body of literature.

Pickartz et al. [61] explored migration mechanisms for high-performance computing
(HPC) and discussed their prospects as well as the challenges. They found that migra-
tion mechanisms have to resolve residual dependencies in terms of dynamically changing
topologies on the source server. Piraghaj et al. [10] focused on determining the optimal
size of a VM for container hosting, aiming to minimize resource wastage at the VM level
while executing the total workload. Historical data guided the grouping of application
tasks within containers. These tasks were subsequently assigned to containers, which

were then deployed on their corresponding VMs.

Sharma et al. [62] conducted a comparison between two virtualization technologies within
a large-scale data centre environment: containers and VMs. The evaluation encompassed

aspects of performance, manageability, and software development.

In contrast, Piraghaj et al. [63] used performance metrics such as SLA adherence, average
VM creation count, and average container migration rate to measure how well their
system worked. These metrics were leveraged to assess and compare various algorithms
addressing the challenge of container consolidation. Ramalho and Neto [64] analyzed two
distinct virtualization methodologies utilized for deploying and managing applications in
the cloud, focusing on their relevance to loT and network edge contexts. A comparative
assessment was performed between container-based and hypervisor-based approaches,
both operational on network edge devices. Containers were implemented using Docker,
embodying lightweight virtualization, while VMs were instantiated using the kernel-based

VM for hypervisor-based virtualization at network edge locations.

Singh and Gupta [65] did a thorough analysis of research problems by comparing well-
known VM consolidation methods in the context of cloud computing. This helped re-

searchers better understand how VM migration works.

Carver et al. [66] highlighted a phenomenon where memory reclamation occurs upon
booting new containers, leaving inactive containers with residual unused memory from
extended periods. They introduced a strategy that quantifies container activity based on
recent memory demands, constituting the initial phase of their container consolidation
approach. Mavridis and Karatza [67] conducted experiments to scrutinise the perfor-

mance implications of introducing a virtualization layer on top of VMs. Docker was
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employed for container deployment and operation, while the KVM hypervisor facilitated

VM management.

Chen et al. [54] proposed an algorithm for selecting containers during consolidation,
favouring those with minimal migration time. Migration time was evaluated by divid-
ing the RAM usage of containers by the available network bandwidth on the host. Shi
et al. [51] developed a two-phase multiobjective particle swarm optimization (TMPSO)
technique specifically designed for the purpose of container consolidation in data cen-
tres. Kumar et al. [52] developed a novel methodology for host selection and container
consolidation that is based on renewable energy considerations. Their approach involved
directing duties from a variety of devices to data centres that possessed sufficient re-
serves of renewable energy. Tan et al. [53] present a genetic algorithm-based approach
that makes use of a dual chromosome representation to address the intricate two-level

architecture inherent in container-based cloud consolidation.

2.3.2 Optimization Techniques to reduce the Energy Consump-

tion of Hosts

Several optimization techniques have been proposed to reduce the energy consumption
of hosts. A few recent works are discussed as follows: Singh et al. [59] introduced the
metaheuristic Virtual Machine Placement (VMP) framework to improve power efficiency
in sustainable cloud settings. The Extended Flower Pollination Optimization Technique
(EFPOA) combines the random fit technique to find optimal allocations for balanced
power usage in data centres. Singh et al. [68] created the WOA with Re-initialization
and Decomposition (R&D-WOA) approach to optimize VM movement within the cloud

data center and reduce physical host machine energy usage.

Cavdar et al. [69] introduced the Utilization-Based Genetic Algorithm (UGA), which
uses genetic algorithms to assign virtual machines (VMs) to physical servers in a data
centre. This approach considers machine utilization and node distances to reduce resource
waste, network congestion, and energy consumption. Nabavi et al. [70] proposed Tractor,
a multi-objective system for VMP that treats virtual machines (VMs) as fog jobs for Edge
ECDC. This approach uses ABC Optimization Algorithm (ABCOA) to efficiently assign
VMs to PMs while considering power and network requirements. The goal of this effort

was to reduce network traffic and power consumption in the data centre switches and

PM.

Khan et al. [71] presented a hybrid optimization technique for managing VM migration in

cloud environment. This hybrid optimization system combines the Hybrid Cuckoo Search

22



(CSA) and Particle Swarm Optimization (HCPSOA) algorithms. The key goals were to
reduce energy use, time computation, and migration expenses. Cloud users are increasing
due to benefits such as interoperability, adaptability, and mobility, creating a demand
for more computing resources. Saxena et al. [72] proposed a new secure and multi-
objective framework for VM placement (SM-VMP) that includes efficient VM migration.
The VMP method was implemented using the Whale Optimisation GA (WOGA), which
was inspired by whale evolutionary optimisation and GA’s non-dominated sorting prin-

ciples.

Goyal et al. [73] developed optimization techniques such as PSO, Cat Swarm Optimiza-
tion (CSO), CSA, and WOA to optimize load distribution, energy efficiency, and resource

allocation for a well-organized cloud.

2.4 Anomaly Detection Techniques

Anomaly detection techniques are crucial for time series-based load prediction on hosts,
as they help identify unusual patterns or outliers that could indicate potential issues or
inefficiencies in resource management. People commonly employ techniques like Statis-
tical Process Control (SPC) methods, which use statistical thresholds to detect devia-
tions from expected load patterns, to identify anomalies in time series data. Machine
learning-based approaches, including isolation forests and one-class SVMs, offer more so-
phisticated methods by learning from historical data to recognize patterns that deviate
from normal behavior. Additionally, deep learning models like autoencoders and long
short-term memory (LSTM) networks can be used for anomaly detection by learning the
typical load patterns and flagging deviations as anomalies. These techniques are valuable
for detecting unexpected spikes or drops in load, ensuring timely responses to potential
issues, optimizing resource allocation and maintaining system stability. By incorporat-
ing anomaly detection into time series forecasting, organizations can proactively address

anomalies, minimize downtime and enhance overall operational efficiency.

Yue and Meng[74] developed a comprehensive anomaly-based intrusion detection solution
by leveraging both point anomaly detection and sub-sequence anomaly detection, which
complement each other effectively. This integrated solution is proficient in identifying
abnormal patterns while minimizing false alarm rates. It considers the patterns of sys-
tem load profiles and can accurately detect point anomalies, contextual anomalies, and
collective anomalies resulting from either erroneous measurements or cyberattacks. The
potential applications of this integrated solution are evident in the planning phase for

identifying problematic data. When combined with the automated implementation of

23



common mitigation strategies, it can facilitate the development and online utilization of

cyber-secure short-term forecasting algorithms for load and renewable generation.

Lenka Benova and Ladislav Hudec [75] introduced a method to discover and classify
anomalies in HTTP logs without requiring substantial expert analysis or data labelling,
which require domain and system knowledge. Numerous studies claim effective predic-
tion and classification, but they often apply to a single dataset and are not universally
applicable. They demonstrated the model’s applicability by predicting and categorizing
anomalies without a tagged dataset while collecting a large dataset from noisy network
traffic. The suggested LSTM-based intrusion detection system proved effective in real-
world settings, identifying multiple intrusions during use. They categorized anomalies
into four categories using 5-minute windowing over predicted and real update curves: un-
expected traffic (high load without expected update), unusually large update (high load
after update), missed update (low load with expected update), and degraded performance
(lower load after update). They demonstrated the system’s usability by achieving accu-
rate update curve prediction on noisy web traffic without automatic updates and real-time

incident response, crucial for addressing threats to the system and infrastructure.

Gupta, Shaifu et al.[76] analyze the resource utilisation patterns to identify failures that
are caused by resource contention in the cloud. The normal and anomalous working
behaviours are modelled by analysing the resource utilisation and performance metrics of
the working system at regular time intervals. In the initial stage, a hybrid of long short-
term memory (LSTM) and bidirectional long short-term memory (BLSTM) is employed
to forecast future resource consumption and performance metric values. This framework
is divided into two stages. The hybrid model is employed in the second stage to categorize
the anticipated state as either normal or aberrant. The proposed anomaly detection
model was assessed in a virtual environment that has been established using Docker

containers.

Tan et al.[77] have introduced the ALERT system, which offers an adaptive runtime
anomaly prediction system for large-scale hosting infrastructures. ALERT utilizes a self-
evolving learning algorithm and a tunable anomaly prediction model to accommodate
dynamic hosting infrastructures. Their research represents the initial endeavour to accom-
plish context-aware anomaly prediction for dynamic distributed systems. The ALERT

system has been deployed on numerous production hosting infrastructures.

By identifying and addressing unusual patterns or outliers that could disrupt accurate
forecasting and efficient resource management, anomaly detection techniques play a piv-
otal role in enhancing load prediction on hosts. These methods aim to identify deviations

from typical load patterns, utilizing statistical process control (SPC) methods, machine
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learning algorithms like isolation forests and one-class SVMs, and deep learning models
like autoencoders and LSTMs. These methods help people step in at the right time to stop
problems like system overloads, inefficiencies, or failures before they happen by finding
oddities like sudden increases or decreases in load. The integration of anomaly detection
into load prediction models guarantees that predictions are dependable and robust, even
in the presence of atypical data points. This proactive approach not only ensures the
adequate scaling of computational resources to meet actual demand but also optimizes
resource allocation, thereby maintaining system stability and performance. Consequently,
anomaly detection is indispensable for maintaining efficient operations, reducing outages,

and improving the overall efficacy of load prediction strategies on hosts.

2.5 Machine Learning Techniques

Machine learning techniques are crucial for forecasting host loads and optimizing energy
consumption. They provide sophisticated methods for analyzing historical data and pre-
dicting future demands with high accuracy. Support Vector Machines (SVM), Random
Forests, and Gradient Boosting Machines (GBM) like XGBoost are capable of analyzing
large datasets and capturing intricate, non-linear relationships between a variety of fac-
tors that influence energy consumption and load. Deep learning models, like recurrent
neural networks (RNN) and long short-term memory (LSTM) networks, are excellent
at processing sequential data, which makes them perfect for time series forecasting in
environment that change quickly. These models are capable of making accurate predic-
tions of future energy and load requirements by learning from past patterns and trends.
Machine learning techniques ensure that computational resources are not underutilized
or overextended by accurately forecasting demand, thereby facilitating optimal resource
allocation. In addition, they facilitate proactive energy management strategies, including
the dynamic adjustment of power consumption to comply with anticipated loads, the re-
duction of energy waste, and the improvement of overall system efficiency. Consequently,
the incorporation of machine learning into energy optimization and load prediction results

in more cost-effective and sustainable operations.

2.5.1 Decision Tree

A decision tree classifier is a powerful and intuitive tool for the prediction of load and
optimization of energy consumption of hosts in computing environment. By analyzing
various performance metrics such as CPU usage, memory usage, disk I/0O, and network

I/0O, the classifier can effectively model the complex relationships between these factors
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and the target outcomes. Decision trees split the data into branches based on feature
values, creating a tree-like structure that makes predictions simple to interpret. For load
prediction, the classifier can identify patterns and thresholds that lead to high or low
system loads, enabling proactive management of resources. In terms of energy consump-
tion, the decision tree can pinpoint which host configurations or usage patterns lead to
higher energy usage, providing insights for optimizing energy efficiency. The straightfor-
ward nature of decision trees, combined with their ability to handle both numerical and
categorical data, makes them particularly suited for these types of predictive tasks in

dynamic and resource-intensive environment [78].

2.5.2 Random Forest Classifier

A random forest classifier is an advanced ensemble learning technique that excels at
predicting host load and energy consumption in computing environment. Unlike a single
decision tree, a random forest builds multiple decision trees during training and merges
their outputs to improve predictive accuracy and control overfitting. Each tree in the
forest is trained on a random subset of the data and features, ensuring a diverse set
of models that collectively provide robust predictions. For load prediction, the random
forest can capture intricate patterns in host performance metrics like CPU usage, memory
usage, disk I/O, and network I/O, offering reliable insights into potential system loads.
Regarding energy consumption, the classifier can identify key factors and interactions
that contribute to higher energy usage, guiding efforts to optimize resource allocation
and reduce energy costs. The inherent randomness and ensemble nature of random
forests make them highly resilient to noise and capable of delivering superior predictive

performance in complex and dynamic computing environment [78].

2.5.3 Gradient Boosting Classifier

The gradient-boosting classifier builds models sequentially, with each new model correct-
ing the previous ones’ errors by focusing on the residuals. This iterative approach results
in a highly accurate and robust model capable of capturing complex patterns in host
performance metrics, such as CPU usage, memory usage, disk 1/O, and network 1/0. It
is particularly effective in identifying subtle relationships and trends that impact system
load and energy consumption, enabling more precise predictions and efficient resource

management [79].

26



2.5.4 Extra Tree Classifier

The extra trees classifier, or extremely randomized trees, builds multiple decision trees
by selecting random splits for each feature rather than the most informative splits. This
randomness helps to reduce overfitting and increase model diversity, leading to improved
generalization on unseen data. By analyzing host performance metrics, extra-tree classi-
fiers can provide reliable predictions of load and energy consumption, highlighting criti-
cal factors and interactions. Both classifiers offer distinct advantages: gradient boosting
excels at accuracy and handling complex data relationships, while extra trees provide
robustness and simplicity, making them valuable tools for optimizing host performance

and energy efficiency in dynamic computing environment [79].

2.5.5 AdaBoost Classifier

AdaBoost (adaptive boosting) is a powerful ensemble learning technique that can signif-
icantly improve host load prediction and energy consumption forecasting. By combining
the outputs of multiple weak classifiers, AdaBoost constructs a strong predictive model
that iteratively focuses on the most challenging instances. This adaptive nature allows
the algorithm to fine-tune its predictions, making it particularly effective for complex and
dynamic environment where load and energy consumption patterns may vary over time.
In the context of load prediction on hosts, AdaBoost can accurately forecast fluctuations
in resource demands, enabling efficient allocation and utilization of computing resources.
For energy consumption prediction, the algorithm can identify subtle trends and anoma-
lies in historical data, leading to more precise and actionable insights. By improving the
accuracy of predictions, AdaBoost helps in optimizing operational efficiency, reducing
energy waste, and enhancing the overall performance of systems that rely on accurate

load and energy consumption forecasts [80].

2.5.6 k-Nearest Neighbours Classifier

The k-Nearest Neighbours (k-NN) classifier is an intuitive and effective non-parametric
algorithm for load prediction on hosts and optimization of energy consumption. By
identifying the k closest data points in the feature space to a given input, k-NN classifies
the input based on the majority class among its neighbors. For load prediction on hosts, k-
NN uses historical data to discern patterns and predict future resource demands, ensuring
efficient allocation and minimizing over-provisioning. Regarding energy consumption, k-
NN identifies past instances with similar characteristics to the current context, enabling

accurate predictions of future energy needs. Its simplicity and ability to handle nonlinear
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relationships make k-NN a robust choice for applications requiring responsiveness to new
data and interpret-ability [80].

2.5.7 Linear Discriminant Analysis Classifier

Linear Discriminant Analysis (LDA) is a powerful statistical method used for classifica-
tion tasks, including load prediction on hosts and optimization of energy consumption.
LDA seeks to find a linear combination of features that best separates different classes,
making it particularly effective when the data exhibits linear separability. In load predic-
tion on hosts, LDA identifies linear relationships between factors affecting resource usage,
facilitating precise and efficient forecasts. For optimizing energy consumption, LDA an-
alyzes historical data to uncover trends and patterns, enabling reliable predictions and
proactive management. Its simplicity, computational efficiency, and strong theoretical
foundation make LDA an excellent tool for scenarios where linear assumptions hold true

and rapid decision-making is required [81].

2.5.8 Light Gradient Boosting Machine Classifier

Light GBM (Light Gradient Boosting Machine) is an advanced gradient boosting frame-
work designed for fast and accurate prediction tasks, including load prediction on hosts
and optimization of energy consumption. LightGBM constructs decision trees in a leaf-
wise manner, focusing on growing the most significant branches, which results in better
accuracy and faster training times compared to traditional boosting methods. For load
prediction on hosts, Light GBM can handle large datasets and complex feature interac-
tions, providing detailed and accurate forecasts that are crucial for dynamic resource
management. In terms of optimizing energy consumption, Light GBM excels at capturing
intricate patterns and temporal dependencies in the data, leading to precise and action-
able insights. Its scalability, speed, and ability to handle high-dimensional data make
Light GBM an excellent choice for real-time prediction and optimization in energy and

resource management systems [82].

2.5.9 Ridge Regression Classifier

Ridge Regression is a powerful linear model that addresses multi-collinearity issues in
datasets by adding a regularization term to the loss function, penalizing large coeffi-
cients. This approach is particularly useful for load prediction on hosts, where multiple
features may exhibit high inter-correlation. By incorporating regularization, Ridge Re-

gression ensures stable and reliable predictions, facilitating effective resource allocation
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and load balancing. In the context of energy consumption optimization, ridge Regression
can analyze historical consumption patterns while controlling for potential over-fitting,
leading to accurate and robust forecasts. This accuracy helps in designing energy-efficient

strategies, reducing wastage and optimizing overall energy usage in dynamic environment

83).

2.5.10 Naive Bayes Classifier

Naive Bayes is a probabilistic classifier based on Bayes’ theorem, assuming the inde-
pendence of features. Despite its simplicity, it performs well in various applications,
including load prediction on hosts and energy consumption optimization. For load pre-
diction, Naive Bayes can quickly and efficiently analyze the likelihood of different load
levels based on historical data, providing prompt and reliable forecasts for resource man-
agement. In energy consumption optimization, Naive Bayes leverages historical energy
usage data to predict future consumption patterns by calculating the probability of differ-
ent energy usage levels. Its simplicity, speed, and efficiency make Naive Bayes a suitable
choice for real-time prediction and optimization tasks, particularly in environment where

computational resources are limited [84].

2.6 Time Series Prediction Techniques

Time series-based prediction techniques are essential for accurate load prediction on hosts,
as they effectively capture and model temporal patterns and dependencies in data. Tech-
niques such as Autoregressive Integrated Moving Average (ARIMA) provide robust fore-
casting by combining autoregression, differencing, and moving averages to handle station-
ary time series data. Seasonal Decomposition of Time Series (STL) excels at managing
complex seasonal variations and trends by decomposing the time series into seasonal,
trend, and residual components. Long Short-Term Memory (LSTM) networks, a type
of recurrent neural network, are adept at capturing long-term dependencies and com-
plex patterns in load data, making them suitable for dynamic environment. Exponential
Smoothing State Space Models (ETS), including methods like Holt-Winters, are valuable
for their ability to adapt to changes in trends and seasonality. Prophet, developed by
Facebook, offers a flexible approach to forecasting that handles seasonal effects, holidays,
and trend changes, even in the presence of missing data and outliers. These techniques
collectively enhance the accuracy of load predictions, enabling better resource manage-

ment and optimization in computational systems.

29



2.6.1 ARIMA

The ARIMA model is one of the most important tools for the prediction of time se-
ries. It combines autoregressive (AR) processes, differencing (I) to achieve stationarity,
and moving averages (MA) to pick up on temporal dependencies and noise. ARIMA is
particularly effective for predicting future values in a time series because it models the re-
lationship between past observations and future forecasts. The autoregressive component
leverages the dependency between an observation and a number of lagged observations,
while the moving average component models the relationship between an observation and
a residual error from a moving average model. Differencing is applied to make the time
series stationary, meaning its statistical properties remain constant over time. ARIMA
is widely used for load prediction on hosts due to its ability to handle various patterns
in historical data, such as trends and cycles, providing accurate forecasts that assist in
resource management and optimization. Its flexibility in modelling different types of time
series data makes it a valuable tool for anticipating future load demands and ensuring

efficient allocation of computational resources.

Zhang et al. proposed an efficient deep learning model named Sibyl to enhance the ac-
curacy and efficiency of load prediction [85]. Sibyl consists of two components: a metrics
selection module and a neural network training module. Initially, Sibyl filters out irrel-
evant metrics to select the most relevant ones. Subsequently, it utilizes a robust neural
network model built with bidirectional long short-term memory (BiLSTM) to predict the
actual load one step ahead. Experimental results demonstrated that Sibyl can reduce the
number of training metrics while maintaining high prediction accuracy. Moreover, Sibyl
significantly outperforms other state-of-the-art methods, including those based on au-
toregressive integrated moving average (ARIMA) and long short-term memory (LSTM),

in terms of prediction accuracy.

Calheiros et al. have presented the development of a cloud workload prediction module for
SaaS providers using the autoregressive integrated moving average (ARIMA) model [1].
This module uses ARIMA for future workload prediction, and it evaluates its accuracy
using real traces of web server requests. Additionally, they assess the impact of the
model’s accuracy on resource utilization efficiency and quality of service (QoS). Simulation
results indicate that our model achieves an average accuracy of up to 91 percent, resulting

in efficient resource utilization with minimal impact on QoS.
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2.6.2 Prophet

Prophet, a more recent addition to the forecasting toolset, was developed by Facebook’s
Data Science team. Prophet is expressly engineered for time series data that exhibits
robust seasonal patterns, which are frequently encountered in business applications. It
provides a number of benefits over conventional models, such as the capacity to man-
age missing data, the automatic detection of changepoints, and intuitive parameters for

modelling seasonality and vacations.

Daraghmeh et al. [86] employed the Facebook Prophet forecasting framework on Mi-
crosoft Azure VM workload to predict future resource utilization for running tasks. Their
research showed that using data preprocessing and transformation on real virtual machine
traces, along with an automatic model hyperparameter tuning process, can greatly im-
prove the accuracy of forecasts, with an average gain of over 85%. Moreover, cloud
providers can leverage their data center workload and utilize various forecasting models

to achieve significant improvements in cost-efficient resource management.

Chen et al. [87] have introduced Prophet, a method that accurately forecasts the perfor-
mance degradation of latency-sensitive applications on accelerators as a result of applica-
tion co-location. They conducted a real-world system investigation to analyse the perfor-
mance interference on accelerators and discovered that, in contrast to multicores, where
the primary contentious resources are shared caches and main memory bandwidth, the
primary contentious resources on accelerators are processing elements, accelerator mem-
ory bandwidth, and PCle bandwidth. In response to this observation, they developed
interference models that allow for precise prediction of processing elements, accelerator
memory bandwidth, and PCle bandwidth contention on actual hardware. Prophet can
accurately anticipate the performance degradation of latency-sensitive applications on
non-preemptive accelerators by employing a novel technique to forecast solo-run exe-
cution traces of the co-located applications using interference models. Prophet enables
them to identify ”safe” co-locations on accelerators, thereby enhancing utilization without

violating the QoS target.

2.6.3 RNN LSTM

Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM) networks are
effective tools for time series-based load prediction on hosts, offering enhanced capabilities
for capturing temporal dependencies in load data. RNNs are designed to handle sequen-
tial data by maintaining hidden states that carry information from previous time steps,

allowing the model to learn patterns and trends over time. However, traditional RNNs
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can struggle with long-term dependencies due to issues like vanishing gradients. LSTMs
address these limitations by incorporating gating mechanisms—input, forget, and out-
put gates—that regulate the flow of information and maintain long-term memory. This
makes LSTMs particularly well-suited for predicting future load demands, as they can
remember and utilize information from distant past data points. By analyzing histor-
ical load patterns, LSTMs provide accurate forecasts of future load, enabling efficient
resource management and optimization on hosts. Their ability to model complex tempo-
ral dynamics ensures that predictions reflect both short-term fluctuations and long-term

trends, leading to more effective load balancing and resource allocation strategies.

Nguyen et al. [88] have proposed a prediction method that is based on the Long Short-
Term Memory Encoder—Decoder (LSTM-ED) and is capable of predicting both the mean
load over consecutive intervals and the actual load multi-step in advance. By constructing
an internal representation of time series data, their LSTM-ED-based approach enhances
the memory capacity of LSTM, which is employed in the most recent previously published
work. They have conducted experiments using a 1-month trace of a Google data centre
with over twelve thousand machines to assess our approach. The experimental results
indicate that the LSTM-ED-based approach obtains a higher level of accuracy than other
previous models, despite the fact that multi-layer LSTM results in overfitting and a
decrease in accuracy when compared to single-layer LSTM, which was employed in the

previous work.

2.6.4 Convolutional LSTM

Convolutional LSTM (ConvLLSTM) networks offer a powerful approach for time series-
based load prediction on hosts by integrating convolutional layers with Long Short-Term
Memory (LSTM) units. This hybrid architecture effectively addresses the challenges of
modeling both spatial and temporal dependencies in load data. The convolutional layers
in ConvLSTM extract spatial features from sequential data, such as load patterns across
different servers or data center components, while the LSTM layers capture temporal de-
pendencies, learning from past load trends to forecast future demands. This combination
allows ConvLLSTM to analyze complex interactions between spatial and temporal factors,
resulting in more accurate and nuanced load predictions. By leveraging both spatial cor-
relations and temporal dynamics, ConvLSTM enhances the ability to optimize resource
allocation and manage computational resources efficiently, making it particularly useful
for environment where load patterns exhibit intricate spatial relationships and dynamic

changes over time [89].
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2.6.5 XgBoost

XgBoost, an advanced gradient boosting framework, is increasingly used for time series-
based load prediction on hosts due to its ability to handle complex and non-linear rela-
tionships in data. Unlike traditional time series models that focus solely on sequential
data, XgBoost leverages gradient boosting to combine the predictions of multiple weak
models, typically decision trees, to create a robust and accurate forecasting model. For
load prediction, XgBoost can effectively process features derived from historical load data,
such as time lags, rolling statistics, and external variables, to capture intricate patterns
and trends. Its regularization techniques help prevent overfitting, making it well-suited
for dynamic environment where load patterns can vary significantly. XgBoost refines
its predictions iteratively by fitting a series of trees that focus on the residual errors of
previous trees. This results in precise and reliable forecasts. This capability enhances
resource management by providing actionable insights into future load demands, leading

to improved efficiency and optimization in computational resource allocation [90].

2.6.6 Dynamic Linear Model (DLM)

DLMs are a versatile and effective approach for time series-based load prediction on hosts,
offering a probabilistic framework for modelling and forecasting temporal data. DLMs
extend traditional linear models by incorporating dynamic components that account for
changes in the underlying system over time. This allows them to adapt to evolving load
patterns and trends in a data centre or computing environment. By modelling the load
as a combination of latent variables and observable data, DLMs can capture both short-
term fluctuations and long-term trends, providing a comprehensive view of future load
demands. The flexibility of DLMs enables them to incorporate various factors, such as
seasonality and external influences, into the prediction process. This adaptability en-
hances their accuracy in forecasting future load requirements, leading to more efficient
resource allocation and optimization. Overall, DLMs offer a robust tool for managing
dynamic load environment by providing reliable and actionable insights into future com-

putational needs [91].
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Chapter 3
Research Methodology

The methodology employed to accomplish the thesis’s research objectives is the focus
of this chapter. Figure 3.1 illustrates that the methodology is divided into two compo-
nents: computationally intelligent approaches and requirement specifications. Require-
ment specifications encompass a comprehensive examination of a variety of Python pro-
gramming language libraries, from data generation to model construction. In the ML-
based approach, a variety of models were constructed independently using ML and DL

algorithms and subsequently combined to form an ensemble model.

‘ Research Methodology ‘

vy h 4
{Requirement SpeciﬂcationJ L Computational Intelligence J
; v I l
satt Requi ‘ ML/DL/Ensemble Approach Stochastic Approach
| Dataset Generation | —b‘ Solution By Reference
-—)| Hardware Requirements‘ Model

| DataPre-processing |
-—ﬂ Testing and Validation |
|  Model Training |

I 2

| Model Testing |
I 2
|Ensemble Model Building|

| validation |

Figure 3.1: Flow of Research Methodology to attain the proposed objectives

3.1 Requirement Specifications

To fulfill the thesis’s stated objectives, it is critical to understand the necessary specifica-
tions for both the hardware and software components. The specifications serve the same

purpose.
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3.1.1 Software Requirements
The following tools and libraries available in various programming languages are used:

e Python Libraries: A variety of Python open-source libraries were utilized to train,

test and validate the model. They are described as follows:

1. Pandas: Data science, statistics, and machine learning extensively employ
Pandas, an open-source Python-based data analysis and manipulation library.
It facilitates user-friendly manipulation of labelled and relational data by of-
fering flexible and efficient data structures, particularly data frames and eries.
Pandas enables users to effortlessly execute a diverse array of data operations,
including merging, reshaping, selecting, and cleansing datasets. It enhances
its capabilities for data analysis and visualisation by seamlessly integrating
with other Python libraries, such as NumPy, SciPy and Matplotlib.

2. NumPy: In Python, NumPy is a fundamental library for numerical com-
puting. It provides support for large multi-dimensional arrays and matrices,
along with a collection of mathematical functions to operate on these arrays
efficiently. Due to its powerful capabilities and ease of use, NumPy finds
widespread use in data analysis, machine learning, scientific computing, and
engineering. It forms the backbone of many other scientific libraries in Python,

such as SciPy, Pandas, and TensorFlow.

3. Matplotlib: It is utilized for the purpose of data visualisation, which is of
utmost importance in comprehending data distributions, trends, and mod-

els.performance.

4. Scikit-learn: This library provides a wide range of methods for machine
learning, making it adaptable and flexible. It include methods for validating

models,as well as algorithms for classification, regression, and clustering.

5. TensorFlow: Google developed TensorFlow, an open-source library for deep
learning and machine learning. TensorFlow stands out for its versatility and
ability to handle intricate computations. It is extensively employed in the

tasks of natural language processing and speech and image recognition.

6. Keras: An advanced neural network application programming interface( API)
was specifically created to facilitate and expedite the process of developing pro-
totypes. It serves as a platform for TensorFlow, simplifying the process.process

of creating deep learning models with its intuitive and modular design.
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7. Oracle VM virtualBox: The Oracle Corporation has developed VirtualBox,
a hypervisor for x86 virtualization that is both free and open-source. By
establishing and administering virtual machines (VMs), it enables users to
operate multiple operating systems concurrently on a single physical machine.
Each virtual machine (VM) has the ability to operate a distinct operating
system, including Windows, Linux, macOS, and others, without affecting the

host operating system.

8. OpenCV: For real-time computer vision and machine learning applications,
OpenCV is an open-source software library. It was initially developed by Intel
and is currently supported by Willow Garage and Itseez. The library includes a
comprehensive array of tools for object detection, feature extraction, machine

learning, and image and video processing.

e Containers are running on VMs/Hosts. Range of Various parameters used for VM

creation is described as:
— Number of CPU cores: 4-10
— RAM used: 1GB-6GB
— Disk Write Throughput(file size): 1GB-5GB
— Disk Size: 80GB

— Memory: 2048MB-8192MB

3.1.2 Hardware Requirements

Platforms used for dataset generation and implementation: The configurations of
the two platforms that are used for the generation of dataset and for the implementation

of the research work is described in the following Table 3.1.

Table 3.1: Platforms used in data set creation and experimentation

Platform 1 Platform 2
Processor-11th Gen INTEL(R) XEON(R)
Intel(R) Core(TM) CPU E5-2650 V2
i7-1165G7 @ 2.80GHz | @ 2.40GHZ

RAM 12GB RAM 16GB
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3.2 Computational Intelligent Approaches

Computational intelligence (CI) methodologies are a collection of techniques that imitate
natural processes and systems in order to address intricate problems that are challenging

for conventional computational methods.

Artificial intelligence, which is the term commonly used to refer to the intelligence of
computers, is the field of study in which computer machines are trained to learn and
behave in human-like ways. The learning experience is the focal point of the entire pro-
cedure. The process of constructing a computationally intelligent framework to achieve

the objectives is outlined below:

1. DataSet Generation: The dataset is generated by deploying a variety of virtual
machines in order to gain a deeper understanding of the host load. The dataset con-
sists of 10,000 recordings, each containing ten performance parameter values. RAM,
CPU cores, disk read/write throughput, disk size, and memory are all parameters
that are considered during the VM creation process. A variety of operational host
features are derived, such as CPU utilization, number of cores, RAM, allocated

memory, available memory, disk 1/0, and network 1/0.

2. Data Pre-processing: It was verified that all feature values were numeric and
that they were within a particular range before the dataset was processed. The
labelled encoding method was employed to replace any missing values with the
mean of the feature vector that corresponded to them, and non-numeric values
were converted to numeric values. Normalization, transformation, PCA, and outlier
removal are implemented subsequent to dataset generation. Data pre-processing
eliminates superfluous columns, including system, iowait, and memtotal, from the

dataset that is generated.

3. Features Selection: The term ”feature importance” denotes the process of select-
ing features from a given dataset that make the most significant contribution to the
classification of the trained dataset and the prediction of the objective variable. Py-
Caret is a Python library that specializes in automating machine learning processes
and procedures [92]. PyCaret is capable of assessing the importance of a feature.
PyCaret’s Feature Importance operation identifies the features that have the most
significant influence on the classification accuracy in the subsequent sequence. Once
we obtain the classification result, we can use the dataset to determine the signifi-
cance of the features. We must start by defining the optimal model, which we refer

to as the proposed ensemble model. The proposed model encompasses a variety of
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models, such as random forests. Random Forest generates the mode of classes or
the average prediction of individual trees by constructing a substantial number of
decision trees during the training process. By concentrating on the most informa-
tive characteristics, it is possible to gain insights into the dataset and improve the

model by comprehending the value of the dataset’s features.

. Machine Learning Model Building: ML is a subfield of artificial intelligence
that concentrates on the development of statistical models and algorithms. These
models enable computer systems to improve their performance on a specific task
by learning from experience or training on data. A variety of machine learning
models are employed to classify the workload on hosts as overloaded, underloaded,

or balanced.

. Deep Learning Model Building: Deep learning models’ ability to capture in-
tricate patterns and long-term data dependencies has led to their increasing popu-
larity for workload prediction on hosts. The capacity of Long Short-Term Memory
(LSTM) networks to manage time series data sets them apart. Compared to con-
ventional methods, these deep learning models provide substantial enhancements
in prediction accuracy, thereby facilitating improvements in computational system
optimization and resource management. Deep learning models ensure that predic-
tions incorporate both short-term fluctuations and long-term trends by utilizing
their capacity to model complex temporal dynamics. This enables more effective

resource allocation and load balancing.

. Ensemble Model Building: Ensemble learning is a machine learning technique
that enhances the accuracy and resilience of the overall prediction by integrating
numerous models. Ensemble learning can frequently outperform individual models
and decrease the probability of overfitting by combining the predictions of multiple
models. This study uses an ensemble learning model to predict host load. This
model combines the results of several deep learning and machine learning models,
such as ARIMA, ConvLLSTM, and DLM. This approach enhances the overall preci-
sion and consistency of host load prediction by leveraging the combined strengths

of numerous diverse models.

. Testing and Validation: Machine learning models, including those used to pre-
dict host load, undergo critical phases of testing and validation. Assessment of the
model’s performance on a distinct dataset that was not employed during the train-
ing phase is the essence of testing and validation. This facilitates the assessment
of the model’s ability to generalise and reliably predict the class labels of novel,

unobserved data. During the testing and validation phases, it is critical to ensure
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that the model does not excessively conform to the training data and can accurately
predict the class labels of novel, unobserved data. It is helpful in identifying any
deficiencies in the model and provides insight into areas that may require improve-
ment. The testing and validation process evaluates the model’s performance on a
unique dataset, thereby guaranteeing its effectiveness in generalising to new data
and its robustness. The dataset is frequently divided into two subsets: a training
set and a testing set, as part of the process of load prediction on hosts. The testing
set evaluates the model’s performance, while the training set instructs the model.
Accuracy, precision, recall, F1-score, and the area under the curve (AUC) of the re-
ceiver operating characteristic (ROC) curve are all utilized to evaluate the model’s

performance.

3.3 Summary

In order to optimize energy consumption, this chapter addressed the hardware, software,
tools, techniques, and approaches employed in the building and validation of models for

load prediction on hosts.
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Chapter 4
Multilevel Ensemble Model for Load Predic-

tion on Hosts in Fog Computing Environ-

ment

The purpose of this study is to address the issue of load balancing in fog computing,
which is crucial for maximizing resource utilization in response to the growing demand
for various loT applications. Fog nodes often become overloaded, necessitating effective
load balancing to achieve workload consolidation. This study aims to determine the load
on hosts using various parameters, including CPU utilization, the number of CPU cores,
RAM, memory allocated, memory available, disk 1/O, and network 1/0, to better under-
stand host workload.The proposed work involves detecting the load status of hosts using
an ensemble approach, categorizing them into three states: under-loaded, balanced and
overloaded. The study considers three case studies, executing varying numbers of virtual
machines (VMs) with different parameter combinations. Each case study executes a dif-
ferent number of VMs in parallel on two different platforms. Advanced machine-learning
models are employed to predict the load on multiple hosts. Models with higher accuracy,
based on performance evaluation criteria, are selected to construct an ensemble model.
The ensemble method is applied to address the worst-case scenario in model prediction.
For the selected case studies, the Random Forest model, Ada Boost Classifier, Gradi-
ent Boost, and Decision Tree models perform better than other models. The proposed
ensemble model outperforms these state-of-the-art predictive models, achieving an im-
proved accuracy of nearly 82% by correctly classifying hosts as overloaded, under-loaded

and balanced.

4.1 Overview

Mobile Internet, Cyber Physical Systems, along with the Internet of Things (IoT) have
empowered a multitude of entities, including individuals, machinery and objects, to es-
tablish continuous connections with the digital realm, irrespective of time or location.

Data is being generated in unprecedented quantities and variety [93, 94].
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(Cisco predicts that by 2023, the number of networked gadgets per user will increase from
2.4 in 2018 to 3.6. This surge will drive the total count of networked devices from 18.4
billion in 2018 to an estimated 29.3 billion by 2023. This proliferation in connected devices
corresponds to a remarkable surge in data generation rates. In a recent study including a
healthcare related IoT application, it has been found that thirty million people produce
25,000 data tuples per second collectively [95].

Given this tremendous data volume, the current processing and storage capacities fall
short of the demands. Conventional computing methods, including distributed computing
and cloud computing, struggle to cope with this data deluge. As a more pragmatic
solution, fog computing has emerged, bridging the gap between network edge devices and

centralized cloud centers to efficiently address these limitations [8].

Fog Computing is a middle man between the Internet of Things and the cloud that brings
information closer to the sensors [96]. Nevertheless, considering the increasing demand
for a variety of IoT applications, fog nodes frequently become overloaded, degrading the
response times of [oT apps with latency constraints and as a result, compromising users’

quality of experience [97].

Understanding workload characteristics and underlying data centers are critical for both
data center operators and fog service providers to sustain the adoption of fog data cen-
ters and increase data center operators’ ability to tune existing and build new resource

management approaches. The architecture of fog computing is shown in Figure 4.1.

Google Data Centers reportedly utilized an estimated 260 million Watts of electrical
power in 2013, accounting for one percent of global energy consumption [98]. A 2020
New York Times article states that data centers consumed around 1% of global electri-
cal output 2018. The inefficient use of hardware resources is the cause of high energy

consumption. Servers inactive can use up to 60% of their peak power [99, 100].

Virtualization capabilities, which were initially introduced by IBM in the early 1960s
as a transparent method to facilitate continuous and direct access to powerful comput-
ers by numerous users, represent a valuable method for addressing energy inefficiencies
[101].

This virtualization technique abstracts the physical resources that underlie a system,
thereby generating an integrated view of a resource pooling within fog data centers,
where a single server can accommodate multiple virtual machines. Virtualization pro-
vides several advantages for distributed systems, including increased resource utilization,

enhanced isolation, improved manageability, and heightened reliability [102].
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Figure 4.1: The Architecture of Fog Computing

It becomes crucial to assess the host’s workload to achieve effective workload consoli-
dation. This is useful when migrating containers from a particular virtual machine to
another in order to reduce the number of service level agreement (SLA) violations and

balancing of loads violations.

A novel framework has been developed to classify hosts into overloaded, underloaded and
balanced hosts. Then the process of workload consolidation in a fog environment is dis-
cussed by detecting overloaded hosts. Containers represent a groundbreaking innovation
in the era of cloud computing due to their lightweight nature, simplified configuration

and administration, and substantial reduction in startup times [103].
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Consequently, a diverse range of applications can be seamlessly executed within these
containers. To achieve this, we’ve employed Podman to run containerized applications
on VMs. We can run heavy applications through containers as these are lightweight. The

two platforms we have used are shown in Table 4.5.

We can efficiently run heavy applications through containers, such as applications related
to heavily loaded images due to high resolution. Containers are executed on the virtual
machines, created using the command line with various random parameters, including the
CPU, number of cores, RAM, memory allocated, memory available, disk Input/Output
and network I/O in order to understand the host workload better. Figure 4.2 shows the

container-based virtual machines.

VM1 M2 VM3

Container 1 Container 2 Container Container

App 1 App 2 App 3 App 4
Bins/Libs Bins/Libs Bins/Libs Bins/Libs

Podman Podman Podman

oS 0OS oS

Hyperviser

Physical Server

Figure 4.2: Container-based Virtual Machines (VMs)

In this work, own dataset is generated using various types of VMs. The entire dataset
is merged, after which machine learning models are applied to detect loads on multiple
hosts.

Several neural network-based methods for improving prediction accuracy have been pro-

posed. However, accuracy of these methods is insufficient and considers specific work-
load.

As shown in Figure 4.1 fog computing effectively bridges the gap between network gad-
gets at the network’s periphery and centrally located cloud computing facilities, emerges
as a simpler approach to manage these challenges. In our proposed work, a multilevel
ensemble model for classifying hosts as overloaded, underloaded, or balanced is presented.

Multiple features are extracted in the proposed work. All of the features utilized by the
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proposed model—including CPU utilization, number of cores, RAM, allocated memory,
disk I/O, available memory and network I/O are extracted from running hosts.The exper-
imental outcomes demonstrate that the performance of the proposed multilevel ensemble
model for prediction of load gives more accuracy as compared to existing state-of-the-art

approaches.

4.2 Materials and Methods

4.2.1 Parameters used for DataSet Generation

The dataset contains ten thousand records with eleven performance parameter values.
For predicting whether a host is overloaded, underloaded, or balanced, the total CPU
usage parameter is retained as the target variable, while the remaining variables in the
dataset serve as input for machine learning models. Each row of the dataset represents a

performance metric observation. Each row is formatted as follows:
1. CPU cores: The quantity of number of virtual CPU cores allocated.

2. user: The percentage of CPU consumption that happened while the user was exe-

cuting (application).

3. nice: Percentage of CPU utilization during user-level execution with pleasant pri-

ority.
4. Total Usage of CPU: in terms of percentage.

5. Ideal CPU: The percentage of time the CPU or CPUs were idle when no disk I/O

requests were pending.
6. Memory Total: the memory given to the system in terms of KB.
7. Memory free: the memory that is actively not used in terms of KB.

8. Memory available: An estimate of the amount of memory available to execute new

applications without swapping in additional KB.
9. Disk read/write throughput: in terms of KB/s.

10. Network received throughput: Received network throughput in terms
of MBITS/s.

11. Network transmitted throughput: Transmitted network throughput in terms of
MBITS/s.
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Table 4.1: Basic Statistics of various Features

Network Network . .
user | nice idle ﬁ(;:;leCPU transmitted | recieved cpu cores | MemTotal | MemFree | MemAvailable g;iilvlvgrlitpeut
Throughput | Throughput
CoV | 60.84 | 126.38 | 23.39 63.81 226.72 223.17 44.96 48.03 103.84 86.15 457.92
mean | 12.58 0.36 73.18 26.82 131.18 137.06 6.01 3690608.00 | 264915.80 1318698.00 0.18
std 7.65 0.45 17.11 17.11 297.42 305.87 2.70 1772700.00 275097.20 1136045.00 0.81
min 1.01 0.03 27.96 2.35 0.00 0.00 1.00 1026028.00 53468.00 21752.00 0.00
25% 6.43 0.12 62.16 14.09 14.10 14.00 4.00 1537580.00 101126.00 446484.00 0.00
50% | 11.59 0.20 81.07 18.93 19.10 18.80 7.00 4100348.00 | 139480.00 1127272.00 0.02
% | 17.13 0.29 85.91 37.85 23.45 23.20 9.00 4666636.00 298198.00 1616788.00 0.09
Table 4.2: Sample DataSet
. N cpy | Network Network CPU | Mem | Memory | Disk write
user | nice | system | iowait | idle Usage transmitted recieved cores | Free Available | throughput
Throughput Throughput
16.05 | 0.1 21.49 13.78 | 48.59 | 51.41 17.0 MBITS/SEC | 15.3 MBITS/SEC | 9 54756 | 37168 1.06206131
16.11 | 0.1 21.85 13.92 | 48.02 | 51.98 20.4 MBITS/SEC | 16.9 MBITS/SEC | 9 61428 | 47468 0.985242367
15.96 | 0.1 22.47 14.21 A7.27 | 52.73 12.7 MBITS/SEC | 10.3 MBITS/SEC | 9 54820 | 21752 0.130439281
15.82 | 0.1 23.05 14.45 | 46.58 | 53.42 11.3 MBITS/SEC | 11.2 MBITS/SEC | 9 55792 | 41660 0.442959309
15.58 | 0.09 | 24 14.65 | 45.68 | 54.32 16.3 MBITS/SEC | 16.8 MBITS/SEC | 9 53468 | 26824 10.23108006
19.2 | 0.32 | 15.92 1.76 62.79 | 37.21 25.1 MBITS/SEC | 20.0 MBITS/SEC | 4 514724 | 1415904 0.375194073
20.16 | 0.32 | 16.4 2.38 60.73 | 39.27 | 23.1 MBITS/SEC | 24.7 MBITS/SEC | 4 619868 | 1403036 0.002605438
22.34 | 0.3 18.25 2.87 56.24 | 43.76 23.4 MBITS/SEC | 19.8 MBITS/SEC | 4 188060 | 970992 0.495999813
226 |0.3 18.16 4.62 54.32 | 45.68 18.8 MBITS/SEC | 21.4 MBITS/SEC | 4 223156 | 1319912 0.70169425
29.94 | 0.23 | 25.14 6.64 38.04 | 61.96 22.7 MBITS/SEC | 11.9 MBITS/SEC | 4 708996 | 1570532 0.004311085
30.44 | 0.23 | 25.59 6.5 37.24 | 62.76 13.7 MBITS/SEC | 19.4 MBITS/SEC | 4 891736 | 1558736 0.625935555




Table 4.3: Range of various parameters used for VM Creation

SN Parameter Range
1 CPU cores 4-10
2 RAM (1-6GB)
3 | Disk Write Throughput(file size) (1-5GB)
4 Disk Size 80GB
5 Memory (2048-8192MB)

Basic features statistics are calculated for the statistical characterization, including the
min, the standard deviation (SDev), the mean and the unitless coefficient of variation
(CoV). Table 4.1 shows basic statistics of various features used in this work. Table 4.2

demonstrates the sample of the dataset used in the course of this work.

4.2.2 Dataset Generation using Modeling and Simulation

To better understand the workload of hosts, virtual machines are generated through the
command line through different random parameters. The proposed model targets a Con-
tainer as a Service (CaaS) environment where an application is executed on containers.
Various applications are running on the containers and containers are executed on these
virtual machines. A whole dataset is merged, a new dataset is generated and then a
set of machine learning models is applied to them to detect loads on various hosts. The
flow chart for creating VMs through the command line is shown in Figure 4.3. Table
4.3 below describes performance parameters and their range used for the construction of

VMs through the command line for this work.

4.2.2.1 Transformation of Data

Static thresholds T,; and T, are used to decide if a host’s load is overloaded, under-loaded

and balanced as shown in equation 6.18 respectively .

Owverloaded Uiy > Ty
HostStatus =  Underloaded if Ui < T (4.1)
Bualanced if Tu< Uiy < T

where, T7; and T, represents the overloaded and underloaded thresholds and Uy; ) is the
utilization of CPU of host i at a particular time t. The power consumption of the CPU
is considered to be a critical factor that exhibits the greatest variability in power usage
based on its utilization rate. CPU Utilization is considered a target variable, and the

CPU Utilization feature binning takes place. The transformation of the dataset is done
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Figure 4.3: Flow Chart of Data Generation

to label the data and classifies them into three classes: overloaded (O), underloaded (U)

and balanced (B). The sample of dataset transformation is shown in Table 4.4.

Table 4.4: Sample of DataSet Transformation

Total

Network Network

user nice idle CPU transmitted recieved cpu MemPFree Mel? Disk write Label
Usage | Throughput | Throughput cores Available | throughput
19.63 | 1.22 74.76 | 25.24 9.07 4.77 1 1430276 5860808 0.668997049 U
57.72 | 18.16 | 0.05 99.95 31.4 27.6 2 1048228 2578964 0.04445672 (0]
56.19 | 20.9 0.04 99.96 28.3 27.8 2 676580 2209468 0.374528646 O
25.18 | 0.97 68.5 31.5 43.5 46.4 3 546796 3116432 0.005527258 B
19.93 | 1.2 74.36 | 25.64 5.23 4.93 4 1406644 5900648 0.769234896 U
24.93 | 0.97 68.79 | 31.21 50.6 52.7 3 636200 3210656 1.203319788 B
24.85 | 0.97 68.89 | 31.11 45 49.7 3 674404 3250004 1.265292645 B
57.29 | 19.26 | 0.05 99.95 27.2 27.4 2 906184 2437896 0.002002001 (0]

4.2.2.2 Load prediction on Physical Machine

A virtual machine (VM) behaves like a physical machine (PM). So each VM has its CPU,

memory and bandwidth.The key component for estimating the energy consumption of

hosts is the CPU’s power consumption. CPU utilization presents the most significant

variance in power consumption concerning its utilization rate. CPU utilization is regarded

as a target variable. Load on the i® VM can be calculated using equation 6.21 as
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follows:

VMlioad = VMé’PU (4-2)

Determine the weight on the PM Since multiple VMs operate on each host. Thus, as
the equation 6.20 illustrates, the overall load on the PM equals the sum of all the VM

loads. .
" VM!
PMigad = Z —toad (4.3)

- n
=1

Where n represents the number of virtual machines on the mth host.

4.2.2.3 Service Level Agreement Metric

This effectiveness metric represents the mean percentage of service level agreement (SLA)
violations. It becomes relevant when virtual machines fail to obtain the requested re-
sources or when the shared host’s average computing capacity isn’t allocated to the
requested virtual machines, as discussed in [104]. This metric directly influences the
Quality of Service (QoS) level. Equation 6.19 outlines the calculation for the average
SLA violation as follows: :  RMAM;]
j=1" RM,
q

In this context, Agsr4 signifies the average unallocated VM Million Instructions Per Sec-

Agpa = (4.4)

ond (MIPS), which results in a decline in performance. RM represents the requested
MIPS by a VM, AM represents the MIPS actually allocated to the VM during its oper-
ation, and q signifies the total number of VMs.

4.2.3 Feature Importance

The term feature importance refers to the procedure of feature selection from a given
dataset that makes the greatest contribution to the classification of the trained dataset
and the prediction of the objective variable. PyCaret is a Python library [92] designed
for automating machine learning processes and workflows. PyCaret has the capability to
determine the significance of a feature. The Feature Importance operation of PyCaret
finds out the features that have the greatest impact on the accuracy of classification in

the following sequence.
e Generation of Dataset
o Multi-classification

e Selection of Relevant Features
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Feature Importance Plot
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Figure 4.4: Feature importance for the proposed work

Following the generation of the dataset, preprocessing is performed, including normaliza-

tion, transformation, PCA and outlier removal.

During data pre-processing, unnecessary columns such as system, iowait and memtotal
are removed as shown in Table 4.1. Further, the data is classified and as a result, we have
determined that the proposed ensemble model performs best with an average accuracy
of 82%. The feature importance can be derived from the dataset once the classification
result has been obtained. We must begin by defining the optimal model, which we refer to
as the proposed ensemble model. The proposed model includes various models including
random forest. Random Forest builds a large number of decision trees during training to
generate the mode of classes or the average prediction of individual trees. Understanding
the value of features of dataset helps to gain insights into the dataset and enhance the

model by focusing on the most informative characteristics.

It could improve classification problem feature engineering, model understanding and
feature selection decisions. Moreover, the model is plotted according to the importance
of the features on the basis of information gain theory. From the feature importance plot
as shown in Figure 4.4, we can conclude that with respect to the generated dataset, total

usage of CPU is the most important feature, followed by CPU cores and user.

4.2.4 Machine Learning Methods

Various machine learning models are used to classify load on hosts as overloaded, under-

loaded and balanced. The details of these models are given below:
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. A Random Forest Classifier: It is a method of supervised machine learning that
employs decision trees for various applications including classification, regression,
and others. Using a randomly chosen training dataset, the RF classifier generates a
set of trees of decision. Essentially, it is a collection of decision trees (DT) generated

by choose a random portion of the training set.

. Gradient Boosting Classifier: It is a sequential learning ensemble approach in which
the model’s efficacy increases over time. Using this method, the model is con-
structed successively. With the addition of each feeble learner, a new model is

developed, resulting in a more accurate estimation of the response of the variable.

. Decision Tree Classifier: A decision tree is a graphical representation resembling
a tree that models decision-making processes, including prospective outcomes, ex-
penses for inputs, and utility factors. This algorithm is relevant to both continuous
and categorical variables as outputs and lies under the category of trained learning
methods.

. Extra Tree Classifier: This class implements a meta-estimator that uses averaging to
improve predicted accuracy and prevent overfitting by fitting multiple randomized

decision trees to different sub-samples of the dataset.

. Ada Boost Classifier: It integrates multiple classifiers to increase classifier preci-
sion. AdaBoost generates a robust classifier by combining several underperforming
classifiers, resulting in an excessively accurate classifier. Its fundamental principle
is to establish the weights of classifiers and teach the data set in each iteration so

that accurate predictions can be made for out-of-the-ordinary observations.

. K Neighbors Classifier: The KN Classifier is one of the most fundamental algorithms
for classification in the field of machine-learning. Among the applications found in
the domain of supervised learning are pattern recognition, data extraction, and

intrusion detection. It makes no assumptions regarding data distribution.

. Linear Discriminant Analysis: LDA is a learning with supervision algorithm used
for solving classification issues in learning under supervision. It is a method for
determining the optimal method for classifying a dataset using a linear combination
of features. LDA functions by projecting the data onto a lower-dimensional space
that maximizes the separation of various classes. It determines the orientations in

the feature space that most effectively separate the various data classes.

. Light Gradient Boosting Machine: Gradient boosting and tree-based learning are
utilized by Light GBM. Unique algorithm Light GBM possesses multiple parame-
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10.

ters. The dataset is swiftly expanding. Traditional data science methods battle to
supply correct results. Light GBM manages large data sets with minimal memory.
Based on Ridge regression, the resulting Ridge Classification converts label data to
the interval [-1, 1] and employs regression to solve the problem. Using multiclass
data and multioutput regression, it selects the target class with the best value of

prediction.

Ridge Classifier: Derived from the Ridge regression approach, the Ridge Classifier
transforms label data into the range [-1, 1] and employs regression techniques to
address the problem. When dealing with multiclass data, It employs multioutput

regression and chooses the target class with the maximum predictive value.

Naive Bayes Classifier: The naive bayes model is constructed using the principle of
Bayes, creating a compilation of classification algorithms. It takes that each pair
of classified features has no relationship with the others, a foundational concept

shared by every algorithm in this family.

4.3 Methodology

The workflow of the present work is shown in Figure 4.5. The dataset is generated

using different numbers of VMs. The extracted feature vector is fed into the various

machine-learning models. Further, an ensemble model is proposed and the performance

is computed accordingly by predicting the load on the host.

Data generation using different
VMs

!

Machine Learning Models

|

Multilevel Ensemble Model

}

Classification of Load on Host

Figure 4.5: Flowchart of Proposed Scheme

4.3.1 Proposed Multilevel Model

The ensemble method is used to manage the model prediction’s worst-case scenario. The

current study concentrates on the model’s false and accurate predictions and a multilevel

ensemble model is used to deal with false and accurate predictions. As depicted in
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Figure 4.6, a total of seven models, including the RF Classifier, DT Classifier, Linear
Discriminant Analysis Classifier, NB, ET Classifier, KN Classifier, and Ridge Classifier,

are integrated to enhance accuracy.

Seventy percent (70%) of the dataset is used for training, while the rest of the thirty per-
cent 30% is reserved for testing. The proposed approach comprises three distinct phases,

each of which is explained below:

1
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Figure 4.6: Multilevel Ensemble Model

Phase I: The RF Classifier, DT Classifier, KN Classifier, and NB learned from
70% of the data set and generate predictions from 30% of the data.

Phase II: The Linear Discriminant Analysis model is trained using the inaccurate
predictions generated by two models, namely the Decision Tree (DT) and K Nearest
Neighbor Classifier in Phase I. Ridge Classifier model is trained using the inaccurate

predictions generated by two models, namely the RF Classifier and NB, in Phase I.

Phase III: The false predictions from Phase II are combined with the accurate
predictions from Phase I. This new combined dataset is used to train the Extra tree
classifier model, which makes conclusive predictions. This method refines accurate
and inaccurate predictions to produce a model proposal that is precise. The purpose
of incorporating accurate predictions into other models is to combat false-positive
results. The data is passed through seven models because, ideally, these models

will use the data to produce accurate and reliable results.

4.3.2 Case Study

Three types of cases are considered for evaluation: In different cases, there are different
numbers of virtual machines running in parallel and two types of platforms are used to
run these VMs. Oracle VM VirtualBox has been used to run these VMs. Each VM'’s
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dataset has 11 parameters: user, nice, system, iowait, CPU Usage, idle, write throughput,
memory-free and memory available etc. with CPU usage being the target variable. Table

4.5 provides an overview of three cases and the platforms used.

Table 4.5: Different Cases Considered for Evaluation

Case  Number of VMs
Study running in parallel

4 VMs (2 on Platform 1

Platform 1 Platform 2 Software
Processor-11th Gen INTEL(R) XEON(R)

Case 1 ) ) Intel(R) Core(TM) CPU E5-2650 V2 o R
and other 2 on 2nd Platform) 7-1165C7 @ 2.80GHz @ 2. 40GHZ Oracle VM VirtualBox,
Python(OpenCV)
Clase 2 6 VMs (3 on Platform 1
ase and other 3 on 2nd Platform) RAM 12GB RAM 16GB
Case 3 10 VMs (5 on Platform 1

and other 5 on 2nd Platform)

e Case 1: In the first case, four VMs run in parallel, two on the first platform and
two on the second. Table 8 shows the detailed comparison of different supervised
learning models with ensemble model proposed. The models have been compared
in various ways like without pre-processing and applying different pre-processing
methods on the generated dataset, like normalization, outlier removal, transforma-
tion, PCA and feature selection. When outliers are removed and the dataset is
normalized simultaneously, the RF, GBC classifier, AB and DT models perform
equally well.

e Case 2: In the second case, six VMs run in parallel, three on the first platform
and three others on the second. Table 9 shows the detailed comparison of different
supervised models with the ensemble model proposed. It has been observed that
normalizing the dataset enhances the accuracy of the model. Conversely, when

PCA is applied to the dataset, the accuracy of the model decreases.

e Case 3: In the third case, ten VMs are running in parallel, five on the first platform
and five others on the second platform. Table 10 provides a comprehensive com-
parison of various artificial intelligence models and the suggested ensemble model.
The performance of our proposed model is marginally superior to that of all other
models, with a maximum accuracy of around 82% after the normalization of the
dataset.

As previously stated, we have presented three cases. We have observed our pro-
posed model performance through different cases by increasing the number of VMs
in each case. As per our results, as shown in Tables 8, 9 and 10, it has been seen

that increasing the amount of VMs makes our proposed model work better.
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4.4 Model Evaluation

4.4.1 Evaluation Parameters

Various metrics, including feature importance, recall, precision, the F1 score, Kappa, and
accuracy, are employed to assess the model’s performance. This study comprehensively
evaluates all these parameters. To investigate the robustness of the proposed model,
repeated cross-validation with k folds is utilized. Below, we provide explanations for

these metrics:

4.4.1.1 Precision

It assesses the model’s ability to correctly predict true classes. Precision is determined
by dividing the count of true positive predictions by the total of true positive predictions
and fake positives. This precision calculation is based on a specific formula as shown in
4.5.

TP
p .. _ 4.
recision = o5 —p (4.5)

4.4.1.2 Recall

Recall quantifies the fraction of predicted positive classes. It is determined by dividing
the total number of true positive and deceptive negative events by the number of true
events that were positive. The formula for calculating the recall is shown in Equation
4.6.

TP

RGC(ZH = m—m (46)

4.4.1.3 F1l-score

It is a metric that represents the weighted average of recall and precision scores. It is
a value that ranges from 0, indicating the poorest performance, to 1, representing the
highest performance. The F1 score is a statistical measure that combines both precision
and recall to offer a complete assessment.The following Equation 4.7 is used to figure out
F1-Score:

2
F1 — score =

(4.7)

1 1
Precision + Recall )
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4.4.1.4 Cohen’s Kappa (Kappa)

It determines how accurate the model’s predictions are. The stronger the model, the lower
the Kappa value. The kappa statistic developed by Cohen is ideal for addressing multi-
class and unbalanced class problems. Cohen’s Kappa is calculated using the equation

4.8.
Do — Pe

1_pe

where p, represents the observed agreement and p, represents the anticipated agreement.

Kappa = (4.8)

It indicates by how much our classifier outperforms a classifier that makes random pre-
dictions based on the frequency of each class. Cohen’s Kappa is never greater than 1 or

equivalent to 1. Values of 0 or less signify an ineffective classifier.

4.4.1.5 Accuracy

Accuracy is a measure of the ratio of correct predictions. It is computed by dividing the
sum of true positives (TP) and true negatives (TN) by the total number of events. The

calculation of accuracy can be performed using either equation 4.9.

No. of true predictions

(4.9)

Accuracy =
Y= Total no. of predictions

4.4.1.6 Matthews correlation coefficient (MCC)

It accounts for true and false positives and negatives in machine learning and is widely
recognized as a metric that can be applied even when the class sizes vary. The MCC is
a correlation coefficient number between -1 and 1. A flawless forecast has a coefficient of
+1, while an average random forecast has a coefficient of 0 and an inverse forecast has a
coefficient of -1. Another name for the statistic is the phi coefficient. The MCC can be
determined using the following Equation 4.10.

(TP*TN)— (FPxFN)
V(TP + FP)TP+ FN)(TN + FP)(TN + FN)

MCC = (4.10)

4.4.1.7 Learning Curve

A learning curve is a visual representation of the relationship between a learner’s perfor-
mance and the amount of time necessary to complete an activity. The learning curve for

the proposed model is depicted in Figure 4.7.
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Figure 4.7: Learning Curve of Proposed Model

4.4.1.8 K-fold cross validation

Conducting extensive comparisons is a recommended practice for assessing the perfor-
mance of a model. One way to achieve this is by performing K-fold cross-validation
repeatedely, which involves executing K-fold validation multiple times or increasing the
number of comparisons, as discussed by Arlot and Celisse in [105]. Inside it, only K
comparisons are generated, with random data allocated for each iteration. This tech-
nique is employed to gauge the resilience of machine learning models. In our study, we
evaluate the robustness of the best prediction model through ten consecutive executions,

commonly referred to as 10-fold cross-validation.

4.4.2 Implementation

4.4.2.1 Algorithm

Algorithm 1 is used to program the proposed approach. The Load Prediction algorithm
provides a mathematical explanation for the phases of data processing and prediction.
The conventions used in the algorithm are shown in Table 4.6. The Load Prediction
Algorithm involved examining three case studies, each with a varying number of virtual
machines (VMs). For each VM, various features were extracted from the dataset. Next,
the dataset was transformed into three categories: overloaded, underloaded, and bal-
anced. Next, the data was divided, and K-fold cross-validation was conducted. There are
two segments in the dataset: the training set and the testing set. Seventy percent (70%)
of the data has been allocated for training the models, while the remaining thirty percent

(30%) is reserved for testing. The final step involves employing the ensemble model to
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obtain the end result.

4.5 Result Analysis, Comparison and Discussion

The performance is evaluated in three different case studies. All the models are evaluated

based on three parameters: accuracy, recall and precision.

Table 4.6: Conventions Used

Conventions | Description
i Number of cases
j The number of feature vectors
X, Y Input and output space
X,y Input and target vectors
n DataSet after preprocessing
nl, n2 Partitions of the data: Training and testing datasets i.e. nl and p2.
M Model Representation i.e., M: X->Y
Mg Represents the final multilevel ensemble model created
Frur Final output of ensemble model
e Acceptable error
Vin, VM Virtual Machine
TP True Positive
TN True Negative
FP False Positive
FN False Negative

In Case 1, it has been observed that after applying normalization to the dataset, the
accuracy of models is very similar to the performance of models without preprocess-
ing. However, the accuracy of models decreases after applying PCA to the dataset. NB
and KN classifier performance are low compared to all other models, even without pre-
processing and with preprocessing of models. However, our proposed ensemble model

performance is better than all the applied models.

It provides about 78% accuracy after simultaneously applying outlier removal and nor-

malization to the dataset. Table 4.7 displays the performance of different models.

In Case 2, it has been observed that the models’ accuracy increases after the dataset’s
normalization and the models’ accuracy decreases after applying PCA. NB, Linear Dis-
criminant Analysis, Ridge classifier and K neighbors classifier performance are low com-
pared to all other models when PCA is applied to the dataset. During the normalization
of the dataset, four models, the RF model, AB, GB and DT model, perform equally well.

However, our proposed ensemble model performance is better than these models, even
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Algorithm 4.1: Load Prediction Algorithm

BEGIN

for i=1 to 3, where i is the number of cases (Count of V,,,) do

foreach V,, = 1 to n, where n is the number of VMs in case i do

foreach V,,,3z; € V,, , where x; is collection of features do

Transformation of data using following equation.:

Overloaded if Uig > Ty

6 HostStatus =< Underloaded if Ui < Tu

Balanced —if Ty < Ugyy < Ty

oA W N R

7 end
8 end
9 end

10 Data Partition or split

11 K-fold validation (u;=random(u, fraction =0.70));
12 = p— [

13 1= Training Set

14 p2= Testing Set

15 FEREEREEEEDraining Models*****xxxx

16 My, for ke s. (s= My, My .... M,);

17 M, [X—> Y] : Mk[Xj -> yj], where (Xj, yj) € Werain
18 *¥*¥*¥* Ensemble and Testing Phase ******

)
19 Fgu(z;)= Meam(y;°) where ; € fhest
KA A A AAKAAK B Rabe *H*FFHH KK AR

20
21 Absolute(y;-y;’) = e;

_ TP+TN .
22 Accuracy = wporyrprEn
23 Precision = %;

24 END

without preprocessing and with preprocessing of models. Our proposed ensemble model
provides maximum accuracy of about 80% when applying outlier removal and normal-
ization simultaneously to the dataset. Table 4.8 displays the performance of different

models.

In Case 3, it has been observed that models perform more accurately after applying nor-
malization to the dataset. In this case, the RF, GB, AB and DT models perform more
accurately than all others. These models also perform better after applying the transfor-
mation to the dataset. NB, Ridge classifier, Linear Discriminant classifier and KN classi-

fier performance decrease after applying PCA and feature selection to the dataset.

In contrast to these other models, the performance of the suggested ensemble approach
is relatively preferable, achieving a maximum accuracy of around 82% after normalizing

the dataset. The performance of different models is shown in Table 4.9. Figures 4.9, 4.8
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and 4.10 illustrate the comparison of various models in terms of their precision, accuracy

and recall, respectively.

Comparison of Models based on Accuracy

PRILL0DLQ
oMb N®D

B Compare Models M Transformation
M Outlier Removal W PCA
M Feature Selection ® Outlier Removal + Normalization

m Outlier Removal +Normalization + Transformation

Figure 4.8: Different Models Comparison based on Accuracy

During the training process, it is possible for models to become biased. The SMOTE
algorithm can be employed as a means of addressing this particular issue. Another
issue that arises in machine learning is the problems of overfitting and underfitting. To
mitigate issues related to over-fitting and under-fitting, it is advisable to utilize cross-
validation and assess the model’s performance on an independent dataset. Consistent
high performance indicates that the model is not affected by over-fitting or under-fitting.
Overfitting arises when a model captures an excessive amount of information, whereas
underfitting occurs when a model lacks sufficient information.

During cross-validation, the model is repeatedly evaluated n times, and its accuracy
is measured accordingly. If the recorded accuracy exhibits significant fluctuations, the
model may suffer from issues such as overfitting, underfitting, or bias. In this study,
repeated K-fold cross-validation is employed to assess the reliability of the correctness of
the suggested model, hence demonstrating its resilience against potential issues [105]. The
suggested model exhibits a lack of over-fitting, under-fitting, and bias-related concerns.
Furthermore, the results of the suggested model demonstrate a significant improvement

compared to existing methodologies.
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Comparison of Models based on Precision
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Figure 4.9: Different Models Comparison based on Precision

Comparison of Models based on Recall
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Figure 4.10: Different Models Comparison based on Recall
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Table 4.7: Detailed Comparison of Models of Case 1

Compare Models Normalization Transformation Outlier Removal PCA Feature Selection Outlier Removal + Normalization | Outlier + Normal + Transformation
Model Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. Accuracy | Recall | Prec.
dt Decision Tree 0.760 0.758 ] 0.734 0.759 | 0.758 | 0.754 0.756 | 0.726 0.724 ] 0.731 | 0.666 0.649 | 0.623 | 0.763 0.768 | 0.758 0.774 | 0.7 0.742 0.723 ] 0.735
ada Ada Boost 0.758 0.758 | 0.734 0.758 | 0.758 | 0.754 0.755 | 0.726 0.725 ] 0.731 | 0.65 0.63 0.642 | 0.763 0.768 | 0.758 0.763 | 0.7 0.742 0.723 | 0.735
ghe Gradient Boosting 0.758 0.759 | 0.730 0.757 | 0.756 | 0.754 0.755 | 0.726 0.725 | 0.731 | 0.639 0.633 | 0.649 | 0.763 0.764 | 0.758 0.763 | 0.756 0.742 0.723 | 0.735
rf Random Forest 0.758 0.757 ] 0.734 0.757 ] 0.758 | 0.753 0.755 | 0.725 0.728 ]0.731 | 0.65 0.621 | 0.650 | 0.763 0.768 | 0.758 0.763 | 0.758 0.739 0.723 1 0.735
lightgbm | Light Gradient Boosting 0.752 0.753 | 0.752 0.741 ] 0.755 | 0.748 0.749 | 0.721 0.718 ]0.625 | 0.633 0.615 | 0.653 | 0.757 0.761 | 0.763 0.758 | 0.749 0.720 0.740 ]0.724
et Extra Trees 0.732 0.734 ]0.733 0.728 | 0.737 | 0.743 0.746 0.713 | 0.718 | 0.628 0.619 | 0.622 | 0.741 0.710 | 0.763 0.752 | 0.742 0.705 0.736 | 0.716
Ida Linear Discriminant Analysis (LDA) | 0.721 0.663 | 0.714 0.685 | 0.718 | 0.747 0.721 0.708 | 0.709 | 0.515 0.489 | 0.586 | 0.736 0.701 | 0.710 0.724 ] 0.734 0.704 0.710 ]0.713
ridge Ridge Classifier 0.648 0.534 | 0.645 0.726 | 0.732 ] 0.727 0.740 0.676 | 0.658 | 0.544 0.506 | 0.577 | 0.724 0.708 | 0.748 0.720 | 0.719 0.687 | 0.693
knn K Neighbor Classifier 0.508 0.485 | 0.515 0.683 | 0.708 | 0.716 0.740 0.614 | 0.645 | 0.529 0.497 | 0.574 | 0.815 0.642 | 0.713 0.723 | 0.720 E 0.689 | 0.694
nb Naive Bayes 0.355 0.423 | 0.415 0.711 ] 0.715 | 0.716 0.722 0.509 | 0.601 | 0.461 0.327 | 0.481 0.646 | 0.727 0.717 1 0.7117 0.686 0.672 | 0.676
Proposed Model 0.760 0.771 ]0.772 0.768 | 0.771 | 0.763 0.775 0.735 | 0.747 | 0.677 0.659 | 0.631 0.793 | 0.780 0.773 ] 0.782 0.754 0.753 | 0.749

Table 4.8: Detailed Comparison of Models of Case 2

Compare Models Normalization Transformation Outlier Removal PCA Feature Selection Outlier Removal 4+ Normalization | Outlier + Normal + Transformation
Model Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. Accuracy | Recall | Prec.
dt Decision Tree 0.799 0.790 0.796 | 0.793 | 0.763 0.784 [ 0.795 | 0.776 0.774 ] 0.781 | 0.666 [ 0.683 | 0.783 0.786 | 0.788 | 0.794 0.793 | 0.795 0.782 0.773 ] 0.785
ada Ada Boost 0.785 0.789 0.790 | 0.793 | 0.784 0.771 ] 0.785 | 0.766 0.785 | 0.780 | 0.652 0.682 | 0.780 0.781 [ 0.786 | 0.734 0.763 | 0.795 0.732 0.773 ] 0.785
ghe Gradient Boosting 0.786 0.780 0.793 | 0.742 | 0.754 0.734 [ 0.705 | 0.776 0.742 ] 0.781 | 0.609 0.642 | 0.787 0.783 | 0.781 | 0.799 0.773 ] 0.745 0.762 0.783 | 0.780
rf Random Forest 0.796 0.796 0.798 | 0.790 | 0.794 0.795 | 0.776 0.774 | 0.781 | 0.650 0.652 | 0.783 0.786 | 0.788 | 0.794 0.793 | 0.795 0.782 0.773 ] 0.785
lightgbm | Light Gradient Boosting 0.772 0.734 0.724 | 0.768 0.749 | 0.770 0.768 | 0.676 | 0.633 0.653 | 0.778 0.782 | 0.787 0.788 ] 0.789 0.771 0.751 | 0.775
et Extra Trees 0.772 0.774 0.777 | 0.783 0.786 | 0.764 0.763 | 0.769 | 0.628 0.642 | 0.761 0.754 0.782 ] 0.799 0.759 0.746 | 0.766
Ida Linear Discriminant Analysis (LDA) | 0.724 0.703 0.767 | 0.772 0.780 | 0.721 0.739 | 0.788 | 0.550 0.586 | 0.745 0.714 § 0.764 | 0.775 0.753 0.740 | 0.762
ridge Ridge Classifier 0.680 0.588 0.776 | 0.768 0.783 | 0.701 0.716 | 0.708 | 0.544 0.577 | 0. 0.697 | 0.708 | 0.759 0.766 0.742 0.717 ] 0.753
knn K Neighbor Classifier 0.558 0.515 0.759 | 0.767 0.771 | 0.666 0.664 | 0.685 | 0.528 0.573 | 0.850 0.650 | 0.662 | 0.753 0.760 0.737 0.719 | 0.745
nb Naive Bayes 0.405 0.453 0.750 | 0.755 0.761 | 0.601 0.559 | 0.642 | 0.461 0.480 | 0.594 0.556 | 0.647 | 0.747 0.757 0.736 0.732 | 0.746
Proposed Model 0.80 0.811 0.815 | 0.803 0.815 | 0.785 0.786 | 0.798 | 0.676 0.691 | 0.790 0.797 ]0.803 | 0.801 0.827 0.794 0.785 ] 0.796

Table 4.9: Detailed Comparison of Models of Case 3

Compare Models Normalization Transformation Outlier Removal PCA Feature Selection Outlier Removal 4+ Normalization | Outlier + Normal + Transformation
Model Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. | Accuracy | Recall | Prec. Accuracy | Recall | Prec.
dt Decision Tree 0.798 0.790 | 0.789 | 0.799 0.813 | 0.815 | 0.786 0.767 | 0.786 | 0.772 0.770 | 0.783 | 0.669 0.681 | 0.782 0.785 ] 0.780 | 0.791 0.773 ] 0.784 0.746 0.713 ] 0.745
ada Ada Boost 0.789 0.788 | 0.790 | 0.812 0.810 | 0.814 | 0.769 0.790 | 0.786 | 0.705 0.715 | 0.782 | 0.650 0.650 | 0.788 0.784 [ 0.781 | 0.748 0.797 ]0.784 0.781 0.713 | 0.705
ghc Gradient Boosting (GBC) 0.792 0.763 | 0.785 | 0.800 0.799 | 0.812 | 0.776 0.787 | 0.798 | 0.756 0.775 | 0.781 | 0.650 0.602 | 0.783 0.786 | 0.708 | 0.794 0.798 | 0.775 0.783 0.773 ] 0.785
rf Random Forest 0.789 0.785 | 0.787 | 0.790 0.791 | 0.769 | 0.790 0.779 [0.729 | 0.767 0.747 ] 0.780 | 0.659 0.699 | 0.753 0.744 0.768 | 0.774 0.783 | 0.725 0.702 0.763 | 0.775
lightgbm | Light Gradient Boosting 0.782 0.780 | 0.798 | 0.774 0.781 | 0.775 | 0.769 0.764 | 0.798 | 0.750 0.784 | 0.762 0.643 | 0.718 0.788 | 0.771 | 0.758 0.727 | 0.769 0.719 0.720 | 0.785
et Extra Trees 0.777 0.742 ] 0.782 | 0.777 0.781 | 0.780 | 0.785 0.773 [ 0.786 | 0.764 0.765 | 0.769 0.641 | 0.761 0.754 [ 0.770 | 0.788 0.782 ] 0.789 0.759 0.746 | 0.766
Ida Linear Discriminant Analysis (LDA) | 0.749 0.719 |0.728 | 0.763 0.764 | 0.768 | 0.770 0.726 | 0.767 | 0.742 0.731 ] 0.745 0.586 0.755 | 0.761 | 0.771 0.765 | 0.774 0.754 0.740 | 0.762
knn K Neighbor Classifier 0.750 0.753 | 0.758 | 0.672 0.649 | 0.685 | 0.769 0.760 | 0.762 | 0.701 0.712 ] 0.718 0.550 0.783 | 0.728 | 0.752 0.740 | 0.763 0.724 0.720 | 0.754
ridge Ridge Classifier 0.739 0.735 | 0.747 | 0.662 0.642 | 0.686 | 0.744 0.732 ] 0.741 | 0.661 0.662 | 0.684 0.573 0.650 | 0.662 | 0.752 0.743 ] 0.720 0.737 0.759 | 0.745
nb Naive Bayes 0.718 0.732 | 0.749 | 0.590 0.549 | 0.626 | 0.742 0.753 | 0.749 | 0.600 0.558 | 0.641 0.480 0.558 | 0.647 | 0.748 0.757 | 0.759 0.738 0.712 ] 0.776
Proposed Model 0.802 0.804 | 0.805 | 0.821 0.824 | 0.812 | 0.816 0.801 | 0.807 | 0.784 0.784 ] 0.792 0.696 0.796 | 0.798 | 0.804 0.803 | 0.806 0.790 0.781 ] 0.794




4.6 Summary

This work introduces an innovative reliability framework that encompasses multiple
phases of implementation, beginning with the generation of virtual machines via the
command line with multiple random settings, followed by the generation of datasets,
machine learning techniques, and result analysis. All models are evaluated for their pre-
cision, recall, and accuracy. A total of ten machine learning models were employed in
order to construct an ensemble model, which ultimately yielded optimal and accurate
results for the classification of host loads. It has been observed that applying normaliza-
tion to a dataset improves the performance of models. Four models, the RF, AB, GB,
and DT models, performed equally well in all three case studies during normalization
of the dataset. However, compared to these models, our proposed ensemble model per-
forms marginally better, with an accuracy of approximately 82%. The robustness of an

ensemble model was then evaluated using the 10-fold cross-validation method [105].
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Chapter 5

Migration of Containers on the Basis of Load
Prediction with Dynamic Inertia Weight based
PSO Algorithm

The purpose of this study is to address the critical challenge of reducing energy con-
sumption in a fog environment with limited resources through effective virtualization
techniques. Service providers are increasingly tasked with managing energy usage effi-
ciently, especially due to the high computational overhead of existing virtualization meth-
ods, which may not be optimal for minimizing energy consumption in fog devices. With
the growing popularity of containers for encapsulating fog services, this study investigates
their potential to address energy efficiency issues. The proposed work utilizes an ensemble
model for load prediction on hosts, classifying them as overloaded, underloaded, or bal-
anced. A container selection algorithm is employed to identify containers for migration
from overloaded hosts. Additionally, an energy-efficient container migration strategy,
facilitated by a dynamic inertia weight-based particle swarm optimization (DIWPSO)
algorithm, is introduced to meet resource demands. This approach involves migrating
containers from overloaded hosts to balance the load and reduce energy consumption at
fog nodes. Experimental results demonstrate that this method achieves load balancing
with lower migration costs. The proposed DIWPSO algorithm significantly reduces en-
ergy consumption by 10.89% through container migration. Furthermore, compared to
other meta-heuristic solutions such as PSO (Particle Swarm Optimization), ABC (Artifi-
cial Bee Colony), and E-ABC (Enhanced Artificial Bee Colony), the DIWPSO algorithm

exhibits superior performance across various evaluation parameters.

5.1 Overview

The Internet of Things (IoT), electronic systems and mobile internet have made it possible
for numerous people, devices and objects to be connected to the information space at
any time and from any location. Data is being produced in quantities and varieties never
before seen [93, 94].
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(Cisco projects that there will be 3.6 networked devices per person in 2023, up from 2.4 in
2018. There will be 29.3 billion devices with networks in 2023, compared to 18.4 billion in
2018. In tandem with the exponential growth of data volume, the rate of data production

is accelerating.

This entire produced data is not useful. Only some of the collected data is useful to
consumers. By implementing data processing at the network’s interface, only critical and
significant information can be transmitted to the cloud server, resulting in a substantial
reduction in computational expenses. Both edge computing and fog computing are dis-
tinguished by the fact that they relocate data processing in closer proximity to the origin
of the generated data. Its primary objective is to decrease the volume of data that is
transmitted to the cloud server. It reduces the system’s latency, improving its response
time. Thus, by bringing data processing closer to the source, industries are enhancing
security, as sending all data over the Internet is no longer necessary. Figure 4.1 depicts

the layered architecture of fog computing [106].

Fog computing is an intermediate layer between the Internet of Things and cloud comput-
ing layers, bringing information closer to the sensors. VM technology bases a significant
portion of the current cloud infrastructure and fog computing. Cloud providers deliver
these services in the form of VM images, which may contain resources of different volumes

and configurations [107].

Recently, VM technology has been indispensable to cloud computing. A novel cloud
technology has emerged that operates on containers, providing a highly adaptable and
effective method for distributing energy-efficient resources. The acquisition of container-
based virtualization has risen by twofold since 2017 due to the rapid development of
Docker, Podman, and rkt (a containerisation platform that packages the application and
all of its dependencies in the form of a container to ensure that the application operates

seamlessly in any environment) [67].

In contrast to alternative paradigms like virtual machines, containers offer several ben-
efits, including rapid deployment, efficient use of resources, and minimal administrative
expenses [108]. Additionally, container migration can be employed to optimize resource
utilization and service provision, much like virtual machines. The majority of the current
study is devoted to VM consolidation [109].

Traditional virtualization technologies may incur quite high management expenses in
Fog computing scenarios [96]. One potential remedy to this issue is the Linux Container,
which is a lightweight virtualization technology [110]. The container consolidation prob-

lem has not been thoroughly investigated as it pertains to a novel technology [111].
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Containers can be considered a new revolution in the cloud era since they are lightweight,
easier to configure and manage, and can considerably decrease start-up time [112]. The
increased popularity of containers is due to their low cost and energy efficiency [53],
[113]. Various types of applications are run on these containers. Podman is utilized to
run containerized applications on VMs. Heavy applications can be run through contain-
ers because of their lightweight nature. Numerous applications have been run through
containers, including those related to heavily loaded images, due to their high resolution.

The architecture of container-based VMs is shown in Figure 4.2 [114].

Augmented service Augmented
Reality(AR) miaration Reality(AR)
Services Services

Fog node 2

Fog node 1

Fog node 3

user
movement

AR Device AR Device

Figure 5.1: Use case of Container Migration in Fog Computing (Mobility Support)

5.1.1 Migration of Containers in a Fog Environment

In contrast to cloud-based environment, the migration of containers is influenced by many
factors in a fog environment. Wide area network (WAN) interconnection, total migration
time, and heterogeneity of nodes occur when the cloud is extended to the network’s
periphery. In an industrial setting, personnel employ portable augmented reality (AR)
devices, including smart eyewear and tablets, to acquire up-to-date information pertaining
to products, instructions, and other pertinent subjects. Augmented reality (AR) devices
employ fog computing to augment images while maintaining a constrained low latency,

thereby eliminating the need for their ofloading to the cloud.

As depicted in Figure 5.1 [115], load-balancing policies that optimize resource utilization
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in the fog computing environment and monitor the ongoing fulfilment of application re-
quirements may be enforced via migration between distinct fog nodes or hosts. In this
hypothetical scenario, an operator is examining a production facility while using intelli-
gent eyewear that provides instantaneous data regarding the condition of the equipment.
The migration of the augmented reality (AR) service is required in this instance to guar-
antee the accumulation and analysis of images in a timely and uninterrupted manner.
To mitigate service degradation, it is imperative to devise an algorithm that effectively
manages load distribution on fog infrastructure by discerning the optimal moment to

transfer services from a fog node that is excessively encumbered to another.

As container migration within the context of fog computing demonstrates enhanced func-
tionality, its advantages will grow [116]. By migrating fog hosts, the implementation of
load-balancing policies enables the continuous optimization of resource utilization in the
fog environment. The issue at hand may be mitigated through the implementation of an
appropriate migration strategy that transfers the overloaded workload from a fog node to
additional hosts. Through the implementation of an adaptive energy-aware computation
outsourcing technique, fog and cloud systems can experience a significant reduction in

their overall energy consumption.

5.2 System Model

This section demonstrates a system model for container management and load balancing
on the hosts. The system model is summarized in Figure 5.2. We proposed a method for
managing containers on the hosts to facilitate load balancing and to establish a mapping
between the containers and the hosts. Containers are running on various hosts. The run-
ning information of hosts is collected, and a dataset is generated using this information,
which is shown in Table 6.4.

The proposed ensemble model for load prediction is trained using this generated dataset.
We assume that the resource requirements of containers for application requests vary
significantly across various time slots. For instance, container 1 is accommodated on
PM1, container 2 on PM2 and container 3 on PM2 in Figure 5.2. When the hosts
become overloaded, it is necessary to migrate the containers between hosts in order to

balance the load on hosts and complete the resource requirements of containers.

The container selection algorithm is used to select the containers with maximum RAM
and CPU usage from overloaded hosts. Finally, a decision system based on dynamic
inertia weight-based PSO migrates the containers from an overloaded host to another

host. For instance, container 3 is migrated from PM2 to PM1 in Figure 5.2 when PM2
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becomes overloaded.

Migration of Container 3 from
overloaded host PM 2 to PM 1

Send Running Send Containers
Information of Migration
Hosts Decision
{ - . 1
osts - - coi
. - . Selection of containers Decision System
PMs Information Workload prediction Ciassification , from based on dynamic

using Ensemble
Maodel

" overloaded/underloaded inertia weight

Collection f
hosts PSQ

Figure 5.2: System Model

We consider a number of hosts, H = {hy, hg, hs,....... h;}, j € N, where the host h; €

hosts is characterized by the CPU capacity of host h]CP Y and memory capacity thM A

set of containers is considered as C = ¢y, ¢, c3,.....c;, ¢; € m, where the container ¢; €
CPU

C is characterized by CPU utilization of container ¢;"~, memory utilization of container

cFAM the amount of data transmitted c*® and image size of container cﬁmg . 'To indicate
whether a container is placed on a specific host, a set of binary variables is defined as
X=ux;;, where x; ; = 1, which represents that the container ¢; is deployed on host h;;

otherwise, z; ; = 0.

5.2.1 Load Balancing Model

In order to prevent hosts from becoming overloaded or underloaded, container placement
and migration can be implemented across the hosts, considering that the load on each host
could be different. An overview of the notations of the variables is presented in Table

5.1. Prior to assessing the load of hosts, the load of containers is evaluated as shown
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in Table 5.2. Each host and container consume a unique quantity of system resources.
cPU RAM

The memory and CPU utilization requirements of a container ¢; are c; and c;**",
respectively, where i = 1, 2,....m and ¢; € C. Let hfp U and thM represent the current
CPU and memory load of the host h;. It is assumed that the load on the host h; and
container ¢;is determined by the utilization of the CPU and memory, as expressed by the

equations 5.1 and 5.2, respectively.
Ly, = h{PV 4+ pftAM (5.1)
Le, = ¢§PV 4 cFAM ¢ c C (5.2)

The containers that are deployed on host h; determine the load of that host Lj . After

placing container ¢;, the total load of host h; can be described using equation 5.3.

Ly, =Ly, + Y Le,hj € Hosts (5.3)

c;eC

The average load of hosts is calculated using equation 5.4.

N 1 PU | .RAM
Load = N Z Z(th 4 (cFPY  cRAMY) (5.4)

hjeHosts c;eC

The main aim is to minimize the load imbalance. The load balance among the hosts can

be given by equation 5.5.
N _
Lh- — LOGd)2
Lbal — ( J 55
> (5.5)

J=1

where N is the total number of hosts and Load is the mean load of all the hosts.

5.2.2 Cost of Container Migration

In order to calculate the cost of container migration, the duration of the container’s
migration is taken into account; this duration is primarily determined by the volume of

data and the transmission speed of the container from one host to another.

szg + C;iata

MY — 5.6
‘ NetworkBandwidth(N B) (56)
where ¢4 represents the information that needs to be transmitted to other host in order

to execute the application within the container ¢;. Since the container migration can be

performed at the same time, the migration time of all hosts N can be determined by the
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Table 5.1: Notations of the variables used in proposed algorithms

Symbol | Definitions

i CPU Utilization of the 4, container ¢;
cFAM Memory Utilization of the 4, container ¢;
hEPU CPU Utilization of the j, host h;
htAM Memory Utilization of the jy, host h;
H Hosts
N

C

m

Licst

The number of Hosts

Containers

The number of Containers

Variable used to maintain the list of hosts

Romin Host with minimum load

Binary variable represents whether ;, container

Yij ¢; on the j;, host should be migrated or not
Load Mean load of all the hosts

Lbdl Load balance among all the hosts

Ly, Load on the j;;, host h;

L., Load on the iy, container ¢;

maximum one, i.e.,

™% = maé({zfﬁTiMig} (5.7)
c; €

where zf 7 represents that the container ¢; is migrated from host h; to host h;.

5.2.3 Problem Definition

The problem formulation for container management is as specified below. The first step
involves conducting an evaluation to determine whether the host is in a balanced or
overloaded state. The migration of containers from one host to another becomes necessary
if the hosts become overloaded. The primary objective is to reduce the load imbalance and

migration costs of containers. The optimization issue may be expressed as follows:

min f = oM + gL (5.8)
man( L"), (5.9)
sty wiyel™V < HIPY YN (5.10)
ceC
3 ageM < HAM YN (5.11)
c,eC
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D @i (™ + ety < HI'T YN (5.12)

c,eC

> =1V (5.13)

h;€Hosts

In Equation 5.8, a + f = 1, where « is the weight of migration time and [ is the
weight of load imbalance. The capacity constraints of the CPU, memory, and storage
are represented by equations 5.10, 5.11, and 5.12, respectively. A container needs to be

placed on a host, as indicated by equation 5.13.

5.3 DataSet and Methods

This section provides an overview of the generated data set and describes the method-

ologies utilized in the proposed work.

5.3.1 DataSet

To develop a deeper comprehension of host workload, the dataset is generated by de-
ploying ten VMs. These machines were configured with varying randomized parameters,
including CPU usage, core count, RAM, allocated and available memory, disk I/O and
network 1/O. The range of parameters utilized to construct the VMs is detailed in Table
4.3. Furthermore, Table 6.1 provides insights into the platform and software used to
generate the dataset, as well as for experimentation purposes.

The proposed model has been developed for a container-as-a-service (CaaS) environment
where applications run on containers. On VMs, these containers execute various types of

applications. Table 6.4 illustrates sample of the generated dataset.

5.3.2 Proposed Approach

Our framework consisted of a different number of phases for addressing the issue of

energy-efficient container consolidation:

e To predict the load on the host, an ensemble model is utilized, which classifies the

hosts into three categories: overloaded, underloaded and balanced.
e The situation of container migration from one host to another is identified.
e To address the issue, the containers that are needed to be migrated are selected.

e The determination of the destination host for the migration of containers using the

proposed dynamic inertia weight-based PSO.
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Figure 5.3: Proposed approach for load balancing using container migration

The proposed methodology for load balancing using container migration is illustrated
in Figure 5.3. Numerous applications related to IoT devices, such as smart surveillance
systems and healthcare monitoring applications, including video processing and object

detection, are executed in the form of containers using podman on hosts.

Table 6.4 shows a snapshot of the generated dataset. The generated dataset included
ten performance parameters that provide running information about the hosts. After
that, different pre-processing methods are applied to the generated dataset, like nor-
malization, outlier removal, transformation, Principal Component Analysis(PCA) and
feature selection. An ensemble model is proposed for load prediction, and it is trained
using the generated dataset. This ensemble model classifies hosts as either overloaded,
underloaded, or balanced. A container selection algorithm is employed to prioritize con-
tainers with the highest CPU and RAM utilization for migration from overloaded hosts

to another host.

Table 5.2 contains the container running information. Finally, we implemented the pro-
posed dynamic inertia weight-based PSO algorithm to migrate the containers from over-
loaded hosts to other hosts, thereby achieving load balancing and reducing the host’s

energy consumption.

5.3.2.1 Detection of load on the host

Various machine learning models are employed to categorize host load as overloaded,

under-loaded, or balanced. The ensemble method is employed to address the model pre-
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Table 5.2: Running Containers with Memory and CPU Information

D NAME CPU % | Mem_Usage/Limit | MEM% | PIDS | CPU TIME | AVG CPU%
0c09145d6b25 | confident_blackburn | 26.27% 1.819GB / 5.453GB | 33.36% 6 1m49.77232s | 20.95%
0£39¢17f2b74 | recu_chandrasekhar | 0.75% 589.8kB/5.453GB 0.01% 1 54.765295s 5.86%
1d6e70a47630 | thirsty_wing 0.72% 798.7kB/5.453GB 0.01% 1 9.197809s 1.72%
2af6d885dcf2 | cool_galileo 2.47% 2.122MB/5.453GB | 0.04% 1 42.553347s 8.66%
6bfc72873¢57 | funny_blackwell 28.42% 701.3MB/5.453GB | 12.86% 6 3mb59.594865s | 25.46%
86244572dfc6 | sweet_khayyam 2.51% 9.286MB/5.4563GB | 0.17% 1 2m20.444696s | 16.01%
95a50bfad72d | bold_dubinsky 0.32% 630.8kB/5.453GB 0.01% 1 31.171776s 3.18%
a70b3d382d10 | zen_shaw 21.86% 10.96MB/5.453GB | 0.20% 1 5.051081s 0.91%
belcd1023936 | magical_almeida 26.62% 24MB/5.453GB 0.44% 1 1m45.463995s | 20.84%
{d645e6f06e8 | stoic_almeida 33.64% | 1.153GB/5.453GB | 21.14% |6 2m8.105746s | 23.49%

diction in its worst-case scenario. The development of a multilevel model to account for
both accurate and inaccurate predictions. As depicted in Figure 5.3, seven models—
RF Classifier, DT Classifier, Linear Discriminant Analysis Classifier, NB, ET Classifier,
KN Classifier, and Ridge Classifier are combined to improve accuracy. The training set
utilizes 70% of the dataset, while the testing set is allocated 30%. The proposed model
consists of three distinct phases, each of which is described in detail below :

Phase I: In this phase, 70% of the dataset is used to train the RF Classifier, DT Clas-
sifier, KN Classifier, and NB, which generate predictions using the remaining 30%.
Phase II: It involves training the linear discriminant analysis model using the false pre-
dictions of two models (DT and KN Classifier) from Phase I. For training the Ridge
Classifier model, the false predictions of two models (RF Classifier and NB) from Phase
I are utilized.

Phase III: The inaccurate forecasts generated in Phase II and the precise predictions
generated in Phase I are merged in Phase III. The final predictions are generated by the
Extra Tree classifier model, which is trained on this merged new dataset. By refining
true and false predictions, this method generates a model proposal that is precise. By
providing genuine prediction as an input for other models, false-positive results can be
mitigated. The data is passed through seven models in an effort to ensure that the results
produced by these models are dependable and precise.

Utilizing a supervised ensemble model, the underloaded or overloaded status of a host
has been determined. The models have been compared using a variety of approaches,
including those that did not involve pre-processing and those that utilized various pre-
processing techniques, such as feature selection, normalization, outlier removal, transfor-
mation and principal component analysis. Following the implementation of these pre-
processing methods, ensemble learning is implemented by feeding the previously men-
tioned supervised machine learning algorithms on data set. After that, the ensemble
model that was proposed is implemented on each host in order to ascertain whether it is

overloaded, underloaded or balanced. Figure 5.3 illustrates the methodology utilized for
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load prediction on the host along with three phases. It depicts container migration along
with load prediction on the host utilizing dynamic inertia weight-based PSO.

When the container selection algorithm detects that a host has become overloaded (OL),
it proceeds to identify the specific containers that are responsible for the overload of host.
These containers are migrated, thereby decreasing the host’s latency. However, in the
case where the host is underloaded (UL), the container selection algorithm notifies the
consolidation module of the host IDs of every container that is running on that host.
The purpose of this communication is to ascertain which containers are appropriate for
migration. Furthermore, all containers remaining on the UL host are migrated to new
destinations (hosts) if the consolidation module is capable of identifying such hosts. This
allows the UL host to be shut down with minimal load. Additionally, this UL host has

the capability of receiving excess containers from another host.

5.3.2.2 Containers selection for migration

When containers cause a host to become overloaded or underloaded, the suggested algo-
rithm for container selection transfers them to a different host subsequent to designating
the overloaded or underloaded host. To ensure the success of container migration, a va-
riety of factors must be taken into account. Despite the fact that numerous containers
are operational on hosts, the migration of every single container from that host would
incur exorbitant expenses. As a result, the effectiveness of resource utilization will be
compromised. Consequently, a strategy should be formulated to decrease superfluous en-
ergy consumption. As a result, we have put forth a container selection algorithm which

operates on the subsequent criteria:
1. Containers with maximal CPU usage.

2. Containers with the highest memory utilization. These containers will be added to
the migration list and evaluated for possible migration to another host with status

as underloaded.

5.3.2.3 Container placement using dynamic inertia weight based PSO

After obtaining the specified containers for migration from the migration list, a new host,
or host ID, is assigned to these containers. Selected containers for migration are placed on
underloaded hosts. As a swarm intelligence algorithm, PSO iteratively seeks the optimal
global position. During the iterative process, the position of each particle in the swarm
is modified until a solution that is close to optimal is found. The positions are modified
in accordance with the velocity of the particles, which is modified throughout the PSO

iterations in accordance with equation 5.14. The change in velocity from the current
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value Vi, to the new value Vi, 11 is influenced by the current particle position X,
relative to both the optimal particle position (pBestPosition) and the optimal position

globally (gBestPosition) within the swarm.

As illustrated in equation 5.15, the current location of the particle X, can be revised
to Xitery1 using the value of Vi1 1. The real numbers produced by these equations are

suitable for continuous search space problems.

Conversely, certain problems possess discrete search domains, which led to the develop-
ment of a discrete binary iteration of PSO [117]. The proposed method aims to provide
a near-optimal solution to the container placement problem by mapping the migrated
container to the available VMs or PMs. As a result, the proposed work will utilize an
approximation to transform the real numbers into integer ones, which correspond to the
indexes of the available PMs. Thus, prior to being added to the current position, Vi, 11
will undergo a rounding process to the nearest integer. Furthermore, in order to guar-
antee that the newly created position accurately reflects a valid PM index, a stringent
constraint is implemented, as illustrated in equation 5.16. In this constraint, ¢y and i,

denote the indexes of the initial and final available PMs, respectively.

Viter+1 = (W * Viger) + (11 % ¢ % (pBest Position—

(5.14)

Xiter)) + (19 % co x (9Best Position — Xe,)
X’iter+1 = X@'ter + V;ter+1 (515)
Z'O S Xz'ter S Zn (516)

The main objective of the proposed modification is to enhance particle velocity through

the implementation of the inertia weight strategies shown in Table 5.3.
Table 5.3: Selected Inertia Weight for proposed dynamic inertia weight based PSO algo-

rithm

SN | Name of Inertia Weight Formula of Inertia Weight

z=4xzx(l—2)

MAX e, — iter
MAXte,

1 Chaotic Inertia Weight [118] ( )
w = (W) —wqy) *

2 Random Inertia Weight [119] w=05+ M

2

Wy * Z

W =2C

3 Constant Inertia Weight [120] ¢ = 0.7 (considered for experiments)

Wmaz — Wmin
———— x k

4 Linear Decreasing Inertia Weight [121] | wi = Wimae — i
WETmar
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5.4 Experimental Setup, Results Analysis and Dis-

cussion

This section provides an overview of the algorithms that have been incorporated into
the proposed container consolidation framework. In addition, experimental findings and

analyses follow to conclude the discussion.

5.4.1 Experimental Setup

We ran the experiments on two different machines. Both have a 2 TB hard drive. One
with 12 GB of memory and the other with 16 GB of memory using Python and Keras,
as shown in Table 6.1. The dataset has 10,000 records with ten performance parameter
values, which can be seen in Table 6.4. These values were used to train a model for the

prediction of host load using an ensemble model.

5.4.1.1 Detection of Load Status Using Ensemble Approach

Average Load of Hosts Load is used as threshold to determine whether a host is over-

loaded, under-loaded and balanced as shown in equation 5.17 respectively .

Owverloaded if Ly, > Load
HostStatus = < Underloaded if Ly, < Load (5.17)
Balanced if Ly, == Load

The CPU consumption and memory utilization of the host h; is regarded as vital com-

ponents for the calculation of load on the host.

5.4.1.2 Selection of Containers for Migration using Select-Containers Algo-

rithm

The procedure for selecting containers for migration is depicted in Algorithm 1. Since as
the workload of the hosts differ, our objective is to identify the overloaded hosts whose
workload exceed the threshold of the mean load. In particular, for each host h;, we
determine whether L, > Load, before selecting the list of containers to be migrated
based on the load of Z:L Vi jL.,. Notice that y; ; represents whether the i, container
¢; on the jy, host should be migrated or not; hence, the term > ", v;; L., indicates the

amount of load on the host for migration.
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Algorithm 5.2: Select-Containers
CPU RAM hCPU hRAM HN.C.m
Y Vi Y Vi Y Y ) )

Input: ¢, c;
Output: Containers List need to be migrated
1 Calculate the load Ly, by using equa:cion Ly, = Lp; + Zciec L., , h; € Hosts
2 Calculate Load by using equation Load = + D e Hosts 2
(Ln, + (77 + 44))

c;eC

3 for j = 1to N do

4 if Ly, > Load then

5 | yig = Ly = (L, - 20 yisLe,)
6 end

7 end

8 return Y

5.4.1.3 Proposed Dynamic Inertia Weight Based PSO for Container Migra-

tion

Each active host should be utilized optimally while operating at maximum capacity in
order to achieve the goal of minimizing the number of active hosts during the placement
procedure. The total utilization ratio of resources for all containers deployed on the host,
however, must not fall below the threshold for resource utilization on each host. Let ¢; be
the i, container that is prepared for placing, where i=1,2,... ;m. Let H; be the jy, host
that is the host for containers,where j=1,2,... N. Assuming a discrete PSO, the problem

definition is as follows:
1. N represents the quantity of particles.
2. m represents the number of dimensions in the space occupied by a particle.

Every host is represented as a particle and every container is represented as one of the
particle’s dimension elements. Hence the j;;, particle at iteration iter is represented as

: . .2 . , '
X =X, Xoe .o Xhe), where x4 ¢ (0,1), to be represented a result of container

placement residing in H;. If the dy, of container is placed in the H;, there is z!" is
1 and 0 otherwise. The velocity value is represented by the placement of the dy, con-
tainer of particle ’j’ at iteration ’iter’. As denoted by f,, the Equation 5.8 presents
fitness function. When the V7,

to the H;. The completion of the procedure will occur when every container selected

ceases to update, it indicates the addition of containers

for migration from an overloaded host is hosted on another host. The solution of the
placement problem is represented as a set H; (H;, Ho,... Hy), with k < N. The proce-
dure of the proposed dynamic inertia weight-based PSO for the migration of containers

is depicted in Algorithm 2. A summary of the variable notations is presented in Table 5.4.
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Table 5.4: Notations of the variables used in dynamic inertia weight based PSO algorithm

Notation Definition

H Hosts

Ex-H Excluded hosts in the container placement

C Containers

MD Migration Decision

N, Population total ( particles quantity)

Ny Number of migrated containers (quantity of dimensions)
N, The quantity of iterations or repetitions

Wnin Value of the minimum inertia weight coefficient

W naz Value of the maximum inertia weight coefficient

c1, Co cognitive parameter (Acceleration constants

o] A random number between zero and one

T A random number between zero and one

Xmins Xmaz Positional constraints for each particle

Viin minimum velocity for a particle

Vinaz maximum velocity for a particle

p a particular particle within the swarm

P Swarm of Particles

F, value of a particle’s fitness function

Xo initial position of the particle

iter the present iteration

Vo initial velocity of the particle

Xiter present position of a particle

Xiters1 position of the particle in the following iteration
Viter present velocity of a particle

Viter41 velocity of particles during the succeeding iteration
pBestValue Optimal F,, value of a particle

pBestPosition | The coordinates of a particle that produce the greatest value of F,
gBestValue F, with the greatest value among all particles
gBestPosition | Best position for containers among the swarm

5.4.1.4 Modification of number of Hosts

We can predict the CPU utilization of the hosts in future time slots, which provides
guidelines to estimate the load balance information of the hosts. In our early work, we
developed a multivariate time series ensemble model for load prediction on hosts using
anomaly detection techniques to predict CPU utilization in the near future [122]. In this

paper, we predict resource utilization for container management.

Based on the predicted outcomes, the number of hosts that must be increased to support
the load of running containers can be determined. Our objective is to identify the optimal
number of hosts H’, taking into account the predicted load Load’ and the existing host
count N, in order to serve the applications contained within the containers. By calculating
the mean predicted load, Load across all hosts, it is possible to determine whether it
exceeds the high threshold Loadp;g, or falls below the low threshold Loads,. If Load is
not excessively high, Load > Loady,g, and Load < 90%, the containers will be migrated
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from one host to another in an effort to achieve load balancing across all hosts. If Load
exceeds 90%, the number of nodes will be doubled. Conversely, if Load > Loadpgy,, a

reduction in the quantity of hosts will occur.

5.4.2 Experimental Findings and Analysis

This section presents the parameters used for the evaluation and performance evaluation
of the container placement and container migration algorithms that have been proposed.
The impact of the algorithms proposed in subsection 5.4.1.2 and 5.4.1.3 has been eval-
uated, taking into account experimental results. Finally, an analysis was conducted to
compare the CPU utilization, frequency, energy consumption and temperature of hosts
prior to and following the container migration process. Two heuristic algorithms devel-
oped by PSO and ABC to solve optimization problems are compared to the proposed

algorithms for validation.

5.4.2.1 Parameters setting for evaluation

The performance of the proposed algorithms is evaluated in the subsequent experiments
using the generated datasets listed in the Table 6.4. The running information of ev-
ery container for a period of seven days comprises the container ID, CPU and memory

information as shown in Table 5.2.

The number of containers chosen for performance evaluation lies in the range of 5 to 55.
The specified range for the bandwidth between two hosts is 150 MB/s to 250 MB/s. The
container’s data size ranges from 50MB to 2GB. The numerous applications are executing
on containers, making them fluctuate from underloaded to overloaded. For instance,
applications such as video processing, CNN, and object detection cause the containers
to become overloaded beyond the threshold values. The parameters o and (8 for the
objective function shown in Equation 5.8 are specified as 0.2 and 0.8. Furthermore, we
define the minimum and maximum load as Load, and Loadp,g,, with threshold values

of 0.3 and 0.7, respectively.

5.4.2.2 Performance Evaluation

The outcomes were acquired through the use of Intel Power Gadget version 3.6. The
software is comprised of a multitude of components, drivers, and libraries that retrieve
and modify the energy counter of the processor in order to provide precise values for power
consumption (in watts), temperature (in degrees Celsius), and frequency (in gigahertz).

Additionally, it permits the recording of power, frequency and other measurements in
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CSV format.The performance of the proposed method was assessed by utilizing a host

overload /underload detection algorithm to identify the OL host.

After obtaining the OL host, the determination was made regarding which containers,
out of all those on the OL host, would be migrated to the new host. Subsequently, the OL
host migrated the containers to the destination host. Initially, there are 55 operational
containers present on our OL host; following container consolidation, the number of
containers drops to 30. Table 5.2 presents an illustrative instance of utilizing containers
to execute complex applications, including details regarding memory and CPU utilization.
Following the evaluation of container migration results, it was ascertained that the host
operates as a balanced host. As mentioned earlier, additional parameters were measured

and compared at each time stamp prior to and subsequent to container migration.

1. Energy Consumption: It signifies the estimated power usage of the central pro-
cessing unit (CPU) cores. These facilitate the process of power profiling. The graph
in figure 5.4 illustrates the Wattage-based packet energy consumption (PKG), which
consists of the energy utilized by the graphics core of an Intel processor (GT energy),
the processor energy and Intel Architecture (IA) energy. Prior to the implementa-
tion of the container migration process, the average total power consumption of the
host consistently exceeded 15.40W, as illustrated in figure 5.4a. On the contrary,
the total power consumption decreased substantially to 4.51W for a considerably
reduced duration subsequent to the migration of 25 containers to alternative hosts
that were either underloaded or balanced as shown in figure 5.4b. Container migra-
tion has led to a substantial reduction in energy consumption, achieving a decrease

of 10.89%. Along with the processor energy, the IA energy is also decreased.

Before Migration After Migration
Package Pwr0: 15.40W Package RWTO:_ 4.51W
PkgPwrLimit0: 25.0W PkgPwrLimit0: 25.0W
30 30

?
}‘ﬂi Wﬁj 1\1 'ﬂ.' ljd\fuw_

(a) Power Consumption Before Migration (b) Power Consumption after Migration

Figure 5.4: The variance in energy/power consumption of the OL host prior to and
following container migration
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2. Frequency: The frequencies of the graphics processing unit (GT) and processor
(IA, Intel Architecture) are specified. Prior to the execution of the suggested con-
tainer migration, the processor oscillated at 2.60 GHz for a considerable duration
(as illustrated in the graph, its default clock speed was 2.80 GHz). The overhead
was typically incurred when the clock speed was decreased to 1.40 GHz below the
base clock frequency subsequent to the migration of the containers. Figure 5.5 de-

picts the utilization of frequency prior to and following container consolidation.

L Before Migration L After Migration
Package Frq0: 2.60GHz Package Frq0: 1.40GHz
Base Frq0: 2.80GHz s Base Frq0: 2.80GHz
] "‘4‘" SR 1% ' | l " 1:
b /
0.0 0.0
(a) Frequency Before Migration (b) Frequency after Migration

Figure 5.5: The variance in frequency of the OL host prior to and following container
migration

3. Temperature: Additionally, temperature is a significant factor in determining con-
sumption of energy. Higher temperatures result in increased energy consumption
by the host, which ultimately contributes to a rise in the cost of energy consumed.
The temperature variation prior to and subsequent to container consolidation is
illustrated in figure 5.6. Prior to container migration, the temperature of the host
remained high at 78°C for a significant duration. Nevertheless, the temperature fell

precipitously to the range of 60 °C immediately following container migration.

L Before Migration L After Migration
Package Temp0Q: 78C Package Temp0Q: 60C
Max TempO: 100C Max Temp0: 100C
100 70T T 100 o Ty Th Jﬁﬂﬂ;
Al AU LS L
0 0
(a) Temperature Before Migration (b) Temperature after Migration

Figure 5.6: The variance in Temperature of the OL host prior to and following container
migration
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Figure 5.7: The variance in CPU Usage of the OL host prior to and following container

migration
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Figure 5.8: Cumulative consumption of energy of the OL host prior to and following
container migration

4. CPU Utilization: CPU utilization is further diminished through container mi-

gration. In the past, the distribution of containers running on a specific host was

limited to that host, resulting in increased amounts of CPU usage, clock speed,

and memory consumption. As a consequence of the migration of containers hosting

resource-intensive applications, the CPU utilization decreased. Now, if a container

requires additional resources in the future to complete a specific task, this can be

readily accomplished by utilizing available resources. In terms of CPU utilization,

Figure 5.7 illustrates the reduction of host overhead.

As depicted in figures 5.4-5.7, there is a decrease in power and frequency during and

following container migration. Following container migration that results in the host

becoming overloaded, there is a substantial reduction in the host’s overall power
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consumption. Additionally, the clock speed is regulated; it approaches the basal
clock speed following migration. Furthermore, container migration has caused an
18 °C decline in the average temperature. As the utilization of the CPU decreases,
resources become accessible for subsequent tasks. The figure 5.8 illustrates the
cumulative consumption of energy of the host prior to and subsequent to container

migration.
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Figure 5.10: Value of objective function with varying number of containers

In order to validate the efficiency of the DIW-based PSO algorithm proposed for con-
tainer migration, a comparative analysis is conducted with other heuristic algorithms,
namely PSO[123], Artificial Bee Colony (ABC)[124] and Enhanced Bee Colony Approach
(E-ABC)[125] to solve the optimization problems from Equations 5.8 to 5.13, respec-
tively.

Initially, the load imbalance ratio is compared between the four algorithms without or
with migration. Figure 5.9a illustrates the ratio of load imbalance among hosts in the

absence of container migration. In Figure 5.9b, a substantial reduction in the load im-
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Figure 5.11: Cost of Migration with varying number of containers

balance ratio is observed for the four algorithms that implement container migration, as
compared to Fig. 5.9a. As shown in Figure 5.9b, the load imbalance ratio of the proposed
DIWPSO algorithm is substantially lower than that of the PSO, ABC and E-ABC after

migration.

The container migration process involves the migration of containers from an overloaded
host to another in order to reduce the load imbalance ratio and minimize migration costs.
Figure 5.10 illustrates the optimal value of the objective function, which combines the
load balancing degree and migration cost. As the number of containers increases, the

objective function value of our proposed DIWPSO algorithm is significantly lower than
that of PSO, ABC and E-ABC.

Additionally, the migration costs of the four algorithms are compared. The costs asso-
ciated with container migration for containers of different quantities are illustrated in
Figure 5.11. In the case of 30 containers, none of the algorithms involve container mi-
gration; therefore, the migration cost is negligible. Furthermore, the proposed DIWPSO
algorithm demonstrates a reduced migration cost compared to alternative algorithms, ex-
cept for scenarios involving 15 and 45 containers. The proposed algorithm for container

migration is therefore more effective.
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5.5 Summary

Container migration and containerization are emerging as key advancements in cloud and
fog computing. They are essential for transferring containers from overloaded hosts to
new ones with adequate resources to handle applications at network edges. Despite the
growing use of containers, managing host energy consumption remains under-explored
and challenging. This article explores techniques to optimize fog computing container
management, aiming to reduce host load. Two frameworks were proposed: one for se-
lecting containers when a host is overloaded and another for container migration. The
container selection algorithm reduced migrations by 35% and energy consumption by
10.89%. Significant differences in power consumption, temperature, frequency, and CPU
utilization were noted. The dynamic inertia weight-based PSO (DIWPSO) technique
demonstrated faster and more efficient solutions for large-scale applications compared to
existing methods such as PSO, ABC, and E-ABC.

84



Algorithm 5.3: Proposed Dynamic inertia weight based PSO Technique for

Container Migration

Input: H, Ex-H and C
Output: MD

// 1 and 4 are inclusive

1 for j = 1to N do
2 ‘ Set Lh]. = th - Z:il yi»jLCi
3 end
4 for i = 1 to m do
5 for j = 1 to N do
6 if y;; == 1 then
7 put container c¢; in to list M
8 put host h; into list Ex-H
9 end
10 end
11 end
12 Initialize of parameters : Ng, Ny, Niter, Winin , Winaz, €1, €2
13 Descending Sorting migrating containers M by CPU usage
14 Initialize Ximin Xmaz Vmin and Ve according to indexes of available hosts i.e. (H - (Ex-H))
15 gBestValue < MaxValue
16 foreach p e P do
17 pBestValue +— MaxValue
18 foreach c¢; ¢ C do
19 Xo + rand(Xmin, Xmaz)
20 Vo + rand(Viin, Vimaz)
21 end
22 end
23 iter < 0
24 while iter < Njter do
25 foreach p e P do
26 foreach c¢; ¢ M do
27 if Xiter > Xmaz then
28 ‘ Xiter < Xmaz
29 end
30 else if Xjter < Xpmin then
31 ‘ Xite'r — szn
32 end
33 end
34 Calculate Fitness function F,, for p based on equation 5.8
35 end
36 foreach p e P do
37 if F, < pBestValue then
38 pBestValue < F,,
39 foreach c¢; ¢ M do
40 ‘ pBestPosition < X;er
41 end
42 end
43 if F, < gBestValue then
44 gBestValue < F,
45 foreach c¢; ¢ M do
46 ‘ gBestPosition < Xjter
a7 end
48 end
49 end
50 foreach pe P do
51 Select the inertia weight (w) utilizing the following method.
52 i = randInteger(1,4)
53 W = DIW [j
54 foreach c¢; ¢ M do
55 r1 < random(0,1)
56 ro <+ random(0,1)
57 Calculate particle Vizery1 < (W * Viger)* (r1 * c1 * (pBestPosition - Xjter)) + (r2 * c2 *
(gBestPosition - X;ter))
58 Xiter+1 = Xiter + Viter+l
59 end
60 end
61 iter = iter + 1
62 end
63 foreach c; ¢ M do
64 | MD ¢ map(c;, gBestPosition)
65 end

66 return MD

85



Chapter 6

Multivariate Time Series Ensemble Model for
Load Prediction on Hosts using Anomaly De-

tection Techniques

The purpose of this study is to address the challenge of host load prediction in fog com-
puting, which is essential for improving resource utilization and achieving service level
agreements. Due to variations in load and the inefficiency of feature extraction, prediction
of load on hosts presents a significant challenge. A predictive model capable of handling
variable load patterns can better estimate future resource needs, which is crucial for ca-
pacity planning, meeting service-level goals, and enhancing energy efficiency. To improve
the accuracy of workload prediction, this study proposes a time-series-based multivari-
ate ensemble model utilizing anomaly detection techniques. The proposed framework
involves deploying virtual machines on different platforms and extracting numerous pa-
rameters such as CPU utilization, number of cores, RAM, allocated memory, available
memory, disk I/O, and network I/O. Given the potential inconsistencies in load predic-
tion due to the large volume of data, various anomaly detection techniques are employed
to reduce data redundancy. The performance of the proposed ensemble model is com-
pared with various time series models using metrics such as Mean Absolute Error (MAE),
Mean Squared Error (MSE), Root Mean Squared Error (RMSE), Mean Absolute Per-
centage Error (MAPE), and Accuracy. The effectiveness of the proposed ensemble model
is demonstrated on the generated dataset, and its performance is measured based on
these evaluation metrics. The ensemble model exhibits higher accuracy in workload pre-
diction compared to current state-of-the-art models, achieving the lowest mean absolute

percentage error (MAPE) and providing an accuracy of approximately 88%.

6.1 Overview

The growth of cloud-based online services has been increased by numerous organizations
in response to the expansion of the Internet. The ability of cloud computing to offer on-

demand network access empowers Enterprise Information System (EIS) to utilize service
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components, including servers supplied by Amazon, Microsoft and Alibaba, without the
need for the development of software or refactoring. As stated in their service-level
agreement (SLA), these servers guarantee a high degree of availability with a 99.95%
probability. However, maintaining such a high level of service while allocating minimal

resources presents an immense challenge [126, 127].

In parallel with the tremendous growth in data volume, the rate at which data is gener-
ated is also rapidly increasing. According to a recent study of a healthcare-related IoT
application, 30 million users generate up to 25,000 tuples of data per second [95]. As
a result of the massive data volume, today’s processing and storage capabilities cannot
satisfy the needs. As cloud environment generate enormous amount of data volumes, so
conventional computing methodologies, like distributed computing and cloud computing
are unable to handle challenges such as reducing latency, response time and consumption

of energy.

Fog computing, which links network edge devices and cloud centers efficiently, is pre-
sented as a more practical approach to address these problems [8]. Like the cloud, fog
computing provides [oT users with data processing and storage services. Fog computing
is focused on providing fog devices with on-site data processing and storage rather than
transmitting it to the cloud. Both fog and cloud provide networking, processing, and

storage resources.

The goal of fog computing on the IoT is to improve efficiency and performance while
decreasing the amount of data sent to the cloud for processing, analysis and storage [96].

Figure 4.1 shows the hierarchical architecture of fog computing.

However, given the growing demand for a variety of IoT applications, fog nodes frequently
become overloaded, degrading the response time of IoT apps with latency constraints and

as a result, compromising users’ quality of experience [97].

It is essential to predict the host load to achieve workload consolidation and allign with
SLA. By employing an intelligent resource prediction methodology, the challenges of in-
creasing resource utilization, decreasing operational expenses and maintaining the quality
of service (QoS) can be effectively resolved. Accurate prediction of the host load can im-

prove resource allocation and enhance application performance [38].

The deployment of virtual machines (VMs) into distributed and scalable resource allo-
cation strategies is of the utmost importance for large-scale data centres, as it ensures
load balancing and energy-performance compromises while reducing costs and power con-
sumption [1]. Therefore, prediction of future VM workload can not only improve resource

utilization but also address the issue of energy consumption.
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In our proposed work, we generate a dataset using various VMs designed to handle nu-
merous applications. The emergence of containers in the cloud era represents a paradigm
shift, thanks to their lightweight nature, simplified configuration and management, and
the potential to significantly reduce startup times [103]. Podman is a container engine
for running and managing containers. Podman has been used to execute containerized
applications on virtual machines in our proposed work. Table 6.1 illustrates the two
platforms utilized in the proposed work. Due to the high resolution, heavy applications,
such as image-related applications, can be efficiently operated through containers. The

container-based virtual machines are shown in Figure 4.2.

Table 6.1: Platforms and Software Used for DataSet Creation

Platform 1 Platform 2 Software
Processor-11th Gen INTEL(R) XEON(R) .

. Oracle VM VirtualBox,
Intel(R) Core(TM)i7-1165G7 2.80 GHz CPU E5-2650 V2 @ 2.60GHZ Python(OpenCV)
RAM 12GB RAM 16GB

The majority of current approaches utilized to forecast host resource utilization are uni-
variate time series prediction models. These models solely rely on historical data that is
relevant to the target variable in order to generate predictions, with CPU usage being the
primary resource consumption metric. Due to the correlation between various variables,
multivariate time series models offer a higher degree of predictive accuracy in comparison
to univariate models [128, 129].

These inter-dependencies emphasize the significance of forecasting multivariate time se-
ries and facilitate the extraction of secondary features, thereby enhancing the accuracy of
predictions. To better understand host workload, the dataset is generated by extracting
multiple random parameters such as CPU usage, number of cores, RAM, allocated mem-
ory, available memory, disk I/O, and network I/O etc. acquired from numerous VMs in

a real-time environment.

Various time series models are introduced to forecast host workload by leveraging his-
torical workload traces. Our proposed framework involves creating an ensemble model
that can predict host load, utilizing six time series models and selecting the top three
models based on their performance or topsis score. The ensemble model that is being
proposed will acquire information of the inbuilt characteristics of virtual machine (VM)
workload traces in order to enhance its ability to forecast the workload of forthcoming
VMs. Prior to implementing proposed ensemble model into the decision-making process,
the predicted load data will be transmitted to a workload analyzer as shown in Figure
6.1.
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Figure 6.1: Framework for Workload Prediction

It will produce a decision plan for virtual machine (VM) administration and forward it to
the performance analyst prior to delegating the selection of the allocation and migration
plan to the application provisioner. The application provisioner will proceed to allocate
the accepted user request to physical servers in accordance with the designated VM
placement strategy. When overloading occurs, the most optimal migration strategies
will be selected. As depicted in Figure 4.3, workload forecasting can assist decision-
makers in capacity planning and selecting appropriate VM placement and migration

techniques.

6.2 Problem Definition

Let Z = {Zy, Zs, Z3,...Z,} represents a multivariate time series, consisting of individual
series that are correlated. In the generated dataset, Z consists of 71, Zs, ... 2y, where Z;
is the goal variable representing CPU utilization and the remaining are correlated time
series, as illustrated in Table 6.2. The objective is to forecast future observations of the
target time series in 7, using a multivariate time series dataset. Usually, analysts select
the CPU utilization time series Z; as the target prediction time series. We suppose that
the target time series Z contains historical data from a window [teyr—i, tewrr], With 717
timestamps in the past, where t.,,., represents the current time step. The objective is
to forecast Z; observations within the future window [tcyrri1, tewrrinal], denoted as the
A-steps ahead prediction problem, where A represents the intended horizon preceding

the current timestamp.

89



Table 6.2: The variables in the multivariate time series of workload

Time Series (Z,,) Parameters

Z Total Usage of CPU

Lo user

A3 nice

Zy idle

Ly, Network Transmitted Throughput
Zg Network Received Throughput

Zn cpu cores

Z3 MemFree

Zo MemAvailable

VAT Disk Write Throughput

6.3 Proposed Work

This section describes the proposed work. It provides an overview of Performance Mod-
elling for usage-aware Forecasting, dataset generation using modeling and simulation,

workload prediction techniques and various anomaly detection techniques used.

6.3.1 Performance Modelling for Usage-Aware Forecasting

Let X(t) represents the collection of all prior CPU utilization traces at 5-minute intervals.
Y (t) denotes the CPU utilization at the subsequent time (t+1). In order to forecast CPU
utilization at time (t+1), historical data related to CPU utilization at time intervals (t-
1) and (t-2) along with current data at time t will be used. By providing the predicted
output value (t + 1) and the input time values (t - 2), (t - 1) and t, this issue can be
represented as a regression problem. The Mean Absolute Error (MAE) is a robust metric
that is used to assess the precision of regression models. The mean absolute error(MAE)

can be calculated using the Equation 6.1.

(6.1)

1 - At_Ft
MAE = —
TL; At

where n represents the prediction intervals, A; represents the actual CPU utilisation

value, and F; represents the forecasted CPU utilization value. The performance analyst

will use this forecasted CPU utilization for VM allocation or migration at the destination
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Table 6.3: Notations of the variables used in various Equations

Symbol Definition
VM Virtual Machine
PM Physical Machine

THUp.(PM) Upper threshold value of PM

THL,p,(PM) Lower threshold value of PM

FUcpu (VM VM’s predicted CPU utilization

CU¢py (PM PM’s current CPU utilization

THepu Threshold value of CPU utilization
TUcpu (PM) PM’s total CPU utilization

)
)

host, subject to the constraints shown in Equation 6.2 [130].
FUpu(VM) 4 CUpp(PM) <= TH py % TUpy(PM) (6.2)

Notations of the variables used in various Equations is shown in Table 6.3.
Equation 6.3 indicates that the destination PM’s status will be updated when the VM is
deployed to it.

TUepu(PM) = FUpy (VM) 4+ CUgpy(PM) (6.3)

The new PM’s must be searched for (or the idle PMs must be switched into the active
state) for hot spot migration or VM migration. The violation can be formulated by

Equation 6.4.
FUpu (VM) 4 CUppy(PM) >=TH py % TUpy (PM) (6.4)

The case of a balanced host, i.e., total CPU load, lies between specified upper and lower

thresholds, as shown in Equation 6.5.
THLp(PM) <=TUqp,(PM) <=THUcpu(PM) (6.5)

The case of host under-load, i.e., CPU utilization is less than the specified threshold, is
shown in Equation 6.6.

TUepu(PM) <= THLep(PM) (6.6)

This is also referred to as a ”cold spot”; VM migration is necessary to disable the PM or
transition to a sleeping state so that the rest PM can be utilized, if it is fulfilled. It will
increase energy efficiency while decreasing the quantity of active PMs. The case of host

overload, i.e., CPU utilization is more than the specified threshold, is shown in Equation
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6.7.
TUepu(PM) >= THU,,(PM) (6.7)

This is also known as a hot spot case; if it is satisfied, VM migration is required to
avoid an unnecessary SLA violation, and other PMs will be sought to meet the increased

demand for a specific VM.

6.3.2 DataSet Generation using Modeling and Simulation

To acquire a deeper understanding of host load, various virtual machines are deployed
to generate the dataset. The dataset contains 10,000 records with ten performance pa-
rameter values. VM Creation takes into account the following parameters: RAM, CPU
cores, disk read/write throughput, disk size and memory. As illustrated in Figure 6.2, a
variety of features of operational hosts are extracted, including CPU utilization, number

of cores, RAM, allocated memory, available memory, disk I/O and network 1/0.

Table 4.3 describes performance parameters and their range used for the construction
of VMs. Table 6.1 shows the platform and software used to generate the dataset. The
proposed model is designed for a Container as a Service (CaaS) environment, where ap-
plications are executed on containers. These containers run various applications and are
executed on virtual machines. CPU utilization with a timestamp is used as the target
variable for prediction. The dataset consists of CPU utilization data from various virtual
machines, which is gathered in a time period of five minutes and stored in files as shown
in Table 6.4. The basic statistics for the features utilized in this work are presented in
Table 4.1.

Table 6.4: Sample of DataSet

Network Network

L L Total Usage | transmitted recieved cpu | MemFree® | MemAvailable® Disk Write

Date user! (%) | nice®(%) | idle*(%) of CPU(%) | Throughput | Throughput | cores? (KB) (KB) Throughput(KB\s)
(MBITS/s) | (MBITS/s)

15-06-2022 | 15.76 0.1 48.97 51.03 20.6 18.8 9 144280 386204 0.060524225
16-06-2022 | 15.88 0.1 48.85 51.15 18.6 16.3 9 77232 217432 0.090074539
17-06-2022 |  16.05 0.1 48.59 51.41 17.0 15.3 9 54756 37168 1.06206131
18-06-2022 16.11 0.1 48.02 51.98 20.4 16.9 9 61428 47468 0.985242367
19-06-2022 | 15.96 0.1 47.27 52.73 12.7 10.3 9 54820 21752 0.130439281
20-06-2022 | 15.82 0.1 46.58 53.42 11.3 11.2 9 55792 41660 0.442959309

1) The percentage of CPU consumption that happened while the user was executing (application)

2) The percentage of CPU utilization while executing at the user level with nice priority.

3) The percentage of time the CPU or CPUs were idle when the system had no pending disk I/O requests.
4) Number of virtual CPU cores provisioned.

5) The memory that is actively not used in terms of KB.

6) An estimate of how much memory is available for running new apps without swapping in KB.

6.3.3 Workload Prediction Techniques Used

It is assumed that the problem of workload prediction is a time series-based regression

problem that can be effectively addressed through the implementation of deep learning
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Figure 6.2: Flow Chart of Data Generation

methodologies. Numerous workload” implicit variation patterns and inherent character-
istics can be uncovered by the deep learning model. As a result, the deep learning model
exhibits greater efficacy in discerning features from the workload data containing intricate
relationships compared to the shallow model. The workload traces of virtual machines
captured at various time intervals act as input to these models and the result is the
predicted future load of VMs. These methodologies utilize the unsupervised learning
strategy, wherein a restricted understanding of the available resources is supplied. Here,
for the experiment, we use ARIMA, Prophet, XgBoost, RNN LSTM, ConvLSTM and
DLM as the baseline models to compare with the proposed model. Various workload

prediction models used in proposed work are discussed as follows:

1. ARIMA Model- The ARIMA model (Auto-Regressive Integrated Moving Aver-
age) creates a linear equation that describes and forecasts time series data. Three
terms: p, d and q define an ARIMA model, where ”"p” denotes the order of the
”Auto Regressive” (AR) term. It refers to the quantity of Y delays to be applied
as forecasters. Moreover, ”q” denotes the Moving Average (MA) term’s order. A

model where Y; depends only on its lags is a pure auto-regressive (AR alone) model.
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In other words, Y; is a function of the ’lags of Y;,” shown in Equation 6.8.
Yi=a+B8Yia+B8Y o+ . +6,Yip+ e (6.8)
where Y; — 1 is the series’ lagl, (3, is the lagl coefficient that the model predicts,

and « is the intercept term that the model also calculates.

. Prophet- An open-source library called prophet is explicitly made for forecasting
time series datasets. It is easy to use and develop to automatically find optimal
hyper parameters for the model to forecast data with trends and seasonal structure.
The three primary model elements in prophet are trends, seasonality, and holidays.

These components are combined with Equation 6.9.

y(t) = g(t) + s(t) + h(t) + e(t) (6.9)

Here,
e g(t) g(t) is a trend-modeling function that can be linear or logistic;
e s(t) is a Fourier-based daily, weekly, or annual seasonality function;
e h(t) is a holiday function that accounts for irregular holidays;
e ¢(t) is an error change that the model does not fit.

. XgBoost- XgBoost is a fast gradient-boosting implementation for classification
and regression problems. It can also anticipate time series, however the dataset
must be turned into a supervised learning model. Numbers are used to reorganise
the time series dataset for supervised learning. The past time steps might be input
variables and the next time step the output variable to forecast load on host.

The Classification and Regression Trees (CARTSs) that makeup XGBoost are nu-
merous. The object of CART is Gini coefficient which is shown in Equation 6.10.

Gini(D) ==1— ZP2 (6.10)

where P is probability with limits and Z is the scale of labels. [131].

. RNN LSTM- LSTM is used for load forecasting in the proposed work. The LSTM
has feedback connections, unlike conventional feed-forward neural networks. The
architecture of RNN LSTM is shown in Figure 6.3.
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For time step t, the input gate i;, forget gate f; and output gate o, are calculated

iteratively using the following equations, shown in Equation 6.11.

ft = O'(thht,1 + sza:t + bf)
i = o(Winhi—1 + Wigzy + b;)

¢; = tanh Wg he_ +W5zl’ +b5
t ( hlbt—1 t ) (611)

¢t = fr.cim1 +1p.Cy
or = c(Wophi—1 + Wopxy + b,)
hy = og.tanh(c;)

where x; is the second variable type, which is only temporally changing but spatially
static. In this study, x; represents the input historical CPU utilization values;
¢; represents the activation vectors for each cell; h; represents the corresponding
predicted value of CPU utilization. W,, denotes the weight matrix between the
input CPU variable and the gate output. b; is the bias value of the input gate.
Similarly, Wi, Wz, Wy, Wep, Wap,, Wy and W, represent the weight matrices
connecting the vectors of the first and second subscripts. The bias values bz, by,b;,
and b, indicate the relevant bias values. o and tan h represent the activation

functions used in LSTM neural network.

. ConvLSTM- ConvLSTM is a spatiotemporal recurrent neural network that in-
cludes convolutional structures in input-to-state and state-to-state transitions.
Load forecasting with ConvLLSTM uses 1-D convolution, unlike image processing.

Combining a sequence with a window size of kernel size with the original sequence
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yields a new one. A pooling function in the convolution network extracts relevant
data features. The inner structure of ConvLSTM is shown in Figure 6.4.

One distinctive characteristic of ConvLSTM architecture is that all of the ConvL-
STM’s inputs x1,..., x¢ which are CPU utilization values, cell outputs Cy,..., Cy,
hidden states Hy,..., H; and gates i, f;, o, are 3D tensors with the last two di-
mensions representing spatial dimensions. These are represented as vectors on a
spatial grid to better understand the inputs and states. H; represents the corre-
sponding predicted value of CPU utilization. The ConvLSTM predicts a grid cell’s
future CPU utilization based on its neighbors’ inputs and historical states. This
is accomplished by employing a convolution operator in state-to-state and input-
to-state transition Equation 6.12 shows the main equations of ConvLSTM, where
" denotes the convolution operator and 'o’, as previously, signifies the Hadamard

product:

Figure 6.4: Inner Structure of ConvLSTM

iy =0(Waix xe + Wiy H_1 + We0Cyiq + ;)
fi=0Wyrsxt+Wyyp* H_1 +WepoCiy + by)

Cy = fioCi1+ iy otanh(Wye x Xy + Whe x Hi_1 + b,) (6.12)
0y = 0(Wao * Xt + Who * Hi—y + W 0 Cr 4 b,)

H; = o, o tanh(Cy)

6. The Dynamic Linear Model (DLM)- The Dynamic Linear Model is a time

series model commonly used for econometrics and forecasting. The DLM represents

a time series as a sequence of latent states and observable measurements. The

observed measurements are modeled as a linear combination of the latent states,

whereas the evolution of the latent states across time is modeled using a set of linear
equations as follows:

= Fyxx_ + Gyxwy (6.13)

e At time t, x; is the vector of latent states.
e [} is the state transition matrix between t and t-1.

e 1;_ 7 represents the vector of latent states at time t-1.
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e (&; The state noise coefficient matrix indicates uncertainty or randomness

e w,; is the vector of random state noises at time t, assuming a multivariate

normal distribution.

6.3.4 Anomaly Detection Techniques Used

The detection of anomalous and unexpected data points in a system is known as fault
detection. It is a fundamental approach for detecting fraud, suspicious activity, network
infiltration and other malicious activities. As a result, the following detection method-

ologies for anomalies are used in proposed work.

1. Isolation Forest- It is an unsupervised machine-learning technique used to find
abnormalities in data. On an Isolation Tree Forest (I-TREES), it has been tested.
It draws random attributes from the provided dataset based on the Decision Tree
(DT). The split value will be chosen randomly from the selected values, which
are the maximum and minimum values. Anomaly scores in I-trees are calculated

according to Equation 6.14.

—E(h(z))

S(x,m) =2"<m (6.14)

where x = data point, m = data sample, h(x) = average search height for x from
[-trees, and c(m) = average value of h(x). If the average value is 0, then 2° = 1

denotes an anomalous point, and if it is 1, then 27! = 0.5 indicates a regular point.

2. K-Nearest Neighbors (KNN)- It is a supervised machine-learning technique.
This method can be used to spot odd occurrences. This method discusses a gener-
ative model for finding anomalies in dataset. A generative model can produce new
data occurrences. The length of a data point’s from K, Nearest Neighbour could
be regarded as the data point’s outlying score. The anomalous score for new points

is calculated using equation 6.15 :

B(D) = /(s — 21)’ + (42 — 1)’ (6.15)

3. Open Support Vector Machine (OSVM)- It is a machine learning model that
can analyze data and identify designs. The SVM technique is used to handle clas-
sification and regression tasks. This model forecasts by identifying problems on
one side of the gap and comparing them to points on the other side. Based on a
few samples, it is only possible to forecast some new aberrant data patterns. As a

result, in one-class SVM, just one class of data, known as the ”"Normal class,” is
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trained that helps to identify anomalies [132].

4. Histogram- It is a visual representation of numerical data distribution. In this
technique, the data is binned and counted for each bin. A histogram is a bar chart
aggregated using numerous aggregation methods such as sum, average, and count.
Histogram-Based Outlier Score (HBOS) [133] is an unsupervised statistical anomaly

identification technique.

5. Local Outlier Factor (LOF)- Local outliers are a non-supervised method of
detecting anomalies. For each data point, it computes the local density deviation.
The data points are measured in relation to their neighbors. An outlier is a sample
with a lower density than its neighbors. The LOF method analyses data point
density and finds abnormal or deviating values by calculating their local deviation

and comparing them to their neighbors.

6.4 System Model

A summary of our system model is illustrated in Figure 6.5. We opted for a data-driven,
machine-learning strategy in the proposed system that predicts the future workload level
by learning from past application workload. For the purpose of forecasting the CPU
utilization of multiple devices operating across fog nodes in an IoT environment, an

ensemble model is suggested.

In a Container as a Service (CaaS) environment, where applications are executed on con-
tainers, the proposed model is intended to function. In contrast to univariate models,
multivariate time series models exhibit enhanced predictive accuracy due to the degree of
interdependence and correlation that exist among numerous variables. In order to gener-
ate the dataset, a number of random parameters are utilized, including disk 1/O, network
I/O, CPU utilization, number of cores, RAM, allocated memory and available memory,
all of which are obtained from different virtual machines in a real-time environment.
Machine learning algorithms acquire knowledge from past data and support data-driven
decision-making processes. The utilization of prediction models, as elaborated in Section

6.3.3, enables real-time workload prediction on the host.

In order to compare various models, additional performance metrics, including MAE,
MSE, RMSE, MAPE, and accuracy, are assessed. Utilizing means and standard devia-
tions, Topsis compares and evaluates prediction methods. Our research centres on the
prediction of workload, for which we examine a range of machine learning techniques. In

order to construct an ensemble model for load prediction, the top three models with the
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Figure 6.5: System Model

lowest MAPE value and highest accuracy are chosen based on their topsis scores. The

mathematical modelling of the system model is shown in Section 6.4.1.

6.4

1.

.1 Mathematical Modelling of the System Model

DataSet Generation: Let set Z consists of {Z,, Zs, ...Z3} representing multivari-
ate time series data, where ”Z;” is the goal variable representing CPU utilization

and the remaining are correlated time series parameters, as illustrated in Table 6.2.

Load prediction: The objective is to forecast future observations of the target
time series in set Z, using historical and current data from a window [teurr—i, tewrr],

with 71”7 timestamps in the past, where t.,,.,. represents the current time step.

Dataset Preprocessing: VY., . k € s, where ’s’ represent models used for load
prediction as follows (s= Yarima, YxgBoost - - -- Yoonwrsra), Yi.-AnomalyDetect()

as described in section 6.3.4 .

{Anomaly Detection Techniques-iforest, KNN, Histogram, OSVM and LOF'}
Training of Models: VYk, ke S, where (S: YARIMA; YXgBoost R YCom)LSTM);

Yi [X—=Y] : Yi[r;—y;], where X—Input and Y—Output.

. Models Comparison: Models are compared based on Mean Absolute Error

(MAE) using Equation 6.18 , Mean Square Error (MSE) using Equation 6.19, Root
Mean Square Error (RMSE) using Equation 6.20 , Mean Absolute Percentage Error
(MAPE) using Equation 6.21 and Accuracy using Equation 6.22

The top three models are chosen based on the above performance metrics and topsis
score. These three best models are DLM, XgBoost and ConvLSTM model. The
tuning parameters of these selected models are as follows:

Xgboost parameters: no of estimators=100, max depth=>5, learning rate=0.1,
epochs=50,60,70

DLM Parameters: freq="D”, epochs=50,60,70, learning rate=1e-3
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ConVLSTM parameters: activation=relu, optimizer=adam, loss="mse’, epochs=50,60,70

7. Let fxaBoosts ooy, and feonwrsTar denote the prediction functions of the XGBoost,
DeepAR (DLM), and ConvLSTM models, respectively. Given a time series input

x, the ensemble prediction §epsempe can be expressed as:

gensemble(x) = Q- fXGBOOSt(x)+ (616)

B form(x) +7 - feonvrsra(T)

where «, 3, and ~ are the weights assigned to each individual model’s predictions.

8. Final output of Proposed System Model

Uensemble(€) = Future Load Prediction (6.17)

6.5 Methodology

The following section shows the methodology of the proposed approach. Figure 6.6
presents the flowchart of the proposed approach. In the proposed framework, an ensem-
ble model is proposed for the prediction of the CPU Utilization of numerous machines
running over fog nodes in an IoT environment. The proposed model is designed for a
Container as a Service (CaaS) environment, where applications are executed on contain-
ers. Multivariate time series models provide superior predictive accuracy when compared
to univariate models, owing to the interdependence and correlation among multiple vari-
ables. So,the dataset is generated using multiple random parameters such as CPU usage,
number of cores, RAM, allocated memory, available memory, disk I/O and network 1/0
obtained from various VMs in a real-time environment. A sample dataset has been shown

in Table 6.4.

Among these parameters, CPU utilization with a timestamp is used as the target variable
for prediction. Anomaly detection techniques as discussed in previous section are applied

to remove abnormal data and improve the efficacy of prediction models.

Further, in partitioning phase, data is split into two parts: training (70%) and testing
(30%). Prediction models discussed in Section 6.3.3 are used for workload prediction on
host in real time. Moreover, several performance metrics, such as MAE, MSE, RMSE;,
MAPE and accuracy are evaluated to compare various models. Topsis ranks and compares
prediction methods by analysing means and standard deviations. Techniques for machine

learning can be optimized with topsis score which is discussed in section 6.6.4. Finally,
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Figure 6.6: Flowchart of the proposed Framework

the top three models are selected on the basis of topsis score to build an ensemble model

for load prediction.

Algorithm 1 explains the data processing and prediction phases of the proposed work and
methodology. The conventions used in the algorithm are shown in Table 6.5. The load

prediction algorithm discusses workload prediction in four phases, as follows:

e Phase I: The preprocessing of the generated dataset takes place. Various anomaly
detection techniques, such as Isolation Forest (iForest), K-Nearest Neighbors (KNN),
Open Support Vector Machine (OSVM), Histogram and Local Outlier Factor (LOF),
are employed to identify abnormal data. The utilization of these techniques aids
in minimizing redundancy and scaling up storage space that enables the storage of

relevant time-series data.

e Phase II: The dataset is split into two parts, i.e., the training and testing datasets,
using splitting criteria of 70-30%, where 70 percent of the data is used to train the

models and 30 percent is used for testing purposes.

e Phase III: To forecast workload, RNN LSTM, ConvLSTM, ARIMA, XgBoost,

DLM, and Prophet models are utilized. Then, several performance indicators, such
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as MAE, RMSE, MSE, MAPE and accuracy are calculated to compare different

models as shown in Figure 6.5.

e Phase IV: The top three models are chosen based on the topsis score and which

are further utilized to develop an ensemble model for load prediction.

6.6 Experiment Analysis

This section includes the experimental description, which covers the experimental setup,
performance evaluation, evaluation criteria for various prediction models and topsis score

evaluation.

6.6.1 Experimental setup

The experiments are executed on a machine with a 2 TB hard drive, 12 GB of memory,
and is conducted on an 11th Gen Intel(R) Core(TM) i7-1165G7 using Python and Keras
with Tensorflow etc using Google Colab, for model training. The dataset comprises 10,000
records with ten performance parameter values which are shown in Table 6.4. Various

tuning parameters used for load prediction models are shown in Table 6.6.

6.6.2 Performance Evaluation

In this section, the performance of various models is evaluated. The dataset used for
evaluation includes the CPU utilization of virtual machines. This information is col-
lected at the timestamp of five minutes and saved in csv files. A single VM collects 288
observations per day. The PlanetLab dataset is also used for testing and comparison.
The PlanetLab is an open platform for deploying and accessing planetary-scale services.
The CPU utilization data of all VMs in a history window is used as the input vector for

the workload prediction model.

6.6.3 FEvaluation Criteria for Prediction Models

In proposed work, the evaluation of prediction results is performed using performance
metrics as: mean absolute error (MAE), mean absolute percentage error (MAPE), mean

square error (MSE) and root mean square error (RMSE) and accuracy.

1 n
P (6.18)
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Algorithm 6.4: Workload Prediction Algorithm

Input: 1 = DataSet
Output: Load Prediction
1 while u/=0 do

—_
—

2 end

1:

,_.
@

Phase I:Dataset Pre-processing

for each My,k € s. (s= My, My .... M,)
M,.. AnomalyDetect()

Phase II:Data Partition

w1 =random(u, fraction =0.70)

H2= [ — H1

1= Training Set

u2= Testing Set

Phase III:Training Models

My, fork € s. (s= My, My .... M,)

12:

13:
14:

15:

16:

17:

18:

19:
20:
21:
22:
23:

24
25:

where (z;, Y;) € firain

**Testing Models in Training**
S=My (z;)=y;” where x; € [iest
***********Error Rate**********
absolute(y;- y;')=e

MAE:% Z?:l |yi - Z]z‘|2

MSE:% > e (Yi — Ui)

RMSE=\/£ 0, (i — §1)°
MAPE=L%"" | |uct

vi
Accuracy=(100 — % Yoy
Result:EM(x)

Phase IV: N-semble and

Testing Phase

My, for k € top(M,,Acc%,3)

MEM/yz — yz/7 where 1 € Htest

$ top(M,, Acc%,3)

EM(x;)= Mgy (M (%)), where x; € g
Since, (Mg (%)= v;’,

therefore, EM(x;)=Mg (vi)

Yi—Yi
Yi

)
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Table 6.5: Conventions Used

Conventions Description

1

Counter of feature vectors

X, Y Input space and output space
X, Y Input and target vectors
n DataSet

Lo Data partitions: Training and testing
B R datasets i.e. pl and p2.
M Representation of Model i.e., M: X->Y
MEM Represents the final ensemble

model created

EM(x) Final output of ensemble model
e Acceptable error

Table 6.6: Various Tuning Parameters of Prediction Models

Model Package Tuning Parameters and Their Values

MinMax Scaler, Activation Function = Relu, Optimizer = Adam,
RNN LSTM Keras epochs=50,60 and 70, Loss Function = ‘MSE’,

No. of Layers = 3, No. of Neurons = 20
Prophet fbProphet None

ADF = -2.166543, P-value = 0.2186, No. of lags = 6,
ARIMA Pmdarima Number of observations used for ADF Regression

and critical value calculator = 164
XgBoost XgBoost None

MinMax Scaler, Activation Function = Relu, Optimizer = Adam,
CONV LSTM Keras Epochs = 50,60 and 70, Loss Function = ‘MSE’,

No. of Layers = 3, No. of Neurons = 20

H, = [[0.5]], lag length = 2

n

1 -
MSE = n Z (vi — yi)2 (6.19)
i=1
1 < 5
RMSE = | =S (yi — 4 6.20
22 ) (6.20)
I
MAPE = —
1|y — 4
Accuracy = (100 — — Z Yi— i ) (6.22)
n Yi

=1
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where n is the number of load predictions on host, y; is the actual load value and ¥; is

the predicted load value.

6.6.4 Topsis

Hwang and Yoon developed the technique for Order Preference by Similarity to Ideal
Solution (TOPSIS) decision analysis method. TOPSIS, one of many Multi-Criteria De-
cision Making (MCDM) and Multi-Criteria Decision Aid (MCDA) methods developed to
solve real-world decision problems, works satisfactorily in various application areas [134].
It is based on the idea that the solution chosen should be as close to the positive best
solution as much as possible while remaining as far away from the negative best solution.
It compares alternatives by assigning weights to various criteria, normalizing their scores,
and then calculating the total score and rank. Table 6.7 displays the topsis analysis re-
sults for the workload prediction models with and without anomalies. It provides details
of the results obtained from different models. The performance comparison of various

models based on topsis scores using a graph is shown in Figure 6.7.

Performance Comparison of Various Models
based on Topsis Score
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Figure 6.7: Performance comparison of various prediction models using topsis score

6.7 Result Analysis, Comparison and Discussion

The input of this work is the CPU utilization of virtual machines (VMs) and the output
is the CPU utilization in the future. Two subsets comprise the data set: the training
subset and the testing subset. The prediction of load for a single virtual machine (VM)
requires a total of 288*30 time intervals, out of which 30% is allocated for testing and
70% is used for training. As experimental baseline models, we employ ARIMA, Prophet,
XgBoost, RNN LSTM, ConvLSTM, and DLM in comparison to the proposed ensemble
model. The different prediction models undergo testing, using testing data and training

data containing varied hyper-parameter values.
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Table 6.7: Comparative Performance Study of Various Models with Different Anomaly
Detection Techniques using topsis analysis

Models ‘ MAE ‘ MSE ‘ RMSE ‘ MAPE ‘ Accuracy ‘ Topsis Score ‘ Rank
ARIMA
ARIMA 10.1 280.96 | 16.76 0.37 0.63 0.74 20
AR + iforest 8.46 304.47 | 17.45 0.39 0.61 0.73 22
AR+ KNN 16.49 | 317.94 | 17.83 0.42 0.58 0.68 29
AR + LOF 13.42 | 280.23 | 16.74 0.30 0.60 0.72 24
AR + Histogram 10.1 280.97 | 16.76 0.38 0.62 0.74 21
AR + OSVM 33.28 | 1249.83 | 35.35 0.60 0.40 0.26 37
Prophet (Pro)
Prophet 2796 | 29.7 5.45 0.34 0.66 0.72 23
Pro + iforest 25.36 | 26.7 5.17 0.36 0.64 0.74 19
Pro+ KNN 22.81 | 23.51 4.85 0.31 0.69 0.76 12
Pro + LOF 23.87 | 24.53 4.95 0.35 0.65 0.75 17
Pro + Histogram 40 33.93 5.82 0.39 0.61 0.64 30
Pro + OSVM 30.35 | 32.97 5.74 0.34 0.66 0.7 26
RNN LSTM
RNN LSTM 24.18 | 734.08 | 27.09 0.68 0.32 0.33 31
RNN + iforest 23.34 | 814.47 | 28.54 0.42 0.58 0.3 32
RNN+ KNN 23.98 | 814.7 28.54 0.48 0.52 0.3 34
RNN + LOF 23.79 | 815.62 | 28.56 0.42 0.58 0.3 33
RNN + Histogram 24.24 | 817.52 | 28.59 0.58 0.42 0.29 36
RNN + OSVM 24.16 | 813.85 | 28.53 0.55 0.45 0.3 35
Conv LSTM
Conv LSTM 6.55 100.08 | 10 0.22 0.78 0.78 9
Conv + iforest 8.91 120.16 | 10.96 0.30 0.70 0.74 18
Conv + KNN 11.23 | 160.1 12.65 0.40 0.60 0.69 27
Conv + LOF 6.45 118.57 | 10.89 0.30 0.70 0.77 11
Conv + Histogram 10.58 | 151.09 | 12.29 0.38 0.62 0.7 25
Conv + OSVM 11.17 | 164.45 | 12.82 0.42 0.58 0.68 28
DLM
DLM 8.65 15.66 3.96 0.35 0.65 0.76 13
DLM + iforest 8.72 15.13 3.89 0.37 0.63 0.76 15
DLM + KNN 8.95 15.13 3.89 0.37 0.63 0.75 16
DLM + LOF 7.74 14.14 3.76 0.23 0.77 0.77 10
DLM + Histogram 8.65 15.66 3.96 0.36 0.64 0.76 14
DLM + OSVM 8.43 15.66 3.96 0.21 0.79 0.84 8
XgBoost
XgBoost 1.45 3.42 1.85 0.17 0.83 0.99 5
XgBoost + iforest 1.08 2.67 1.63 0.17 0.83 1 4
XgBoost + KNN 1.03 2.25 1.5 0.16 0.84 1 3
XgBoost+ LOF 0.93 1.89 1.37 0.14 0.86 1 2
XgBoost + Histogram | 1.45 3.42 1.85 0.18 0.82 0.99 6
XgBoost + OSVM 1.56 4.83 2.2 0.20 0.80 0.99 7
Proposed Model 0.9 1.78 1.2 0.12 0.88 1 1

For the VM workload prediction task, MAE, MSE, RMSE, MAPE and accuracy are uti-
lized as the performance metrics. The summary of the best results obtained from the
comparative performance study of various models with and without different anomaly

detection techniques is shown in Table 6.8.
Many models, such as ARIMA, may be incapable of simulating the nonlinear components

when the data becomes extremely volatile. The resulting error will have a significant im-

pact. As a result, cloud multi-step advance load forecasting may be compromised. ANN
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Table 6.8: Summary of the best obtained results from previous experiments

Models RMSE MAPE Accuracy
XgBoost 1.37 0.14 0.86
DLM 3.96 0.21 0.79
ConvLSTM 10 0.22 0.78
Proposed Model 1.2 0.12 0.88
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Figure 6.8: CPU Utilization of Proposed Ensemble Model without Anomaly

enhances the prediction of nonlinear patterns. On the contrary, prediction requires the
implementation of training data. The efficacy of ANN could potentially be compromised
due to this limitation. Consequently, by combining the most advantageous attributes
of the various models, the proposed ensemble model captures both linear and nonlinear
components of the data more accurately than the alternative models. The top three mod-
els are chosen based on their performance and are utilized to build the proposed ensemble
model. The proposed ensemble model captures both linear and nonlinear components of
the data more accurately than other existing models by combining the best features of
these three leading models. The CPU Utilization of Proposed ensemble model without
anomaly is shown in Figure 6.8.

The comparison of various time series models based on accuracy is shown in Figure 6.9.

6.7.1 Comparison of Various Prediction Models

To compare the proposed ensemble model performance with and without anomalies, we
trained various workload prediction models, such as ARIMA, XgBoost, Convolutional
LSTM, Prophet, DLM and RNN LSTM models, which are used as baseline models;
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Figure 6.9: Comparison of various time series models based on accuracy

these models MSE, RMSE, MAE and MAPE error rates are shown in Table 6.7. Then
the proposed ensemble model is compared with ARIMA, convolutional LSTM, DLM,
XgBoost, Prophet and RNN LSTM models for VM workload prediction.

Upon comparing the mean absolute percentage error (MAPE) rate of our proposed en-
semble method to that of existing methods, it becomes evident that our method exhibits
a lower average absolute error rate. The reduced error rate can be attributed to our
method’s efficacy in identifying long-term dependencies, which leads to enhanced predic-

tion accuracy and diminished absolute error.

The experimentation also utilized four distinct machine learning models— BiLSTM [34],
ANN [135], CNN-LSTM [35] and EQNN [37] to assess the performance and precision
of the ensemble model that was proposed. These methodologies were chosen because
they are multivariate approaches built upon neural networks and deep learning concepts.
Tests were performed utilizing a generated dataset. We conduct comparisons using the
outcomes of one-step predictions, as this is how the majority of prior research has gener-
ated predictions. Table 6.9 summarizes the results of comparing the prediction errors of
some of the existing approaches with the proposed model. The suggested model, which
utilized multivariate time series data and deep learning techniques, effectively captured
correlations across variables, leading to a substantial enhancement in prediction accuracy

compared to previous studies.
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Table 6.9: Comparison between existing and proposed model predictions

Models MAPE RMSE MSE Accuracy
CNN-LSTM [35] 0.19 2.9 3.42 0.812
Bi-LSTM|[34] 0.16 2.3 241 0.842
ANN [135] 0.22 2.21 3.25 0.781
EQNN [37] 0.136 1.9 1.96 0.86
Proposed Model 0.12 1.2 1.78 0.88

To facilitate a comparative analysis with prior research, the mean absolute error of each
is computed for the proposed method. The absolute error values for different approaches
in the case of one-step prediction are illustrated in Figure 6.10. In contrast to the mean
absolute error rates of alternative approaches, it is indisputable that our method exhibits

the lowest absolute error rate on average.

0.25 _\
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CNN-LSTM
[24]

Bi-LSTM 6]\ N [29] EQNN [35]

Mean Absolute Percentage Error

Proposed
Model
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Figure 6.10: Comparison of proposed approach with various existing methods in regard
of absolute error rates

The proposed ensemble model, which uses deep learning and multivariate time series
data, is better than other hybrid studies because it effectively finds correlations between

variables that are related to each other. This makes predictions a lot more accurate.

6.7.2 Forecasting the CPU Utilization

Figures 6.11 - 6.16 show the forecasted workload and the actual observations plot of
different models used for workload prediction. Figure 6.8 illustrates both a long-term

CPU usage prediction time series curve and the actual CPU usage workload curve. The
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interval length in this case is five minutes.

It has been observed from Figure 6.8 that the proposed ensemble model predicts a CPU
utilization value too close to the actual workload. Figure 6.8a shows the actual(expected)
versus predicted load on the train data, and Figure 6.8b shows the results on the test data.
So, according to the forecasts, the true CPU utilization rate observations are accurately
predicted using the proposed ensemble model with an accuracy of approximately 88%.
The XgBoost model performs better as compared to other existing time series models as

shown in Figure 6.12 and provides an accuracy of about 86%.

As shown in Figure 6.15, the DLM model also performs admirably and predicts CPU
utilization value of host that is excessively near to the actual workload and provides
accuracy of about 79%. The ARIMA and ConvLSTM models also exhibit superior per-
formance and provide CPU utilization predictions that closely resemble the actual CPU
utilization predictions, as depicted in Figure 6.11 and Figure 6.14, respectively. Accord-
ing to the topsis results shown in Table 6.7, our proposed ensemble model outperforms
the other methods in MAE and RMSE rates. As shown in Figure 6.16, the RNN LSTM
model exhibits the highest error rate among the models evaluated and performs poorly

in comparison to the others and provides only 58% accuracy.

Furthermore, its predictions regarding CPU utilization deviate significantly from the
actual values, yielding a nearly linear graph for CPU prediction. It should be noted
that the Prophet model also exhibits a greater error rate in comparison to the other
cutting-edge workload prediction models illustrated in Figure 6.13. So, ARIMA, XgBoost,
ConvLSTM and DLM models exhibit superior performance in comparison to Prophet and
RNN LSTM models.

By examining the predicted and actual CPU utilization through the use of visual repre-
sentations, we assess the performance of the proposed ensemble model in comparison to
previous artificial neural network models. Comparing the MAE, MSE, RMSE, MAPE
and accuracy of our proposed model to those of previously developed models reveals that

our proposed method produces a lower average error rate.

For validation purposes, the proposed ensemble model is also tested on the Bitbrains

dataset[19]. The result obtained is shown in Figure 6.17 and achieves 75% accuracy.

6.7.3 Case Study

The case study of proposed approach focuses on improving host load prediction in fog

computing environment, which is crucial for optimizing resource utilization and meeting
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Figure 6.13: CPU Utilization of Prophet Model with and without anomaly a) With
Anomaly b) Without Anomaly

service level agreements. Three distinct categories of cases are evaluated: Different sce-

narios involve varying number of virtual machines operating in parallel, and these VMs
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Figure 6.17: Testing of the proposed ensemble model on Bitbrains dataset

are deployed on two distinct types of platforms as shown in Table 6.1. In the first sce-
nario, four VMs operate concurrently: two VMs on the first platform and other two are
on the second platform. In the second case, six VMs operate concurrently, with three
VMs being executed on the initial platform and the remaining three on the second. In
the third scenario, ten VMs are operating concurrently, with five on the initial platform

and the remaining five on the secondary platform.

We evaluated the performance of our proposed model in various scenarios by augmenting
the number of virtual machines (VMs) in real time scenario at different time intervals.
Increasing the number of virtual machines (VMs) produces a huge amount of dataset for
model training and testing purpose, further enhancing the performance and accuracy of
our proposed load prediction model. The performance of the proposed ensemble model

in different cases is shown in Table 6.10.

Table 6.10: Different cases considered for evaluation

Case Study o f VMs Dataset (10 performance p\ qp \APE  Accuracy
running in Parallel parameters)
4 VMs (2 on Platform 1
Case 1 and other 2 on 2nd Platform) 4500 records 3.2 0.21 0.793
6 VMs (3 on Platform 1
Case 11 and other 3 on 2nd Platform) 7000 records 2.5 0.16 0.841
Case TII 10 VMs (5 on Platform 1 10,000 records 1.2 0.12 0.88

and other 5 on 2nd Platform)
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6.8 Summary

This work introduces a multivariate time series ensemble model for the prediction of
CPU utilization across multiple fog nodes. The model employs a variety of anomaly de-
tection methods to address inconsistencies in load forecasting from large data volumes.
These techniques identify anomalous data and select top-performing time series models
based on TOPSIS scores to create the ensemble model. The model’s efficiency is as-
sessed using MAE, MSE, RMSE, MAPE and accuracy metrics. Results show that the
proposed ensemble model outperforms existing models with lower error rates and higher

accuracy.
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Chapter 7

Conclusion and Future Directions

7.1 Conclusion

This work introduces a novel reliability framework that involves multiple implementation
phases. The framework commences with the generation of virtual machines using a va-
riety of random settings on the command line, followed by the generation of a dataset,
the application of machine learning techniques for load prediction on hosts and the anal-
ysis of the results. Precision, recall, and accuracy were the criteria used to assess the

models.

An ensemble model was developed by combining ten machine learning models, resulting
in the most precise and optimal results for the classification of host load. The Random
Forest (RF), AdaBoost (AB), Gradient Boost (GB), and Decision Tree (DT) models all
performed equally well across three case studies in terms of enhanced model performance
as a result of normalizing datasets. Nevertheless, the proposed ensemble model demon-
strated a marginally higher level of performance, attaining an accuracy of approximately
82%. The 10-fold cross-validation method was employed to further assess the ensemble

model’s robustness.

The emergence of container migration and containerization as the next significant rev-
olution in cloud and fog computing environment necessitates the transfer of containers
from overloaded hosts to new hosts in order to ensure that there are sufficient resources
to execute consumer applications at the network edges and in fog computing and mobile
edge clouds. An extensive investigation of algorithms to manage the excessive energy
consumption of hosts has not been conducted, despite the increasing prominence of con-
tainers. The optimization of the energy consumption efficacy of hosts continues to be a
critical and challenging endeavour.This investigation investigates methods for optimizing
fog computing container administration, with an emphasis on minimizing the load on
hosts.

Two frameworks were recommended: one for container selection from the overloaded host

and another for container migration. The energy consumption was significantly reduced
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by 10.89% as a result of the 35% reduction in container migrations that the proposed
container selection algorithm achieved. Furthermore, the proposed container migrations
were distinguished from existing methods by the substantial variations in power consump-
tion, temperature, frequency, and CPU utilization. The container migration algorithm’s
dynamic inertia weight-based PSO (DIWPSO) technique offered swifter solutions, par-
ticularly for the computational requirements of large-scale applications. The DIWPSO
algorithm outperformed existing optimization methods, such as PSO, ABC, and E-ABC,

on the benchmarks for container migration, as demonstrated by numerical analysis.

Additionally, this study introduces a multilevel time series ensemble model that is capable
of predicting CPU utilization for multiple hosts that are operating on fog nodes. The data
volume was so extensive that a variety of anomaly detection methods were implemented

to mitigate potential inconsistencies in load forecasting.

Anomaly detection techniques were implemented to identify anomalous data in the dataset
that was generated, and a variety of time series-based models were implemented to fore-
cast workload. The ensemble model was developed by selecting the best three models
based on the TOPSIS score. The proposed model’s efficacy was verified through the
evaluation and comparison of MAE, MSE, RMSE, MAPE, and accuracy metrics with
other state-of-the-art models. The proposed ensemble model demonstrated a higher level
of accuracy and a lower error rate in comparison to other existing workload prediction

models, as evidenced by the results.

7.2 Scope for future work

The following are a number of potential future research directions for this work:

1. Address complexity and accessibility: Investigate methods to simplify the
dynamic inertia weight-based PSO (DIWPSO) algorithm to enhance accessibility

for smaller organizations.

2. Enhance security: Focus on mitigating security concerns associated with container-
based virtualization, particularly due to shared kernel access. Explore strategies for

improving hardware security in a container environment.

3. Advanced container technology: Continue research into container technology,
particularly in the early stages of development. Prioritize advancements in failure
management and cluster-based container orchestration using technologies such as

Kubernetes.

4. Optimize Container Migration: Develop and refine techniques to further op-
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timize container migrations, aiming to improve resource utilization, reduce opera-

tional costs, and enhance performance.

. Improved Isolation and Security Measures: When deploying containers in
data centers, emphasize secure practices, including cgroups, file systems, network,

and memory isolation, to limit container access and safeguard hardware.

. Refine Optimization Techniques: Continue refining other optimization tech-
niques to address evolving challenges in energy efficiency, especially in real-time

computing environment.

. Explore Real-World Deployment Insights: Provide insights into deploying
container technology in real-world computing scenarios, with a focus on practical

applications in cloud, IoT, fog, and edge computing environment.
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