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Abstract

The Intercloud represents the idea of a global ecosystem of collaborating CSPs
offering potentially infinite compute resources enabling seamless resource
provisioning and consumption. Various standardization bodies, working groups
and research communities are working hard to provide a comprehensive
framework but service deployment, orchestration, provisioning, Service Level
Agreement (SLA) compliance and security present significant challenges in an
intercloud environment. This research proposes an efficient and secure
intercloud framework “Services management in InTercloud for Efficiency and
Security (SITES)”, for unified services management in the intercloud
environment.

The SITES framework proposes a novel resource discovery mechanism, which
provides direct CSP to CSP interaction, a contrast to traditional approaches
where central entity is required for service scalability. A comparison of existing
techniques with the proposed mechanism establishes the viability of the
proposed mechanism.

SITES also proposes a services management mechanism which provides an on-
demand ranking mechanism for service consumers. It allows greater
optimization at an individual level rather than traditional one-size-fits-all
approach. In this scenario users consume services by specifying cost and
different Quality of Service (QoS) related constraints like latency, processing
time, reliability, reputation and availability which are measured and tracked
automatically within SITES. Individual users are therefore able to reduce their
overall cost of service consumption compared to existing mechanisms while
enjoying improved QoS-compliance. Real-world experimentation along with
simulations show that SITES orchestrated services conceded significantly lower
SLA violations even in the face of flash-crowd scenarios. This results in

potentially increased profits for service providers over traditional mechanisms.

Xiv



Finally SITES framework proposes a novel mechanism for detecting malicious
applications based on application profiling and minimizing their impact using a
containment-based security model. Encouraging results have been obtained by
detecting malicious applications through comparison of resource consumption
and performance time-series data pertaining to CPU usage, memory usage and
inbound/outbound traffic of executing applications with known malicious
applications.

The realization of the SITES framework for an intercloud environment results
in enhanced capability to deliver services to end users in a customized manner
while maximizing service provider revenue in a secure environment. This
results in efficient management of cloud services, reducing cost for end users as
well as service providers while increasing overall experience in a secured

environment.
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Chapter 1: Introduction

Chapter 1

Introduction

The Intercloud or the “cloud of clouds™”, environment encompasses the
deployment, configuration, provisioning, operation and portability of cloud
resources across different Cloud Service Providers (CSPs). The intercloud
provides a strong motivation for the deployment of planetary-scale services
which need to cater to diverse geographical locations of their users besides
optimizing latency and cost while ensuring quality-of-service and complying
with service-level agreements. The intercloud has emerged as a logical
evolution of the cloud computing paradigm allowing for the creation of a
community of CSPs to offer greater value-add to the end consumer while
facilitating enhanced elasticity, ensuring QoS even at peak loads, service/data
portability and migration and collaborative services for mutual benefits.
Compute resources/services provisioned and controlled by a single cloud CSP
need to be orchestrated to meet demands for guaranteed end-to-end quality,
compliance and other reliability issues. It is envisaged that if a cloud system
experiences an unexpected overload or a natural disaster, spare resources shall
be required to cope with the situation. In order to guarantee the required service
quality, such as service availability and performance it is intuitive to consider a
mechanism for flexibly reassigning resources from other CSPs under an
overarching intercloud system. In particular, private clouds built by Small and
Medium Enterprises (SMEs) are likely to collaborate with other clouds to
effectively meet peak-load requirements, offer value-added services to their
consumers or tap business opportunities in geographic areas where they do not

1
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have a presence. The intercloud appears a promising business model in this

context.

1.1 About Intercloud
According to Wikipedia [1]:

"The Intercloud scenario is based on the key concept that each single cloud
does not have infinite physical resources or ubiquitous geographic footprint. If a
cloud saturates the computational and storage resources of its infrastructure, or
IS requested to use resources in a geography where it has no footprint, it would
still be able to satisfy such requests for service allocations sent from its clients".
If a cloud service provider gets resources shortage or the requirement for
resources is demanded from a location where it has no footprints. It would still
be able to satisfy such requests for service allocations sent from its clients.
Research in the intercloud domain has picked up pace with large industry
players having a sizeable cloud presence embracing the intercloud concept.
"Cisco's vision for intercloud is a "cloud of clouds" that encompasses both
Cisco data centers and those of its partners [2]. Cisco's vision is a perfect
example of the “Federated Intercloud (FI)”, which is a close-knit eco-system,
built around a large CSP, a set of SMEs and a developer community with the
standards driven by the large CSP [3]. On the other hand is the concept of a
non-federated intercloud or what we term the "Democratic Intercloud (DI)”,
which represents a more open-market approach to CSP-interactions, built
around a global standard. Both models shall be referred throughout the rest of
the thesis and a clear distinction made wherever required.

While the intercloud is an evolutionary business model, it does have its unique
technical challenges. When actually considering cross-cloud interactions, it is
challenging to meet the demands from CSPs for guaranteed end-to-end service
quality primarily during peak hours [4]. Existing large CSPs like Amazon,
Google etc. are also reportedly facing the problem of predicting geographic

2
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distribution of cloud users and providing QoS as per SLA’s [5]. According to
[6] an intercloud must ensure following functions:

a) Guaranteed end-to-end quality for each service

b) Guaranteed performance

¢) Guaranteed availability

d) Convenience of service cooperation

e) Service continuity

f) Market transactions via brokers
These functions can be reliably achieved through adoption of common
standards for cross-cloud communication, protocols for resource discovery and
dynamic provisioning, resource/service orchestration, global trust and financial
settlement mechanisms which are non-trivial to say the least. While
technological solutions to the above issues do seem feasible in the near term,
more complex business challenges need to be overcome before the intercloud

can become a reality.

1.2 Intercloud Stakeholders
In this sub-section different stakeholders or key actors in the different intercloud

paradigm are discussed:

1.2.1 Cloud Service Providers (CSPs)

A CSP provides the three cloud models Infrastructure-as-a-Service (laaS),
Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS) which is
considered as unit in Intercloud, apart from implementing interfaces for flawless
integration with the intercloud.

It is anticipated that the CSP will contribute a part of its resources to the
intercloud. The participation of the amount of CSP resources can be fixed or

dynamic in nature.
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1.2.2 Service Providers (SPs)

A Service Provider is a entity which uses Intercloud infrastructure to inclement
or deploy its own services primarily for users. It is a sort of third-party which
uses different CSP’s resources and offers its own value-added services. It can
use single or multiple CSPs to deploy its service instances for potential

consumers.

1.2.3 Service Consumers (SCs)
A user is the end-consumer of resources/services from the CSP/SP. Users can
be potentially mobile and utilize services or access resources from

geographically diverse locations, getting the same quality of service.

1.2.4 Brokers

The Broker 1s an intermediate that unite the intercloud entities like CSP’s, SPs
and users. As per Distributed Management Task Force (DMTF)’s Open Cloud
Standards Incubator [10] a broker performs following functions:

a) Description of the cloud service in a template

b) Deployment of the cloud service into a cloud

c¢) Offering of the service to consumers

d) Consumer entrance into contracts for the offering

e) Provider operation and management of instances of the service

f) Removal of the service offering

1.3 Benefits and Challenges for Intercloud Stakeholders
Each stakeholder participated in intercloud to avail its benefits; however a

number of challenges are also faced by them as discussed in Table 1.1 below:
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Table 1.1: Benefits and Challenges for different stakeholder/actors in

intercloud environment.

Benefits Foreseen

Challenges

For Users

Choice of CSPs

Highly abstracted, low

control on data

Access to diverse
services, choice of

Service Providers

Authenticity of service
providers and quality of

services

Better service
provisioning and response
times based on

geographical proximity

Transparency in

accounting

For Cloud Service

Access to additional

resources on demand

Meeting intercloud
resource commitments and

performance guarantees

Providers along with those for
traditional customers.
Availability of datacenters | Trust, migration, security,
in different geographical efficiency issues
locations
Boosting intercloud Geographical-aware auto-
revenues scaling of services
For Broker

Self-sustaining eco-
system of producers and

consumers

Interfacing with large
number of different CSP

brokers.




Chapter 1: Introduction

For Service Provider Business benefits SLA compliance across
CSPs
Greater access Absence of governing body

to handle legal cases

1.4 Classifications of Intercloud

We propose the definition of intercloud as,

“An ecosystem of CSPs offering standardized mechanisms for resource
discovery and consumption involving resource, data and service migration in a
secure and seamless manner across different CSPs based on well-defined

economic principles”

A preliminary classification of the intercloud is presented in Figure 1.1.

Intercloud

N

Non-
Federated Federated
Pure Open
Federated Federated

Figure 1.1 Intercloud Classifications
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1.4.1 Federated Intercloud System

Authors in [11], [12] and [13] describe an intercloud to be in a federation when
few CSPs interconnect their services or infrastructures with common objective
and predefined/dynamic policies. In [14] authors define a federation as:

“An organizational structure where the parties concerned are autonomous but

cooperate through agreement.”

Being a part of a federation implies implementing common protocols and

adopting a framework for:

a) Resource Discovery

b) Resource Requests

¢) Negotiation

d) Resource Provisioning

e) Resource Utilization

f) Resource Release

g) Accounting and Settlement

We provide a more comprehensive definition of the federated intercloud as:

“An inter-connection of clouds following a set of common protocols,

Application Programming Interfaces (APIs) and standards operating in a

trusted environment with well established metering services”

Trust is implicit within a federation and a central entity within the federation is

expected to provide authentication services to all participants. We provide a

sub-classification of the federated intercloud as:

a) Pure Federated: In this model, a large CSP acts as a resource/service
reservoir and smaller players typically consume resources/services from the
larger CSP with very little likelihood of offering any resources in return, in
that sense it is akin to a client-server model for the intercloud. Also, in such
a system charges are typically pre-defined by the large CSP and in case of
demand for resources, they are simply provisioned as per pre-defined
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agreements. A common architecture for a pure federated model is a Hub and

Spoke model as shown in Figure 1.2,

J
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Figure 1.2 The Hub and Spoke organization of a pure federated intercloud

b) Open Federated: In this system, a resource discovery mechanism comes into
play leading to determination of the best prospective CSP partner through
negotiation. Here in the event of resource sharing, a new agreement is
reached between participating CSPs. In that sense each CSP acts as both a

resource provider and consumer. The model is depicted in Figure 1.3.
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Figure 1.3 An example of an open federated intercloud
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The central entity facilitating negotiation and resource provisioning is not
shown for brevity. Critics of the federated intercloud still count data lock-in as
an area of concern as the data of the user circulates within a certain set of CSPs
and user has a limited choice to provision resources from outside the

community.

1.4.2 Non-Federated Intercloud System

In a non-federated or democratic intercloud system all the CSPs interact with

each other through Peer-to-Peer (P2P) model [4] or through a central hub/

exchange [5] (Figure 1.4). The major difference between democratic intercloud

and federated cloud is that, in a federation the CSPs are fixed, while in the

democratic intercloud CSPs are free to join and leave as per requirement.

A democratic intercloud is based on global open standards, setup. Moreover in

democratic intercloud users have greater choice over service consumption and

data migration due to performance, availability, cost issues etc. This migration

can be done in two ways:

a) Transfer of data from one cloud to another in automated manner requires
cross CSP Migration and due to performance issues, resource constraints at
the CSP (without user-intervention).

b) Manual transfer initiated by the user due to deficient services.

We propose the definition of the democratic intercloud as:

“An intercloud in which users can dynamically choose and consume
services/resources from any participating SP or CSP and CSPs can interact
with other based on a global open standard supporting dynamic negotiation.”
Intuitively, a democratic intercloud is more complex to envision with emphasis
on trust management, authentication, non-repudiation, cross-cloud orchestration

and metering services.
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Figure 1.4 An Example of a Democratic intercloud based on Global Open
Standards
While the democratic intercloud is in infancy stage, there are a broad spectrum
of open source software like Eucalyptus [15], Openstack [16] etc. which
provide the interfaces, protocols, programming models, and deployment options
of the proprietary clouds. These might provide a viable approach to create a

democratic intercloud in future.

1.5 Categories of Intercloud Operations
Various types of operations are performed by different stakeholders which can

be further categorized based on above discussion:

1.5.1 Dynamic operations

In such kind of operations joining or leaving of new CSPs takes place, also
referred as expansion or contraction process in Intercloud. The democratic
intercloud supports both an expansion process to reflect new CSPs joining and
the contraction process reflecting CSPs leaving [17]. Some researchers also
refer to expansion and contraction in terms of the resources availability after

each CSP to CSP transaction within a federation. These processes happen under
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a set of procedures and standards agreed mutually by each of the participating
CSP.

1.5.2 Resource/Service Integration Operations

Consider a case where CSPs or SPs can utilize services of other SPs or those
deployed on other CSPs in order to offer value-added services to end users.
Such kind of integration is termed as vertical integration. Example of vertical
integration is present in [18] where authors propose architecture to provide a
platform for sharing services for mutual benefits residing in different CSPs. On
the other hand different CSP-level resource collaborations fall under the
purview of horizontal integration. Tusa and Celesti et al. [19] [20] presented a
heterogeneous Cloud federation model, which is known as “Horizontal
Federation” for CLEVER [21] (a virtualized cloud environment). A Cross
Cloud Federation Manager component (CCFM) is introduced that is integrated
into every Cloud service provider while vertical service integrations are
possible, they question its practicality. Hassan et al. [22] propose a game based

distributed resource allocation scheme which works for horizontal federation.

1.5.3 Architectural Operations
Grozev et al. [7] provide the architectural classification for the intercloud, other
classifications such as those in [8][9] classify the intercloud as

1) Centralized

ii) Peer-to-Peer

1) Hybrid: In this type of system a central entity may perform the usual role

while resource discovery/provisioning are done in a peer-to-peer manner.

Table 1.2, provides a summary of intercloud classification based on above

discussed operations.
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Table 1.2: Classification and Operations
Type of Dynamic Service Architecture

Intercloud Organization Integration

Pure None None Centralized
Federated

Open Contraction Vertical and Centralized
Federated Horizontal
Democratic Expansion and Vertical and Centralized, Peer-

Contraction Horizontal to-Peer and
Hybrid

1.6 Thesis Contribution

As per above discussion a number of forums, groups and researchers are
working to develop an efficient and secure framework which provides seamless
interaction between multiple Cloud Service Providers, beneficial for users,
service providers. Without incorporating resource discovery and unified
services management system in a secured manner, realization of such
framework is not possible in real world scenario. Therefore, this thesis work is
proposing a framework which incorporates resource discovery and services
management in a secured manner without compromising the overall
performance. It provides a common platform for various stakeholders like
services consumers, services users and CSPs to manage the resources as per

requirement.
Therefore the main contributions of the thesis are:
a) Facilitating direct CSP to CSP interaction without involving third party for

resource discovery.
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b) Efficient Resource Discovery for service scalability.

c) Seamless management of services in an intercloud environment.

d) A novel service ranking mechanism in an intercloud based on detailed
performance monitoring and historical analysis.

e) A fine-grained control mechanism to the end user’s for optimal service
selection.

f) A model of automated service scaling and deployment for service providers
in an intercloud based on dynamic service consumption patterns.

g) Prevention of misuse of CSP infrastructure for launching DoS/DDoS attack.

1.7 Thesis Organization

Chapter 1: Introduction - This chapter presents an overview of the intercloud as
an evolutionary distributed computing paradigm as a federation of individual
Cloud Service Providers (CSPs). The key stakeholders in the intercloud system
model and their respective roles, motivation for participation and expected
benefits are discussed. Finally, a classification of the intercloud in terms of
organization, functionality and nature of stakeholder interaction is provided.
Based on these assessments an in-depth analysis of research gaps is discussed
which forms the basis of problem formulation.

Chapter 2: Literature review - This Chapter provides a detailed discussion on
the standardization efforts by industry consortia and protocols developed by
various working groups, followed by related work in the areas of resource
discovery, services management and security. Based on these assessments
problem formulation and objectives of the thesis is discussed.

Chapter 3: Proposed Framework: Service management in InTercloud for
Efficiency and Security (SITES) — This chapter begins from the introduction of
services management and followed by framework requirements from the

perspective of consumers, service providers and cloud service providers. It
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represents proposed framework architecture which also includes its sequence of
operation. The chapter highlighted the proposed mechanisms for resource
discovery, services management and security to improve its efficiency.

Chapter 4: Proposed Resource Discovery Mechanism in SITES - This chapter
presents a P2P-based resource discovery mechanism between individual CSPs
in the SITES, which is the fundamental operation to support the services
abstraction. This chapter describes its need and influence on SITES
performance in terms of:

Detailed results and its analysis in terms of effectiveness and efficiency are
presented. A comparison of existing techniques with the proposed mechanism
establishes the viability of the proposed mechanism.

Chapter 5: Proposed Services Management Mechanism in SITES - This chapter
introduces the problem of efficient service selection and consumption by
geographically dispersed users in an intercloud scenario detailing the
complexities involved. A novel fine-grained service selection mechanism is
proposed which allows end user’s complete control in service selection based
on various guantitative and qualitative parameters.

Chapter 6: Proposed Security Mechanism in SITES - This chapter proposes a
novel mechanism for effectively and efficiently preventing malicious
applications hosted on SITES to execute. The potential of Intercloud as a “safe
haven for DDoS attackers” is discussed in the beginning of the chapter. Further
a real world experimental set up is presented which includes launching of DDoS
attack by using virtual machines hired from top CSPs like Amazon EC2,
Microsoft Azure and GoGrid. A recorded behavior in time series data base is
presented. Further based on observed behaviour a scheme is discussed which
identifies the malicious (DDoS) activities of application deployed in these VMs.
This scheme is analyzed on the basis of experimental evaluation (effectiveness

and efficiency).
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Chapter 7: Conclusion and Future Scope - This chapter concludes the work
done with a brief discussion on challenges faced for designing systems for
establishing secure and efficient intercloud framework. It also presents
conclusion of the thesis by highlighting the main contributions of this research
work and specifically focuses light on the future work that can be undertaken to

extend.
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Chapter 2

Literature Review

This chapter explores standards and working groups, specialized services,
business models and economic models followed by related work in the domain
of resource discovery, services management and security. Therefore on the basis
of this discussion, research gaps are evaluated and thereafter problem is

formulated. After problem formulation objectives of the thesis is presented.

2.1 Standards, Services and Models in Intercloud

A number of standards/protocols have been offered by various working groups
for interoperability in Intercloud. However their acceptability varies widely.
This leads to different types of service offerings under different

business/economic models.

2.1.1 Standards and Working Groups in Intercloud

There are various models in existence in the domain of Intercloud
interoperability. These models are proposed by various industry consortia. Each
of which representing its own framework to implement intercloud
interoperability. However there is no uniform and standard model as suggested
in Table 2.1. Further in Table 2.2, details of various interoperability standards,
protocols and projects are presented followed by their status of development.

The table also suggesting there is no universal acceptance of standards and
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protocols as each of Working Group is coming with its own suggestion and

implementation.

Table 2.1: Interoperability Models in Existence

Model laaS PaaS SaaS Data Networking
Orchestration Yes Yes Yes NA NA
layer [40]
DMTF CIMI Yes NA NA NA NA
[41]
Adapters [40] NA NA Yes NA NA
CMWG [41] Yes Yes Yes Yes NA
Cisco NA NA NA NA Yes
Intercloud[38]

Table 2.2: Interoperability Working Groups

Standard/Protocol/Project Aim Defined/Developed
Name
Open Virtualization Format VM migration Standard developed
(OVF) [42]
Cloud Data Management To generate, access, Standard defined
Interface (CDMI) [43] update and modify
data inside cloud
Open Cloud Computing API for management Protocol Defined
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Interface (OCCI) [44]

tasks in cloud

Topology and Orchestration
Specification for Cloud
Applications (TOSCA)

[45].

Enables the
interoperability with
cloud service
description. Creates
the link between
services instances and
make the operational

behavior.

Standard developed

Cloud Application
Management for Platforms
(CAMP) [46]

Definition of protocol

for interoperability

Standard developed

Cloud Auditing Data
Federation (CADF) [47]

Defines open standards

for cloud auditing

Standard developed

LDAP [48], OpenlID
Connect [49]

Enable third party 1D
and Access
Management

functionality

Standard developed

US FIPS 140-2 [50]

Specifying the security
requirements by a
cryptographic module
for sensitive

information

Standard developed
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2.1.2 Specialized Services

Recent Intercloud research and standardization efforts by several groups have

led to the development of specialized services for facilitating intercloud

functionality. This sub section details the work done on these specialized

services for the intercloud.

1) Security-as-a-Service

Different types of security services are available such as:

a)

b)

Trust management (between various intercloud entities) - Trust-as-a-
Service (TaaS) is an intermediate service which maintains trust ratings
for different CSPs, SPs and individual services and even users. Most of
the work in Trust Management in intercloud system is based on
establishing the credibility of users based on feedback analysis [33].
This service plays a big role for selection of service or CSP based on
its past behavior. Abawajy et al [34] present a reputation management
framework which helps a service consumer to put a weightage for
feedback a service provider. On the basis of this framework a
technique for controlling falsified feedback ratings is generated.
Encryption services (secure communication) - Encryption-as-a-Service
(EaaS), is subscription based model that permits customers to use
encryption techniques without any need for installation of any kind of
software [35]. Marc et al. [36] present the z-Cloud, a personal secure
cloud that provides users with encryption services which can be used in
an intercloud environment.

Identity and access management (one user with fixed privileges can
access whole intercloud) - Consider a case, when users registered with
a particular CSP want to use or access another CSP, for reasons such as

performance, availability of a particular service, or purely as backup,
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they would need to register or signup with the new CSP. A single sign-
on system for the intercloud would solve this problem. Bernstein et al.
in [30] present a trusted mediator model between elements in
intercloud, providing identity and access management for users. Celesti
et al. [37] present identity and access management in federated cloud to
manage the authentication needed among clouds for federation
establishment.

d) Secure workload migration (Porting workload/data from one
cloud/service to other in a secure manner)-This service is useful in
providing a secure connection between two different datacenters
belonging to different CSPs. Cisco’s Intercloud Fabric [38] builds
hybrid clouds by increasing existing number of datacenters to public
clouds while keeping network/security policies. This helps in creating
highly secure connectivity across multiple clouds. They argue to
provide secure workload migration by sustaining all  network  and
security policies unambiguous to workload.

i) Interoperability as a service

Due to potential large-scale heterogeneity in intercloud environment,

interoperability is a major issue to enable seamless cross-cloud interactions.

Interoperability would enable two heterogeneous cloud environments to

collaborate by sharing compute resources [39]. The intercloud landscape

inherits heterogeneous products and services ranging from laaS, PaaS, SaaS
and more. This heterogeneity of cloud services has led to increase the risk of
vendor lock-in for customers. Therefore the aim of ideal cloud
interoperability is very critical to the future success of the intercloud.

1) Auditing as a service
Audit as a Service provides interface allowing various enterprises to

automate the Audit, Assertion, Assessment, and Assurance of their
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infrastructure. Cloud Auditing [54] presents the information about
performance and security. Cloud Security Alliance (CSA) [55], The Open
Group (TOG) [56] and the CloudAudit [57] is the cross-industry effort from
the best minds and talent in Cloud, networking, security, audit, assurance
and architecture backgrounds.
Iv) Meta-scheduling as a service

Various classifications of schedulers are present which also includes in
operating system, parallel and distributed computing etc. Among all these,
meta-computing scheduling computing is considered to be most complex as
there are a large numbers of local scheduler are present[58]. Meta-
Scheduling is a strategy to manage and schedule user’s requests in
intercloud environment. It handles dynamic creation of VM, handles
message exchanging, offers resources management while keeping SLA. The
Inter-cloud Meta-scheduling (ICMS) Framework [59] uses meta-brokers
that establish a central component for orchestration and to decide the best
datacenter among collaborating clouds. The selection is based on
performance criteria and the key requirements for a meta-scheduler are
identified in [58] as:

a) The management of unpredictability (dynamics).

b) The heterogeneity of resources.

c) The geographically distribution of resources.

d) The variation of job requirements.

e) The compatibility on different SLAs.

f) The rescheduling support.

2.1.3 Business Models
The intercloud facilitates several business to business models encircling CSP to

CSP interaction. In this interaction various different stakeholders comes with
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different business expectations. Table 2.3 below presents a better understanding

where each stake holder of intercloud comes with a specific need and each one

should be dealt with a universally accepted intercloud framework.

Table 2.3: Stakeholder Expectations from Intercloud

Intercloud Stakeholder

Expectations

Users/Consumers

a) Cost optimization.

b) Selection of Service.

¢) Consumption of Service.

d) Awvailability of Service.

e) Service and performance
analytics.

f) Migration of Service.

Service Provider (SP)

a) Maximizing profit.

b) Availability of low cost
resources.

c) Scalability.

d) Resource availability.

e) Service visibility and access to
geographically dispersed users.

f) CSP performance analytics.

g) Automated service management
through  service and  user

analytics.

23




Chapter 2: Literature Review

Cloud Service Provider (CSP)

a)

b)

d)

f)

Availability of CSPs and
unlimited access to resources
when required.

External resource-provisioning
in low-cost.
Control over resource
provisioning in  fine-grained
manner as per demand scenario.
Clear accounting and settlement.
Performance guarantees for
externally provisioned resources
Maximize revenues through new

business opportunities.

Intercloud Broker

a)

b)

c)

d)

Maximize revenues for CSPs
and itself.

CSPs  should  fulfill  their
contractual obligations.

Large community of CSPs, SPs
and users.

Geographic spread.

On the basis of above discussion the following business models emerge:

i)  Business to Business model (B2B): It is commerce between multiple

CSPs to manage flash crowd scenario, exploiting geographical

distribution of resources (datacenters) and to maintain service level

agreements.

i) Business to Consumer model (B2C or C2B): It refers to the commerce

between broker/CSP, a user/SP and intercloud. It empowers SPs to:
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a) Use resources from intercloud to provide better performance to the
users.

b) Provide the option to deploy planetary scale services.

Consumer to Consumer model (C2C): It implies interaction between
users and SP. It facilitates users to:

a) Use multiple range of services for improved service selection

b) Cost vs Optimize performance

c) Access dynamic marketplace

d) Deployment of various services (Applications)

Authors in [24] propose a global service-oriented ecosystem based on the

intercloud supporting large-scale, geographically-aware and dynamic service

deployment, optimization and consumption.

2.1.4 Economic Models

Economics involves in intercloud when different stakeholders have different

business interest. For example each CSP always wants to rent out all of its free

resources in intercloud environment, therefore this cannot be achieved with

following any of the following economic models [23] [25]:

)

i)

i)

iv)

V)

Vi)

Commodity Market: CSPs and SPs price their resources dynamically
on the basis of demand-supply ratio.

Posted Price Models: Also known as spot pricing performs
advertising of special offers to attract customers.

Bargaining model: To generate best deal.

Contract-Net Model/Tendering: participants (CSP, SP, users) agree
upon a contract.

Auction Model: Auctioning of resources across CSPs.

Monopoly: when only one service provider/ cloud federation exist

and price in non-negotiable.
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vii) Bartering System — Resources are provided in exchange of resources
and no financial transaction takes place
These economic models are equally applicable to the traditional cloud or in fact
any distributed economic system. In that sense, the intercloud does not give rise
to any new economic models.
The requirement in building a successful real world intercloud economic model
includes:
1) A globally accepted naming service for different elements of
intercloud [26] [27] and [28].
i) A credible system which tracks SLA compliance/violations and
maintains accounts [29].
i) A globally recognized Trust Authority [30]
Iv) A strong Auditing System [30].
v) Transparent and timely financial settlements [29].
vi) An arbitration mechanism [29] [31] and [32].

2.2 Resource Discovery in Intercloud
Existing techniques in resource discovery can be categorized into two

approaches a) Centralized and b) Peer-to Peer approach.

2.2.1 Centralized Approach

Authors in [51] and [52] have presented a novel mechanism on service
discovery based on negotiation using centralized exchange. However this
central approach is prone to single point of failures. Net-Wide-Services
(NWIRE) [53] is another resource discovery and scheduling technique which
presents meta-computing scheduling architecture primarily depends on
brokerage and trading. Global Inter-Cloud Technology Forum (GICTF) [54]

which is a forum for intercloud principally focused on service discovery and is
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based on collection of services in a centralized manner. In [55] authors present
clustering of services for resource discovery based on past service performance.
However, the clustering scheme offered is based on mutually transient services
and undergo from overheads of creating and disbanding of the clusters.
Moreover, monitoring past service experiences of each participant comes with

overhead issues.

2.2.2 Peer-to-Peer Approach

A cross-grid cooperation architecture InterGrid [56] is composed of a set of
InterGrid Gateways (IGGs) for managing peering provisioning between grids. A
decentralized manner for efficient service discovery is used in the InterGrid
Gateways for efficient service discovery. No fault-tolerance mechanism for the
IGGs is available. Similar to InterGrid, authors in [57] proposed a completely
decentralized peer-to-peer framework for dynamic service provisioning across
cloud service providers. This scheme does not consider optimization which may
come by considering geographical location of datacenters. Bessis et al. [58] also
presented meta-scheduling model in intercloud environment to engage in
drawbacks exist in centralized models. Along with it also undertake bottleneck
in concurrent requests in intercloud environment during peak hours. Nelson et al
[59] present an Inter-cloud Service Provisioning System (IRPS) in which each
service and task represented semantically using service ontology. Further they
use present a set of inference rules for discovery and semantic scheduler. Some

instances of decentralized service discovery are available in grid computing.

2.3 Services management in Intercloud
Research in intercloud services management is in nascent stage. EXxisting
literature in the field addresses some challenges of deploying and managing

services in an intercloud environment, but the big picture seems missing.
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Authors in [60] propose a broking mechanism in a multi cloud environment
which looks at various aspects of pricing schemes, automatic decisions for
service elasticity, optimization and finding the perfect cloud for new service
deployment. However this work does not take into account latency between the
service provider and the consumer which may result in sub-optimal service
selection. The work presented in [61] figures out the latency benefits for
optimal service deployment and minimizes the service response time to user.
The experimental results in this work are based on only one real-world cloud.
Hence, the comparison between implementation of service instances in different
CSPs is not made.

TM forum (TMF) [62] presents a unified service delivery management model
which focuses on deployment of federated services. It builds standards for
services in intercloud environment known as Inter-cloud Services (ICS) which
converges towards a singular approach to service orchestration of networks and
datacenters of multiple providers. According to ICS, “Service providers require
an integrated, flexible, automated, service-focused intercloud management
system”. As per Forrester Research’s, Cisco commissioned research on Global
Managed Services Opportunity (2009) the demand for managed “on-demand”
services is identified as a key shift in user preferences [63]. Therefore the
necessary intercloud infrastructure and middleware required to support service
orchestration across CSPs needs to be in place to realize this market
requirement.

Several brokers exist in literature which can operate across CSPs and focus on
specific issues such as interoperability, performance monitoring of virtual
machines, data migration and orchestration. RightScale [64] is a real world
cloud broker around a middleware which is adaptable and automated. It
analyzes past events for better cloud control, administration, and life-cycle

management of applications across multiple clouds. It relies on monitoring the
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performance parameters of instances of different clouds (in terms of virtual
machine performance) but is service agnostic. Service performance can vary
significantly in different production environments, but RightScale does not
provide any mechanism to monitor the performance of different services across
CSPs. Thus, optimal service selection remains a challenge. Zimory [65] cloud
management platform enables cloud brokers to create a cloud eco-system
including non-cloud providers to provide intercloud services. However, it does
not provide any scheduling mechanisms or any decision making technique to
manage services or aid the end user in selection of service instances which best
meet their requirement. Aeolus [66] is an open source, Ruby-based cloud
management software which allows users to choose between private, public or
hybrid clouds, using DeltaCloud [67] cross-cloud abstraction library. But it is
not aware of monitoring, scheduling and pricing schemes of different clouds,
making it tough for the users to decide on the most economical service for their
workload. Rackspace [68] cloud monitoring brokering service lets users monitor
its websites whether located in Rackspace’s own data centers or any other cloud
and use graphs to analyze trends, outliners and patterns of their allotted servers
but scheduling across CSPs is not handled. Cohesiveft [69] provides enterprise-
grade virtualization and cloud migration services. Its main contribution is the
transfer of applications comprising application template, operating system
Images, libraries and system components, across private, public or hybrid
clouds in an automated manner but service-level monitoring and fine-grained
control over service selection to the user is not considered.

Authors in [70] propose a “cloud coordinator” between multiple clouds which
allows customers to dynamically scale their services for optimal performance.
The introduction of middleware cloud coordinator allows a service to improve

its performance, reliability and scalability. However this model does not
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consider the dynamic change in market price of resources. Also, the view is

service-centric and not user-centric.

2.3.1 Scheduling Techniques

Authors in [71] present a routing technique for managing service collaboration
among different cloud providers. It works for the stability and efficiency of
overall routing processes. This protocol deals with the changing configuration
and traffic overheads in real cloud but fails to take decision based on internal
performance of the service. Authors in [72] present a ranking mechanism of
different services in order to provide a comparative view to users to chose a
particular service over another under different use-cases. In this work authors
proposes SMICloud Broker which performs service discovery and ranking on
different Key Performance Indicators (KPIs). However this mechanism does not
provide any autonomic technique to redirect the users request in the case of
flash-crowd scenario, fault incidence etc. to ensure minimal SLA violations and
revenue loss to the service provider.

Thus, most of the current cloud brokering mechanisms provide scheduling or
routing of service requests based on monitoring the virtual machines on which
the services are deployed. In most of the cases customers can select, monitor
and migrate these virtual instances across CSPs without having a
comprehensive service-view of the intercloud. The service-view of the
intercloud is required to a) optimize service deployment and management for
the service provider (auto-scaling, replication, migration) b) optimize service

selection for the end-user (cost, response-time, QoS-compliance).

2.4 Security in Intercloud
Different cloud security working groups like [165] [166] clearly suggests a

number of security issues in cloud computing. However these issues pose a high
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degree of risks when we talk about Intercloud environment. If we take an
example of a DoS/DDoS attack, which is an attempt to make the services
assigned to the authorized users unavailable. The occurrence of a DoS/DDoS
attack typically increases bandwidth consumption, causing congestion, making
the service inaccessible to the users or floods the service with packets to
overwhelm it. DDoS attackers may launch different types of attacks (TCP,
UDP, http etc) from outside source to a cloud destination (Malicious Outsiders)
or from inside as a normal user of Intercloud infrastructure to outside

destination (Malicious Insider).

2.4.1 Malicious Outsiders

For malicious outsiders a number of devise mechanisms are used which
collocated at the server hosting the service to quickly detect attacks and then
attempt to recover from them. For large applications which are hosted in the
cloud, the CSPs can provide several layers of security and high-availability
features including firewalls, traffic analysis, redundant-hosting, dynamic
service-replication and vm migration. However, such attack detection strategies
and recovery can be expensive, both in terms of time and resources, while the
impact on service performance cannot be entirely mitigated. Intrusion
Detection System (IDS) is a famous defense method against these types of
attacks [73]. In this method, network and/or system activities are monitored for
malicious activity. Its main function is to identify malicious activity keep log
information about this activity, block/stop it, and report it. Three major
detection methods are used by any IDS: signature-based, statistical anomaly-
based, and stateful protocol analysis. Authors in [74] use IDS to secure services
in cloud from DDoS attack. SNORT technique is proposed where network
traffic of inbound and outbound are audited. All the packets are scrutinized in

real-time to identify a particular type of attack based on predefined rules by the
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intrusion detection system. A similar approach is used in [75] in which each
virtual machine is loaded by SNORT for sniffing all traffic. This success of the
scheme has been shown in a Eucalyptus [76] cloud. All IDS-based schemes are
designed to work at the recipient end which is the target of the attack. Further,
attacks launched by well known DDoS toolkits like High Orbit lon Cannon
(HOIC) [77], a DDoS http-based attack toolkit, uses what it calls "Booster
Scripts” to modify the packet headers and introduce variations in the attacks. By
examining the valid header ordering possible abnormalities can be detected.
However, inspecting network traffic designated for a hosted application (either
at source or recipient) constitutes a violation of privacy in case of normal user
traffic and would be unethical on part of the CSP. Hence, a privacy-preserving
mechanism is clearly required.

In case of a federated cloud model, a defence federation has been proposed in
[78] against DoS/DDosS attacks. A separate IDS is loaded on each cloud and on
the basis of information exchange these IDS work. If any specific cloud is under
attack an alert is generated for the whole system. Further trustworthiness of CSP
is taken by voting without hampering overall system performance.

Some CSPs offer DDoS mitigation services [79], [80] to ensure the uptime of
the service for customer in the event of DDoS attacks. Prolexic [81] claims to
have an effective DDoS mitigation strategy with four DDoS traffic scrubbing
centers. All in-bound traffic is routed to the nearest scrubbing center. It also
relies on filtering techniques and anti-DoS hardware which closes the source of
all the botnet activities. However, routing traffic for scrubbing introduces
communication delays for normal traffic possibly impacting response time,
SLAs and even user satisfaction.

Authors in [82] use Services Oriented Architecture (SOA) to ascertain the true

identity of source of DDoS attack and present a model to filter these packets.
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However it doesn’t explain how to detect source if attacker is using cloud
infrastructure for attack.
Thus, most of the work done on detecting DDoS attacks is based on:

a) Network traffic analysis at the recipient end i.e. at the server hosting the

application under attack.

b) IDS Snort rule and attack signatures

c) Use of firewalls and puzzle servers.
All the above mechanisms are reactive in nature and entail significant
processing costs and communication delays without any performance
guarantees for applications under attack. Existing work also does not adequately
address preventing the misuse of cloud computing infrastructure for launching
DoS/DDoS attacks.

2.4.2 Malicious Insiders

Identifying and containing malicious insider without violating privacy is always
a challenging job in Intercloud. Consider a case where an attacker with valid
credit card registers and immediately launches DDoS attack. The traditional
techniques like IDS seem to be a failure to cope up the issue effectively. Only
few techniques have been used by most of the CSPs like enforcing strict
registration and verification processes. Other CSPs are monitoring and
inspecting customers network traffic which clearly violation clouds’ privacy
preserving conditions [165]. This area is very much open and big research effort

Is required in this part of Intercloud domain.

2.5 Problem Formulation and Objectives
Based on literature survey the problem focussing on resource discovery, service

management and security explained as follows:
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a) Discovering the required resources to avail the facility of scaling of services
in an intercloud environment plays a critical role in order to implement a well
coordinated federation of CSPs to avoid user request drop and delayed
request response. Moreover, resource information in a federated environment
should be up to date and each CSP in the federation should be aware of the
resource status of the other CSPs. Small or medium-sized Cloud Service
Providers (CSPs) are usually limited in terms of serving capability due to
limited compute services in their data centers. The problem gets exacerbated
during peak hours when the demand is very high increasing the probability of
non-servicing of user service request. Due to the nature of cloud computing
cloud vendors need to dynamically provision resources from other vendors to
create the illusion of “on-demand elasticity”. An intercloud architecture
connecting different cloud-service providers therefore becomes unavoidable
in this context.

b) A number of intercloud brokers have emerged as intermediaries between
service providers, users and the CSPs. However, current cloud brokers do not
provide advanced service management capabilities across CSPs to allow end
users to select the service instances that best meet their requirements. To
enable such a selection mechanism, detailed service monitoring on various
performance parameters over sustained periods shall be necessitated.
Traditional performance management techniques mainly focus on vm-level
monitoring within a CSP, but in the intercloud scenario we need to have a
complete performance view of services across CSPs. Clearly a more
comprehensive service-level monitoring mechanism is required to take
informed decisions on service selection which meet user-defined criteria.

c) Recently there has been a spate of security attacks using hired cloud
computing infrastructure especially Denial-of-Service (DoS) and Distributed-
Denial-of-Service (DDoS) attacks.
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DoS/DDoS attacks are some of the most widely prevalent attacks on the
internet which target well known web-sites/applications/services by
overwhelming them with malicious requests affecting their performance or
causing them to crash. With intercloud offering huge amount of computing
resources on a pay-per-use basis, it has become easier for malicious users to
hire cloud resources and launch DoS/DDoS attacks from multiple locations.
This makes it difficult to identify the source of origin of these attacks and
contain their damage. Moreover, some malicious users have used cloud
resources to host Attack-as-a-Service which allows third-party users to
launch DDoS attacks by just specifying the intended targets. Thus, there is a
need to detect malicious applications hosted on the cloud and prevent them
from utilizing the vast computing infrastructure of the cloud to launch
planetary-scale attacks which can potentially cripple the internet including

critical business and government resources.
On the basis of above discussion following are the objectives of the thesis:

1) To study and analyze existing intercloud systems on various functional
and performance parameters like security and resource discovery.
i) To propose an intercloud framework to address resource discovery and
security aspects efficiently.
iii) To design and implement the proposed framework.

iv) To validate the proposed framework.
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Chapter 3

Proposed Framework: Services management in
InTercloud for Efficiency and Security (SITES)

This chapter starts with the description of service management in intercloud
paradigm, which further extended to present the basic requirements to develop
an intercloud framework for efficiency and security. On the basis of these
discussions framework architecture for the proposed framework is presented

followed by its sequence of operations.

3.1 Services management

The intercloud has emerged as a logical evolution of the cloud computing
paradigm allowing for the creation of a community of CSPs to offer greater
value-add to the end consumer while facilitating enhanced elasticity, ensuring
QoS even at peak loads, service/data portability and migration and collaborative
services for mutual benefits. For small and medium CSPs this model is fairly
intuitive from a resource sharing perspective. For Large CSPs the intercloud
offers them the possibility of offering services in the geographical proximity of
their customers and improving responsiveness. The intercloud also alleviates
the issue of data/vendor lock-in. In any case end-users want flexibility to shift
from one cloud to another or from one service to another, due to various reasons
like performance degradation, high cost, legal issues etc. Service portability or
redeployment can solve these issues [122] [123], but a large numbers of CSPs
makes it difficult for service providers and end users to decide which CSP will

be a best-fit for their requirements. Services management in an intercloud
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environment encompasses the deployment, configuration, provisioning,
operation and portability of cloud resources across different Cloud Service
Providers (CSPs). The intercloud provides a strong motivation for the
deployment of large-scale services which need to cater to diverse geographical
locations of their users besides optimizing latency and cost while ensuring
quality-of-service and complying with service-level agreements. Thus, a
mechanism which allows user’s customized and seamless access to services in
an intercloud scenario is required. A major concern for any inter-cloud services
management framework is the orchestration of services across CSPs and
allowing end-users fine-grained control over how they select and consume
services without knowing the deployment and location details. Cloud brokers
have emerged as intermediaries between all stakeholders like service providers,
users and the CSPs. However, current cloud brokers do not provide advanced
service management capabilities across CSPs to allow end users to select the
service instances that best meet their requirements [124]. To enable such a
selection mechanism, detailed service monitoring on various performance
parameters over sustained periods shall be necessitated. Traditional
performance management techniques mainly focus on vm-level monitoring
within a CSP, but in the intercloud scenario we need to have a complete
performance view of services across CSPs. Clearly a more comprehensive
service-level monitoring mechanism is required to take informed decisions on
service selection which meet user-defined criteria. Consider a Service
Consumer (end user) who requires access to a data-intensive service with
constraints over latency and/or data transfer costs. Therefore it is logical to
choose the CSP whose data-center (where the service resides) is located closest
to the consumer of that service. Similarly, for compute-intensive services a user
would like to choose a service instance which offers the lowest cost while

delivering acceptable performance. Thus, the nature of services and the service
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deployment models play an important part in service selection. However, the
service selection process in an intercloud environment can be expected to throw
up some counter-intuitive results. This is because network and service
performance can vary significantly over time-zones and periods of peak-usage
[124] [125]. There is a need to focus on how a service is performing over a
period of time and at specific times. Moreover a performance comparison
between different service instances would also provide greater insights for
service selection facilitating delivery of the best possible cost to performance
proposition to the end user. At the other end of the spectrum are the Service
Providers who need insights into the consumption pattern of their services to
facilitate dynamic deployment and scaling to maximize revenues while meeting
customer requirements. Facilitating optimal service provisioning and
consumption is therefore non-trivial and a major challenge in intercloud

environments.

3.2 Framework Requirements

To better understand the requirements to develop an efficient and secure service
management framework in Intercloud, the perspective of all its stakeholders
(Service Consumer (SC), Service Providers (SP) and Cloud Service Providers
(CSPs)) need to be considered. We identify the perspectives of these

stakeholders while developing the framework.

3.2.1 Service Consumer Perspective

Service consumer requires a flexible environment for its service deployment.
Following are the points from service consumers point of view.

I. Service Selection

Consider the case where a user wants to execute a job. In the intercloud a large

number of similar services which meet the user requirements may be available.
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Different services deployed across different CSPs will have different
performance levels and might entail different costs. Therefore, to select the
service which best meets the stated requirements of the end user is not trivial.
The proposed framework should facilitate optimal service selection for the end-
user.

1. Changing Service Provider

Consider a case where the Service Consumer is not satisfied with the services
offered by the current Service Provider and wants to shift to other Service
Provider. The proposed framework should facilitate seamless service
consumption across Service Providers without data lock-in.

lii. Fine-grained Control

An end-user might want greater control in how it consumes the services. For
instance the end-user might impose cost constraints, time constraints, latency
constraints, geographical constraints or other requirements on service
characteristics which the proposed framework should be in a position to satisfy.
The proposed framework should also provide detailed service-related
information to allow the end-user complete control over the mechanism of
service selection and consumption.

Iv. Seamless Interaction

An end-user should not be concerned about the location of the CSP which hosts
the service being consumed nor should it be aware of how its service requests
are routed and serviced across the intercloud. The proposed framework should
therefore abstract the underlying details of the CSPs and service deployment
from the end-user, which should focus on just selecting and consuming services

through a standardized and seamless interface.
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3.2.2 Service Provider Perspective

Service Providers expectation from proposed framework is different from
service consumer as given below:

I. QoS Compliance

The intercloud is a highly dynamic environment which needs to cater to flash-
crowd scenarios and volatile resource requirements. From a Service Provider
perspective it is imperative that the proposed framework ensures that deployed
service instances are continuously monitored and dynamic load-balancing,
fault-tolerance and elasticity be provided to ensure that the Service Provider
agreed QoS thresholds with the end-user are not violated.

ii. Dynamic Service Deployment

Responsiveness of a service is an important performance parameter for any SP.
Thus, a SP needs to be aware of the geographical distribution of its end-users
and dynamically deploy service instances across the intercloud to improve
service responsiveness. Proposed framework should facilitate such dynamic
deployment in response to the geographical location of the end-users.

Iii. Maximize SP’s Return on Investment (Rol)

A Service Provider needs specific insights into how its service is being
consumed (average and peak load, user location, average cost) and its
performance (response time, reliability, SLA violations etc.) besides the various
service hosting costs across the intercloud to maximize its Rol. The proposed
framework should allow a Service Provider enough control to allow it to
optimize its service deployment strategy.

iv. Geographical Aware Auto-Scaling

Geographical Location is very important when dealing with varied users
requests. Further Service Provider have the option to deploy services such that
they are near to user’s location. A Service Provider may need to dynamically

scale-up or scale-down service instances in different geographic regions
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depending upon the number of users’ requests form a particular region.

Therefore the proposed framework should provide this facility.

3.2.3 Cloud Service Providers Perspective

Participation of CSPs in Intercloud depends mainly on following points:

I. Resource Discovery

Participation of CSP in any intercloud for resource sharing is very important
when dealing with flash crowd scenario. Therefore proposed framework should
facilitate the discovering of right resources in limited time so that high
productivity can be achieve.

Il. Security

The main essence of any intercloud paradigm is to offer seamless resources for
service deployment. However these services could be malicious in nature and
may launch high volume attacks with such high resource availability. Therefore
proposed framework should detect and contain these types of attack within a

limited timeframe considering privacy of the service.

3.3 Framework Architecture
This work proposes a comprehensive “Services management in InTercloud for
Efficiency and Security (SITES)”, a distributed hybrid framework which
encompasses resource discovery for services elasticity, service performance
management, a service ranking and selection mechanism for end users, SPs and
CSPs in a secure environment.
Consider SITES framework (SF) consists of a federation of N CSPs given by

SF = {CSPy, CSP,, ...... , CSP\}
Each CSP consists of multiple data-centers located in M different geographical
locations across globe i.e.

CSP ={DC, DC,, ...., DCy}
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Let S be the set of ‘t’ total services offered by an Ic, such that ,
S={S1, Sy, ..., St}
Let ‘x’ be the total number of services components for each service ‘S’
deployed in CSPy, such that
St= {Sc1, Sc2,-+-» Sk}
A service ‘S’ can be deployed in multiple CSPs with individual components
distributed in a way such that
{St| (Scie CSPyy, (Scz € CSPy), ..,( Scix1) € CSPa), (Sex € CSPy)},
or single monolithic service is deployed/replicated at multiple CSPs, such that
‘y’ multiple service instances exist at several CSPs, such that
{St| Su € CSPy, Si £ CSPy,..., Sy & Cn},
or a single service component is replicated at multiple CSPs
{St| Sc1 & CSPy, Se1 £ CSPy, ..., Sex € CSPy},
and finally where a monolithic service or all components of a service are
deployed at the same CSP and maybe even at the same data center within the
CSP. The schematic of proposed SITES is shown in Figure 3.1, which consists
of following three proposed mechanisms:
I. Resource Discovery:
Proposed resource discovery mechanism in SITES interconnects datacenters
belonging to different CSPs in P2P manner as contrast to existing techniques
discussed in [9] most of which depends heavily depends on a central entity.
Since the resource information in a federated environment should be up to date
and each CSP in the federation should be aware of the status of the other CSPs.
Therefore, due to the geographical distribution of the data centers belonging to
different CSPs communication latency can become a major performance
bottleneck. Traditional architecture like centralized brokers and schedulers, it is
not always possible to place them in close proximity to all data centers. Thus,

some CSPs end up paying a higher communication cost than others each time
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resources from other CSPs are requisitioned. Thus, proposed SITES attempts to
minimize the communication latency by taking into account the geographical
location of the data centers. It present a P2P-based distributed resource
discovery mechanism based on spatial-awareness of cloud data-centers
belonging to different Cloud Service Providers. The scheme is based upon
exploiting location information of Data Centers and organizing them into DHT
peers for optimal communication. It consists of two levels of groups local and
global, inter-connected to each other. A JXTA [127] based implementation is
done to provide some inherent benefits such minimized response time which is
suited to such kind of environments. It thus allows for QoS-compliant
resource/service provisioning across Cloud Service Providers (CSPs).

Ii. Services Management:

Proposed services management mechanism in SITES provides a step towards a
Unified Services Management Framework for an intercloud environment which
facilitates a) optimal service deployment and geographically-aware auto-scaling
and b) optimal service selection and consumption by the end-user in a seamless
manner. It encompasses brokering services, service performance management
and a service ranking and selection mechanism for end-users. The SITES
receives user’s request, provides a customized ranking of various available
services (across CSPs) and allocates the service based on user selection.
Further, in the case the user finds the services not meeting their expectations, it
can select a different service instance on the intercloud. Moreover, a service
provider can also initiate a migration of a service instance to some other CSP to
better meet its SLAs with the end users. The aim of the proposed framework is
to enable the users to consume customized services as per their choice in the
intercloud ecosystem and present them a variety of services options which best
meet their requirements. We evaluated the effectiveness of the proposed

framework using a custom simulator based on real world service performance
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measurements across different CSPs. The results indicate that from a service
provider perspective achieving high performance at reasonable cost is
dependent on the service deployment scheme. It was further observed that mere
load-based auto-scaling is not effective to deal with flash crowd scenario but
instead geographically-aware auto-scaling to exploit latency benefits in an
intercloud environment is more efficient for global services. Further, a
customized ranking mechanism for service consumers allows greater
optimization at an individual level rather than with a one-size-fits-all approach.
i. Security:

Proposed security mechanism in SITES manages to detect and contain the
malicious activity of any deployed services inside any CSP which is a novel
contribution compared to existing intercloud framework [38]. Attackers now a
day are hiring resources to launch planetary scale DDoS attacks. The seemingly
infinite compute resources on offer make cloud computing an attractive option
for launching planetary-scale attacks. Cloud Service Providers (CSP) which rent
out computing resources, need to ensure that their platforms are not used by
malicious users/services in launching attacks.

SITES offer a novel security mechanism for detection and containment of
malicious applications based on application profiling. Further, a global blacklist
of malicious applications and their performance profiles is maintained and
continuously updated to collaboratively aid in quick detection across CSPs. This
privacy-preserving scheme effectively neutralizes malicious applications

preventing them from misusing the large computational resources on offer.

The proposed framework architecture consists of a number of sequences of

operations as described below.
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3.3.1 Registration

Service Providers (SPs), CSPs and Service Consumers register their credentials
through Registration/ Authentication module. SPs can offer their services with
SITES through a well-defined interface. A service registration request contains
complete service description including generic information, service
components, related files and dependencies which facilitate automated service
deployment. Upon successful registration services are reflected in the central

service directory maintained by the SITES.
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Further, it also provides a seed/landmark peer for a new data center of existing/
new CSP willing to join the environment. This newly joined DC is put under a

local group which enables it for contribution of its resources.

3.3.2 Service Deployment

The process of service deployment is based on the resource requirements and
constraints of a particular service. For instance a specific platform may be a
dependency for service deployment. Also, the physical resources (number and
desired configuration of virtual machines), their location and cost ($ per hour
per virtual machine) can be important constraints for the SP. In that case the SC
deploys the service at the CSP which best meets the requirements of the SP. The
SP can also enable the dynamic provisioning functionality in the SITES, which
allows for auto-scaling (service duplication or provision of additional physical

resources) to meet volatile service requests.

3.3.3 Service Monitoring and Profiling

Once a service is deployed by the SITES, the Service Monitor (a Real-time
monitoring Tool) monitors each service. It obtains the service handle from the
service directory and keeps sending heartbeat messages to the deployed service
instance after a pre-defined interval for checking uptime, availability and
response times. It also obtains detailed performance information from the local
service monitor deployed at the CSPs servers which monitor the resource usage
of each deployed service instance. Service monitor also entails keeping track of
individual service queues maintained by the SITES. This gives indication of the
service load and allows the correlation between load and service performance to
be established. Thus, trend analysis and performance profiling of each service
instance is performed. Thus, a strong basis for service ranking and selection and

further optimization is created by the service monitor. These monitored results
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also involves in creating detailed profiles of installed applications/services at the
level of individual VMs and matching them against the profiles of known
malicious applications. Unknown applications are classified based on observed
deviations from normal behavior and inputs from expert system which captures
classification of logic of expert human administrations. Further, the approach is
privacy-preserving and proactive enabling faster detection of malicious

applications.

3.3.4 Service Ranking and Selection

Since detailed performance profiles of each service instance are created by the
service performance monitoring module it is straightforward for the SITES to
rank comparable services (belonging to the same category). The service
performance monitoring module is also responsible for providing feedbacks to
Service Analytics for evaluating different services. This is done through a
weighted formula based on different parameters such as latency, reliability,
availability and user rating while remaining within the overall cost constraints
specified by the consumer. Hence Service Ranking and Selection (SRS)
algorithm ranks the services in ascending order keeping the parameters into
consideration. Although the SITES maintains these internal rankings based on
the weighted formula, the end-users are free to specify their own weighted
formula allowing customized rankings to be computed on demand for individual
end-users. This is a major contribution of the proposed framework.
Subsequently, the user selects the appropriate service and negotiates the SLAS

with the selected service. The details of SRS are presented in Chapter 5.

3.3.5 Service Consumption and Management
All the preceding operations contribute to major real-time optimizations during

service consumption phase. If the SITES detects that the service request queue
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has reached its threshold (can be determined by observing past correlation
between service queue length and response time) then the SITES can perform
auto-scaling including duplication of service instance. Similarly if service
requests from a particular geographic region are pervasive and the SLA
agreement contains a latency threshold then an additional service instance can
be deployed at a CSP in that geographical region. Similarly, if the resource
costs at the CSP hosting the deployed service goes beyond the cost constraint
specified by the SP, the SITES can migrate the service to a CSP which offers
resource cost within the specified cost constraint of the SP. Similar
optimizations are possible at the user level as well allowing users to switch
between service instances or even competing service providers depending upon
which better meets their requirements. Thus, SITES allows multiple
optimizations to be performed dynamically both in the context of the SP and the

end-user giving all stakeholders flexibility in meeting their objectives.

3.3.6 Service Scalability

Service scalability involves the process of discovering resources, therefore
SITES facilitates the process of resource discovery for a CSP in a P2P manner.
This interaction eliminates the need of any third party or intermediate hence

optimizing the resource discovery process.
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Chapter 4

Proposed Resource Discovery Mechanism in SITES

Resource discovery for scaling of services is a major challenge in the successful
implementation of intercloud environment. Efficient resource discovery is very
Important to avoid user request drop and delayed request response. For this
resource information of every CSP in the intercloud should be available to other
participants. Resource discovery can be done in centralized or decentralized
manner; however majority of the research has focused on centralized
mechanisms where each CSP interact with meta-broker and submits all its
requirements. Meta-broker on the behalf of the requesting CSP searches and
provision required resources. It coordinates with CSPs local brokers as local
resource availability changes dynamically, thus making meta-broker to pre-
assume the previous known state of the local services as the scenario becomes
highly dynamic. In intercloud paradigm different CSPs consist of a number of
datacenters located in different geographical locations. Therefore to deal with
latency issue, placement of meta-broker is very important, but in centralized
model it is not possible to place meta-broker in close proximity to all data
centers.

Thus some CSPs have to suffer from higher communication cost. Along with
this centralized approach comes with a number of other shortcomings like real
time resource availability information, single point of failure, lack of trust
between CSP and third party meta-broker, performance vs. scalability, security
etc. In this chapter SITES presents a peer-to-peer based resource discovery

mechanism which reduces the communication latency by taking into
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consideration the geographical location of the data centers. It makes certain that
communication latency is reduced and requests are serviced by most appropriate

datacenters in terms of proximity and cost.

4.1 Resource Modelling for Proposed Mechanism

Each CSP participates in the federation and in any CSP multiple data-centers
are located in different geographic locations. Each data-center of a CSP consists
of Resource Manager (RM) which manages its resources and a Remote
Resource Manager (RRM) which keeps resource information of other
neighboring data centers. In this scheme the RRMs fit in a particular
geographical location are arranged into the different Local Groups (LG). One
RRM in each group assumes responsibility for acquiring all the required
resource information from other peer RRMs located in the respective LG
through resource availability advertisements. A virtual network overlay of all
such RRMs is created to facilitate exchange of resource information. This
virtual network overlay is called the Super Group (SG). Figure 4.1 provides a
schematic of the proposed scheme in which different datacenter belonging to
different CSPs forms different local groups with a chosen RRM from each LG
participating in the global Super Group.

Let RRM; (i=1, 2, 3..., M) represents ‘M’ Remote Resource Managers (RRMs)
and each RRM,; fits in a LG comprising M data centers, which is represented by
DCi1, DC;,

decrease with time as datacenters may join and leave the P2P network, but in

DC;,.... DCjw. Theoretically M is variable which can increase or

this case we assume that all the datacenters go on with federation. Thus,
I LGi || = [RRM; || = || DCy |

where 1>0,1=1,2....,Mandi<r<M
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Resource Availability (RA) status is generated by each datacenter periodically
in the form of advertisements. The RA is articulated in terms of Resources
(RES) and their associated cost (C), where each resource can be a virtual
machine, platform or service. Thus, RA is the set of resource, cost tuples
advertised by each RRM within the LG and cached by the super RRM which
participates in the SG.

RA = {(RES, C)y), (RES;, Cy)........ (RESy, Ch)}
Consider ‘X’ is the number of resources offered by a particular data center at a
particular time; hence X varies with time based on resource demand. Thus,
other RRMs require caching merely the last RA’s issued by RRMs of other data
centers as it accurately signifies the position of available services. Moreover,
the cost related with the resources is also a component of the RA. Other data
centers which are desirous of availing services within the federation put out a
Resource Request (RR) advertisement which is again expressed in terms of
required RES and desired cost.

RR = {(RES, C)), (RES,, Cy)........ (RESk, Cx)}
where K is the number of resources requisite by the requesting RRM.,
The objective for the requesting RRM is to locate another RRM such that

RRk~ RAx

Where K<=X, so that the number of resources available at the prospective
partner RRM is more than or equal to the number of resources requested. The
RR from a particular RRM is first attempted to be serviced within the LG. Each
RRM already has the cached RA advertisements from other RRMs within the
LG. If the resource availability within the LG is not met, the requesting RRM
sends a “Remote Resource Request” (RRR) to SG. If the resources requested in
the RRR are available at a particular RRM, the RRM sends the details of the
RMs to the requesting RRM. If none of the RRMs within an LG meet the

requested services, the RRR is propagated further within the SG until desired
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Figure 4.1 Schematic view of proposed resource discovery mechanism in
SITES
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request is met or all options are exhausted. Managing trade-off between cost
and latency is a challenge in all resource discovery strategies in any intercloud
paradigm. A case may arise where the cheapest resources might be available in
the outermost datacenter due to which latency adds its own costs in terms of
data transfer costs and communication overheads. This choice needs to be made

by the requesting RRM.

4.2 Algorithms for Proposed Mechanism

Positioning of datacenter in an intercloud paradigm is one of the most important
issues for efficient resource discovery. In the proposed mechanism placement of
newly joined datacenter is based on the geographical locations. For example
datacenter belonging to different CSPs but in same location are grouped
together to form a Local Group (LG), thereafter, one datacenter holds the
position of Super RRM. These Super RRMs forms a Super Group (SG) so that a

communication can be established between various LGs.

4.2.1 Algorithm for Joining Process

If the RRM is first in the network, it assumes the role of the Super RRM. At
initial stage each RRM uses seed peers or landmark peers which are provided
by SITES to assist in the peer join process. For subsequent joins of RRM’s the
request is responded by the super RRM. With the increase in the size of LG,
requests get cached on all intermediary RRMs that they pass through. Thus
RRM join times are subsequently lowered. The newly entered RRM is now
capable to receive RA and sent RR advertisement from/to other RRMs.
Algorithm 1 shows RRMs joining the LG.
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Algorithm 1: RRMs joining the LG

1: For each RRM ¢ Peer Cloud do
2: if (RRM does not € to LG;)
locateSuperRRM(myRRMID, regionID)//find SuperRRM for
my region
if ('superRRM) // no SuperRRM found
newSuperRRMID = becomeSuperRRM(myRRMID)
LG = createLG(myRegionID)
joinSG(newSuperRRMID, regionID)

w

else // SuperRRM exists in my region
registerWithSuperRRM(myRRMID)
10: joinLG (LG)

11: Exit

© o N o g &

4.2.1.1 Super RRM Selection

For the selection of Super RRM, first come first serve technique is used. The
first RRM to connect a LG recommend itself as Super RRM for a particular
region. Succeeding RRMs keep hold of their joining rank in the LG.

The Super RRM performs as a Gateway to the SG by gathering resource
advertisements from other RRMs within the LG and giving out it within the
group of super RRMs. In the doubtful event that the Super RRM be
unsuccessful, the next ranking RRM behaves as the Super RRM.

This procedure is started if the Super RRM does not send out a special status

message during a designated time period.
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Each RRM constantly produces an RA (resource availability) status message 5
minutes which holds the present position of resources and their related cost and
circulates it inside the LG. Each RA message has a time-to-live parameter

connected with it to make sure that older messages do not stay in distribution.

4.2.2 Proposed Algorithm for Resource Discovery Process

The process of resource discovery is covered by two types of constraints a) cost
or b) resource specification which are part of the resource request
advertisements.

Algorithm 2 represents the method of resource look up and its provisioning
thereafter. Following are the steps involved:

I. Selection of resources by any RRM can be performed on the basis of
“latency” (proximity) or “cost” or both.

il In advertisement both resource vector and constraint vector is passed
as resource requirement.

lii.  The obtained results are processed on the basis of responses and a
RRM is selected after ranking based on lowest response time. A
confirmation is send in the case of final decision.

iv.  Specific requests which are not serviceable within the LG due to lack
of resources or not meeting cost constraints are then put out in the SG
for possible resource provisioning.

V. The Super RRM propagates the request to other Super RRMs in the
SG which propagate the requests further within their respective LGs.

vi.  RRMs which fulfil the resource criteria specified in the advertisement
contact the advertising RRM directly.

A sample RRM resource request advertisement is shown in Figure 4.2 where

the desired resource description is present.
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Each RRM holds its own identification number (ID) with clear indication for
the requirement (virtual machine (vm) or service).

For virtual machine request, parameters are required like number of virtual
machines, virtual machine configuration etc. Vm configuration includes the
CPU type (number of cores), storage capacity (GB), memory (GB) etc.

This desired configuration comes along with different constraint which includes
time for the resource requirement, maximum affordable latency etc.

In the case of service request advertisement, service ID along with number of
instances required is mentioned. It also includes the desired operating system or

the platform.

Algorithm 2: Resource Lookup and Provisioning at each RRM

advertiseResources(resourceVector, costVector) // RA
advertiseRequirements(resourceVector, constraintsVector) //RR
processResponse (responseVector)

for each response in responseVector

rankResponse(response)

selectedRRM = getTopRRM()
sendConfirmation(selectedRRM)

processRequest (request)

If (evaluateRequest(request))

-
Q

sendConfirmation(request.getRRM())
Exit

|
=
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<RRM:Resource Request Advertisement>

<Resource Descp="Resource Description for Individual RRM”>

<RRM_ID type="UUID” Descp ="RRM’s ID”’/>

< Resource type ="String” Descp =Virtual Machine/Service/>

<Resource quantity = “Uint32” Descp = “Number of VMs>

<Bandwidth_Type ="String” Descp ="Minimum bandwidth required”/>
<Platform type="String” Descp ="Specific operating system/platform required”/>

<VM Config>

< CPU type ="Uint32” Descp ="Number of cores”/>
<Storage type ="Uint32” Descp = “Hard disk space “/>
<Memory type = “Uint32” Descp = “Minimum RAM”>
</VM Config>

<Constraints>

<Cost type = “double” Descp = “cost constraint for resource/hour”/>
<Cost Weight type = “double” Descp = “weight />

<Latency type="double” Descp = “desired latency”/>

<Latency Weight type="double” Descp = “desired weight”/>
</Constraints>

<Service Descp = “Service Description for individual RRM”>

<Service name="String” Descp = “Service ID”>

<Service instances="Uint32” Descp = ‘“Number of instances required”>
<Platform type="String” Descp ="Specific operating system/platform required”/>
</Service Description >

</Resource Description>

</RRM:Resource Request Advertisement>

Figure 4.2: Sample RRM Resource Request Advertisement
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4.3 Implementation
In this section the evaluation of proposed resource discovery mechanism is
done. For this a real world experimental setup is established to conduct various

experiments and analyzing their results.

4.3.1 Experimental Setup

To evaluate the effectiveness of mechanism, thirty physical machines each with
configuration shown in Table 4.1 are deployed. Devstack [126] is used to
create a local cloud which provides an option to install and run Openstack
(software to control the cloud) on local systems. It enables user to create,
control and destroy virtual machines. A number of one hundred and fifty virtual

machines with configuration as shown in Table 4.2 are created.

Table 4.1: Physical Machine configuration
0S CPU HDD | Memory
(MB)

Ubuntu 14.04 Intel Core i7- | 500 GB 4GB
(Trusty) 2600 @3.4 GHz | SATA

Table 4.2: Virtual Machine configuration
oS CPU Cores | Memory(MB)
Windows Server 2012 | Intel Xeon 1 1024
E52670
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For peer to peer deployment, we also implemented the Juxtapose (JXTA) [127]
java based protocol for creation and maintenance of our P2P network. JXTA
utilizes the Distributed Hash Table (DHT) for organizing the P2P overlay as a
hierarchical topology.
However, it relies on rendezvous peers to maintain and distribute routing
indices for normal peers and the resources/services that they provide. Queries
are forwarded to rendezvous peers to locate the actual peer on which the desired
resource/service resides.
The reason for using JXTA is:

a) Supports Interoperability required in intercloud

b) Platform and Language independence for heterogeneous environment in

intercloud

¢) Ubiquity (any virtual machine can be a peer)

d) Open standards (XML) for advertisement and communications
Each VM constitutes a JXTA peer which depicts a RRM corresponding to each
data center. Therefore a P2P network of participating RRMs is created. LG and
SG construction is done by using these results obtained from real world latency
data mentioned in [128] by AT&T.
For LG construction local latency were used while in the case of SG, inter-
continental network latency measurements were used to model communication
delays within the SG.
Cloudsim 3.1 [129] is used to generate the workload in the form of cloudlets for
each VM. These cloudlets are then converted in the form of resource queries for

each RRM under following parameters (Table 4.3).
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Table 4.3: Cloudlets/Queries parameters

Parameters Name

Ranges

cloudletLength
(the length or size (in mips) of this

cloudlet to be executed per VM)

(1000 to 5000 mips)

pesNumber
(CPU cores per VM)

Frequency of Resource Request
(The number of requests per unit

time)

3~6 per minute

Resource Usage Duration

(Time to hold a resources)

35~65 minutes

Frequency for Flash-crowd

(Peak hour time)

once every 2 hours

Duration of Flash-crowd scenario

(Time duration of peak hour)

15 minutes

Frequency of Flash-crowd resource
request
(The number of requests per unit

time)

15~20 per minute

resCost

(Cost requested per resource)

0.20% - 0.40$ per hour
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4.3.2 Results Analysis
After deploying the required VMs on a physical infrastructure, a number of

experiments were performed.

4.3.2.1 Evaluation of Startup Time

In the first experiment we measured the startup time for ten to fifty participating
RRMs with one designated Super RRM in a Local Group. The aim of the
experiment is to observe the cumulative time for the initial configuration and
organization of a Local Group. It is clear from Figure 4.3 that as the number of
participating RRMs increases the overall startup time per RRM reduces from
9.3 seconds/RRM (for ten RRMsS) to 8.2 seconds/RRM (for fifty RRMSs).This is
due to the impact of super RRM startup time and resource aggregation on the
overall time gets averaged out. The startup time includes the JXTA initialization

time per peer/RRM as well.
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Figure 4.3: Startup time with varying number of RRMs
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4.3.2.2 Average Joining Time

A variety of timing measurements for two different types of operations and
resource discovery queries within the test setup were obtained for varying
topology sizes.

Figure 4.4 provides the time taken for a new RRM to join the existing setup.
Average time ranges from 770 to 860 ms for topologies with 10 to 50 RRMs
within a LG.

The join process for a new RRM comprises initialization time plus JXTA peer

join time plus the time taken for the RRM to connect with the Super RRM.
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Figure 4.4: Average join time for a new RRM as a function of LG size

4.3.2.3 Comparison of Request Service Rate and Response Time

In Figure 4.5 to 4.6 we present the Request Service Rate (RSR) and Response
Time (RT) within an LG for varying number of RRMs. We observe that the
RSR remains linear with varying number of queries. The size of the LG has a
direct bearing on RSR. Thus, a larger size of LG results in lower number of

resource queries being forwarded to the SG.
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4.3.2.4 Response time of Latency based Query
In the coming experiments we evaluated resources query responses from LG

and SG under following preferences set by resource query generator/user:

a) Latency based resource query (LRQ): In this type of resource query there
Is an attempt to look out for resources which fall under pre-defined
latency.
b) Cost based resource query (CRQ): In this type of resource query there is
an attempt to look out for resources which falls under pre-defined cost.
¢) Hybrid resource query (HRQ): It attempts to find resources which fall
under the response time while maintaining the requested costs.
For LRQ, about 7% of the queries were handled by the SG and 93% of the
queries were handled by the LG. Further there is an average increase of 41% in
response time when the responses come from SG as compared to LG owing

primarily to communication delays shown in Figure 4.7.
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Figure 4.7: Average resource query response time for varying number of queries
(LRQ)
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4.3.2.5 Response time of Cost based Resource Query

For CRQ, about 43% of the queries were serviced by the SG and 57% of the
queries were serviced by the LG.

As shown in the Figure 4.8, the queries serviced by SG suffers very high
overhead (communication delay), resulting in high response time, where as in
the case of LG communication delay is far less and hence responding in a better
way.
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Figure 4.8: Average resource query response time for varying number of queries

(CRQ)

4.3.2.6 Response time of Hybrid Resource Query

However for HRQ as shown in Figure 4.9, 93% of queries were serviced within
LG and 7 % from SG and the resultant response time remains marginal high to
LRQ and below CRQ.
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4.3.2.7 Comparative view of CRQ, LRQ and HRQ

In Figure 4.10, a complete 24 hrs comparison result is displayed for the various
resource techniques [55] [58] where we can observe that during flash crowd
scenario (i.e. after every 3 hrs) CRQ responded in lowest time followed by
HRQ and then LRQ.

This is due to the reason that in CRQ, 43% of requests are serviced by SG
which hold sufficient resources for the requests, while in the case of LRQ 93%
requests are serviced in LG which are insufficient during peak hours resulting in
high waiting time for the requests.

However in normal conditions LRQ serviced the requests in lowest time if
compare to CRQ and HRQ.
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Figure 4.10: Comparative view of CRQ, LRQ and HRQ

4.4 Findings and Observations

This chapter presents a resource discovery mechanism in SITES which consists
of two levels of groups local and super (global), inter-connected to each other.
The application of P2P strategies for resource discovery in the intercloud
environment has not been explored before. While overcoming the shortcomings
of central mechanisms the use of JXTA based implementation provides some
inherent benefits such minimized response time which is suited to the intercloud

environment.
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Chapter 5

Proposed Services Management Mechanism in SITES

Service deployment, orchestration, provisioning and SLA-compliance present a
challenge in intercloud environments. A comprehensive and unified service
management framework is required so that service providers and consumers can
leverage the intrinsic benefits of services deployed across different cloud
service providers exploiting latency and cost advantages while ensuring
scalability, load-balancing and high-availability. This section presents
architecture for unified services management in the intercloud environment
allowing users seamless access to services through an optimal service selection

mechanism providing on-demand ranking on several quality parameters.

5.1 Components of Proposed Mechanism

In this section the detailed system architecture of the proposed service
management mechanism is discussed. A Cloud Service Provider (CSP) may
encompass multiple data-centers at different geographical locations. Data-
Centers belonging to a CSP are managed by a central broker which distributes
the service requests within the CSP. The proposed service management
mechanism in SITES framework is depicted in Figure 5.1. At a broad level the
architecture consists of four entities: a) Services Cloud (SC) b) Cloud Service
Providers c) Service Providers and d) Service Consumers. Services Cloud (SC)

has its own broker for scheduling services across CSPs. Thus the SC broker
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talks to individual CSP brokers for deploying/scheduling services across the
intercloud. Each Service Provider which is desirous of hosting services in the
intercloud needs to register its services with the Services Cloud (SC) by
specifying the service characteristics (name, type, category, cost etc.), resource
requirements, constraints and the deployment policy (fixed or geographically-
aware auto-scaling). Each service may consist of multiple instances which can
be deployed at any CSP in the intercloud. There are several standardized service
description formats available such as [130] [131] [132]. Based on the inputs
provided by the SP, the SC broker proceeds to deploy the service to a specific
CSP or across multiple CSPs. The SC is also responsible for monitoring all the
active deployed service instances in terms of their performance (load, resource
usage, response times, latency, reliability, availability etc.) over sustained
periods of time. There exists several standard service performance monitoring
frameworks in practice [133]. This is needed to build a historical performance
profile of each service and its usage patterns. These insights are used both by
the SP in fine-tuning its deployment and provisioning strategies and by the end-
user in selecting the services which best meet its requirements. Thus, the SC is
responsible for orchestrating services across CSPs. Service orchestration can be
achieved by using commonly used APIs of different CSPs. The proposed SC
consists of compute resources contributed by each CSP participating in the
intercloud and has its own master broker for scheduling services across CSPs.
Thus the SC broker talks to individual CSP brokers for scheduling services
across the intercloud. Each service may consist of a number of instances which
can be deployed anywhere in the intercloud.

Further, SC employs caching for maintaining references to the most frequently-
used services and the frequently-accessed data sets to speed up the service
lookup time and minimize the service response time. The SC is not monolithic,

but composed of several sub-components. Prominent among these are the user-
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management module, services performance monitoring module, services
deployment and management module and the scheduler module (for routing

end-user requests to appropriate/selected service) through the CSPs broker.
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Figure 5.1: Conceptual Model of proposed Services Cloud (SC).
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The SITES receives user’s request, provides a customized ranking of various
available services (across CSPs) and allocates the service based on user
selection with the help of SC. Further, in the case the user finds the services not
meeting their expectations, it can select a different service instance on the
intercloud. Moreover, a service provider can also initiate a migration of a
service instance to some other CSP to better meet its SLAs with the end users.
The aim of the proposed mechanism is to enable the users to consume
customized services as per their choice in the secure intercloud ecosystem and
present them a variety of services options which best meet their requirements.
The main contribution of this section is to:
i. Proposes a Services Cloud for managing services in SITES.
i. Presents a service ranking mechanism in SITES based on detailed
performance monitoring and historical analysis.
iii. Presents a fine-grained control mechanism to the end users for optimal
service selection based on different parameters.
iv.  Presents model of automated service scaling and deployment for service

providers in SITES based on dynamic service consumption patterns.

5.2 Algorithm of Proposed Mechanism

Proposed Service Ranking and Selection (SRS) algorithm requires performance
metrics to evaluate any service. Service Measurement Index (SMI) [134] which
Is a set of business-relevant Key Performance Indicators (KPI's) that provide a
standardized method for measuring and comparing a business service regardless
of whether that service is internally provided or sourced from an outside
company. SMI enables individual preferences to be the basis for what defines a
good service [168]. We have identified five parameters as shown in Table 5.1

from SMI as a basis for defining service quality (p) for the proposed framework.
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Table 5.1. Identified Parameters
Service Quality Parameters Standard Weightage
Network Latency (¢,) 0.20 (wty)
Processing Time (¢,) 0.20 (wty)
Reliability (¢s) 0.20 (Wty)
Reputation (¢.) 0.20 (Wt,)
Availability(¢s) 0.20 (wts)

Network Latency: We measure the round trip delay between sending a
service request and receiving the response. Latency varies based on
geographical location; therefore we continuously measure latency for
each time slot ‘n’ as:
¢1= (Y=o (/1)) /n

where o = minimum latency observed during ideal time
T = real latency observed at that time,
n = total number of requests.
Processing Time: It is the measure of time a service takes to process a
job request. This depends on several factors including the service
architecture, speed of CPU and available cores, load on the sever
hosting the vm which hosts the service and service load etc. Therefore,
we calculated processing time as

¢z = (Mijl B/M) M
where f = minimum processing time observed during ideal time
A = real processing time observed at any time,
M = total number of requests in a time period.
Reliability: Reliability is an important factor in computing service
quality. In this case we monitored service instances during peak and

lean hours and observed the service responses received and calculated
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the Mean Time Between Failures (MTBF). Once MTBF is calculated
we can find out the reliability of a service by using following equation
[135]:

#3= exp(-t/tMTBF) <1
where e = exponential function,
t = minimum expected processing time for node to deal for any task’s
execution,
MTBF = the failure rate of the node at the give time.
Reputation: Reputation of a service is a multi-faceted concept.
Reputation is calculated based on the feedback provided by the user
community about their previous experiences which is ranked between
0 and 1. On completion of every service usage cycle, users rate the
service as ‘0’ (not recommended), 0.25 (poor) ’0.5” (acceptable),
‘0.75” (good) and ‘1’ (excellent). Our Ranking algorithm calculates
the reputation score similar to proposed by [136] which includes
service ID, consumer ID, timestamp (used to determine the aging
factor of a particular service rating).
Therefore,

$a= "Y1 SIA" <1

where N = number of ratings for a service,
S; = ith service ratings
A = inclusion factor i.e. 0<A<1
di = age of the ith service ratings in days.
The inclusion factor ‘A’ used to signify the recent ratings of the
service. For example smaller value of A means more recent ratings
which have more impact on reputation and larger A means more of the

reputation influences the reputation scores.
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V. Availability: This parameter is simply obtained by observing the total
time duration for which the service remains down relative to the total
time the service is offered. Therefore,

¢5= 1- (taown/ tupttooun) <1
t,, = time for which service remains up during a
partuclar period of time
tsown = time for which a service remains down during
a particular period of time
Based on their contribution under SRS, a weight age is given to all the Service
Quiality factors and as a final point aggregated to compute ranking score (R) of a
service is given by:
R= "o Wt¢, <1

The Service Monitor at each vm where the service is deployed sends
performance information to the Service Performance Monitoring module in the
Services Cloud every five minutes. Service Analytics uses this information to
compute the Ranking Scores (R) for each service instance. By default equal
weights for the five service quality parameters are used in the computation of
ranks, although individual service consumers can define their own weights to
derive customized service rankings as per requirement. After computing the
rank, a service list is presented to the user and final negotiation process is
initiated as shown in Algorithm 3. Service ranks can potentially be recomputed
every five minutes when new data comes in from the service monitor. The
service consumer is notified if the service ranks changes or a service quality
parameter changes significantly since the last ranking cycle for taking suitable
action including possible selection of a new service. Figure 5.2 presents an
indicative snapshot of sample data and computed ranks for different service

instances deployed at different CSPs/locations.
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Algorithm 3: Service Ranking and Selection

e ol =
R S

// Collecting users’ preferences and discovering

for each user
getCustomWeights(userweights)

getCostConstraints(cost)

getServiceCategory(category)
services = ServicesDirectory.lookup(category)
/I Computing rank and negotiating SLAS
for each service in services[i]
topServices=computeRank(services[i], userweight)
user.showRank(topServices)
user.recordSelection(service)

service.negotiateSL Avalues(SLAvalues,cost)

end for
end for

Date:10:15:2013
Time: 01:00:00 — 01:05:00

Date:10:15:2013
Time:01:06:00 - 01:10:00

Date:10:15:2013
Time:01:11:00-01:15:00

Individual Score Total Individual Score Total Individual Score Total
Weight (Wt) = 0.20 Score Weight (Wt) =0.20 Score Weight (Wt) =0.20 Score
PWE | @oWE | gaWt | @aWt | gsWt | R= 1. Wt GaWE | o WE ba #s. | R= b | ¢ $s ba #s. | R=
i1 Wt Wt | i Wt | We | oWt | we | owe | SY
wt g, wt ¢y wt ¢n
S1.L 0.08 0.12 0.134 0.108 0.174 0.40 0.08 0.12 0.134 0.10 0.17 0.40 0. 0.12 0.13 0.10 0.17 0.40
3 8 4 08 4 8 4
S1.L 0.09 0.09 0.09 0.112 0.068 0.45 0.09 0.09 0.09 0.11 0.06 0.45 0. 0.09 0.09 0.11 0.06 0.45
2 2 8 09 2 8
S1.L 0.174 0.108 0.086 0.068 0.134 0.57 0.174 0.108 0.086 0.06 0.13 0.57 0. 0.10 0.08 0.06 0.13 0.57
1 8 4 17 8 6 8 4
4
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Figure 5.2: Indicative sample snap shot of hourly score on the basis of various

parameters for service instances across CSPs.
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5.3 Implementation
In this section the evaluation of proposed services management mechanism is
done. For this a real world experimental setup is established to conduct various

experiments and analyzing their results.

5.3.1 Experimental Setup

We collected real-world data pertaining to a sample deployed service across
three popular CSPs -Amazon EC2 [137], Windows Azure [138], and GoGrid
[139]. The experimental data served as a basis for designing our custom
simulator built on top of Cloudsim[129]. The real-world test environment had a
total of 3 CSPs, 6 data centers at 6 different physical locations and 10 service
instances deployed at various CSPs locations. We evaluated a Photo Storage
service, which is implemented on each CSPs datacenter location. We further
consider only one type of virtual machine instance in different CSPs since in
[140] authors have concluded that both medium and large vm instances gets
overloaded with the similar level of concurrent requests. Therefore in order to
save experimental cost without compromising on service performance
measurements we use instances shown in Table 5.2 for service deployment. We
replace actual CSP names with “CSP;, CSP, and CSP;” and replace actual data-

center locations with generic locations “Ly, L,, L3, L4, Ls and Lg”.

Table 5.2 Virtual Machine Configuration

0S CPU Cores Memory(MB)
Linux/ubuntu AMD 1 1024

Opteron 2
GHz
Windows Intel 1 1024
Server 2012 Xeon
E52670
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We used HTTP HEAD Requests using curl for latency measurements instead of
ICMP ping command because MS Azure has barred incoming/outgoing ping
requests [141]. We take measurements for every 5 minute interval and compute
averages for each parameter every 1 hour. Intuitively network latency is
dependent on the geographical locations of the user with respect to the data
center, but routing inefficiencies, time zone differences and usage of multiple
data centers in an intercloud environment can lead to counter-intuitive results.
The results obtained in the test setup are shown in Figure 5.3 which concurs
with those obtained in [142]. It can be seen that the average percentage variation
for one location is up to 18% i.e. latency varies significantly over 24 hours for
the same location which implies that any QoS-complaint service deployment
scheme requires factor these latency variations to effectively meet defined
SLAs.
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Figure 5.3: Observed latency for different service instances over a 24 hour

period.
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Further we use Manage Engine’s Application Manager [143] to measure service
performance in a virtualized environment. We also used httperf [144] as our
benchmark to generate the workload for service instances deployed in different
locations. Since our service is web-based, therefore detailed information on the
number of connections, rate of connections, request size, request rate, reply
time/size and rate etc. is required. We perform our benchmark tests on each
deployed service instance in our test environment. We measure the variations in
the number of requests processed per minute and results are depicted in Figure
5.4. The number of requests processed per minute is dependent on the latency
between the user and location of the service and the variations of up to 60% are
observed. Here the location of the user remains the same. In the real world
varied users locations can result in greater variations in service instances
performance. We use the photo-storage service to look-up and download a 5KB

file in all these tests.
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instances deployed in different locations.
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This test setup served the following purpose:
a) Benchmarking service behavior with varying workloads in a real world
scenario.
b) Provide strong basis for the simulation of service behavior in the proposed

Services Cloud framework

5.3.2 Results Analysis

To validate the proposed framework we have developed a custom simulator
which works on real-world data obtained in Section 4 as its base input. We have
built the service ranking logic on top of cloudsim base classes and use the
results obtained from service ranking as an input to route service requests to
cloudlets in different datacenters. We conducted experiments to assess the
impact of our scheme on both the Service Providers and Service Consumers We
consider three CSPs with two data centers each for a total of 6 data centers.
Each datacenter is located in a different geographic location. A total of 25
service instances with varied deployment strategies and 100 service consumers
are considered for simulation purposes. The service consumers are located in
20° different geographical locations including the six locations of the data
centers with different latencies. Each CSP follows different pricing policies for
resource usage. Further, we assume that each vm can host one service instance
with different processing time, reliability and availability and the vm cost per
hour varies from 0.10$-0.508.

5.3.2.1 Evaluating geographical implications for service usage

The aim of this experiment is to assess the impact of service location on the
response time. We measured the average response time for six instances of the
same service deployed in each of the 6 data centers. In Figure 5.5 we can

observe that the average response time obtained by different instances of the
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same service to download a 5KB image file for increasing number of user
requests. We can see that the same service is responding differently if deployed
in different locations and variations of upto 600% are observed in the response
times. The major component in this variation is the actual latency between the
service consumer and the service location, while variations due to differences in
the processing capabilities of vm’s belonging to different CSPs is only upto
10%. This experiment results agree with the conclusion mentioned in [145]

which highlighted the latency factor for effective service response.
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Figure 5.5: Average Response Time obtained for same service instances

deployed at 6 different geographical locations.
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5.3.2.2 Evaluating Deployment Scenarios

In this experiment we evaluated different deployment scenarios as discussed

below and measure the impact on the observed average response times, requests

drops and profits for increasing number of requests.

a.

Single Instance Single Location (SISL): It represents a service which is
deployed in only one location and has got only single service instance to

serve users requests.

. Multiple Instances Single Location (MISL): Same service and associated

components replicated at single CSP and same data center (physical
location). In this scheme all the requests comes to a single instance and when
this instance get overloaded another instance is created on the same physical

location to handle users requests.

. Multiple Instances Multiple Locations (MIML): Multiple instances of service

components (distributed replicated services) deployed at different data
centers (physical locations) of 1 or more CSPs. In this scheme the requests
are distributed across different instances in intercloud environment. Different
strategies of load balancing can be applied to serve users requests due to huge
availability of service instances. For example consider a scheme in which
load balancing is done to exploit geographical proximity. However, initially

this type of deployment scenario is costly as compared to SISL.

Here we use the same configuration service instance, but deploy them in
different strategies (SISL, MISL and MIML). In the cases of MISL and MIML

three service instances are used to cater to users’ request. In Figure 5.6 shows

the Cumulative Distribution Function (CDF) of average response time over the

file size 5 KB that were generated during the experiment as results. It has been

observed that in the case of MISL and MIML the response time has been

decreased by 62% and 78.75% respectively as compared to SISL. This is

84



Chapter 5: Proposed Services Management Mechanism in SITES

obviously due to SIML and MIML having more service instances and MIML is

exploiting geographically proximity.
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Figure 5.6: CDF for average response time obtained for different service

deployment strategies
The processing time for a service request is dependent upon VM’s operating
system/hypervisor, hardware configuration of server, scheduling logic, web-
server performance, service queue length etc., but shows a maximum variation
of 10% between CSPs. In terms of latency since SISL and MISL are located at
same location they offer almost same latency for each service instance but in
case of MIML deployment the average observed latency is reduced significantly
as service instances are deployed at different geographical locations to serve
scattered user requests more efficiently. Therefore the main reason behind the
performance degradation of MISL as compared to MIML is its static service
location. This results in 37% lower average response time for a large number of

geographically dispersed user requests.
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We assume the maximum waiting time for the response is 100 seconds before
the request is considered dropped, Therefore the request drops for increasing
number of user requests were measured for each of the service deployment
scenarios. Results are displayed in Figure 5.7. As expected, SISL suffers from
high request drop due to its single instance getting overwhelmed sooner
followed by MISL and MIML. MIML due to its lower overall response time
and latency is able to service approximately 22% more requests compared to

MISL without requests getting dropped.
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Figure 5.7: Number of request drops per minute for a single service under
different deployment scenarios
It is noticeable that for up to 200 requests per minute, SISL, MISL and MIML
have negligible request drops but beyond it SISL drops nearly 90% of received
requests due to increasingly longer wait time. Further MISL with its 3 service
Instances starts dropping requests at close to 600 requests/minute but MIML

remains stable till 700 requests per minute.
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Moreover, the service deployment scenarios have a direct impact on the overall
revenue generated for the SP. For up to 200 requests/minute, SISL is the most
cost-effective deployment strategy, but when request/minute goes beyond 200
requests/minute SISL starts dropping requests. The impact on overall profit
under various scenarios is depicted in Table 5.3. The potential revenue loss for a
SP comprises of a) SLA violations and b) request drops since both these cases
result in a penalty [146] [147].

Table 5.3 shows that SISL is cost effective as compared to MISL and MIML
when the frequency of request is small (in our case up to 200 requests/minute)
but when the frequency of requests increase MIML and MISL are naturally
more effective as they provide more service instances and scale better.
Therefore more the number of service instances lesser the response time since
more instances are available to handle the requests. Further, with increase in the
number of service instances in intercloud environment the profitability can be
increased by a) exploiting lower latencies through geographical proximity b)
selecting the most cost-effective CSPs. We can also notice that with more
number of service instances, SLA violations decreases significantly. Further,
auto-scaling by the Services Cloud provides a practical mechanism to increase
service instances to handle peak-load and reduce service instances
proportionately as requests drop while adhering to SLA agreements. Thus,
optimal deployment from the SP perspective is ensured. Therefore the shifting
from SISL to MISL or MIML is dynamic and depends upon the frequency and
geographical origin of requests.

It was observed that MIML performance is up to 40% better when requests are
from geographically diverse origins and request loads are high. MIML can thus
exploit time-zone differences and benefit from heavily discounted non-peak

hour prices for compute resources at different CSPs.
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Table 5.3: Profit projections for a SP for varying number of

requests/minute

Case 1: For 100 requests/minu

te

Deployment SLA violations Average Profit
Scenario ($/hour) = (Total
fee earned-
Expenditure of
deployment of
service instance-
Penalties)
SISL 0 59.9
MISL 0 59.7
MIML 0 59.75
Case 2: For 500 requests/minute
Average Profit
($/hour) = (Total
Deployment SLA violations Fee earned-
Scenario Expenditure of
deployment of
service instance-
Penalties)
SISL 30% 263.7
MISL 0 299.7
MIML 0 299.75
Case 3: For 1000 requests/minute
Deployment SLA violations Average Profit =
Scenario (Total Fee earned-

Expenditure of
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deployment of

service instance-

Penalties)
SISL 80% 257.5
MISL 33% 551.7
MIML 26% 563.75

5.3.2.3 Evaluation of Scheduling Schemes

In this experiment we compare the SRS scheme with a Hybrid Service Selection
(HSS) scheme which attempts to minimize response time while reducing service
consumption costs. It is similar to the scheme proposed in [8] [148] in which
broker focused on performance optimization with a cost constraint. This policy
takes care of both cost and workload of a service. It uses cost as an upper bound
and finds out the least loaded service. We have compared the performance of
the HSS policy with our SRS policy on several parameters and evaluated the
benefits of SRS in optimizing end-user service selection. Further we use MIML
deployment strategy for both the SRS and HSS and observe the overall response
time and SLA violations. For this we deploy six service instances across
different CSPs with varying cost and workload characteristics. The service
instances are also assigned values for availability, reputation and reliability.
SRS is clearly the more advanced selection policy since it takes into account the
availability, reliability and reputation of a service instance while trying to
optimize communication and resource usage costs. In our tests HSS selected
services with low availability for 7% of the requests, services with low
reliability for 6% of the requests and services with low reputation for 10% of
the cases. This result in significantly higher SLA violations compared to SRS

selection policy.
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We observe in the Figure 5.8 that poor selection choices by the HSS result in
the higher response times compared to SRS to the tune of 17% on average. SRS
makes more credible choices based on availability, reliability and reputation of

service instances.
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Figure 5.8: CDF for average response time for HSS and SRS service selection

policies

Further, service selection schemes can also be based on:

a) Cost based Service Selection (CSS): In this type of selection policy
scheduler looks out for the cheapest service offer (in case of similar
competing services). It selects the least cost service and allocates it to the

user.
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This kind of service selection is best fit for the users who are not
performance oriented and want to pay less. Here the probability of response-
time based SLA- violations is very high.

b) Work load based Service Selection (WSS): It monitors the work load on
each service deployed in datacenter and find out the least loaded service with
less service requests pending. This type of policy is optimal when

performance is paramount but very prone to cost based- SLA violations.

Therefore in Table 5.4 and Table 5.5 we compare HSS and SRS on cost
optimization achieved and SLA violations observed with CSS and WSS
selection policies as the base. SRS outperforms HSS due to: a) qualitatively

better service selection and b) geographically-aware auto-scaling.

Table 5.4:Optimization achieved by HSS and SRS

over CSS service selection policy

Parameters HSS SRS
SLA-violations 31% 58%
optimization

Cost optimization 9% 22 %

Table 5.5:Optimization achieved by HSS and SRS

over WSS service selection policy

Parameters HSS SRS
SLA-violations 22 % 47%
Optimization

Cost optimization 19 % 34
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5.3.2.4 Service Instance Transition Behavior of SRS

In this experiment we tracked service instance transitions (Service S1 deployed

at locations L1 through L6) for varying number of user requests/hour as shown

in Table 5.6. SRS selects the appropriate service instance combinations while

optimizing the service hosting cost for the Service providers. We begin with one

service instance at each location. At hour 1, S1.L6 is sufficient to handle up to

6200 request/hour with the associated hosting cost of 0.20 $/hour. Between

hours 2 to 4 due to flash crowd scenario (peak load) SRS performs service

replication at L6 and L2 choosing a combination of service instances that lowers

the hosting cost for the service provider in each case.

The replicated services are also automatically decommissioned when not

required (Table 5.6).

Table 5.6: Service instance transitions in response to dynamic user
requests.

Hour | Request | Service Instances Total Cost/
s/hour hour

1 6000 S1.L6 0.20

2 10000 | S1.L6+ S1.L6 0.40

3 17000 | S1.L5+S1.L.2+S1.L.2 0.65

4 22540 | S1.L6+S1.L5+ S1.L.2+ 0.95

S1.L.2+S1.L.2

5 12000 | S1.L6+S1.L6 0.40

6 4000 S1.L.2 0.10

7 3950 S1.L.2 0.10

8 3900 S1.L.2 0.10

9 4000 S1.L.2 0.10

10 4799 S1.L.2 0.10
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11 4045 S1.L2 0.10
12 4000 S1.L2 0.10
13 4350 S1.L.2 0.10
14 4298 S1.L2 0.10
15 4220 S1.L2 0.10
16 5700 S1.L6 0.20
17 6000 S1.L6 0.20
18 3900 S1.L6 0.20
19 5800 S1.L6 0.20
20 10000 S1.L6+S1.L6 0.40
21 11000 S1.L6+S1.L6 0.40
22 11098 S1.L6+S1.L6 0.40
23 10086 S1.L6+S1.L6 0.40
24 10035 S1.L6+S1.L6 0.40

5.3.2.5 Computation Time for SRS

In this experiment computation time for SRS strategy is evaluated. The SRS
strategy involves on-demand ranking of services based on customized weights
provided by the end users which facilitates fine-grained control over service
selection and consumption. This approach therefore involves computing service
ranks in the context of the user-defined weights and incurs additional
computational overheads compared to schemes which use a static weighted
formula for determining service ranks. This is because the service ranks need to
be recomputed for each user. Figure 5.9 provides the average processing time
for computing service ranks for up to 500 service instances for a single user.

The results show that with the increase in requests the computation time is
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growing linearly. This computation however needs to be performed only once

before the service consumption phase for each user session.
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Figure 5.9: Average processing time for on-demand ranking of services

instances

5.4 Findings and Observations

This chapter proposes a services management mechanism which is a step
towards a Unified Services Management Framework for SITES which
facilitates a) optimal service deployment and geographically-aware auto-scaling
and b) optimal service selection and consumption by the end-user in a seamless
manner. We evaluated the effectiveness of the proposed framework using a
custom simulator based on real world service performance measurements across

different CSPs. The results indicate that from a service provider perspective
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achieving high performance at reasonable cost is dependent on the service
deployment scheme. It was further observed that mere load-based auto-scaling
Is not effective to deal with flash crowd scenario but instead geographically-
aware auto-scaling to exploit latency benefits in an intercloud environment is
more efficient for global services. Further, a customized ranking mechanism for
service consumers allows greater optimization at an individual level rather than

with a one-size-fits-all approach.
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Chapter 6

Proposed Security Mechanism in SITES

Distributed computing has shown a great prospect [168] and Intercloud can be
seen as its future. However recently there has been a spate of security attacks
using hired cloud computing infrastructure especially Denial-of-Service (DoS)
and Distributed-Denial-of-Service (DDoS) attacks. DoS/DDoS attacks are some
of the most widely prevalent attacks on the internet which target well known
web-sites/applications/services by overwhelming them with malicious requests
affecting their performance or causing them to crash. With cloud computing
offering huge amount of computing resources on a pay-per-use basis, it has
become easier for malicious users to hire cloud resources and launch
DoS/DDoS attacks from multiple locations. This makes it difficult to identify
the source of origin of these attacks and contain their damage. Moreover, some
malicious users have used cloud resources to host Attack-as-a-Service which
allows third-party users to launch DDoS attacks by just specifying the intended
targets. Thus, there is a need to detect malicious applications hosted on the
cloud and prevent them from utilizing the vast computing infrastructure of the
cloud to launch planetary-scale attacks which can potentially cripple the internet
including critical business and government resources. As already discussed in
Chapter 2, most of the work done on detecting DDoS attacks is based on
network traffic analysis at the recipient end i.e. at the server hosting the

application under attack. It typically involves creating a baseline of normal
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incoming traffic patterns and detecting any abnormal variations from the known
baseline. Once determined that the host is under attack, there is an attempt to
drop/ignore packets from the source IP address from where the attack is
originating. However, performance is definitely degraded and unless high-
availability and load-balancing features are implemented to defray the attack,
the application/service under attack is severely impacted [149].

This chapter proposes a novel mechanism for effectively and efficiently
detecting malicious applications hosted on the cloud. It involves changing the
perspective on detecting and containing DoS/DDoS attacks from the recipient to
the source. As Cloud Service Providers (CSPs) rent out Virtual Machines
(VMs) to customers for their computing needs and are responsible if malicious
users use their resources to launch global DDoS attacks. Hence, CSPs need to
check the malicious use of their resources and the proposed method allows
CSPs to detect and contain DDoS attacks originating from their computing
infrastructure. In an intercloud environment if each CSP can prevent DoS/DDoS
attacks originating from their infrastructure, the entire intercloud becomes free
of such attacks. This provides a strong motivation for the CSPs to participate in
this collaborative process of detecting and containing malicious services. One
conceivable method to detect malicious hosted applications in the cloud is
packet sniffing to understand the kind of traffic being generated and transmitted
by the hosted application. However, this would constitute a violation of privacy
and be unethical on part of the CSP. Hence, a privacy-preserving mechanism is
required which is still able to detect whether the hosted application is launching
DoS/DDoS attacks using the CSP’s compute infrastructure. The proposed
mechanism is based on the concept of application/service profiling, which
involves creating detailed performance and behavior profiles of hosted code.
The run-time behavior of the hosted application is further compared to the

performance profiles in a global database of known malicious applications for
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quick detection. Unknown applications are referred to expert system for
classification based on deviations from known normal behavior and the
database expanded. This chapter flips the security focus from preventive attack
techniques [150] [151] to originating attack. Detailed experimental analysis of
known malicious applications is used as a basis for initial detection and

determining the effectiveness of the proposed scheme.

6.1 Components of Proposed Mechanism

At the CSP, an application monitor module is instantiated per VM allocated by
the cloud hypervisor to the customer as shown in Fig 6.1. Its job is to monitor
the installed application image (static) and resource usage and behavior
(dynamic) of the customer’s application running on the VM. The static profile
includes the number of files installed, their checksum and size in bytes etc. If
the static profile (installed image) of the hosted application matches against the
profile any of the known malicious application it is prevented from executing.
The dynamic profile of the application includes dynamic resource usage such as
CPU, Memory and I/0O as a function of time. If this run-time behavior of the
hosted application matches against that of any known malicious application
(DDoS application) it is terminated preventing the DoS/DDoS attack from being
propagated further. The profile matching is done through comparison of time-
series data (CPU, Memory and 1/O) in real-time with the data of known
malicious applications.

If the behaviour profile of the application does not match any known malicious
applications, but the run-time behavior (trend) exhibits anomalous behavior
such as an immediate and sustained spike in outbound traffic, hitting a pleateau
after some time and rapid decrease in inbound traffic (indicating that the target

application is overwhelmed) it is referred to an expert system, which classifies
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the application as malicious or non-malicious. For well-behaved applications no

action is initiated and they are allowed to execute as normal.
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Figure. 6.1 A schematic of the proposed security mechanism in SITES
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6.2 Classification of Deployed Malicious Services

Following are the sequence of steps involved for classification of services:

An “Application Monitor” is instantiated for every hosted application
installed on an allotted VM at the CSP. Its job is to create a static
profile (installed image) and dynamic profile (run-time resource
usage), which is logged in a local log file and compared in real-time to
the behavior profiles of known malicious applications stored in a local
database. However the global database of known malicious
applications is designed to create collaborative intelligence across
CSPs on the behavior profiles of known malicious applications aiding
in quick detection.

If the static profile of the application matches, the application is
prevented from execution, else it is allowed to execute.

The run-time resource usage in terms of Memory and I/O usage
(inbound and outbound) is stored as a 3-tuple in a time-series database
such as rrdtool [150] to optimize data storage and retrieval. The data
which is logged locally is also simultaneously compared with the
global database storing time-series data for known malicious
applications. The global database is initially seeded with the time-
series data obtained from experimental analysis of available and
known malicious applications and grows further as new malicious
applications are detected and classified.

If no matches are found, but network traffic generated exhibits
anomalous behavior, the application is referred to an expert system to
help classify the application as malicious or normal and the global
database of malicious applications is updated for future reference if

application is found to malicious.
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6.3 Profiling of DDoS Services

In order to obtained the profiles of various deployed services we hired a total of
nine virtual machines with different configurations i.e. three VMs each from
Windows Azure [151], Amazon EC2 [152] and GoGrid [153] respectively.
Further, we created our own Local Cloud (LC) using OpenStack [154] with Red
Hat Enterprise and deployed three virtual machines with different
configurations. Configurations of VMs used in the experiments are shown in
Table 6.1. This was done to evaluate dynamic application behavior in different

environments i.e. hardware configurations, platforms and under varying

conditions.
Table 6.1: Configuration of VMs
CSP Name Type of VM Number of Memory
cores (GB)
vCPU
A series-Al 1 1.75
Microsoft (VM1)
Azure A series- 2 3.5
(CSP1) A2(VM?2)
A series- 4 7
A2(VM3)
m3.medium 1 3.75
(VM1)
Amazon EC2 m3.large 2 7.5
(CSP2) (VM2)
m3.xlarge 4 15
(VM3)
small (VM) 1 1
GoGrid medium (VM?2) 2 2
(CSP3) large (VM3) 4 4
small (VM) 1 2
Local Cloud | medium (VM2) 2 2
(CSP4) large (VM3) 4 2
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6.3.1 Services Monitoring Setup

We considered ten commonly available DoS/DDoS attack launching tools, as
shown in Table 6.2, on each of the configured VM instances. These DoS/DDoS
tools are capable of generating UDP, TCP SYN and HTTP flooding attacks.
After installing these tools we first generated and store their MD5 hashes
(checksum) by using “MDS5 and SHA Checksum Utility” tool [155]. After this
each of these DoS/DDoS tools are continuously monitored on parameters like
CPU utilization, Memory consumption, Inbound Traffic and Outbound Traffic
by perl scripts built on top of standard tools i.e. rrdtool [150] which is a

database tool to work with time-series data.

Table 6.2: Tools and Attack Type
DDoS Attack Launching Attack Type
Tools
HOIC HTTP
LOIC (TCP, UDP, HTTP)
XOIC TCP, UDP
Hulk UDP
R-U-Dead-Yet HTTP post
Tor’s Hammer HTTP post
PyLoris HTTP, FTP
OWASP DOS HTTP POST TCP
DAVOSET TCP, HTTP
GoldenEye HTTP Denial Of TCP, HTTP
Service Tool

6.3.2 Observed DDoS Behaviour

After deploying and executing these DDoS tools we observed and recorded
their behaviour patterns. For illustration purposes we present the detailed
analysis of High Orbit lon Cannon HOIC [156] and Low Orbit lon Cannon
(LOIC) [157].
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The dynamic resource usage of HOIC for memory, CPU, outbound and inbound
traffic is shown in Figures 6.2, 6.3, 6.4 and 6.5 respectively. We observe that
the memory consumption trend in Figure 6.2 remains linear with average

increase of 0.8 MB per second for different VMs with an observed variation of
+2%.
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Figure 6.2: HOIC Memory Consumption

This is intuitive as any application executes same set of instructions and its
memory growth can be expected to remain same if executed on similar
architecture platforms. In the case of CPU utilization as shown in Figure 6.3, the
trends remain the same but the percentage variation across different VMs is
higher due to varying number of cores i.e. for 4 cores the average CPU
utilization across CSPs is 6%, for 2 cores the utilization is around 12% and for 1
core the average CPU utilization is 17%.
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Due to this reason CPU usage is not a definitive parameter to be used for
dynamic profile matching.

HOIC consumes very high bandwidth as this is again expected since DoS/DDoS
attacks rely on overwhelming their targets.

This is because the inbound traffic depends upon the number of participating
users at that time. These trends are repeated across multiple experiments and
hence bandwidth (inbound and outbound) emerges an important parameter in

detecting malicious applications.
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Figure 6.3: HOIC CPU Utilization

It is observed that in the outbound traffic for first three seconds the average
traffic grows very high from 1200 B/s to 10000B/s and after that it comes down
at the rate of 1000 B/s. The inbound traffic, during first three seconds grows
exponentially i.e from 1000000 B/s to 1900000 B/s.
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Figure 6.4: HOIC outbound traffic
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The dynamic resource usage profile of LOIC (a TCP/UDP based DDoS attack

tool) is presented in Figures 6.6 through 6.9. Its memory consumption trend is

similar to HOIC with less consumption of memory i.e. on average 10 MB.
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Further its CPU utilization varies significantly i.e. for any CSP’s VM3 (4 cores)
during first 7 seconds the average CPU utilization is 1.5% and it grows
significantly to 15% thereafter. Further for each VM2 of any CSP (2 cores) the
average CPU utilization is 3% initially, increases rapidly to 30% and then
remains stable. For VM1 belonging to any CSP the average CPU utilization is
5% and it grows up to 63%.

In Figure 6.8, it has been observed that LOIC’s outbound traffic is very high but
predictable i.e. during first 2 seconds it reaches 500000 B/s, then in next 1 sec it
shoots to 1900000 B/s with an increase of 100000 B/s for every consecutive
second. In the case of inbound traffic it is observed that during first three
seconds it is very high and reaches 22000 B/s. This is due to heavy requests sent
to the victims’ end and the responses received from the victim.

After three seconds the response decreases linearly at 500 B/s due to heavy

incoming requests until it becomes unresponsive and the DDoS attack succeeds.

25 | | l : T T
——C8P1.VM1
——CSP1.VYM2
—— CSP2.¥YM2
’ -CSP3.VM3 ||
—— CSP3.¥yM1
CSP4.VYM3
| i
Q15
10 | e J-:.f“z'—‘-ﬁ"’y -
,..-:N,'»".-f"" =
5 1 | | | | | |
0 2 4 6 8 " » ’ |

Time (s)

Figure 6.6: LOIC Memory
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Figure 6.9: LOIC inbound

We also measured the impact of number of threads on resource usage (Figures
6.10 through 6.12) and found that if we double the number of threads, an

average increase of 5% in consumption of memory and B/W is observed.
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Figure 6.10: LOIC Memory consumption with variable threads
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After 50 threads in each case, on average resource consumption on a VM

flattens out.
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Figure 6.11: LOIC outbound traffic with variable threads

However, the trends of resource usage remain the same and serve as a strong
basis for detecting malicious services
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Figure 6.12: LOIC inbound traffic with variable threads
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6.4 Proposed Mechanism

On the basis of the observed behaviour, the following strategy emerges for the

proposed mechanism:

The trends of memory consumption and bandwidth usage (inbound or
outbound) can be used as definitive and reliable parameters to identify a
malicious application/service.CPU utilization varies significantly across
CSPs and hence cannot be used reliably.

Bandwidth usage (inbound or outbound) of every http, TCP/UDP based
DoS/DDosS tool is very high and it grows exponentially during first five
seconds hitting a long plateau later. Hence, bandwidth analysis is an
effective indication of identifying malicious behavior.

After executing a malicious application, a point comes when the resource
usage stabilizes and flattens out after hitting a peak (this usually indicates
that the target application has been overwhelmed). We term this as the
Point of Confidence (PoC), where it can be safely concluded that the
application is indeed malicious. For normal applications the resource
usage varies and never hits a long plateau.

We store the time series data using rrdtool as a 3-tuple (Memory, Inbound
and Outbound traffic) representing observed values of these parameters
by the Application Monitor module in the last one second interval. Each
data point is stored by rrdtool as a double float (8 bytes) and hence each
3-tuple occupies 24 bytes of storage.

A sampling time of 1 second is determined for logging of application
resource usage as time-series data. The 1 second window allows a
meaningful trend to emerge and also provides enough time to log and
compare data using rrdtool, which typically takes around 2 ms (for
retrieval and comparison).In [40] authors observe an average latency

0f133ms between two geographical locations, 20000km apart which is an
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extreme case. Even with this extreme latency factored in, a data matching
operation against the global malicious database is expected to take an
average time much lower than the 1 second window for comparing time-
series data.

We define “0”, the error interval as +2% to account for variations in
resource usage trends across different CSP platforms.

We use the PoCas a reference point to determine the length “L” up to
which values are to be stored in time series databases. This optimizes the
data storage requirements further and speeds up the detection process. In
our experiments a value of 5 for L was the minimum required to correctly
match two time-series trends. Greater values of L would enhance the
accuracy, but the delay might lead to the target application being
irrevocably impacted.

Similarity between two time series can be obtained by two methods: i) by
measuring and comparing Euclidean distance [158]. For example in two

dimensions the Euclidean distance is computed as:

\/i((-ri,x _Tj,x)z + (Ti,y _Tj.y)z)

where Ti, is the observed data point at time x and T;, the observed data
point at time y and ii) by comparing absolute values of both time series at
the same timestamp. The observed average computational time to
calculate and compare Euclidean sum is ‘2ms’ and absolute value is 1ms
[159]. Based on the experimental data obtained, we utilize the Euclidean
Distance approach for comparing trends of bandwidth usage, while we

use the absolute value comparison for comparing memory.

6.5 Implementation

We analyzed the behavior patterns of normal high bandwidth consuming

applications like online gaming clients, HD TV, video (720p, 360p, 210p and
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120p) uploading/downloading etc. We observed that despite of high B/W
consumption per second, very stable and consistent behavior for both inbound
and out bound traffic is observed. Results for online game Crazy Taxi [160] are
shown in Figures 6.13 and 6.14 with an average inbound B/W usage of
64000B/s and outbound usage of 89600B/s.

Therefore, the traffic behavior pattern of DDoS is discernible against normal
applications. This is linear, since the percentage increase is only 34 % per
second in the case of inbound traffic and 42% in the case of outbound traffic
which is very less as compared to observed DDoS tools traffic behavior i.e. on
average rise 400% per second. There is an increase in first 5 seconds as well,
but this increase is very low as compared to HOIC or LOIC. However after 6
seconds the traffic remains stable while in the case of DDoS tools its keeps on
increasing with high volume.

To properly evaluate the effectiveness and efficiency of the proposed scheme
we performed an experiment in which ten malicious DDoS tools and 20
different genuine applications were executed randomly on our cloud setup.
Success of the proposed scheme is defined as the ability to correctly identify
malicious applications, while false positives and negatives are recorded to
evaluate its effectiveness.

Detection of false positive is given by

Total number of observed false positives

FP =
Total number of services executed (T)

Similarly detection of false negatives is given by

Total number of observed false negatives

Total number of services executed (T)
Also success ratio is given by
Sg = 1- (FP + FN)
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Figure 6.13: Online Game (Crazy Taxi) Inbound Traffic
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Figure 6.14: Online Game (Crazy Taxi) Outbound Traffic

We define 6=+2 and L=5 for all experiments, the comparison of time-series data

of

the executing application with the global database of known malicious

applications is an iterative process with L iterations. Each successive iteration

114



Chapter 6: Proposed Security Mechanism in SITES

focuses on a narrower set of matching profiles, disregarding applications where
the trends of bandwidth usage and absolute values of memory usage do not
match; Table 6.3 depicts the decision matrix depending upon the outcomes of
the comparison process between the running application and the global
database. If no match is found but service is consuming high bandwidth it is

referred to the classification module which may entail human intervention.

Table 6.3: Decision Matrix

Memory- Outbound Inbound Traffic

usage traffic trend | traffic trend | higher than

matches matches matches normal

Yes Yes Yes NA Kill
Application

No Yes Yes NA Kill
Application

No No No Yes Classification
Logic +
Expert
System

Yes No No Yes Classification
Logic +
Expert
System

Yes No Yes NA Kill Process

Yes Yes No NA Kill Process

Yes No Yes NA Kill Process

6.5.1 Results Analysis

The decision matrix above is implemented for a total of 30 deployed
applications, including 10 malicious applications. Figures 6.15 through 6.21
present the results (success ratio, false positives and negatives) of using a
combination of different parameters (m) on the success ratios achieved. The
best results are obtained with m = 3 i.e. memory usage, inbound traffic and

outbound traffic with a success ratio of 100% achieved, while with m=2 success
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ratio is on average 90%. This concludes that with the increase in the number of

reliable parameters the effectiveness of the scheme increases.
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Figure 6.15: Results with m=1 (outbound traffic)
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Figure 6.17: Results with m=1 (memory)
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Figure 6.19: Results with m=2 (memory and outbound traffic)
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Figure 6.21: Results with m=3 (memory, inbound and outbound traffic)

Figure 6.22 and 6.23, depicts the trends of traffic for an online game application
named warcraft [161] which incidentally is detected as a False Positive case by
the proposed mechanism (for the case m=2 above) because its observed
behaviour trend is similar to httpDoS tool (a low intensity http based DoS tool).
This is due to the reason that trend remains same for the first five seconds.
However if we increase the point of confidence to 8 sec (L = 8) the proposed
scheme will correctly evaluate its non-malicious behaviour. But waiting for a
longer duration may affect the target application irrevocably. Hence, the choice
of L represents a tradeoff between early detection and accurate detection.
However, when memory usage is also considered (m=3 case above) it is
observed that memory consumption of these two applications is completely
different i.e. for warcraft its 100 MB usage on average while for httpDoS its
6MB. Therefore, the proposed scheme successfully differentiates normal

applications from malicious ones.
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Figure 6.22: Inbound Traffic trends for warcraft (online game) and httpDos
(malicious tool)
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Figure 6.23: Memory Consumption trends for warcraft (online game) and
httpDos (malicious tool)
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The cost of finding the matches in rrdtool is O(P + 2m), where P is the total
number of comparison operations between the elements of Time series ‘R’and
‘S’ with m as the length of R and S. The cost to insert each element of R into
the time series database is O(m). While this cost is O(m?) in the worst case, in
the general case, P will be much less than 2 ms for common values.

The storage requirement for the time-series data for ten malicious applications
in rrdtool for our experimental setup is 1200 Bytes with five data points per
application, each occupying 24 bytes. As per [162] [163] and [164] there are
around 30 types of known DDoS attacks many of which can be launched using
tools discussed in [164]. These tools exhibit similar architecture with minor
modifications; hence the behaviour or attack pattern remains largely similar.
Thus, global storage requirements for a couple of hundred identified malicious
applications which are capable of launching planetary scale DDoS attacks

utilizing cloud infrastructure are not envisaged to exceed a few megabytes.

6.6 Findings and Observations

This chapter proposes a novel mechanism to prevent misuse of cloud
infrastructure for launching DoS/DDoS attacks. It flips the traditional
perspective by detecting and neutralizing DoS/DDoS applications at the source
i.e. CSP rather than at the victim’s end. We evaluated and observed the
behaviour of existing DDoS launching tools to create detailed performance
profiles of such applications. Encouraging results have been obtained by
detecting malicious applications through comparison of time-series data
pertaining to memory usage, inbound/outbound traffic of executing
applications. Another important aspect of this mechanism is its privacy-
preserving operation as it does not sniff or inspect packets like traditional
methods.
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Chapter 7

Conclusion and Future Scope

The chapter concludes the thesis by highlighting the main contributions of this
research work. Further the chapter commences with discussing contributions of
the proposed framework SITES for establishing an efficient and secure
intercloud environment. Later, it presents future scope for the proposed work

and intercloud environment.

7.1 Conclusion

The proposed framework SITES is found to be a step towards a Unified
Services Management for an intercloud environment which facilitates a)
optimal service deployment and geographically-aware auto-scaling b) efficient
resource discovery and c) optimal service selection and consumption by the
end-user in a seamless secure manner. Further, a customized ranking
mechanism for service consumers allows greater optimization at an individual
level.

It is observed that location based grouping of datacenters belonging to different
CSPs in P2P manner produces very encouraging results as compared to

traditional approaches.
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It is also observed that mere load-based auto-scaling is not effective to deal with

flash crowd scenario. Instead the geographically-aware auto-scaling which

exploits latency benefits is more efficient for global services.

It was further observed that intercloud environment can be very beneficial for

the attackers to launch malicious attacks like DDoS. Prevention of such type of

misuse of intercloud by existing techniques is not feasible as they violate the

privacy norms laid down by many CSPs. Therefore, the proposed privacy

preserving security technique can be very helpful for keeping the confidence of

all the intercloud stake holders.

The thesis contributes in the following ways:

a)

b)

d)

The thesis presents detailed literature review of the work done in the area
of intercloud and addresses challenges such as resource discovery,
services management and security. The thesis presented SITES, a
comprehensive and unified service management intercloud framework.
SITES proposed novel mechanisms for resource discovery. Its resource
discovery mechanism provides incentive to CSPs by facilitating the
process of resources trading and motivates SPs/Users to work with
intercloud environment.

It also proposed a service management mechanism which offers service
providers and consumers to leverage the intrinsic benefits of services
deployed across different cloud service providers. It exploits latency and
cost advantages while ensuring scalability, load-balancing, high-
availability in a secure environment. It allows users’ seamless access to
services through an optimal service selection mechanism providing on-
demand ranking on several quality parameters.

It also provides a novel mechanism to identify and prevents the malicious

activities inside intercloud while maintaining privacy constraints.
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e) The thesis demonstrates the applicability of the proposed mechanisms in
intercloud paradigm, which may leverage many existing technologies and
provides additional services for resource aggregation.

We Dbelieve that the realization of SITES for an intercloud environment will
result in enhanced capability to deliver services to end users in a customized
manner while maximizing service provider revenue at the same time. This
contributes to a more efficient management of cloud services and also reduces
cost for users as well as service providers through comprehensive measurement
of services performance and their ranking, while maintaining a sense of security
to all its stakeholders. Hence, the present work has potentially far-reaching

consequences on the evolution of intercloud services.

7.2 Future Scope

There is immense scope of research in this area. The work can be further
enhanced to enable intercloud users and scientists to achieve and utilize true
potential of this massive infrastructure. Some of the future directions related to
SITES are under:

I.  For resource discovery challenges, the existing solutions considered
geographical locations as a base for grouping of participated different
CSPs’ data centres to minimize latency. In future, introduction of a
number of other performance metrics like reliability, reputation etc. can
be considered to further optimize this resource discovery technique.

ii.  Mechanism for management of services and its instances is presented in
this thesis. Future work involves consideration of management of

individual services components distributed across datacenters of SITES.
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The performance of framework can be further enhanced by introducing
latest machine learning techniques in dynamic resource discovery, load
balancing, rescheduling and other resource management challenges.

This thesis has presented a mechanism to prevent misuse of SITES
infrastructure to launch DDoS attacks. Intercloud also provides
unprecedented storage capacity which can be used by attackers or
malicious users to host and spread malwares. In future our proposed
security mechanism work can be extended to prevent the abuse of such

services.

The identified potential future scope for intercloud domain are:

Consolidation of the Federations

We foresee that the intercloud will thrive as “Business Alliances”
centered on dominant players with deep pockets and not as a
“democratized model”. Each business alliance or federation will attract
small cloud vendors which will follow their standards and protocols. This
scenario can be related to todays “Andriod” and “IOS” market share.
Similarly in intercloud a pure democratic model is far from reality and we
envisage that only two or three federations will survive and all the new
vendors will align with these federations with a limited set of hypervisors
in every cloud. For interaction between clouds a pre-defined common
standard would be followed by each cloud within a federation. These
standards would involve a set of APIs and protocols which would be
proprietary of the federation only. The democratic intercloud based on
open standards seems destined to be limited to academic research and
some showcase projects.

P2P and Intercloud

We believe that the potential of P2P model remains underutilized in the

intercloud. While Hybrid models have been proposed in literature
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combining elements of centralized and P2P models, not much work has
been done in this domain. The P2P model is a natural fit to requirements
of large scale distributed interactions between CSPs, SPs and users,
where a purely central model might lead to issues such as performance
bottlenecks and single-point-of-failure. Intercloud functionality such as
resource/service discovery and negotiation can be easily accomplished
via P2P interactions between participating stakeholders and then the
centralized agency notified for tracking and financial settlement.
Moreover, the centralized agency can expose APIls for stakeholders to
access trust ratings of stakeholders enabling decentralized interactions

and making P2P interactions viable.
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