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Abstract

Smart Dust is comprised of a vast number of ultra-small fully autonomous computing,
communication and sensing devices. It has very restricted energy and computing
capabilities that co-operate to accomplish a large sensing task. Smart Dust sensing
devices are capable of gathering many types of information from the environment
including temperature, light, humidity and vibrations. Such devices exchange information
with either to other nodes or to the outside world without being physically connected to
another device. These sensor networks are very different from traditional networks since
sensor nodes (SNs) are very small devices with many electronic components such as
memory, CPU, radio and sensor and each of these components consumes power. SNs
have a battery and can work only as long as the battery lasts. In other words, it is very

important to optimize every computation in order to increase the sensor’s lifetime.

The present research work is the performance analysis of Smart Dust Network in terms of
number of nodes, number of nodes/cluster and distance from the PAN coordinator. The
work is implemented using energy-efficient ZigBee Protocol and simulated using NS2

Simulator.

This thesis comprises of 5 Chapters, Chapter 1 describes Smart Dust Network, its
applications, Network topologies and ZigBee protocol. Chapter 2 describes Literature
Survey. Chapter 3 specifies the problem statement, objective defined for this thesis and
methodology to achieve these objectives. Chapter 4 describes Simulation Environment
and Results of analysis. Chapter 5 concludes the overall thesis with overall observations

and future work is highlighted.

Keywords: Smart Dust, ZigBee Protocol, Random topology, Clustered topology, Ring
topology.
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Chapter 1
Introduction

1.1 Smart Dust Networks

During the last decade, communication technology and computer technology have
increased significantly due to improvements in miniaturization [1]. Advances in these
technologies have enabled to build small electronic components that are able to sense,
process and communicate information to other nodes. Sensor Nodes (SNs) are capable
of gathering many types of information from the environment including temperature,
light, humidity and vibrations. Such nodes exchange information with either to other
nodes or to the outside world without being physically connected to another device.
Communication Network created by these small sensor nodes with each other is
called Smart Dust Network or Smart Dust. Smart Dust offer economically viable
monitoring solutions for a wide variety of applications and have become popular since
data gathering is becoming an important component for the success of several mission
critical applications. A typical of application of Smart Dust is in the battlefield where
the nodes gather information in the enemy territory. Sensor Nodes (SNs) are very
small in size and dropped off from an airplane. Then SNs use self-configuration and
self-organization techniques to establish a Smart Dust and send the data to a base
station. In other applications such as environment monitoring, Smart Dust Networks
are used to detect bushfires or tsunamis. It is easy to see the potential benefits by
using Smart Dust Networks.

Smart Dust Networks offers a cheap, viable and efficient option. Additionally, using a
large number of small sensors instead of using one big sensor for sensing data in a
certain area is more accurate since errors in the devices or communication can be
detected easily. Smart Dust is a relatively new and immature technology. Building
Smart Dust poses challenges of secure routing, energy efficient, sensor node
authentication, data integrity, data confidentiality and access control that are faced in
conventional wireless and wired networks as well. Smart Dust is very different from
traditional networks since SNs are only small devices with many electronic
components such as memory, CPU, radio and sensor and each of those components
consumes power. SNs have a battery and can work only as long as the battery lasts. In
other words, it is very important to optimize every computation in order to increase

the sensor’s lifetime. These constraints make it impossible to ensure efficient use of



data propagation mechanism that is used in traditional networks. Thus, designing and

implementing new efficient protocols with low power and resource consumption is a

significant part in Smart Dust. Features of Smart Dust that makes it different from

traditional or other wireless networks are:

e Size: Number of nodes in Smart Dust is generally start from thousands and goes up
to millions.

e Node failure: Nodes may be deployed in harsh environmental conditions;
unexpected node failure may be common.

e Communication: Communication in sensor networks typically takes place in the
form of very short packets, meaning that the relative overhead imposed at the
different network layers becomes much more important.

e Shorter lifetime, less computational power, and less memory.

1.2 Smart Dust Node Components

The concept of sensor networks is based on a simple equation:

Sensing + CPU + Radio = Thousands of potential applications
Conceptually, a sensor node consists of a power unit, sensing unit, processing unit and
radio unit that is able to both transmit and receive data. Sometimes the sensor node
also has a mobility unit as well as a localization unit e.g. a global positioning system
(GPS).

1.2.1 Sensing

The sensing unit consists of two subunits, one or a group of sensors and an analog to
digital converter (ADC). The ADC converts analog signals from the sensors to digital
signals, used by the processing unit. The sensors are devices that respond to changes
in the surroundings. The type of sensors being used on a sensor node depends on the
application. The sensors can monitor speed, temperature, pressure, movement,

humidity or vibrations to name a few.

1.2.2 Processing
The processing unit, usually a low speed CPU with small storage capabilities,

performs tasks like routing and processing of sensed data etc. The choice of
processing unit also determines, to a great deal, both the energy consumption as well

as the computational capability of a sensor node.



1.2.3 Communication
The transmission between sensor nodes is wireless and can be implemented by radio,

infrared, optical media etc. Much of the current hardware for sensor nodes is based on

radio link communication.

1.2.4 Power

The power unit provides power to the other units and is typically a battery. Since the
battery limits the amount of energy available to the node, this affects the lifetime of
the node, thus in the end it also affects the lifetime of the sensor network. In many
application scenarios, replacement or recharging (by e.g. solar cells or vibrations) of
power resources is costly or even impossible. The most power-consuming activity of
a sensor node is typically communication. Hence, communication must be kept to an
absolute minimum in order to maximize the lifetime of the sensor nodes. All activities
involving communication (sending, receiving and listening for data) are power-
consuming and one important way to save power is to have the communicating device

turned off as much as possible[2].

1.3 Smart Dust applications

Smart Dust networks consist of many different types of sensors such as seismic, low
sampling rate magnetic, thermal, visual, infrared, and acoustic and radar, which are
able to monitor a wide variety of ambient conditions that include the following:

* Temperature

* Humidity

* Vehicular movement

* Lightning condition

* Pressure

* Soil makeup

* Noise levels

* The presence or absence of certain kinds of objects

» Mechanical stress levels on attached objects

* The current characteristics such as speed, direction, and size of an object.

Sensor nodes can be used for continuous sensing event detection, event ID, location
sensing, and local control of actuators [2]. The concept of micro-sensing and wireless

connection of these nodes promises many new application areas. These applications



are classified into defense-related, environment and home applications. It is possible
to expand this classification with more categories such as space exploration, chemical
processing and disaster relief.

1.3.1 Defense-related Applications

Smart Dust networks are based on the dense deployment of disposable and low-cost
sensor nodes. Destruction of some nodes by hostile actions does not affect a military
operation as much as the destruction of traditional sensors. Some of the military
applications of sensor networks are monitoring friendly forces, equipment and
ammunition; battlefield surveillance; reconnaissance of opposing forces; targeting;
battle damage assessment; and nuclear, biological and chemical (NBC) attack

detection and reconnaissance.

1.3.2 Environmental applications
Some environmental applications of sensor networks include tracking the movements

of birds, small animals, and insects; monitoring environmental conditions that affect
crops and livestock; irrigation; macro instruments for large-scale earth monitoring and
planetary exploration; chemical/ biological detection; precision agriculture;
biological, Earth, and environmental monitoring in marine, soil, and atmospheric
contexts; forest fire detection; meteorological or geophysical research; flood

detection; bio-complexity mapping of the environment; and pollution study.

1.3.3 Home applications

Home automation: As technology advances, smart sensor nodes and actuators can be
buried in appliances, such as vacuum cleaners, micro-wave ovens, refrigerators, and
VCRs. These sensor nodes inside the domestic devices can interact with each other
and with the external network via the Internet or Satellite. They allow end users to
manage home devices locally and remotely more easily.

Smart environment: The design of smart environment can have two different
perspectives, i.e., human-centered and technology-centered. For human-centered, a
smart environment has to adapt to the needs of the end users in terms of input/ output
capabilities. For technology-centered, new hardware technologies, networking
solutions, and middle ware services have to be developed. The sensor nodes can be
embedded into furniture and appliances, and they can communicate with each other
and the room server. The room server can also communicate with other room servers

to learn about the services they offered, e.g., printing, scanning, and faxing. These

4



room servers and sensor nodes can be integrated with existing embedded devices to
become self-organizing, self-regulated, and adaptive systems based on control theory
models.

1.4 Network Design Parameters

Most sensor networks are application specific and have different application
requirements [30]. Some of the following main design parameters are considered in
the design of sensor networks:

1.4.1 Small node size
Sensor nodes are usually deployed in a harsh or hostile environment in large numbers,
reducing node size can facilitate node deployment. It will also reduce the power

consumption and cost of sensor nodes.

1.4.2 Low node cost
Sensor nodes are usually deployed in an environment in large numbers and cannot be

reused; reducing cost of sensor nodes is important and results into the cost reduction

of whole network.

1.4.3 Low power consumption

Sensor nodes are powered by battery and it is often very difficult or even impossible
to charge or recharge their batteries, it is crucial to reduce the power consumption of
sensor nodes so that the lifetime of the sensor nodes, as well as the whole network is

prolonged.

1.4.4 Scalability
Number of sensor nodes in sensor networks is in the order of tens, hundreds, or

thousands, network protocols designed for sensor networks should be scalable to

different network sizes.

1.4.5 Reliability
Network protocols designed for sensor networks must provide error control and

correction mechanisms to ensure reliable data delivery over noisy, error-prone, and

time-varying wireless channels.



1.4.6 Self-configurability
In sensor networks, once deployed, sensor nodes should be able to autonomously

organize themselves into a communication network and reconfigure their connectivity

in the event of topology changes and node failures.

1.4.7 Adaptability

In sensor networks, a node may fail, join, or move, which would result in changes in
node density and network topology. Thus, network protocols designed for sensor
networks should be adaptive to such density and topology changes.

1.4.8 Channel utilization
Sensor networks have limited bandwidth resources, communication protocols
designed for sensor networks should efficiently make use of the bandwidth to improve

channel utilization.

1.4.9 Fault tolerance
Sensor nodes are prone to failures due to harsh deployment environments and
unattended operations. Thus, sensor nodes should be fault tolerant and have the

abilities of self-testing, self-calibrating, self-repairing, and self-recovering.

1.4.10 Security
A sensor network should introduce effective security mechanisms to prevent the data

information in the network or a sensor node from unauthorized access or malicious

attacks.

1.5 Factors Influencing Smart Dust Network Design

A sensor network design is influenced by many factors, which include fault tolerance,
scalability, hardware constraints, transmission media and power consumption. These
factors are important because they serve as a guideline to design a protocol or an

algorithm for sensor networks.

1.5.1 Fault Tolerance
Fault tolerance is the ability to sustain sensor network functionalities without any

interruption due to sensor node failures. Since sensor nodes are very small in size and

power, so percentage of their failure become quite high.



1.5.2 Scalability

Generally, sensor nodes deployed in the order of hundreds or thousands. Depending
on the application, the number may reach an extreme value of millions. For machine
diagnosis application, the node density is around 300 sensor nodes in a 5x5 m? region,
and the density for the vehicle tracking application is around 10 sensor nodes per

region.

1.5.3 Hardware Constraints

A sensor node is made up of four basic components a sensing unit, a processing unit,
a transceiver unit and a power unit. These all components are very small in size and
having very limited capabilities. One of the most important components of a sensor
node is the power unit. Power units are supported by a power scavenging unit such as
solar cells. There are also other subunits, which are application dependent.

1.5.4 Transmission media
In a multi-hop sensor network, communicating nodes are linked by a wireless
medium. These links can be formed by radio, infrared or optical media. But these

sensors have very less energy and transmission range, so optical medium is preferred.

1.5.5 Power Consumption

The wireless sensor node, being a micro-electronic device, can only be equipped with
a limited power source. Sensor node lifetime shows a strong dependence on battery
lifetime. So network needs to be designed in such a way that it consumes very less

amount of energy.

1.6 Routing Protocols in Smart Dust Network

Wireless communications and digital electronics have already led to the development
of small in size, low-power, low-cost sensor devices. Such extremely small devices
integrate sensing, data processing and communication capabilities. It becomes very
important to develop and implement energy efficient protocols for Smart Dust. Some

of the protocols are explained below:

1.6.1 The Sleep-Awake Protocol (SWP)
According to the SWP protocol, each particle goes though alternating periods of
“sleeping” and “awake”. During a sleeping period, the particles cease any

communication with the environment, thus the power consumption is assumed to be



minimal and practically insignificant, whereas when a particle is awake, it consumes
the regular amount of energy [4].
Let Ts and T,, are the sleep and awake time periods respectively
The sleep-awake scheme is basically achieved by setting a global ratio, which defines
the proportion between the durations of the sleep and awake periods.
Y =TTy,
i.e. Y represents the energy saving specifications of the smart dust particles
Energy saving specification is : en = T¢/(Ts +Ty) = 1 — 1/(1+Y)

1.6.2 The Density Adaptive Sleep-Awake Protocol (DA-SWP)
Assuming that the particles are random uniformly distributed on the smart dust plane,
the particle density can be calculated according to

u(R) = (nzR?) IA
Where n is the total number of particles deployed in the area A and radius R.
Basically, u(R) gives the number of particles within the transmission radius of each
particle in region A. However, since SWP forces each particle to alternate between
periods of “sleeping” and “awake”, u(R) is in fact an upper bound for the number of
particles that are “awake”. Let ua(R) be the number of active particles in the area A.
Then, since the length of each “sleep” and “awake” period is adjusted by the energy
saving specification en, it is ua(R)/ u(R) oo en.
Clearly if the parameters that affect the performance of propagation protocols are
(more or less) known in advance, the energy saving specification can be adjusted by
the network operator to maximize the energy-efficiency and keep the network

functional for as long as possible.

1.6.3 The Energy Adaptive Sleep-Awake Protocol (EA-SWP)

An adaptive way to adjust the sleep interval of each node by explicitly taking into
account the energy available at the sensor devices is proposed in [25]. The density
adaptive protocol only implicitly considers the energy by monitoring the active
number of neighbors; as the network evolves, some nodes will exhaust their power
and disconnect, affecting in this way the number of active neighbors. In contrast to
this approach, the Energy Adaptive Sleep-Awake Protocol (EA-SWP) attempts to
evenly distribute energy consumption among particles by adjusting the sleep interval

of strained particles. Balancing the energy dissipation among the sensors in the



network avoids the early energy depletion of certain sensors and thus increases the
lifetime of the system by preventing from early network disconnection.
Initially, all particles select a random sleep-awake schedule with the duration of Ts
and T, fixed by the network operator. Then, as the network evolves in time, each
particle before switching to the sleep state computes a new value for Ts and Ty, by
using the average energy Eayg estimated by Penergy Where Penergy includes in the header
of the message ,an estimation of the particle’s remaining energy E(i)
dSW = Ts* (Eavg (Y)/Eg)) - Ts

Ts =Ts - dSW

Tw=Tw + dSW
By using this, these particles are allowed to sleep more when their energy supplies are
less than average in their neighbourhood or forces particles to awake in the opposite

case

1.6.4 The Sleep-Awake Probabilistic Forwarding Protocol (SW-PFR)

The basic idea of the protocol lies in probabilistically favoring transmissions towards
the sink within a thin zone of particles around the line connecting the particle sensing
the event E and the sink S. Although data propagation along this line is optimal with
respect to energy and time cost, such propagation is not always feasible [5]. This is
true because, even if initially this direct line was appropriately occupied by sensors,
certain sensors on this line might become inactive, either permanently (because their
energy has been exhausted) or temporarily (because these sensors might enter a
sleeping mode to save energy). The protocol evolves in two phases:

Phase 1: The Front Creation Phase. In this phase, the header of each message includes
a counter called . This counter is set to a predefined value by the source particle.
Following this initialization, each particle, upon receiving a message containing a
positive f counter, reduces its value by 1 and deterministically forwards the message
towards the sink. In order to do so, each particle uses directed “angle” transmission to
broadcast data to all of its neighbours that lie in the direction of the sink. When the 3
counter becomes zero, the particle proceeds to the second phase of the SW-PFR
protocol. Ultimately, the beta counter determines the length of the first phase of the
SW-PFR protocol.

Phase 2: The Probabilistic Forwarding Phase. In this second phase, data propagation

is done in a probabilistic manner. Each particle calculates a probability of



participation in the propagation process. The closer a particle is to the optimal
transmission line, connecting the source node E detecting an event and the sink S as
shown in figure 1.1, the higher its probability to forward data pertinent to that

particular sense event.
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Figure 1.1: Particles communication from event E to sink S

The “forwarding probability” Psyg iS chosen to be Pwg = @/z where @ is the angle
defined by (a)the line connecting the particle performing the random choice and the
sensor that initially sensed the event and (b) the line connecting this node to the sink.
Remark that indeed a bigger angle & suggests a sensor position closer to the direct
line between E and S, figure 1.2 displays this graphically. Clearly, when & = &, then
the sensor lies on this line. Thus, @1 > @2 implies that for the corresponding particles
pl, p2, plis closer to the E-S line than p2, thus
Piwd(pl) = @1/ > &2/ = Prya(p2)

Figure 1.2: Angle @ and closeness to optimal line
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1.6.5 Hierarchical Threshold-sensitive Energy Efficient Network Protocol
(HTEEN)

HTEEN is modified version of TEEN protocol. The basic concept in TEEN is the
clustering of particles and the use of thresholds in order to decide whether a particle
should transmit data to the sink. TEEN uses particle self-organization into clusters in
order to reduce transmissions. A tree of transmissions is built, where each particle
transmits data only to its parent (cluster-head) in this tree. To be more specific,
TEEN’s operation is divided into two phases:

Phase 1: Setup Phase. In this phase, each particle decides on whether it becomes a
cluster-head or not. This decision is based on a fixed probability P. and on whether it
has been a cluster head in the last 1/P. rounds. a particle n picks a random number
from 0 to 1 and compares it to a threshold T(n), which is calculated in every round as

T(n) = Pc/(1 - Pe(r mod 1/P;)) ifneG

Here r is current round and G is the set of particles that have not been elected as
cluster-heads in the last 1/P. rounds. As threshold value increases in every round,
there is surety for every particle to become a cluster head once in 1/P. Steps. After a
particle decides to become a cluster-head, it broadcasts the message to the entire
network. In HTEEN, further these Cluster Head repeat this process and select their
cluster heads[26].

Phase 2: Steady phase. After all the levels of clustering have been set up, the actual
data transmission from particles begins. Cluster head collects the data from its child

nodes and send to Base station as shown in Figure 1.3.

C

Base Q
‘\\

Station Cg O
[

O \
O/O/" '\O O O

Figure 1.3: Communication between sensor nodes in HTEEN
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1.6.6 Variable Transmission Range Protocol (VTRP)

The basic idea of data propagation in VTRP is the varying range of data
transmissions, i.e. Allow the transmission range to increase in various ways. Thus
data propagation in our protocol exhibits high fault-tolerance (by bypassing obstacles
or faulty sensors) and increases network lifetime (since critical sensors, i.e. close to
the control center are not overused). It is the first time varying transmission range is
used.

Implementation of this protocol is divided into three phases:

Let each particle p* received info(E) fromp,

Phase 1: The Search Phase. It uses a periodic low energy broadcast of a beacon in
order to discover a particle nearer to S than itself. Among the particles returned, p*
selects a unique particle p** that is “best” with respect to progress towards the sink.
Phase 2: The Direct Transmission Phase. Then, p* sends info(E) to p*' and sends a
success message to p (i.e. to the particle that it originally received the information
from).

Phase 3: The Transmission Range Variation Phase. If the search phase fails to
discover a particle nearer to S, p* enters the transmission range variation phase. More
specifically,

Each particle maintains a local counter z, with initial value z = 0. Every time the
search phase fails, this counter is increased by 1. Thus z is an indication of the number
of failures to locate an active particle. Based on 1z, the particle modifies its

transmission range R.

1.6.7 The Local Target Protocol (LTP)
LTP, is similar to VTRP except Phase 3, where backtrack mechanism is implemented,

instead of modifying the particle’s transmission range in the case when no particles
towards the sink are found.

Phase 3 in LTP: Backtrack Phase. If Phase 1 fails several a certain (appropriately
chosen) number of times, i.e. an awake neighbour particle p** is not found in the
particle’s search area, then p' will send a failure notice and info(E) back to p. If p is
the source of info(E), then it will decide that propagation of this information towards

the control centre is impossible and erases info(E) from its memory.

1.6.8 Secure Network Encryption Protocol (SNEP)
SNEP provides a number of unique advantages [9]. Some of which are following:
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e It has low communication overhead since it only adds 8 bytes per message
e Like many cryptographic protocols it uses a counter, but we avoid transmitting the

counter value by keeping state at both end points
e SNEP achieves even semantic security, a strong security property which prevents

eavesdroppers from inferring the message content from the encrypted message
e This protocol also gives us data authentication, replay protection, and weak

message freshness.
A simple form of confidentiality can be achieved through encryption, but pure
encryption is not sufficient. Another important security property is semantic security,
which ensures that an eavesdropper has no information about the plaintext, even if it
sees multiple encryptions of the same plaintext. To provide semantic security, concept
of randomization is used. According to which, Sender precedes the message with a
random bit string before encrypting the message with a chaining encryption function.
This prevents the attacker from inferring the plaintext of encrypted messages if it
knows plaintext-ciphertext pairs encrypted with the same key. To achieve two-party
authentication and data integrity, Message authentication code (MAC) can be used.
The combination of these mechanisms forms Sensor Network Encryption Protocol
(SNEP). The encrypted data has the following format:

E = {D}(enc) Where D is the data, the encryption key is Ke,, and the counter is C
The MAC is

M = MAC(Kac, C/E)
The complete message that A sends to B is
A4 — B : {D}enc)y MAC(Kmac , C{D}kenc))

If the MAC verifies correctly, node A knows that node B generated the response after
it sent the request. The first message can also use plain SNEP if confidentiality and

data authentication are needed.

1.7 Network Design Challenges and Routing Issues

The design of routing protocols for Smart Dust is challenging because of several
network constraints. Smart Dust suffers from the limitations of several network
resources. For example: energy, bandwidth, central processing unit, and storage. The

design challenges in sensor networks involve the following main aspects:
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1.7.1 Limited energy capacity

Sensor nodes are battery powered, they have limited energy capacity. Energy poses a
big challenge for network designers in hostile environments, for example, a
battlefield, where it is impossible to access the sensors and recharge their batteries.
Furthermore, when the energy of a sensor reaches a certain threshold, the sensor will
become faulty and will not be able to function properly, which will have a major
impact on the network performance. Thus, routing protocols designed for sensors
should be as energy efficient as possible to extend their lifetime, and hence prolong
the network lifetime while guaranteeing good performance overall.

1.7.2 Sensor locations

Another challenge that faces the design of routing protocols is to manage the locations
of the sensors. Most of the proposed protocols assume that the sensors either are
equipped with global positioning system (GPS) receivers or use some localization

technique to learn about their locations.

1.7.3 Limited hardware resources

In addition to limited energy capacity, sensor nodes have also limited processing and
storage capacities, and thus can only perform limited computational functionalities.
These hardware constraints present many challenges in software development and
network protocol design for sensor networks, which must consider not only the
energy constraint in sensor nodes, but also the processing and storage capacities of

sensor nodes.

1.7.4 Massive and random node deployment

Sensor node deployment in sensor network is application dependent and can be either
manual or random which finally affects the performance of the routing protocol. In
most applications, sensor nodes can be scattered randomly in an intended area or
dropped massively over an inaccessible or hostile region. If the resultant distribution
of nodes is not uniform, optimal clustering becomes necessary to allow connectivity

and enable energy efficient network operation.

1.7.5 Network characteristics and unreliable environment
A sensor network usually operates in a dynamic and unreliable environment. The

topology of a network, which is defined by the sensors and the communication links
between the sensors, changes frequently due to sensor addition, deletion, node

failures, damages, or energy depletion. Also, the sensor nodes are linked by a wireless
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medium, which is noisy, error prone, and time varying. Therefore, routing paths
should consider network topology dynamics due to limited energy and sensor
mobility as well as increasing the size of the network to maintain specific application

requirements in terms of coverage and connectivity.

1.7.6 Data Aggregation
Sensor nodes generate significant redundant data; similar packets from multiple nodes

can be aggregated so that the number of transmissions is reduced. Data aggregation
technique has been used to achieve energy efficiency and data transfer optimization in

a number of routing protocols.

1.7.7 Diverse sensing application requirements

Sensor networks have a wide range of diverse applications. No network protocol can
meet the requirements of all applications. Therefore, routing protocols should
guarantee data delivery and its accuracy so that the sink can gather the required

knowledge about the physical phenomenon on time.

1.8 ZigBee Protocol

ZigBee technology is a low data rate, low power consumption, low-cost, wireless
networking protocol targeted towards automation and remote control applications[28].
ZigBee provides low cost and low power connectivity for equipment that needs
battery life as long as several months to several years but does not require data
transfer rates as high as those enabled by Bluetooth. ZigBee is implemented in mesh
networks, clustered and ring networks. ZigBee wireless devices are expected to
transmit 10-75 meters, depending on the RF environment and the power output
consumption required for a given application.

The network supported by the ZigBee protocol is basically a Personal Area Network
(PAN) or the Home area network. It is basically the small area network represented
by some campus, medical area, research center or the home area. ZigBee protocol is
also used in a wireless sensor network with some constraint specification in terms of
size, distance etc. Each sub network in the PAN area is identified by a PAN id. The
PAN id is a 16 bit id which identifies the network. A network can have number of
sub-networks that are controlled by separate coordinators. When the network

coordinator chooses the PAN id it should not be used by any other sub network.
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ZigBee protocol uses the network of smart sensors that area having their own
processing unit, memory unit and the control unit. Because of this, these kinds of
networks are very much dependent on the devices to perform the smart decision and
the communication. The use of ZigBee protocol is also growing in some other areas
such as body area network with wearable components.

Most of the ZigBee protocols work on static routing or the fixed network topologies
to reduce the evaluation time and to provide higher degree of accuracy. To detect the
data loss over the network CSMA, approach is being implemented along with ZigBee.
When a packet is about to send but the CSMA/CA mechanism is stopping it for a
longer period then the lower layer drops the packet and indicates channel access
failure to the network layer. This test was conducted to an indication on how often

this occurs and if it is dependent on the packet size [33].
1.8.1 ZigBee Architecture

ZigBee builds upon the Physical layer and Medium access control as defined in IEEE
standard 802.15.4. This specification goes on to complete the standard by adding four
main components: network layer, application layer, ZigBee device objects (ZDOs)
and manufacturer-defined application objects which allow for customization and
favor total integration. Architecture of ZigBee as shown in figure 1.4 is defined

below.

e Application (APL) Layer
The top layer in the ZigBee protocol stack consists of the Application Framework,
ZigBee Device Object (ZDO), and Application Support (APS) Sub layer.

e Application Framework
It provides a description of how to build a profile onto the ZigBee stack (to help

ensure that profiles can be generated in a consistent manner). It also specifies a range
of standard data types for profiles, descriptors to assist in service discovery, frame
formats for transporting data, and a key value pair constructs to rapidly develop

simple attribute-based profiles.
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Figure 1.4: ZigBee Architecture
e Application Objects
Application object is software at an endpoint that controls the ZigBee device. A single
ZigBee node supports up to 240 application objects. Each application object supports
endpoints numbered between 1 and 240 (with endpoint O reserved for the ZigBee
Device Object (ZDO)).

e ZigBee Device Object (ZDO)

Defines the role of a device within the network (coordinator, router or end device),
initiates and/or responds to binding and discovery requests, and establishes a secure
relationship between network devices. It also provides a rich set of management
commands defined in the ZigBee Device Profile (used in ZigBee commissioning).

The ZDO is always endpoint zero.

e ZDO Management Plane
Facilitates communication between the Application Support and Network layers with
the ZDO and allows the ZDO to deal with requests from applications for network

access and security using ZDP (ZigBee Device Profile) messages.
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e Application Support (APS) Sublayer

Responsible for providing a data service to the application and ZigBee device
profiles. It also provides a management service to maintain binding links and the
storage of the binding table itself.

e Security Service Provider (SSP)
Provides security mechanisms for layers that use encryption (NWK and APS).

Initialized and configured through the ZDO.

e Network (NWK) Layer

Handles network address and routing by invoking actions in the MAC layer. Its tasks
include starting the network (coordinator), assigning network addresses, adding and
removing network devices, routing messages, applying security, and implementing

route discovery.

1.8.2 ZigBee Features

* Low cost * Flexible and extendable

* Secure * Low power consumption

* Reliable and self healing * Easy and inexpensive to deploy

* Global with use of unlicensed * Integrated intelligence for network
Radio bands set-up and message routing

1.9 Network Topologies

A network topology is the pattern of links connecting pairs of nodes of a network. So
it is a physical layout of the network’s computers, terminals, and links. In both wired
and wireless networks, the network layer is responsible for topology construction and

maintenance. The different network topologies are as follows:

1.9.1Ring

A ring network is a topology of computer networks where each node is connected to
two other nodes, so as to create a ring as shown in figure 1.5.

Advantages:

e Easy to implement.

e Easy to install new nodes within existing network.
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Figure 1.5: Ring network layout
Disadvantage:
e If one of the nodes in the network breaks down then the entire network will break
down with it as it requires a full circle in order to function.
¢ Inefficient when compared to Star networks because data must travel through more
points before reaching its destination.

e Communication delay is the directly proportional to number of node.

1.9.2 Bus
A bus network is a network architecture in which a set of clients are connected via a

shared communications line, called a bus as shown in figure 1.6.

Figure 1.6: Bus network layout
Bus networks are the simplest way to connect multiple clients, but often have
problems when two clients want to transmit at the same time on the same bus.
Advantages:
o Easy to implement and extend.
o Well suited for temporary networks (quick setup).

o Typically the cheapest topology to implement.
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Disadvantages:

Difficult to administer/troubleshoot.

Limited cable length and number of stations.

A cable break can disable the entire network.
Maintenance costs may be higher in the long run.

Low security.

1.9.3 Star
Star networks are one of the most common computer network topologies. In its

simplest form, a star network (as shown in figure 1.7) consists of one central switch,

or hub computer which acts as a router to transmit messages.

Figure 1.7: Star network layout

Advantages:

Easy to implement and extend, even in large networks.

Well suited for temporary networks (quick setup).

The failure of a non-central node will not have major effects on the functionality of
the network.

No problems with collisions of Data.

Security can be implemented in the hub/switch.

Disadvantages:

Failure of the central node can disable the entire network.
Limited cable length and number of stations.

Maintenance costs may be higher in the long run.
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1.9.4 Tree
It is the modification of bus topology. Coaxial cable is often used to connect

computers in a bus topology. T- Connectors are used to branch off in a third direction
to enable a new computer to be connected to the network as shown in figure 1.8.

Figure 1.8: Tree Network layout
Special hardware has to be used to terminate both ends of coaxial cable such that a

signal travelling to the end of the bus would come back as repeat data transmission.

1.9.5 Mesh

All computers are connected to each other so it is sometimes called completely

connected networks. The number of links on networks are determined by: n(n-1)/2.

Advantages:

e Reliable: any line breakdown will affect only communication between the
connected computers.

e Each node of the network need not have individual routing capacity.

e Communication is very fast between any two nodes.

1.10 Network Simulator — NS-2

Ns-2 is a discrete event simulator targeted at networking research. It provides
substantial support for simulation of TCP, routing and multicast protocols over wired
and wireless networks. It consists of two simulation tools. The network simulator
(NS) contains all commonly used IP protocols. The network animator (NAM) is use
to visualize the simulations. Ns-2 fully simulates a layered network from the physical

radio transmission channel to high-level applications.
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Version 2 is the most recent version of NS (NS-2). The simulator was originally
developed by the University of California at Berkeley and VINT project. The
simulator was recently extended to provide simulation support for ad hoc network by
Carnegie Mellon University (CMU Monarch Project homepage, 1999). The NS-2
simulator has several features that make it suitable for our simulations.

¢ A network environment for ad-hoc networks,

e Wireless channel modules (e.g.802.11),

¢ Routing along multiple paths,

e Mobile hosts for wireless cellular networks.

Ns-2 is an object-oriented simulator written in C++ and OTcl. The simulator supports
a 28 class hierarchy in C++ and a similar class hierarchy within the OTcl interpreter.
There is a one-to-one correspondence between a class in the interpreted hierarchy and
one in the compile hierarchy. The reason to use two different programming languages
is that OTcl is suitable for the programs and configurations that demand frequent and
fast change while C++ is suitable for the programs that have high demand in speed.
NS-2 is highly extensible. It not only supports most commonly used IP protocols but
also allows the users to extend or implement their own protocols. It also provides
powerful trace functionalities, which are very important in our project since various
information need to be logged for analysis. The full source code of NS-2 can be
downloaded and compiled for multiple platforms such as UNIX, Windows and

Cygwin.
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Chapter 2
Literature Survey

K. Selvarajah described the use of smart sensor in the field of transportation system.
The main approach used by the selevarajah is the type of network. The presented
work in this paper is about the use of smart sensor in a heterogeneous network. Here
an intelligent transported system is defined, discussed using the smart sensors. These
devices include the vehicles, road side devices, traffic lights etc. It includes the
concept of Vehicle to Vehicle communication as well the communication between the
vehicle and road side units and lights. The results driven from the research shows that

the presented concept is very much feasible in real environment [11].

K. Selvarajah presented another application of smart dust as the middleware in mobile
application. The presented result shows the favorable outcome of the smart sensor in
embedded projects. The embedded project here is defined with mobility factor. It can
be used in Mobile Network or in VANET as the middle ware component [12].

S.S.Riaz Ahamed described the use of ZigBee protocol in the advanced
communication system. The better use of ZigBee protocol with its capabilities and the
relative applications is defined. It is presented that ZigBee as the low cost
technologies with low establishment cost, the communication cost and less power
requirement and introduced some applications where the power requirement is
minimum and that can use the ZigBee protocol effectively. The main concentration is
on small area network like PAN, Home Automation. The ZigBee architecture is
defined with channel specifications and the protocol strength in the paper. The
complete review of paper describes the applications of ZigBee in small area networks
[13].

Yao-Jung Wen presented that the use of smart sensor is growing in the commercial
application very fast. But when such an intelligent system is implemented in any
network there is also the requirement of control mechanism to perform the accurate
decision making. Yao-Jung Wen, presented a fuzzy based decision making approach
regarding the sensor validation, fusion and the Actuation. It is that the day-lighting
control system that can detect the confliction of light sources and provide the

maximum energy utilization. The presented work has been implemented in a real
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application and shows that that about 40% of energy is being saved by the used of

smart sensors. Smart sensor is used as the middle ware components [14].

Su-Chu Hsu discussed that the emerging technology of Wireless Sensor Networks
(WSNs) can make a unique contribution to make in creativity on a mass scale. In this
position paper, four artworks/installations are reviewed, built in Taiwan that use
WSNSs, show how WSNs can support new forms of creative interaction and learning

on a large scale, and discuss future applications [15].

Meng-Shiuan Pan presented the use of ZigBee protocol in wireless sensor network.
The presented work is about to use smart sensors and ZigBee protocol in Long Thin
sensor network. The paper basically address to the topological representation of
sensor network where ZigBee can be implemented. ZigBee is low power consumption
protocol with limited requirements. The protocol can be implemented in wireless
sensor network (WSN) in special cases. Here these cases are described in the form of
topologies. Long thin WSN is also a topology type. Many supportive topologies
respective to WSN in case of ZigBee protocols and routing schemes are defined to get
the better utilization of ZigBee protocol. But the limitation is that the work gives the

successful results only in case of some specific topology [16].

Ben W. Cook presented the smart dust as the automated network with intelligent
devices where the device itself is capable in power distribution, route identification
etc. The presented work is the low cost solution of the devices as the middleware
devices. The work is integrated with CMOS and MEMS processing units. In this work
an architecture approach to define the component network in which on chip
components can be connected so that the maximum benefit can be driven from the
sensors is defined. The results obtained shows that the smart sensors are very much
capable with the embedded components as they provide low cost communication with

low power requirements [17].

Lubomir Smutny presented that the integration of smart sensor with a local area
network (LAN). The main problem with this integration is to the intercommunication
between two different protocol sets. The wireless LAN works on its defined protocol
and the smart sensor works on the ZigBee protocol. The benefit driven from the

integration is the low power consumption over the network. The proposed system
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allows communicating with ZigBee protocol in full duplex mode, so that maximum
utilization of bandwidth and the power will be driven from the system. It provides the
integration with personal system by using the USB devices or the ZigBee nodes. The
system gives the concept of home or office automation at low cost architecture and
the communication model [18].

Meng-Shiuan Pan presented the use of ZigBee protocol in a wireless sensor network
with a topology specific architecture. The work here presented is based on the tree
based topology. The paper considered the concept of partial aggregation to resolve the
traffic over the network. The work here is about to derive the results in effective time
constraint. Some algorithmic approaches to design the routing scheme specific to the
tree architecture under the ZigBee capabilities are defined. The work is to minimize

the communication delay and to improve the network throughput effectively [19].

Steffen Peter presented a cryptography based security mechanism. The system is
implemented on smart sensor. The smart sensors are having their own processing unit,
memory unit and the control system. As the cryptographic system is implemented, it
gives the new authentication area that can be implemented on any home, office
network to control the user access. The sensors are now capable to communicate in a
encoded format where only the authenticated sensor can decode the message and
process on it accordingly. The cryptographic work is implemented as integrated
hardware system it means as the hardware is implemented the authentication will be

activated at the same time. The system does not required any extra hardware [20].

Li-Chien Huang presented that the electrical safety is one of most concerned
challenge for any protocol. ZigBee as the communication control protocol to handle
the building electrical safety is used. As the ZigBee is low power requirement based
protocol, it can provide the reliable communication to intimate the fire situation and
the cause. The ZigBee will use the smart sensors to detect the chances of fire cause
and the fire chances in the building as some chances detected the protocol will
broadcast the message effectively to all the related units. In this system, smart

transceivers are being implemented to get the effective results from the system [21].

Mark Hempstead proposed an extensive approach to define the sensor devices that

can control and recognize the nature of load in a power system is defined in this work.
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The system is not only do the work of recognition, it can also perform the load
distribution in such a way so that the overall power consumption of network will be
reduced [22].
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Chapter 3
Problem Statement & Objectives

3.1 Problem Definition

In Smart Dust Networks, the nodes are used to sense the environment and to transmit
the data. These nodes are very small in size i.e. of some cubic millimeters. These
sensor networks must works for a long time. But, because of their small size it is
difficult to have these nodes with larger battery size. So to increase the life time of
nodes scientists are researching for different protocols. They are researching for the
high productive batteries with small size to be fit in a cubic nodes, antennas of such
type that are small in size but provide high range of coverage area. So, there is need to
find energy efficient protocol that consumes very less amount of energy while
communication with other sensor nodes and check the scalability of network i.e. to
find maximum number of nodes in the network in which this protocol gives best
results. The present research work is to analyze scalability of Smart Dust Network in
terms of number of nodes using Random topology, number of nodes/cluster using
Clustered topology and distance from PAN coordinator using Ring topology. This
work is implemented using energy-efficient ZigBee Protocol and simulated using NS2

Simulator.

3.2 Objectives

Obijectives of proposed work are to:

e Analyze the scalability of network in terms of nodes using Random topology. It
shows that the network with same communication node is affected by number of
nodes. It helps to take the decision regarding minimum and maximum number of

node distribution in smart dust network.

e Analyze distance from PAN coordinator using Star topology. Distance from PAN
coordinator affects the throughput rate over the network.

e Analyzing the scalability of network in terms of number of clusters using
Clustered topology. It helps in defining number of clusters required in the

network. Number of clusters in the network can also affect the efficiency of a

network.
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3.3 Methodology used to achieve Objectives

In all topologies, some common steps are used to perform the analysis. These steps

are presented in the form of Flow chart presented here.

A network over a 100m*100m area consisting of N nodes is taken

Nodes in different groups are paired to send and receive packets.

Start

A

y

Take N nodes in

100m*100m area

A

L

Pair the different nodes i

n different groups to send

and receive packets

A

y

Elect the coordinator and non-coordinator nodes

'

Adjust the transmission powers of different nodes

A

y

Send Data Packets at CBR

'

Execute simulations

A

y

STOP

Nodes are uniformly deployed in the rectangular area.

Elect the coordinator (active) nodes and non- coordinator nodes (in power saving

mode)
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e Adjust the transmission powers of different nodes accordingly
e Send the data packets at constant bit rate(CBR)

e Execute the simulations in networks with different node densities
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Chapter 4
Simulation Environment and Results

4.1 Simulation Environment |

In Simulation environment I, analysis of ZigBee protocol in Smart Dust Network is
done using Random Topology. Analysis is performed on scalability of network in
terms of number of nodes. The system is implemented on Ubuntu Environment with
NS2 simulator and XGraph is used as the tool for graph analysis. Analysis is divided

into 4 scenarios as defined below. Configuration of network is shown in Table 4.1.

Table 4.1: Random Topology Network Configuration

Parameter Value
Number of Nodes 10, 25, 50, 75
Topography Dimension 670 m x 670 m

Traffic Type

Constant Bit Rate(CBR)

Radio Propagation Model

Two-Ray Ground Model

MAC Type 802.15.4 Mac Layer
Packet Size 512 bytes
Mobility Model Random Way Point
Antenna Type Omni directional
Protocol ZigBee
Topology Random
Number of Clusters Single

4.1.1 Scenario 1 (Random Topology)

In scenario 1, Network of 10 nodes is designed using random topology as shown

in

figure 4.1. Communication starts between the same colored nodes i.e. node 5 is

communicating with node 6 and node 1 is communicating with node 4 as shown in

figure 4.2
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4.1.2 Scenario 2 (Random Topology)
In scenario 2, Random topology is used taking 25 numbers of nodes and rest of

configuration is same as in Table 4.1.
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becomes easy for the nodes to transmit the packet efficiently.
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Figure 4.4: Communication between Nodes (Random Topology/25 Nodes)

Network of 25 nodes is shown in figure 4.1. In the network, grey colored nodes
represent that they are in sleep mode. The circles represent the coverage area. In

initialization, every node broadcast the message to find its neighbors. So that it
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Communication is being performed in three different node pair’s i.e. green, blue and
sky blue node pairs. Node 19 is transferring data to node 6(blue nodes), node 10 is
transferring data to node 4(green nodes) and node 3 is transferring data to node 2(sky
blue). The dark-line coming downward is showing the packet loss during the

communication over the network.

4.1.3 Scenario 3(Random Topology)
In scenario 3, number of nodes in the network are 50 and topology used is Random.
Rest of the configuration is same as in Table 4.1.

© © ® nam: final3.nam

File Views Analysis final3 nam
44 < > ¢ Step: 200.0us
n w[« T nmu‘.,‘l_,:,.,
PN X
% [6) © 8o
ol ® ®
j 2738 Q
(6
=] (2]
11
2% 7 (54
5 0]
3 ) 29
i 2 g &
22 36 | 464y, 43 28
4, 19
439 40 ®®
33 20
(0}
13
i A3
o ®
ﬁFulmil (NENNENNN |I!1I!li||||||||1\| IIIHIlll\llllllll!l!llll\lII!IIHIIIII (RANRARRN] 1||\|1|<|| ‘
" [t 0.0) fip traffic from node 39 to node 16

Figure 4.5: Network of 50 Nodes (Random Topology)

The communication begins at 0 seconds. The circles represent the coverage area and
the blue nodes are the source and destination nodes as shown in figure 4.5.

Communication is being performed in three different node pairs as shown in figure
4.6. Blue nodes are communicating with each other, sky blue nodes are
communicating with each other and green nodes are communicating with each other.
The dark-line coming downward is showing the packet loss during the

communication over the network.
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Figure 4.6: Communication between Nodes (Random Topology/50 Nodes)

4.1.4 Scenario 4 (Random Topology)

In scenario 4, Number of nodes in the network used are 75. Network of 75 nodes is

shown in figure 4.7. Circles representing the coverage area. Initially, all nodes are

broadcasting the dummy message to get information about the neighbors. This helps

in finding shortest path between source and destination.
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Figure 4.8: Communication between Nodes (Random Topology/75 Nodes)
In figure 4.8, actual communication starts. Same colored nodes are sending messages
to each other by using in between nodes. There is dark line that is coming downward,

showing the data loss in the network.

4.1.5 Performance Analysis of Random topology
To analyze the effect of scalability, Xgraph of NS-2 is used. The parameters taken for
the comparison are

Number of Packet Transmitted

Number of Packets Lost

Bit Rate

Packet Loss Rate

In all graphs of random topology, 4 scenarios are taken which are different in number
of nodes and rest of parameters is same in all scenarios.

e Yellow line represents Network of 75 nodes.

¢ Red line represents Network of 50 nodes.

e Blue line represents network of 25 nodes.

e Green line represents network of 10 nodes.

e X-axis represents time and Y-axis represents parameter written in every figure.
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Figure 4.9: Number of packets Transmitted (Random Topology)

The yellow line (as shown in figure 4.9) represents network of 75 nodes and the green
line represents the network of 10 nodes. As the number of nodes in the network
increases, the distance between the nodes decreases. As the distance between nodes in
a network decreases, number of packet transmitted increases.

Figure 4.10: Number of packets loss (Random Topology)
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The x-axis here represents the time and y axis represents the number of packets loss
over the network as shown in figure 4.10. As the number of nodes in the network
increases, the distance between the nodes decreases. Because of this there are more
chances of collision. As the collision rate increased the data loss is also increased. So
we can conclude as the collision rate between nodes in a network increases the loss
rate will also increase over the network. Yellow line in graph represents maximum

number of nodes i.e. 75 nodes and shows maximum packets loss.
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Figure 4.11: Bit Rate (Random Topology)

The x-axis here represents the time and y axis represents the Bit Rate over the
network as shown in figure 4.11. As the number of nodes in the network increases, the
distance between the nodes decreases. Because of this, there are more chances of
collision. So, the rate of data transmission i.e. bit rate is increased. So, it can be
concluded that as the distance between nodes decreases, Communication rate get

increases.
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Figure 4.12: Packet Loss Rate (Random Topology)

The x-axis here represents the time and y axis represents Packet Loss Rate over the

network. As the collision rate between nodes in a network increases the Packet loss

rate will also increase over the network. Yellow line in graph represents maximum

number of nodes i.e. 75 nodes and shows maximum packets loss rate. Performance

analysis results of ZigBee protocol using random topology is shown in Table 4.2.

Table 4.2: Analysis of Smart Dust Network using Random Topology

No. of | No. of | No. of | No. of
nodes | nodes nodes nodes Description
(10) (25) (50) (75)
Low Distance between
Number of Less | Medium | High Very | nodes increase the
Packet High | communicate rate and
Transmitted improve the packet
transmitted
As the communication rate
Number of Low Low | Medium | High | increases, the chances of
Packet Lost collision increased, so, it
increase the packet loss
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Distance decreases

Packet Loss Low Low High High | between nodes, improve

Rate the packet loss over the
network.

Number of nodes increases

Bit Rate Less | Medium | High Very | distance between nodes

High | decreases, so it increases
bit rate.

4.2 Simulation Environment 11

In Simulation environment 11, analysis of ZigBee protocol in Smart Dust Network is

done using Ring Topology. Analysis is performed on scalability of network in terms

of number of nodes. The system is implemented on Ubuntu Environment with NS2

simulator and XGraph is used as the tool for graph analysis. Analysis is divided into 2

scenarios as defined below. Configuration of network is shown in Table 4.3.

Table 4.3: Ring Topology Network Configuration

Parameter Value
Number of Nodes 7,13
Topography Dimension 670 mx 670 m

Traffic Type

Constant Bit Rate(CBR)

Radio Propagation Model

Two-Ray Ground Model

MAC Type 802.15.4 Mac Layer
Packet Size 512 bytes
Mobility Model Random Way Point
Antenna Type Omni directional
Protocol ZigBee
Topology Ring
Number of Clusters Single

4.2.1 Scenario 1(Ring Topology)

In scenario 1, analysis of Smart Dust Network is done using Ring topology. Network

consists of 7 numbers of nodes and there is one node at the centre which acts as

coordinator as shown in 4.13 and rest of the configuration is same as in Table 4.3.
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Figure 4.13: Network of 7 Nodes (Ring Topology)
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Figure 4.14: Communication between Nodes (Ring Topology/7 Nodes)

Communication is being performed in three different node pairs as shown in figure

4.14. The darkline coming downward is showing the packet loss during the

communication over the network.
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4.2.2 Scenario 2(Ring Topology)

In scenario 2, number of nodes in the network are 13 as shown in figure 4.15 and rest

of the configuration is same as in Table 4.3.
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Figure 4.15: Network of 13 Nodes (Ring Topology)

In figure 4.15, Number of nodes from 1 to 6 are near PAN coordinator i.e. node 0.

Numbers of nodes from 7 to 12 are farthest from PAN coordinator.
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Figure 4.16: Communication between Nodes (Ring Topology/13 Nodes)
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In figure 4.16, Communication is being performed in three different node pairs. The
darkline coming downward is showing the packet loss during the communication over

the network

4.2.3 Performance Analysis of Ring Topology

In this analysis, two different Scenarios are taken in terms of number of nodes in ring
topology, all other parameters are identical. The particular work is showing the
difference in terms of scalability. Basically, distance of nodes from a centralized PAN
Coordinator is increasing. The particular scenario will analyze the security as well as
role of centralized PAN coordinator. As the PAN is small area network because of
this more number of nodes reduces the gap between nodes. The parameters taken for
the comparisons are

e Number of Packet Transmitted

e Number of Packets Lost

e Bit Rate

e Packet Loss Rate
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Figure 4.17: Number of Packets Transmitted (Ring Topology)

The x-axis here represents the time and y axis represents the number of packet
transmitted over the network as shown in figure 4.17. As the distance from the PAN

coordinator increases the throughput over the network decreases. The red line
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represents the network of 7 nodes and the green line represents the network of 13
nodes.

Figure 4.18: Number of Packets Lost (Ring Topology)

As the distance from the PAN coordinator increases, the data loss over the network

increases as shown in figure 4.18.

Figure 4.19: Bit Rate (Ring Topology)
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The red line represents network of 13 nodes and green line represents network of 7

nodes as shown in figure 4.19. Distance from coordinator affects the Bit Rate, Higher

the distance lower the bit rate. Packet Loss Rate also increases as number of nodes in

network increases as shown in figure 4.20.

yx 108

X Graph

1.6000
1.5000

b

packet-lossratetrb

1.4000

1.3000

1.2000

1.1000

1.0000

0.9000

0.8000

0.7000

0.6000

0.5000

0.4000

0.3000

0.2000

f_/

0.1000
0.0000

e

I

L ——

0.0000 1.0000 2.0000 3.0000

40000 5.0000 E.Di]l]l]

?.Ui]ﬂﬂ 8.0000 9.0000 10,0000

packet-lossraterd

Figure 4.20: Packet loss rate (Ring Topology)

Performance analysis results of ZigBee protocol using ring topology is shown below

in Table 4.4.
Table 4.4: Analysis of Smart Dust Network using Ring Topology
No of No of Description
Nodes(7) | nodes(13)
Total Packet As the distance from the coordinator is
Transmitted High Low less, the total packet transmission will
be improved.
As the distance of nodes from the
Packet Lost Low High coordinator is increased the packet loss
will be increased.
The distance from the coordinator will
Bit Rate High Low affect the bit rate, higher the distance
lower the bit rate
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Packet Loss Rate Low

High

The packet loss rate is increased as the

number of nodes increased.

4.3 Simulation Environment 111

In Simulation environment 111, analysis of ZigBee protocol in Smart Dust Network is

done using Clustered Topology. Analysis is performed on scalability of network in

terms of number of nodes/cluster. The system is implemented on Ubuntu

Environment with NS2 simulator and XGraph is used as the tool for graph analysis.

Analysis is divided into 2 scenarios as defined below. Configuration of network is

shown in Table 4.5.

Table 4.5: Clustered Topology Network Configuration

Parameter Value
Number of Nodes 30, 50
Topography Dimension 670 mx 670 m

Traffic Type

Constant Bit Rate(CBR)

Radio Propagation Model

Two-Ray Ground Model

MAC Type 802.15.4 Mac Layer
Packet Size 512 bytes
Mobility Model Random Way Point
Antenna Type Omni directional
Protocol ZigBee
Topology Clustered
Number of Clusters 5

4.3.1 Scenario 1 (Clustered Topology)

In scenario 1, Network consists of 30 nodes and Topology used is Clustered

Topology. Numbers of Nodes per Cluster are 6 as shown in figure 4.21. Rest of

configuration is shown in Table 4.5. Blue nodes represent PAN coordinator.
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Figure 4.21: Network of 30 Nodes (Clustered Topology)

4.3.2 Scenario 2 (Clustered Topology)

In scenario 2, Network consists of 50 nodes and rest of the configuration is same as in
Table 4.5. Blue nodes represented PAN coordinator. With each PAN coordinator 10

nodes are attached i.e. 5 clusters are there as shown in figure 4.22.
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Figure 4.22: Network of 50 Nodes (Clustered Topology)
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Figure 4.23: Communication between Nodes (Clustered Topology/50 Nodes)

Nodes are communicating as shown in figure 4.23. Every node is broadcasting data to
its neighbors, they further sends data to another nodes. Process continues till packet

reaches its destination. Darkline coming downwards is showing packet loss occurs.

4.3.3 Performance Analysis of Clustered Topology

In this analysis, 2 different Scenarios are taken in terms of Number of nodes/cluster
using Clustered network. Each cluster is defined with a PAN coordinator. The
particular work is showing the difference in terms of scalability. The parameters taken
for the comparison are

e Number of Packet Transmitted

e Number of Packets Lost

e Bit Rate

e Packet Loss Rate

In figure 4.24, x-axis represents the time and y axis represents the packet transmitted
over the network. The red line represents the minimum number of nodes in network
i.e. 30 nodes and 6 nodes/cluster. And the green line shows the maximum number of

nodes in the network i.e. 50 nodes and 10 nodes/cluster.
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Figure 4.24: Number of Packets Transmitted (Clustered Topology)
It can be observed that in a PAN network number of nodes/cluster affects the network
efficiency and reliability. It can be concluded that less the number of nodes/cluster,
more efficient and reliable the network is. Numbers of packets loss is more in 50

nodes as compared to 30 nodes as shown in figure 4.25.

Figure 4.25: Numbers of Packets Lost (Clustered Topology)
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As the number of nodes/cluster increases, distance between the nodes decreases.
Because of this, there are more chances of collision, so need to resend the data again
and again this indirectly increases rate of data transmission i.e. bit rate as shown in
figure 4.26.

Figure 4.27: Packet Loss Rate (Clustered Topology)
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The x-axis represents the time and y axis represents Packet Loss Rate over the

network in figure 4.27. Green line represents scenario 2 i.e. network of 50 nodes and

red line represents scenario 1 i.e. network of 30 nodes. Packet Loss rate in scenario 2

is more. Because as network size increases, collision rate also increases which

significantly increases Packet Loss Rate. Performance analysis results of ZigBee

protocol using clustered topology is shown in Table 4.6.

Table 4.6: Analysis of Smart Dust Network using Clustered Topology

Number | Number
of of Description
Nodes(30) | Nodes(50)
In dense clustered network, more
Number of Low High communication is performed between
Packets nodes and it increases the total
Transmitted packets transmitted over the network.
In a clustered network as the inter
Number of Low High cluster communication is increased
Packets Lost the load on coordinator node increase,
it results more packet loss.
As the communication over the
Bit Rate Low High network increases, the rate of data
transmission is also increased.
More the communication between
Packet Loss Rate Low High inter cluster nodes, more the

congestion on centralized nodes. It

increases the loss rate over the

network.
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Chapter 5
Conclusion and Future Scope

5.1 Conclusion

In Smart Dust network, there are different routing protocols all of which have their
own specifications and benefits. For the very small sensor network we always look for
the minimum energy consumed networks. In this presented research work, Analysis
of ZigBee protocol has been done in Smart Dust network using 8 different scenarios.
These scenarios are different in terms of number of nodes, number of nodes/cluster
and distance from the PAN coordinator. Complete work is analyzed and implemented
on three different topologies. The simulation is performed in NS-2 environment.
Result of analysis proves that as the number of nodes in a network increases; it
increases the number of packets transmitted as well as number of packets loss over the
network. In same way as the distance from the PAN coordinator increases, it
decreases the total packet transmitted and significantly increases Packet Loss. In case
of clustered network, Higher the number of nodes/cluster; higher number of packets

transmitted as well as Packet loss rate.

5.2 Future work

In this research work, Analysis based upon different kind of network scenarios under
different parameters using ZigBee protocol has been done. Limitations of ZigBee
protocol in terms of scalability are also shown in results. So, in future, work can be

extended to design a new protocol that can cover all or some of these drawbacks.
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