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Abstract

Technological advancements are significantly transforming operations within
organizations. When it comes to the healthcare sector, the development rate
is touching new heights and being supported by cutting-edge technology as the
whole system moves towards a patient-centred approach. Healthcare service
providers have begun to use Electronic Health Record (EHR) management systems
to overcome issues associated with traditional, manual, paper-based, outdated
systems that can make the diagnosis time-consuming and complicated for the
doctor. EHRs, primarily used to improve health-related information management,
are frequently approached for a secondary purpose by other medical/non-medical
institutions or Third-Party Administrators/Alliance (TPAs) such as insurance
companies and data analysts. However, the existing EHR systems are centralized
and always at risk of a single point of failure. With exponential growth in size of
EHRs, scalability issues arise, making the systems more susceptible to cyber-attacks

that risk patient privacy and data integrity.

To address these challenges, decentralized solutions are required. Blockchain
technology, with its decentralized and cryptographic behaviour, provides a
powerful solution to these issues. It ensures data security, integrity, confidentiality,

and non-repudiation, making it an ideal candidate for healthcare applications.

This research proposes a decentralized permission-based blockchain framework
for the secure sharing and querying of healthcare data. The framework is divided
into three stages: During first stage, a permissioned blockchain architecture
involving multiple healthcare entities for transparent, trusted, and immutable
storage, sharing, and querying of EHR data is proposed and implemented. Further,
for better data accessibility and security, the algorithms in terms of smart contracts
are defined. In the existing approaches, LevelDB (key store database) is used as

a state database that is insufficient for handling complex queries. To overcome

iv



this issue, this research utilized CouchDB (document store database) as a state
database, enabling searches to be conducted using both keys and data values
rather than just keys alone. Further, "Hyperledger Caliper", a benchmarking tool,
is utilized to evaluate the various performance indicators for this framework, such
as transaction throughput and latency. The system is also evaluated for handling

complex queries with examples.

In the second stage, the Identity-Based Proxy Re-Encryption (IB-PRE) algorithm is
utilized to improve the privacy and security of the EHR data. In addition to this,
to overcome scalability issues and achieve data integrity in managing EHRs, an
Interplanetary Distributed File System (IPFS), a distributed off-chain storage, is
employed. It is a content-addressable storage that ensures the integrity of the
content such that a slight modification in the stored EHR records results in a

change in the obtained hash value.

In the third stage, the framework implements a dual-channel
blockchain architecture combined with two cryptographic algorithms, i.e.
Rivest-Shamir-Adleman (RSA) and Advanced Encryption Standard (AES), to
provide the security and rapid retrieval of healthcare information. Furthermore,
the concept of private data collection is incorporated to securely store confidential
patient information, guaranteeing privacy, security and limited access. Also,
an Access Control List (ACL) is defined for different users to implement
access permissions, i.e., grant and revoke access to viewers while sharing
information. The proposed framework is tested and validated by conducting a
qualitative assessment of the designed contracts to ensure proper functionality
and interaction among various components. The system performance is
evaluated by considering different scenarios, including varied transaction loads,
transaction types, number of channels, etc. Experimental results demonstrate
that throughput increases significantly at a specific transaction rate when using

dual channel, making the system more efficient compared to a single channel.



Additionally, latency drops considerably, leading to a notable improvement
in system performance. The proposed framework’s security analysis is also
conducted through two vulnerability assessment tools. This work also compares
the proposed framework’s effectiveness and efficiency with other related works.
The evaluation metrics include security attack resistance, features offered,
scalability, transaction throughput, and latency. The proposed framework is
intended to strictly enforce security and privacy standards while also improving

data management and accessibility in healthcare applications.

Keywords: Blockchain, Dual-Channel, EHR, Smart Contracts, Hyperledger Fabric,

Private Data Collection, RSA, and AES
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Chapter 1

INTRODUCTION

4T
his chapter begins by outlining the motivation behind the research work.

It then introduces the fundamental concepts of blockchain technology,

including its various types, platforms, and tools. Finally, the thesis

organization is presented in the last section of this chapter.

The impact of Information Technology (IT) on the healthcare sector has been
transformative, driving significant improvements in the quality, efficiency, and
availability of healthcare services. It has significantly improved various services
and aspects of the healthcare sector, such as appointment scheduling, remote
consultation and monitoring, secure storage and retrieval of patient data, lab
and medical records tracking, emergency care, etc. Despite technological
advancements in the healthcare sector, many hospitals and medical institutes
still use paper-based health medical records that are easy to lose or misplace.
Health Records are valuable assets for every patient. A health record consists
of the medical history of a patient, such as disease information, prescriptions,
lab test reports, vitals (body temperature, pulse rate, blood pressure), financial
information (medical bills, debit/credit card, and bank account details) along with
personal information such as name, age, and physical signs, including height and
weight. A long history of records has to be maintained by a person suffering
from a critical disease that is essential for his treatment. Maintaining a long
history of paper-based health records is a cumbrous process. These systems suffer
from numerous drawbacks, including excessive physical storage requirements,

limited security measures, time-consuming and error-prone processes. These



systems exhibit inefficiency, lack organization, display inconsistency, and are not
tamper-resistant. Complete and accurate medical data is a valuable asset that must
be securely preserved and shared. Though it should be kept personal, sharing
becomes inevitable so that appropriate treatment can be given. Physical health
records are difficult to coordinate among various stakeholders and prone to loss

or harm.

To address the aforementioned concerns, the evolution of the Electronic Health
Record (EHR) system is a critical advancement in the field of modern healthcare.
EHRs are much more dynamic and easier to manage, facilitate, and share among
stakeholders such as doctors, patients, lab technicians, etc. These systems have
been utilized by several hospitals, medical institutes, and dispensaries to store
and manage patients’ medical data. The report shows a rise in accepting EHR
systems from 9.4% to 83.8% across non-federal acute care hospitals from 2008
to 201501, The American Hospital Association (AHA) found that approx. 96%
of non-federal acute care hospitals and nearly four out of five (approx. 78%)
office-based physicians have adopted certified EHR systems in a subsequent survey
done in 2021. This is a significant improvement over 2011, when only 28% of
hospitals and 34% of physicians used EHR systems!'?!. Compared to traditional,
manual, paper-based medical records, EHR systems are more efficient, organized,

and less error-prone.

With the exponential growth in the size of EHRs, scalability issues arise, making
the systems more susceptible to cyber-attacks that risk patient privacy and data
integrity. Therefore, these challenges necessitate the development of decentralized
solutions integrating the latest technologies to provide data immutability and
safeguards against unauthorized access, facilitating efficient and secure data
sharing among healthcare providers. A detailed description of the various issues

that motivate this research is discussed below in the motivation section.



1.1 Motivation

Hospitals are the primary administrators and controllers of EHR systems, which
are mostly centralized. There are strict regulations and procedures for transferring
sensitive data, such as medical records, outside the institute!®!. For proper
diagnosis and timely medication, the doctor requires the complete history of the
patient. It is not convenient to access fragmented records in case of emergency.
Moreover, a person has to undergo the same medical test that was previously

performed at another hospital if medical history is not maintained.

Interoperability issues arise because the medical data is dispersed across multiple
hospitals rather than being centralized, and a variety of data standards are used
by different hospitals. This hinders the transfer of medical data across various
hospitals, adversely affecting the patient’s care and making the system inefficient.
Individuals use health insurance policies to safeguard against future health
uncertainties. However, when they request to process an eligible claim, processing
becomes time-consuming and cumbersome due to various medical records-related
issues. Even for the insurance providers, this increases processing costs due to
incomplete medical records. Sometimes, while taking health insurance policies,
many people suppress or don’t disclose vital information related to their health
history. Also, the middleman, agent, or person filling the forms falsifies the
records knowingly or unknowingly, which results in the rejection of claims and
legal disputes. For health insurance policies, Health Insurance providers either
tie up with an external Third Party Administrator/Alliance (TPA) or opt for
in-house TPA. This is because the whole process requires complete & accurate
medical records that involve different stakeholders such as patients, doctors, and
hospitals, which consume a lot of administrative cost and time, resulting in patient
dissatisfaction[#!. Therefore, solutions for sharing accurate records with TPA or
other service providers are required to speed up the claiming process, enhancing

the overall system’s effectiveness and efficiency.



Medical information is always susceptible to various security threats, including
data loss, leaks, malicious alterations, and other concerns®!. According to
statistics released by HIPAA, 37.47% more medical records were compromised
in 2019 compared to 2018[°). According to statistics for 2024, the US healthcare
business experienced an annual loss of around $7 billion due to stolen Protected
Health Information (PHI). Healthcare data breaches incur the most significant
expenses across all industries, amounting to $408 per record!”). To tackle
the above issues, researchers have proposed various schemes. The authors!®!
discussed the adoption of the next-generation techniques in healthcare 4.0
systems. In[?1) the authors proposed a personal health record-sharing model
using an attribute-based privacy-aware in a cloud-based environment. Similarly,
the authors proposed a privacy-preserving authentication scheme to monitor
real-time medical systems1%!. However, preserving confidential medical data at
third-party premises is always at risk. Suggestions related to the EHRs privacy
and security are suggested to both healthcare and cloud service providers11],
Similarly, the authors!'?! combine blockchain with AI for scheduling tasks
while enduring security and user privacy and optimising edge computing in
IoT-based environments. Also, Al models such as transformers revolutionize the
execution of automated tasks. However, these are prone to many biases that
lead to privacy-related issues. Thus, the authors proposed the T5 approach
(Text-to-Text-Transfer-Transformer model) to estimate and eliminate gender bias

in contextualized embeddings 13!,

Additionally, EHR primarily comprises unstructured data, including patient clinical
notes, X-ray images, and lab test reports, which are available in many formats.
According to a report 141, 80% of the medical data is unstructured. The utilization
of blockchain technology for secure storage, convenient access, and efficient
query processing to enable quick retrieval of data presents a significant challenge.
Different solutions are provided by various authors!!:1>16] ysing off-chain

storage, cloud-based storage with query support in different blockchain platforms.
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Also, user preferences in information retrieval play a vital role in healthcare 7],
Still, there is a need for a NoSQL database to manage unstructured healthcare data
and ensure secure storage efficiently. Moreover, various healthcare organizations
traditionally obtained health information by exchanging and transmitting medical
data. Examples include the Blue Button Connector, a project lead by the
U.S. government, Apple’s mobile healthcare application, and Google Health
(https://health.google.com/health/). Nevertheless, these solutions have not yet
met the criteria for an optimal healthcare information system, including aspects
such as security, reliability, and transparency. Therefore, a management system
characterized by decentralization, verifiability, and immutability is essential for
handling medical data. Thus, the trend shifts to decentralized technologies such as
blockchain, which is gaining popularity nowadays and widely adopted in different
areas''8], Blockchain is a distributed ledger with the attractive properties of
immutability, tamper-resistance, and traceability of the log, which records all
CRUD operations performed on the data as transactions. Cryptographically linked
blocks store transactions to create a blockchain. Furthermore, the advent of
diverse blockchain platforms such as Ethereum, Hyperledger Fabric, Sawtooth,
and smart contracts''®] has enhanced the functionality of blockchain, leading to

its widespread application in numerous industries, particularly in healthcare 20!,

Most existing studies about the blockchain-based healthcare system focus on
decentralized apps (DApp), smart contracts, and permission-less networks. They
use a public blockchain-based platform, i.e., Ethereum, to access and share EHRs
securely. However, EHRs contain the patient’s confidential data that needs to
be frequently stored, queried, and securely shared with other healthcare entities.
However, in a permission-less network, the entities are anonymous, which makes
the system untrusted. Furthermore, medical data exhibits heterogeneity and
fragmentation across various healthcare institutions and physicians. Obtaining
comprehensive medical records and effectively addressing queries is crucial to

preventing treatment delays and enhancing the quality of healthcare services. Lack



of consideration of several performance measures, such as scalability, throughput,
latency, CPU, and memory usage, while designing a blockchain-based EHR system.
Various researchers have provided many solutions to the above issues, yet the
requirements are not satisfied. Hence, a permissions-based framework with a
decentralized, tamper-proof, and immutable healthcare network is required to

address the aforementioned challenges.

Therefore, motivated by the above-discussed issues, this work aims to develop a
permissioned blockchain-based framework for the secure storage, retrieval, and
distribution of healthcare data among authorized entities. Additionally, it enables
patients to have full ownership of their assets so that they have complete control
over whom, when, and what they share utilizing blockchain technology. They can
observe all the activities anywhere, anytime, instead of relying on any centralized

infrastructure.

1.2 Fundamentals of Blockchain Technology

In 1991, Stuart Haber and W. Scott Stornetta envisioned the concept that has
been widely recognized as a Blockchain[?!, Their initial project was developing a
cryptographically secured chain of blocks that prevented anyone from tampering
with document timestamps. In 1992, they expanded their system to include
Merkle trees which improved efficiency and permitted the accumulation of
additional documents on a single block. In 2008, Blockchain history started to
gain usefulness when Satoshi Nakamoto conceptualized the first Blockchain by
releasing the first whitepaper 22! “Bitcoin: A peer-to-peer electronic cash system”
as the underlying technology of Bitcoin in 2009. The authors of this research
elaborated on how the technology is effectively designed to strengthen digital
trust due to its decentralized nature, ensuring that no single entity would hold
control over any aspect of it. Over time, this digital ledger technology has

developed, leading to the emergence of new applications that constitute the



historical narrative of blockchain illustrated in Figure 1.1
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Figure 1.1: History of Blockchain

Blockchain is “A decentralized computational and information sharing platform that
enables multiple authoritative domains which do not trust each other, to cooperate,

7[23]1  Another

coordinate and collaborate in a rational decision-making process
formal definition of Blockchain is defined by Macro et al. as “An open distributed
ledger that can record transactions between two parties efficiently and in a

verifiable and permanent way” [24],

1.2.1 Blockchain

Blockchain is a secure and decentralized system of keeping track of data, where
records cannot be altered and are managed by a network of computers rather than
a central authority. The origins of this can be traced back to the research efforts
of Haber and Stornettal?®!, Blockchain technology incorporates cryptographic
hash algorithms such as MD5, SHA256, and SHA512, as well as Merkle tree [26],
The block structure and cryptographically linked blocks that make the chain

tamper-proof are illustrated in Figure 1.2.

Block header and additional metadata, including the block size, transaction

counter, and transaction information, create the block. The block header contains
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Figure 1.2: Blockchain Structure and Cryptographically Linked Chain of Blocks

the following fields that act as messages or data strings and are used for calculating

the hash of the current block. Genesis Block in the chain is the first block.

e Version: It is a 4 byte field used to track policies and software updates in a

block.

TimeStamp: It denotes the creation time of the block, which is of 4 bytes.

Nonce: It stands for Number Used Only Once. It is a 4-byte field added to
a hashed or encrypted block in a blockchain after the mining process meets

the difficulty level of restriction.

Previous Hash: It is a 4-byte field that holds the hash of the previous block.

Difficult Target: It is also a 4-byte field used to set difficulty levels during



mining.

e Merkle Root: This is a 32-byte field that denotes the root hash value of the

Merkle tree containing the transactions of the current block.

The encrypted value of block header BH is known as Hash of the current block By,
shown in Equation 1.1.

By, = SH Asg (1.1)

1.2.2 Smart Contracts

Smart contracts (SCs) are computer programs that are executed automatically on
the blockchain. In these programs, business logic and access control policies are
defined, and their accurate execution is enforced by consensus protocol. As SCs
are embedded in the blockchain, they offer both immutability and transparency in
blockchain networks. The Ethereum platform makes use of Solidity programming
language to write contracts. In Hyperledger Fabric, the terms chain codes and SCs
are used interchangeably. Coding languages such as GO, Java etc., can be used to

write chain code in the Hyperledger Fabric platform.

1.2.3 Consensus

The consensus is a method of reaching to a mutual agreement regarding the
present status of the distributed ledger through all nodes in the Blockchain
Network (BN). Thus, it achieves trust among unknown peers and reliability in
the blockchain. Table 1.1 presents the comparison among various consensus
algorithms. There are few algorithms which are energy efficient, whereas others

consume more power and resources.

The Proof of Work (PoW) algorithm is an energy-intensive algorithm used by
the Bitcoin and Ethereum platforms. It requires high computational resources,

resulting in high energy consumption and slow transaction processing. On the



other hand, Proof of Stake (PoS) is employed in Ethereum 2.0 and Cardano as
an energy-efficient consensus mechanism. It relies on validators’ stake, reducing
resource consumption but potentially leading to centralization. Subsequently, an
alternative version of PoS, known as Delegated PoS, is introduced, wherein chosen
delegates are employed to achieve consensus. Hyperledger Fabric is utilized for
permissioned networks, where the Practical Byzantine Fault Tolerance (PBFT)
algorithm is used. However, PBFT faces challenges in terms of scalability despite
its reasonable efficiency. Furthermore, Raft is an alternative consensus technique
that can be employed in Hyperledger Fabric. Tendermint is another protocol that
integrates both PoS and BFT. It is known for its efficiency. Similarly, the consensus
protocols Hashgraphs by Hedera and Tendermint by Cosmos platform are highly

efficient. However, they suffer from a complex configuration process and licensing

constraints.
Table 1.1: Comparison of Various Consensus Algorithms
Consensus Energy Resource Limitation(s) Example(s)
Algorithm Efficient Consumption
Pow [27] Less High resource Consumes more Bitcoin, Litecoin,
consumption energy, less Ethereum (pre 2.0)
security and low
throughput.
BFT[27] Medium High CPU Semi-trusted, less Hyperledger Fabric
Consumption Scalable
PBFT [28] Medium High bandwidth More nodes leads Hyperledger Fabric
consumption to communication
overhead.
Pos [27] High Low Consensus  paid Ethereum, Peercoin
to highest paid
stakeholders,less
security
PoET [28] High Medium Complex Setup HyperLedger
Sawtooth
Tendermint[?°!  High Low The cost of mining Tendermint,
is high Cosmos
PoA High Low(trusted Centralization, Vechain
validators) trust issues
Raft High Low(leader-Based) Scalability issues Hyperledger Fabric
Hashgraph2%1  High Low Licensing Hedera
constraints
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1.3 Types of Blockchain

Blockchain has evolved as a versatile tool that is utilized as a solution in multiple
applications across various sectors. Various types of blockchains are employed
based on different use cases and their specific challenges, as depicted Figure 1.3.
Blockchain is basically categorized into four categories: public/permissionless,
private/permissioned, consortium, and hybrid type. In a public blockchain, anyone
can join the network, send, access, receive, and verify transactions in the network.
The single authority does not own the network, thus making it decentralized.
Ethereum is a popular example of a public blockchain. The private blockchain is
alternatively stated as the permissioned blockchain. In this particular blockchain
type, the network is owned by one or more entities providing enhanced privacy
and restricted access, rendering them optimal for internal enterprise use. The
proposed framework utilizes Hyperledger Fabric, a renowned private blockchain

developed by the Linux Foundation.

The third type is a consortium blockchain governed by a group of organizations.
Designated nodes managed the consensus process in this system. Further, the
transactions are initiated, communicated and validated by the validator node,
whereas other nodes accept or process them. R3 and Quorum are instances of

consortium-type blockchains.

The last one is a hybrid blockchain that combines the features of both
public and private blockchain. It enables organizations to establish a private,
permission-based model with a public, permissionless system, granting them
control over access to specific data stored on the blockchain. Ripple and Komodo

are examples of hybrid blockchains.
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Figure 1.3: Blockchain Categories

1.4 Blockchain Platforms and Tools

There are numerous platforms and tools that can be utilized to construct
blockchain-based applications. Several frequently used platforms and tools are

discussed in this section and displayed in Figure 1.4.

1.4.1 Blockchain Platforms

There are various Blockchain platforms available that many enterprises use for
building blockchain-based applications other than Bitcoin. Following are some of

the popular Blockchain platforms:

1. Ethereum: It is a decentralized blockchain platform that enables the
creation and operation of SCs and decentralized applications (dapps). It
is a distributed blockchain network that was officially presented in 2015
by Vitalik Buterin®!. The authors employed the blockchain concept,
which was recently used in the well-known digital currency Bitcoin[3?]
by Santoshi Nakamoto. The thought behind Ethereum was to design a

trustless system using smart contracts that would be open source and have

12



a feature for programmable blockchain. Solidity language is utilized to
customize blockchain and implement SCs. These contracts are autonomous
and immutable programs for verifying and executing an agreement’s terms
or set of rules. They are autonomous, thus decreasing the cost of creating

and maintaining a centralized database.

. Hyperledger Fabric: It is a permissioned, pluggable, open-source blockchain
technology founded in 2015 by the Linux Foundation. The platform has
a modular architecture, is simple to use, and supports various peers, SCs,
adjustable membership, and consensus services. In HLE peer nodes execute
chain code functions, access ledger data, and approve transactions. Orderer
nodes send endorsed transactions to the rest of the network’s peers, ensuring

blockchain network integrity.

. BigchainDB: An open-source platform that combines distributed database
features and blockchain. It supports both public and private networks. In
this platform, the federation of nodes records each data without requiring a

Merkle tree or sidechains.

. Stellar: It is a public blockchain platform that offers various tools for
developers, enabling them to create portable and mobile wallets that feel
like real cash rather than cryptocurrency. The network built using Stellar
outperforms most blockchain-based systems in terms of speed, cost, and
energy efficiency. To increase the process for cross-border funds transactions,

ICICI Bank and RippleFox employ the Ripple blockchain network.

. R3 Corda: An open-source distributed ledger launched in 2015, which
empowers organizations to execute legitimately with SCs. R3 Corda operates
on an authorization framework that permits only authorized parties to access
specific data rather than the entire network. It boosts privacy levels by

implementing access control for digital records. Financial institutions such

13



as HSBC and Bank of America are heavily investing in R3 Corda due to its

detailed control over digital records.
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Figure 1.4: Blockchain Platforms and Tools

1.4.2 Blockchain Tools

The advancement of blockchain technology has resulted in the invention of
numerous blockchain tools that attempt to facilitate the development of apps
based on blockchain in a simplified manner. Some of the widely used tools are

discussed below:

1. Remix IDE: It is a user-friendly web-based tool designed to create and deploy
smart contracts. It also provides in-built support to debug, test, and deploy

the smart contracts created using the Solidity programming language (331,

2. Truffle Framework: Truffle Framework is a comprehensive toolset that
provides an environment for both developing and testing specifically tailored
for creating applications based on the Ethereum blockchain. It also offers

automation testing using Mocha and Chai tools[34],

3. Solium: Security plays a crucial role while designing blockchain apps.

It is essential to ensure that the Solidity code is devoid of any security

14



vulnerabilities. Solium tool is specially developed to improve Solidity code
and address vulnerabilities wiin the code. To use Solium, install it by using

the npm command [3°1,

4. Geth: It is an Ethereum client developed in the Go programming language,
utilized for operating Ethereum nodes. It provides the ability to mine ether

tokens, develop SCs, transfer tokens, and investigate the block history.

5. Ganache: It is a private Ethereum blockchain utilized for conducting tests,
executing commands, and inspecting the state of the blockchain while
managing its operational parameters. It also offers a graphical interface for

managing blockchain.

6. MetaMask: It is a browser extension that acts as a gateway to access
blockchain apps and provides a cryptocurrency wallet. It enables the
execution of Ethereum decentralized applications (dApps) directly in the
web browser without the need for a complete Ethereum node. MetaMask
contains a highly secure identity vault that offers a user-friendly interface for

managing identities across many websites and digitally signing transactions.

1.5 Thesis Organization
The thesis is organized as per the following chapters:

Chapter 1: Introduction

This chapter begins by outlining the motivation behind the research work. It
then introduces the fundamental concepts of blockchain technology, including
its various types, platforms, and tools. At last, the chapter concludes with
a summary and overview of the thesis organization. This chapter partially

addresses Research Objective 1.
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Chapter 2: Literature Review

This chapter provides an in-depth review of the literature on various
application areas utilizing blockchain technology. It also explores different
querying techniques to handle vast amounts of healthcare data, as well as
blockchain-based EHR/EMR systems, to tackle the significant challenges in data
security, privacy, and interoperability, which are prevalent in current healthcare
data management practices. Research Objective 1 is accomplished in this

chapter.

Chapter 3: Problem Formulation

This chapter presents the research gaps identified through an extensive
literature review. On the basis of these research gaps, three research objectives
have been identified focusing on developing a blockchain-based framework to
manage healthcare data. These research gaps are systematically addressed in

the upcoming chapters of the thesis.

Chapter 4: Blockchain based Framework for Secured Storage, Sharing and
Querying of Healthcare Records

In this chapter, a permissioned blockchain-based framework involving multiple
healthcare entities to store, share, and query EHR data is designed and
implemented. The algorithms in terms of smart contracts are designed to define
the functionality of patients, doctors, and Third-Party Administrators (TPA).
Further, the experimental analysis of the proposed framework is conducted,
and the performance of the proposed approach is evaluated using standard
performance parameters that demonstrate its effectiveness and efficiency. This

chapter partially accomplishes the research objectives 2 and 3.

Chapter 5: An Approach for Enhancing Security and Privacy of Healthcare
Data
This chapter describes the Identity-Based Proxy Re-Encryption (IB-PRE)

algorithm, which is utilized to enhance the privacy and security of healthcare
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data. The integration of the IB-PRE algorithm into a permissioned
blockchain-based framework for healthcare data ensures the secure sharing
of records while preserving privacy by avoiding the exposure of private keys.
Several experiments on real-time medical datasets to validate and assess
the performance of the proposed framework using distributed storage are
conducted. The research objectives 2 and 3 are partially achieved in this

chapter.

Chapter 6: Dual Channel Blockchain based Framework for Healthcare
Data

This chapter wupgrades the framework by developing dual-channel
blockchain architecture combined with two cryptographic algorithms, i.e.
Rivest-Shamir-Adleman (RSA) and Advanced Encryption Standard (AES),
to provide enhanced security and rapid retrieval of healthcare information.
The proposed approach includes the features of Private Data Collection and
Access Control Lists (ACL) to communicate privately and securely. This chapter
provides a detailed experimental evaluation, including a functionality test,
security analysis, performance measurement of the proposed framework, and
a comparison with other existing works. Lastly, it concludes that the proposed
strategy is highly capable of maintaining security and privacy standards
while ensuring efficient management and accessibility of data in healthcare

applications. This chapter succeeds in achieving objectives 2 and 3.

Chapter 7: Conclusion and Future Directions

This chapter concludes the thesis by presenting a concise overview of the
proposed blockchain-based framework designed to secure and facilitate the
querying of healthcare data. Additionally, it discusses some open issues that

can be explored in future research.
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Chapter 2

LITERATURE REVIEW

T
fghis chapter presents a comprehensive overview of numerous application
domains utilizing blockchain technology, various querying techniques for
blockchain systems, and blockchain-based EHR systems. Section 2.1
contains a summary of research related to the usage of blockchain in various

application areas. Section 2.2 compares the existing storage and querying

techniques for blockchain systems. Section 2.3 comprises the summary of

research work on blockchain-based EHR systems.

2.1 Usage of Blockchain in Various Application
Areas

This section aims to discuss some potential Blockchain enabled applications that
offer advantages over traditional systems through a comprehensive literature
analysis. Initially popularized by the global bitcoin industry, blockchain technology
has also been actively used in other sectors. The blockchain system has made it
easier to design simplified methods for identification and authentication. These
methods are safe and secure as they lie outside the control of any government
or non-governmental organization and cannot be tampered with. The summary
of various application domains that utilize blockchain technology is described in

Table 2.1
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Cryptocurrency

Blockchain technology was initially developed for digital cryptocurrencies, i.e.,
Bitcoin[32], Owing to its transparent, immutable, decentralized, and secure
nature, it has become a revolutionary technology that is utilized to develop
solutions for other industries. In digital currency and other financial applications,
this technology provides safe and transparent transactions®® but suffers from
high energy consumption. Zhou et al. 7] discuss the benefits and risks associated
with decentralized finance. Decentralized Finance (DeFi) offers direct user-to-user
services, including lending, borrowing, and trading activities. The middleman in
these activities are no longer required, reducing the overall cost and speeding
up the process. Catalini and Gans!®8! explore the economic implications of the
blockchain, highlighting the areas of research that need further investigation,

including the ability to scale, regulatory considerations, and energy usage.
Supply Chain Management

Supply Chain Management involves real-time tracking of goods’ origin, status,
and movement. These chains are vulnerable to adversarial attacks. The research
investigates supply chain attacks, focusing on successful examples and examining
the possibilities for EU and national laws to prohibit or punish companies that
fail to mitigate them[39!, The authors of 40411 discuss blockchain integration with
the supply chain, provide theoretical research on the importance of integrating
both fields. This integration enhances transparency & traceability and reduces
fraudulent activities. Schoner!?] and Feng!#3l utilize this combination in the
pharmaceuticals and agri-food sectors. In their work, the authors!#4 design
a system where symmetric and asymmetric encryption is used, such that the
product owner can trace their product and transfer ownership quickly with
improved traceability and privacy of the system. Min[*®! also discusses how
blockchain innovation improves supply chain resilience during increased risks and

uncertainty. Various researchers critically analyze the combination of blockchain
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and Al for the supply chain[#0],
Healthcare

As the technology improves and blockchain becomes more prevalent, it is
widely used for various healthcare applications, including managing EHR/PHR
data, keeping genomics data safe, preventing healthcare fraudulent activities,
performing clinical trials, and telemedicine 474849501 1n 2016, Azaria et al.>!]
introduced a blockchain-driven approach called MedRec for healthcare records
management. Further, the studies conducted by Gordon and Catalini®?! and
Mettler>3] highlight how this technology might improve data security and
safeguard patient privacy. Omar et al. in 2019 suggested a platform to provide
patients with complete control of data placed in the cloud and to attain privacy
through a permissioned blockchain built on Ethereum P#. However, some issues
have been pointed out in research that needs to be focused such as system

scalability, data standardization, and user privacy.
Voting System

Sierra Leone, one of the countries in West Africa, held its first government elections
using an E-voting system in 2018 based on blockchain technology. The main
reason for using this system is to decrease voting costs by eliminating paper
polls and to prevent corruption in the voting process. The process is such
that the voters anonymously cast votes in an immutable blockchain ledger and
provide instant results after the election®). Similarly, the authors!3®) in their
work, review the requirements of the current voting system and then propose
a model named Votereum. This system based on blockchain utilizes one server
to oversee the whole system, while another server is dedicated to managing
blockchain-related queries. In another work, a model is introduced by the authors
based on an Android application in which security is enhanced by embedding

proper authentication and authorization of voters. A unique ID is used for
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authentication, a biometric for authorization, and a one-time password for voter
verification. The cast votes are stored as transactions in the blockchain to keep

track of polls, and for security, a 128-bit AES encryption algorithm is used 6],
Education

Academic certificates are valuable assets as they reflect the personal qualifications
of their holders. Education credentials are used as safe passage for immigration,
Visa, Employment and Promotions. Blockchain technology has immense ability
to transform the education system because of its unique features, such as data
privacy, decentralization of the network, and immutable and transparent logs. In
2015, the authors developed Blockcert at MIT Media Lab allowing users to create,
issue, examine, and validate credentials via the Bitcoin network. On this platform,
issuing a certificate is fairly simple and only requires the recipient’s blockchain
address, the issuer’s public key, and certificate issue date!>”]. After the success
of Blockcert, the University of Nicosia (UNIC) became the first higher education
system to adopt Blockchain technology for the distribution of academic certificates,
and Malta became the first European Country to follow the lead. Its usage will
provide data privacy, real-time, automated verification from anywhere in the
country, a tamper-proof and fraud-resistant system, and eliminate dependence on

the issuing authority for future verifications, (>8],
Real Estate

Integrating blockchain technology in real estate is an open-source, public network
with no central authority. It functions as a distributed database or a public registry
storing assets and transaction information over P2P networks. The data is placed
in all of the network’s participant nodes. The decentralized standard system for
real estate records would eliminate frauds relating to property documents and the
requirement of a middleman or agent, shortening the process, duration, and cost

involved. It would also minimize the need for a physical visit to the property site
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for verification while improving the process efficiency and trustworthiness among
transacting parties. The authors of(®>®0 emphasize the potential advantages
and difficulties. It mitigates fraudulent activities and enhances the efficiency of
transactions. However, this domain faces challenges regarding legal recognition

and system integration.
Energy

Blockchain facilitates P2P energy trading and improves grid resilience by providing
a transparent and secure platform for energy transactions. Andoni et al.[®1] and
Mengelkamp et al.[®2] explore applications in energy sectors. Mengelkamp et
al.[%3] provides an energy trading approach between prosumers and consumers
without the need for a middleman. The given approach is based on distributed
ICT and a private blockchain. The results of a local energy market simulation
between 100 residential households are discussed. The overview of the consensus
mechanism in managing renewable energy certificates and smart grid operations

was explained by Wang et al.[64],
Intelligent Transport System

Lei et al.[®>] considered that secure key management methods were essential
to keep networks safe. Therefore, they proposed a framework to capture the
vehicle departure information integrated with blockchain-based network topology
for transporting keys and then re-keying within the same security domain. The
simulations and analysis demonstrate the effectiveness and efficiency of the
proposed framework, indicating that the blockchain structure outperforms the

traditional structure regarding key transfer time.
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Table 2.1:
Application Areas

Summary

of Research Related to Usage of Blockchain in Various

Ref. (s) Application Contribution(s) Benefits(s) Challenge(s)
Area
(37.38] Finance Digital and cross-border Improved  security Scalability,
& Crypto- payment, streamline and transparency, regulatory
currency banking and lending reduced transaction hindrances, and high
services costs, and energy consumption
counterparty risk
(42.43] Supply Chain Product traceability, Enhanced Interoperability,
Management  inventory tracking, transparency and scalability, and data
provenance verification, traceability, Reduced privacy issues
and anti-counterfeiting  fraudulent activities
(47.48,49] Healthcare Managing EHR/ PHR, Data security and Scalability,
safeguarding genomics interoperability, Standardization,
data, clinical trials, and enhanced data patient consent
preventing healthcare integrity and management
frauds confidentiality
(561 Voting E-voting Secure and Voter secrecy,
Systems transparent elections  scalability
(57.58] Education Digital locker for Transparency, Management
student’s credentials credibility, cost, regulation
management and accessibility, complexity, privacy,
secure data sharing, traceability, fraud and scalability
issuing and verification resistance system
of academic certificates
(59,601 Real Estate Property transactions, Fraud reduction, Legal and regulatory
Land registries, and streamlined real Dbarriers, integrating
escrow services estate transactions issues, and user
adoption
61.62] Energy Peer-to-peer energy Enhanced efficiency, Regulatory
trading, grid transparency, and issues, technical
management reduced costs integration, and

market adoption
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2.2 Storage and Querying Techniques for
Blockchain Systems

This section describes the different storage and querying techniques for blockchain
systems. The summary of the research related to storage and querying techniques

is described in Table 2.2
Direct Querying

Direct Querying is the process of retrieving data placed on the blockchain by
directly accessing the blockchain nodes. This technique leverages the inherent
data structures of the blockchain and the APIs offered by blockchain platforms to
retrieve the stored information. This method ensures robust data integrity and
immutability as the data is securely kept on the blockchain, making it resistant to
tampering. It is highly effective in simple use cases, such as retrieving transaction

histories and accessing specific data blocks [6°!,

Off-Chain Querying

Off-chain querying involves retrieving data that is not directly stored on the
blockchain but instead stored in the external databases or cloud storage, with only
references on the blockchain!67:%8], Cryptographic hashes or other referencing
mechanisms link the data back to the blockchain. It mainly manages large
amounts of data, such as medical records, supply-chain records etc. Thus, it
addresses the limitation of on-chain storage and reduces the load on the system,
enhancing system performance and scalability. However, it suffers from challenges

in preserving integrity and consistency between the on-chain and off-chain storage.
Smart Contract-Based Querying

Smart contract-based querying utilizes blockchain technology to automate and

enforce data queries. This enhances security and trust by automating business
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processes and data access policies[%?]. However, creating or designing contracts
may include inherent risks such as coding errors and security vulnerabilities.
Executing these contracts consumes a lot of computing costs, especially for
complex queries. Despite these obstacles, employing smart contract-based
querying is very suitable for applications that include healthcare and supply-chain,

where the secure handling of data access is crucial 701,
IPFS Integration Based Querying

IPES is a decentralized, distributed, and content-addressing-based file storage
system that is integrated with blockchain by various researchers to handle massive
files efficiently. To provide data integrity, the cryptographic hashes are kept in the
blockchain, while actual records are placed in the IPFS network. This approach
combines the benefits of both systems, i.e. the immutability and security of
blockchain with the scalable, decentralized storage facility of IPFS!71!. However,
preserving consistency between the off-chain files and the on-chain references,
as well as guaranteeing data availability and privacy, are some of the issues
applications that need to store massive amounts of data, such as multimedia
files, huge healthcare datasets, or lengthy papers. This approach can benefit
significantly from IPFS integration while still taking advantage of blockchain’s

security characteristics 721,
Zero Knowledge Proofs

ZKP is an advanced cryptographic technique that protects privacy by preventing
sensitive data from being revealed during searches and verifications[”3!. These are
quite helpful in blockchain applications where security and anonymity are crucial.
These methods are computationally expensive and sophisticated. However,
academics use this method to verify identities and demonstrate transaction

corrections without disclosing actual information 741,
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Table 2.2: Summary of Research Related to Storage and Querying Techniques

Ref.(s) Technique Benefits Challenges Use Case (s)
(661 Direct Data immutability Scalability, and Immediate queries
querying and integrity performance issues in e-commerce
with large data sets platforms to check

product availability,

and instant balance

(67.68] Off-Chain Improves scalability, Trust issue Large healthcare

querying reduces on-chain datasets, historical
storage load data queries

(69.70] Smart Automated secure Complex, high Automated and
contract queries computational costs conditional queries
based in applications such
querying as insurance, voting

systems

(75.72] IPFS Decentralized, High latency and Large multimedia
Integration scalable storage network congestion files
Based

(73,741 Zero Privacy-Preserving Computational Identity verification,
Knowledge secure querying overhead Privacy sensitive
Proofs (ZKP) queries

2.3 Summary of Research Related to
Blockchain-Based Electronic Health Record (EHR)

Systems

2.3.1 Blockchain Platforms and Network Types in EHR Systems

This section summarizes the work done by various researchers related to
Blockchain-Based Electronic Health Record (EHR) systems, considering the
blockchain platform utilized, the type of network deployed, and their benefits and

limitations.
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After the development of the Ethereum platform in 2015 by Vitalik Buterin,
Azaria et al.[51] in 2016 proposed a decentralized EHR management system called
MedRec using the Ethereum Platform. In their work, smart contracts are designed
to provide data confidentiality, user authentication, and secure sharing of medical
records. POW consensus protocol is used to aggregate medical data. In the
case of Ethereum, the vulnerability assessment of the smart contracts is essential
to identify the loopholes in the designed contracts for efficient working of the
system with less gas consumption 7®1. An integrated deep learning-based model is
proposed by the authors[”7] for vulnerability detection in SCs. Also, in their other
work[78] they detect loopholes in SCs to reduce gas consumption. Blockchain
Network utilized in!79-8% operates on POW consensus mechanism, known for its
high energy consumption®! and its associated performance challenges. In a
similar work, Xia et al.[82] proposed a MedShare system where all transactions
are stored in a tamper-proof manner while sharing data from one entity to
another. The authors!®3! proposed Bheem as a framework for analyzing the
privacy and security issues in healthcare 4.0. Many existing systems also require

cryptocurrency tokens to launch transactions for records uploading and retrieving.

To improve the interoperability among existing EHR databases, Yang and
Li[8*) proposed an architecture that is independent of any existing platform.
It safeguards EHRs from alterations and malicious usage by monitoring the
transactions taking place within the database. However, query handling with EHR
management needs to be considered. Li et al.!®) introduced a blockchain-driven
framework for the secure storage of medical data. The proposed framework
ensures originality and verifiability of stored data while safeguarding the
patient’s privacy using cryptographic algorithms. The authors of8®1 proposed
a blockchain-driven solution for securing EHR systems. The proposed solution
assures the integrity of data and interoperability among the existing systems. The
authors of 1871 proposed a framework called BinDaas using blockchain and deep

learning technology. Blockchain provides security to users’ EHR and deep learning
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to predict future diseases. Most of the existing work focuses on the security
and privacy of information and uses a relational database to handle unstructured
medical data. EHR systems that have the ability to handle queries or access specific

data from the chain on time are required.

Using the Hyperledger Fabric (HLF) platform, several researchers 88821 proposed
solutions for handling and sharing EHRs. The work focuses on providing solutions
where the patient has control over their records. They used smart contracts
to define access policies. Yang et al.!®°! introduced architecture independent
of any specific platform for securing existing EHR systems. The authors of°!]
proposed a permissions-based EHR management system. This system provides a
secure mechanism for sharing medical records along with handling queries. The
CouchDB database is used to store data. However, with an increase in the size of
the network, the overhead increases, affecting the system’s performance. Thus,
several researchers made significant efforts to secure, store, and query healthcare
data, but still, some more focus needs to be considered for the efficient handling
of such massive unstructured data. The authors of(?2] discuss various factors that
affect the performance of the network and analyze the performance considering
parameters such as throughput and latency. The summary of the research work
related to blockchain platforms and network types in EHR systems is shown in

Table 2.3.
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2.3.2 Comprehensive Review of Blockchain-Enabled EHR

Systems

This section thoroughly examines various studies and projects integrating
blockchain technology with EHR systems. It includes critical information such
as references, publication years, descriptions of the systems, the technologies
and algorithms used, evaluation methods, as well as the benefits and limitations
identified in each study. This comprehensive review aims to present perspectives
on the present state of blockchain applications in EHRs, highlighting technological

advancements and identifying potential areas for improvement.

Blockchain-based EHR systems leverage a range of modern technologies, including
cryptographic algorithms, SCs and distributed storage, to enhance security,
reliability, and interoperability. = Encryption and Decryption techniques are
employed by different authors along with blockchain technology for designing
secure, reliable, decentralized, and transparent healthcare systems. The authors
of 193] introduced SECURE-BLOCK, an innovative and resilient EMR sharing system
using blockchain as a ledger, and improved cryptography using Rivest, Shamir,
Adleman (RSA) and the Blowfish Algorithm. Blockchain technology, access control
policies, and cryptographic methods are utilized to overcome the shortcomings of

current systems and guarantee the privacy and confidentiality of EMRs.

The researchers of[?#! introduced a secure record-keeping and sharing approach
using blockchain technology to address the vulnerability of EHRs to cyber-attacks
and data breaches. They presented a distributed off-chain model utilizing the
IPES to store massive amounts of medical data, enhancing scalability and ensuring
content integrity. The system incorporates a Ciphertext Policy Attribute-Based
Encryption (CP-ABE) algorithm with blockchain technology to enable precise
access control so that only users with the necessary attributes can access specific

EHR data.
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Koufi et al.[%°) examined the use of Hyperledger Fabric in healthcare, focusing
on customized EMR implementation and blockchain technology. It highlights the
open-source initiative’s flexibility and its implementation challenges. The article
suggested further research, including improving system design and establishing
secure communication channels. Jing et al.[?®! in their work highlights the benefit
of using multichannel and also proposed a multi-channel blockchain-based model

for asset trading.

Diaz and Kaschel®”) suggested a blockchain-powered EHR management system
that aims to tackle scalability concerns and improve the privacy and confidentiality
of medical data. In order to demonstrate its efficacy, the performance evaluation
is conducted by examining the transaction throughput and latency of both read
and write queries. The researchers(?8! presented a novel access control scheme
called Blockchain-based Access Control Scheme (BACS) with multi-party authority
to enhance the security of transmitting EHR information. The system employed a
Lightweight Fused Cryptographic method, patient and doctor signatures, and a
SC to verify the transaction’s validity. Further, the emergence of scalability issues
while using blockchain as a storage solution for healthcare data is discussed in
the literature °?!. The summary of the related blockchain-enabled EHR systems is

discussed in Table 2.4.
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It can be concluded from the above literature review that the current techniques
have several shortcomings. Healthcare is a comprehensive sector involving
numerous entities and health data is a valuable asset for patients. Therefore,
such data must be securely stored and shared so that unauthorized users
cannot perform malicious acts on it, as this data is highly susceptible to risk of
breach. However, various existing systems do not consider the various healthcare
stakeholders when developing models, neglecting patients as data owners who
need to know exactly when, where and what data is shared and who can share
and receive a complete medical history for timely treatment while maintaining
privacy. Also, healthcare records are scattered at multiple hospitals and are not
integrated. Thus, sharing them outside institutes becomes difficult.

In conclusion, despite much research on blockchain-based EHR systems, a
permission-based framework with a decentralized, tamper-proof and immutable

healthcare network is needed to solve the above problems.

2.4 Chapter Summary

This chapter discusses an overview of application areas that utilize blockchain
technology, including different storage and querying techniques for blockchain
systems. It also discusses relevant literature related to blockchain-based
EHR systems. In addition, it also provides an in-depth study of existing
blockchain platforms for healthcare data, highlighting the potential advantages
and disadvantages. Based on the literature review, the next chapter identifies
research gaps in existing technologies. Based on these research gaps, research

objectives are then formulated.
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Chapter 3

PROBLEM FORMULATION

T
fghis chapter presents the research gaps identified through an extensive
literature review. The identified gaps highlight the challenges in the existing
healthcare sector in managing health information using Electronic Health
Record (EHR) systems. Based on these limitations and shortcomings,
three research objectives have been outlined, focusing on developing a

blockchain-based framework for securing and retrieving healthcare data.

These three objectives aim to address the identified gaps, which will be

systematically addressed in the upcoming chapters of the dissertation.

3.1 Research Gaps

Based on the extensive literature review, there were numerous research gaps,

which were identified as follows:

1. EHR systems are mainly centralized as they are managed and controlled
by hospitals. There are strict regulations and procedures for transferring
sensitive data, such as medical records, outside the institute. Accessing
fragmented records in case of urgency is not convenient. Moreover, a person
has to undergo the same medical test that was previously performed at

another hospital if medical history is not maintained.

2. There are issues in obtaining a unified view of health data as data is scattered

at multiple places and is not integrated.
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10.

In EHR systems, the foremost priority is the security and privacy of
patient information. Patient information must be placed securely so that
unauthorized users cannot perform malicious acts. Although the existing
EHR/EMR systems try to solve this problem using various cryptographic

methods, they still cannot guarantee the complete security of the database.

The information in distributed applications requires a secure framework to
store, share, and retrieve. Due to the lack of secure methods, information is

prone to unwanted disclosure, security threats, or irrevocable loss.

. Today, medical data is proliferating daily and is heterogeneous by nature.

The heterogeneity of medical data must be considered when designing the

architecture.

. There is a need for efficient handling of data, such as images, PDFs, text,

etc., coming from different data sources.

. There are issues in data interoperability from various sources due to different

syntactic attributes and formats.

. Issues related to traceability and non-repudiation need to be considered.

. Scalability is another concern related to the EMR system. The number

of patients is rising at an exponential pace. The conventional EMR-based
system is unable to effectively address the aforementioned situation. It is
necessary to establish a scalable framework to address the aforementioned

issue.

There is a requirement to develop and maintain a user-driven data integration
framework, taking into account user preferences for data extraction and

ensuring the system’s privacy.
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3.2 Research Objectives
The following are the objectives of the proposed research :

1. To study and explore various techniques and tools available for creating and

managing Blockchain.

2. To propose and implement Blockchain based framework for securing and

querying Healthcare data.

3. Testing and validation of the proposed framework using real-world data.

3.3 Research Methodology

The following methodology is followed to address the above-stated objectives.

Figure 3.1 shows the flow of the research methodology followed.

Research Methodology for Objective 1:

A detailed study of existing tools and techniques for handling healthcare data
using Blockchain is conducted. Furthermore, the framework proposed by
various researchers is studied and explored to gain deep insights and a better
understanding of the subject matter. The bibliographic study considers the

following aspects of ensuring the security and querying of healthcare data.

e Understand the basic concept of Blockchain as a distributed ledger, including

its characteristics, applications, and diverse set of available tools.

e Gained knowledge about the current technologies and methodologies

employed to safeguard the security and privacy of healthcare data.

e Reviewed the existing work to understand the different types of healthcare
data generated and their storage in various databases for the purpose of

storage, query, and rapid retrieval.
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Research Methodology for Objective 2:
To accomplish objective 2, a framework is designed and implemented in three

successive stages:

e In the first stage, the framework architecture is designed by selecting a
Hyperledger Fabric blockchain platform involving multiple healthcare sector
entities. Then, data models for various entities and access control are defined
to store EHR data on the designed blockchain network securely. A set of
algorithms is designed and implemented using smart contracts defining the

functionality of the patients, doctors, and Third-Party Administrators (TPA).

e CouchDB is incorporated as a state database to facilitate handling rich and
complex queries considering both keys and data values, not only keys. In
addition, the scalability of the proposed framework is enhanced by the
integration of distributed storage IPFS, which stores massive amounts of data

off-chain and their corresponding hash values on the Blockchain.

e In the second stage, IB-PRE algorithm is designed and implemented to
improve privacy preservation and efficient management of EHRs. The
implemented IB-PRE algorithm ensures the secure sharing of records while

preserving privacy by preventing the disclosure of private keys.

e The third stage improved the proposed framework performance, security,
and query capabilities by implementing a dual-channel architecture
combined with two robust cryptographic algorithms, RSA and AES. The
proposed work includes the features of private data collection and ACL to

facilitate confidential and secure communication.

Research Methodology for Objective 3:

e The proposed framework is tested and validated by conducting a qualitative

assessment of the designed contracts to ensure proper functionality and
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interaction among various components. The system performance is
evaluated by considering different scenarios, including varied transaction

loads, transaction types, number of channels, etc.

e The security analysis of the proposed framework is also conducted through

two vulnerability assessment tools, namely, Chaincode Analyzer and Oyente.

¢ In addition, the effectiveness and efficiency of the proposed framework are
evaluated and compared with existing related works. The evaluation metrics
include security attack resistance, features offered, scalability, transaction

throughput, and latency.

Study and Analysis of Blockchain
Tools and Techniques

Y

Review of Existing Techniques
for Blockchain Based EHR
Systems

l D

Designing and Implementation of Framework for Securing and Querying Healthcare Data

Proposed Dual Channel
Desisning ot Proposed hybrid IB-PRE Architecture and Private Data
framework Archira e algorithm for enhancing Collection feature to enhance
using Hyperledaaaams privacy and security of the performance, security
healthcare data and querying capability of

designed framework

Testing and Validation of the
proposed framework

Y

Comparison of the proposed
framework with the existing
approaches

Figure 3.1: Research Methodology
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3.4 Chapter Summary

This chapter discusses numerous research gaps based on the extensive literature
review. Three objectives are formulated to address some gaps in the existing
research. Further, to address the objectives, a research methodology is designed
and discussed in the last section of this chapter. In the next chapter, a permissioned
blockchain-based architecture encompassing multiple identities in healthcare is

proposed and discussed in detail.
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Chapter 4

BLOCKCHAIN BASED FRAMEWORK
FOR SECURE STORAGE, SHARING
AND QUERYING OF ELECTRONIC
HEALTHCARE RECORDS (EHRs)

T
ghis chapter aims to design a permissioned Blockchain-based framework using
HLF to provide secure storage, sharing, and querying of EHRs. Algorithms
have been designed to define the functionality of patients, doctors, and
TPA using smart contracts. In the existing approaches, LevelDB (Key store
database) is used as a state database that is not suitable for handling complex
queries. To overcome the above issues, CouchDB (document store database)
is utilized as a state database, where the search is based on keys and data
values rather than only keys. To measure the various performance indicators
for this framework, a benchmarking tool “Hyperledger Caliper" is used.

The findings of the experimental evaluation of the proposed framework

demonstrate its effectiveness and efficacy.

4.1 Motivation

EHR contain vital, critical, and confidential information of any person. These

records are susceptible to various security risks, including the loss of data,
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unauthorized data disclosure, malicious alterations, and other concerns[110],
Thus, there arises a need for a decentralized, tamper-proof, and transparent
healthcare network. The majority of current research centres around decentralized
apps (DApp), smart contracts, and permission-less networks when discussing
blockchain-based healthcare systems. They use a public blockchain-based
platform, i.e. Ethereum, to securely access and share EHRs. However, EHRs
contain the patient’s confidential data that needs to be frequently stored,
queried, and shared among various entities in a secure manner. However,
in the permissionless network, the entities are anonymous, which makes the
system untrusted. Hence, a permission-based framework with a decentralized,
tamper-proof, and immutable healthcare network is needed to tackle the above

issues.

In our work, the HLF platform is used for designing the proposed framework

because of the following benefits:

i) Computation and Operational Cost: HLF platform does not require a native
cryptocurrency like other platforms such as Ethereum for the mining process
and smart contract execution. Significant attacks/risks can be reduced
by avoiding cryptocurrency. A lot of power is consumed during the
cryptographic mining process, which is not the case with the fabric platform.
The absence of these operations reduces the extra cost involved and improves
system performance significantly. Thus the system can be deployed with
lesser computational as well as operational cost than any other distributed

system.

ii) Privacy and confidentiality: In the fabric, every participant can be identified,
and the network is permissioned, leading to enhanced privacy and

confidentiality.

iii) Scalability and Performance: The HLF platform provides high throughput
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and low latency compared to any public blockchain. The healthcare domain
frequently shares high volume and fast-speed transactions, making it difficult

for public blockchain to handle.
The following contributions are made to address the above issues.

e A secure and effective blockchain system developed for managing electronic

healthcare records of all members in the healthcare industry.

e Algorithms have been designed to describe the functionality of patients,

doctors, and TPA using smart contracts in Hyperledger-Fabric.

e In the existing approaches, LevelDB (Key store database) is used as a state
storage database that is not suitable for handling complex queries, whereas
in the proposed framework, CouchDB (NoSQL document store database) is
used as a state storage database, allowing for searches based on both keys

and data values rather than just keys.

e Experimental evaluation of the proposed framework is performed using the
tool “Hyperledger Caliper” by considering different scenarios. In the existing
work(s), the authors only consider a limited network size of 10rg with 1Peer,
whereas in the proposed work, we have evaluated our system by considering
different sizes such as 10rg with 1Peer, 20rgs with 1-1 peer each, and 20rgs

with 2-2 peer each.

4.2 Tools/Platforms used to Design and Implement

Proposed Framework

4.2.1 Hyperledger Fabric

HLF is an open-source, private, and permissioned platform hosted by the Linux

Foundation. Due to permissioned property, each transaction is authenticated,
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approved, validated, and tracked. In HLE different roles are defined in terms
of clients, peers, and ordering services. In the proposed framework, solo ordering

is used as an ordering service.

e Clients: These are the applications that propose transactions on the network

on behalf of users.

e Peers: Peers in the networks perform two main tasks i.e. to maintain the
state of the network and to copy the ledger. Peers are categorized into two

categories, i.e. endorsing peers and committing peers.

e Ordering service: The ordering service plays a vital role in reaching
a common agreement and defines the order into which transactions are
committed to the ledger. The ordering service provides 3 types of orders
by which transactions are committed to the ledger such as Solo, Kafka, and

Raft.

1. Solo: This type of ordering is used by most of the developers that

involves a single ordering node.

2. Kafka: This type of ordering is used for handling real-time data where

streamlined processing is required.

3. Raft: It is a crash fault-tolerant mechanism that follows Raft protocol,

i.e. "leaders and followers".

The working and step-by-step flow of the transaction in HLF!M! is explained

below and diagrammatically shown in Figure 4.1.

1. The process starts after the client submitting a transaction proposal to

endorsing peers.

2. Then endorsing peers by executing chain code simulates the submitted

proposal and prepares endorsements.
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and commit Blocks.

6. Sending block
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Figure 4.1: HLF Workflow.

transactions before broadcasting to all peers called Committers.

6. Then all peers, after receiving transaction blocks, validate each transaction,
endorsement policy, commit block to the blockchain, and valid transactions

to the state database.

4.2.2 HLF Ledger

HLF ledger consists of a blockchain, which serves as a series of linked blocks
that maintain a permanent, ordered record, in addition to a state database that
holds the current state information. The current state represents the latest and
already existing values for all the keys, including those in the chain transaction
log. The state database represents an indexed perspective of the transaction log

of the chain, which can be reconstructed from the chain at any moment. HLF
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platform provides two options for the state database. One is LevelDB, and the
other is CouchDB. LevelDB is the default state database that stores chain-code
data as key-value pairs. CouchDB is another choice that offers extensive query
capabilities when the data of a smart contract is represented in JavaScript Object
Notation (JSON) for conducting queries based on content. The diagram depicted
in Figure 4.2 shows ledger states for one record, Recordl in CouchDB, comprising
a key and corresponding value. To handle complex queries, CouchDB (document

store database) is used for the proposed framework.

CouchDQ

\\—/

Key:Record 1

Value:

{
"assest_name™"Record1",
“name":"P001",
"date":"8/4/2020",

S

Represents the current values
for all keys included in chain
transaction log(Key-Value store)

Figure 4.2: Distributed Ledger Overview

4.2.3 InterPlanetary File System (IPFS)

An IPFS system maintains different types of data, such as images, videos, and
documents, across a distributed network. This system employs content-based
addressing rather than location-based addressing 1121, Every file uploaded to IPFS
is assigned a unique hash value or content identifier (CID), which can be used to
retrieve the file at a later time. Hash or CID is a cryptographic number calculated
from the contents of a file. When a file is uploaded in IPFS, it is kept as an IPFS
object, which is divided into two parts: data and link. If the file’s size is less
than or equal to 256 KiloBytes, it is saved in a single object containing only a

single data part and a null value in the link part. But suppose the file size exceeds
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256 KiloBytes. In that case, it is automatically split into further multiple different
objects, each of which can have up to 256 KiloBytes of data and/or links to other
various objects. Each object calculates its own unique hash. Hashes of each object
are represented in the form of Merkle Directed Acyclic Graph (Merkle DAG), which
aggregates all objects hashes and gives a single root hash value that describes the
entire file. The root hash value is used to identify the whole file and reconstruct
the complete file from its split objects.

Along with Merkle DAG, it also maintains a hash table consisting of keys and
values distributed among all network peers called Distributed Hash Table (DHT).
Keys denote the location of the peer where the object is stored. Later, when the
user wants to retrieve the data using hash, IPFS utilizes DHT to respond to the
corresponding query.

The security of the proposed system is enhanced by keeping the encrypted medical
records within IPFS while their hash values are recorded on the blockchain. Access
to the confidential documents is restricted to authorized users only. Maintaining a
complete record on the blockchain is an expensive process that affects the system’s
performance in terms of latency, response time, and scalability. The integration of
hash values within the blockchain, along with the storage of the actual files on

IPFS, makes the system more productive.

4.3 Proposed Framework

In this section, first, the architecture of the proposed framework for storing,
sharing, and querying of EHRs is discussed. Second, the workflow of the proposed

architecture is explained.

4.3.1 Architecture of the Proposed Framework

The architecture of the proposed framework includes three main phases, which

are described as follows:
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Phase 1: Authorization of Entities- The first phase is about authorization requests
and responses. In this phase, participants such as doctors, patients, TPA, and
admin request for registration to CA via client application or SDK using MSP. CA,

in response, issues the certificate along with public/private keys to all users.

Phase 2: Storing EHRs- The second phase of the architecture is about patient
monitoring, creating, and storing medical records. In this phase, the doctors first
monitor the patient and generate records that are then placed in the blockchain
by invoking smart contract functions. For scalability, the transaction information,
along with the hash of the medical records, is added to the blockchain while actual

records are kept in distributed storage, i.e. IPFS.

Phase 3: Sharing and Querying- The third and last phase of the architecture is
the secure sharing and querying of medical records. In this phase, the patients
grant/revoke access to doctors or TPA in response to requests for medical history

access. Figure 4.3 describes the three phases of the architecture.

4.3.2 Workflow of the Proposed Architecture and Designing of

Smart Contracts

The workflow of the proposed architecture is described in this section. It consists
of four main components, i.e. Entities, Smart Contracts/Chain Code, Blockchain

Network (BN), and Storage, as shown in Figure 4.3.

a) Entities: There are various entities involved in the proposed framework, such as
admin, doctors, patients, TPA, and other stakeholders. Each entity has a different
role and can perform multiple tasks by invoking the smart contract functions. The
functioning of the patient, doctor, and TPA entity is explained in Algorithms 1 to 3,

respectively. Table 4.1 lists all the abbreviations used for entities in the algorithms.
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Phase 2: Record creation & storing across Blockchain Network
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Figure 4.3: Architecture of the Proposed Framework

The functionality of the patient entity is given in Algorithm 1. In this, the patient
requests for PID to system Admin for getting access to perform various transactions
on BN such as read, write, query, and grant/revoke EHR records. First, by passing

PID as an argument it checks if the patient already exists in the system. If it exists,
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Table 4.1: Abbreviations used for Entities

PID PatientID

DID DoctorID

TID Third Party Alliance (TPA) ID
BN Blockchain Network

pEmail Patient Email id

then the patient can handle various queries such as viewing his medical records,
query them by date, and DID. Next, in case of consultation with other doctors, he
first checks if the doctor exists and belongs to BN. Then grants access to the doctor
to view and add records during treatment if the doctor exists. Otherwise, revokes
access rights at any time from the doctor after consultation or treatment. Next, in
case of having any medical policy, and for claim processing, the patient first checks
if the TPA exists and belongs to BN. If it exists, then the patient will tie up with TPA
with their policy details, including policy number, policy start date, policy valid up
to, and other details. Also, grants access to the TPA to view records during claim

processing. Otherwise, revoke access permissions at any time from TPA.

The functionality of the doctor entity is given in Algorithm 2. In this, the doctor
requests for DID to system Admin for getting access to perform various transactions
and handle queries on BN such as viewing registered patients and reading and
writing EHR records of patients. First, by passing DID as an argument it checks
if the doctor already exists in the system. If it exists, then the doctor can query
from the BN, such as viewing medical records of already treated patients and query
them by date and PID. Otherwise, he/she has to first register themselves with basic
information. Next, if the doctor wants to access the patient’s complete medical
history, he/she sends the request to the patient to access the EHRs. The patients
can grant or revoke the access rights to the doctor. If permission is granted, then
the doctor will be able to access the patient’s comprehensive and accurate medical

history along with adding records during treatment.

The functionality of the TPA entity is given in Algorithm 3. In this, the TPA requests
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Algorithm 1 Functionality of Patient Entity

Input: PID, DID, pEmail
Output: Get access to patient transactions

1: procedure PATIENT(PID)

2:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:

RNl hw

while true do

if PIDexists then > checks patient exists in BN
print patient already registered > display message patient exists
viewRecords (PID, pEmail)
queryRecordByDate (PID, Date)
queryRecordsByDID (PID, DID)
queryRecordsByTID (PID, TID)
else
print “patient not exists, first register through Admin”
end if
if visit ForConsultation then
if Doctorexists then > checks doctor exists in BN
checkPermissions > access permissions such as view,write etc.
if lallowed then
grantPermission (PID,DID)

else
revokePermissionAfterConsultation(PID,DID)
end if
else
Doctor not exists > display message doctor not exists
end if
end if
if /sPolicy then > if patient has any medical insurance policy
if TP Aexists then > checks TPA exists in BN
patient tie-up with TPA with policy details
checkPermissions

if lallowed then
grantPermissionForRecordsAccess()
else
revokePermissionAfterClaimProcessing()
end if
else
TPA not exists
end if
end if

end while

38: end procedure

for TID to system Admin for getting access to perform various transactions and

handle queries on BN such as viewing registered patients list and EHR records

of patients for the claiming process. First, by passing TID as an argument it
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Algorithm 2 Functionality of Doctor Entity
Input: DID
Output: Get access to doctor transactions

1: procedure DOCTOR(DID)

2: while ¢true do

3 if DI Dexists then

4: print Doctor already registered

5 viewPatientRecord (DID,PID) © patients already treated or patients

that granted access

6: queryRecord (DID,PID)
7: else
8: print doctor not exists
9: registerDoctor(basic Info)
10: end if
11: if grantedAccess then > checks for access granted
12: addRecords(DID,PID,Record) > if true then add and view records of
patient with PID
13: viewPatientHistory(PID)
14: else
15: requestDataAccess() ©> if not granted access then, request for access
16: viewAlreadytreatedPatients()
17: end if
18: end while

19: end procedure

checks if the TPA already exists in the system. If it exists, then TPA can query
from the BN, such as viewing medical records of already registered patients for
the claiming process and query them by date and TID. Otherwise, he/she has to
register himself/herself with basic information. Next, in case if TPA wants to access
the patient’s medical history then he sends the request to the patient for accessing
the EHRs. The patients can grant or revoke access rights to TPA. If granted access

then TPA can process the medical claim of the patient without delay.

b) Smart Contracts: In HLE smart contracts are also referred to as chain codes. In
chain code, the application logic is written using Go language 113!, which runs on
the top of a blockchain. In a smart contract, structures of different entities, such as
doctors, patients, TPA etc, policy, and medical records, are described as shown in
Figure 4.4. In the Go language, structure (struct) is a typed collection of different

fields which group to form a record.
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Algorithm 3 Functionality of TPA Entity
Input: TID
Output: Get access to TPA transactions

1: procedure TPA(T'ID)

2: while ¢rue do
3: if TI Dexists then
4: print TPA already registered > prints message TPA already exists in
the BN
5: viewPatientRecord (TID,PID)
6: queryRecord (TID,PID)
7: else
8: print TPA not exists
9: registerTPA(basic Info)
10: end if
11: if grantedAccess then > checks for access granted
12: viewPatientHistory(PID) > view patient record by entering patient
id (PID)
13: else
14: requestDataAccess() > TPA view patients already tie-up
15: viewAlreadyClaimedPatients()
16: end if

17: end while
18: end procedure

The doctor struct is defined in Figure 4.4 (a) consists of the following fields, each

of which are string data type:

DID: DID is the unique doctor ID.

Name: Name field defines the name of the doctor.

Specialization: It is the field that defines the specialization area of the doctor

like Cardiologist, Surgery, etc.

DContactNo: DContactNo is the contact number of the doctor.

PatientList: PatientList is a field that comprises records of patient IDs linked

to the doctor regarding treatment or consultation services.

Figure 4.4 (b) represents the struct type phealth. EHR structure which contains

the below fields:
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type docror struct tvpe phealthrec stiuet
i
L

DID string “json:"dID™ ObjectType string “jsom:"docType™
Name s[ring ‘jsﬂn:"m"' PID S[n;]'ls :_150“:::]}““':’111] D:'
Specialization string ‘json:"spec™ DID ~ sinng IJ_F:““E"dWmT_m‘_ o
DContactNo  string “json:"dcontactno™ Ef::“"”““ ::::::i .;:2::.,?].‘?::]:’;:::?“
: PatientList  []string json:"patientlist Date tmeTime  json:"date™
: H
(a) Doctor Structure. (b} EHE. Structure.

type pafient stiuct
f
E

PID» string “json:"patientID™
MName string “json:"name””
DOB string “json:"dob™
Gender string “json:"gender™”
BloodGroup siring “jeon:"bloodgroup™”
PContactMo string "json:"poontactno™
Address string “json:"address"”
Email siring "jsomn:email ™
Created time. Time “json:"created™”
DoctorGrantedList  [] string “json:" DoctorGranted List™”
DoctorPendinglist  [] string “json:"DoctorPendingList™”
H
{c) Patient Structure
type TPA struct type policvDerail struct
( {
TID string “json:"tpald™ PolicyNo string “json: "policyNumber™
TName string ‘json:"tName™ PolicyDetails string “json: "policydetails™
ClientList [] string json:"clientList™ PolicyStartFrom  string “json:"policyStartFrom™
3 PolicyUpto string ‘json:"policyUpto™
PID string “json:"patientID™
!
(d)TPA Structure {e) Policy Structure

Figure 4.4: Structure of Various Entities and Medical Records

e ObjectType: ObjectType field is used in a database to distinguish different
types of objects.

e PID: PID is the unique patient id that is assigned during the registration

process.

e DID: It is the unique doctor id as already defined in doctor structure.

e Prescription: This field contains prescription medicines to patients by
doctors. Many values can be inserted and separated by a comma. Comments

and descriptions can also be provided in lab test reports and X-rays.
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e Files: This field includes the hash value of records such as lab tests, X-rays,

MRI images, etc. These are described in the prescription field.

e Date: Date field is of time data type. This field documents the timestamp
indicating when the medical record is generated and preserved within a

blockchain system.

Figure 4.4 (c) shows the patient structure, which consists of the following fields:

e PID: It is a unique patient id.

e Name: Name field stores the name of the patient.

e DOB: DOB stands for date of birth of the patient.

e Gender: Gender defines the gender of the patient.

e BloodGroup: defines the Blood Group of the Patient.

e PContactNo: This field defines the contact number of the patient.

e Address: The complete address of the patient is recorded in this field.

e Email: The email field is the field where the patient’s email id is recorded.

e Created: The time at which the patient is registered with his basic

information.

e DoctorGrantedList: This is the field that is of a list type. This contains the list

of all the doctors to whom access is granted for medical records.

e DoctorPendinglList: This is the list of pending doctor requests.

Figure 4.4 (d) represents the TPA structure which consists of the following fields:

e TID: It is a unique TPA id assigned during the registration process.
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e TName: This field contains the name of the TPA.

e ClientList: This is the list of the patients who are associated with that

particular TPA and granted access to view medical records.
Figure 4.4 (e) represents the policy structure which consists of the following fields:
e PolicyNo: PolicyNo is the number of the medical policy hold by PID.

e PolicyDetail: This contains the complete details of the policy such as policy

name, term, coverage area, the sum assured, etc.

e PolicyStartFrom: It represents the effective date and time when the policy

officially becomes active.
e PolicyUpto: It denotes the date and time when policy coverage ends.
e PID: This is the patient id to which the policy is associated.

Application logic is defined in the form of functions that are invoked through
invoking a function of chain code. The invoke function of chaincode invokes
different functions triggered by various entities in the network, which is
represented in Figure 4.5. The proposed model executes various functions which
are included in the functionalities of patients, doctors, and TPA algorithms. The

following are the functions:
i) Viewing complete medical records EHRs by patients.
ii) Querying records based on DID/TID and date.
iii) Requesting patients for data access.

iv) Granting permission to other doctors/TPAs for accessing the record and

revoking after permission.

The constraints for accessing which functions by whom and under what conditions
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func (s *SmartContract) Invoke (stub shim ChaincodeStublnterface) scResponse {
function, args: =stub GetFunction AndParameters ()
fmtPrintln ("invoke is running " +function)
iffunction = "initLedger” { 'handles different functions
return s initl.edger (stub)
¥
else if function = registerPatient” {
return sregisterPatient (stub, args)
H
else iffunction = "addRecord"” {
return s.addRecord (stub, args)
¥
else if function = "viewRecords"” {
return s viewRecords (stub, args)
¥
else if function ="quervRecordsBvDID" {
return s quervRecordsBvDID (stub, args)

H

elseiffunction ="grantPermission” {
return s grantPermission (stub, args)

¥

else if function = "revoke” {

return srevoke (stub, args)
} other functions

Figure 4.5: Snapshot of Smart Contract Functions

with access permissions are all enforced through chain code functions. The
parameters used in algorithms are already declared in the above structures.
Pseudocodes for the above four functions are presented in the form of Algorithms 4

to 8, respectively.

i) View Records by patient corresponding to PID: The records of the patients can
be viewed from anywhere at any time by invoking viewRecords( ) function shown
in Algorithm 4. This function takes two arguments as input, where argument 1
corresponds to PID and argument 2 to email. Both values are then checked. If true,
then only return the records corresponding to PID. Else, print an error message.

The records are fetched from the state database (ledger), which is CouchDB.

ii) Query records by DID: queryrecordsByDID( ) function explained in Algorithm 5
is similar to the viewRecords( ) function as here the medical records are fetched

based on the DID.
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Algorithm 4 viewRecords ()

Input: argsl, arg2

Output: fetch all medical records (EHRs) corresponding to key entered as argl
1: if PID == argl&& Email == arg2 then > if both matched
2: return(records from the ledger) > then return all records as described in
phealhrec struct

. else

print Invalid PID and Email  © else print message Invalid PID and Email
end if

g ohow

Algorithm 5 queryRecordsByDID ( )
Input: PID, Email , DID
Output: fetch all records containing particular DID
1: if PID&& Email then > if both matched
2: Enter DID
3: return (all records containing DID)
4: end if

iii) Doctor requesting access to records during consultation or treatment:
During a consultation if a doctor wants to access records to view medical history,
he first requests the patient for access. Algorithm 6 is invoked by the doctor with
his id "DID". The patient first checks the authenticity of the Doctor i.e. if the
doctor exists on the network. If true, then the patient searches in access granted
list (DoctorGrantedList) and in a pending list (DoctorPendingList) as defined in
the patient struct in Figure 4.4 (c). If DID is present in DoctorGrantedList then
print a message "already has access to patient data". If in the pending list then

print message access request already sent else add in the pending list.

Algorithm 6 requestDataAccess( )

Input: DID

Output: print message or record added in pending list
1: if DI Dexists then > checks doctor exists in BN
2 if inDoctorGrantedList then > checks doctor in granted list by patient
3: print already has access to patient data
4: end if
5: if inDoctor PendingList then > checks doctor in pending list
6: print access request already sent
7: else
8: add DID in pending list
9: end if

10: end if
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iv) Grant access right by patient: Using the grantPermission( ) function described
as Algorithm 7, the patient checks DID in his pending list. If it is there, then add
in DoctorGrantedList and simultaneously remove DID from the pending list. Also,

update the doctor list by adding patient id PID in his patient list.

Algorithm 7 grantPermission( )
Input: DID
Output: grant permission to doctor

1: if DIDexists then

2: patient checks for already access granted or in pending list

3 if inPendingList then

4: append DID to granted list and also add patient PID in doctor list
5: end if

6: end if

v) Revoke function: Revoke function described in Algorithm 8, is triggered by
the patient at any time. By revoke (') function means the patient takes back all
access rights from the entity such that he neither adds to nor views the complete
medical history of patients. In this function, the patient removes the DID from
the DoctorGrantedList and also updates the patient list by removing PID from the

Doctor List.

Algorithm 8 revoke( )

Input: DID, PID

Output: revoke permissions from doctor
1: if DIDewists then
2: if inDoctorGrantedList then

3 remove DID from list

4: also remove patient from doctor list
5: end if

6: end if

Similarly, a set of functions have been implemented for TPA, such as searching
already registered patient’s records by PID, requesting data access, grant/revoking

permissions to TPA, as defined for the patient and doctor entity earlier.

¢) Blockchain Network: Blockchain Network (BN) consists of a P2P network and
consensus mechanism which governs the communication over the network. In the

proposed architecture, BN is private, where participants are known and are first
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registered by the CA and admin. All different entities perform different functions,
and the admin is responsible for configuring, maintaining, and managing BN.

Admin also manages how other entities access and use the network.

d) Distributed Storage: The purpose of blockchain technology is not to manage
massive amounts of transaction data. CouchDB is deployed as a state database to
store large unstructured medical data while reducing redundancy throughout the
entire blockchain. Along with the state database, IPFS is used to store medical
reports, which improves the scalability. The EHRs are first stored on IPFS using
the ipfs add file command, and then the corresponding hash value is stored in the
blockchain. The entity that has access and has the hash value of the EHR can only

get the actual file from the IPFS using ipfs to get the hash value.

4.4 Results and Discussion

This section presents the results of the designed framework after executing the
proposed algorithms. Further, it is also shown with the help of suitable examples
that how the queries (simple as well as complex) are being handled by the

proposed framework.

4.4.1 Performance Evaluation and Analysis

The performance evaluation and analysis of the proposed framework is presented
in this section. Hyperledger Caliper benchmarking tool is used for measuring
the performance of the implemented blockchain network. The performance
depends upon various factors such as transaction size, number of peers, block
size, batch time, etc. This tool also provides different performance metrics, such
as throughput and latency, to measure the performance of the system. The
configuration of the system that is used for the implementation and evaluation

of the proposed architecture is shown in Table 4.2.
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Table 4.2: System Configuration

Component Configuration

Processor Intel(R) core(TM)i5 2.50GHz
Memory 8GB

Operating System Ubuntu Linux 18.04.1LTS
Docker Engine Version18.09.7

Docker Compose Version1.17.1

Language Go for Smart Contract
Hyperledger Fabric vl.4

Different scenarios are considered for understanding, evaluating, and analyzing
blockchain technology. In these scenarios, either the transaction rate varies, or
the number of transactions varies. The performance is measured as transaction

throughput and latency.

Transaction Throughput is the number of transactions or queries that are
recorded in the ledger within a specific time frame. It is also defined as the number
of total transactions committed per second (TPS) by the underlying blockchain

network. In mathematical formula, it is written as:

Trp = (th - Tts) *Nen 4.1)

Where T, is the transaction throughput, 7;. is the total committed transactions
(valid), T;s is the total transactions time and n.,, is committed nodes. To get the
total committed number of transactions (7;.), the failed or invalid transactions are

subtracted from the total transactions.

Transaction Latency is measured in seconds. It is the amount of time taken by
transactions from submitted to the results available in the network. Also, it is

defined as the time taken by a transaction or query from the submission by the
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client until it is processed and written on the ledger. In mathematics formula:

Trat. = (Tex Nyp) — St (4.2)

Where 77, is transaction Latency, T is the transaction confirmation time, Ny, is
the threshold of a network, and St is the time at which the transaction is submitted

in the network.

4.4.1.1 Scenario 1: Varying Transaction Rate (tps)

In this evaluation, various performance parameters such as throughput and latency
are measured. They are measured by executing transactions on the network
ledger by considering the different number of peers. The evaluation occurs in
six rounds, with 1000 transactions in each round. Each round is executed at a
different transaction rate of 50,100,150,200,250,300 transactions per second (tps)
as defined in Table 4.3.

Table 4.3: Simulation Parameters for Scenario 1

Parameters Configuration

Rounds 6

Transactions 1000 each

Transaction Rate(tps) (50,100,150,200,250,300)

State DB CouchDB

Orderer Solo(Single Host)

Size 10rg with 1Peer, 20rgs with 1-1 peer

each, 20rgs with 2-2 peer each

Figure 4.6 shows the results in terms of throughput (TPS) and average (avg)
latency in seconds (sec). Figure 4.6 (a) depicts the change in throughput, keeping
the number of transactions the same, i.e. 1000 with different transaction rates
for varying numbers of peers, i.e 10rg_1peer, 20rg 1-1 peer, 20rg_2-2peer each.
10rg_1peer reaches a higher throughput, i.e. 41.2 TPS, as compared to others.

It is observed that with more organizations and more peers, the throughput
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decreases but is improved by tuning different parameters such as block size, batch
time, etc. The small decrease in throughput with more organizations and more

peers shows the scalability of the system scalability.
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Figure 4.6: Impact of Variation of Transaction Rate (tps) on Throughput (TPS) and
Average Latency (sec)

Figure 4.6 (b) shows the impact of the transaction rate on average latency. Low
latency is a good indicator. It is observed that the latency increases with tps at
the minor difference. Also, lower latency results in higher throughput. As a
result, latency and throughput are inversely proportional. 10rg_1Peer has a higher

throughput of 41.2 TPS and a lower latency of 1.34 sec.
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4.4.1.2 Scenario 2: Variations in transaction rate (tps) and the number of

transactions (tx)

The simulation parameters for the second scenario are defined in Table 4.4. In
this case, the number of transactions such as 500, 1000, 1500, and 2000 is
executed at the transaction rate of 50,100,150, and 200 tps each. The impact
of variation of both tps and transactions on throughput and average latency is

shown in Figure 4.7.

Table 4.4: Simulation Parameters for Scenario 2

Parameters Configuration

Rounds 3

Transactions 500, 1000, 1500, 2000
Transaction Rate(tps) 50, 100, 150, 200

Size 20rg 2-2Peer each

Figure 4.7 shows the impact of variation of transaction rate and number
of transactions on throughput (TPS) and Average Latency (sec) in seconds.
Figure 4.7 (a) depicts that throughput increases with an increase in both
transaction rate (tps) and the number of transactions (tx), as observed in the
graph. At 50tps, the throughput for different transactions, such as 500tx, 1000tx,
1500tx, and 2000tx, increases. Similarly, at 100tps, 150tps, and 200tps, the same

pattern follows.

Figure 4.7 (b) shows that average latency decreases with an increase in the tps for
the higher throughput for a particular number of transactions. As for 500tx at a

different rate, throughput is higher at 200tps, and latency is lower.

4.4.1.3 Scenario 3: Performance based on function categories

The functions defined in the smart contract are categorized into two classes based
on reading and writing transactions. The first one is query transactions, which

combine all the functions that do read operations about retrieving data from the
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Figure 4.7: Impact of Variation of Transaction Rate and Number of Transactions
on Transaction Throughput (TPS) and Average Latency (sec)

database. The second class is active transactions that combine all functions that
perform write operations. The comparison in terms of throughput and average
latency by tuning various parameters such as batch timeout is shown in Figure 4.8.
Batch timeout here defines the time needed to wait after the first transaction
arrives for more transactions before cutting a block. The evaluation configuration

is shown in Table 4.5.

Effect of batch time on active transactions: Figure 4.8 (a) shows the effect of
change in batch timeout on the performance. It is observed that the throughput
(TPS) increases from 25.9 to 28.4 at 50 tps when batch time increases from the
default value of 250ms to 2 sec. Similarly, in Figure 4.8 (b), the average latency

decreases from 19.5 to 14.13, which enhances the system performance.
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Table 4.5: Evaluation Configuration Parameters for Scenario 3

Parameters

Configuration

Rounds and Size
Transactions
Transaction Type
Transaction Rate(tps)

4 for 20rg_1-1Peer each

1000 each

Active Transactions, Query Transactions
50, 100, 150, 200

Factor Varies Batch timeout (250 msec, 2sec)
—4—250 msec —-2 sec
31
30
= 29 -—/.\ //.
g 27 /——_____-4
5 26 >—
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Figure 4.8: Impact of change in batch time on Active Transactions Throughput and

Average Latency (sec)

Effect of batch time on query transactions: Figure 4.9 (a) shows the effect of
change in batch timeout on the throughput and latency of query transactions. It is
observed that the throughput of query transactions increases from 32.5 to 52.2 at

50 tps and 28.6 to 50.8 at 250 tps when batch time increases from default value

250ms to 2 sec.

(b) Average Latency (sec)
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Figure 4.9: Impact of change in batch time on Query Transactions Throughput and
Average Latency (sec)

Similarly, in Figure 4.9 (b), the average latency decreases from 6.62 to 5.46 at 50

tps and from 7.77 to 5.25 at 250tps, which enhances the system performance.

4.4.1.4 Scenario 4: Performance Comparison with other related work

The performance comparison of existing related work[86-88 and proposed work
is demonstrated in the form of graphs and tables as shown in Figure 4.10,
Figure 4.11, Figure 4.12, Figure 4.13, Table 4.6, and Table 4.7. For this
comparison, only those related research papers are considered that use the same
implementation platform and have a similar set of assumptions and constraints
for securing and sharing healthcare data. Table 4.6 highlights the performance
comparison of proposed and existing work based on the number of transactions

completed w.r.t. time (sec).
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Table 4.6: Performance Comparison of proposed and existing work based on no.
of the transaction completed w.r.t. time (sec)

Criteria — No. of active/write No. of all Transactions

Ref. | Transactions completed w.r.t. completed w.r.t. time (sec)
time(sec)

Tanwar et al. [86] 500, 1000, 1000, 2000, 2000, Not Performed

3000 (approx.) at time (in
secs) 40,60,80,100,120,140

respectively.
Koushik et al. [88] Not Performed Not Performed
Proposed Work 618, 968, 1354, 1825, 2253, 669, 979, 1238, 1783, 2049 at

2810 (approx.) at time (in the time (in secs) 40, 60, 80, 100,
secs) 40, 60, 80, 100, 120, 140 and 120, respectively.
respectively.

—+—Proposed Work ——-Tanwar et al. [86]
3000 [
2500
2000 /!//%
1500
1000 /7
500 /

40 60 80 100 120 140

Transactions

Time (sec)

Figure 4.10: Number of active transactions completed w.r.t. time

Figure 4.10 shows the comparison between the proposed work and related
work [8%] based on the number of transactions completed with time. It is observed
that the performance of the proposed work is better or comparable in some cases
with the related work. Figure 4.10 depicts that the system[8®] takes 120 seconds
to complete 2000 transactions (approx.), whereas the proposed model completes
2253 transactions. Similarly, in 140 seconds, 3000 transactions are completed in

the related work, while the proposed system completes 2810 transactions.

Table 4.7 highlights the performance comparison of proposed and existing work
in terms of throughput and latency on the basis of three performance parameters:
(i) types of transactions (active and query), (ii) number of transactions and (iii) the

transaction rate. Further, the performance is compared on the basis of the types
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Table 4.7: Performance Comparison of proposed and existing work based on query
handling in terms of throughput and latency

Criteria — Type(s) of Number of Transaction Throughput Average Latency
Ref. | Transaction Transactions Rate (tps) (TPS) (sec) [Min-Max]
(tx) [Min-Max]

Tanwar et Write 1000 50-250 19-21 29-31

al. 80l Read 1000 100-200 50-52 6-9

Koushik et Write and 10, 100 2.8-4.2 1.3-9.21

al. [88] Read

Proposed  Active/Write 1000 50-250 Simple: Simple:

Work 50-67.7 0.27-3.02
Complex: Complex:
23.7-29.9 14.13-17.98

Query/Read 1000 100-200 Simple: Simple:
49.9-68 0.21-0.48
Complex: Complex:
49.9-54.9 4.29-5.63

of queries handled by the system. In the proposed framework, the throughput
and latency range for both types of queries (simple and complex) as handled by
the system is shown. The comparison is made on the assumption that the existing
work 8] also supports complex query handling, as the authors have not mentioned

the type of queries they executed.

Figure 4.11 and Figure 4.12 demonstrate the performance Comparison of
proposed and existing work!8® based on throughput and average latencies of
active and query transactions in terms of query handling. Figure 4.11 (a) and
Figure 4.11 (b) depict that the proposed system performs better in terms of
throughput and average latency of active/write transactions in comparison to the

existing approach [86],

Figure 4.12 (a) and Figure 4.12 (b) show that the proposed framework performs
better considering throughput and average latency of query/read transactions in

comparison to the existing approach [861,
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Figure 4.11: Comparison of proposed and existing work!8®] based on active
transactions in terms of throughput and average latency
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transactions in terms of throughput and average latency
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Figure 4.13: Throughput and Average Latency (sec) comparison between
proposed and existing work [88]

Figure 4.13 shows the comparison in terms of throughput and average latency
(sec) considering 20rg 1Peer and 20rg 2Peer. Figure 4.13 (a) and Figure 4.13
(b) depict that the proposed system performs better, more than twice the existing
work [88) with very little change in latency. The existing work®8] has Min Avg.
Latency: 1.3sec at 10tx with 20rg 1Peer and Max Throughput: 4.2TPS at 10tx
with 20rg_1Peer while the proposed work achieves Min Avg. Latency: 0.36sec at

100tx with 20rg_1Peer and Max Throughput: 10.9TPS at 10tx with 20rg_1Peer.

4.4.2 Assessment of the Proposed Framework using Queries

1. Query-based on Key only: Figure 4.14 shows the example of Query-based on
Key only by Retrieving all records of a doctor with dID is “D001”.
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2. Query-based on Key and data values: Figure 4.15 shows the example of
Query-based on Key and data values in which we retrieve the ID, name, and

gender of patients with blood group: “AB-” from all documents.

3. Query-based on the master key and derived composite keys: Display all
documents where the disease value is Thyroid, demonstrates the example
for Query-based on the master key and derived composite keys shown in

Figure 4.16.

Query >

Response Jf

e id" “peo1™
_rev” "1-b557e9775783bac8sbadcaed63zoarfd”
*dip* “"peo1"™
"dcontactno" "1234567890"
"name" "DOCTOR_1"
"patientlist™
"PoO1"

"spec": "cardiologist"™
"~version": "\u0006CgMBAgA="

Figure 4.14: Example of Query based on Key only
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= _did" "rPeooz"
"name"™ "PATIENT_2"
"gender"™ "male"™

T b “poo3™
“name™ "PATIENT_3"
“gender™ “"male™

Figure 4.15: Example of Query based on Key and data values

Query —>

Response J,

®_dd": "ubeesbid-pld\usesnDesl \usenaPae1 \uBasa"™
af TceefllechbbaddclasS4a9cb2ddacd2”

“docType": ™",

"phealthrecList”

“rFileshash™: “QmUAPHhxCTCQELIAFSARjcUbpgeUDy ILSMYY rKF JAXgATEY",
-81-14T88 - 3386

"doctorID®: "DOA1",
"parisntID®: “Pee1~,
"disease/prescriprion”: "Thyroid"

~vgrsion": "\uB8aeCgMBAWA="

®_id": "\uesseDid-pld\uSeBa0eazi\usbEaPeel\uSena",
"_rev™: "2-53c4offcasllavdifafesbebdafizebd”,
*docType™: ™",

“phealthrecList®

“rileshash™: “QmUAPHhxCTCoQELAFSR]CUBDGGHY T eWwil SNVYTEF JaXgATRY"

“date 21-01-14T08: 45: 54 B4A92300TEX",

"docType™: *

"doctoriD®: "Daaz",

"patisntID™: “Pe81",

"disease/prescription”: "Diabetes, Thyroid({Hyperthyroidism)™

*.version": "\ uBBaaCgHBCRA="

Figure 4.16: Query based on the master key and derived composite keys
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4.5 Chapter Summary

This chapter explores the necessary tools, platforms, and databases needed to
establish the groundwork for creating and implementing the proposed framework.
In this chapter, a permissioned blockchain-based framework involving multiple
healthcare entities to securely store, share, and query EHR data is designed
and implemented. The algorithms are defined in terms of smart contracts to
describe the functionality of patients, doctors, and TPA’s. For storing unstructured
medical data and for handling rich queries, a NoSQL document-oriented database
CouchDB is used. Security of the system is achieved through the tamper-proof,
immutable ledger, as unauthorized users are unable to modify the ledger. Finally,
the performance of the system is evaluated using a Hyperledger Caliper tool for
different configurations based on transaction rates and transaction size. The
experimental results indicate that while increasing the number of peers during
simulation, there is a slight decrease in throughput. Thus the proposed framework
is capable of being scaled, and its performance can be enhanced through tuning
of parameters. The comparison between different types of transactions is done by
varying batch times. There is a significant increase in throughput and a decrease
in latency for both active and query transactions by varying the batch time.
Also, the performance comparison of existing related work %881 and proposed
work is demonstrated. Further, the system is also evaluated for the handling of
complex queries with examples. The following chapter explores the enhancement
of security and privacy through integration of cryptographic algorithm IB-PRE in

the proposed framework.
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Chapter 5

AN APPROACH FOR ENHANCING
SECURITY  AND PRIVACY OF
HEALTHCARE DATA

I
gn this chapter, the Identity-Based Proxy Re-Encryption (IB-PRE) algorithm
is utilized to enhance the privacy and security of healthcare data. The
integration of the IB-PRE algorithm into a permissioned blockchain-based
framework for healthcare data ensures the secure sharing of records while
preserving privacy by avoiding the exposure of private keys. Several
experiments on real-time medical datasets to validate and assess the

performance of the proposed framework using distributed storage are

conducted. Features and performance-based comparisons of the proposed

and existing related work(s) are made to demonstrate the effectiveness.

5.1 Motivation

The literature review highlights the critical demand for enhanced security and
privacy in healthcare data sharing, through blockchain technology. It highlights
the limitations of existing data-sharing schemes, especially in managing and access
controlling of EHRs. This gap underlines the necessity to explore and apply
advanced cryptographic techniques, such as Proxy Re-Encryption (PRE), within

blockchain frameworks in the healthcare domain. The authors!!1#l discuss three
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data storage scenarios: plain text, ciphertext, and hash value. To enhance privacy,
they propose cryptographic techniques like symmetric encryption, attribute-based
signcryption, homomorphic encryption, and anonymous authentication. Using
digital signatures and Authenticated Key Exchange (AKE), the authors suggest
a model to preserve privacy for accessing real-time medical services!!!>], PRE
algorithms are recognized for their efficacy in secure record sharing on external
platforms like cloud servers!!1®) making them an ideal candidate for privacy
preservation in healthcare data while sharing. The authors of117! proposed a
framework based on PRE to control access while improving data sharing efficiency

and preserving privacy.

However, the system suffers from some limitations, such as limited storage
capacity, use of cryptographic algorithms, and handling of simple queries, among
others. This highlights the necessity for the development of innovative solutions
to enhance the security and privacy of healthcare data management within

blockchain frameworks.

To address the above issues, a permissioned blockchain with IB-PRE[18] s
integrated with the proposed framework. This integration aims to achieve the

following objectives.

e For privacy preservation and efficient management of EHRs, a
blockchain-based framework with IB-PRE is proposed, which includes
all health sector players, i.e., Regulatory Authority (RA), doctors, patients,

and other TPAs.

e An algorithm is proposed and designed using smart contracts for providing
access permissions to health sector players to create, update, and share

secured healthcare data.

e To enhance system scalability and reduce communication time, a hybrid

approach for EHR storage is proposed. The encrypted records are stored
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off-chain (IPFS), while hashes are stored on-chain (blockchain).

Table 5.1 shows a feature-based comparison of proposed work with existing
systems [119:120,1211  The features included are the language used for designing
smart contracts, a storage repository for storing massive medical records, and a
proxy re-encryption algorithm based on identity for securely sharing encrypted
records placed at distributed storage without exposing the plain text, complex
query handling, and usage of NoSQL Database for handling unstructured data.
Go language over Python for smart contracts is chosen because it is quicker, has
built-in support for concurrency, and can handle extensive, scalable programs. To
make the system more scalable, off-chain distributed storage as a repository over

Blockchain for storing massive EHRs is preferred.

Table 5.1: Feature-based Comparison of Proposed and Existing Blockchain-based
EHR System

Features Designing  Distributed Usage Complex Performance NoSQL
— of Smart Storage as of PRE Query Analysis Database
Reference(s) Contract repository  algorithm Handling
!

Go IPFS X CouchDB
[119] v v

Python Blockchain  x X
[120] vt v

Python Blockchain  x X
[121] vt v
Proposed Work Go IPES vV vV vV CouchDB

5.1.1 Importance of Integration of IB-PRE Algorithm with

Proposed Framework

Consider the case where there is no Proxy Node, i.e., if several requesters have
made the same record request, the patient must re-encrypt the records each time
using the requester’s public key and upload them to IPFS for distribution. This
process may result in storage waste and increased communication costs. Here, a
proxy node is used to solve these issues, which decreases overhead on the patient

side and the storage waste in the IPFS network. Imposing encryption on records is
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also a computationally intensive task. Using a smart contract to implement these
encrypted records causes high computational costs. Thus, the proxy re-encryption
node is utilised to access data from IPFS and perform aggregate operations acting

as an intermediator for secure data sharing.

5.2 Preliminaries and Background

5.2.1 Bilinear Pairing

Let G1, G be the Groups of the same prime order p and map e : G; x G; — Gp

is bilinear mapping if satisfies following features:

i) Bilinearity: Given geG1, and Vo,f3¢Z) , the equation holds e(¢*,¢°) =

e(g,9)".

ii) Non Degeneracy. (i.e., if G; = (g), then G = (e(g,9)) )

iii) Mapping e is computed efficiently.

5.2.2 Decisional Bilinear Diffie Hellman Problem (DBDH)

Hardness Assumption

Let (G1,Gr) be a pair of bilinear groups having with mapping e : G; x G; — Grp
which is efficiently computable, and g be a random generator of G;. The DBDH
problem is to decide, given a tuple of values (g,¢% g% ¢7,T)eG* x G (where
o, BerZ}), whether T = e(g,g)*?7 or if T is a random element of G [118],

Formally, the DBDH assumption holds good if V probabilistic polynomial-time

algorithms € is negligible.

Prl, 8,7 Z3i1 < A(g,9%,9°,97 e(g,9)*%7)]-

Prla, B,y < Z5T « Gril < A(g,9%,9%,97, 1)1 <€
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5.2.3 Identity Based Proxy Re-Encryption (IB-PRE)

Green and Ateniese118] have proposed IB-PRE, which permits a partially trusted
proxy to reconstruct the ciphertext encrypted with user A identity (public ID)
to target ciphertext for user B without exposing plaintext. Then user B uses
his private key for final decryption to get the actual text. During the entire
communication, the proxy cannot acquire any information related to plaintext.
A PRE comprises of six polynomial-time functions, namely Setup(), Key Gen(),

Encrypt(), Decrypt(), RKGen(), and ReEncrypt().

5.3 Proposed Framework and Methodology

This section presents the proposed framework’s architecture, working, and
implementation details. The proposed system comprised of various entities such
as patients, doctors, proxy-node, Key Generation Center (KGC), and requesters.
All the entities must register with the Regulatory Authority to join the blockchain
network. Smart Contracts/ Chaincodes!'?2] are designed and implemented using
Golang'13] for executing coordinated transactions and distributed file systems,
i.e., IPFS as off-chain storage is used for securely storing EHRs. Additionally,
all the data is saved in a distributed ledger, which is subsequently utilised for
authentication. The various symbols/abbreviations used are listed in the Table 5.2

with their description.

5.3.1 Architectural Design and Functionality of Proposed

Framework

Figure 5.1 presents the architectural design of the proposed framework after
integration with IB-PRE algorithm, which consists of several components. The

functionality of the architecture is divided into three main phases.
Phase 1: Registration and Authorization During Phase 1, all entities request
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Figure 5.1: Architecture of the Proposed Framework

83




Table 5.2: List of Symbols

Symbol Description

P, Denotes Patient id

PEmail Email id of the Patient

D;q Denotes Doctor id

R;q Denotes Requester id

MSK Master Secret Key kept secret by the admin
pp Public Parameters

id; Public ID of user 7,7 =1..n

skia, Secret ID of user corresponding to Public ID id
mrecord Medical Record of Patient

Clorecord first level cipher text

C2(C'lyrecord) second level cipher text

rkid1—id, re-encryption key from id1 to id2

Regulatory Authority (RA) for registration. RA responds to the requested user
with the Certificate Authority (CA) certificate via the Membership Service Provider
(MSP). It includes a unique Public Identity (ID) key and a private key. Then, all

the information is updated in the blockchain network.

Phase 2: Encryption/Decryption Key Generation In Phase 2, all registered
entities use KGC to generate identity-based encryption-decryption keys. The
entities send their public identity (email-id, ID) to KGC and receive a
secret key corresponding to the identity. Entities will later use this pair of

encryption-decryption keys during secure EHR sharing.

Phase 3: Secured Management of EHRs During Phase 3, secured EHR
management while preserving user privacy will be done using designed smart
contracts, distributed storage, and Proxy Node. The schema of the EHR includes

the following fields, which are defined in the smart contract:

e PatientID: It is a unique ID assigned to each patient during the registration

process.

e Doctor: It is a unique ID of a doctor who creates the patient EHR.
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e Prescription: It stores prescribed medication. Multiple values separated by

commas can also be inserted.

e FileHashes: It holds the hash value of a record’s data, such as lab tests,

X-rays, etc., placed in the distributed storage.

e Date: It is the timestamp indicating when the medical record is generated

and preserved within a blockchain system.

For example, Consider the case of record creation. The doctor monitors the visited
patient and creates EHRs with permission by invoking chain code functions. The
doctor encrypts the records with patient ID (public) using the Encrypt() function
and uploads the corresponding ciphertext to IPFS. The hash value is returned as

the response to the uploaded file and then added to the ledger.

Now, consider a case where the doctor (requester) requests historical records from
the patient during the consultation. After authentication from the blockchain, the
patient grants access to the requester and informs the proxy node. Also, create
and send re-encryption keys to the proxy node by executing the RKGen() function.
Proxy Node has access to the ledger so it can check the authenticity of the patient
and requester. After authentication, gets actual records as ciphertext from IPFS.
After applying the Re-encrypt() function on the received ciphertext, it generates
the second-level ciphertext (final) for the requester. Finally, the final ciphertext is
transmitted to the requester, which he decrypts using a private key by executing

Decrypt()function.

5.3.2 Components of the Proposed Framework

The main components, such as entities (patients, doctors, requesters, KGC, Proxy
Node), Smart Contracts, and IPFS that constitute the proposed model shown in
Figure 5.1 are discussed below, and the interaction among these components is

illustrated in Figure 5.2.
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i) Regulatory Authority: A government or trusted official who is responsible
for registration and authorization of different entities such as doctors,
patients, proxy node, and TPA participating in the network. As per the Indian
context, for the proposed healthcare system, the RA can be the Medical
Council of India (MCI) or the National Medical Commission (NMC), which
are responsible for overall licensing and regulating medical education and

practice in India.

ii) Patients: A patient is an entity in the blockchain network that visits various
doctors for treatment or consultation. The patient is also the content
owner, as the record created belongs to him/her. A patient grants/ revokes
access to doctors for creating and uploading encrypted EHRs to IPFS.
The grant/revoke access to EHR is totally in the control of that patient.
Patients grant access to doctors during consultation or treatment. In our
implementation we have considered a window of 24 hours, i.e. data is
made available to the concerned doctor for a period of 24 hours maximum
only, except in the case if a patient does not revoke back early. After 24
hours of using the concept of ageing, the link to that medical record expires
automatically. The patient is free to revoke or extend the access duration
according to his/her treatment. Algorithm 9 describes the functionalities of

the patient entity.

iii) Doctors: An entity that is responsible for monitoring, creating, and
uploading the patient’s EHRs to IPFS. The records are encrypted by doctors

using the patient’s public key.

iv) Requesters: Any registered doctor, physician, lab technician, and TPA
requested for encrypted records are Requesters. They get Re-encrypted EHRs

through the proxy node and then re-decrypt them locally.

v) Proxy Node: The entity that is responsible for sharing EHRs between
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Algorithm 9 Functionalities of Patient Entity

Input: P4, D;q, PEmail
1: procedure PATIENT(P;y)

2:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

VRN hw

if P, exists then > checks if Patient with P,;e BN
Can ViewRecords, queryRecordByDate, queryRecordsByDID
else
Display “P,; not exists”
end if
if Visit Doctor then
if D, exists then > checks if Doctor with D;;e BN
checkPermission
if granted then
Send Public ID for encrypting EHRs
Can Revoke Permission any time
else
grantPermission to Doctor with D;y
end if
else
Display “D,4 not exists”
end if
end if
if Any Request from Requester with R;; then
if R; exists then > checks R;; exists in BN
Generate and Send Re-encryption Keys to proxy node
end if
end if

25: end procedure

delegator (patient) and delegate (doctor) using identity-based proxy
re-encryption. Public IDs are used by the delegator for the generation
of re-encryption keys, which are then provided to proxy by patients for
re-encrypting the first-level cipher text requested by the doctor. Then,
the proxy gets the requested records from IPFS, re-encrypts them using
re-encryption keys, and finally transmits the Re-encrypted records to the

Requester (doctor).

vi) Distributed off-chain storage: Encrypted EHRs are stored on off-chain

storage, which is IPFS. The encryption is done before uploading EHRs to

IPFS to prevent unauthorized access.
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5.4 Proxy Re-Encryption Algorithm

The process of converting ciphertexts of the delegator into that of the delegatee
without exposing plaintext to proxy is known as Proxy Re-Encryption (PRE). In our
work, the Identity Based PRE algorithm (IB-PRE) introduced by 118! is employed
that works on the assumption that DBDH is hard to decide. The IB-PRE is
implemented using the charm-crypto tool!123l. The IB-PRE algorithm contains

the following six functions:

1. Setup() = (MSK,pp): The Setup() function is the system initialization step
executed by the admin node. As a result the output after execution is Master

Secret Key (M SK) and Public Parameters (pp).

2. Key Gen(pp, MSK,id) = sk;q: The secret/ private Key Gen(pp, MSK,id)
function takes public parameters pp, master secret key M SK, and public key

id of a user as input, and then generates a secret key sk;; as an output.

3. Encrypt(pp,id,msg) = Ci(msg): The Encrypt(pp,id,msg) function takes
public parameters pp,the identity (public) id of a user and the message
msg to be encrypted as input and generates first level ciphertext C(msg)as

output.

4. RKGen(pp,sk;q1,idy,ide) = rkigiiq2: RKGen(pp, skiq,idy,idy) function
takes pp, sk;q1 of user 1 and public key of user 1 id; and user 2 idy as input,
then outputs the re-encryption key rk;41 ;2. The re-encryption key is used
for re-encrypting a cipher text generated using an id; such that it is decrypted

by using the secret/ private key that corresponds to an ids.

5. Re — Encrypt(pp,rkigi—idge,cidl) = cid2: The Re —
Encrypt(pp,rkiq1—iq2,cidl) function is executed by the proxy by taking
public parameters pp, re-encryption key rk;q1_iq2, first cipher text cidl as

input parameters and generated second level cipher text cid2 as output.
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6. Decrypt(pp, skiq,cid): Finally, the Decrypt(pp,sk;q,cid) function that is
executed by the delegatee by providing public parameters pp, secret key sk;,4

and cipher text cid as input and generate the plain text.

Working of IB-PRE after deploying Smart Contract and registering users (patients,

doctors, proxy, TPAs) is shown in the form of pseudocode as Algorithm 10.

Algorithm 10 Procedure Flow of IB-PRE

1: Step 1= {Initialization: System Setup() > execute by admin
2: Output: M SK,pp}

3: Step 2= Key_Gen() { Input: pp, M SK,id;

4: Output:sk;q, ,pp}

5: Step 3= Encrypt() { Input: pp,id;, mrecord

6: Output:C'l,yrecord }

7: Step 4= Upload() { Input: Cl,record

8: Output: Hash(Clyrecord) }

9: Step 5= RKGen() { Input: pp, sk;q,,id1,id2

10: Output:rk;qi—id, }

11: Step 6= Re-Encrypt() { Input: pp, rkiq1—idy > Clmrecord
12: Output:C2(C1lyypecord)

13: Step 7= Decrypt()) { Input: pp, skia, , C2(Clyrecord)
14: Output: Actual Records

5.5 Performance Evaluation

In this section, the performance of the proposed architecture by running numerous
experiments is conducted. Hyperledger Caliper, a performance benchmarking
tool for experimental evaluation and to assess the performance of the proposed
framework, is employed. The major parameters for determining performance are
throughput in TPS and latency in seconds.

Table 5.3 shows the system configuration and simulation parameters used for
the overall implementation and evaluation. In addition, the variety of factors
influence system performance, including transaction rate, block size, number of

transactions, etc, also analyzed.

In experimental evaluation, two organizations with one peer each are considered.

The peer is a node in the blockchain network that hosts and maintains the ledger.
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Table 5.3: System Configuration and Simulation Parameters

Parameter Configuration

Processor Intel Core-i5

Memory 8GB

Operating System Ubuntu 18.04.1
Hyperledger Fabric vl.4

Rounds 10

Transactions 1000, 2000 and 3000
Transaction Send Rate(tps) (3,6,9,12,15,18,21,24,27)
State DB CouchDB

Orderer and Size Solo and 20rg 1Peer each

Further, peer contains a number of clients that act as end-users or entities. Clients
can be patients, doctors, TPA's or requesters depending upon the smart contract we
have executed. These clients communicate with the blockchain via peers. Clients

can vary in number, ranging from 5 to 50.

Scenario 1: Impact of varying transactions size(Tx) and rate (tps) on
throughput and latency. Figure 5.3 shows the effect on system throughput and
latency with the change in transaction rate (tps) and the number of transactions

(Tx).

From Figure 5.3(a), it is observed that system throughput rises at a similar rate up
to the transaction rate of 18 tps. Whereas, with an increase in tps, the throughput
decreases slightly. Similarly, Figure 5.3(b) depicts that latency (average) rises with
an increase in number of transactions (Tx) above 21tps. The system’s throughput
and latency can be further improved by tuning different parameters or designing

optimized smart contracts.

Scenario 2: Transactions Completed w.r.t. Transaction Duration (TxDuration)
in seconds. This scenario discusses the number of transactions completed
in a particular duration of time (TxDuration). The configuration parameters
considered for simulation are presented in Table 5.4, and the results are presented

graphically in Figure 5.4. Figure 5.4(a) and Figure 5.4(b) show that the number
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Figure 5.3: Impact of varying transactions size(Tx) and rate (tps) on throughput
(TPS) and latency (sec)

Table 5.4: System Configuration and Simulation Parameters for Scenario 2

Parameter Configuration

Rounds 5

TxDuration (sec) 20,40,60,80,and 100

Transaction Send Rate 22tps to 30tps

(tps)

Orderer and Size Solo (Single Host) and 20rg with 1Peer
each

of transactions (tx) completed in 100 TxDuration (sec) are highest, i.e., 2684
transactions (tx). The max and min throughput are 28.2 (tps) and 25.4 (tps),

having max and min latency of .54 sec and .49 sec, respectively.

Scenario 3: Impact of Batch Size on Throughput and Average Latency. Batch

Size and Batch Timeout are critical elements that influence system throughput and
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Figure 5.4: No. of Transactions completed and corresponding Throughput and
Avg. Latency w.r.t. TxDuration

latency. Batch Timeout is specified as the duration of time to wait before creating
a batch. The batch size determines how many transactions are grouped together
in a block. It depends upon three factors: Max Message Count, Absolute Max
Bytes, and Preferred Max Bytes. The considered simulation parameters are given
in Table 5.5. Figure 5.5 depicts an analysis of the effect of Batch Size on various

Preferred Max Bytes.

Figure 5.5(a) and Figure 5.5(b) demonstrate the impact of variation in Batch Size
(Preferred Max Bytes) on throughput and latency. It is observed that there is a

minor change in the throughput. The throughput at 512KB is more than 1MB,

93



whereas the corresponding average latency in terms of seconds decreases.

Table 5.5: Simulation Parameters for Scenario 3

Parameter Configuration
Rounds 3

Batch Timeout 2sec

Preferred Max Bytes 512KB, 1MB
Transaction Send Rate(tps) 20, 40, and 60

Orderer and Size

Solo (Single Host) and 20rg with 1Peer

each

=
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Figure 5.5: Impact of Batch Size on Throughput and Average Latency

Scenario 4: Performance Analysis using Distributed Storage System (IPFS).
In this scenario, we analyse the performance using a distributed storage system by

evaluating the time taken for storing and accessing medical records considering

two metrics, i.e.

dataset with size 1GB was downloaded from Kaggle. Further, for scalability, 5

upload time and download time.

(b) Avg. Latency
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different datasets were derived from this with having sizes 20MB, 40MB, 60MB,
80MB and 100MB, respectively. These different datasets were uploaded to the
distributed IPFS network by different entities of the proposed blockchain network
and downloaded to the requester system. The upload time is observed during data
is uploaded to the IPFS network. The download time is observed while fetching
data from the IPFS using hash value available on the blockchain. The upload and
download time is also affected by the internet speed. During the evaluation, the

internet upload speed was 6.89Mbps, and the download speed was 13.1Mbps.

—+—Upload Time —m—Download Time

25 /
20 /

0 //
3 ME———— —

20MB 40MB 60MB 80MB 100MB

Time Taken (sec)

Medical Data Size (MB)

Figure 5.6: Average upload and download time using IPFS

Figure 5.6, shows the average time taken to upload and download records. It
is observed that the proposed system takes less than 6 sec to upload 20MB of
data and an average of 28 sec to upload 100MB of data. The maximum average
download time is approximately 7 sec for 100MB of data.

From the above analysis, it is inferred that the overall proposed system takes
approximately 280 sec and 256 sec in total to upload and download, respectively,
for 100MB of data. Along with the upload and download time, this total time also
includes blockchain processes such as network creation time, registration time and

query processing time etc.

Scenario 5: Security Analysis of the designed Smart Contract. With smart

contracts, there is always the possibility of unforeseen risks. Few critical ones
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are unchecked exceptions, global variables, access to networks outside of the
blockchain, and iteration on the map object itself etc. So a static study of SC is
required prior to its real deployment. According to the authors, 124! static analysis
tool checks, if the chaincode contains concurrency, unchecked exceptions, ledger
operations dependent on global state, field declarations, or otherwise unclean
input. These global variables could be utilised to exploit the ledger operations
because they are only applicable to the peer the chaincode is put on. Due to its
erroneous readset, if this peer experiences a crash or becomes unsynchronized
with the remaining network, it will no longer be able to submit additional
transactions. Conducting a static analysis of the chaincode guarantees that the
implementation will remain impervious to such attacks. Chaincode Analyzer[12°]
an open-source tool, has been utilized to assess the potential risks associated
with our built smart contracts. As demonstrated in Figure 5.7, the examination
performed by this tool shows that our developed programmes are free of any

faults.

jassjass:~[Downloads/chaincode-analyzer-master§ . ccanalyzer health proxyl.go
Target Files: [health proxyl.qo]

jassfjass:~/Downloads /chaincode-analyzer-nasters |

Figure 5.7: Chaincode Analyzer report of error-free code

Scenario 6: Performance Comparison of Proposed and Existing Systems.
The performance comparison of related work!12%121] and proposed work is
demonstrated in the form of graphs and table as shown in Figure 5.8, Table 5.6
and Table 5.7. For comparison of proposed and related existing work, only
similar work (implementation and validation platform with similar assumptions
and constraints) is considered. The feature-based comparison of the proposed and

related work is given in Table 5.1 of Section 5.1.1.

Figure 5.8 demonstrates the performance comparison of proposed and existing

work by[129:121] based on throughput and average latency. Figure 5.8(a) and
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Table 5.6: Performance Comparison of proposed and existing work in terms of
throughput.

Reference — Proposed Work Chelladurai and Chelladurai et
Transaction Pandian [120] al.[121]
Group(s) |
100 36.1 4.2 5.82
200 39.5 10 10.54
300 40.9 12 14.57
400 40.1 16 17.89
500 37 20.73 21.73
—+—DProposed Work ——Chelladurai et al. [121] Chelladurai and
Pandian [120]

50
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Figure 5.8: Throughput and Average Latency comparison between proposed and
existing work.
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Table 5.6 depict that the proposed system outperforms the existing work in terms
of throughput. As a result, from Figure 5.8(b) and Table 5.7, it is observed that
the avg. transactional latency of the proposed system is marginally higher than
the existing work.

Table 5.7: Performance Comparison of proposed and existing work in terms of
Avg. Latency.

Reference — Proposed Work  Chelladurai and Chelladurai et
Transaction Pandian [120] al.l121]

Group(s) |

100 1.74 2.1 2.13

200 3.14 2.8 2.74

300 4.57 3.4 3.46

400 5.32 4.2 4.28

500 5.9 4.85 4.81

5.6 Chapter Summary

In this chapter, a permissioned Hyperledger blockchain based framework is
proposed for privacy preservation and secured sharing of EHRs. The proposed
framework is integrated with IB-PRE algorithm for secure sharing without
exposing private keys and thus maintaining the privacy of records. IPES is used
as distributed storage for storing EHRs. It is a content-addressable storage that
ensures the integrity of the content such that a slight modification in the stored
EHR records results in a change in the obtained hash value. The encrypted records
of patients are placed in IPFS to prevent malicious attacks or unauthorized access,
while hash values corresponding to these records are placed in the blockchain
distributed ledger. Finally, the Hyperledger Caliper tool is used to test the smart
contracts and check the system’s performance. Also, the performance comparison
of existing related work 1201211 and proposed work is demonstrated. In addition
to this, security analysis of the designed smart contracts and performance analysis
using a distributed storage system (IPFS) are also performed. The results prove
the feasibility and efficacy of the proposed system using throughput and latency

(average) as the performance parameters.

98



Chapter 6

DUAL CHANNEL BLOCKCHAIN
BASED FRAMEWORK FOR
HEALTHCARE DATA

T
ghis chapter upgrades the framework by developing dual-channel blockchain
architecture combined with two cryptographic algorithms, i.e. RSA and
AES, to provide enhanced security and rapid retrieval of healthcare
information. Further, the concept of private data collection is incorporated
to securely store confidential patient information, guaranteeing privacy,
security and limited access. Also, an ACL is defined for different users
to implement access permissions, i.e., grant and revoke access to viewers
while sharing information. The performance evaluation is performed by
conducting experimental simulations, where critical performance indicators
such as throughput and latency are measured across different transaction
rates, channels, and rate controllers. Moreover, the proposed framework
classifies smart contract functions into query and invoke/write transactions,

enhancing the efficiency of data retrieval. Further, the functionality and

security analysis of the proposed framework is discussed.
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6.1 Motivation and Contributions

The research gaps identified emphasize the need to protect patient privacy while
ensuring data accessibility for scientific research and medical purposes using
scalable blockchain solutions. Researchers have attempted to address these
challenges by improving consensus mechanisms, adding auxiliary channels, and
implementing other approaches to make the system more secure, faster and
scalable. To address and further improve the issues such as security, quick data

retrieval and scalability, the following contributions are made:

e A consortium blockchain-based framework is proposed for securing and
querying healthcare data, which considers multiple healthcare entities,
including hospitals, doctors, patients, data analysts, and other Third-Party

Alliances (TPAs).

e To enhance the security and confidentiality of transactions among
various entities, multiple channels are created. Along with the regular
communication among various entities, these channels support the Private
Data Collection feature and thus define different access control policies for

various entities.

e To provide secure storage, sharing, and scalability, two cryptographic
algorithms, RSA for secure data transmission and AES for efficient storage,
are implemented along with IPFS, an offline database, for scalability. IPFS
stores actual EHRs, and consortium blockchain stores the respective EHR

indexes.

e To grant access control while sharing data, the concept of an ACL is defined
and utilized, which empowers the entities to secure the distributed storage

and give data access to authorized users by providing an encrypted link.

Table 6.1 shows a characteristic comparison among the proposed work and the
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relevant studies. The characteristics included are a patient-centric system that
recognises the patient as the owner of their data, content-addressable off-chain
storage to address scalability issues, private data collection with multi-channel
capabilities to ensure data security and privacy and additional encryption
techniques for securely sharing EHRs. In addition, it includes a performance
study to assess the efficiency and viability of the proposed framework, as well
as a vulnerability assessment of the blockchain system to verify its resilience to

various types of attacks.

Table 6.1: Characteristics-based Comparison of Existing and Proposed Work

CharacteristicsPatient  Content Private Multi- Additional Performance
— Centric addressable Data Channel Cryptographic Assessment
Reference(s)| Distributed Collection Implemen- and  Access Performed
Storage Feature tation Policy
Yes No No No No Yes
[86]
Yes No No No Yes No
[93]
Yes Yes No No Yes Yes
[94]
Yes No Yes Yes No Yes
[971
Yes No No No No No
[100]
Yes Yes No No No Yes
[119]
Proposed Yes Yes Yes Yes Yes Yes
System

6.2 Preliminaries and Background

The proposed system leverages advanced cryptographic algorithms, access
control mechanisms, and decentralized storage solutions to improve the safety,
confidentiality and effectiveness of managing healthcare data on a blockchain
platform. This section provides the summary of the key technologies and concepts
used in the proposed system, including RSA[126] AES[127] " Access Control Lists

(ACLs), and the InterPlanetary File System (IPFS).
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1. RSA (Rivest-Shamir-Adleman): RSA is a popular asymmetric cryptographic
method utilized extensively for secure data transmission[128], The process
includes two keys: a public key, which can be publicly shared, and a private
key, which is securely protected. This algorithm mainly contains three

algorithms: Key Generation, Encryption, and Decryption.

Key Generation: Choose two large prime numbers, a and b, during the RSA
key generation procedure. Then compute N as (N = aOb). and the totient
function ¢(N) as ¢(N)= (a—1)(b—1). An integer e is selected to be coprime
with ¢(NN), such that the greatest common divisor of e and ¢(N) is 1, where
1<e<¢(NN). Determine the private key exponent d as the modular inverse of
e modulo ¢(N), denoted as d = e~ 1mod¢p(N). The public key comprises the

values (N,e), while the private key comprises the values (N,d).

Encryption: Data M is encrypted using an encryption method using a public

key to compute cipher text C' as C'= M°mod(N).

Decryption: The encrypted message as cipher text C is decrypted to obtain

the original message using private key exponent d as M = C%mod(N).

2. AES (Advanced Encryption Standard): AES is a symmetric encryption
method that is used to ensure data security[127). This method encrypts data
with a secret key (128/192/258 bits) and divides it into fixed-size blocks
(128 bits). AES is known for its exceptional speed and robust security
and is, therefore, ideal for encrypting large amounts of data. AES is used
to encrypt health data before it is placed on the blockchain to ensure its
confidentiality 1291, Authorized parties use the same AES key to decrypt the
data. The key expansion method is used to derive round keys from output
keys that are the result of various operations such as substitution, rotation

and XOR operations.

Encryption and Decryption: AES encrypts data by applying a series of
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substitution, permutation and mixing operations to a fixed-size block of data
across multiple rounds. During decryption, these operations are reversed to

restore the original data.

3. Access Control Lists (ACLs): These lists are the security mechanism that
defines the permissions granted to individuals or system processes to access
objects. They also define the activities that can be carried out with certain
objects. ACLs are essential for maintaining data security and protecting
privacy. In the proposed system, patients can allow specific individuals, such
as physicians, insurance companies or data analysts, to access their health

data in read/write and view/create mode.

6.3 Proposed Framework and Methodology

This section discusses the proposed framework as shown in Figure 6.1, with the
detailed steps followed that can be used for securing and querying healthcare data
with hospitals, doctors, patients, researchers, insurers, laboratories, pharmacies,
and other stakeholders.  The proposed framework follows the proposed
methodology consisting of four phases, each with detailed steps, as illustrated in
Figure 6.2. Such as the network designing step, data model and chaincode creation
step, setting up of infrastructure and identity registration step, data collection
and storage step, access control for sharing, querying, testing, and performance
measure step. The health records are encrypted using a combination of RSA and
AES cryptographic algorithms along with the patient’s public key and symmetric
keys. This ensures data confidentiality and maintains integrity. The encrypted
EHR is then placed on IPFS. The security and authenticity of the framework
are enhanced by designing smart contracts, access policies and a private data

collection feature.

103



. Ledger: World State

Transaction log

Chaincode

Private Data Collection

18

Figure 6.1: Architecture of the Proposed Framework
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Figure 6.2: Methodology followed for designing and developing proposed
framework

Figure 6.2 presents the methodology followed for designing and developing the

proposed framework, which consists of four phases, as discussed below.

Phase 1: Conceptualization of the Proposed Framework

This work focuses on designing a patient-centric system for securely sharing
and querying healthcare data among various entities as organizations in a
decentralized network. A permission blockchain regulates access to the network
and ensures that only authorized individuals are permitted to join. Each
participant in the network can generate transactions, store, exchange, access,
and alter medical records based on the permissions allowed under a system of

regulations that functions within the decentralized network. In order to implement
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these regulations, the blockchain must possess smart contracts. Every participant
must be a member of at least one of these organizations and can hold multiple

user roles such as regulatory authority, doctor, patient, etc.

The system’s design effectively safeguards user’s confidential data through
encryption and decryption methods, preventing unauthorized access both while
at rest and in transit. In addition, the concept of dual chain and private data
collection is implemented to address the scalability issue and manage EHR records
efficiently and privately within the organizations, as shown in Figure 6.1. Off-chain
storage solutions are utilized to lessen the burden on the main blockchain and

enhace the overall system performance.

Steps 1 and 2: Designing of Network and Selection of Organizations:
The first important step in the proposed architecture is the planning and
designing of the network. The planning involves the number of organizations
that will participate in the network, the peers size and orderers for each
organization, and the communication channels between the organizations.
In the proposed work, the network consists of multiple organizations such as
hospitals, doctors, patients and so on, each with their own peers, endorsing
peers, certificate authority and CouchDB as a state database. The various
organizations and the communication channels that are considered in the

proposed network and their functionality are discussed below.

A. Organizations

(a) Hospitals: Hospitals are the primary healthcare providers in the
network. They maintain the medical records of patients, including
diagnoses, treatment plans, lab results, and insurance information.
Hospitals have access to a private channel (Channel B) that includes
only other hospitals and the insurance agents they work with.

This private channel allows hospitals to securely and confidentially
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(b)

(o)

(d)

(e)

communicate with other healthcare providers and insurers to manage

patient care and insurance claims.

Doctors: This organization employs doctors who treat patients at
hospitals. Doctors are responsible for providing medical treatment to
patients in the hospitals. They have access to the same private channel
(Channel B) as hospitals, allowing them to access patient records
and collaborate with other healthcare providers and insurers with the

patient’s consent.

Patients: This organization represents the patients who own their data.
Patients are the individuals receiving medical care in the network.
They have a unique ID on the network, which is used to access their
medical records and insurance information. They can communicate
with doctors and hospitals through a separate channel (Channel A),
which is only accessible to patients and the hospitals, doctors, and lab
technicians they are working with. This allows for secure and private

communication between patients and their healthcare providers.

Lab Technicians: This organization performs lab tests on patients’
samples. Lab technicians are responsible for conducting medical tests
and providing results to hospitals, doctors, and patients. They have
their own node on the network and access to the private channel
(Channel A) that includes hospitals and insurance agents. This allows
for secure and confidential communication between labs, hospitals, and

insurers regarding test results and insurance coverage.

Researcher: This organization conducts medical research on patient
data. Researchers are responsible for conducting medical research and
analyzing patient data to improve healthcare outcomes. They have their

own node on the network and access to a separate channel (Channel
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B) that includes only them and the hospitals they work with. This
allows for secure and private communication between researchers and

hospitals regarding medical research and patient data.

(f) TPA: This organization manages insurance claims and payments.
Insurance agents are responsible for managing insurance coverage
and patient claims processing. They have their own node on the
network and access to the private channel (Channel B) that includes
hospitals and lab technicians. This allows for secure and confidential
communication between insurers and healthcare providers regarding

insurance coverage and claims processing.

B. Channels

Multiple channels can be created within the network to separate the data
access and processing for different healthcare stakeholders. In the proposed
work, dual channel architecture is designed, i.e., the Healthcare Channel and

the Research Channel.

(a) Healthcare Channel (Channel A): This channel is used by hospitals,
doctors, lab technicians, TPA and patient organizations to share patient
data and information related to medical services with other intended,

authorized stakeholders.

(b) Research Channel (Channel B): This channel is used by the Researcher
organization to access and analyze the anonymized healthcare data for

research purposes.

Step 3: Add Security and Scalability Features: To guarantee that only
authorized entities can access and edit data, a permissioned blockchain

system is employed. This system allows participants to join the network
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only after completing registration and obtaining authorization. In addition
to this, data encryption techniques i.e RSA and AES are employed to Encrypt
healthcare data at rest and in transit to safeguard it from unauthorized
access. Furthermore, smart contracts are utilized to implement access
control measures, ensuring that only authorized individuals can access
certain data. This ensures that sensitive information is only accessible to
those with the right permissions. The immutability feature of blockchain
provides an Immutable Audit Trail, such that every transaction or access to
healthcare data is recorded, providing transparency and accountability. IPFS

off-chain distributed storage is used to address scalability issues.

Phase 2: Customization: Customizing the Hyperledger Platform

(HLF) to execute the envisioned Conceptualized Model

Step 1: Creating peers, clients and orderers: For implementing our proposed
concept, the HLF platform is selected to create a consortium blockchain
network where the regulatory authority regulates and registers various
organizations. Further, one peer from each organization is included in
the proposed work. Peers are responsible for managing ledgers and smart
contracts. They also manage transaction proposals and endorsements, thus
categorizing them as endorsing and committing peers. Also, there are clients
and orders in the network. Clients initiate transactions by creating proposals
and submitting them to endorsing peers. Endorsing peers simulate and
endorse transactions, and then they are sent to the orderers for consensus
on the order. Once consensus is reached, the committing peers commit
the transactions to the ledger. Thus, HLF architecture offers organizations
a decentralized and safe way to communicate within a permissioned

blockchain network, ensuring immutability and privacy.
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Step 2: Data model and chaincode designing: The next step is to define the
data model and chaincode for the healthcare network. The data model
defines the structure of the healthcare data, such as patient records, lab
reports, prescription history, and insurance claims, and how it is stored and
accessed. The chaincode defines the application logic and regulations for
the network, such as how the healthcare data can be queried, updated, and
shared between different stakeholders. The language used for chaincode
implementation is Golang. Figure 6.3 Illustrates the data models in the form

of structures used to develop chain codes with access policies.

type Patient struct { . )
type LabReport struct {

1D string ‘json:"id"* - )
Name string ‘json:"name"’ - string )
Age int “json:"age" mentID string 1d
RSAPublicKey string ‘json:"rsaPublicKey"® string

} SymmetricKey string ‘json:"symm

PatientID string ‘json:"patientId"
type Appointment struct {
1D string ‘json:"id"’
PatientID string ‘json:"patientId"’
DoctorID string ‘json:"doctorId"'
Date string ‘json:"date"'

type AccessControllist struct {

}

type Consultation struct {
ID string ‘json:"id"*
AppointmentID string ‘json:"appointmentId"*
EncryptedData string ‘json:"encryptedData™’
Advice string ‘json:"advice"® ; ) o )
Prescription string ‘json:"prescription™ Type string ‘json:"type"" // "Consultation" or "LabReport"

ientID string ‘json
string ‘json

PatientID string ‘json:"patientId"®

Figure 6.3: Structures for various entities and access policies

Step 3: Setting up Infrastructure and Identity Registration Process: Once
the network, data model and chaincode is designed, the next step is to set
up the necessary infrastructure to run the network. This includes setting up
the virtual servers for the peers, orderers, and other network components,
installing the required software (Docker, Go, and Hyperledger Fabric), and
configuring the network components to communicate with each other. To
secure the healthcare network, we implement the registration process for
the stakeholders. This involves setting up a Certificate Authority (CA) to
issue digital certificates along with public/private keys for each stakeholder

using a Membership Service Provider (MSP) [130],
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Phase 3: Implementation

This phase involves implementing the suggested algorithms, policies, and other

features and then deploying the suggested framework.

Step 1: Private Data Collection in Addition to Default Storage: The main
objective of this step is to offer secure storage and controlled access
to sensitive healthcare information, ensuring that such records are only
accessible to designated organizations within the network. In this work,
implementation involves the use of collections configuration files to define

private collections, as shown in Figure 6.4

[
{
name": "privateCollection”,
policy": ('OrgiMSP.member', 'Org2MSP.member','Org6MSP.member')",
require L0 1,
maxPeerCount”: 3,
lockToLive": 1000000
\ true,
endorsement |
'signaturePolicy": "OR('OrgiMSP.member','Org2MSP.member','0rg6MSP.member"')
}
}
]

Figure 6.4: Configuration.json file for implementing private collection feature

Step 2: Designing and Implementing Security Algorithms for Secure Storing
and Sharing of EHRs: In this step, different security algorithms such
as RSA (asymmetric) and AES (symmetric) are designed, implemented
and integrated with the system to ensure EHRs are stored securely within
the blockchain network to protect them from unauthorized access and
tampering, ensuring data integrity and confidentiality. Here’s an overview of

how these algorithms are utilized and implemented in the proposed system.

The RSA algorithm comprises three algorithms for secure key exchange and
ensuring that only allowed entities can access sensitive data. Algorithm 11

is used to create RSA keys (public and private) for various entities
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during registration on the network to encrypt and decrypt data securely.
Algorithm 12 and Algorithm 13 are used to encrypt sensitive information
using public keys before its storage on the blockchain and corresponding
private keys to decrypt and access the data by authorized entities,

respectively.

Algorithm 11 RSAKeyGen()

1: function RSAKEYGEN()

2: (pubKey,privKey) < RSA.GENERATEKEYPAIR
3: return (pubKey, privKey)

4: end function

Algorithm 12 RSAEncryption()
Input: EHR data such as advice, prescriptions, notes
Output: Ciphertext as encryptedData
1: function RSAENCRYPTION () (data, pubK ey)
2: encryptedData < RSA.ENCRYPT(data, pubK ey)
3: return encryptedData
4: end function

Algorithm 13 RSA Decryption

Input: encryptedData, privKey Output: Original EHR
1: function RSADECRYPTION (encryptedData, privKey)
2 EHR < RSA.DECRYPT(encryptedData, privKey)
3: return FHR
4: end function

Similarly, in AES encryption, Algorithm 14, Algorithm 15, Algorithm 16 is
used for fast and secure data encryption and decryption, ensuring privacy
and security within the blockchain. Here, the same key is used for the
encryption and decryption of the EHR. This is utilized by the Lab technicians

while sharing lab reports with patients and doctors.

Algorithm 14 AESKeyGen()

1: function AESKEYGEN

2: aesKey < AES.GENERATEKEY
3: return aesKey

4: end function
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Algorithm 15 AESEncryption()

Input: Lab Reports as data i.e Ldata
Output: Ciphertext as LabencData

1
2
3:
4: end function

: function AESENCRYPTION () (Ldata, aesKey)

LabencData <— AES.ENCRYPT(Ldata,aesKey)
return LabencData

Algorithm 16 AESDecryption()

Input: Ciphertext i.e LabencData
Output: LData

1: function AESDECRYPTION () (LabencData, aesK ey)

2:
3:

data < AES.DECRYPT(LabencData,aesKey)
return Ldata

4: end function

Step 3: Access Control Policies for Sharing Records: The access control

policies in the proposed system ensure that healthcare data is securely
shared with authorized entities, such as requesters, data analysts, insurance
companies, and other stakeholders. These policies are implemented
through a combination of smart contracts (chaincode) and the underlying
Hyperledger Fabric infrastructure. @ The working and functionality of
implemented ACLs are discussed below in the form of Algorithms.
Algorithm 17 and Algorithm 18 are used to authorize or withdraw
authorization from doctors to create EHRs and upload them to the ledger,
where DoctorID is passed as an argument for userID. During the grant
process, the user is added to the patient’s ACL list, while during revoke,

the user is removed from the ACL list.

Request Access: Entities such as insurance companies or data analysts can
request access to patient data by invoking the RequestAccess() function
described in Algorithm 19. Further, Patients approve requests by invoking

Algorithm 20.

The proposed framework implements robust access control policies, i.e.,

using (ACLs) to ensure the secure sharing and access of healthcare data.
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Algorithm 17 GrantAccess

1:
2
3
4
5:
6
7
8
9

10:
11:

function GRANTACCESS (patientID, userID)

aclAsBytes < GETSTATE (patientID +“_acl”)
if aclAsBytes = NULL then
acl <— { PatientID : patientID, Users : [userID]}
else
acl < JSON.UNMARSHAL(aclAsBytes)
acl. Users.append(userlD)
end if
aclAsBytes <+ JSON.MARSHAL(acl)
PUTSTATE (patientID +“_acl”, aclAsBytes)
return “Access granted successfully”

12: end function

Algorithm 18 RevokeAccess

1:
2
3
4:
5:
6
7
8
9

10:

function REVOKEACCESS (patientID, userlD)

aclAsBytes <— GETSTATE (patientID +“_acl”)
if aclAsBytes = NULL then

return “ACL does not exist for patient”
end if
acl <~ JSON.UNMARSHAL (aclAsBytes)
acl. Users.remove(userlD)
aclAsBytes < JSON.MARSHAL(acl)
PUTSTATE(patientID+“ acl”, aclAsBytes)
return ‘Access revoked successfully”

11: end function

Algorithm 19 RequestAccess()

1: function REQUESTACCESS()(ctz, requestID,  patientID, requesterlD,

2:

o9 kW

access Type)

accessRequest < { RequestID : requestID, PatientID : patientID, RequesterID :

requesterID, Access Type : access Type}

requestAsBytes <— JSON.MARSHAL (accessRequest)
CTX.GETSTUB() .PUTSTATE(requestID, request AsBytes)
return “Access request recorded successfully”

end function

Algorithm 20 ApproveAccessRequest

1:
2
3
4:
5:
6
7
8:

function APPROVEACCESSREQUEST (ctz, requestID)

accessRequestAsBytes < CTX.GETSTUB().GETSTATE(requestID)
accessRequest <— JSON.UNMARSHAL(accessRequestAsBytes)
accessRequest. Granted < true

updatedRequestAsBytes <— JSON.MARSHAL(accessRequest)
CTX.GETSTUB() .PUTSTATE(requestID, updated Request As Bytes)
return “Access request approved successfully”

end function
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These policies allow patients to grant and approve access, log access
requests, and verify permissions before providing data access. This approach
ensures data security, patient privacy, regulatory compliance, data integrity,

and system transparency.

Step 4: Deploying proposed version: After setting up the required
infrastructure, creating organizations, peers, and clients, and designing data
models and chain code, the proposed system is deployed for testing on the

HLF platform by following the below steps:

Installing and Approving Chaincode: This includes preparing the chain code
for installation by packaging it into a tar.gz file, followed by installing the
chain code on all peer nodes in the network. Finally, Each organization must
approve the chain code before it can be committed to the channel.
Committing Chaincode Definition: Commit the chaincode definition to the
channel after all organizations have approved it.

Invoking Chaincode Initialization: Initialize the chain code to set up any
necessary data or state to ensure the initialization transaction is successfully

committed.

The complete working of the proposed approach leveraging various designed
algorithms and policies is discussed as a communication diagram. Figure 6.5
illustrates the interaction among multiple entities after all the entities are

successfully registered in the network, as discussed below:

1: After successfully registering in the network by invoking the RegisterPatient(
) function as defined in Algorithm 21, the patient goes to the hospital to
receive treatment and schedule an appointment. The hospital entity makes an
appointment by invoking the MakeAppointment( ) function as Algorithm 22 and

also notifies the doctor about the patient’s appointment.
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Figure 6.5: Working of the Proposed Framework

Algorithm 21 RegisterPatient()

: function REGISTERPATIENT () (patientID, name, age)
(pubKey, privKey) + RSAKEYGEN
patient <— {ID : patientID, Name : name, Age : age, RSAPublicKey : pubKey}

PUTSTATE (patientID, patientAsBytes)
return “Patient registered successfully”

. end function

1
2
3:
4: patientAsBytes < JSON.MARSHAL(patient)
5.
6
7

2-3: The patient visits the doctor for consultation and is granted access to create

and view their EHRs as discussed in Algorithm 17 and Algorithm 18. Then, the

doctor, after treatment, creates new EHRs, encrypts them with the patient’s public

Key, and then uploads the records to the ledger.
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Algorithm 22 MakeAppointment()

1: function MAKEAPPOINTMENT () (appointmentID, patientID, doctorID, date)
2 patientAsBytes «+— GETSTATE(patientID)
3 if patientAsBytes = NULL then
4: return “Patient does not exist”
5 end if
6 appointment < {ID : appointmentID, PatientID : patientID, DoctorID :
doctorID, Date : date}
7: appointmentAsBytes < JSON.MARSHAL (appointment)
8: PUTSTATE (appointmentID, appointmentAsBytes)
9: return “Appointment made successfully”
10: end function

4: After uploading to the ledger, the doctor also informs Lab Technicians
about advice parameters for conducting medical tests and Pharmacists about
prescriptions in a secure way using a private data collection feature as described

in Algorithm 23.

Algorithm 23 RecordConsultation()

1: function RECORDCONSULTATION () (consultationID, appointmentID,
consultationData, advice, prescription)

2 appointmentAsBytes <— GETSTATE(appointmentID)
3: if appointmentAsBytes = NULL then
4: return “Appointment does not exist”
5: end if
6: appointment < JSON.UNMARSHAL(appointmentAsBytes)
7: patientAsBytes «+— GETSTATE(appointment. PatientID)
8: if patientAsBytes = NULL then
9: return “Patient does not exist”
10: end if
11: patient < JSON.UNMARSHAL (patientAsBytes)
12: encryptedData < ENCRYPTWITHR SA(patient. RSA PublicKey, consultationData)
13: consultationRecord <  {ID consultationID, AppointmentlD
appointmentID, EncryptedData : encryptedData, Advice : advice, Prescription :
prescription, PatientID : appointment. PatientID}
14: consultationRecordAsBytes +— JSON.MARSHAL( consultationRecord)
15: PUTPRIVATEDATA (“privateCollection”, consultationlID, consultationRecord AsBytes)
16: SETEVENT(“NotifyPatient”, “Consultation record updated for appointment ”+
appointmentID)
17: SETEVENT(“NotifyLabTechnician”,“New advice and prescription for appointment ”+
appointmentID)
18: return “Consultation recorded successfully”

19: end function
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5: After getting a notification from a doctor, the patient fetches the records from

the ledger calling GetConsultationRecord() function defined in Algorithm 24.

Algorithm 24 GetConsultationRecord()

1:
2
3
4:
5:
6
7
8
9

10:
11:

function GETCONSULTATIONRECORD () (consultationID, userID)
consultationRecordAsBytes <— GETPRIVATEDATA (“privateCollection”, consultationID)
if consultationRecordAsBytes = NULL then
return “Consultation record does not exist”
end if
consultationRecord <— JSON.UNMARSHAL( consultationRecord AsBytes)
if CHECKACCESS (consultationRecord. PatientID, userID) = FALSE then
return ‘“Access denied”
end if
return consultationRecord
end function

6-9: The Lab technician, after performing medical tests, generates a symmetric

key, encrypts the patient’s medical reports with a symmetric key and adds them

to IPFS. After getting the hash of the corresponding record, he notifies the doctor

about the same. Also, inform the patient with a symmetric key and hash value.

Ultimately, the patient fetches the data from IPFs and decrypts locally to see the

reports calling Algorithm 25 and Algorithm 26.

Algorithm 25 AddLabReport()

1:
2:

3
4
5:
6:
'7.
8
9

10:
11:
12:
13:
14:

15:
16:

function ADDLABREPORT () (reportID, appointmentID, labReportData)
appointmentAsBytes < GETSTATE(appointmentID)
if appointmentAsBytes = NULL then
return “Appointment does not exist”
end if
appointment < JSON.UNMARSHAL(appointmentAsBytes)
(symmetricKey, encryptedData) < ENCRYPTWITHSYMMETRICKEY (labReportData)
ipfsHash <— STOREINIPFS(encryptedData)
SAVESYMMETRICKEYTOFILE(appointment. PatientID, symmetricKey)
labReport < {ID : reportID, AppointmentID : appointmentID,IPFSHash
ipfsHash, SymmetricKey : symmetricKey, PatientID : appointment. PatientID}
labReportAsBytes < JSON.MARSHAL(labReport)
PUTPRIVATEDATA (“privateCollection”, reportID, labReportAsBytes)

SETEVENT(“NotifyPatient”, “Lab report added for appointment ” +
appointmentID + “ IPFS Hash: ” + ipfsHash)
SETEVENT(“NotifyDoctor”, “Lab report added for appointment ” +

appointmentID + “ IPFS Hash: ” + ipfsHash)
return “Lab report added successfully”
end function
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Algorithm 26 GetLabReport()

1: function GETLABREPORT () (reportID, userID)

2: labReportAsBytes <— GETPRIVATEDATA (“privateCollection”; reportID)

if labReportAsBytes = NULL then
return “Lab report does not exist”

end if

labReport < JSON.UNMARSHAL(labReportAsBytes)

if CHECKACCESS(labReport. PatientID, userID) = FALSE then
return “Access denied”

end if

10: return labReport

11: end function

WIRIrD L@

Step 10-11: Any requestor such as a doctor, lab technician, researcher or TPA
requests a patient for their data, and then the patient, after access checking in

ACL, grants or revokes access utilising Algorithm 19 and Algorithm 20.

Phase 4: Testing and Performance Evaluation of Proposed

Framework

In this phase, the testing and performance analysis of the proposed blockchain
framework is performed. Initially, the functionality of the system is assessed by
examining various test cases, followed by an experimental analysis of performance
considering throughput and latency. Finally, the security analysis is done to assess

whether the system is resistant to various attacks.

a) Evaluation of System Functionality

The proposed framework consists of multiple entities, each entity executing
distinct functions as specified in the previously mentioned algorithms. This
section examines and demonstrates the functionality of each entity using visual

representations as Figure 6.6-Figure 6.8.

e Test Case 1: Register a new patient with the patient ID “patient1” and basic
information such as name, age and an RSA public key. Figure 6.6 illustrates

the data stored in the world state, i.e., CouchDB, after successful registration.
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Figure 6.6: Successful Registration of a new Patient

e Test Case 2: Make an appointment for a registered patient, “patient1”, with
a specific doctor using the MakeAppointment function. The appointment
details are recorded in the blockchain to ensure immutability and traceability
and to verify the patient’s existence before the appointment is made as shown

in Figure 6.7.

channel _health » Mango Query

Mango Query @ s

= Explai manage indexes "doctorId": "doctori",
T Y xplain "id": "appeintmentl",
"patientId": 1

0 Executed in 18 ms

"~version": "CgMBBwA="

Figure 6.7: Successful Make Appointment

e Test Case 3 and 4: Consult the doctor, create a record and notify the lab
technician along with adding a report by the lab technician using the Private

Data Collection feature shown in Figure 6.8.
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Figure 6.8: Showcase of Private Data Collection Storage

b) Evaluating System Performance

This section represents the experimental evaluation of the proposed Blockchain
Network (BN). The performance of the deployed BN is measured using the
Hyperledger Caliper benchmarking tool. The number of organizations, peers,
channels, block size, transaction type, transaction size, and so forth all affect
the system’s performance. The performance is measured in terms of throughput
and latency. The system configuration that is employed to implement and assess
the proposed architecture is 12th Gen Intel(R) Core(TM) i7-12700 2.10 GHz
processor, 16.0 GB of memory, Operating system Ubuntu Linux 18.04.1LTS, Docker
Engine Version 24.0.2, Docker Compose Version 1.26.2 and Golang Language Opt

for a smart contract, and Hyperledger Fabric v2.2.

Different scenarios are considered to understand, evaluate, and analyse the
proposed system. In these scenarios, the transaction size, rate, number of channels
or type of rate controller varies. The performance is measured as transaction
throughput in terms of transactions per seconds (TPS) and latency as seconds

(sec).

Scenario 1: Primary Evaluation: In this evaluation, the impact of variation
in transactions size (tx) and transaction rate (tps) is examined and various

performance parameters such as throughput and latency are measured. The
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evaluation considers the number of transactions as 500, 1000, and 1500 executed
at the transaction rate of 50,100,150, 200 and 250 tps each. The effect of change
of both transaction rate and size on throughput and average latency is shown in

Figure 6.9.

m50tps m100tps = 150tps m200tps m250tps
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Throughput
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(b) Transaction Rate vs. Average Latency (sec)

Figure 6.9: Effect of change of transaction rate (tps) on throughput (TPS) and
latency (sec)

Figure 6.9a depicts that at a low transaction rate (tps), throughput remains
consistent at around 49.8 across all transaction sizes (500tx,1000tx,1500tx). It
shows that with the increase in tps rate, initially, the throughput increases at a
certain point, i.e. peak value 123 at 150 tps for 500 transactions and above that

system starts degrading.
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Similarly, Figure 6.9b depicts the average latency of the system; at a low
transaction rate (tps), latency is minimal across all transaction sizes (500tx,
1000tx, 1500tx). Thus, at a low tps value, the system performs well with minimal
delay. It is clearly observed that at higher transaction rates, the latency increases,

particularly for larger transaction counts.

Scenario 2: Effect of different rate controllers on performance: The rate
controllers are the key factors that affect performance. These are defined as
the rates at which transactions are transmitted to the blockchain, such as fixed
rate, fixed feedback rate, etc. The effect of these controllers on the proposed
framework is examined. For analyses, two rate controllers, fixed rate and fixed
feedback rate, are considered for 1000 transaction size at various transaction rates
(50,100,150,200,250). The fixed-rate controller transmits input transactions at a
predetermined TPS interval, while the fixed feedback rate controller enhances this.
If the number of unfinished transactions exceeds the specified time, the system
temporarily pauses to send inputs by sleeping for a period of time. Figure 6.10
Illustrates that with the increase in transaction rate, the throughput increases in
the fixed-feedback rate controller as compared to a fixed rate. Similarly, with an

increase in throughput, the latency also increases.

Scenario 3: Performance based on channels: The number of channels also
affects the performance of the system In this scenario, the comparison based on
channels such as single channel and dual channel is examined. For this comparison
the number of transactions 1000 with fixed-rate controller type is considered.
Figure 6.11 shows the effect of the number of channels on the performance. It
is observed that the throughput increases and latency decreases in dual-channel
networks as compared to single-channel. It is observed that throughput increases
from 25 to 112.7 TPS at a transaction rate of 150 in dual channel, making the
system more efficient such that it can handle more load efficiently as compared to

a single channel. Similarly, the latency drops from 20.33 to 3.33 seconds, which
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Figure 6.10: Impact of different rate controllers on throughput and average
latency (sec)

improves the system performance significantly.
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Figure 6.11: Impact of number of channels on Throughput (TPS) and Average
Latency (sec)

Scenario 4: Comparative Performance Analysis with other relevant research:
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The performance comparison among the existing work 861 [119] and the suggested
work is presented in Table 6.2. It presents the performance comparison based on
the number of transactions completed in relation to time (sec). Table 6.2 clearly
demonstrates that the number of transactions completed, considering both write
and all transactions w.r.t time, has increased by three times from the existing work,

making the system capable of handling the higher load.

Table 6.2: Comparative Performance Analysis based on no. of transaction
completed in relation to time (sec)

Method — No. of write Transactions completed No. of all Transactions completed
Ref. | w.r.t. time(sec) w.r.t. time (sec)
Tanwar et al. (8] 500, 1000, 1000, 2000, 2000, Not Performed

3000 (approx.) at time (in secs)
40,60,80,100,120,140 respectively.

Kaur et al. [119] 618, 968, 1354, 1825, 2253, 2810 669, 979, 1238, 1783, 2049 at the time
(approx.) at time (in secs) 40, 60, 80, (in secs) 40, 60, 80, 100, and 120,
100, 120, 140 respectively respectively.

Proposed work 1983,2990, 2078, 2785, 3012, 2860 2001, 2098, 4000, 5000, 6001, 7001
(approx.) at time (in secs) 40, 60, 80, (approx.) at time (in secs) 40, 60, 80,
100, 120, 140 respectively 100, 120, 140 respectively.

c¢) Security Analysis of the Designed Framework

The proposed approach implements a dual-channel blockchain-based system
integrating two cryptographic algorithms, RSA and AES, for managing healthcare
data. In this section, the security analysis of the proposed framework is done to

verify its resilience to various types of attacks and provide security features.

e Sybil Attack: This is a type of attack in the P2P network where a node creates
numerous fraud identities to gain administrative power, control the network
and perform malicious activities. The proposed framework is resilient to such
attacks as the designed network is authorized. Only authorized and verified

individuals can participate in the network.

e Smart Contract Exploitation Attack: In this attack, the attacker finds
loopholes or vulnerabilities in the designed smart contract that contains

the application logic. In our work, the designed SCs are secure and
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resistant to exploitation because they are checked for vulnerabilities using

the Hyperledger Labs Chaincode Analyzer tool.

e Data Integrity and Immutability: Using blockchain technology helps achieve
data integrity and immutability. Since each transaction is recorded in the
ledger, it cannot be further modified and deleted; it helps in the audit trail
and prevents any entity from being denied for their actions performed in the

future, achieving a non-repudiation feature.

e Data confidentiality: The proposed system provides data confidentiality. As
patient data is encrypted using the patient’s RSA public key and can only be
decrypted by the patient with their corresponding private key, ensuring that
only authorized entities can access the confidential information. Similarly,
the patient’s medical reports are stored and shared using private data

collection, further enhancing data confidentiality.

e Access Control: In the proposed work, smart contracts and access control lists
are utilized to enforce access policies. Such that only authorized entities can
perform assigned tasks. For instance, doctors can create and encrypt patients’

records, and only lab technicians can add lab reports.

6.4 Chapter Summary

In this chapter, the framework is developed to address the existing security
and privacy challenges in managing healthcare data while improving querying
capabilities. In the proposed framework, the blockchain network with dual
channel and private data collection features is designed and implemented with
the consideration of various healthcare entities. Two cryptographic algorithms,
RSA and AES, are employed to secure the storage and sharing of EHR data. The
access control policies are employed using smart contracts and Access Control Lists

(ACLs) to ensure that only permitted entities can access the medical information
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and thereby protecting the system from malicious activities. In the end, the
experimental evaluation is done to check the system’s performance considering
transaction sizes, transaction rates, number of channels and rate controllers along
with security analysis. The results show throughput increases from 25 to 112.7
TPS at a transaction rate of 150 in dual channel, making the system more efficient
as compared to a single channel. Similarly, the latency drops from 20.33 to 3.33
seconds, significantly improving the system performance. Finally, it is concluded
that the proposed approach is highly capable of preserving security and privacy
standards while also assuring efficient management and accessibility of data in

healthcare applications.
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Chapter 7

CONCLUSION AND FUTURE
DIRECTIONS

This chapter provides the contributions and conclusions regarding the research
conducted on the integration of blockchain technology in the healthcare sector for
storing, securing, and querying healthcare data. Additionally, it discusses some
open issues that can be explored in future research. The research contributions
and their outcomes are discussed in Section 7.1, and future directions in this area

are presented in Section 7.2

7.1 Conclusion

The main aim of this work is to design and implement a framework for storing,
securing and querying healthcare data using blockchain. Blockchain technology is
known for its innovative structure, i.e., a cryptographically linked chain of blocks
within a cryptographic system. It offers high levels of security, data integrity,
and confidentiality while also supporting authentication, authorization, as well
as non-repudiation for applications requiring real-time processing. These essential
features are often not adequately provided by centralized systems. As a result,
blockchain technology emerges as a robust solution for delivering secure and
reliable services to decentralized networks, particularly in the healthcare sector.
This research thoroughly investigates various blockchain tools and techniques,
providing a comprehensive understanding of their applicability in the healthcare
sector. It identifies suitable technologies, such as Hyperledger Fabric, that offer

the flexibility, scalability, and security needed for managing healthcare data.
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The research conducts an extensive review of current blockchain-based EHR
systems. This review summarizes research work, and identifies research gaps,
challenges faced and possible improvements that can be further considered as

future directions.

To address some of the research gaps, a framework is proposed and developed.
This framework is developed in three stages. In the first stage, a permissioned
blockchain-based architecture involving multiple healthcare entities to store,
share, and query EHR data is designed and implemented. Further, the algorithms
in terms of smart contracts are defined to describe the functionality of various
entities like patients, doctors, TPA, etc. These algorithms utilized the chain
code concept to construct an access control mechanism for exchanging records,
enabling a complete view of patient medical history. In addition to this, for
storing unstructured medical data and for handling rich queries, a NoSQL
document-oriented database i.e, CouchDB as a state database, is used. Also,
a distributed off-chain storage, IPFS is used to improve the scalability of the
proposed framework by storing massive amounts of data off-chain and their
corresponding hash values on the Blockchain. Consequently, it eradicates the
central authority and mitigates the risk associated with the single point of failure.
The integrity of the system is ensured by a tamper-proof, immutable ledger
which prevents unauthorized users from altering it. Hyperledger Caliper tool is
utilized to evaluate the performance of the system for different configurations
based on transaction rates and several transactions. The experimental findings
show that throughput decreases slightly with the increased peer size during
simulation. Thus, the system is scalable, and further performance can be improved
by tuning parameters. Further, the system is also evaluated for the handling of
complex queries with examples. Also, the comparison between different types
of transactions is done by varying batch times. There is a significant increase in
throughput and a decrease in latency for both active and query transactions by

varying the batch time.
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During the second stage, the IB-PRE algorithm is utilized to improve the privacy
and security of the healthcare data. The implemented IB-PRE algorithm ensures
the secure sharing of records while preserving privacy by avoiding the exposure of
private keys. Further, the IB-PRE algorithm is used to share EHRs in a safe manner,
where a proxy node retrieves requested data from IPFS, performs re-encryption,
and returns the re-encrypted data to the requester, thus ensuring user privacy and

data integrity.

In the third stage, the framework implements a dual-channel architecture
combined with two cryptographic algorithms, i.e. RSA and AES, to provide
the security and rapid retrieval of healthcare information. These encryption
techniques deliver safe data transmission via RSA and efficient data storage
via AES, offering a secure mechanism to prevent unauthorized access and data
breaches. In addition, the concept of private data collection is incorporated to
securely store confidential patient information, guaranteeing privacy, security and
limited access. Also, an ACL is defined for different users to implement access
permissions, i.e., grant and revoke access to viewers while sharing information.
This design facilitates efficient data management as well as confidential and secure

communication.

Finally, the proposed framework is tested and validated by conducting a qualitative
assessment of the designed contracts to ensure proper functionality and interaction
among various components. The system’s performance is evaluated for different
scenarios, including varied transaction loads, transaction types, number of
channels, etc. Experimental results indicate that throughput increases from 25
to 112.7 TPS at a transaction rate of 150 in dual channel, making the system
more efficient as compared to a single channel. Similarly, the latency drops
from 20.33 to 3.33 seconds, significantly improving the system performance.
Two vulnerability assessment tools, namely Chaincode Analyzer and Oyente, are

utilized for conducting security analysis of the proposed framework. In addition,
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the effectiveness and efficiency of the proposed framework are assessed and
compared with existing related works. The evaluation metrics include security
attack resistance, features offered, scalability, transaction throughput, and latency.
In conclusion, the proposed framework is highly capable of preserving security
and privacy standards while also assuring efficient management and accessibility

of data in healthcare applications.

7.2 Future Directions

The research work described in this thesis opens up several promising future
directions for further research. The proposed framework can be leveraged in
various applications beyond the immediate scope of this study. Here are some

of the notable applications based on the future directions outlined:

Making the technology accessible to healthcare providers and administrators
without any technical expertise can be accomplished through user-friendly
interfaces. This application is indispensable in practically employing blockchain
in day-to-day healthcare tasks such as appointment scheduling, access to patient
records, and real-time health monitoring, among others, for an uninterrupted user

experience.

Advanced privacy techniques, including homomorphic encryption and differential
privacy, can be used to further enhance the security of applications in research and

clinical trials where patient confidentiality and data integrity are paramount.

Integrating Blockchain’s security features and AI/ML capabilities can improve
healthcare by facilitating early diagnosis of diseases, tailoring treatment strategies,

and employing predictive analytics for health outcomes.

Incentive-based approaches can be employed to promote health data sharing and

wellness programs by rewarding participants with tokens or other incentives and
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supporting public health initiatives.
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