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Abstract

Fingerprints are by far the most popular biometric features in authentication systems
because of their capability to satisfy implementation specifications. Throughout the
last two decades, exploration in fingerprint-based authentication systems has observed
incredible development. Lately, fingerprints are already employed to authenticate
individuals remotely enabling them to access a system. For example, smart phones
now have an embedded fingerprint scanner to authenticate a user. Although
fingerprints are now being used extensively to protect information as well as for the
process of authentication, even the biometric systems are vulnerable to attacks. Some
of these attacks may be targeted to the system while other may be carried out with the
intention of stealing biometric information of users of the biometric systems. Due to
the value of biometric information in recent times, it must be ensured that the
biometric information of the users stored in the system is secure and even during a
case of a break-in, the users and their information is protected. There has been some
research in this area and certain promising methods have been proposed to secure the
biometric information in a biometric system. In this thesis, we present such a
technique that can be potentially used to protect the biometric information of the

users.
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Chapter 1

Introduction

During the late nineteenth century, Alphonse Bertillon, a policeman of French
origin is known to be the first person to identify a person on the basis of his
anatomical and behavioural features. He also manufactured tools, collectively
known as Bertillonage system, in order to identify repeat offenders. This system
involved measuring certain traits of person including length of head, breadth of

head, and length of fingers as shown in Fig. 1.1.

Figure 0.1 Bertillonage System Instructional Diagram

1|Page



After Bertillonage system, Galton [1], Herschel [2] and Faulds [3] noticed that the
patterns present on the fingertips of an individual are significant and can be used to
identifying an individual from another. Their studies proved to be the ignition point
for the development of the fingerprint matching systems that were reliable enough to
replace the less accurate Bertillonage System. The fingerprints in such system were
manually matched by fingerprint experts but with the advancements in the computing
technologies, efforts were started during the 1960’s to automate the whole process
(acquiring, matching and storing) of fingerprints [4] ,[5]. Alongside fingerprints,
systems were also being developed to automate the process of matching other
anatomical traits such as face [6], palmprints [7], iris [8], etc. These traits which are
capable of identifying a person uniquely are called biometric traits and the science of

acquiring, storing and matching such traits is known as biometric recognition.

With the advancement in techniques and tools to process biometrics in real time, we
now have the ability to use biometrics as a mean of user authentication. Biometrics
are now being used in real life applications like computer system log-ins, Aadhaar
card validation, and even college registrations. All of these applications required the
user to either remember a password or carry some tokens like smartcards or NFC
cards in order to identify themselves. Biometrics have got many advantages over
these traditional security methods. Unlike passwords, Biometrics are a part of an
individual and cannot be stolen. Also, since biometrics are something that you are, we
need not to carry something alongside to prove our identity. At present, such
biometric recognitions systems are being used extensively in government as well as

private sectors.

1.1. Biometric Recognition Systems
A biometric recognition system is a system based on pattern recognition that

specialises in recognizing individuals on the basis of their biometric traits.
These traits may be any of the following: fingerprints, palmprints, iris, face or
even a mixture of any of these traits. Any biometric recognition system
basically consists of four modules. Each of these modules is responsible for a

certain task. These tasks are:

i) Capturing samples of biometric trait.
i) Extraction of features from the captures sample.

i) Strong the extracted features into a system database.
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iv) Matching the features from a biometric sample with samples enrolled

in the database of the biometric system.

The steps involved in biometric enrolment and biometric matching have been

illustrated in Fig. 1.2. and Fig. 1.3. respectively.

User Biometric Sensor Feature Exiractor System Database

Figure 0.2 Biometric Enrolment Process

User Biometric Sensor Feature Extractor Feature Matcher System Database

Match/Non-Match

Figure 0.3 Biometric Matching Process

Some of the terminology related to a biometric system:

Biometric trait: As discussed above, biometric trait is an anatomical or
behavioural trait that is being used for processing and matching the
identification of a person. Examples are fingerprint, iris and face.

Biometric instance: Biometric trait’s specific instance like left eye or left
middle finger.

Biometric sample: The snapshot or image biometric instance of an
individual as captured by the biometric sensor.

Biometric template: The storage of the features extracted from the
biometric sample of an individual.

Biometric query: A biometric sample provided by an individual for the
process of identification or verification. Biometric template is extracted from
this sample and matched against the templates that are already stored in the
system database.

System threshold: The minimum limit imposed on the result of the
matching process in order to decide if the query can be considered a genuine

query or not.

A biometric system usually operates in two modes. These modes are:
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Identification: In the identification mode of operation, the user provides only a
biometric signature to the system without claiming any identity. This signature
is passed through the extraction process to obtain the biometric features of the
signature. These extracted features are then matched with all the available
templates stored in the database. If the features of a query signature match any
of the stored templates, a match is declared; otherwise the system declares a
non-match. In addition to the result of the matching process, the identity of the
user may also be displayed. This mode of operation is useful when we need to

find the identity of a person from a sample of a biometric.

Verification:  In verification mode of operation, the user himself provides his
identity along with a sample of his biometric signature. This biometric signature
is then passed on to the extraction phase to obtain features that are unique to the
signature. These features are then matched with the features that are stored
against the identity that is claimed by the user. If the matching process is a
success, the user is granted access and denied otherwise. Most of the
commercially used biometric systems operate in verification mode. This mode
of operation is generally used when we need to verify that the person

demanding authorization is actually the person that has the authorization.

1.2. System Vulnerabilities
Biometric recognition systems are a huge step forward to traditional security

systems but even these systems are prone to security issues. The issue may be
due to a deliberate attack by an intruder or an inadvertent security lapse but it
can lead to a forced access to the system, denial of service to users or theft of
the biometric data of the enrolled users. These types of security lapses usually
occur because of factors belonging to one of the following categories: intrinsic
failures, administrative privileges, non-secure infrastructure, and access to

biometric data.

1.2.1 Intrinsic Failures
Due to non-rigid and genetic nature of the biometric traits along with the

variations in the imaging conditions, the captured biometric images and thus

features extracted from these images may result in variabilities. As an
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example, the fingerprint image of the same finger of an individual may result
in slightly different images and hence features. See e.g. Figure 1.4. where
two very different fingerprints obtained from the same finger are shown.
These variations may lead to incorrect decision during the process of
template matching. Such kind of failures are usually determined by metrics
such as false acceptance rate (FAR)and false matching rate (FMR).

printed.

FMR quantifies the false matching rate while FAR quantifies the frequency
with which an intruder was provided access to the system.

Further, if the quality of the image acquired from the user during the time of
matching is not acceptable, the system would practically be unavailable for
the user. An example would be a user wearing a band-aid on the registered
finger while trying to authenticate himself using a fingerprint recognition

system.

1.2.2 Administrative Privileges
The system administrators mostly have the authority to make an exception in

case a person is incapable of identify him/her using the required biometric
traits possibly due to an injury or disease. This intruder can abuse this
functionality of the system by colluding with or by coercing the system
administrator in order to gain access to the system. In another scenario, the
intruder can also be given access to the system by an enrolled user. The

enrolled user may do this willingly or unknowingly (e.g. Biometric door lock
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system). In order to limit such scenarios, the administrators of the system
should be made anonymous and the users accessing the system should be

logged carefully.

1.2.3 Non-Secure Infrastructure
The hardware infrastructure of the system can also be exploited by the

attacker. Such attacks are categorized into four main categories:

1.2.3.1 User Interface Attacks
A biometric system usually has of a user interface that comprises of a

biometric sensor that acquires the biometric signature from the user and
passes the information to the feature extraction module. An adversary can
damage this biometric sensor with the intention of gaining access to the
system by some other less secure authentication methods. The intruder
can also try to replicate the biometric trait of the legitimate user in order to
gain access to the system. In case of an identification system, the intruder
may also try to modify his personal biometric signature so as to avoid
being identified with his enrolled template.

In order to minimize the impact of such results, the sensor should be made
robust to any attempt that is made to damage the sensor. Also, the liveness
detection techniques can be implemented in order to detect spoof

biometrics.

1.2.3.2 Module Interface Attacks
In case of an insecure communication channel between the modules, a

man-in-the-middle attack can be staged by an adversary to intercept or
replace the information that is being transferred from one module to
another. Such an attack can help the adversary to obtain the biometric
information of an enrolled user or inject some malicious information of
himself to change the stored information in the system. The first case

would allow the adversary to access the system as a legitimate user
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without raising any alarms while the second case would allow the
adversary to bar any legitimate user from accessing the system.

Such attacks can be avoided by encrypting the information before it is
being transmitted from one module to another.

1.2.3.3 Attacks on software modules
A system module can be damaged by an attacker by injecting a virus that

provides the attacker with the ability to change the output of the module
according to his desires. If an attacker is familiar with the architecture of
the system module, he can also leverage from any arithmetic loopholes
that may be present in the software. An example would be where a system
is unable to activate the matching module for a few second after an
outage. An attacker can exploit such a loophole to gain illegitimate access
to the system.

Such attacks can be avoided by studying the system thoroughly and

analysing and securing all the possible entry points into the system.

1.2.3.4 Attacks on the template database.
If the template database in unsecured and un-encrypted, the attacker can

replace the biometric template of a legitimate user with his own so as to
gain access to the system. Also, the attacker can extract the biometric
template of a user and generate a spoof biometric trait by using a template
inversion technique. This spoof biometric can then be used at any place

where the original user had registered using that biometric trait.

1.2.4 Access to biometric traits
The last vulnerability of a biometric system arises from the fact that all the

biometric features that are used in such systems are not a secret and hence
can be covertly captures without the knowledge of the user. This captured
biometric data can be used for a number of nefarious purposes as explained
in Section 1.3. Although it is not very difficult for an adversary to access
biometric traits of individuals in public, it is usually difficult to ascertain the

digital identity of the person whose biometric data has been captured.
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Furthermore, it is usually easier and safer for an attacker to hack into a
system database and obtain biometric information about a large number of
individuals along with their identifying information. The security of
templates stored in the biometric systems is thus important.

1.3. Template Compromise Consequences
An adversary can use the information obtained from the system database in a

number of ways.

1.3.1 Database Linkage
If an attacker is able to obtain templates from more than one databases, he

can check if two set of templates belong to a single person. This provides the
attacker with the ability to track the user. Also, the enrolled user may have
different information related to him in different databases. If an adversary is
able to link all these databases that use the biometric signature of the user, it

may enable him to prepare for a serious identity theft attack.

1.3.2 System Intrusion
An adversary can obtain access to a biometric system with the help of a

stolen biometric template by three methods: spoof construction, template
replay and targeted false accepts.

Spoof construction: As discussed in the previous section, an adversary can
use one of the various template inversion techniques to regenerate a replica
of an original biometric trait and use this replica to gain access to any system
where original user is enrolled.

Template replay: The adversary can implant the compromised signature into
another system where the user whose biometric has been stolen is already
enrolled. This would allow the adversary to gain access to the second system
too.

Targeted false accepts: If the user has access to the system database, he can
replace the biometric template stored in the database with his own. This
would provide the adversary to easily masquerade as the legitimate user and

access the system illegitimately.
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1.4. Biometric Template Protection Techniques
Traditionally, digital data is protected with the help of passwords, however, in

the case of biometric templates, protection using passwords is not the best
approach. First, biometrics are used for the sake of convenience. So,
remembering passwords in order to decrypt the biometric templates undermines
the convenience provided by the biometric systems. Second, the strength of
security that a password provides is not enough to protect biometric templates.
In order to properly secure data, the password needs to be lengthy as well as
complex which again conflicts with the convenience aspect of the biometric
systems.

A number of hardware as well as software solutions have been proposed for the
protection of the biometric templates. The hardware solutions mostly require
construction of a gapped recognition system. A system that does not have any
interaction with other networks or the internet. An example of such a solution is
a commercial product known as privaris PlusID [9]. In this product, all the
modules (sensor, matcher, database) of a recognition system are enclosed in a
single device. During enrolment, a template is generated by the biometric
sensor. This template is stored on the database that exists on the device itself.
During authentication, if the query captured by the biometric sensor matches the
template that is stored on the device, a key is transmitted to, say, an access
control system (e.g. a garage door) that can be opened or closed based on the
key that it receives. One of the main limitations of these hardware based
solutions is that they are expensive and inconvenient since the user has to carry

them and are susceptible to being lost.

Figure 0.5 Privaris PlusID
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In the software based techniques, the sensitive biometric templates are generally
combined with an external key, such as a password or a system generated
random number and resultant data is stored into a database instead of the
biometric template. It is expected that the resultant data reveals little
information about the original template. Based on the technique used for
matching, the software based template protection techniques can be classified
into three main categories: Encryption, Biometric cryptosystems, and Template
transformation. Figures 1.6.,1.7., and 1.8. show a schematic representation of

the three categories.

1.4.1 Encryption
In encryption based technigque, an encryption key is used to encrypt the

biometric template. This key is usually generated from a password when the
user is enrolled. During authentication, encrypted data that is stored in the
database is decrypted by using a related decryption key and the result is then
compared to the query template (see Fig. 1.6.). Encryption of the biometric
can be performed using two different techniques: symmetric encryption and
asymmetric encryption. Symmetric encryption, for instance Advanced
Encryption Standard (AES) [10], is in fact the most basic kind of encryption
in which the encryption and decryption keys are identical. When it comes to
asymmetric encryption, the encryption key is different from the decryption
key and it is hard to obtain one from the other. In this type of encryption,
since the encryption key could possibly be dumped right after encrypting the
biometric template, the intruder will never be able to swap the prevailing

template with his own even if he knew the decryption key.
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Figure 0.6 Schematic diagrams for enrolment(above) and authentication(below)

stages of encryption.

This is helpful in solving the issue of targeted false accepts explained in the

previous section. One of the main limitations of encryption technique is that

at the time of matching the decryption key is exposed each time and thus can

be easily stolen if the intruder is familiar with the system and its working.

The main advantage however is that any sophisticated matching algorithm

can be employed thereby preserving matching accuracy.

1.4.2 Biometric cryptosystems

This is the second software based technique for biometric template security.
In a typical biometric cryptosystem, the system obtains a so called secure
sketch or helper data using a key associated with the biometric data. This
specific helper data will not expose any details regarding the biometric

template.
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Figure 0.7 Schematic diagrams for enrolment(above) and authentication(below)

stages of Biometric Cryptosystems.
While in authentication, data from the query template is used to get original
biometric signature stored in the database. This is done with the help of
helper data and the precise restoration of the original biometric data is
validated in order to authenticate a user (see Fig. 1.7.).

Transform
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<
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Figure 0.8 Schematic diagrams for enrolment(above) and authentication(below)

stages of Template Transformation.

One of the advantages of this technique is that the retrieval of the original

biometric data enables a system architect to use this data as an encryption
key in another cryptosystem.
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Encryption

Biometric Cryptosystem

Template Transformation

Description

Encryption of template;
decryption before

authentication

Bind a key to biometric to
obtain secure sketch;
recover key or original

biometric for verification

Transform template using
password; query also

transformed before matching

Match Criteria

Score (Original Biometric)

Key recovery

Score (Transformed

Biometric)
Access to Biometric During Authentication After accept decision Never
attempt
User’s Responsibility Provide biometric Provide biometric Provide biometric and
password
System’s Responsibility Key storage Keep key safe after accept None
decision
Main Advantage Performance Provides key management Non-linkability
Main Disadvantage Key management Linkability Weak security

Table 1 Characteristics of software based template protection techniques.

1.4.3 Template transformation

In this technique, the biometric template is transformed with the help of a

user specified password at the time of enrolment. This transformed template

is stored in the database. At the time of authentication, the same password is

used to transform the query template before matching it with the stored

template (see Fig. 1.8.).

This technique usually makes use of geometric (planer or polar)

transformations involving projections onto a new space which is determined

by the user specified or system generated password applied to the biometric

features. One of the advantages of this system is that the biometric data is

transformed on a personal device and only this transformed data is sent for

matching. Hence, the original biometric data of the user is never at risk.

The techniques discussed above are independent in nature and can even be
used in combination with each other. A biometric template can first be
protected using a biometric cryptosystem or transformation and then saved in a
database after encryption.

techniques are discussed in Table 1.

Various distinctive characteristics of these
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1.5. Fingerprint Biometric
Fingerprint Recognition is a widely used method for biometric verification and

identification. This is because of the fact that Fingerprints of an individual are
unique, permanent and is always with the individual. Fingerprint identification
is used an essential application in forensic and criminal investigations.
Fingerprint features known as minutiae points are the ground for most of the
modern fingerprint recognition systems. These features are essentially what
provides a fingerprint its uniqueness. Hence these are minutiae features should
be marked accurately for the recognition process to be successful. However,
fingerprint images scanned from the scanners are prone to corruption due to
inconsistencies at the time of scanning like scars, humidity, dirt and non-
uniform contact with scanning device. Thus, we need to pass the acquired image
from a series of image enhancements before the minutiae features can be
extracted. The most critical step in the process of fingerprint matching is the
extraction of minutiae from the acquired fingerprint images. Rest of the process

of fingerprint matching is highly reliant on this step.

1.5.1 Fingerprint and Minutiae
A fingerprint is an impression left by the frication ridges of a human finger.

An individual’s fingerprint contains a distinct pattern of ridges and valleys. A
ridge is a single curved segment on the human finger whereas a valley is an
area between two adjacent ridges. So, the dark areas of the fingerprint are
called ridges and white area that exists between them is known as valleys
(see Fig. 1.9.).

Figure 0.9 Fi‘ngerprint Image
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1.5.2 Minutiae Points
Minutiae points, the prominent features of a fingerprint are used in the

process of matching fingerprints. These minutiae points are also used to
examine the uniqueness of the acquired fingerprint. The quantity of the
minutiae points obtained determines the quality of a fingerprint image. A
good quality fingerprint image must have 25-80 minutiae points.
A Minutiae point defined as the point where the ridge lines either end or
fork. These minutiae points can be of many types. These types are (see Fig.
10):
e Ridge ending — points where ridge ends.
e Ridge bifurcation — points where a ridge branches out into multiple
ridges.
e Ridge enclosure —when a single ridge bifurcates and then reunites to
continue as before.
e Ridge dots — very small ridges.
e Ridge islands — a short ridge in between two ridges.

e Bridges — a ridge that runs between two parallel ridges.

,"'—w —
N g Ridge Island
i —m—

Q Ridge Ending
[

m Ridge Dot

MY Ridge Enclosure
-~

%ﬁ Ridge Bifurcation

Figure 0.10 Common Minutiae Points

Ridge endings and Ridge bifurcations are known as the level 2 minutiae
points. These are most commonly used minutiae points since they require
intermediate level of quality. Rest of the minutiae points are known as level 3
minutiae points. These are based on a combination of the level 2 minutiae
points and require very high-quality fingerprint image in order to be

extracted accurately
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Chapter 2

Fingerprint Recognition Process

Fingerprints recognition is just not a straightforward process. It requires a great
deal of algorithms as well as procedures such as image processing, feature
extraction and matching. The fingerprints representations are often in a grey scale
images. Because of some unforeseen external conditions, the image may have
noise. The noise is easy to remove with the process of filtering that boost the image
quality. The first step which must be performed is always to prepare the image for
the features extraction. Once the features have been extracted, the template is

stored in order to perform the matching process.

2.1. Pre-Processing
This part includes the process that needs to be performed before actual feature

extraction is done. These steps are essential to make the fingerprint image more
suitable for feature extraction. Such steps enhance the image for better feature

extraction. Pre-processing steps include:

2.1.1 Local ridge orientation
A ridge forms an angle e with the horizontal axis. This angle is known as the

local ridge orientation. The fingerprint is represented in the form of a two-
dimensional matrix of pixels. Rather than calculating the orientation in each
and every pixel, the image is split up into little individual regions and the
angle formed by these regions with the horizontal axis describes the local
ridge orientation. Graselli in 1969 used a matrix D which contained elements
that symbolize the local orientation of the ridges to define the fingerprint
orientation of the image. Every element e;; (see Fig. 2.1.), related to the node
[i,j] of the square-meshed grid positioned on the pixel [xi,yj], indicates the
average orientation of the fingerprint ridges in a neighbourhood of [xi,yi].
The value of r;; displays the actual dependability of the orientation. The value
rij is minimal for noisy areas and substantial for high quality areas in the

fingerprint image. This local orientation field is used for further calculations.
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Figure 0.1 Local Orientation Field

2.1.2 Segmentation
This process is utilized by a few of the algorithms. Segmentation does not

include the separation of ridges from valleys. Instead, segmentation is the
technique to distinguish the background area from fingerprint image
area(foreground). This process is needed only if the image has been acquired
by a touch-based sensor. In case of sweep based sensor, such operations are
not required.

Figure 0.2 Fingerprint image before (left) and after (right) segmentation

Segmentation generally includes a threshold in order to check if the area lies
below that threshold or not. This can be done by using a globally fixed
threshold or a local adaptive threshold. Segmentation can also be performed

based on the orientation field estimation. The certainty level of a block’s
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orientation field is used to quantify how much the orientation filed of the

block agrees with the pixel gradient orientations.

2.1.3 Enhancement
In order to get best results, all the procedures included in the fingerprint

recognition systems require a sample i.e. fingerprint image that is of high
quality otherwise, the minutiae points cannot be properly extracted. Such a
situation may result in an unreliable system. The image resolution required
for a system is usually pre-defined in order to avoid future problems. For
example, a resolution of 500 x 500 pixels is usually defined by most the
professional systems that are used by government authorities.

A quality check is always performed after acquiring the fingerprint image.
During enrolment, this is done to make sure that no bad quality fingerprints
are used to store templates as it may result in variations in the stored and the
actual query template. If an image is not of adequate quality, the fingerprint
enrolment is performed again until a high-quality fingerprint is acquired.
During the process of identification, quality check is performed to make sure
the query template is generated is of good quality as else it would result in
wastage of system resources as no suitable match will be found for such a

template.

Figure 0.3 Good quality fingerprint image(left) and Bad quality fingerprint(right)

Fig. 2.3. and Fig. 2.4 display the different quality fingerprints.

A large number of procedures are available to enhance an image but the ones

preferred by most researchers are normalization, histogram processing, contrast
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stretching or Fourier transform. Jain and Wan [11] in 1998 proposed a

normalization algorithm to define the value of the new pixel.

Il y] = {mﬂ +U[x, ¥] = m)2 v /v
' mo —+/ (I[x,y] — m)%.vo/v

Where m and v represent image values and vo and mgrepresent values after

normalizing the pixel.

2.1.4 Binarization and thinning
After the process of enhancement, the image is ready for minutiae extraction.

Many of the minutiae extraction are based on a binarized image. In order to
obtain a binarized image, the process of binarization is performed. This
results in an image which is black and white. After binarization, another step
called thinning is performed. This procedure helps to slim down the ridges of
a fingerprint right to the skeleton form i.e. one-pixel wide. Fig. 2.5. shows a

fingerprint image before and after the processes of binarization and thinning.
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Figure 0.4 Greyscale image (left), binarized image (centre) and thinned image(right).

2.2. Minutiae Extraction
Minutiae extraction is the process of finding minutiae points from a fingerprint

image. This is considered the most important step since the steps of enrolment
and matching can only be as successful as the process of minutiae extraction.
Minutiae are detected by scanning the binary image for ridge endings and
bifurcations. These scanning patterns are executed both width wise and top to

bottom. The 2x3 pixel structure is needed in order to scan the binary image.
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Patterns displayed in Fig. 2.6. demonstrate process of discovering the minutiae
points inside the binarized finger-print impression. The first two patterns

represent endings of ridges while others represent bifurcation of ridges.

1.Ridge Ending 2 Ridge Ending 3. Bifurcation 4. Bifurcation 5. Bifurcation

(appearing) (disappearing) (disappaaring) (appaaring) (disappearing)
f. Bifurcation 7. Bifurcation 8. Bifurcation 9. Bifurcation 10, Bifurcation
[disappearing) (appeanng) (appeanng) (disappeaning) {appearing)

E * *

Figure 0.5 Patterns used for minutiae detection

The particular coordinates as well as orientation of every ridge endings as well
as ridge bifurcations are crucial to obtain best results during fingerprint
matching. Orientation of a minutiae point is defined in the form of degrees. The
angle between the line projected from the minutiae point and the horizontal axis
represent the orientation of the minutiae point. The horizontal axis represents

zero degrees and increases counter clockwise (See Fig. 2.7.).

Figure 0.6 Minutiae Orientation

Minutiae points detected using the pixel patterns may comprise of genuine and
fake minutiae. The amount of inaccurately discovered minutiae could be

reduced in post-processing phase using the aid of quality factor.
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Figure 0.7 Genuine and fake minutiae points

2.3. Post Processing
Minutiae points that are discovered in Minutiae extraction phase may contain

some false minutiae points. The amount of inaccurately discovered minutiae is
dependent upon the standard of the fingerprint. These kinds of fake minutiae
must be filtered to eliminate as many fake minutiae as is possible devoid of
eliminating genuine minutiae. The unnecessary minutiae within the fingerprint

tend to be of the type:

2.3.1.1 Adjacent Minutiae Points
2.3.1.2 Minutiae points near border of the image.

2.3.1.3 Bridges, break, hole, spike as displayed in Fig 2.9.

N e

(@ (b) (c) (d) (e) {f

Figure 0.8 Broken ridges, bridges, short ridges, and holes

These kinds of fake minutiae could potentially cause problem in the course of
matching. Eliminating all of fake minutiae one by one is time consuming as
well as complicated. That is why quality of every minutiae is usually calculated.
Initial reliability measure is computed depending on pixel intensity statistics

inside the immediate locality of the minutiae point. The dimensions of this
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locality are set to some pixels and the reliability of the minutiae point is

calculated depending upon this neighbourhood minutiae calculation.

Figure 0.9 Image with false and real minutiae (left), image with read minutiae with green “0”

and fake minutiae with red “+” (right)

2.4. Fingerprint Matching
Fingerprint matching can be a challenging method because of quality

disparities in the fingerprint image obtained from the identical person over
time. All these disparities are usually because of shifting skin situations,
disturbance, glitches induced in the course of extraction. A few of the

techniques used for fingerprint matching are:

2.4.1 Correlation-based matching
A pair of fingerprint images (usually one is stored in database and other that

is query image) are actually superimposed and the relationship (on the
intensity stage) among similar pixels is normally calculated for various
alignments. This technique is usually good at attaining better outcomes in
comparing fingerprint templates during the authentication process. Great
matching precision can be acquired using this approach. In this technique
grey-level data is obtained to perform fingerprint matching [12].

Correlation dependent technique could be the substitute technique if the
fingerprint impression is simply not good, in this particular scenario
extracting minutiae might result in glitches or fake minutiae’s. Even so,
correlation centered technique can't be applied to a variety of applications

because of its significant effort required for its computation.
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2.4.2 Minutiae-based matching
A Really reliable algorithm is definitely the adaptive elastic string matching

algorithm. This algorithm initially picks two similar minutiae point from the
stored template as well as the query impressions. This set of minutiae are
known as the reference minutiae. The algorithm utilizes three features of the
lined-up minutiae to get matching. These features are: the distance from
reference minutiae also known as the radius, relative angle to reference
minutiae called the radial angle and the local direction of the ridge known as
the minutiae direction. This algorithm signifies the source template as a
minutiae thread. The string expression is normally acquired simply by using
radial angles to impose a linear ordering on a minutiae point. A String
matching algorithm is then used to match the ensuing input and the query

minutiae string.

2.4.3 Ridge feature-based matching
Ridge feature maps are also utilized for fingerprint matching [13]. This

method employs orientation as well as frequency material, eradicates the
requirement of minutiae extraction. Although minutiae extraction is usually
hard for fingerprint impressions of low quality, various other attributes of the
fingerprint related to the ridges like shape of ridge, frequency and local
orientation could be extracted a lot more dependably as compared to
minutiae. The methods that belong to this category assess fingerprints with

regards to characteristics extracted using the ridge pattern.
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Chapter 3

Literature Survey

3.1. Minutiae Extraction Techniques
The Technique used for minutiae extraction is usually based upon the quality of

the fingerprint images acquired. If quality of a fingerprint is low, we need to

enhance the fingerprint image in order to make the extraction process accurate.

Minutiae

Extraction
Techniques

| |
Grayscale

Binarized

Fingerprint
Images

Fingerprint
Images

I 1 1

1
Unthinned Thinned Binarized Ridge Line
S Fuzzy Based -
Binarized Images Images Following Based

[
[ | |

Run Ridge Flow and .
Chaincode Based Crossing Number Morphology
Based Based

Representation Local Pixel
Figure 0.1 Minutiae Extraction Techniques

Based Analysis Based

3.1.1 Unthinned Fingerprint Images
There are three methods of minutiae extraction for Unthinned Fingerprint

Images. These are:

3.1.1.1 Chaincode Processing
In this technique, transitions from white background to black foreground

are identified by scanning the Binarized fingerprint image from top to
bottom and from left to right. These transitions are then expressed as an
array of contour elements by tracing the contour counter clockwise and
each element represents a pixel on the contour. The chaincode
representation of object contours and pixel images can then be recovered
from this chaincode of contours. This is done by tracing a ridge line
counter clockwise on contour array; a minutia is located when the ridge
line takes a large left turn. In the same way, if a trace on the contour array

makes a right turn a bifurcation minutia is detected.
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3.1.1.2 Run Representation
This method is useful when one wants to quickly extract the minutiae

points from the binary fingerprint image without going through the
process of thinning. A deluge of runs after the run-length encoding is used
to represent the fingerprint images. Characteristic runs are then detected
by checking the runs’ adjacency. Some of the characteristic runs might not
be true points so some kind of geometric constraints are applied while
checking the validity of the characteristic runs. The image is first pre-
processed in order for its enhancement. The image is then separated from
the background by segmentation and normalization in order to get a

predefined mean & variance.

= %—‘ $
;/—;13\ = Ridge Ridge Binarization S
ﬁ —®| Orientation * Frequency —» with Gabor |—»"/ _
7 TN Estimation Estimation Filter 7, AN
Minutiae < Checking ] Run-Length le—! Vertical le—] Horizontal
Extraction Adjacency Rules Encoding Raster Scan Raster Scan

Figure 0.2 Minutiae extraction using run-length encoding

The local orientation and the orientation of the ridge is calculated around
each of the pixels and then the gabor filter is applied. This results in
contrast between foreground and background as well as noise reduction.
These steps are followed by image binarization which is done by selecting
a threshold value. After threshold value has been set, pixels with value
greater than threshold are considered white and all other pixels are
considered black. This method is considered very efficient as it reduces

memory space as well as speeds up processing time.

3.1.1.3 Ridge Flow and Local Pixel Analysis
This method is a square based method that is used to extract minutiae

images that are binarized but not thinned. This is done by creating a 3X3

mask around each pixel in the fingerprint image. The average of this mask
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is then computed. The pixel is treated as an ending if the calculated
average is less than .25. Also, the pixel is considered a ridge bifurcation if

the calculated average is greater than .75.

3.1.2 Binarized Thinned Images
In this type of Minutiae extraction techniques, the fingerprint image is pre-

processed for enhancement. Firstly, segmentation of the image is done
which is followed by binarization. The thinning process follows the
Binarization. The thinning process iteratively removes pixels hence thinning
the ridges until the ridges are just one-pixel wide. Minutiae extraction is then
performed on the image which has been enhanced, binarized and thinned. A
post processing stage is performed after minutiae extraction to make sure no
false minutiae points are selected. Two common categories of Binarized

thinned image minutiae extraction are:

3.1.2.1 Crossing Number
Crossing number is the most frequently used minutiae extraction

technique in the binarized thinned category. Various techniques for

minutiae extraction belonging to this category are available in literature.

Py Ps P,
Ps P Py
Ps P7 Ps

Figure 0.3 Minutiae extraction using Crossing Number
This method is commonly used because of its computational efficiency as
well as simplicity [14]. This method uses a skeleton image with eight-
connected ridge flow pattern. The local neighbourhood of every ridge
pixel is scanned using a 3 X 3 window to extract the minutiae points (fig.

3.3). The Crossing Number (CN) value is then computed:

8
1
CN == P = Pl
i-1

The CN number is half the sum of the differences between pairs of

adjacent pixels in the eight-neighbourhood.
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Figure 0.4 Binarized Ridge

0 0 0

0 1 0
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Figure 0.5 Isolated Point (CN=0)

0 0 0
0 1 1
0 0 0

Figure 0.6 Ridge Ending Point (CN=1)

0 0 0
1 1 1
0 0 0

Figure 0.7 Connective Point (CN=2)

0 0 1
1 1 0
0 0 1

Figure 0.8 Bifurcation Point (CN=3)

1 0 1
0 1 0
1 0 1

Figure 0.9 Crossing Point (CN=4)

Using the CN Number (Fig 3.4-3.9), the pixel on the ridge is then

classified as either an ending, bifurcation or just a non-minutia point.

3.1.2.2 Morphology Based
This technique uses the mathematical morphology with which the image

is pre-processed in order to reduce the efforts required in extraction during
the post processing stage. Spurs, bridges etc. are removed from the
fingerprint image by using Morphological operators and true minutiae
points are decided by hit or miss of morphological transform. These
morphological operators are shape operators which help in the process of
shape manipulation so as to identify and also to compose objects and their
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features. This kind of technique helps in developing structuring elements
for different minutiae types of a fingerprint image which are again used by

hit/miss transform in order to extract valid minutiae points.

3.1.3 Grayscale Fingerprint Images
There are number of techniques to extract minutiae directly from grey

fingerprint images without going through the process of thinning and

binarization. Advantages of this extraction techniques are:

e Binarization may result in loss of information.
¢ Binarization and Thinning consume a lot of time.
e Binarization and thinning can add variety of spurious minutiae.

e Binarization techniques are not very useful for low quality images.

3.1.3.1 Ridge Line Technique
This Technique proposes extraction of minutiae points directly from

grayscale images by tracking of the ridge lines. This is done by ‘sailing’
using the local orientation field. At each step, this technique tries to
locate, a local maximum which is relative to a section orthogonal to the
direction of the ridge. Thus, a ridge line’s polygonal approximation can be

obtained by connecting the consecutive maxima.

Figure 0.10 Ridge Line Technique

3.1.3.2 Fuzzy Based Technique
A grayscale image is observed to have two distinctively different levels of

grey pixels. The pixels with darker levels constitute ridges while the

lighter pixels constitute valleys or furrows. These levels are modelled
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using fuzzy logic and appropriate fuzzy rules are applied to extract the

minutiae accurately.

3.2. Fingerprint Template Protection
With the proliferation of biometric recognition systems, an attacker’s benefit

in staging a system compromise is also increasing and thus is the need to
ensure system security and integrity. The techniques to defend the biometric
templates are categorized into two primary groups: biometric cryptosystems
and Template transformation techniques. While bio- metric cryptosystems
permit restricting a protected key to the biometric information to acquire a
secure sketch from which no data in regards to the biometric information or
the key can be recouped, Template transformation techniques non-invertible
trans-form the biometric template with the client's password. Two main
examples of Biometric crypto-systems are: Fuzzy vault and Fuzzy
commitment. In fuzzy vault systems, the fingerprint templates are stored in the
form of a set of points whereas in fuzzy commitment systems binary vectors
are used to store fingerprint templates. Linear error correcting codes are used
in fuzzy vault as well as fuzzy commitment methods. Consider a linear error
correcting code of length {n (number of symbols in the codeword) and rank Ck
(number of symbols in the secret key). Any combination of errors e and g
erasures can be corrected by a linear error correcting code as long as it satisfies
(gt2e+1) < Dmin, Where Dpin represents the minimum distance between code-
words, when a biometric cryptosystem uses such a code the secure sketch can
be decoded as long as (¢n — Dy + 1)symbols in the biometric feature vector
can be guessed correctly and the remaining (Dmin— 1) symbols are treated as
erasures. If the selected error correcting code is maximum distance separable
(i.e., it satisfies the Singleton bound), then (Dyin— 1) = (£ — £).
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Figure 0.11 Fingerprint Template Protection Techniques

3.2.1 Fuzzy Vault Systems
In Systems such as Fuzzy vault, templates are not actually stored in any

database. Instead, the original template is first transformed and then this
transformed version is saved by using cryptography (See Fig. 3.12 and Fig.
3.13). [15] Describes such biometric cryptosystems as well as their issues

and challenges. The brief introduction about fuzzy system is given by [16].

3.2.2 Helper Data Systems
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Systems such as helper data were first proposed by J. Linnartz[17] which
was modified to [16] which include a higher degree polynomial to the
template whose input would include just minutiae points which are from the

genuine set of minutiae points.
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Figure 0.12 A schematic diagram illustrating encoding and decoding of a typical fuzzy vault scheme.

Using the work already done, Uludag [18] successfully proposed a way to
implement the methods of Juels et al [16] with the help of helper data [19]
and described that the helper data can successfully prevent information
leakage. The system comprises of three main parts, i) encoding and decoding
— Type of data that is being locked defines the size of the secret key S. In this
implementation, 128-bit symmetric AES encryption key was used.
Numerous candidate keys are created with the help of Cyclic redundancy

code (CRC). During decoding CRC is used check errors and once it is
31| Page



assured that the templates are identical, curvature estimation is used to obtain
orientation field flow curves (OFFC) by analysing the points at maximum as

well as minimum curvature of the OFFC.

Figure 0.13 A schematic diagram illustrating encoding and decoding of a typical fuzzy commitment
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scheme.

The last phase is ICP. ICP stands for Iterative Closest Point Registration and
IS just a minor modification of [38]. In which, they have shown that proposed
architecture can be used to secure AES keys.
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Fuzzy Vault Fuzzy Commitment

Representation Point-set Binary string

. Ability to secure fingerprint .
Main advantage Compact size of the sketch

Minutiae
Difficult to generate chaff that

Lack of perfect codes for desired

Main limitation are indistinguishable from
codelengths

genuine points

. . Key length L, length of codeword N, and
Polynomial degree (k), size of the ) it of the cod
P t error correcting capacity of the code
arameters template set (r), and number of 9 capacity

chaff points(q)

GAR- Security Trade-offs Higher values of (L/N) lead to lower GAR,
y Higher values of (k/r) and q lead to g (LN)

lower GAR, but higher security and

vice versa

but higher security and vice versa

. Fingerprint Fingerprint
Implementations

Table 2 Comparison of Fuzzy vault and Fuzzy Commitment

3.2.3 Fuzzy Logic with Minutia descriptors
Descriptors are used to improve [16]. J.Feng [20] proposed a matching

algorithm that is useful for solving two of the major problems: similarity
computation and correspondence. Polynomial evaluations are used to encrypt

biometric data by using the method of Fuzzy commitment schemes.

Nagar et al [21] suggested a minutiae descriptor based fuzzy vault system.
The vault is encrypted in such a way that makes it harder to decode even
when the selected set of minutiae is correct. In this system, minutiae
descriptors were used to capture orientation & information of the frequency
of the ridge in the neighbourhood of a minutia. Firstly, the helper data is
enrolled using fuzzy vault encoder with the help of CRC error checker. The
security of the vault is improved by encrypting the ordinate values so that
polynomial cannot be reconstructed even if the genuine minutiae points are
selected. Chaff point descriptors are picked from the database. Then the two
of the templates are matched by anauthentication system by applying XOR

operations between the query and enrolled minutiae features.

3.2.4 Cancellable biometrics
Cancellable biometrics are generated by systematic and repeated distortion of

the biometric features to secure user-specific data. If any biometric template
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is stolen or compromised, the same biometric can be mapped to a new
template by changing the distortion characteristics. This technique is used

subsequently in [22].

3.2.5 Non-Invertible Transforms
In the paper “Privacy Weaknesses in Biometric Sketches”, K. Simoens et al.

[23] indicated towards weaknesses in privacy where they proposed an
objective “whether one can undermine a user’s privacy given access to
biometrically encrypted documents”, and they further tested and found “if an
attacker can determine whether two documents were encrypted using the
same biometric”. They also deduced the required conditions for ideal
distinguishability and perfect irreversibility from bounds on the adversary’s

advantages.

Y. Sutcu et al.[24] suggested a method in which he fused 1 way
transformation of the template with a cryptographic hash function which is
more secured. It is composed by merging different Gaussian functions into a
single function as “robust hash”. The templates in the database are secured
by using this cryptographic hash. ORL face database was used for testing the
algorithm and the results showed that this method provides a way towards

eliminating the weaknesses in terms of privacy and security.

The cancellable domain and the algorithms that were discussed so far come
had some demerits like the biometric feature distribution which was either
avoided all together or was inefficient to match the features. As such, these
algorithms had privacy and security threats. Thus, Nagar et.al [25] proposed
an efficient method for transformation of non-invertible fingerprint
templates. This system takes into account “coverage effort curve” for
calculating the number of estimates that are needed by an intruder to retrieve
some part of the biometric template. Keeping this in mind, the non-invertible
measure is determined through the following three stages: i) pre-image
identification — This step includes calculation of the pre-images to obtain
transformed minutia, ii) computation of minutiae likelihood — This step
includes kernel density estimation for estimating the relative probability of

the previously transformed minutiae, and iii) computation of non-invertible
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measure: This step focuses on pre-images sort. This is done on the basis of
their likelihood and then calculation of the coverage which includes the
number of pre-image guesses that are true. This leads to decrease in security

risks as well as improvement in performance during matching.

3.2.6 Minutiae based transforms
This technique is a cancellable template scheme that is concerned with

minutiae based transforms. Chen et al. [26] proposed a way in which the
application does not have control over the transform so that templates once
created cannot be reused. This technique has 3 stages. The first stage
includes construction of a circular region in which each and every minutiae is
circled. Only a few minutiae points among these are encrypted and the
resulting template was obtained in a distorted form. The second stage
includes the encryption of the circular region. This is done with the help of
above stated non-invertible transformation algorithm. The algorithm encrypts
all of the circular region and results in transformed template which is then
stored. The third stage includes performing matching of the encrypted
regions. This done by one of the following untransformed matching
algorithms: Hong. et al.,[27] (Point Pattern Alignment), Jea and Govindaraju
[28], (partial fingerprint matching) and Chen et al [29] (Algorithm used for

constructing minutia-centred circular regions).

3.2.6.1 Bit String Generation
Over the years, different researchers have proposed a vast number of

methods for the protection of biometric templates. Yet a method to satisfy
the conditions viz. diversity, performance, non-invertibility and
revocability stated by Teoh, Goh and Ngo [30] was not easy to design.
After analysing these conditions, Z. Jin et al. [31] introduced an
application for the generation of revocable fingerprint template. This
template included bit-string that used polar grid based 3-tuple quantization
technique. This system includes four phases. The first phase consists of
polar transform based reference minutiae, other minutiae points can also
be transformed and rotated based on the chosen reference. The second

phase includes a 3-tuple based quantization viz. polar grid quantisation
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that is performed on all minutiae. The third phase consists of bit-string
generation and user specific tokenized permutation - bit-string: it has
value 1 for one or more minutiae on polar grid and 0 otherwise. The result
is obtained in the final phase that intersects the two bit-strings. This

method provides advantages like alignment-freeness and performance.

3.2.6.2 Integrated Biometrics
Integrated Biometrics use a kind of template that is generated by blending

two or more impressions of a finger in order make a single mosaic. It can
also be done by integration of the feature sets (viz., Information of
Minutiae points) that are related to these impressions that has been

explained in [32].

Chin et al. [33] proposed an algorithm that had biometric features
obtained from multiple biometric data are fused to obtain an integrated
template using a hybrid template protection method. This method includes
two techniques: i) random tiling and ii) equal-probable discretization

scheme.

The whole process proceeds as follows: i) feature level fusion, ii) random
tiling and iii) feature discretization. In the beginning, fingerprint and
palm-print of a user is registered. The data captured is then merged at the
feature level. Depending upon a user-specified key, with the help of
random tiling, a random set pf features is generated. At last, the bit strings
are generated by discretizing the random features. The hamming distance
is compared between the query bit-string and the template bit-string to

verify the query. This process is done by matching module.

3.2.6.3 Neighbourhood Relation
Another method of template protection is by using the data obtained by

the neighbourhood relation which are projected in a plane that is used for
generating string which is then encrypted using user’s specified key. In
[34], they have contributed by constructing X rectangles and generation of
multi-line neighbouring relation. They suggested generation of cancellable

template that are alignment free by constructing X rectangles which have
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different orientations around each of the reference minutiae which is
followed by translation and rotation invariant neighbouring relation. Also,
plane based quantization for bit string generation is performed by using
the neighbour minutiae that are found in the X rectangles in order to
generate multi-line neighbouring relation for every minutiae. In previous
methods only the minutiae points with distance greater than a certain
threshold value were selected for generation of the template [35] which
was followed by the matching process. This method has all the qualities to
fulfil necessary conditions which are required of a cancellable template

design.
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Proposed By. Methodology Used Database Used Success Success Rate | Error Rate
Rate(GAR) (FAR/FRR)

Nagar, A., Helper Data Extraction F\VC2002 DB2. 95% 0.01% -

and Star, A. Authentication

(2008) [21]
Uludag, U. et ICP based Alignment, DB2 database of FVC 72.6% 0% FAR -
al (2006) [18] Constructing Helper Data, 2002.

and Fuzzy Fingerprint Vault.

Nagar, A., Non-invertibility measures, FVC2002 92% 10% -
and Jain, A. Minutiae template

K. (2009). transforms.

[25]

Yang, W., Encrypted FVvC2000DB1, - - 14.30%

Hu, J.Wang, Matching, Formation of all of the 4 11.84%
S.,and VNSs, Generation of databases) of 10.38%
Stojmenovic, modified VNSs, Generation FVC 2002, and 16.52%
M.(2014) of fixed-length bit-string FVvC2004DB2. 15.63%
[36] representations. 20.61%
Chen, H., and Construct circular Regions, FVC2002 DB1 96.5%, 98.5% 2%- DB1 -

Chen, H. Encrypt circular regions, and DB2. num level 18. 2%- DB2

(2011) [26] Matching using encrypted
Regions

Chin, Y. J. Feature level fusion, Random 2 fp & 2 palm print - - <5%
Ong, T. S.et | tiling, Feature Discretization. databases.
al (2014) [33] [47]

Prasad, M. V. | Plane based quantization and FVC 2002 DB1, - - 0.62%

NK., and bit string generation, DB2 and DB3. 1.33%

Santhosh C Multiline neighbouring 2.64%
(2014). [35] relation generation,

Cancellable template
generation, Matching.

Jin, Z., Jin Tuple based quantization. FVC2002 DB1& - - 1.19%
Teoh, A. B. et Bit-string generation and DB2, FVC2004 6.94%
al(2014).[31] User-specific tokenized DB1& DB2. 16.35%

8.66%

permutation, (PGTQ):
Reference minutia based

polar transform, Matching.

Table 3 Evaluation of various fingerprint template protection techniques [37]
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Chapter 4

Research Gap and Problem Statement

In the last chapter, various techniques that are available for minutiae extraction
from binarized as well as grey scale images were discussed. Various methods
that are present for the protection of fingerprint templates were also discussed.
This chapter includes the problem statement as well as the objective of this

thesis.

4.1. Gap Analysis
Biometric security symbolizes innovations in electronic security systems and

more businesses as well as associations are adopting it. But with the increasing
use of biometrics especially fingerprints in security systems, it has become
very important for an individual to keep his biometric signature secure. In
order to do this, a person can keep be extra cautious but there are more than

one ways to obtain a biometric signature of an individual.

The major problem is to protect the signatures that are saved on a system in
which the user has been enrolled. As discussed in chapter 1 of this thesis, if an
intruder gains access to such a database of signatures, the result could be
disastrous not only for the individual but for system as well as the organization
too. Many techniques like fuzzy vaults, template transformations and
encryption have been discussed in chapter 1 and further elaborated in chapter 3
of this thesis. Such techniques are helpful in securing biometric information
from the intruder but not all of them are perfect. Each of the techniques has its

advantages as well as disadvantages.

The fuzzy vault technique does not store the actual fingerprint template but
rather a modified version by applying a polynomial function to the minutiae. A
secret key S is used to create this polynomial function that is generated. This
modified template known as a vault is saved to the database. During matching,
the query template and the vault is compared and the result is compared with
the secret key S. If the keys match, access is granted to the system. In
encryption technique, some kind of encryption technique is used to actually
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encrypt the fingerprint template and store it in the database. During matching,
this encrypted fingerprint is used to determine the authenticity of the

fingerprint.

4.2. Problem Formulation
The template protection techniques defined in the above section both have

some limitations. The Limitation of the encryption techniques are that the keys
that are used for encryption or will be used for decryption need to be stored for
the system to work. The limitation of the fuzzy vault system is that the
likability of the stored template and the query template need to be perfect. This
means that both the templates need to have similar number of minutiae points
or else the computations needed for comparing the templates may not be
practical (if possible at all). A method can be proposed that makes use of both

the approaches to provide best results in all situations.

4.3. Objectives
The main objectives of this thesis are:

4.3.1 To study the existing techniques available for protection of fingerprint

templates.

4.3.2 To propose a technique for fingerprint template protection that is based on
both fuzzy vault and encryption.

4.3.3 To implement the proposed technique.

4.3.4 To evaluate the performance and reliability of the proposed algorithm.
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Chapter 5

Proposed Solution and Implementation

The Advanced Encryption Standard, or AES, is a symmetric key encryption
algorithm that can be used to secure data. A symmetric key algorithm is the one
that encrypts and decrypts data using a single key. This kind of encryption is
mainly used for communication between two parties. Both of these parties have the
key and data is encrypted before transferring to other party. At the receiving end,
the data is encrypted using the secret key.

A Fuzzy vault for fingerprints [19] is a method to secure the fingerprint template in
which a new template (vault) is created that is based on a polynomial function
created using a secret key and the original template. The vault as well as the secret
key are stored in the database for fingerprint matching stage. During fingerprint
matching, this vault is compared to the query template (note: both vault and query
template must have same minutiae points to reduce complexity). This comparison
results in the key that is used to create the vault from the fingerprint template. This
key is matched with the stored key, if matched, access is granted to the user.

5.1. AES Encrypted Fuzzy Vault
This proposed work is based on the work of [19] along with other fingerprint

recognition techniques that are used for fingerprint matching. This method
involves saving the fingerprint template in an encrypted form as well as

generation of fuzzy vault.

5.1.1 Methodology
During enrolment, the fingerprint image is acquired from the user. This

fingerprint image is enhanced using the methods explained in section 2.1 of
this thesis. After enhancement, the fingerprint image is binarized to make the
image a true grey-scale image. This binarized image is then thinned to make
all the ridges one-pixel wide. This step is necessary for minutiae detection.
Once the image is binarized and thinned, it is ready for minutiae extraction.
Minutiae are extracted using the method of crossing number explained in
section 2.2. The extracted minutiae points are saved in the form of a

fingerprint template Ts. Once the process of minutiae extraction is complete,
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a secret key S is generated. Using this secret key S, AES algorithm is used to
encrypt the fingerprint template Ts to create encrypted template Te. This
encrypted template Te is stored in the database. Alongside the encryption,
secret key S is used to generate a polynomial P. All the minutiae points from
fingerprint template Ts are evaluated onto this polynomial to generate a
polynomial template Tp. This polynomial template is stored into the
database.

During matching, the query fingerprint is acquired from the user. This
fingerprint image is enhanced using the methods explained in section 2.1 of
this thesis. After enhancement, the fingerprint image is binarized to make the
image a true grey-scale image. This binarized image is then thinned to make
all the ridges one-pixel wide. This step is necessary for minutiae detection.
Once the image is binarized and thinned, it is ready for minutiae extraction.
Minutiae are extracted using the method of crossing number explained in
section 2.2. The extracted minutiae points are saved in the form of a
fingerprint template Tqg. Once the process of minutiae extraction is complete,
the encrypted template Te and polynomial template T, for the corresponding
user is fetched from the database. Using Polynomial Lagrange Form LF, the
polynomial template T, and query template T, are compared. If the set of
minutiae points in the query template T, is similar to the minutiae points of
original template Ts, the secret key S will be reconstructed. This key S is
then used to decrypt the encrypted template Te and the decrypted data is
stored into a decrypted template T4. Once the process of decryption is
complete, a fingerprint matching algorithm based on minutiae points is used
to compare the query template T to the decrypted template Td. The result of

the match decides whether access can be granted to the user or not.
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5.1.2 Algorithm

This section describes the algorithms used in the proposed method.

5.1.2.1 Enrolment
Input

Fingerprint Image
Initialization
1.Initialize "F" as an empty Buffered Image
2. Initialize “T” as an empty Double array
3. Initialize “T,” as an empty Double array
4. Initialize “T,” as an empty Double array
5. Initialize “S” as an empty Key
Extract Minutiae Points
6. Load fingerprint image F
7. Binarize F
8. Perform thinning of F
9. Generate fingerprint template
10. T = ExtractMinPoints(F)
11. Generate secret key S.
Encrypt fingerprint template
12. Encrypted Template T,
13. Te=AES.encrypt(Ts, S)
14. Save(T)
Create Fuzzy Vault
15. Generate Polynomial
16. P=PolynomialFunction(S)
17. Evaluate Polynomial
18. FOR each minutiae in Ty
19. Populate Polynomial Template T,
20. Tp=P.value(Ts)
21. Save(Ty)
Output
Encrypted Template (T.), Polynomial Template (T,)
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5.1.2.2 Matching
Input

Query Fingerprint Image (Q), Encrypted Template (T¢), Polynomial
Template (Tp)
Initialization
1. Initialize "Q™ as an empty Buffered Image
2. Initialize “T4” as an empty Double array
3. Initialize “T¢” as an empty Double array
4. Initialize “T4” as an empty Double array
5. Initialize “T,” as an empty Double array
6. Initialize “S” as an empty Key
Extract Minutiae Points
7. Load query fingerprint image Q
8. Binarize Q
9. Perform thinning of Q
10. Generate fingerprint template
11. T4 = ExtractMinPoints(Q)
Fetch Files
12. Load Encrypted Template into T,
13. Load Polynomial Template into T,
Unlock Fuzzy Vault
14. Using Lagrange Form Function, Compare Tqwith T,
15. S=Lagrange Form(Tg, Tp)
Decrypt Template
16. Using key S, decrypt Te to Ty
17. Td = AES.decrypt(Te)

18. IF

19. Decryption successful

20. THEN

21. Match(Tq,Td)

22. IF

23. Match>Threshold
24.  THEN

25. Fingerprint Match
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26. ELSE

217. Fingerprint Mismatch
28. ENDIF
29. ELSE
30. Display Error
31. ENDIF
Output

Vault key, Match Percentage

5.1.3 Work Flow Diagrams
Comer D

‘ Acquire fingerprint image |

‘ Enhance acquired fingerprint Image |

‘ Generate fingerprint template, T |

‘ Generate secret key, S |

Generate a polynomial function,P using key S | ‘ Use AES to encrypt fingerprint template Tg using key S |

Generate vault V, by evaluating minutiae points of template T onto the polynomial PI l Save encrypted Template T |

Save vault Vto the database

STOP

Figure 0.1 Work Flow of enrolment process
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START

Acquire query fingerprint image

Enhance query fingerprint Image

Generate fingerprint template, T,

Load vault V from database

Compare Tq and V using Lagrange Form function, LF to obtain secret key S

Decrypt encrypted template, Te using key Sto Ty

Decryption
successful?

Yes—  Match query template T, and Decrypted Template Ty

No
!
Display Error No Match?
Yes
|
STOP Grant Access

Figure 0.2 Work Flow of matching process
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5.2. Implementation
The proposed solution has been implemented in Java using NetBeans IDE.

5.2.1 Java
Java is an object-oriented, concurrent, class-based language particularly built

to possess as few implementation dependencies as it can. It is actually meant
to enable software programmers "write once, run anywhere" (WORA), which
means that created Java code can operate on just about all platforms which
support Java without the necessity of recompilation. Java programs are
generally compiled to bytecode which could operate on virtually any Java

virtual machine (JVM) irrespective of computer architecture.

5.2.2 NetBeans IDE
NetBeans is an open-source, free framework for development of software

written in Java. NetBeans can easily operate on just about any platform that
works with a suitable JVM.

5.2.3 Java Packages
A few of the java packages used in the implementation of the proposed

method are:

5.2.3.1 PolynomialFunction
org.apache.commons.math3.analysis.polynomials.PolynomialFunction

This package is used for representation of a real polynomial function with
real coefficients. In implementation, it is used in the generation of the
fuzzy vault for creating a polynomial function of which the minutiae

points are evaluated.

5.2.3.2 PolynomialFunctionLagrangeForm
org.apache.commons.math3.analysis.polynomials.PolynomialFunctionLa

grangeForm

This package is used for representation of a polynomial in lagrange form.
In implementation, it is used to obtain the secret key by giving the input
minutiae and the polynomial template (vault). The langrange polynomial
is constructed using the abscissas (Query minutiae template) and function

values (Polynomial template).
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5.2.4 Interface and Results

L Find Minutiae Points | | Generate Vault |

[ Encrypt Original Template | { Match Whole template | [ Match Fuzzy Vault |

Figure 0.3 Default Interface

Figure 5.3. displays the default interface of the system. The default
fingerprint image is loaded on the system. Figure 5.4 shows the events after
“Find Minutiae Points” button has been clicked. Center Image displays the
thinned image while the image on the right displays the minutiae points

detected on the thinned image.

Generate Vault |

L Find Minutiae Points J |

| Match Whole template | | Match Fuzzy Vault |

[ Encrypt Original Template

Figure 0.4 Thinning and Detected Minutiae Points
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Eey to Encode:
[Key in double: [-1€.0, -%5%.0, 73.0, 10%.0, 4.0, 10.0, 113.0, €%.0, -102.0, 113.0, -114.0, -42.0, 74.0, 1
0s%.0, 88.0, -3.0, %3.0, 4.0, -17.0, €5.0, -1.0, -85.0, -100.0, 12Z.0

Encoding

Polynomial degree: 23

Polynomial: -1€ - 9% =z + 73 =~2 + 105 =~3 + 4¢ =~4 + 10 =5 + 113 =€ + €% =~7 - 102 =~8 + 113 =~9 - 114
{x“lﬂ - 42 x~11 + 74 #°12 + 109 x~13 + 38 z~14 - 3 x~15 + 93 x~1€ + 4 x~17 - 17 =~18 + €3 =~1% - x~20 - 55

x*21 - 100 =~22 + 122 x*23

Coffecients:

[[-lE.D, -85.0, 73.0, 108.0, 46 10.0, 113.0, €5.0, -102 .0, -114.0, -42.0, 74.0, 105.0, 83.0, -3.
0, %3.0, 4.0, -17.0, €%.0, -1.0, -55.0, -100.0, 12Z.0

minutia points:

r(-ios.o, -104.0, -103.0, -101.0, -97.0, -53.0, -88.0, -85.0, -82.0, -B81.0, -BO.9, -7&.0

v

, -71.0, -€7.0, -&

r5.0, -€4.0, -€3.0, -€2.%, -5%.0, -58.%, -56.0, -55.0, -51.0, -4€.0, -3€.0, -33.0, -30.0, -28.0, -25.0, -
r4.0, -1s.0, -18.0, -12.0, -11.0, -8.0, -Z.0, -1.9, 0.0, 3.0, 4.0, 5.0, €.0, 8.0, 8.1, 5.0, 1l.0, 12.0, 12
“ .0, 14.0, 17.0, 20.0, 20.1, 28.0, 33.0, 33.1, 35.0, 38.0, 40.0, 42.0, 43.0, 43.1, 45.0, €£.0, 75.0]
polynomial walues:

r=7.2172742€7350555E48, -3.03052€854515734€E48, -2.42€834291€505186E458, -1.54€11627595284097€E48, -€.1058138
4357¢3€€E47, -2.3187€20158202078E47, -€.508227758978813E4€, -2.531812¢€20431146E4¢€, -1.2834213284104239E4¢
. —5.€79€2315€507851E45, -5.40858511218€€07E45, -2 _2371€38285925274E45, -4 _€8002898094€315E44, -1.23400838
[181€35909E44, -€.14842177€350583E43, -4.305057120705899E43, -2.95974505201737763E43, -Z.8500055710352935E43
-€.€35790€25540843E42, -€.382015151397432E42, -1.995955€3514334383E42, -1.3214859518515254842, -2.3259830
€2€15424E41, -Z.1745513552115855E40, -7.7794205459224€€8E37, -1.05356354730€105E37, -1.179353€751087752E
, —2.417037€20405434E35, -1.78932058335455€E34, -7.00€0284193497207E33, -3.2773106599459€153E31, -59.4709054
[43230351E30, -8.60920130872€314E26, -1.1€98073582075443E2¢€, -7.889888€53753738E22, -1.36277355E9, -4.2392
r57834€03568E8, -1€.0, 7.3472€403I355E12, €.€0107123774187€E15, 1.1908323595123€3725E18, ©.201538480635914E
19, €.413B€2€0243353€E22, 2.54875872€3€€523E22, 9.7€B€205€202€47E23, 1.00€98€€002015223E2€, 7.50495304592
[S748EZ€, 4.75928407€045205E27, Z.€305453934052¢14E28, Z_3147992624235547E30, 9.8031€ZI79810438E31, 1.05397
2245¢74738598E32, 2.2794712254033854E35, 1.0024725930335504E37, 1.074806933835509E37, 3.88570137€1452553E37
M, 2.580514548714€287238, £.40€64€7359222015E38, 2.5847€36371573884E39, 4.4425136421254534E39, 4.€8€5540178
TET325E39, B8.983807032€5€878E40, 8.519173034425755E43, 1.€142142€25386884E45, Generating myVault. ..

myVault generated successfully

T
o~

Figure 0.5 Fuzzy Vault Generation Output

J

In figure 5.5, the output when the vault is generated is displayed. This output

contains the key that has been generated and used to generate polynomial,

the coefficients of the polynomial as well as the final polynomial values that

have been calculated by evaluating the minutiae points over the generated

polynomial.

myVault read successfully

Decoding

Degree of Lagrange polynomial:€3

Coffecient of Lagrange polynomial:

[ [3.545681438345 51, -4.54305155€170234E45, ©.1874319635953005E47, -7.74115134104
[334E43, -1.Z2 4839¢€ , 1.51580001&4€37 0, -1.85823403644143€€E38,
[ 79€0355€377039E34, 2.755307852177101 2, —-4.7423720512014403E30, €.0027€5€350027 ., —7.830245132300511
[2€, 9.750112115823513E24, -1.2E53€1€€71l7¢ 2, 1.€218245€22781l€70 43779€7E1S, 2.5170111%5
[91242541E17, -2.5577711€1€445E15, 7.€33522€2€3€0013E1Z, -1.45713528 1.2029959217€12423E11, 2.
[1l245253204 S92EE9, -I.44551580090E€5€4E8, -9827735.35€155812, 242133 .38471€23223, Z0€2€.354554305154, -2
[44 _099577757235€2, -31_10£944020282043, -0_.11954307141357258, 0.03241209382473057€, 5_55855921835823 4
[ —2.14387119570850&3E —7.3B1570429457791E-7, 5.8138448€533442 S, G5.E€T7BE4€74218542 1ld, 3.991e€25 2
[41€l7E-12, -2.5872Z11€€€148114E-13, -5.334159€33012518E-15, 4.8585€791€240025¢E-17, Z.802€0711005121€€E-18

513813¢
744598259662E3€, -2.98

7z

[

[, l.€309555093437€4E-20, -7.3B835312473994€35E ., —l.415 50338304E-23, 3. 08920572731¢ 3.953%3%
1455413342 ., 3.8057€0527071513E-25, —3.€3€€33656425585E-31, -1.1114331257€1€43E-32, -€.24€227584138733
[ €E-35, 9.405355143€41073E-37, 1.80934714€55752€5E-38, 5.17€53755€3890338E-41, -9.73430€327238433E-43, -1.€8
[ 95843€08720532E-44, -5.2872504€463€6986E-47, 1.8554411€03234€18E-45, €.7387285552881143E-51, 5.41540432544353

T 7€E-53, Z2.471800€303340773E-55, €.5953€5423252802849E-58, 1.152563234382285
[Original Key: [-1€.0, -3%.0, 73.0, 10%.0, 46.0, 10.0, 113.0, €3.0
.0, 8.0, -3.0, %3.0, 4.0, -17.0, €%.0, -1.0, -55.0, -l00.0, 1
[Ext:acted Key: [-l€.0, 73.0, l05.0, 4€.0, 10.0, 113.0,
0%.0, 88.0, -3.0, 93.0, 4.0, -17.0, €%.0, -l.0, -55.0, -100.0,

Eeys are Identical

5.540773050675581E-£4]
.0, -114.0, -42.0, 74.0, 10

2.0, 113.0, -114.0, -42

Figure 0.6 Fuzzy Vault Matching
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Figure 5.6. displays the result when a query image is matched with

the fuzzy

vault generated in the previous step. At the end of this step, new key is

generated by comparing the query template to the fuzzy vault. This key is

compared with the original key used to encrypt the data. If the keys match,

the fuzzy vault is said to be unlocked and result is given as a Match.

B,
6 Fingerprint Match: 99% ]

AESVault read successfully
Decryption Successful
REsult is : 535

Figure 0.7 Fingerprint Matching Result

Figure 5.7. displays the result of the traditional fingerprint matchin

g that uses

the data from the stored fingerprint template and the query fingerprint to

compare them. If the data of these fingerprints match above a threshold

value, the query fingerprint image is said to be a match and access is granted

to the user.
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Chapter 6

Conclusion and Future Scope

6.1. Conclusion
With the expansion of biometric recognition systems in industrial market,

protection of the kept biometric data is becoming increasingly essential. As
discussed in this thesis, existing biometric systems possess a variety of weaknesses
and a committed adversary may bring about serious harm to a biometric system
along with the end users signed up for the system. Moreover, because of the
permanent character of biometrics of a person its thievery and misuse could be
irreparable. In case someone’s fingerprints or perhaps iris patterns are
compromised and are wrongly related to high susceptibility of a dreadful illness,
the individual could be struggling to receive a health care insurance. The thought
of biometric can devoid an individual of virtually any advantages provided by the
biometric systems because of the worry to be easily impersonated by making use
of spoof biometrics. Although these kinds of threats might not seem to be
imminent, the rate in which biometric systems are booming, the value of
information one could possess by setting up high level biometric data theft would
certainly definite encourage the con men. By means of this thesis, we have
proposed a method which we expect would be significant in securing biometric
information stored in the biometric systems.

This thesis specifics different elements of biometric system security. It describes
various components of the biometric systems and the attacks that may harm a
biometric system. A developer of a biometric system could use this information as
useful resource while developing a biometric system which is robust to every theft
or sabotage. It also provides an introduction to the fingerprint recognition systems.
It explains the various processes and stages that are included in the process of
fingerprint recognition. In this thesis, we have discussed the work that has been
carried out in the fields of minutiae extraction as well as biometric template
security. It also includes the comparison of these techniques along with the
reliability of these techniques by specifying the False acceptance and Genuine
acceptance rates. Then, we present the problems with the existing methods of

fingerprint template protection while expressing the problem statement for the

51|Page



thesis. Finally, we explain the method that has been proposed in the thesis. It also
contains the methodology and the implementation of the proposed method. The
results and the interfaces of the implemented method have also been included at
the end.

6.2. Future Work
In this thesis, we have proposed a method that incorporates encryption techniques

into the fuzzy vault for enhanced security of the biometric systems. In future, such
a technigque can also be generalized into a fuzzy commitment as well. This
technique would also improve the security of the biometric systems. Also, in our
work we have incorporated AES encryption into the fuzzy vault, other kinds of
encryption methods can also be implemented according to the requirements of the
system. Additionally, instead of combining encryption mechanism into the simple
fuzzy vault system, a method can also be proposed to incorporate encryption
techniques into hardened fuzzy vaults. The methods of template transformation
discussed in chapter 1 of this thesis can also be merged with encryption techniques

which would essentially make the system a two-level authentication.
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