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ABSTRACT

Wireless Sensor Networks consist of sensor nodes and few powerful control mobile
laptops performing activities like routing, data aggregation etc over wireless media.
These types of networks are becoming very popular. Various potential applications
include burglar alarms, inventory control, medical monitoring and emergency
response , monitoring remote or inhospitable habitats, target tracking in battlefields,

disaster.

However such kind of environment prone great security threats due to the broadcast
nature of the transmission medium. Furthermore, wireless sensor networks have an
additional vulnerability because nodes are often placed in a hostile or dangerous
environment where they are not physically protected. Sensor networks pose unique
challenges, traditional security techniques used in traditional networks cannot be

applied directly.

In traditional network system, Public Key Cryptography and Symmetric key
Cryptography are used for providing these security services and protocols and they
are used together for secure network implementation. As far as past research is
concerned Symmetric key cryptography could not be applied because of resource
constraints on sensor nodes particularly because of low battery life. So Asymmetric

key cryptography is preferred in these type of environments.

Therefore this thesis investigates cryptography algorithms to showcase energy
analysis. The work is implemented over a network created with the help of Java Sun

SPOT kit, consisting of sensor node and basestation.
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1. INTRODUCTION

1.1 Wireless Sensor Network

Sensor networks refer to a heterogeneous system combining tiny sensors and
actuators with general-purpose computing elements. These networks will consist of
hundreds or thousands of self-organizing, low-power, low-cost wireless nodes
deployed to monitor and affect the environment [1]. Sensor networks are typically
characterized by limited power supplies, low bandwidth, small memory sizes and
limited energy. This leads to a very demanding environment to provide security. The

concept of wireless sensor networks is based on a simple equation [2]:
Sensing + CPU + Radio = Thousands of potential applications

Various Companies come into play for developing sensor device like MICA, INTEL
and the latest is Oracle (Sun Microsystems) supporting different operating system like

TinyOs, Java Squawk.

1.1.1 Architecture of WSN

WSN consists of sensor nodes which communicate via wireless media (radio) and
base station (connected to host machine) which collect all the information and
broadcast it further to gateway which then send to server and display it over the
screen of the web client requesting the particular information. Figure 1.1 shows the
basic architecture where sensor nodes are connected via radio to basestation which is
further connected to host computer using wired medium. Sensor nodes send data to

computer via basetation.
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Figure 1.1 Architecture of WSN

1.1.2 Application area of WSN

Because of their small size and easy to use WSN are making may into various fields.

They are used in very sensitive environment. Some of applications are listed below:

e Military: Wireless sensor networks are integral part of military command,
control, communications, computing, intelligence, surveillance,
reconnaissance and targeting systems. In battlefield environment sensor

devices provide various services like battlefield assessment, targeting etc.

* Environmental Applications: Sensor networks are applied in habitat
monitoring, agriculture research, fire detection and traffic control. WSN helps
a lot in detecting soil moisture, presence of pesticides and pH level of water

and help farmers to use effective measure to cultivate and save crops.

* Health Applications: Sensor networks are used in hospitals and health care
centers. Sensor network monitor patient physiological data, control drug
administration track and monitor patients and doctors inside a hospital. they

help in detecting presence of unwanted material in body like stones etc.

* Home Applications: Research is being done to create smart environment in
home. When a person enters house sensors will detect owners presence and

automatically switch on AC. Environment is changed according to owners



mood. When owner sit of sofa sensor under cushion detect weight and will
automatically switch on TV. When someone forcefully try to open windows

vibratory sensor detect and automatically calls police.

1.2 Security in WSN

Wireless networks are vulnerable to security attacks due to the broadcast nature of the
transmission medium. Furthermore, wireless sensor networks have an additional
vulnerability because nodes are often placed in a hostile or dangerous environment

where they are not physically protected.

1.2.1 Wireless Sensor Network Security Challenges

Protecting wireless sensor networks in all is critical. Because sensor networks pose
unique challenges, traditional security techniques used in traditional networks cannot
be applied directly. First, to make sensor networks economically profitable as sensor
devices are limited in their energy, computation, and communication capabilities.
Second, sensor nodes are often deployed in accessible areas, presenting the added risk
of physical attack [3]. And third, sensor networks interact closely with their physical
environments and with people, posing new security problems. Existing security
mechanisms are inadequate, and new ideas are needed. A WSN presents significant
challenges in designing security schemes. Five of the most important challenges are

described below.

*  Wireless Medium: Wireless medium is less secure because its broadcast
nature makes eavesdropping simple. Any transmission can easily be
intercepted, altered, or replayed by an adversary. It allows an attacker to easily

intercept valid packets and easily inject malicious ones.

* Ad-Hoc Deployment: Network topology keeps changing due to node failure,
addition & mobility. So nothing is known of the topology prior to deployment.
Security schemes require robust designs to cope and operate in dynamic and

ever changing environment.



1.2.2

Hostile Environment: The highly hostile environment represents a serious
challenge. Attackers can capture a node, physically disassemble it, and extract

from it valuable information.

Resource Limitation: Energy is the most precious resource for sensor
networks.. Security mechanisms must be energy efficient otherwise it could

increase its cost and also make decrease its usability.

Big Scale Network: The high scale of sensor networks poses a significant
challenge for security mechanisms. Providing security for it is equally
challenging. Security mechanisms must be scalable to very large networks

maintaining high computation and communication efficiency.

Types of Attack

Passive Information Gathering: An intruder with an appropriately powerful
receiver and well designed antenna can easily pick off the data stream.
Interception of the messages containing the physical locations of sensor nodes
allows an attacker to locate the nodes and destroy them. Even adversary can
keep eye on the application specific content of messages including message
IDs, timestamps and other fields. To minimize the threats of passive

information gathering, strong encryption techniques needs to be used [4].

False Node and malicious data: An intruder can add false node to the system
and can prevent passage of valid data. Inserting malicious data is one of
dangerous attacks that can occur. Malicious code injected into network could
spread to all nodes, destroying whole network. Two things can happen either
this sensor network can send false observation about details to legitimate user

or send observation about area to malicious user.

The Sybil attack: In this attack single node presents multiple identities to
other nodes in the network. That means adversary can be present at more than
one place at one time as single node presents multiple identities to other nodes
in the network. Figure 1.2 shows Sybil attack where Sybil node has multiple
identity and carries identity as A,B and C.
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Figure 1.2 Sybil Attack

Authentication and Encryption technique can prevent any outsider but not

insider from launching Sybil attack.

Sinkhole attacks: In this intruder attracts network traffic by advertising itself
as having shortest path to the base station. For example an intruder using a
wireless-enabled laptop will have much higher computation and
communication power than a normal sensor node, and it could have a high-
quality single-hop link to the base station . It can then advertise imitated
routing messages about the high quality route, thus spoofing the surrounding

nodes to create a sinkhole (SH).

Wormbholes: In this attack [5] attacker can make far apart nodes to believe
that they are immediate neighbors. For launching a wormhole attack, an
adversary connects two distant points in the network using a direct low-

latency communication link called as the wormhole link.

Wormhole Link

Figure 1.3 Wormhole Attack [6]

As shown in Figure 1.3 X and Y are the two end-points of the wormhole link
(called as wormholes) [6]. X replays in its neighborhood (in area A)

everything that Y hears in its own neighborhood (area B) and vice versa. The



net effect of such an attack is that all the nodes in area A assume that nodes in
area B are their neighbors and vice versa. This, as a result, affects routing and
other connectivity based protocols in the network. Once the new routes are
established and the traffic in the network starts using the X-Y shortcut, the
wormhole nodes can start dropping packets and cause network disruption.
They can also spy on the packets going through and use the large amount of

collected information to break any network security.

* Selective Forwarding: In this malicious node may drop packet or forward
only certain packets. Adversary can drop packets from selective node and

forward packets from other nodes so that nobody suspect this node.

e Hello Flood: Many protocols require nodes to broadcast HELLO packets to
announce themselves to their neighbors, and a node receiving such a packet
may assume that it is within range of the sender [7]. Attacker broadcast
information and convince every node in network that adversary is its neighbor

and begin exchanging information.

1.2.3 Security Requirements in Wireless Sensor Network
Major security issues for Wireless Sensor Network are listed below:-

* Data Confidentiality: Confidentiality means keeping information secret from
unauthorized parties. A sensor network should not leak sensor readings to
neighboring networks. In many applications nodes communicate highly
sensitive data. Simple method to keep sensitive data secret is to encrypt the
data with a secret key that only legitimate receivers possess. Public-key
cryptography is little expensive to be used in the resource constrained sensor

networks

* Data Authenticity: One can easily inject malicious data in sensor network. So
receiver should make sure that data it received is correct and legitimate data as
in this malicious data can lead to wrong interpretation by receiver which can
have very bad impact as in critical decision making process wrong information

can lead to catastrophic results also.



* Data Integrity: Data integrity ensures the receiver that the received data is not
change by an adversary during transfer. Data Authentication can provide Data

Integrity also.

* Data Freshness: Data freshness implies that the data is recent, and it ensures
no old messages are replayed over network. For this counter must be used that

can determine freshness.

* Robustness and Survivability: The sensor network should be robust against
various security attacks, and if an attack succeeds, its impact should be
minimized. The compromise of a single node should not break the security of

the entire network.

e Availability: Availability ensures that services and information can be
accessed at the time they are required. In sensor networks there are many risks
that could result in loss of availability such as sensor node capturing and

denial of service attacks.

* Secure Management: Management is required in every system that is
constituted of multi components, and handles sensitive information. In the
case of sensor networks secure management is needed on base station level,
since sensor nodes communication ends up at the base station, issues like key
distribution to sensor nodes in order to establish encryption and routing

information need secure management.

* Quality of Service: Assuring the quality of Service objective is a big
challenge to security designers. As sensor networks have several limitations
(e.g. energy, processing and memory capacities etc.), the achievement of

quality of service becomes even more constrained.

1.2.4 Wireless LAN Protocols

Wireless LAN is wireless local area network in which two or more computing devices
are connected without wire. WLAN utilizes spread-spectrum technology based on
radio waves to enable communication between devices in a limited area. For security
of WLAN many protocols are defined. Brief description about these protocols is

discussed below.



WEP (Wired Equivalent Privacy)

The WEP algorithm protects wireless communication from eavesdropping & prevents
unauthorized access to a wireless network. WEP relies on RC4 secret key
cryptographic algorithm. The secret key is shared between communicating parties,
clients & access points. In the WEP encryption algorithm, payloads are basically
encrypted via the RC4 cipher with keys of 64 or 128 bits. The WEP algorithm inserts
two main overhead fields, namely Initialization Vector (IV) and Integrity Check
Value (ICV). Here, 1V is a randomly-selected 24-bit integer value that will be
combined with the user’s secret key of 56 or 104 bits to form a 64-bit (or 128-bit)
encryption key for each packet [8]. On the other hand, ICV is the 32-bit checksum
computed via CRC-32 for each packet of payload. The WEP encryption algorithm
pads and transmits the 24-bit IV and 32-bit ICV information as the header and trailer

together with each packet of encrypted payload.
Weaknesses in WEP

1. Key management & key size: Key management is not specified in WEP
standard. So without key management, keys will be long lived & of poor
quality. Most of WEP users have one single WEP key shared between every
node on the network. Synchronizing the change of keys is tedious and

difficult.

2. Authentication messages can be easily forged: Attacker just need to know
shared WEP key. He can determine RC4 stream used to encrypt response and

use that stream to encrypt any challenge attacker receives.

WPA (Wi-Fi Protected Access)

WPA was developed in response to the shortcomings of WEP. One of the key
technologies behind WPA is the Temporal Key Integrity Protocol (TKIP). TKIP
means that the Encryption is mandatory under WPA. In the past standard it was
optional. TKIP manages encryption keys and the synchronization of changing keys
across the wireless network. Together with 802.1X/EAP authentication, TKIP
employs a key hierarchy that greatly enhances protection. It also adds a Message
Integrity Check (MIC, sometimes called “Michael”) to protect packet from being
tempered. WPA operates in either WPA-PSK mode (Pre-Shared Key or WPA-



Personal) or WPA-802.1x mode (RADIUS or WPA-Enterprise). In the Personal
mode, a pre-shared key is used for authentication. In the Enterprise mode, which is
more difficult to configure, the 802.1x Remote Authentication Dial In User Service
(RADIUS) servers and an Extensible Authentication Protocol (EAP) are used for

authentication.

WPA2 (Wi-Fi Protected Access2)

WPAZ2 uses Advanced Encryption Standard (AES) instead of Temporal Key Integrity
Protocol (TKIP) to provide stronger encryption mechanism. AES supports 128-bit,
192-bit and 256-bit keys. There are two versions of WPA2: WPA2-Personal, and
WPA2-Enterprise. WPA2- Enterprise verifies network users through a server.

WLAN protocols aim is to provide authentication, confidentiality and data integrity.

Data privacy is achieved by cryptography which is discussed below.

1.2.5 Cryptography

Cryptography is basically the conversion of data into a secret code for transmission
over a public network. Cryptography can be divided into transposition and
substitution [9]. Transposition is rearrangement of letters of a message according to a
certain algorithm. In Substitution characters in the original text or plain text, are
substituted by other characters or symbols using certain algorithm . The original text
or plaintext is turned into a coded equivalent called cipher text via an encryption
algorithm. The cipher text is decrypted at the receiving end and turned back into
plaintext. It involves two mechanism Encryption and Decryption. Figurel.4 shows the

cryptographic mechanism.

Plain Text > Encryption > Decryption > Plain Text

Cipher
Text

Figure 1.4 Cryptographic Method



Using same Algorithm data is encoded on sender side and decode on receiver side.
The algorithm used are very complex as mathematical formulae are used, so that
intruder is not easily able to read or modify the original data. Purpose of

cryptographic algorithms is as follows.
« Authentication: The process of proving one's identity.

« Confidentiality: Ensuring that no one can read the message except the

intended receiver.

- Integrity: Assuring the receiver that the received message has not been altered

in any way from the original.

« Non-repudiation: A mechanism to prove that the sender really sent this

message.

Cryptographic algorithms are divided into two kind Symmetric and Asymmetric
Algorithms. They are briefly discussed below.

Symmetric Algorithm

A single key is used for both encryption and decryption. As shown in Figure 1.5, on
encryption the data is encrypted by any encryption algorithm using the key [10]. Only
the user having the access to the same ‘key’ can decrypt the encrypted data. This
method is known as private key or symmetric key cryptography. There are several
standard symmetric key algorithms defined. Examples are AES, 3DES etc.

Priwrate Fey

E Enerprtion ] 5
i Algorithim ]

Cipher T ext

fternet

Private Fley

= Dacyprtion
: Algorithm

Figure 1.5 Symmetric Key Mechanism
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There are various issues with this algorithm like key distribution, communicating
nodes use same keys and keys transferred over the media any intruder can get key and
decrypt the message thus reducing security. No authentication and repudiation is

provided using symmetric algorithms.

Asymmetric Algorithm

In public key cryptography each user or the device taking part in the communication
have a pair of keys, a public key and a private key, and a set of operations associated
with the keys to do the cryptographic operations . Only the particular device knows
the private key whereas the public key is distributed to all devices taking part in the

communication. It is discussed in detail in next chapter.

Limitations

Sensor networks are vulnerable to resource consumption attacks. Intruder can
repeatedly send packets to drain the nodes batteries and waste network bandwidth.
Computing power, memory, and battery life of devices are more constrained in WSN
and all above security protocols use lots of memory and require lot of battery power
to successfully implement them. Implementing them in wireless Sensor network
actually degrades performance of WSN due to large battery and memory required by
them to implement. Elliptical curve cryptography provides same level of security
with less parameters required thus improving the performance of Wireless Sensor

Network.

Elliptic Curve Cryptography

Elliptic Curve Cryptography (ECC) is a public key cryptography. ECC is found to be
best solution till now for Wireless Sensor networks than RSA as RSA does not satisfy
the resource constraints of WSN. The original Diffie-Hellman algorithm with RSA
requires a key of 1024 bits to achieve sufficient security but Diffie-Hellman based on
ECC can achieve the same security level with only 160 bit key size [11]. Although in

today’s world bit size has to be increased to increase security as adversaries have got

11



hold of powerful computing devices. Elliptic Curve Diffie-Hellman scheme works as

shown in the Figure 1.6

QoK+ P

1
v
Sunmny S PR S S | [T —"

Frivate Key Ko Private Key K4

Compute Secret Qe=Kg+PF _ _  Compute Secret
R=Kga+Qam E=FE;u+ Qs

Figure 1.6 Diffie-Hellman protocol based on ECC

Sunny and Sharan agree on a particular curve with base point P. They generate their
public keys by multiplying with their private keys namely Ky, and K, After sharing
public keys, they generate a shared secret key by multiplying public keys by their
private keys. The secret key is R= Ky, * Qun- Ky « Qqu . With the known values of Qs
Qs and P it is computationally very difficult for an eavesdropper to calculate K, and
K which are the private keys of Sunny and Sharan. As a result, intruder cannot figure

out which is the shared secret key.

This thesis is an attempt to implement ECC and RSA and compare their suitability for
WSN. Next chapter is literature survey which discusses in detail work done by other

researchers.

12



2. LITERATURE SURVEY

Brief introduction of Wireless Sensor Network is given in previous chapter.
Researchers till date have done numerous studies on WSN and pointed out various
issues and gave new concepts to improve security in WSN. As usage of WSN is
growing need to secure it is also growing and researchers try to understand concepts
in detail and devise new ways so that WSN can be improved. The following sections

describe the research till date in brief by different authors.

2.1 Wireless Sensor Network

The study of wireless sensor networks is challenging in that it requires an enormous
breadth of knowledge from an enormous variety of disciplines. These networks can
consist of hundreds or thousands of self organizing, low power, low cost wireless
nodes deployed en masse to monitor and affect the environment. Potential
applications include burglar alarms, inventory control, medical monitoring and
emergency response , monitoring remote or inhospitable habitats, target tracking in
battlefields, disaster relief networks, early fire detection in forests, and environmental
monitoring. They can be used in virtually any environment, even those where wired
connections are not possible, where the terrain is inhospitable, or where physical

placement is difficult.

All security threats, risks involved in Wireless Sensor network and various challenges
which this type of environment poses are all discussed in previous chapter. There are
many ways devised by researchers till date to try and protect the data transferred in
these environment without compromising energy, taking less time and less memory.
Cryptography is the technique which is used to protect, authenticate data while data is

transferred in unsecured WSN environment which is discussed ahead in detail.

13



22 Cryptography

Today's cryptography is more than encryption and decryption. Cryptography is the
study of “mathematical” systems for solving two kinds of security problems: privacy
and authentication [12]. A privacy system prevents the intruder from getting hold of
the message which is being transmitted over public channel, thus assuring the sender
of a message that it is being read only by the intended recipient. An authentication
system prevents the unauthorized injection of messages into a public channel,
assuring the receiver of a message of the legitimacy of its sender. Cryptography
provides mechanisms for such procedures. A digital signature binds a document to the
owner of a particular key, while a digital timestamp binds a document to its creation

at a particular time[13].

Key management is area of major problem in cryptography. Key management is the
set of techniques and procedures supporting the establishment and maintenance of
keying relationships between authorized parties. As the entire operation is dependent
upon the security of the keys, it is sometimes appropriate to devise a complex
mechanism to manage them. The two components required to encrypt data are an
algorithm and a key. As algorithm is generally known to everyone and the key is kept
secret. As already discussed in previous chapter, in symmetric encryption algorithms
the same key is used for encryption and decryption but it has its own limitations. Two
Stanford University researchers, Whitfield Diffie and Martin Hellman, wrote a
landmark paper, “New Directions in Cryptography,” in 1976 [12]. The paper
suggested that perhaps encryption and decryption could be done with a pair of
different keys rather than with the same key. The decryption key would still have to
be kept secret, but the encryption key could be made public without compromising the
security of the decryption key. This concept is called public-key cryptography
because the encryption key could be made known to anyone. Since in experiment
different public key algorithms are analyzed and implemented so Public Key
cryptography is discussed in which detail of key agreement, encryption technique and

digital signature is discussed which helps to understand experiment done.
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2.2.1 Public Key Cryptography

In public key cryptography each device taking part in the communication have a pair
of keys, a public key and a private key, and a set of operations associated with the
keys. Only the particular device knows the private key whereas the public key is
distributed to all other devices taking part in the communication. Since the public key
does not compromise the security of the algorithms, it can be easily exchanged.
Secured link can be established between two communicating parties by exchanging
only public keys and public constants if any. Any intruder who has access only to the
exchanged public information, will not be able to read and interpret data
communicating between secured link unless it has access to the private key of any of

the communicating parties.

Key Agreement

Key agreement is a method in which the device communicating in the network
establishes a shared secret between them without exchanging any secret data. In this
method the devices that need to establish shared secret (session key) between them
exchange their public keys [10]. Both the devices on receiving the other device’s
public key performs key generation operation using its private key to obtain the

shared secret. Examples of key agreement algorithms are DH, RSA and ECDH.

Consider two devices A and B. Let P, and PUg(P4 , C) be the private key and public
key of device A, and Py and PUg (Pg, C) be the private key and public key of device B

respectively. Both device exchanges their public keys as shown in Figure 2.1

Device A, having got the public key of B, uses its private key to calculate shared
secret KA=Generate Key(Pa, PUg (Ps, C))

Device B, having got the public key of A, uses its private key to calculate the shared
secret KB=Generate Key(Pg, PU4 (P4, C))

X

A B
< PU_

D

PU, >

K, = Generate_Key (P, PU (P, C)) K, = Generate_Key (P_, PU,(P,, C))

Figure 2.1 Key Agreement [10]
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The key generation algorithm will generate keys at the device A and B which will be
the same, that is shared secret Ka=Kz=K(P4, Ps, C). Any intruder having access only
to the public keys PUA(Pa, C) and PUg(Pg, C), will never be able to obtain the shared
secret K. Examples of key agreement algorithms are DH, RSA and ECDH. For
establishing shared secret it is important that device A receives the correct public key
from device B and vice versa. Digital Certificate helps to deliver the public key in

authenticated method.

Encryption

Encryption is a process in which the sender encrypts the message in such a way that
only the recipient will be able to decrypt the message. Consider a device B whose
private key and public key are P and PUg respectively. Since PUg is public key all
devices will be able to get it. For any device that needs to send the message in a
secured way to device B, it will encrypt the data using B’s public key. The encrypted
message can only be decrypted using B’s private key. On receiving the message the B
decrypts it using its private key Pg. Since only B knows its private key Pg it can only

decrypt the message [10].

Digital Signature

To ensure authenticity of the message method used is Digital signature. In this a
message can be signed by a device using its private key. Any device that has got the
access to the public key of the signed device can verify the signature. Thus the device
receiving the message can ensure that the message is actually signed by the legitimate
device and is not modified during the transfer. If any of the data or signature is
modified, the signature verification fails. The examples of Digital Signature

algorithms are RSA, DSA and ECDSA [10].

Certificate: There is authority which is trusted by all devices in a network for data
transfer called Trusted Certificate Authority (CA) which signs the public keys and the
unique identifiers of all devices. These signed data (public key, IDs etc.) along with

the signature arranged in a standard format is called as the certificate [14] . A standard
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digital certificate format is X.509 certificates. All the devices that take part in secured

and trusted communication have to obtain a certificate from the trusted authority.

Devices exchanges their respective certificate instead of public key.

Data

v

Signature from
certificate

» Hash Algorithm

Digest

Signature Algorithm

< Private Key of CA

Signature

Figure 2.2 Mechanism of Certificate [10]

Data from Certificate

EAE—»

Hash Algorithm
Digest
) Public Key of
> Verification Algorithm CA

v

Certificate valid or not

Figure 2.3 Certificate Validation Process [10]

Figure 2.2 show mechanism of certificate creation. The CA first finds the digest or

information of the device data and CA specific data using a hash algorithm. CA then
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signs the hash using its private key and combines the data and signature On receiving
certificate device extract the information from the certificate, checks the ID and other
data in the certificate. The signature in the certificate is verified using CA’s public
key. Figure 2.3 show certificate validation process. The public keys are generally
stored as certificates and the root CA public key is stored as self signed certificate. As
the number of devices are increasing and the location of these devices is distributed
over different parts of the world, a central certificate authority is not sufficient to issue
and maintain the certificate of all the devices. Best solution for this is Certificate
hierarchy. Various different algorithms to transfer data securely over WSN network

mainly using above described method are discussed below.

2.2.2 Diffie-Hellman Key Exchange
The key exchange works over a public channel in this way [14]:

Suppose that Alice and Bob would like to communicate securely. They agree on a
large prime p and a base b. It is preferable for security, though not necessary, that b be
a generator with respect to p. Otherwise, the pool of possible keys is reduced, leaving

the system more vulnerable to attack [15].

1. Privately, Alice selects some X; between 2 and p - 2 and Bob selects some

X; . They never share these numbers.

X.

2. Alice computes Yi=b *;mod p and Bob computes Yj =b ¥, mod p. They

exchange these numbers across the public channel.

3. Alice calculates Y;*; mod p = b%*; mod p = K;; and Bob finds the same K;;
by calculating Y*;mod p = b**;mod p = Kj; . This is their shared key for a

symmetric cipher.

Any intruder who is watching can see p, b, Y;and Y; but cannot find X; Xjand K.
unless intruder can solve the discrete log problem, X =log,Y mod p, which appears to
be difficult. Diffie-Hellman key exchange provides security from eavesdropper but no
authentication is provided. Diffie and Hellman [3] suggest that this role be played by
a trusted third party because of which Digital Signature and certificate came into

picture.
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2.2.3 RSA Algorithm

The RSA algorithm is named after Ron Rivest, Adi Shamir and Len Adleman, who
invented it in 1977. RSA gets its security from integer factorization problem.

Difficulty of factoring large numbers is the basis of security of RSA [16].
Key generation:
1. Select random prime numbers p and g, and check that p !=q
2. Compute modulus n = pq
3. Compute phi, o= (p-1)(q-1)
4. Select public exponent e, 1 <e < ¢ such that gcd(e, ¢) =1
5. Compute private exponent d = e "' mod ¢
6. Public key is {n, e}, private key is d
Encryption: ¢ = m® mod n, decryption: m = ¢ mod n

Digital signature: s = H(m)! mod n, Verification: m' = s* mod n, if m' = H(m)

signature is correct. H is a publicly known hash function.

2.2.4 Digital Signature Algorithm (DSA)

A digital signature is represented in a computer as a string of binary digits. A digital
signature is computed using a set of parameters and authenticates the integrity of the
signed data and the identity of the signatory. An algorithm provides the capability to
generate and verify signature. Signature generation makes use of a private key to
generate a digital signature [17]. Signature verification makes use of a public key,
which corresponds to, but is not the same as, the private key. Each user possesses a
private and public key pair. Public keys are assumed to be known to the public in
general. Private keys are never shared. Anyone can verify the signature of a user by
employing that user public key. Only the possessor of the user private key can

perform signature generation.
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2.2.5 Elliptic Curve Cryptography

Various public key cryptography algorithms are used to transfer data securely in
WSN. Elliptic curve cryptography (ECC) is relatively new technology compared to
other public key cryptography such as RSA. Elliptic curves were proposed for use as
the basis for discrete logarithm-based cryptosystems almost 25 years ago
independently by Victor Miller [18] of IBM and Neal Koblitz [19] of the University
of Washington. Elliptic key operates on smaller key size. A 160-bit key in ECC is
considered to be as secured as a 1024 bit key in RSA. ECC operates on the points in
the elliptic curve y*=x*+ax+b, where 4a’+27b*#0. Equation of elliptic curve is in real

coordinate. In prime field operation the elliptic curve equation is modified as:

y>mod p=x’+ax+b mod p, where 4a’+27b* mod p£0.

Basic Concept of ECC

An elliptic curve over a finite field Fp is composed of a finite group of points (x ; ,y; )
where integer coordinates X; ,y; satisfy the long Weierstrass Equation.

YV taixy+asy=x+ ax?+ axtas

And the coefficients a;, a, as; a4 a¢ are elements of Fp and are the parameters of the
curve. The curve discriminent is A#0 and there is also a point at infinity denoted by
0. If Fp is a field of characteristics 2, then the curve is called a binary elliptic curve.
Since the field is Fp is generally used is cryptographic applications, the equation of

elliptic curve is simplified to [20]
y'=x'+ax+b, a,b€ Fp, 42>+ 276 £ 0 2.1

The requirement 4a’ + 27b* # 0 ensures that E is non-singular, this means in

particular that one may compute the tangent in every point on the curve.
The set of rational points in E over Fp denoted by E(Fp) is
E(Fp) = {(x,y) € Fp* : y* =x’+ax +b}U{O}, (2.2)

where O is the point at infinity. The elements of E(Fp) are called points of elliptic
curve defined by equation 2.1. The public key is a point in the curve and the private

key is a random number.
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It can be seen that every line intersecting the curve E intersects the curve in exactly

three points, where:

1. point P is counted twice if line is tangent to the curve at P
2. Point at infinity is also counted when line is vertical.
ECC Arithmetic

Point Addition: A negative of a point is the reflection of that point with respect to x
axis. Given appoint P, in negation P + (-P) = 0. The line connecting two points
intersects the curve O. Point of infinity O is like sitting at the top of y-axis and is
present on every vertical line. As shown in Figure 2.4 -P is simply reflection of P in

the x axis that is if P =(x;,y;) then —P= (x+1,-y)) .

Figure 2.4 Addition of two points when P=Q [21]

For an elliptic curve E take any two points P,Q # O. Point addition is the process of
adding these points to get another point R on the same elliptic curve. If P=Q draw the
line tangent to E at P If Q # -P as shown in Figure 2.5 then the line drawn through

point P and Q will intersect the elliptic curve at one or more points —R.
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P+Q can be found by reflecting the point —R with respect to x axis. In E(F,) the same

addition operation is used but the calculations are done mod p.

Given two points P and Q, with coordinates (x;, yi1) and(x», y») respectively, their
addition results in a point R on the curve with coordinates (x3 ys;) where X3 and ys;

satisfy

(X1, y1) + (X2, ¥2) = (X3,¥3)

Case where x; # X, and y; # y». Then points x; and y; can be found by first finding the

slope of line m through P and Q and then calculating the values of x; and ys.
m = (y2-y1) /(X2-x1) mod p
Such that

X3= l’l’lz-Xl-Xz mod p

Y= m(X1-X3)- Y1 mod p

Figure 2.5 Point Addition when P#Q [21]

Point Doubling: For an elliptic curve E take any point P #0. point doubling is the
process of adding the point P to itself to get another point R on same elliptic curve. If

the y coordinate of the point P #0 as shown in Figure 2.6 then the tangent line drawn
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at P will intersect the elliptic curve at exactly one point —R. Graphically 2P can be

found by reflecting the point —R with respect to x-axis.

Figure 2.6 Point Doubling y coordinate is non zero [21]

Consider a point P (x;,y1) be in E(F,) with P #0. Considering case where y,#0. Then
points x; and y; can be found by first finding the slope of line m and then calculating

the values of x5 and ys.
M=(3x;—a)/2y,; mod p
x;=m’ -2x;mod p
y3=m(Xx;-X3)-y; mod p

If the y coordinate off the point P =0 as shown in Figure 2.7 then the tangent at this

point intersects the curve at O So 2P=0.

Figure 2.7 Point Doubling y coordinate is zero [21]
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Scalar Point multiplication: It is process of adding the point P to itself k times to

another point Q on same elliptic curve.
Q=kP=P+P+P+...... P, here P+P+....P=k

Where k<|EF;| is a scalar. Scalar multiplication of a point on E ca be done through

combination of point addition and point doubling e.g.
11P=2((2P)+P)+P

Which is called double and add algorithm for scalar multiplication.

Elliptic Curve Discrete Logarithm Problem

Security of ECC depends on the difficulty of Elliptic Curve Discrete Logarithm
Problem. Given an elliptic curve E over a finite field F, , a point on that curve, P , and
another point known to be an integer multiple of that point, Q , the Elliptic Curve

Discrete Logarithm Problem is to find the integer n such that nP=Q .

Problem is considered computationally difficult unless the curve has a “*bad" number
of points over the given field which make it possible to ECDLP break. If the number
of points on E over F, is the same as the number of elements of F, that is [EF,|=p ,

then the curve is vulnerable [22].

ECC Domain Parameters

There are other parameters besides a and b parameters of curve that must be agreed by
both parties involved in secured connection using ECC called domain parameters.
Domain parameters for EC over F, are p, a, b, G, n and h. p is the prime number
defined over F,. a and b are the parameters defining the curve y*= x*+ax+b mod p. G
is the generator point (Xg,yc) a point on the elliptic curve chosen for cryptographic
operations. N is the order of elliptic curve. The scalar for point multiplication is
chosen as number between 0 and n-1. h is the cofactor where h=# E(F,)/n. # E(F,) is

the number of points on an elliptic curve [22].
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2.3 SSL Operation

Secure Sockets Layer is the most widely deployed and used security protocol on the
Internet today. Whatever data is exchanged over insecure public network SSL offers
encryption, source authentication and integrity protection. It operates above a reliable
transport service like TCP and has the flexibility to accommodate different
cryptographic algorithms for key agreement, encryption and hashing. SSL employ a
public-key cryptosystem for authentication and to derive shared secret keys. These
keys are then used in fast symmetric-key and hashing algorithms to ensure
confidentiality, integrity and source authentication of bulk data. Particular
combinations of these algorithms is called cipher suite. For example, a cipher suite
such as RSA-RC4-SHA would indicate RSA as the key exchange mechanism, RC4
for bulk encryption, and SHA for hashing [23].

The two main components of SSL are the Handshake protocol and the Record Layer
protocol. The Handshake protocol allows an SSL client and server to negotiate a
common cipher suite, authenticate each other, and establish shared secret using
public-key cryptographic algorithms. The Record Layer derives symmetric-keys from
the shared secret and uses them with faster symmetric-key algorithms for bulk

encryption and authentication of application data.

In a typical SSL handshake, the client and server first exchange random nonce and
negotiate a cipher suite with ClientHello and ServerHello messages. The server then
sends its signed public-key either in the ServerCertificate message or the
ServerKeyExchange message. To verify the server's public key, the client performs
public key operation. Then the client generates the pre shared secret encrypts it with
the server's public key and sends it in the ClientKeyExchange message. The server
uses its private-key to decrypt the pre shared secret. Both end-points then use the pre
shared secret to create a shared secret which, along with previously exchanged nonce,
is used to derive the cipher keys, initialization vectors and MAC (Message
Authentication Code) keys for bulk encryption by the Record Layer [24]. Figure 2.8
show message flow of SSL handshake.
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Client Server

Client Hello »

Server Hello

Certificate
ServerKeyExchange
CertificateRequest
Certificate € ServerHelloDone
ClientKeyExchange
CertificateVerify
[ChangeCipherspec]

Finished —  §p [ChangeCipherspec]

< Finished

Application Data Application Data

Figure 2.8 Message flow in SSL handshake [24]

2.3.1 RSA based Handshake

In this type of SSL handshake, the client and server the client and server first
exchange random nonce (random number issued in an authentication protocol to
ensure that old communications cannot be reused in replay attacks) C.Rand in this
client indicates version of SSL it implements and negotiate a cipher suite with
ClientHello and ServerHello messages. Next the server selects one of the proposed
cipher suites and responds to the client with a 32-byte random value and its RSA-
based certificate. The client must perform an RSA verify operation to verify the
server's certificate, an RSA encrypt operation with the server's public key to encrypt a
random 48-byte secret key, and an RSA sign operation on a derivate of the 32-byte

random number proving possession of its private key [25].

In third message, sent from the client to the server, includes the client's certificate and
a finished message, which is the first symmetrically encrypted message based on the
shared secret. This message also includes the encrypted secret key and the client's
signature. The server can now verify the client's identity by verifying the client's

signature and prove its identity to the client by being able to decrypt the secret key
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with its private key. Mutual authentication is achieved by shared secret. The server
ends the handshake with a finished message containing a keyed hash of the data

exchanged .

Client Server

[32] C.Rand >

< S.Rand, S.Cert [294]

RSA
Verify,

RSA Enc,
RSA Sign

.Cert, RSA—Ene(seeret);€-Sig;C-Hished [458]

RSA Dec,
RSA

> S.Finished [20]

Verify

Figure 2.9 RSA based handshake. Payload message size (in bytes)
shown in bracket [25].

2.3.2 ECC based Handshake

Through the first two message (processed in the same way as for RSA) the client and
server negotiate an ECC based cipher suite (for example, ECDH-ECDSA-RC4-SHA).
the client performs an ECDSA verify operation to verify the server's certificate and an
ECDH operation to calculate the shared secret. In third message the server computes
the shared secret using ECDH and performs an ECDSA operation to verify the client's
certificate. Mutual authentication is achieved through mutual possession of the shared
secret. the server ends the handshake with a finished message containing a keyed hash

of the data exchanged so far.
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Client Server

[32] C.Rand >

> S.Rand, S.Cert [118]

ECDSA Verify, eernetimshedHHe

ECDH

ECDSA Verity,

S.Finished [20]
< ECDH

Figure 2.10 EC based handshake. Payload message size (in bytes)
shown in bracket [25].

There are various wireless sensor motes and hardware structure of Sun Spot motes

which is used in experiment, is described next.
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SunSpot Motes

A Sun SPOT kit contains the following [26]:

one basestation Sun SPOT unit with USB power
two free-range Sun SPOT units with onboard battery

a USB cable for connection between a standard USB port and a Sun SPOT

unit
one Sun SPOT software CDROM
two mounting brackets, each allowing a Sun SPOT unit to be wall-mounted

one mounting bracket to allow mounting of a Sun SPOT to a circuit board

Introduction

The Sun SPOT unit has one switch and one connector that are accessible without

removing the case lid. These are shown below in Figure 2.11 (a). The switch is the
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Sun SPOT unit control switch. If the Sun SPOT unit is off, pressing the switch turns
the Sun SPOT unit on. Sun SPOT unit also has two LEDs behind the plastic casing
shown in Figure 2.11 (b). The activity LED is under Java program control and can be

used in applications, but it is usually used by the system software.

Control Button ( — ] Power LED (
)

A_J

3 2
== | UsB
{ * connectol
< <
{ ) )
(a) (b)

Figure 2.11 Sun SPOT Side View [26]

When lid is removed one can see 2 switches and 8 LEDs as shown in Figure 2.12.
The LEDs have red, blue, and green components. The switches and LEDs have no pre

defined purpose and are under Java program control.

—
T
0OO000000 - LEDs
= i - Switches
[ |
o B ¢
2953883838
| |
__ﬁ -..-J

Figure 2.12 Sun Spot Lid Open [26]

The capacity of the built-in battery is 720 milliampere-hours. The drain of the system
varies with use as shown in Table 2.1. Changing the transmit power of the radio
effects the current draw slightly. Reducing the transmission power from 0db to -25db
results in a savings of about 3 milliamperes. LEDs also consume battery and different

color of LED lights can be used of which green color light draws least battery charge.

29



Table 2.1 Power usage of typical Sun Spot [26]

Processor Board State Radio | Sensor Board Current draw
Deep sleep mode Off Any ~33 microamperes
Shallow sleep Off Not Present ~24 milliamperes
Shallow sleep On Not Present ~40 milliamperes
Awake, actively Off | Not Present ~80 milliamperes
calculating

Awake, actively On Not Present ~98 milliamperes
calculating

Shallow sleep Off Present ~31 milliamperes
Shallow sleep On Present ~46 milliamperes
Awake,‘actively Off Present ~86 milliamperes
calculating

Awake,‘actlvely On Present ~104 milliamperes
calculating

Configuration of the Sun SPOT platform

The eSPOT, has a main processor running the Java VM “Squawk” and which serves
as an IEEE 802.15.4 wireless network node. The eSPOT has flexible power
management and can draw from rechargeable battery, USB host or be externally

powered [27]. Figure 2.13 show Free Sun Spot which has Sunroof, sensor board,

processor board, battery.

Figure 2.13 View of SunSpot
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The eDemo board (sensor board) contains a 3-axis accelerometer, an ambient light
sensor, eight tricolor LEDs, two push buttons, six analog input pads, four high current

high voltage output pads, and five general 1/O pads.
The eSPOT main board (processor board) contains the following [27]:

* main processor: The main processor is an Atmel AT91RM9200 system on a

chip (SOC) integrated circuit.

* memory : consisting of a 4MByte NOR Flash memory and a 512KByte

pseudo-static random access memory.
* power management circuit

e 802.15.4 radio transceiver and antenna (standard which specifies the physical
layer and media access control for low-rate wireless personal area networks
(LR-WPANSs)): The wireless network communications uses an integrated
radio transceiver, the TI CC2420 (formerly ChipCon). The CC2420 is IEEE
802.15.4 compliant and operates in the 2.4GHz to 2.4835GHz ISM unlicensed
bands.

* battery connector, and

* daughterboard connector
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3. PROBLEM STATEMENT

Sensor networks are vulnerable to resource consumption attacks. Computing power,
memory, and battery life of devices are more constrained in WSN. Over the years
many efforts are done to secure wireless sensor networks using less resources and
many successful implementation has also been devised. Main objective is to explore
the implementation of ECC on sunspot and compare it with RSA and see which one is

better.

Objectives:

1. To study and explore various algorithms for transmission of data over

WSN securely.
2. To implement RSA and ECC for WSN devices.

3. Demonstrate ECC and RSA on Sun Spot and compare the results.
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4. IMPLEMENTATION AND RESULTS

1.3 Software used in experiment

All the different types of software used during experiment are discussed here

4.1.1 Sun Spot Manager

The Sun SPOT Manager tool is a Java WebStart Application for installing and
managing Sun SPOT Software Development Kit (SDK) [28]. Minimum requirement
to run Sun Spot Manager is at least a Sun Java Runtime Environment (JRE) is
installed. After that Manager will itself install JDK, ANT and Netbeans is they are
not installed on computer. Although sunspot manager will install JDK and ANT but if
environment variables are not set accordingly every time it run it will ask to install

JDK and ANT. Set environment variables as described in following sections.

" SPOT Manager Version: 5.1.3-20120424

@ Sun SPOT Manager Tool

‘ Sun SPOTs ’/ E\E SDKs ’/ %P Solarium ’/ O Docs ’/\J Console ’/Share ( @' Preferences

Select a Sun SPOT:  [0014.4F01.0000.11D | ‘
Refresh

Tou will nesd to do the following for sach Sun SPOT:
1.) Plug in the Sun SPOT
z.) Select which SPOT you wish to update from the dropdown list
3.) Click the 'Updats' button helow
4.) Repest for each Sun SPOT you wish to update.
[Tou may also connect ALL of your Sun SPOTs, select "All Connected Sun SFOTs"
ffrom the dropdown list, and then click the 'Update’ button below. This will update
all of your Sun SPOTs one at a time.

To get more detailed information sbout what is installed on your %un 3POT, select
the ZPOT in the pull-down menu and then click the "3POT Info” buttan

To select your Sun SPOT BaseStation, select the Sun SPOT to he your BaseStation
in the pull-down list, then click the "BaseStation” button

To ensble/disskle your Sun SFOT's Over The Air Deploywent (OTA] capsbility,
s=lect the Sun SFOT in the pull-down list, then click the "Ensble OTA" or
"Disable OTA" button

& Q& @ 7 e | @ 222 |

Upugrs, Setkey Prope. spoT Etho Bases oTaCmMs.

Restore

Figure 4.1 Sun Spot Manager Interface
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4.1.2 Java Development Kit (JDK)

The JDK is an Oracle Corporation product aimed at Java developers. The JDK has
collection of programming tools like javac, java, apt etc. jdk version used in
implementation is jdk1.7.0 03. Set environment variable as JAVA HOME= %path-
of-jdk% and in Path variable add new path as ;% JAVA HOME%\bin.

4.1.3 ANT

Apache Ant is a Java library and command-line tool. The main known usage of Ant is
the build of Java applications. Ant supplies a number of built-in tasks allowing to
compile, assemble, test and run Java applications [29]. The version used is apache-
ant-1.8.2. Set environment variable as ANT HOME=%path-of-ant% and in Path
variable add new path as ;%ANT HOME%\bin.

4.1.4 Netbeans

Netbeans is a free, open-source Integrated Development Environment for software
developers. All the tools needed to create professional desktop, enterprise, web, and
mobile applications with the Java platform, as well as with C/C++, PHP, JavaScript
[30]. Since Sun Spot is java programmable, so developed code in netbeans and then
deployed to Sun Spot. Select the project in the project window, right-click on it and
select "Deploy to Sun Spot" from the pop-up menu. This will create a jar file from the
compiled code and start to transfer it to the Sun SPOT. Version used is NetBeans

7.1.1.

4.1.5 Keytool

Java keytool is a key and certificate management utility. It allows users to manage
their own public/private key pairs and certificates. Java keytool stores the keys and
certificates in what is called a keystore. A keytool keystore contains the private key
and any certificates necessary to complete a chain of trust and establish the

trustworthiness of the primary certificate [31]. Keytool is provided in JDK.
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4.1.6 OpenSSL

OpenSSL is an open-source implementation of the SSL and TLS protocols. The core
library, written in the C programming language, implements the basic cryptographic

functions and provides various utility functions [32].

4.2 Comparison of RSA and ECC

RSA most commonly used public-key cryptosystem. As due to advancement and
increase in computing power available to an adversary, both symmetric and public
key sizes must grow over time so that acceptable security for a fixed protection life
span can be provided and Table 4.1 shows this expected key-size growth for various

symmetric and public-key cryptosystems.

Table 4.1 Computationally equivalent key sizes [23]

Symmetric ECC RSA/DSA
80 163 1024
128 283 3072
192 409 7680
256 571 15360

ECC offers the highest strength per bit of any known public-key cryptosystem and as
security demand is increasing and key size are growing to meet security demand, ECC
is getting more attraction. ECC is better for constrained environment like WSN where
smaller keys result in power, bandwidth and computational saving. Figure 4.2 shows
the comparison with the key size generated with different algorithms and time to

break each algorithm.
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Figure 4.2 Comparison of Security level of RSA/DSA and ECC [33]

Energy Cost of RSA and ECC Operations

Table 4.2 compares the energy consumed by RSA and ECC for generating and
verifying signatures. While the cost of an RSA verify is small but sign operation is
very expensive, both of which are required for authentication. In comparison, ECDSA
signatures are significantly cheaper than RSA signatures and ECDSA verifications are
little expensive than RSA verification but its still in reasonable range. Important thing
to note s that when transitioning is from RSA-1024 to RSA-2048 the energy cost of
signing increases by a factor of more than seven, while ECDSA-224 signing is less

than three times as expensive as ECDSA-160 signing.

Table 4.2 Energy Cost of digital signature computations [25]

Algorithm Sign (m)J) Verify (mJ)

RSA-1024 304 11.9
ECDSA-160 22.82 45.09

RSA-2048 2302.7 53.7
ECDSA-224 61.54 121.98

The RSA-based key exchange protocol heavily relies on A to encrypt a randomly
generated secret key with B's public key, and B decrypting the key using its private
key. With ECC, both parties perform a single ECDH operation to derive the secret
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key. Table 4.3 compares the energy cost of key exchanges not including
authentication and certificate verification. Energy calculated in millijjoule (mJ).
Difference lies of Server side where RSA consume lots of energy as compared to

ECC.

Table 4.3 Energy cost of key exchange computations [25]

Algorithm Client (mJ) Server (mJ)

RSA-1024 15.4 304
ECDSA-160 223 223

RSA-2048 57.2 2302.7
ECDSA-224 60.4 60.4

Above RSA and ECC energy comparison is shown on different WSN devices. Here in
this experiment comparison of ECC is done with RSA on Sun SPOT motes and

energy consumption is analyzed.

2.3 Experiment Details

Here all steps used to create RSA and ECC certificates, deploy created certificate on
SunSpot and Server so that data can be securely transferred and analyze the battery

consumed by RSA and ECC is described.

4.3.1 Create RSA/ECC certificate

Here main discussion is about how to create RSA and ECC certificate using keytool
and openssl which are added to trusted keys of Sunspot and Server so that secure data

communication is achieved.

RSA Certificate

Keytool is used to create RSA certificate. Command is
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“ keytool -keystore mySrvKeyStore -genkeypair -keyalg RSA -keysize 1024

If one is using JDK jdk1.6.0_25 or previous version the signature algorithm (-sigalg)
by default is “SHAlwith RSA” but in later default value of -—sigalg is
"SHA256withRSA". Since Sun Spot can only understand cipher suit of
SHA1withRSA so —sigalg has to be specified with keytool using later version of jdk.

“keytool -keystore mySrvKeyStore -genkeypair -keyalg RSA -sigalg SHA1withRSA
-keysize 1024”

Here new keystore named mySrvKeyStore is generated, -genkeypair generates public
key and associated private key, algorithm used is RSA and algorithm keysize is 1024.
As shown in Figure 4.3 When pressed enter its asks to enter keystore password then
first name/last name (CN value which is your computer name or IP of any interface),
name of organization etc. Since ‘-alias’ is not mentioned it is set to default mykey.

Figure 4.4 shows the mykey stored in keystore mySrvKeyStore.

Command Prompt

C:~>keytool —-keystore F:iwmySrvHeyStore —genkeypair —kevalg RSA —sigalg SHﬂiwithRIl
SA —keyszize 1024 .
Enter keystore password:
Re—enter new password:
What is your first and last name?
[Unknownl: 172.31.28_113
What is the name of your organizational wunit?
[Unknown 1: "
What is the your organization?
[Unknown1:
What is the your City or Locality?
[Unknown 1:

What is the your State or Province?
[Unknownl: w

WWhat is the two—letter country code for this wunit?
[Unknownl: an

IS[CN?172.31.28.113. o=y, O=uw,. L=w,. ST=w. C=au correct?
nol: y

Enter key password for <mykey>
(RETURN if same as keystore password):

Gz~

Figure 4.3 Keytool command to generate RSA key
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e Command Prompt

iC=~rkeytool —keystore mySrvKeyStore —list
Enter keystore password:

Keysztore type: JKE
Keystore provider: SUN

Your keystore containz 1 entrey

mykey, Apr 12, 2012, PrivateKeyEntry.

Certificate fingerprint (SHA1>: A7:49:FEA-1E:-BF:52:58:F4:41:D2:20:A3:23:-DD:-A8:17:
1D:-33:1A:F8&

Gz

Figure 4.4 List keys in keystore

Exported the public key as a self-signed certificate into a file called mycert using
"keytool -keystore mySrvKeyStore -exportcert -alias mykey -file mycert"

ECC Certificate

The Sun Spot library support only ECDH-ECDSA-RC4-SHA and secpl60rl.
OpenSSL is used to create to generate keys and certificate for curve secpl60rl.
Added %openSSL path%\bin to path in environment variables. For eg. C:\openssl\bin.

Below are steps to create EC certificate and commands used to achieve it.
1. Generated self-signed CA certificate (on curve secpl60rl). Command is-
“openssl ecparam -name secp160rl -out secp160rl.pem”
‘-name’ specify the curve name (here it is secp160rl) ‘-out’ output file name.

2. Generated a new certificate request.

“openssl req C:/openssl/share/openssl.cnf -nodes -subj
"/C=US/ST=CA/L=Mountain View/O=Sun Microsystems, Inc./OU=Sun
Microsystems Laboratories/CN=172.31.28.113" -keyout
secpl60r1 TestCA key.pem -newkey ec:secpl6Orl.pem -new -out

secpl60r1 TestCA.req.pem”.

A new certificate request is generated in secpl60rlTestCA.req.pem. A new
ECDSA (actually ECC) key pair is generated on the parameters in
secpl60rl.pem and the private key is saved in secpl60r1TestCA.key.pem.
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The ‘req” command primarily creates and processes certificate requests in

PKCS#10 format.

. Signed the certificate request

“openssl x509 -req -days 1500 -in secpl60rlTestCA.req.pem -extfile
C:openssl/share/openssl.cnf -extensions v3 ca -signkey

secp160r1 TestCA key.pem -out secp160r1 TestCA.cert.pem”.

Signed the certificate request in secpl60rlTestCA.req.pem using the private
key in secpl160rlTestCA.key.pem and included the CA extension. Made the
certificate valid for 1500 days from the time of signing. The certificate is

written into secp160r1 TestCA.cert.pem. Figure 4.5 shows certificate created.
. Place the certificate and key in a common file.

“openssl x509 -in  secpl60rlTestCA.cert.pem -issuer —subject >

secpl160r1 TestCA.pem”.
“echo secp160r1 TestCA.key.pem >> secp160r1 TestCA.pem”.

. Created Certificate secp160r1TestCA.pem cannot be added to trusted keys of

Sun Spot so converted it into .der format.

“openssl  x509  -outform der -in  secpl60rlTestCA.pem  -out
secpl60r1 TestCA.der”

. For Server which is running on computer. Change certificate created into an
intermediate stage by exporting the key and certificate to a PKCS12 file.
Import key and certificate into keystore using keytool command as explained

below.

“openssl  pkesl2  -export -in  secpl60rlTestCA.cert.pem  —inkey
secp160r1 TestCA key.pem -out bundle.p12”.

“keytool -importkeystore -deststorepass [new_keystore pass] -destkeystore
keystore.jks -srckeystore bundle.pl12 -srcstoretype PKCS12 -srcstorepass
[pass_used in pl2 keystore]
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Figure 4.5 ECC certificate

Two keystore are created one for RSA and other for EC. mysrvKeystore has signature
algorithm SHA1withRSA and keystore.jks has signature algorithm SHA1withECDSA
as shown in Figure 4.6. These keystore created are used while running Server and
mykey and secpl60r1TestCA.der are added into trusted keys of Sunspot so that

successful secure communication can be done between the two.
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SEIE)

IC:~>keytool —-keystore mysrvHeySTore —-list —w
Enter keystore password:

Heystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: mykey
Creation date: Apr 12, 26012
Entry type: PrivateKeywEntry
Certificate chain length: 1
Certificatel11:
Owner: CN=172.31.28.113, OU=sunny. O=sunny. L=s, 8T=s,. C=au
Issuer: CH=172_.31.28_.113,. OU=sunny,. O=sunny, L=z, 8T=s, C=au
Serial number: 4f86%e3c
alid from:= Thu Apr 12 14:49:56 IST 2012 wntil: Wed Jul 11 14-4?:-56 IST 2812
Certificate Fingevprints:
MD5:=: PE:S58:CE:AE:=5C:34:62:18:3C:E7:18:47:FF:=2F:83:7/5%
SHAl: A7:49:EA-1E:BF:52:58:F4:41:D2:20:83:923:DD:-A8:17:1D:-33:-1A:F8
SHAZ56: B6:-FC:25:F9:37:7A:34:4D:C4:EB:18:18:62:AD:=A5:FB:AC:3E:F7:692:58:
11 =?C:72:8C-2C:-DB:E6:23:A2:AE:AC
Signature algorithm name: SHALlwithRSA
UVersion: 3

C:~>keytool —-keystore keystore.jks —list —wv
Enter keystore passuword:

Heystore type: JKS
Heystore provider: SUM

Your keystore contains 1 entry

Alias name: 1
Creation date: Apr 15, 26812
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificatell1:
Oyner: CH=172.31.28.113,. OU=Sun Microsystems Laboratories, 0="Sun Microsystems.
L=Mountain Uiew, ST=ChA, C=US
CH=172.31.28.113, 0OU=%un Microsystems Laboratories, 0="Sun Microsuystems.
» L=Mountain Uiew, ST=ChA, C=US
Eerial number: AY46fEBhElGed6ld
UMalid from: Thu Apr 12 18:2@:11 IST 2812 wntil: Sat May 21 1#8:-28:-11 IST 2816
Certificate fingerprints:
MD5: 3F:30:50:CC:11:3A:-B3:-FA:CF:60:C3:82:D5:89:-21:0%
SHAL: 99:88:08:87:29:36:C7:74:60:BE:E3:D1:A2:92:A8:0BF:65:-FE:7E:=17
SHAZ256: AB:?C:FA:36:BF:FD:BD:8A:61:52:5F:EE:1F:CB:F/:68:A8:66:38:1A:08D:
BF:B8:97:BF:72:B3:-A%:B8:DA:=3%:21
Signature algorithm name: SHAlwithECDSA
UVerzion: 1

Figure 4.6 Keystore description

4.3.2 Experiment Setup and Explanation

The entire implementation is done using Java Sun Spot kit. Java program (Client)
running on Sunspot send data using secure connection via base station to server
running on computer. As explained, Sunspot only understand 3 cipher suits -
TLS ECDH_ECDSA WITH RC4 128 SHA, SSL RSA WITH RC4 128 SHA,
SSL. RSA WITH_RC4 128 MDS5. Figure 4.7 shows source code of program
running on Sunspot and Figure 4.8 shows source code of Server used during

implementation.
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public class SensorSarmpler extends IvIIDlet {
private static final int HOST_PORT = 1000;
prrvate static final int SAIWVIFLE PERIOD = 27*1000; i in milliseconds

protected woid start s pp) throws WIIDletStateChangeException |
Streara”onnection conn,
DataCmitputStrearn outSPOT=null;
String oursddress = Systern.getProperts "IEEE ADDERESS");
IScalarInput lightSensor = EDermoBoard getlnstance) getlightSenson);
IRatters battersyr = Spot._getlnstance) getPowerControllen) getBattersn);
long o
int reading = 0,
double batt;
int i
ITrnZolorL ENN] leds = EDemoPoard getInstance() . getlL ED=();
try §

conn = (StreamConnection)Connector open( “sslsocket 172 31 28 115" + HOST_PORT,
Connector BEAD WEITE, true);
outSPOT = new DataCutputStrearn conn.openCuatpatStrearn 1) ;
H
catch (Exception e} {
Swsternerr printlng "Caught " + e + "in connection initialization.");
Swrsterniexdt(l);
¥
Iayrstern ot println "Starting sensing action and then send it to Server ... n™);
while{tre) {
try {
batt= hatterw getfvmailableCapacits)
nowr = Systerm.current Tirmelvlilhis(h;
reading = lightSensor getWalue (),
for(i=0gH=="71++)
i
leds[i] .setBGB(255, 255, 2557,
leds[i] .setCmi);
H
ot SPOT wrdteInt(reading
otSPOT writeDioubledbatt);
ot SPOT wrditel ongiruowar
outSPOT flushi);,
for (i=03=="T1++)
leds=[i] .setOfIT);
Ttils slecp(SAWIFLE _PERIOD - {Systerncurrent Tirne IvTillis() - o)y,

Figure 4.7 Java code running on Sun Spot.

B Servery10.java - Notepad

File Edit Format Wiew Help

import java.io.Inputstream;

import java.jo.Datalnputstream;

import java.io.BufferedInputstream;

import java.net.serversocket;

impart java.net.socket;

import javax.net. ServersocketFactory,

import javax.net.ssl.ssLserversocketFactory;
import javax.net.ssl.ssLserversocket;

public class servervlo {
port in which the server is listening for connections
private final static int PORT = 1000;

public static woid main (String[] argy) throws Exception {
SsLserversocketFactory ssocketFactory = (SSLServersocketFactory)ssLServersocketFactory. getbefault(d;
ssLserversocket ssocket = (SsLServersocket)ssocketFactory, createserversocket (PORT);

System. out.printinC"server pFunning ... “n"J);

string[] enahledCiphersuites = { <SSL_RSA_WITH_RC4_128_SHA™H

ssocket. setEnabledCiphersuites (enabledipRErsuites T,

System. out.printind"server waiting for <lient ... “n"J;

socket socket = ssocket.accept();
DataInputstrean '|nput =new DataInputstream(socket. getInputStream()),
System. out.printing"server connected to a <lient ... “n"J;

while(true) 4
DatalnputsStream jnput=new Datalnputstream(new BufferedInputstreamsocket.getInputstream),131072070;
int wall = dnput.readInt();
double val = input.readoouble();
Tong tim = dnput. readLongd;
system. out. printIn{"Light reading is

+ wvall + Battery Level is + wval + Time is + Timl;
1
H

¥

J/ATLS_ECDH_ECDSA_WITH_RC4_128_SHA ]
J//SSL_RSA_WITH_RC4_128_SHA A

Depending on which cipher suit to use
value of enabledCipherSuits will change

Figure 4.8 Server Code
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Sun Spot Side Implementation

Sun Spot device is connected to the system via USB cable. Free Sun Spot should
have OTA (over the air) enabled and base station should have OTA disabled. This can
be verified using “ant info” command and by commands “ant enableota” and ‘“‘ant

disableota” one can achieve desired task.

Firstly rebuild the SPOT library code to include SSL and the SPOT-side code
implementing new crypto related management commands. Since new code to extend
SpotClient (the host-side portion of management commands) also need to be installed

to match. Steps followed to do this are discussed below.

1. Connected Sun SPOT via a USB cable and ran command "ant

deletepublickey" to put it in a keyless state.

2. Next, modified .sunspot.properties file which is created in the user's home
directory as part of the SDK installation process. Replaced the existing line in
this file that defines spot.library.addin.jars with the lines as shown in Figure
4.9

.sunspat; properties - WordPad E

g Edt View Inset Fomat Hep

1@ 8L A
spot. Library, nawe=transduear 1 iy Instead of Proguaun Fles/ veplace vitk frogua-L/ otherwise dumg "ant
# properties vritten Fri Feb 03 15:12:48 13T 2012 hhlﬂl}'.. coniand error wil be gmg”rpd

surspet. bone<C: /@Sun/slmspmdk
sunapot. 1ib=}{ sunapdt. home) / Lib
# This line lists all of the JAR files that are used to create the SROT

# library in response to the 'ant librery' comand, Hodify the
spot. Library. sddin. jare=H sunspat. Lih}/mulcihay comeon, jard{path. separator) Hsunspot, 1ib) /cransducer device, jaré{pach.separator}§{zunspot. Libl /38l devics

# The next two lines add nev crypto related managenent commands on the

# hoat side. The 3POT-side code for these cowmands is already in Hil_device.jar

sptelient. ddin, jars=}{sunspot. Lib) /spotelient crypeo. arf(path, separacor) {sunspot. Libh/erypto_eomon, jar
spatelient. addin,classes=com, sun. spot.client . cameand, crypto, SpotClient CryptoExtension

# This line expoges crypto related management functionality via nev 'ant’
# comsands, Thiz file is part of the SpotClientCryptoExtensions module,
User, import, pathe=4{sunspot. 1}/ crypto-extensions, ml

basestation, shared=true
# [SPOTSELECTOR] Do not edit mext line
spotselector.basestation, lastport=COMS

Figure 4.9 Sunspot Properties File
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3. Build a new library including SSL device.jar (this JAR already contains
crypto_common.jar) and flash it on free-range SPOTs over a USB

connection.
“cd SDK_HOME “ (' here SDK _HOME refers to SDK installation directory)
“ant library”  (this only needs to be done once)

“ant resetlibrary” ( repeat this for each SPOT to be updated (connect SPOT
via USB))

Clean and build sunspot java code already shown is Figure 4.7 in Netbeans and
deployed on Sun Spot this is done via Netbeans or by ANT command “ant deploy”
also this can achieved. Figure 4.10 shows code deployed through Netbeans.

Sen_2 - NetBeans IDE 7.1.1

e Edt View Wavigate Source Refactor Run Debug Profile Team Tools Window Help Q-

PEES D E TP B-G

Projects x | Files Seryices [ | Start Page x|@SensorSampler.iava x| el
FA s S ooy QR0 QEHEG PL% SN 00 &
B 'D_SEC 3l import com.sun.spot.sensorboard.peripheral. FFeiceterhED;
B [ org.sunspotworld.demo 32 import com,sun.spot.util.Ucils;
: B @ SensorSampler.java
@ build,xml Output - SendDataDemo-onSPOT (jar-deploy) = | Tasks
u> C:\Program Files)Sun\SunSP0Thsdk\Denos)SendbatalenctSen 2Vinage. suite netadata
C:\Progran Files\SuntSunsPOTYsdk\Denos)SendDatabenoiSen_7\inage suite.api
Expanding: C:\Program Files)Zun\3unSP0T\sdk\[lemos) Sendlatalenc’Sen_z\suitelSendbataleno-ondP0T_L1.0.0.jar into C:iyProg
Moving 1 file to C:hProgram Files)Sum\SunEPOTYsdk\Denmos)Sendbatabeno|Sen Zhsuite
o Moving 1 file to C:iProgram FileshSum\SunSPOThsdk\DemosiSendDatalDemot3en 2isuite
% Moving 1 file to C:yProgram FilesSun\SunESPOT\sdk\Denos)SendDataDemo’Sen Zisuite
Deleting: C:iProgram Files)Sun)SunSPOT\sds\Denos)SendDataDeno’ Sen_2)inage. suite. api
$POT Client starting...
{please reset EPOT 0014.4F01.0000.1210 on port COME)
[waiting for reset]
[waiting for reset]
[waiting for resst] ** VM stopped: sxit code = 0 **
[waiting for reset]
Sen_2 - Navigator x = Sun SPOT bootloader (yellow-101117-1)

$POT serial nuwber = 0014.4F01.0000.161D
Uriting $P0T propertiss {338 bytes) to lecal SPOT on port COME
| | o0k

Using target file name: spotsuite://Oracle/SendDataDemo-onSPOT
Relocating spplication suite to 0x10S00000

About to flash from C:\Program FilesSun)Sun3P0Tsdc\Demos’Sendbatalens’Sen_£/suite/inage
Uriting imageappd2f7979306639047999 binteny (2360 bytes) to local SPOT on port COME

43%
BE%
86%
100

Using suite nawe: spotsuite://Oracle/SendDataDemo-onfP0T and Midlet muawber 1

4

Figure 4.10 Code Deployed on Sun Spot

Next a Certificates are added which are created in Section 4.3.1 into trusted keys of

Sun Spot, depending upon data is to be secured by which algorithm. First RSA file
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“mycert” which has public key exported as self signed certificate is added, as already

explained. Command is given below.

“ant addtrustedkey -Dcert=%path-of-mycert%\mycert —Dnickname=sunnyRSA —
DtrustFlags={s/o/w}”

Everything is self explained, cert takes path of certificate, nickname is name with
which user want to recognize this key, trustFlags value can be s, o, w where The flag
's' indicates self and 'o' indicates owner and ‘w’ flag is meant to indicate trust this key

for signing certs used by secure Web servers running on the Internet.

Similarly, EC certificate secp160rl.der is added into trusted keys of Sun Spot.

(13

ant  addtrustedkey -Dcert=%path-of-secp160rl.der%\secp160rl.der  —
Dnickname=sunnyEC —DtrustFlags={s/o/w}”

command “ant listtrustedkeys” lists all the trusted keys in keystore of sunspot. As
shown in Figure 4.11. *MyCert and owner are by default in keystore of Sun Spot and
sunnyRSA is added into its keystore.

[javal gspot.battery.model: LP523436B

[javal spot.external @ firmuare .version: 1.14

[javal spot.external.@. hardware.rev: 5.0

[javal spot.external.@.part.id: EDEMOBOARD _REU_GO_2_8_@

[javal spot.hardvare . .rev: 5

[javal spot.ota.enabhle: true

[javal spot.povercontroller.firmware .version: PCTRL-1.18%

[javal gpot.sdk.version: yellow-181117-1
POT“i[jaua] gpot.startup.isolates.upriids: spotsuite: s OraclesSendDatalemo—ond

[javal

[javal Keystore:

[javal Nickname Subject Izsuer Flags

[javal *MyCert CN=8814_4F@A1 0008 1810 CHN=5DK-B4cB64c4d 2

[javal owner CH=5DK-—B4c8b4c4 CH=5DK-B4c8b4c4 o

[javal sunnyREA C=au;S5T=s;L=2:;0=sunny;0U=sunny;CN=172.31.28.113C=au
;58T=5;L=s;:;0=sunny;0U0=sunny;CN=172_.31_.28 113w

[javal

[javal

[javal Exiting

—run—spotclient-multiple-times—locally:

—run—spotclient:

BUILD SUCCESSFUL

Total time: 18 seconds

Figure 4.11 Output of Ant listtrustedkeys command
To Delete key from keystore of Sun Spot command is:

“ant -Dnickname=<enter the name> deletetrustedkey”
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To get details of specific key, command is:
“ant listtrustedkey —Dnickname=<enter nickname of that key>"

Figure 4.12 shows details of ECC key added to keystore of SunSPot and Fig 4.13
shows details of RSA

—do—f ind—-spots:

listtrustedkey:
[echo]l nickname is {sunnyEC>

—check—run—spotclient—parameters:
—run—spotclient—-once—with—remote—id:
Frun—spotclient—-nultiple—times—with-remote—id:
—run—spotclient—once—locally:
—echo—progress—for—remote—runs:

—echo—progress—for—local-runs:

—run—spotclient—once:
[javal SPOT Client starting...

[javal

[javal Local Monitor C(yellow—-181117-1>

[javal SPOT serial numbher = 0014_4F81.06000.181D

[javal [Type: K.58%uvl

[javal Serial numbher: BA:B3:99:97:BH:93:23:E0:48

[javal Issuer: C=US;S5T=CA;L=Mountain Uiew;0=5un Microsystems, Inc.;0U=5un H
icrosystems Labhoratories;CN=172.31.28.113

[javal Subject: C=US;8T=CA;L=Mountain UView;0=Sun Microsystems. ;OU=5un
Microsystems Laboratories;CH=172.31.28.113

[javal Valid from 4-18-28012 14:12:34 GMT until 5-/19/2816 14:12:34 GMT

[javal EGPublicKey: (Curveld: secpl6oBrl, UYW:B4babWlf3ibbde552744h3cfZ2648cf3dl
SEBe2439acaaeeeEh2cc34624cdcd29h3814d5735288332hec)

[javal Signature Algorithm: Hone

[javal

[javal

[javal Exiting

Inc.

Figure 4.12 Details of ECC key in Sun Spot

check—run—spotclient—parameters:
run—spotclient—once—with-remote—id:
run—spotclient—multiple—times—with-remote—id:
run—spotclient—once—locally:
echo—progress—for—remote—runs:
echo—progress—for—local-runs:

run—spotclient—-once:
[javal SPOT Client starting...

[javal

[javal Local Monitor <yellow—1@1117-1>»

[javal SPOT serial number BPi4.4F@1 .

[javal [Type: ¥.58%vi

[javal Serial numher: 4F:86:9E:3C

[javal Issuer: C=au;8T=s;L=3;0=sunny:0U=sunny;CN=172.31.28.113
Subject: C=au;8T=s;L=s sunny; 0U=sunny;CN=172 .31 _28 113

[javal
[javal Valid from 4122012 9:19:56 GHMT wntil ?-11-2812 9:19:56

ABRA. 181D

GMT

[javal [1824-hit REA key. Exponent: BxB1
EhhaB2b6d35762a719de272dBf eaceefedl d67hBdB76a
L6c7?79hd?71d55eAA613a%ac338facad344fA38913%hdl
h22abe?bB?7ebddof33c?70d651053e8b24653haalbh?

[javal Signature Algorithm: Mone

BA1,. Modulus: Bxc2chiB6818eed3cd2B
248d50bf5c18615c51faaab4f bo58AEfch
adbcch?7dB8e4303c8al8f6e84d92dadf dA1
bhhaabdab3BPeeb2b8abBch?d4c4%a26bd]

Figure 4.13 Details of RSA key in Sun Spot
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Server Side Implementation

By default truststore is in “jre/lib/security/cacerts” but at runtime also keystore to be
used by server can be given. Ran the Server code on terminal window using java

command.

“Java -Djavax.net.ssl.keyStore=keystore -Djavax.net.ssl.keyStorePassword=paswrd

Serverv10 >> ECtime.txt”

Here the output was not displayed on command prompt rather data was collected in
txt file and keystore used was ECC keystore which was created ‘keytsore.jks’ and

supplied password which was given at runtime.

Similarly, Server can be ran for RSA keystore created.

“Java -Djavax.net.ssl.keyStore=mysrvKeyStore

-Djavax.net.ssl.keyStorePassword=paswrd Serverv10 >> RSAtime.txt”

To get details of all communication, ran the server with additional parameter
‘~Djavax.net.debug=all’. Figure 4.14 show sample output using the above said
parameter while running server with cipher suit SSL RSA WITH_RC4 128 SHA
and Figure 4.15 with TLS ECDH_ECDSA_WITH RC4 128 SHA
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Figure 4.14 Sample of RSA handshake

Command Prompt - Java -Djavax. net.debug=all -Djavax.net.ssl
[Session—1, SSL_MNULL_MWITH_MNULL_MULL]

[Session—-1, TLE_ECDH_ECDEA_WITH_RC4_12%_ $SHA1]

b ServerHello, TLSwi

andomCookie: GMT: 1318834635 bhytes = { 139, 252, 88, 127, 69, 82, 287, 152, 21
- 166, 148, 12, 19, 215. 4, 19, 216. 196. 234, 198, 127, 62, 235, 282, 138, 145
198, 228 >

Fession ID: <79, 156, 218, 283, 191, 243, 32. 28, 196, 47. 15, 191, 121, 183, 9
53, 25, 242, 1, 22, 116, 186, 196, 27,. 212, 68, 236, 283, 252, 149. ?7. 32>
ipher Suite: TLS_ECDH_ECDSA_WITH_RC4_128_SHA

ompression Method: 8

ipher suite: TLS_ECDH_ECDSA_WITH_RC4_128_SHA
p Certificate chain
hain [B]1 = [
L
Version: V1
Subjec CHN=172.31.28.1132,. 0O un Microsystems Laboratories. 0="Sun Microsyste
g, Inc.", L=Mountain Uiew, ST =us
Signature Algorithm: SHniu1thECDSﬁ OID = 1.2_840.18845 .4 _1

Key: SBun EC public key. 160 hits
public x coord: 13942913393?984863287?146256215246216595331693332
public v coord: 25863574582A4A3794781131765317638626409328325657
parameters: secploBrl <1.3.132.8.8>
Validity: [From: Thu Apr 12 18:20:11 IST 2812,
To: Sat May 21 18:28:11 IST 268161
Isgsuer: CN=172_31.28_113. OU=Sun Mlcruﬂyﬂtem“ Laboratories, 0=""S%un Microsysten|
Inc.", L=Mountain Uiew, ST=CA. us
“gerialHumber: [ d?46f88h Biﬁedﬁﬁd]

Algorithm: [SHA1lwithECDSA1

Signature:

B@: 38 ZE 82 15 88 Al 43 BE I A
id: 96 98 DD DB DE 3D 3B B3 45 82 15
2@8: AD AF 3C 38 44 AB 3E 65 62 F7 4A

ServerHelloDone
and hashes:

Figure 4.15 Sample of ECC handshake
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Proxy Server

A proxy server is a server that acts as an intermediary for requests from clients

seeking resources from other servers.

Started the socket proxy on a host machine in a different terminal window. Command
line proxy is run by command “ant socket-proxy” and gui based proxy is run by

command ““ant socket-proxy-gui “. In this experiment gui based proxy was used.

Then clicked the 'Start' button. Figure 4.16 shows output of ant socket-proxy-gui

command.

SPOT Socket Proxy

BaseStation's serial port ;

Radiogram port :
L]
System Error Warning Info 110
Proxy Log: Clear AutoScroll
11:24:04:686------ = ProwySener ready =----- =]

11.24:04:656-My IEEE address i ACTF.1CT1.0000.1400

11:24:15:796-Respanding with PACKET _TvFE_KILL_RESPOMSE apenCount=0to 0014 4F01.0000.
11.24:16:186-Got PACKET_TYFE_PORT_REQUEST with init connect 172.31. 281121000 fram 0014
11:24:16:187-001 4 4F01.0000 18101 [connect 17231 281131000 : com.sun.sguawk socket promn
11:24:16:234-0014 4F01.0000.1810:1 [connect 172.31.28 1131000 : Starting Radio2TCP
11.24:16:234-0014 4F01.0000.1810:1 [connect 172.31.28.113 1000 : Starting TCP2Radio

(| I | [+
Radio port usage: 3 of 128

Start Stop

Figure 4.16 Output of ant socket-proxy-gui.
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4.4 Results

As per the literature Sun Spot takes around 3-4 hours to charge it fully via USB. Here
in this experiment Sun Spot is charged for 4 hours and then run once with RSA
algorithm and next time with ECC algorithm and find that battery sustain longer time
when data is encrypted using ECC algorithm than RSA algorithm. As already
mentioned data collected is light reading, battery value and time (in milliseconds).
The time mentioned is in milliseconds which is calculated as milliseconds from
1 January 1970, 00:00 GMT till that time. Few readings of output is shown in Figure
4.17 when data is encrypted using RSA algorithm and in Figure 4.18 when data is

encrypted using ECC algorithm.

RSAtimel . txt - WordPad

File Edit WViews Insert Formakt Help

D EdH S M B« By
Server running . ..
Serwver waliting for client ...
Server connected to &a client ...
Light reading is 1 Eacttery Lewvel i=s 163 .9545594444444945 Time i= 1335603556525
Light reading is =2 Battery Lewvel is 163 .40013194949949939 Time 1s 1335603613531
Light reading is 1 EBEarctcery Lewvel i=s 162 .5462236111111:=2 Time i= 1335603640534
Light reading is 3 Eacttery Lewel i=s 162 . 2957291666666 6 Time i= 1335603667535
Light reading is 1 Battery Lewvel is 161.74471527777777 Time 1s 1335603694549
Light reasding is 3 Earctcery Lewvel i= 161.129335555555558 Time i= 1335603721549
Light reading is 1 Eattery Lewvel i=s 160.640534722ZZZZ2 Time i= 1335603745555
Light reading is 2 Battery Lewel is 160.08573611111112 Tirme 1s 1335603775559
Light reading is 2 Earctcery Lewvel i=s 152.530444434494444343349 Time i= 1335603502565
Light reading is =2 Barttery Lewel i=s 155.40039305555555 Time i= 1335603543219
Light reading is 2 Battery Lewel is 157.84834027777777 Tirme 1s 1335603870222
Light reading is 2 Eatctcery Lewel i=s 157 .2270202777777S8 Time 1i= 1335603597225
Light reading is 2 Battery Lewel is 156.7453939305555554 Time i= 1335603324230
Light reading is 2 Battery Lewel is 156.19420133555589 Time is 1335603951235
Light reading is 3 Eattery Lewvel i= 155.&6405 Time i= 1335603275zZ41
Light reading is 2 Battery Lewel is 155.037826385859535459 Time i= 1335604005247
Light reading is =2 Bactery Lewel is 154 .5301575 Time is 1335604032253
Light reading is 1 EBEattery Lewel is 153 .92781597ZZZ2Z23 Time i= 1335604052255
Light reading is 3 Battery Lewel i=s 153 .4221575 Time= i=s 1335604032852 64
Light reading is 2 EBactcery Lewel is 152 .85672562949414449445 Time is 1335604113270
Light reading is 2 Eattery Lewvel is 152 .3145125 Time i= 1335604140275
Light reading is 4 Battery Lewvel i=s 151.758z27777777778 Timse 1s 1335600417282
Light reading is 2 EBactcery Lewel is 151.20345533333334 Time is 13356041949=255
Light reading is 2 Eattery Lewel i=s 150.647492305555554 Time i= 1335604Zz2 1255
Light reading is =2 Battery Lewvel is 150.09150694943449494944935 Time 1s 1335604z24945=291
Light reading is 2 Bactcery Lewel is 149 .536085333333332 Time 1is 1335604z275z225
Light reading is 2 Eacttery Lewvel i=s 145.95113194444436 Time i= 1335&60430zz23939
Light reading is 1 Battery Level is 145.42651949499494944944945 Time 1s 1335604329303
Light reading is 2 EBarctcery Lewel is 147.857z20456111111 Time is 1335604356306
Light reading is 2 Eacttery Lewvel i=s 147 .3164&852777777S Time i= 1335604353310
Light reading is =2 Battery Lewvel is 146.759347222222235 Time 1s 1335604910315
Light reading is 2 EBarctcery Lewvel i=s 146.20377083333332 Time i= 1335604437315
Light reading is 2 Eacttery Lewvel i=s 145.6451111113131311 Time i= 1335604254321
Light reading is 1 Battery Lewel is 145.08968055555556 Tirme 1s 1335604491325
Light reading is 2 Earctcery Lewvel i=s 144.530256949444434434935 Time i= 1335604515331
T.irmht. readinmg i=s 2 Fartersw TLevel i= 145 Q975399 NSERESESR555 THrme i= 1335AMN4545535R

Figure 4.17 Output using RSA algorithm
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ECtime1.txt - WordPad

Fil= Edit View Insert Format  Help

D d =& #4

Serwver running ...

&

Server waiting for oclient ...

Server connected to & olisnt oL .

Light reasding is
Light reading is=
Light reasding is
Light reading is
Light reasding is
Light reading is
Light reasding is
Light reasding is
Light reasding is
Light reasding is
Light reading is=
Light reasding is
Light reading is
Light reasding is
Light reading is
Light reasding is
Light reasding is
Light reasding is
Light reasding is
Light reading is=
Light reasding is
Light reading is
Light reasding is
Light reading is
Light reasding is
Light reasding is
Light reasding is
Light reasding is
Light reading is=
Light reasding is
Light reading is
Light reasding is
Light reading is

Battery Lewel is 163 .85966494Z236111111= Time 1is 1335505470994
Eattery Lewvel iz 163 .31771527777773 Time i= 1335505503927
Battery Lewel is 162.7661111111111= Time 1is 1335505531000
EBarttery Lewvel is 162 .215104216666666 Time 1i= 1335505555005
Battery Lewel is 161.665277777 7773 Tirme= 1= 1335505555011
EBarttery Lewvel is 161.11472916666665 Time 1i= 1335505612017
EBattery Lewvel is 160.56Z47VZIZEZZZZZ23 Time i= 1335505639023
Eattery Lewel is 160.0103&611111111 Time i= 13355056650z9
EBattery Lewvel is 1592 .4577EZZZEZZZZEZ23 Time 4i=s 1335505693035
Battery Lewel is 1585.90561505555555 Time 1is 13355057zZ0041
Eattery Lewvel i= 155.35340zZ77777777 Time i= 1335505747047
Battery Lewel is 157 .850143°75 Tirme= 1is 1335505774059
EBarttery Lewvel is 157 .24529166666666 Time 1i= 1335505801061
Battery Lewel is 156.696451385858385809 Tirme= 1is 1335505820069
EBarttery Lewvel is 156.1424553353333334 Time i= 1335505355067
Eattery Lewvel i=s 155.55925 Time is 1335S05SSzZ070

Eattery Lewel is 155.035 Tim= 1= 1335505909073

Eattery Lewvel i=s 154.47S5S6597EZZZZZ23 Time 4i=s 1335505935077
Battery Lewel is 153 .92836505555555 Time 1is 1335505963051
Eattery Lewvel i= 153 .37515277777777 Time i= 1335505990036
Battery Lewel is 152 .5243194993494333430 Time 1is 1335506017092
EBarttery Lewvel is 152 .27z290z277777777 Time 1i= 1335506044097
Battery Lewel is 151.7z205763888380809 Tirme= 1is 1335506071103
EBarttery Lewel i=s 150.05927053333333 Time 1i= 1335506137058
Eattery Lewvel i=s 142 .53341665656658665 Time i= 1335506154062
Eattery Lewel is 145 .9652 152777778 Time i= 1335506191066
Eattery Lewvel is 145.4130Z033333332 Time i= 1335506z 15072
Battery Lewel is 147 .59625456111111= Time 1is 1335506zZ45077
Eattery Lewvel i= 147 .30777777777777 Time i= 1335506272033
Battery Lewel is 146.75737310666607 Time 1is 1335506zZ395059
EBarttery Lewvel is 146.20399305555554 Time 1i= 1335506326095
Battery Lewel is 145.654965z2777773 Tirme= 1= 1335506353102
EBarttcery Lewel i= 145. 1005763535539 Time 1i= 1335506350109
Light reasding is Eattery Lewvel i=s 144 .5473125 Time i= 1335506407115

Light reasding is Eattery Lewel is 143 .99z2z2847z2z2z2z2z2z22 Tirme= iz 1335506434122
T.imght. readinmg i= & Farters TLewel i= 145 43735375 Time i=m 153355MNA4Aa1125

o

o

B I I O v T 1 T RN NN I I N = N 7,
=

Figure 4.18 Output using ECC algorithm

To calculate the total time Sun Spot take to discharge whole battery, difference of last
reading and first reading is taken. Table 4.4 shows first and last reading using RSA
algorithm and Table 4.5 shows first and last reading using EC algorithm.

Table 4.4 Output recorded using RSA

Reading No | Light Reading Available Battery Time (in milliseconds)

First 1 163.95456944444445 1335603586528

Last 2 16.0 1335610487738

Table 4.5 Output recorded using ECC
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Reading No | Light Reading Available Battery Time (in milliseconds)

First 4 163.86642361111112 1335505476994

Last 9 16.0 1335512917294

Under same circumstances, from above readings it is observed that by using RSA
algorithm for encryption battery discharges in 6901210 milliseconds
(1335610487738-1335603586528) i.e approx. 115.020 minutes or 1.917 hrs. By
using ECC algorithm for encryption battery discharges in 7440300 milliseconds
(1335505476994- 1335505476994) i.e. approx. 124.005 minutes or  2.066.
Experiment is ran 10 times for each algorithm and it is observed that battery

consumption is less when ECC algorithm is used to encrypt data as compared to RSA.

It was observed that battery level never reaches zero rather it never drops beyond
reading 16. In Sun Spot the battery level is computed based on the measured
discharge rate and so is approximate. It is also computed conservatively which is why
it goes to 16 after about few hrs and stays there until the battery voltage really falls at
the end [8].

Its to be kept in mind that Sun Spot will run for longer duration if one increase its
sleep time. Actually for most percentage of time Sun Spot is sleeping and only for few
milliseconds of time it actually operates. Changing lights of Sun Spot also saves
energy. Green light takes least energy. Sun Spot can run for 7-12 hours depending
upon its sleep time, Led lights used. But under same circumstances when encoded
data is transferred ECC algorithm takes less battery energy than RSA algorithm as

experimentally proved above.

S. CONCLUSION
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This thesis investigated the mathematical foundation of RSA and elliptic curve
cryptography for the purpose of understanding the practical problems of

implementation of RSA and ECC over wireless sensor network.

Designed and implemented RSA and ECC for establishing secure connection in
wireless sensor networks. At lower key bit size ECC provide same level of security as

RSA.

Implemented the algorithms one by one over Sun SPOTs for analyzing the
cryptographic behavior. Here Sun SPOT send the light reading , available battery

capacity and time.

First charged the battery and then calculated the time taken by each algorithm to
discharge the battery to find out which algorithm takes less amount of battery power
or consumes less battery. Under same circumstances RSA consumes more battery

power as compared to EC.
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