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Abstract

In today’s world data is considered as one of the most valuable assets. With the coming up

of plethora of web applications and technologies like sensors, IoT, cloud computing, etc.,

the in-stream data generation resources have increased exponentially. Data originating from

heterogeneous sources and real world applications is severely susceptible to inconsistent,

incomplete and noisy data. To support data applications in different domains, data processing

must be efficient and automated as much as possible. Further, timely and accurate analysis

of available data is an intrinsic requirement.

Conventional databases and traditional data mining techniques are efficient for stored

data analytic but for in-streamed data, where data is arriving continuously, it is not feasible

to store the data into databases and then perform analysis since all such applications demand

time bound query output. Moreover, traditional approaches demand that entire data should

be stored in a formatted manner. Massive datasets require architectures and tools for data

storage, handling, processing and mining of the bulk information in limited time and in

single pass. One of the available alternative is use of Probabilistic Data Structures (PDS) in

Big data analytics, which use some probability based approaches, approximation principals

and hashing methods to reduce time and space trade off in storage, retrieval and search of

data.

This thesis proposes three techniques for streamed data analysis. First one, a variant

of scalable Bloom Filter (BF), called AdapTable Bloom Filter (ATBF), performs peak hour

analysis and decides the size of dynamic BF apriori using Kalman filter and Learning Array

(LA). In second approach, a variant of stable BF, called FingerPrint Stable Bloom Filter(FP-

SBF), has been proposed for duplicate detection in streamed data. In the third approach, a

semi-supervised technique for spam detection in Twitter has been proposed which employs

ensemble based framework (Eb-SDF) comprising of four classifiers. The framework is based

xv



on usage of PDS like Quotient Filter (QF) to query the URL database, spam users, spam

words databases and Locality Sensitive Hashing (LSH) for similarity search.

Performance of the proposed approaches has been evaluated by comparative analysis of

PDS with the similar data structures and through the standard evaluation parameters. ATBF

has been compared with scalable BF for server utilization and hourly load analysis. FP-

SBF has been compared with stable BF and reservoir based sampling BF and accuracy is

determined for detecting duplicates in streaming data. Results are compared on different

BF parameters which include counter size, size of bloom filter, number of hash functions,

false positive and false negative analysis, etc. Eb-SDF has been tested on twitter dataset and

comparative analysis is performed on the basis of precision, recall and F1- score.

xvi



Chapter 1

Introduction

The term Big data appeared sparingly in the early 1990s, and its prevalence and importance

increased exponentially as years passed. Now a days Big data is often seen as an integral part

of computer science research and development. Following section explains the evolution of

Big data in the last three decades.

1.1 Big Data Evolution

1.1.1 Background

In late 1980’s, a new business analysis idea of decision support and data warehousing was

introduced to the industry. This analysis provided predictive results on the basis of trend

in historical data and helped in selecting the optimal solution with least risk [1]. Later on,

this business idea become so popular that it become a new industry in itself and world was

introduced to the term ‘Big data’ [2].

As advancement in technology and communication protocols moved further, commercial

internet was launched in 1995 leading to exponential increase in data generation resources

[3]. Internet made sharing of information easy and communication became very fast leading

1



2 Chapter 1 Introduction

to worldwide revolution in technology, generation of new standards and business models.

In terms of Big data, it can be rightly said that large new resources for data were generated

which provided complex data in terms of volume and variety [4].

From 1997 to 2002, cellular mobile network redefined the mobility solutions. Ease in

using them attracted more people and industries towards this change. Many industries started

providing new products and services to mobile phone users, making them more interesting,

resulting in more data complexity in terms of volume, variety, velocity and usage of data [5].

From 2000 to 2010 [2, 6], next big technical revolutions was witnessed where Internet

giant Google and smart phones from Apple came up, fast and new technologies like 3G and

Wi-Fi were initiated and social media revolution by Twitter and Facebook made this decade

very important from the view point of Big data. All these changes redefined the traditional

scientific methods, paving way for emergence of a new era of Big data processing [5].

With the coming up of plethora of web applications and technologies like IoT [7], cloud

computing [8], etc., the data generation resources are increasing exponentially. From the

last few years, there is an exponential increase in the data movement across different smart

devices with respect to network activities such as-search requests, logs, location data, tweets,

e-commerce, data footprint of individuals, etc . The amount of data being produced everyday

has increased from terabytes to petabytes [9].

Two major breakthrough helped to accelerate the solutions generation for Big data: one

was cloud computing [6] which decreased the cost of storage significantly and amplified use

of commodity hardware and another was distributed computing for data storage at different

servers [10] that helped in new data base designs leading to new generation products like

Hadoop, Map-reduce, No-SQL, etc [11].
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1.1.2 Big Data: Definition

Initially, Big data refereed to the collection of huge amount of unstructured data (volume and

variety) only. But, with the rise in continuous data generation resources like traffic data, GIS

data, climate data, stock market data etc., term velocity was introduced in Big data. Thus,

Big data become collection of huge volume of data, including the complexity in terms of

fast data generation rate (velocity) and variable structure of data (variety) [12, 13]. Their is

no standard definition of Big data, it depends on the domain application and environment.

Amongst the most cited definitions, some of them used to describe Big data by different

sources are listed below:

• Gartner proposed a three fold definition in 2001, “Big data comprises of three Vs:

Volume, Velocity, Variety. The primary focus of Big data is on the increasing size of

data, the increasing rate at which it is produced and the increasing range of formats

and representations employed” [14].

• Oracle stated that: “Big data is the derivation of value from traditional relational

database driven business decision making, augmented with new sources of unstruc-

tured data.” They assert that Big data is the inclusion of additional data sources to

augment existing operations [15].

• IBM data scientists referred to Big data with four dimensions: volume, variety, velocity

and veracity. “Big data gives you the ability to achieve superior value from analytics

on data at higher volumes, velocities, varieties or veracities. With higher data volumes,

one can take a more holistic view of the past, present and likely future. At higher

data velocities, one can ground your decisions in continuously updated, real-time data.

With broader varieties of data, one can have a more nuanced view of the matter at

hand. And as data veracity improves; one can be confident that, working with the
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truest, cleanest, most consistent data” [16].

• According to Microsoft: “Big data is the term increasingly used to describe the process

of applying serious computing power - the latest in machine learning and artificial

intelligence - to seriously massive and often highly complex sets of information” [17].

• Google referred to Big data as: “Data that would typically be too expensive to store,

manage, and analyze using traditional (relational and/or monolithic) database systems.

Usually, such systems are cost-inefficient because of their inflexibility for storing un-

structured data (such as images, text, and video), accommodating high-velocity (real-

time) data, or scaling to support very large (petabyte-scale) data volumes” [18].

• Wikipedia describes Big data as: “An all-encompassing term for any collection of

data sets so large and complex that it becomes difficult to process using on-hand data

management tools or traditional data processing applications” [19].

• Casari explain Big data in technical perspective as: “Big data is data whose scale, di-

versity, and complexity require new architecture, techniques, algorithms, and analytics

to manage it and extract value and hidden knowledge from it” [20].

• According to Forbes, “It is a new tools which helps us find relevant data and analyze

its implications” [21].

1.1.3 Characteristics of Big Data

Big data is often described using Vs which include Velocity, Volume, Variety, Veracity, Value

etc. (Fig. 1.1). Characteristics of Big data along with challenges associated with them are

described below :
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Figure 1.1: Characteristics of Big data

• Velocity: First V refers to the speed at which data is being generated, created, re-

freshed, collected and analysed. With the every passing day, the number of emails,

twitter messages, photos, video clips, etc. are increasing manifold. Facebook claims

600 terabytes of incoming data per day [22]. Google alone processes on average more

than “40,000 search queries every second,” which roughly translates to more than 3.5

billion searches per day [23].

• Volume: It refers to the incredible amounts of data generated each second from social

media, cell phones, credit cards, sensors, photographs, video, etc. The size of the

data is not just limited to Terabytes but it has already reached Zettabytes. Big data

is probably best known for Volume of data; more than 90 percent of all today’s data

was created in the past couple of years. Facebook alone has 10 billion messages,

4.5 billion times their “like” button is pressed, and over 350 million new pictures are
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uploaded every day [24]. YouTube registers 300 hours of video uploads every minute

[25]. In 2016 estimated global mobile traffic amounted to 6.2 exabytes per month

[23]. Collecting and analyzing this data is clearly a big challenge. This voluminous

data has become so large that storing and analysing data using traditional database

technology seems infeasible. New Big data tools which use distributed systems to

store and analyse data across databases located anywhere in the world is need of the

hour.

• Value: This V characterizing the business value, ROI, and potential of Big data to

transform an organization. All other characteristics of Big data are meaningless if

one does not derive business value from the data. Value ensures that the effort and

resources utilized for Big data analytics will be valuable for organization. Having

endless amounts of data is one thing, but unless it can be turned into value it is useless.

Substantial value can be found in Big data, including understanding your customers

better, targeting them accordingly, optimizing processes, and improving machine or

business performance.

• Variety: Variety means different types of data used for Big data analysis. It covers

all aspects related to structure of data like complexity, number of features related with

the data item, combinatorial explosion, variety of data types, and various data formats.

When it comes to Big data, it includes structured, semi-structured and unstructured

data. Majority of the data which includes audio, image, video files, social media up-

dates, and other text formats like log files, click data, machine and sensor data, etc.

seems to be unstructured. Thus, analysis of variety of the available data is one of the

biggest challenges of Big data. Organizing the data in a meaningful way is no simple

task, especially when the data changes rapidly.



Chapter 1 Introduction 7

• Veracity: Veracity refers to the provenance or reliability of the data source, its context,

and how meaningful it is to the analysis. Basically it represents the quality or trustwor-

thiness of the data. As Volume, velocity and variety increase, the veracity (confidence

or trust in the data) drops. Knowledge of the data’s veracity in turn helps us better

understand the risks associated with analysis and business decisions

• Variability: Variability refers to the constantly changing meaning of data. It deals with

dynamic, evolving, spatio temporal data, time series, seasonal, and any other type of

non-static behavior in data sources, customers, objects of study, etc. Variability in Big

data’s context refers to different things. One is the number of inconsistencies in the

data. These can be analysed by anomaly and outliers detection methods to provide

meaningful analytic. Multitude of data dimensions resulting from multiple disparate

data types and sources also comes under variability of data. Variability can also refer

to the inconsistent speed at which massive data is loaded into the database.

• Visualization: Visualization is critical in today’s world. Using charts and graphs to

visualize large amounts of complex data is much more effective in conveying meaning

than spreadsheets and large reports. Combine this with the multitude of variables

resulting from Big data’s variety and velocity and the complex relationships between

them, and one can see that developing a meaningful visualization is not easy. Current

Big data visualization tools face technical challenges due to limitations of in-memory

technology and poor scalability, functionality, and response time.

• Validity: Validity deals with data quality, governance, master data management on

massive, diverse, distributed, heterogeneous, “unclean” data collections. Similar to

veracity, validity refers to how accurate and correct the data is for its intended use. Ac-

cording to Forbes, an estimated 60 percent of a data scientist’s time is spent cleansing
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their data before being able to do any analysis [26]. The benefit from Big data analyt-

ics is only as good as its underlying data, so one needs to adopt good data governance

practices to ensure consistent data quality, common definitions, and metadata.

• Vulnerability: Big data brings new security concerns. Due to the velocity and vol-

ume of Big data, however, its volatility needs to be carefully considered. As reported

by CRN: “In May 2016 a hacker called Peace, posted data on the dark web to sell,

which allegedly included information on 167 million LinkedIn accounts and 360 mil-

lion emails and passwords for MySpace users [27].”

1.2 Current Scenario

Advancements in application areas of IoT [28], social networks [29] and social IoT [30] have

shifted the focus of Big data analytics towards streaming data. The terms volume, variety in

Big data has changed paradigm of Big data from business solution to data mining [31] and

now with the contribution of velocity, paradigm is shifted to streamed data analytics [32].

The following sections provide a brief introduction of to the domains of Big data covered in

this thesis, i.e., streaming data analytics and IoT; where techniques have been proposed for

efficient storage and retrieval of massive data.

1.2.1 Streaming Data

Streamed data arriving from various resources requires fast processing and storage frame-

work for handling huge amount of data. Given millions or even billions of data elements,

developing efficient solutions for storing, updating, and querying them becomes increasingly

important especially when data is available for short span [33]. Storing entire data requires

lot of memory and usage of fixed size data structures will require lot of time for analysis
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[34]. Moreover, the complexity of data and the amount of noise associated with the data is

not predefined since the size of data is also unknown, one cannot determine how much mem-

ory is required for storage. The important issue in stream processing is that data diminishes

with time so data must be processed in a particular time window in single pass [35]. Thus, it

becomes difficult to capture, store and process the incoming data within the stipulated time.

[36].

Some of the applications which need special attention in the real time analytics of stream-

ing data include heavy hitters in data streams, frequency query for all items in the set, esti-

mate the cardinality of massive dataset, find similar items in huge pool of items, member-

ship query, etc [37]. In many application domains, fast and real time processing is required

to make timely decisions accurately for eg. in finance sector, the analysis of stock market

streaming data is an essential tool for predicting stock price of the companies and real time

fraud detection in short time span [38]. In dynamic recommender applications, processing

of streamed data is necessary for referral of products according to interest of user and pro-

motion of new products in the market [39]. In network applications, managing data streams

for system monitoring can be time-varying, volatile and unpredictable since tasks to be man-

aged include accessing the server’s utilizations in particular time frame, tracking the number

of unique visitors on a network in a particular time, identifying common users between two

time slots, or calculating maximum number of hits on network in particular span of time [40].

Results of network analysis can help to predict the resource usage over network, identify rush

hours in network, management of network resources on the time slot basis and detect attacks

like DoS and DDoS [41].
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1.2.2 The Internet of Things

The Internet of Things (IoT) paradigm refers to a network of interconnected things. As the

name indicates, IoT refers to connecting all things in the world to the internet [42]. The

perception is that all the things will be identified automatically, will communicate with each

other, and even make decisions by themselves. Thus, IoT is evolving as a new generation of

information network and service infrastructure, amalgamating computer based systems with

the corporal world. It is increasingly becoming a ubiquitous computing service, requiring

huge volumes of data storage and processing. The growing number of Internet-connected

devices, which is predicted to reach 20 billion units in 2020 has triggered a new breed of

applications and services, a class of applications where the logic is powered by data and

resources from the physical world [43].

Basic structure of IoT is composed of physical objects embedded with electronics, soft-

ware, and sensors, which allows objects to be sensed and controlled remotely across the

existing network infrastructure, facilitates direct integration between the physical world and

computer communication networks, and significantly contributes to enhanced efficiency, ac-

curacy, and economic benefits [44].

The term IoT was initially proposed to refer to uniquely identifiable interoperable con-

nected objects with radio-frequency identification technology. Later on, researchers relate

IoT with more technologies such as sensors, actuators, GPS devices, and mobile devices. To-

day, a commonly accepted definition for IoT is a dynamic global network infrastructure with

self-configuring capabilities based on standard and interoperable communication protocols

where physical and virtual ‘Things’ have identities, physical attributes, and virtual personali-

ties and use intelligent interfaces, and are seamlessly integrated into the information network.

IoT has been widely applied in various applications such as environment monitoring, energy

management, medical healthcare systems, building automation, and transportation.
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Social IoT

Internet revolution led to the interconnection between people at an unprecedented scale and

pace. The next revolution will be the interconnection between objects to create a smart

environment. A social approach can be used for the IoT to connect large number of objects

in social networks like Twitter, Facebook, Instagram, etc. The network is normally intended

as the IP network and the things are devices, such as sensors and/or actuators, equipped with

a telecommunication interface and with processing and storage units. This communication

paradigm should hence enable seamless integration of potentially any object into the Internet,

thus allowing for new forms of interactions between human beings and devices, or directly

between device and device, according to what is commonly referred to as the Machine-to-

Machine communication paradigm or Social IoT (SIoT) [45].

The main aim of SIoT is to integrate the social network concepts into the IoT, use social

networking elements in the IoT to allow objects to autonomously establish social relation-

ships. The goal is to understand how the objects in the SIoTs process the information and

build a reliable system based on the behaviors of objects. These massive datasets require

architectures and tools for data storage, processing, mining, handling and leveraging of the

information to offer better services.

The above discussed domains of Big data clearly indicate that in last few years, there is an

exponential increase in the data generation resources which has provided a new direction

to Big data wave. To handle this large volume of data, traditional algorithms cannot go

beyond linear processing. Conventional databases and traditional data mining techniques are

efficient for stored data analytic but for in-streamed data, where data is arriving continuously,

it is not feasible to store the data into a database and then perform mining operations since

all such applications demand time bound query output. Moreover, traditional approaches
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demand that entire data should be stored in a formatted manner. These massive datasets

require architectures and tools for data storage, processing, mining, handling and leveraging

of the information to offer better services [46].

Sincere efforts by researches all over the world have been put up to extract intelligence

out of this huge amount of knowledge base. Major bottleneck in this effort is that there exists

no standard method to efficiently map and store the Big data on a compatible data structure.

Further the memory required to store such huge bulk of enormous data and the computational

time associated along with it for retrieval are increasing the difficulty in designing a standard

framework for mapping huge data sets [47].

After having a thorough review of Big data and various approaches adopted for efficient

retrieval task, it was realized that the deterministic data structures and algorithms had few

limitations while dealing with massive datasets. One of the available alternative is use of PDS

in Big data analytics, which has the advantage of hashing based approximation in retrieving

fast results. Rapidly increasing data on Internet have raised the significance of analyzing

the network traffic efficiently. Moreover, PDS also show significant improvement in results

when applied on streaming data problems.

Next section (Section 1.3) provides detailed discussion of PDS and their application domains.

1.3 Probabilistic Data Structures

Enormous and unlimited growth of data has led to a paradigm shift in storage and retrieval

patterns from traditional data structures to Probabilistic Data Structures (PDS).

Definition: Probabilistic Data Structures [48] are, tautologically speaking, data structures

which have a probabilistic component. In other words, probabilistic data structures use some

probability based approaches, approximation principals and hashing methods to reduce time
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and space trade off in storage, retrieval and search of data.

These probabilistic components are used to reduce time or space tradeoffs. PDS cannot give a

definite answer, instead they provide with a reasonable approximation a way to approximate

these estimations. They are useful for Big data and streaming applications because they can

decrease the amount of memory needed (in comparison to data structures that give exact

answers). These data structures use hash functions to compactly represent a set of items

in stream-based computing while providing approximations with error bounds so that well-

formed approximations get built into data collections directly [49]. Further, they avoid high-

latency analytical processes. Moreover, PDS offer several advantages which include:

• They use small amount of memory (one can control how much).

• They are easily parallelizable (hashes are independent).

• They have constant query time.

1.3.1 Role of Probabilistic Data Structures in Big Data

• PDS cannot give a definite answer, instead they provide with a reasonable approxima-

tion of the answer and a way to approximate this estimation. Comparing with error-free

approaches, these algorithms use much less memory and have constant query time.

• They usually support union and intersection operations and therefore can be easily

parallelized. These are useful for Big data and streaming applications because they

can decrease the amount of memory needed (in comparison to data structures that give

exact answers).

• The traditional way of dealing with large datasets is to use some kind of deterministic

data structure like HashSet or Hashtable for such purposes. But when the data sets with
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which application is dealing becomes very large, then deterministic data structures are

not feasible because the data is too Big to fit in the memory. It becomes even more

difficult for streaming applications which typically require data to be processed in one

pass and perform incremental updates.

• One can chose a PDS according to requirement of application and get results is min-

imum time. Different variants of PDS categorized according to their application are

highlighted in Fig. 1.2.

Figure 1.2: Variants of PDS

PDS plays major role in the following scenarios:

• Approximate Membership Query: Store bulk data in small space and respond to user’s

membership query efficiently in the given space S [50, 51].

• Frequency Count: Find cardinality, i.e., number of cardinal (basic) members in a set

in the massive data set [52, 53].

• Cardinality Estimate: Count the number of times a data item has arrived in the huge

data sets [54, 55, 56].
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• Similarity Search: Identify similar items, i.e., find the approximate nearest neighbors

(most similar) to the query in the available dataset [57, 58].

1.4 Applications of Big Data

Applications of Big data can be seen in many scientific disciplines like Healthcare, Eco-

nomic Development, Public schemes for the society, Agriculture related datasets, Skill and

Education, Weather and GIS, Biological and Genomic data, Social networks, Banking and

Financial Markets, Remote Sensing, ad-hoc networks, privacy preserving, etc [59, 60, 61] .

Some of the important fields are:

• Health care

Big data is used for analyzing data in the electronic medical record system with the

goal of reducing costs and improving patient care. This data includes the unstructured

data from physician notes, pathology reports, etc. Big data and healthcare analytics

have the power to predict, prevent and cure diseases [62]. It allows real-time monitor-

ing of patients, which leads to proactive care. Sensors and wearable devices can collect

patient health data even which can be monitored by health-care institutions to provide

remote health alerts and lifesaving insights to their patients [63]. The most important

aspect is health data acquisition, transmission, management and visualization; which

help to build a social network in health care contexts. Further, domains like sensor

based healthcare applications and medical image processing and visualization help in

better prediction [64].

• Public administration

The public sector is becoming increasingly aware of the potential value to be gained

from Big data. Governments generate and collect vast quantities of data through their
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everyday activities, such as managing pensions and allowance payments, tax collec-

tion, national health systems, recording traffic data, and issuing official documents.

Using data analytics to benefit the public enabling policy makers to make policy pro-

posals by understanding their public requirements [65]. Public welfare schemes can be

implemented more efficiently if fraudulent and bogus identity holders are identified.

Correlation of multiple sources of data will help government economists to come up

with more accurate financial forecasts [66]. Information from both traditional and new

social media (websites, blogs, twitter feeds, etc.) can help policy makers to prioritize

services and be aware of citizens’ interests and opinions [67].

• Social network analysis

Social network analysis techniques can be applied to study structures of any types of

interactions/relationships between any kinds of entities. Using SNA tools on collab-

oration and/or information-sharing networks, managers can easily find the “important

person” and build appropriate management strategies to improve efficiency [29]. Com-

bating terrorism is another field where SNA techniques have important and successful

applications [68]. SNA techniques also have been successfully applied in epidemiol-

ogy. Researchers are trying to analyze the spread of diseases based on the interactions

between people. Number of recent successful applications of SNA include discover-

ing emergent communities of interest amongst faculty at various universities; revealing

cross-border knowledge flows based on research publications; determining influential

journalists and analysts in the IT industry; map executive’s personal network based on

email flows, etc. [69].

• Business

Big data is changing the competitive landscape of every business domain. Big data

is used by organizations today for analyzing sentiments of the target customers and
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providing them better services to increase the business. Analysis of such huge vol-

ume of data has also helped business in cutting down their expenditures in various

sectors wherever possible. It also helps industries in demand forecasting; what kind of

products to be developed to increase sales, to maintain position in market, etc. [70].

• Remote Sensing

With the huge amount of data generated from sensors it is easy to predict weather

forecast, drought indices, etc. Applications based on remote sensing image, such as

agriculture, analysing climatic changes and its effects on the environment, land cover

and land use planning, hydrology, etc, can be easily accomplished by Big data analytics

[71].

• Agriculture

Big data can help in increasing the production of high value seeds with help of ma-

chine learning models to understand the ecology and environment of a particular area.

As part of green data revolution, analytics process can be applied to optimize the man-

agement, breeding and fertilization to increase the yields. Biotechnology revolution

can also be an integrated part of data science through specifications of selection traits,

chemistries and microbials [72].

• Scientific research

Big data technology and services has formed a fertile foundation for scientific appli-

cations in the past several years. In biological and genomic data processing Big data

have many applications like microarray gene analysis, mRNA expression profiling,

precision medicine, biomarkers discovery, adverse drug reactions [73]. Web-based

applications encounter Big data frequently, such as recent hot spots social computing

(including social network analysis, online communities, recommender systems, repu-
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tation systems, and prediction markets), Internet text and documents, Internet search

indexing, etc. [13, 31]. Many research publication websites like ACM and Science

Direct also have suggestion for reading research articles related to user’s search query

which help users to find papers related to their work areas. Big data is changing the

media and entertainment industry, giving users and viewers a much more personal-

ized and enriched experience. Big data is used for increasing revenues, understand-

ing real-time customer sentiment, increasing marketing effectiveness and ratings and

viewership [74].

1.5 Thesis Organization

The thesis has been organized in the following chapters:

Chapter 1: Introduction: This chapter provides an overview of Big data, it’s character-

istics, significance, and describe the application areas of Big data. It also introduce PDS

and explain their role in Big data. Further, it explains the role of Big data in analytics in

streaming data and IoT .

Chapter 2: Literature Review: This chapter provides a comprehensive review of PDS and

highlights various domains where they are used. A comparative study of the existing PDS

has also been included in this chapter. Major focus of this chapter is on PDS dealing with

approximate membership query and similarity search domains.

Chapter 3: Streamed Data Analysis using AdapTable Bloom Filter (ATBF): Stream

processing requires real time analytics of data in motion and that too in a single pass. In

this chapter a framework proposed for hourly analysis of streamed data using bloom filter

is discussed in detail. ATBF has been experimentally evaluated on various parameters like

peak hour analysis, server utilization, etc.
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Chapter 4: Duplicate Detection in Streaming Data: This chapter provides a scheme for

duplicate detection in streaming data named as FingerPrint Stable Bloom Filter (FP-SBF),

a variant of stable bloom filter. The performance of FP-SBF has been compared with vari-

ous bloom filters used for stream data duplication detection and results achieved have been

discussed.

Chapter 5: Storage and Retrieval of Massive Datasets in Social IoT: Social IoT has

simplified the task of dynamic discovery of services and information. Detecting spam in

social media, especially when massive data flows continuously requires fast processing and

storage framework for handling huge amount of data and attributes associated with it. In this

chapter, proposed semi-supervised ensemble based spam detection framework with the help

of PDS is explained in detail.

Chapter 6: Conclusion and Future Scope

Thesis concludes with this chapter by highlighting the contributions made through the pro-

posed research work. It also provides an insight into the future directions for working in this

area.



Chapter 2

Literature Review

This chapter provides an extensive literature survey on Big data and various PDS along with

there areas of applications.

Big data processing includes large volume of data processing in very small time and

complex calculations in analysis part (value analysis and depth analysis). One of the major

issues is optimal storage and retrieval of Big data volume with velocity along with variety

in its data formats. Traditional data structures and algorithms are not sufficient in such a

cases and some advanced approaches are required to fulfil Big data requirements [34]. Using

traditional data base approaches which include performing filtering and analysis after storing

the data is not efficient for real time processing of streamed data. Since the size of incoming

data is unpredictable, data structures used for the storage of data should be dynamically

adjustable, but changing size in each iteration may lead to extra computational overhead [47].

Further, data structures used for storage of massive data should provide efficient format for

fast retrieval of data, as and when required. Here main concern in optimization is dynamic

allocation of memory, fast search results with minimum computational cycles on the trade

off some false positive and negative errors, which are predefined and user is ready to adjust

these errors [49]. In applications where efficiency is more important than accuracy, use of

20
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probabilistic approaches and approximation algorithms can serve as a key ingredient in data

processing. Probabilistic methodologies provide quick answers with an allowable error rate

compared to a deterministic approaches which give exact match which are slow and memory

consuming [75]. Each PDS provides solution for a particular problem; like approximate

membership query, similarity search, cardinality estimation, frequency estimation, etc.

Recent research directions in the area of Big data processing, analysis and visualisation

clearly indicate the importance of PDS. These data structures use hash functions to com-

pactly represent a set of items in stream-based computing while providing approximations

with error bounds so that well-formed approximations get built into data collections directly.

Probabilistic alternatives to deterministic data structures are better in terms of simplicity and

constant factors involved in actual run-time, use much less memory and constant time in

processing complex queries. They are suitable for large data processing, approximate pred-

ications, fast retrieval and storing unstructured data, thus playing an important role in Big

data processing.

Since hashing is an integral part of PDS which decides the efficient working and accuracy

of PDS, section 2.1 starts with important hashing techniques. In following sections, we

elaborate the two major PDS applications domains which are considered in this thesis work,

i.e., Approximate Membership Query (Section 2.2) and Similarity Search (Section 2.3) along

with details about PDS used and their applications in different domains.

2.1 Hashing Techniques

Hash functions are the key building block of PDS. Various hashing techniques which include

Perfect Hashing, Double hashing, Multiple hashing, d-left hashing, partitioned hashing, etc.
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are used according to different application domains. Specially in BF, hashing is an important

aspect to determine the accuracy. In the coming section, some important hashing techniques

(used in the proposed approaches) are discussed.

2.1.1 Double Hashing

Double hashing is a popular collision-resolution technique in open-addressed hash tables

[76]. Collisions are resolved by comparing only two different hash values for the searched

element. To generate hash values in double hashing, only two independent hash functions

I1(x) and I2(x) are used to generate k hash functions such that ∀i|i < k. For an item ui ∈U,

hash functions are calculated by:

k
i=1(Hi(ui) = {I1(ui)+(i× I2(ui))} mod ϑ) (2.1)

Major advantage of using only two hash functions to generate all k hash functions is that

it decreases the computational overhead [77].

2.1.2 d-left Hashing

Another important hashing, d-left hashing refereed as perfect hashing technique, can be used

to reduce the collisions by great extent [78]. d-left hashing is a minimal perfect hashing

approach, where a hash table of size M is divided into d sub tables of size md , where md =
M
d .

Each element in sub table is refereed as bucket Bi and b denotes the maximum capacity of

bucket. During insertion operation, k hash functions are used to compute the hash indexes

and select the buckets. New item is placed in the bucket which is least loaded. If there is tie

between two buckets then bucket on left side is selected to perform insertion operation. For

an element ui ∈U , hash functions are calculated as:
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∀k
i=1

(
κi(ui) = `1(ui)+ i× `2(ui) mod m

)
(2.2)

Each hash function κi(.) selects ith bucket from a sub array. Double hashing is used for

hash function generation, where two independent hash functions `1(x) and `2(x) are used

to generate k hash functions s.t. (∀i|i < k). To get best results of this scheme, m should be

prime, Φ(x) function is used to compute value of m [79]. Φ(x) returns an optimal number

p, s.t.,
[
p← Φ(p ≥ x and p is prime)

]
. This technique leads to less inter-hash function

collision; further, usage of only two hash functions to generate all k hash functions decreases

the computational and pre-processing overhead. Theoretical and experimental evidences

prove that it helps in reduction of collision by a huge factor [80].

2.1.3 Partitioning Hashing

Partitioning hashing is a technique where small portion of large table is uniquely allocated

to each hash function such that hash key li generated by hash function, `i, is randomly dis-

tributed over a small part of the array, i.e., each hash function is allocated to a sub part of

an array [81]. In BF, an array of m bits is partitioned into k disjoint arrays of size
(
ϑ = m

k

)
bits and k hash functions are used corresponding to each part. For an element ui ∈U , hash

functions are calculated as:

κi(ui) = `1(ui)+ i× `2(ui) mod ϑ (2.3)

Each hash function κi(.) changes bit in ith array where (i|1 < i < k). This technique leads

to less inter-hash function collision, further usage of only two hash functions to generate all

k hash functions decreases the computational overhead.
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2.2 Approximate Membership Query

Definition: Membership Query: For a given set S = {x1,x2, ...,xN} with N items, member-

ship query confirms the presence of queried element xq in the set using deterministic ap-

proaches. The result of membership query is in binary form, i.e., one indicates (xq ∈ S) and

0 indicates that (xq /∈ S). Space and computational costs of these approaches are depended

on the size of dataset considered.

Definition: Approximate Membership Query (AMQ): For a given set S = {x1,x2, ...,xN}

with N items, AMQ checks the presence of queried element xq in the set by using some

approximation or probabilistic approach for fast results. Query returns results with some

approximation; here xq indicates “possibly in set” or “definitely not in set”. The query com-

plexity is independent of the size of dataset and space complexity is significantly reduced.

2.2.1 Bloom Filters

Storing bulk data in a small space and querying the items in the given space S can be ac-

complished by the usage of Bloom Filter (BF), a randomized data structure that supports

set membership query. BF [50], a space efficient PDS, is used to represent a set (S ⊂ U)

of n elements which helps in approximate membership testing. It consists of an array of

m bits, denoted by BF [1,2, ...m], initially all bits set to zero. The filter uses k independent

hash functions
(

j≤k
j=1H j(.)

)
with their value

(
j≤k
j=1h j(.)

)
ranging between (1 to m), assuming

that these hash functions independently map each element in the universe to a random num-

ber uniformly over the range. For each element xi ∈ S, bits BF [h j(xi)] are set to one, (∀ j|

1 < j < k.)

Given an item (yi ∈ Q) where Q is set of query elements, its membership is checked by

examining whether the bits corresponding to hash functions
(

j≤k
j=1H j(yi)

)
are one in the
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Figure 2.1: Insertion in Bloom filter

BF [1...m] array. If all hash positions, i.e.,
(

j≤k
j=1h j(yi)

)
are set to one, then y is considered to

be part of S other wise not.

Figure 2.2: Query in Bloom filter

Its space efficient representation comes at the cost of false positives, i.e., elements can

be erroneously reported as members of the set although they are not. In practice, the huge

space savings often outweigh the false positives if kept at a sufficiently low rate. Given a BF

with m bits and k hash functions, insertion and membership query time complexity is always

O(k). Their detailed working has been illustrated in Figs. 2.1 and 2.2.

For getting the false positives probability of a BF, it is assumed that hash functions used

in BF are universal random functions, i.e., probability for selecting each BF bit is equally

likely [82]. When inserting an element into the filter, the probability that a certain bit is not
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set to one by a hash function is
1
m

. Since k hash functions are used, probability that none

of them sets the specific bit to one is (1− 1
m
)k. After performing n insertions in BF, the

probability that a given bit is still zero is:

(
1− 1

m

)kn

(2.4)

and consequently the probability that the bit is one is:

1−
(

1− 1
m

)kn

(2.5)

In querying process, if all the hash positions corresponding to the hash functions

j≤k
j=1H j(yi) in BF are set to one, the BF claims that the element belongs to the set. The

probability of false positive, i.e., probability when the element is not part of the set and BF

claims its part of set is given by:

(
1−
(

1− 1
m

)kn
)k

(2.6)

Using approximation principle it can be concluded that:

(
1−
(

1− 1
m

)kn
)k

≈ (1− e−kn/m)k (2.7)

Thus false positive probability, fp for BF is given by:

fp = (1− e−kn/m)k (2.8)

The false positive probability decreases as the size of the BF (m) increases and fp in-

creases as the number of elements increase. By using more hash functions the probability
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of collision decreases. Further, user can predefine false positives according to application’s

requirement. The accuracy of BF depends on the filter size m, the number of hash functions

k, and the number of elements n. To minimize the fp with respect to k, the optimal value of

kopt is given as follows:

kopt =
m
n

ln2 (2.9)

The space advantage of BF is dependent on the error rate acceptable for the application

considered. To maintain a fixed fp, with the n number of elements, the size of a BF m is

given by:

m =−(n× ln(p))
((ln(2))2)

(2.10)

Categories of Bloom Filter

Based upon the applications domains, many variants of BF have been proposed which can

be broadly classified into four categories. These are as shown in Fig. 2.3.

• Static Bloom Filter (SBF): BF with fixed size of array is known as SBF. This type

of BF has constant false positive rate and works efficiently on static data sets. Based

on the number of elements (n), parameters like size of BF (m) and number of hash

functions used (k) can be decided. Moreover, another essential determinant is the

potential range of the elements to be inserted; if it is limited, a deterministic bit vector

can do better. Distance-sensitive BF [83], weighted BF [84], etc., are some of the

BFs which falls under this category. Some of the problems associated with SBF are

that collision rate increases exponentially as size of the incoming data increases and

deletion operation is not allowed because a particular bit which is set to one earlier will

be set to zero after deletion operation but this will unmark another elements too which

had marked that bit as one. Static BFs are suitable for representing static datasets

where size is known in advance, i.e., it does not varies with time.
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Figure 2.3: Categories of Bloom filter

• Counting Bloom Filter (CBF): Counting BF, introduced by Fan et al. [85], uses a

counter of c bits where range of counter is {1,2c− 1}. Based upon the hash indexes

computed, i.e.,
(k

i=1hi(x) =k
i=1 Hi(x)

)
, insertion and deletion operations are performed

on the counters. Whenever an element is added or deleted from the CBF, the cor-

responding counters are incremented or decremented, respectively. CBF is primarily

used to answer frequency queries. Although it can be efficiently used for applications

where deletion operation is required, the memory overhead for CBF as compared to

standard BF is significantly large and determining value of counter is a difficult pro-

cess. Number of variants of CBF have been proposed to overcome such issues and

maximize the storage of counting BF with minimum memory requirements and less

false positive and false negative rates.
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Some important variants of CBF are discussed in this section. In Spectral BF, [86]

value of smallest counter is increased when a new element is inserted and query pro-

cess returns minimum count for an element from the counter selected. It is mainly

used for storing the multi sets data and supports frequency query. Another improve-

ment in CBF was done by improving hashing technique called d-left counting BF [87],

in which CBF with d-left hashing was used to calculate index values of hash functions

by dividing BF into sub tables. Use of this efficient hashing in CBF leads to less num-

ber of collisions. It is used for element lookups and fingerprint matching applications.

Deletable BF [88], another variant of CBF, optimizes the process of deletion by using

probabilistic approach for element removal. It keeps the record of regions with high

collisions, i.e., the regions where probability of deletion is quite high. The main aim

of this variant is to minimize false negatives. It finds application in source routing to

avoid loops, middle-box services like load balancer, firewalls, etc. Although it can be

efficiently used for applications where deletion operation is required, it increases the

memory overhead by a larger factor and determining value of counter is quite cumber-

some process.

• Incremental Bloom Filter (IBF): The BFs which are adaptive in nature, i.e., change

their size according to the incoming data; fall in IBF category. The basic idea of

incremental BFs is to represent a dynamic set D with a dynamic bit matrix and ac-

commodate incoming data by adding new filters at runtime. If rough estimate of the

number of elements to be inserted is not available, then a hash table or an incremental

BFs is the better option. Dynamic BFs [89], Scalable BFs [90], etc., belong to this

category.

Dynamic and scalable bloom filters deal with the scalability problem by adding bit ar-

rays of varying sizes as the incoming data increases. In Dynamic Bloom Filter (DBF),
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an array of size m is added repeatedly, once the fill capacity of the existing DBF ex-

ceeds the defined threshold. But this addition in DBF causes the significant increase

in error rate.

Scalable Bloom Filter [91] is a BF variant that can adapt dynamically to the number

of incoming elements, with an assured maximum false positives f 0
p . In addition to

the initial array of size m0, scalable BF includes two additional parameters: expected

growth rate (s) and the error probability tightening ratio (ρ) (0 < ρ < 1); insert oper-

ation in scalable BF for an element x using k hash functions and parameters s and ρ

is given by Insert(ScalableBF [.],x,ki=1 hi(x), f 0
p ,s,ρ). When m0 = log2( f 0

p)
−1 exceeds

the defined threshold, a new array
(
m1 = m0+ log2ρ−1) is added and error probability

for new filter f 1
p = f 0

pρ . Size of additional ith array mi is:

mi = log2( f i
p)
−1 = m0 + i× log2ρ

−1 (2.11)

For flexible growth in scalable BF size, exponential growth factor (s) is added, gen-

erating i individual filters of size
(
m0,m0s,m0s2, ..,m0si−1). When the fill ratio th for

one filter exceeds the defined threshold, another filter is added to it with a well defined

growth parameter s. Elements stored in ith filter are approximately:

Ni ≈ m0si(ln(th)) (2.12)

At a given time, error probabilities of all i individual filters
(
0 < i < (i− 1)

)
is(

f 0
p , f 0

pρ, f 0
pρ2, ..., f 0

pρ i−1). The compounded error probability for the SBF is:

f SBF
p = 1−

i

∏
x=1

(1− f 0
pρ

x−1) (2.13)



Chapter 2 Literature Review 31

Query process in scalable BF is accomplished by testing the presence of query element

in each filter, starting from active filter to oldest filter. At the time of query, if N be the

total incoming elements and N0 be the elements accommodated in initial filter size, i.e.,

m0. Then, total number of arrays added in scalable BF is N
N0

. Hence, search complexity

for worst case analysis is:

O(k(blog(N/N0 +1)c)+1) (2.14)

However, major drawback of these types of BFs is that query complexity increases as

the size increases. Initial size of filter is important factor in such cases; assigning small

initial size array leads to computational overhead, slice addition and query complexity

overhead; on the other hand using larger size for initial DBF size may lead to memory

wastage.

• Ageing Bloom Filter (ABF): Some network applications require high-speed process-

ing of packets. For this purpose, BFs array should reside in a fast and small memory.

In such cases, due to the limited memory size, stale data in the BF needs to be deleted

to make space for new data. The answer to such type of applications is ABFs. These

BFs work similar to Least Recently Used (LRU) cache. Stable BF[92], A2 buffering,

double buffering [80], etc., are some of the examples of ABF. To accommodate such

type of issues, number of solutions are proposed by domain experts, one of these is

by using only one buffer [93], i.e., allocating a buffer for insertion of elements coming

from a particular network stream. For each new element, the buffer can be checked,

and the element may be identified as distinct if it is not found in the buffer, and dupli-

cate otherwise. When the buffer reaches its fill ratio, whole data is evicted from the

buffer, i.e., buffer is reset to it’s original value. Search time complexity and false posi-
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tive rate is determined for a particular time interval in ABF. Another solution proposed

for aging scheme using similar concept is double buffering [94]. In this approach,

concept of buffering is used but with two filters. Initially data is filled in first filter and

once the threshold exceeded, data is filled in next filter but as soon as the threshold

of second BF is crossed, data is evicted from first filter and this process continues.

Advantage of this approach is that we can store data for more time by using double

memory than simple buffering approach. Example of aging BF include techniques like

A2 buffering where one buffer is divided into two parts and then double buffering is

performed. One of the short comings of this approach is that size of filter used is static

and rough prediction of size of filter required may affect the accuracy of membership

query.

Because of simplicity in design and adaptive nature BF has been successfully used in a large

number of application domains. Variants discusses in Table I explains the modifications

proposed in BF which make it a successful candidate for applications in different domains.

It has been observed that recently the focus has shifted to BF which deals with streaming

data, i.e., to those belonging to dynamic or ageing BF category.



Chapter 2 Literature Review 33

Ta
bl

e
2.

1:
V

ar
ia

nt
s

of
B

lo
om

Fi
lte

r
(S

B
F

-S
ta

tic
B

lo
om

Fi
lte

r,
C

B
F

-C
ou

nt
in

g
B

lo
om

Fi
lte

r,
IB

F-
In

cr
em

en
ta

lB
lo

om
Fi

lte
ra

nd
A

B
F

-A
ge

in
g

B
lo

om
Fi

lte
r)

S.
N

o.
A

ut
ho

rs
Fi

lte
r

N
am

e
C

at
eg

or
y

Sp
ec

ia
lF

ea
tu

re
s

A
re

as
of

ap
pl

ic
at

io
ns

1.
B

ur
to

n
H

.
B

lo
om

[5
0]

B
lo

om
Fi

lte
r

SB
F

U
se

s
co

m
pa

ct
an

d
pr

ob
ab

ili
st

ic
w

ay
to

re
pr

es
en

ts
et

s
Se

ar
ch

in
da

ta
ba

se
s

an
d

di
ct

io
na

ri
es

2.
Fa

n
et

al
.[

85
]

C
ou

nt
in

g
B

lo
om

Fi
lte

r
C

B
F

Fr
eq

ue
nc

y
qu

er
y

fo
ra

n
el

em
en

tc
an

be
an

sw
er

ed
by

us
in

g
co

un
te

rs
in

st
ea

d
of

si
m

pl
e

bi
ts

U
se

d
in

co
nj

un
ct

io
n

w
ith

w
eb

ca
ch

es
,

su
pp

or
ts

fr
eq

ue
nc

y
qu

er
y

3.
M

ic
ha

el
M

itz
en

-
m

ac
he

r[
95

]
C

om
pr

es
se

d
B

lo
om

fil
te

r
SB

F
C

om
pr

es
si

on
of

B
F

fo
r

tr
an

sm
is

si
on

pu
rp

os
e

W
eb

ca
ch

e,
P2

P
ne

tw
or

ks
an

d
di

s-
tr

ib
ut

in
g

ro
ut

in
g

ta
bl

e
ov

er
ne

tw
or

k
4.

C
oh

en
an

d
M

at
ia

s
[8

6]
Sp

ec
tr

al
B

lo
om

fil
te

r
C

B
F

Fi
lte

r
in

cr
ea

se
s

th
e

sm
al

le
st

co
un

te
r

va
lu

e
co

rr
es

po
nd

in
g

to
ha

sh
va

lu
es

to
ob

ta
in

th
e

m
in

im
um

co
un

t
of

an
el

e-
m

en
t

Fo
r

st
or

in
g

m
ul

tis
et

s,
su

pp
or

ts
fr

e-
qu

en
cy

qu
er

y

5.
K

um
ar

et
al

.[
96

]
Sp

ac
e-

co
de

d
B

lo
om

Fi
l-

te
r

SB
F

R
ep

re
se

nt
s

a
m

ul
tis

et
an

d
su

pp
or

t
fr

e-
qu

en
cy

qu
er

y
M

ea
su

re
pe

r-
flo

w
tr

af
fic

,
an

om
al

y
de

-
te

ct
io

n,
bl

in
d

st
re

am
in

g
6.

G
oh

E
.J

.[
97

]
Se

cu
re

B
lo

om
Fi

lte
r

SB
F

Se
cu

re
s

in
de

xe
s

by
ap

pl
yi

ng
ps

ed
uo

ra
nd

om
fu

nc
tio

n
tw

ic
e

to
ea

ch
el

em
en

t
Pr

iv
ac

y
pr

es
er

vi
ng

ap
pl

ic
at

io
ns

7.
Sh

an
m

ug
a

su
nd

ar
am

et
al

.[
98

]
H

ie
ra

ch
ic

al
B

lo
om

Fi
lte

r
SB

F
H

ie
ra

rc
hi

ca
lc

on
st

ru
ct

io
n

of
bl

oo
m

fil
-

te
rs

,L
ow

fa
ls

e
po

si
tiv

e
ra

te
M

ai
nl

y
us

ed
in

su
b

st
ri

ng
m

at
ch

in
g

8.
C

ha
ze

lle
et

al
.[

99
]

B
lo

om
ei

rF
ilt

er
SB

F
E

nc
od

e
fu

nc
tio

ns
in

B
F

an
d

so
m

e
tim

es
nu

m
be

ro
fB

F
ar

e
us

ed
in

pi
pe

lin
e

C
he

ck
m

em
be

rs
hi

p
of

fu
nc

tio
n

va
lu

es
st

or
ed

in
B

F
9.

Z
ho

ng
et

al
.[

10
0]

Sp
lit

B
lo

om
Fi

lte
r

IB
F

M
at

ri
x

of
s×

n
is

us
ed

,w
he

re
s

is
pr

e-
de

fin
ed

co
ns

ta
nt

ba
se

d
on

th
e

es
tim

at
ed

ca
rd

in
al

ity
of

da
ta

se
ta

nd
n

is
nu

m
be

r
of

bl
oo

m
fil

te
rs

us
ed

.M
or

e
sp

ac
e

is
al

-
lo

ca
te

d
in

ad
va

nc
e

to
in

cr
ea

se
th

e
ca

-
pa

ci
ty

of
B

F

U
se

d
fo

r
m

em
be

rs
hi

p
qu

er
y

op
er

at
io

n
fo

rd
yn

am
ic

al
ly

in
cr

ea
si

ng
da

ta
se

t.

10
.

C
ha

ng
et

al
.

[1
01

]
Fi

lte
rB

an
ks

SB
F

M
ap

pi
ng

of
el

em
en

ts
an

d
se

ts
de

te
r-

m
in

es
w

hi
ch

el
em

en
to

f
se

tS
m

at
ch

es
w

ith
el

em
en

tX
.

R
ou

tin
g

an
d

fo
rw

ar
di

ng
in

ne
tw

or
ks

11
.

L
u

et
al

.[
10

2]
V

ar
ia

bl
e

L
en

gt
h

Si
gn

a-
tu

re
s

A
B

F
W

or
ks

as
D

ou
bl

e
B

uf
fe

r.
B

as
ed

on
th

e
flo

w
of

da
ta

,s
ig

na
tu

re
le

ng
th

(h
as

h
fu

nc
tio

ns
)c

an
be

ch
an

ge
d.

N
et

w
or

k
Fl

ow
m

an
ag

em
en

t



34 Chapter 2 Literature Review

Va
ri

an
ts

of
B

lo
om

Fi
lte

r
(S

B
F

-S
ta

tic
B

lo
om

Fi
lte

r,
C

B
F

-C
ou

nt
in

g
B

lo
om

Fi
lte

r,
IB

F-
In

cr
em

en
ta

lB
lo

om
Fi

lte
ra

nd
A

B
F

-A
ge

in
g

B
lo

om
Fi

lte
r)

(c
on

tin
ue

d)

S.
N

o.
A

ut
ho

rs
Fi

lte
r

N
am

e
C

at
eg

or
y

Sp
ec

ia
lF

ea
tu

re
s

A
re

as
of

ap
pl

ic
at

io
ns

12
.

B
on

om
ie

ta
l.

[8
7]

d-
le

ft
co

un
tin

g
B

lo
om

Fi
lte

r
C

B
F

U
se

d
w

ith
co

un
te

rs
by

di
vi

di
ng

B
F

in
su

b-
ta

bl
es

.
L

es
s

nu
m

be
r

of
co

lli
si

on
s

ar
e

re
po

rt
ed

E
le

m
en

tl
oo

ku
ps

,fi
ng

er
pr

in
tm

at
ch

in
g

13
.

D
en

g
et

al
.[

92
]

St
ab

le
B

lo
om

fil
te

r
A

B
F

E
ns

ur
es

th
at

,w
ith

tim
e,

ex
pe

ct
ed

nu
m

-
be

r
of

ze
ro

s
re

m
ai

n
sa

m
e

in
th

e
B

F.
H

el
ps

to
id

en
tif

y
w

he
th

er
X

is
pr

ev
i-

ou
sl

y
se

en
in

st
re

am
in

g
se

tS
.

D
up

lic
at

e
de

te
ct

io
n

in
st

re
am

in
g

da
ta

14
.

D
on

ne
te

ta
l.

[1
03

]
R

et
ou

ch
ed

B
lo

om
Fi

lte
r

SB
F

R
an

do
m

B
it

cl
ea

ri
ng

pr
oc

es
s,

le
ss

fa
ls

e
ne

ga
tiv

es
re

po
rt

ed
U

se
d

ef
fic

ie
nt

ly
in

di
st

ri
bu

te
d

ne
tw

or
k

to
po

lo
gy

ap
pl

ic
at

io
ns

w
he

re
in

fo
rm

a-
tio

n
ab

ou
t

la
rg

e
se

ts
of

no
de

s
m

us
t

be
sh

ar
ed

am
on

g
ro

ut
e

tr
ac

in
g

m
on

ito
rs

.
15

.
K

ir
sc

h
an

d
M

itz
en

-
m

ac
he

r[
83

]
D

is
ta

nc
e-

se
ns

tiv
e

B
lo

om
Fi

lte
r

SB
F

Id
en

tifi
es

cl
os

en
es

s
of

an
ite

m
in

S,
im

-
pl

em
en

te
d

us
in

g
L

SH
U

se
d

fo
r

sp
ee

d
an

d
sp

ac
e

re
qu

ir
em

en
t

im
pr

ov
em

en
t

in
ne

tw
or

k
an

d
da

ta
ba

se
ap

pl
ic

at
io

ns
16

.
B

ru
ck

et
al

.
[8

4]
W

ei
gh

te
d

B
lo

om
Fi

lte
r

SB
F

M
or

e
bi

ts
ar

e
al

lo
ca

te
d

to
el

em
en

ts
w

hi
ch

ar
e

qu
er

ie
d

m
or

e
fr

eq
ue

nt
ly

U
se

d
in

bi
na

ry
cl

as
si

fic
at

io
n

an
d

Z
ip

f
di

st
ri

bu
te

d
da

ta
se

ts
17

.
B

ru
ck

et
al

.[
10

4]
A

da
pt

iv
e

B
lo

om
Fi

lte
r

C
B

F
U

se
sv

ar
yi

ng
nu

m
be

ro
fh

as
h

fu
nc

tio
ns

,
ta

ke
s

le
ss

m
em

or
y

th
an

C
B

F
as

it
us

es
A

da
pt

iv
e

co
un

te
rs

Su
ite

d
fo

r
ap

pl
ic

at
io

ns
w

he
re

up
pe

r
bo

un
d

of
da

ta
is

no
tk

no
w

n
ap

ri
or

ia
nd

la
rg

e
nu

m
be

ro
fc

ou
nt

er
s

ar
e

re
qu

ir
ed

18
.

A
lm

ei
da

et
al

.[
90

]
Sc

al
ab

le
B

lo
om

Fi
lte

r
IB

F
C

ha
ng

es
th

e
si

ze
of

B
F

ac
co

rd
in

g
to

in
-

pu
t

re
qu

ir
em

en
t

un
de

r
a

tig
ht

er
up

pe
r

bo
un

d
to

m
ai

nt
ai

n
co

ns
ta

nt
fa

ls
e

po
si

-
tiv

e
ra

te

Su
ita

bl
e

fo
r

dy
na

m
ic

or
st

re
am

in
g

da
ta

se
ts

m
em

be
rs

hi
p

qu
er

y

19
.

Z
ho

ng
et

al
.[

10
5]

D
at

a
Po

pu
la

ri
ty

co
n-

sc
io

us
B

lo
om

Fi
lte

r
SB

F
U

se
sm

or
e

ha
sh

fu
nc

tio
ns

fo
ri

m
po

rt
an

t
el

em
en

ts
an

d
le

ss
ha

sh
fu

nc
tio

ns
fo

r
ra

re
ly

qu
er

ie
d

on
es

,
po

pu
la

ri
ty

aw
ar

e-
ne

ss
w

ith
of

fl
in

e
tu

ni
ng

Sh
ow

go
od

re
su

lts
fo

r
da

ta
ha

vi
ng

sk
ew

ed
di

st
ri

bu
tio

n

20
.

A
hm

ad
i

an
d

W
on

g
[1

06
]

M
em

or
y-

O
pt

im
iz

ed
B

lo
om

Fi
lte

r
SB

F
U

se
s

si
ng

le
ha

sh
fu

nc
tio

n
th

ro
ug

h
ra

n-
do

m
ha

sh
in

g
(u

se
di

ff
er

en
t

ha
sh

fu
nc

-
tio

n
fo

re
ac

h
el

em
en

t)

U
se

d
in

m
ul

tid
im

en
si

on
al

pa
ck

et
cl

as
-

si
fie

rb
as

ed
on

th
e

tu
pl

e
sp

ac
e

se
ar

ch
.



Chapter 2 Literature Review 35

Va
ri

an
ts

of
B

lo
om

Fi
lte

r
(S

B
F

-S
ta

tic
B

lo
om

Fi
lte

r,
C

B
F

-C
ou

nt
in

g
B

lo
om

Fi
lte

r,
IB

F-
In

cr
em

en
ta

lB
lo

om
Fi

lte
ra

nd
A

B
F

-A
ge

in
g

B
lo

om
Fi

lte
r)

(c
on

tin
ue

d)

S.
N

o.
A

ut
ho

rs
Fi

lte
r

N
am

e
C

at
eg

or
y

Sp
ec

ia
lF

ea
tu

re
s

A
re

as
of

ap
pl

ic
at

io
ns

21
.

K
ir

sc
h

an
d

M
itz

en
-

m
ac

he
r[

80
]

L
es

s
ha

sh
B

lo
om

Fi
lte

r
SB

F
U

se
s

do
ub

le
ha

sh
in

g
an

d
pa

rt
iti

on
ha

sh
in

g
Fi

nd
su

sa
ge

in
ap

pl
ic

at
io

ns
w

he
re

co
m

-
pu

ta
tio

na
l

co
st

is
a

cr
iti

ca
l

fa
ct

or
e.

g.
cr

yp
to

gr
ap

hi
c

pr
oc

es
s

in
ne

tw
or

k,
st

re
am

in
g

da
ta

m
on

ito
ri

ng
,e

tc
.

22
.

G
uo

et
al

.[
89

]
D

yn
am

ic
B

lo
om

Fi
lte

r
IB

F
D

yn
am

ic
al

ly
in

cr
ea

se
ss

iz
e

of
B

F
as

th
e

am
ou

nt
of

in
co

m
in

g
da

ta
in

cr
ea

se
s

by
ad

di
ng

sa
m

e
si

ze
fil

te
r

as
th

e
or

ig
in

al
on

e

U
se

d
in

dy
na

m
ic

se
ts

in
di

st
ri

bu
te

d
en

-
vi

ro
nm

en
t

23
.

G
oe

l
an

d
G

up
ta

[1
07

]
L

ay
er

ed
B

lo
om

Fi
lte

r
SB

F
A

la
ye

re
d

B
F

w
ith

m
ul

tip
le

B
F

la
ye

rs
.

K
ee

ps
tr

ac
k

of
nu

m
be

r
of

tim
e

th
e

el
e-

m
en

ti
sa

dd
ed

by
qu

er
yi

ng
m

ul
tip

le
la

y-
er

s,
st

ar
tin

g
fr

om
de

ep
es

to
ne

.

Su
pp

or
ts

fr
eq

ue
nc

y
qu

er
y

fo
r

la
rg

e
da

ta
se

ts

24
.

R
ot

he
nb

er
g

et
al

.
[8

8]
D

el
et

ab
le

B
lo

om
Fi

lte
r

C
B

F
U

se
pr

ob
ab

ili
st

ic
ap

pr
oa

ch
fo

r
el

em
en

t
re

m
ov

al
by

ke
ep

in
g

re
co

rd
of

re
gi

on
w

ith
hi

gh
co

lli
si

on
s,

su
pp

or
ts

de
le

tio
n

w
ith

ou
tf

al
se

ne
ga

tiv
e

U
se

d
in

so
ur

ce
ro

ut
in

g
fo

r
av

oi
di

ng
lo

op
s,

us
ed

in
m

id
dl

eb
ox

se
rv

ic
es

lik
e

lo
ad

ba
la

nc
er

,fi
re

w
al

ls
,e

tc
.

25
.

L
au

fe
re

ta
l.

[1
08

]
G

en
er

al
iz

ed
B

lo
om

Fi
l-

te
r

SB
F

Tw
o

se
t

of
ha

sh
fu

nc
tio

ns
ar

e
us

ed
:

on
e

fo
r

se
tti

ng
bi

ts
,

an
ot

he
r

fo
r

re
se

t-
in

g
th

em
.

M
em

be
rs

hi
p

qu
er

y
ca

n
be

pe
rf

or
m

ed
w

ith
co

m
pa

ra
tiv

el
y

lo
w

er
-

ro
rr

at
e.

U
se

d
to

re
du

ce
er

ro
r

in
st

re
am

in
g

ap
-

pl
ic

at
io

ns
w

he
re

ev
ic

tio
n

of
da

ta
is

m
an

da
to

ry
to

m
ak

e
m

or
e

sp
ac

e
in

th
e

fil
te

r.

26
.

D
au

tr
ic

h
et

al
.[

10
9]

D
ec

ay
in

g
B

lo
om

Fi
lte

r
A

B
F

W
or

ks
on

tim
e

w
in

do
w

pr
ot

oc
ol

.
U

se
d

fo
r

du
pl

ic
at

e
el

em
en

t
de

te
ct

io
n

an
d

hi
nt

ba
se

ro
ut

in
g

in
w

ir
el

es
s

se
n-

so
rs

an
d

da
ta

st
re

am
.



36 Chapter 2 Literature Review

2.2.2 Role of Bloom Filter in Streaming Data

Stream processing systems were born nearly a decade ago, due to the need for low-latency

processing of large volumes of highly dynamic, time-sensitive continuous streams of data

from sensor-based monitoring devices.

In some applications like in-stream data coming from sensors, network traffic, etc. the

data is generated dynamically and size of the data set being generated cannot be determined

a priori. When size of incoming data is not known, use of static BF will either lead to high

collision rate or result in wastage of storage space. In such cases it is difficult to determine

the optimal BF parameters (m,k) in advance, so a target false positives threshold cannot be

guaranteed. In order to accommodate the growing data size, one of the major requirements

in BF is that filter size m should grow dynamically. For this purpose BFs from the incre-

mental BF category are useful eg. DBF and scalable BF can be used to accommodate the

dynamically growing data.

Some network applications require high-speed processing of packets and BFs array

should reside in a fast and small memory for such type of applications. Applications like

content forwarding which can detect strings in streaming data without degrading network

throughput [96], XML packet filtering, XML path query as a query string, etc. come under

this category [110]. Streamed data can also be accommodated by the use of BF from aging

BF category, in which stale data is evicted at regular intervals to make space for new data.

Some examples of these BF are Double buffering [93], A2 buffering [94] and stable BF [92].

2.2.3 Role of Bloom Filter in Duplicate Detection

Duplicate detection is the task of detecting unique entries in unbounded data streams. Du-

plicate elimination is a crucial intermediate step in data processing and analytics of the in-

coming streams. The problem of finding approximate duplicate items has been studied in the

contexts of data management and web applications. Data streams are generally unbounded

and traditional DBMS approaches of accommodating whole stream in the memory leads to
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very high memory utilization. We need to provide results for the query in minimum time

with less computational cost and minimum memory requirements.

On-line monitoring of data streams and eliminating duplicates is an important issue in

stream analytics. For redundant data elimination, primary focus should be on differentiating

between duplicate and distinct element in the data stream. Detecting duplicates in streams

become more difficult because of unbounded nature of data coming at high rate and necessity

of processing data in one pass by using limited amount of memory [111].

There are many solutions for the duplicate detection problem [112] but our main focus is

on the solutions based on usage of BFs for efficient detection of duplicate datasets in stream-

ing data. In window based approaches, for every new input arriving from the stream, an old

entry is evicted by adjusting the size of window. Recent work done in window based frame-

work for duplicate detection using BF is by Metwally et al. [113]. In their work three type of

window based approaches are defined: landmark window, sliding window and jumping win-

dow. In landmark window approach, in-coming data is processed as disjoint portions of the

stream, which are separated by landmarks. Landmarks can be defined either in terms of time,

e.g. on daily or weekly basis, or in terms of the number of elements observed. In landmark

window approach, whole data from BF is deleted upon reaching the new landmark. Since

individual element deletion is not performed in this approach, simple BF is used. In sliding

window approach size of window is not fixed, it grows as the in-coming data from stream

grows. The element deletion is also not allowed in this approach so simple BF is used in im-

plementation. The full size of window is maintained to query old data. Querying process in

sliding window has more computational cost as compared to landmark window. Landmark

window requires less space as compared to sliding window but there are chances of some

missed values in case of landmark window because upon reaching new landmark previous

data is deleted. The jumping window is based on idea of dividing the individual element

window into smaller sub windows and usage of counting BF to accommodate more number

of elements. The latest sub window active for insertion is referred as jumping window or
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current window. As the latest sub-window crosses its threshold, jumping window is moved

to next sub-window and oldest sub-window is deleted. So these window based approaches

either need dynamic size that lead to extra computation and expensive query process or they

remove a large chunk of data together which may lead to the higher false negatives [114].

Another solution is use of buffering and caching methods, used in many database, net-

work applications, URL caching and web crawling. Some bloom based buffering techniques

include double buffering and A2 buffering. In double buffering [93] two different buffers of

size
(m

2

)
are maintained. As one filter crosses its threshold, insertion starts in second and

when second filter is full, i.e., this filter reaches its threshold then whole data from first one

is drained and insertion is again started in first filter. For query process, first active filter, i.e.,

current filter in which insertion is being done recently is checked and if query return false

then previous filter is scanned. In A2 buffering [94] similar approach is used, in this when

active filter reaches its 50% capacity insertion is started in both filters and when active filter

is full its data is evicted by resetting it to zero. In buffering approaches element wise deletion

is not allowed so simple BF is used. Buffering approaches store data for short time with large

redundancy. Handling data streams with buffering leads to wastage of memory; further it is

computationally costlier to check the threshold of BF at every step.

Recently variant of BF for duplicate detection in stream named as Stable Bloom Filter

has been proposed by Deng and Rafiei [92]. Counting BF with c bits in counter is used as

the base of its implementation. Before inserting any element in the stream, it is checked that

whether the in-coming element is queried earlier in the stream or not. If query returns true,

i.e., values of counters corresponding to hash indexes are high then element is marked as

duplicate and element is not inserted but if query return false indicating that the element is

observed for the first time in the stream, element is added. Before insertion begins; stable

BF makes space for in-coming elements by randomly decrementing the values of counter by

one in each iteration. In insertion process, k hash functions are computed and correspond-

ingly hash value counters are set to Max, where (Max = 2c−1). The main advantage of this



Chapter 2 Literature Review 39

approach is that it provides query results on streaming data in O(k), independent of the size

of in-coming data, using constant memory.

Another technique proposed for duplicate detection is Reservoir Sampling based Bloom

Filter (RSBF), a hybrid of reservoir sampling and BF [115]. It uses k BFs each of size s bits.

Insertion of an element is performed after query process. One hash function of each BF is

reserved. If hash index associated with each BF is found high then element is considered as

duplicate and insertion is not performed. Else, insertion is performed by setting correspond-

ing k bits high in k BFs. To accommodate streaming data in fixed size BFs, random deletion

is done by resetting k randomly selected bits to low. RSBF uses same amount of memory as

SBF, has fast convergence rate and shows significant improvement in false negatives but it

does not provide significant improvement in false positives.

Recent variants of CBF include Variable Increment Counting Bloom Filter (VI-CBF)

and FingerPrint based Counting Bloom Filter(FP-CBF). In VI-CBF [116] two different set

of hash functions are maintained, first set of hash functions, i.e.,
(
Hk

i=1
)
decide the indexes

on which increment is performed and another set of hash functions, i.e.,
(
Gk

i=1
)

decide the

value from a set DL = {L,L+1, ...2L−1} by which increment is performed on the selected

indexes. Same process is followed in deletion operation. It decreases the false positives by a

huge factor as compared to standard CBF. Some limitations of VI-CBF are that implementa-

tion is more complex, calculations for two hash functions leads to extra computational cost

and more bits are required to avoid overflow of counters.

S.Pontarekki et al. proposed FP-CBF [117], where each counter has some extra bits de-

noted as fingerprint bits. The main idea behind the use of these bits is to provide a second

level check in querying operation and reduce false positive and false negatives. Here each

index of d bits is divided into counter bits (c) and fingerprint bits ( f = d− c). In insertion

process, indexes for updation are computed (based on the k hash functions used) and corre-

sponding to these indexes all counters are incremented by one. A separate hash function H f p

is used to update the fingerprint cell of all selected indexes with xor operation. In querying
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process, values of counters are checked and if all values are high then second level check

is performed by matching H f p value of queried element with fingerprint cells. If value of

H f p in all fingerprint cells match, query returns true value. FP-CBF provide more accurate

results with minimum computational effort.

2.2.4 Applications of Bloom Filter

Initially BF was used to represent words in a dictionary. Gradually, BF was widely used

in many networking and security algorithms like authentication, IP trace-backing, string

matching, reply protection [82, 118], etc. Presently it is used in fields as diverse as account-

ing, monitoring, load balancing, policy enforcement, routing, clustering, security of network

[119]. Cellular networks use device-to-device communication using BF based approach to

identify mobile applications [120]. BF is applied in VANET applications and cloud platforms

for DDoS attack prevention [41, 121] and privacy preservation [61, 122].

Industrial applications: Technical giants are also using BF and its variants in different

fields. Quora uses a shared BF in the feed back-end to filter out stories that people have

seen before. In Facebook, type-ahead search, fetching friends and friends of friends to a

user typed query is performed using BF. It uses a BF to avoid redirecting users to malicious

websites. Oracle uses BFs to perform bloom pruning of partitions for certain queries. Apache

HBase uses BF to boost read speed by filtering out unnecessary disk reads of HFile blocks

which do not contain a particular row or column [123]. Few concerns related to BF are: it

is not possible to retrieve original key after hashing in BF and there is a probability of false

positives and false negatives in some variants which support deletion.

2.2.5 Quotient Filter

BF and its variants work efficiently only when entire BF array resides in the main memory.

If the size of BF exceeds the available RAM of system then complexity due to number of op-

erations required for fetching from main memory and checking different parts increases the
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query time manifold. If such process continues, BF will lose the purpose of its use. Another

PDS named Quotient Filter (QF) [51] can be efficiently used for approximate membership

query; it supports multi layer design, buffering and hash localization which results in fast

and efficient querying of the elements even on secondary memory.

QF is a space efficient and cache friendly data structure which use quotienting technique

of hashing [124] to store a set S efficiently. It supports insertion, deletion, querying and

merging operations. The detailed working of the same is shown in Fig. 2.4.

Each element x ∈ S is mapped to h(x), a primary hash function, for converting x into set

of p bits called fingerprint of x, i.e.,
(

h(x) 7→ {0, ...,2p−1}⇒ f p(x)
)
. f p(x) is an open hash

table of size (m = 2q) buckets having (r+ 3) bits per bucket. It is used for storage where r

denotes the least significant bits in f p(x) and (q=(p−r)) most significant bits in quotienting

technique represent three extra metadata bits used with each element. To insert fingerprint of

an element f p(x) in QF , remainder fr← ( f p(x) mod 2r) and quotient fq← (b f p(x)/2rc)

are computed, where fq denotes the index of bucket to be used for insertion and fr denotes

the value to be inserted in bucket fq. The main advantage of QF over BF is that we can

reconstruct the f p(x) from the fq and fr, where f p(x) is given by:

f p(x) = fq.2r + fr (2.15)

In a QF, for two given fingerprints f p(x) and f p(y), it is stated that if fq(x) < fq(y) then

fr(x) is always stored before fr(y).

The quotienting technique tries to generate a unique remainder and quotient for every

xi ∈ S although there are some chances of collision. On the basis of remainder and quotient

of f p(x), collisions are divided into two types:

Collisions in QF =


Soft, if fq(x) = fq(y)

Hard, if {( fq(x) = fq(y)) && ( fr(x) = fr(y))}
(2.16)
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Figure 2.4: Quotient filter work flow

In case of soft collision (when fq of two items collide, but they have distinct fr), linear

probing is used as a collision resolution strategy, where remainders of different fingerprints

having same fq are stored contiguously; called run in QF. If necessary, remainders associated

with different fq are shifted and corresponding metadata bits are updated for each bucket. In

QF, cluster refers to the sequence of one or more consecutive runs without having any empty

bucket in between them. A cluster is immediately followed by a empty slot. Canonical slot

for a fingerprint x ( f p(x)) is the original bucket for the insertion of fr(x) indicated by fq(x).

The terms run and cluster are used to identify suitable position to insert or query the element

after various shifts have been performed with the use of metadata bits. The false positive in

QF are encountered due to hard collisions(when fq and fr of two items collide). Assuming

that h(x) is distributed uniformly, the probability of hard collision(PrHC) is given by:

PrHC = 1− (1− 1
2p )

n ≈ (1− e−n/2p
) (2.17)

Metadata bits are used to find optimal location of elements which have been shifted from

canonical slot because of soft collision; fr of element belongs to run of a slot fq which is
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Table 2.2: Bits significance in QF

is occupied bit is continuation bit is shifted bit Significance

0 0 0 Empty Bucket
0 0 1 Bucket is holding start of run that has been shifted from its

quotient ( fq) bucket (canonical slot).
0 1 0 φ (Not used)
0 1 1 Bucket is holding continuation of run that has been shifted

from its quotient ( fq) bucket (canonical slot).
1 0 0 Bucket is holding start of run that is in same bucket.
1 0 1 Bucket Bi is holding start of run that has been shifted from its

quotient ( fq) bucket (canonical slot). Bi is also occupied with
some fr but its remainder is shifted right.

1 1 0 φ (Not used)
1 1 1 Bucket Bi is holding continuation of run that has been shifted

from its quotient ( fq) bucket (canonical slot). Bi is also a slot
in same run but its remainder is shifted right.

stored at different location. Most significant bit, referred as is occupied bit is set high for

ith bucket if for any f p(x) ∈ S quotient satisfy fq = i condition, i.e., ith bucket is canonical

slot for some element in dataset. Middle bit known as is continuation bit helps the

decoder in searching process to identify group of items belonging to same bucket. Least

significant bit named as is shifted bit is used to identify where the fr (associated with

ith bucket) is stored. The significance of these bits is provided in Table 2.2.

fq denotes the index of bucket in which element needs to be inserted or queried. In

insertion operation, suitable position, (sp), to insert the remainder is at the end of run of

bucket denoted by fq. For this, all elements after sp are shifted to right, same operations

are repeated till the end of the cluster and then element is inserted and metadata bits are

updated. For query operation in QF (where queried element is xq) f p(xq) is calculated

and then corresponding quotient fq(xq) and remainder fr(xq) are computed. Start of cluster

containing fq is identified and then the start of run corresponding to fq is identified. In

querying process, instead of shifting elements only remainder of queried element is checked

in concerned run. Deletion process is reverse of the insertion operation.

Biggest advantage of QF is that, in QF original data, although hashed while storing, can

be retrieved back through quotienting hashing technique.

The time required in insertion and deletion process can dominate the advantage of using

QF since single cluster is scanned. In each operations Chernoff bound can be used to limit
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the size of cluster.

Definition: For a QF of m slots, if number of items stored is α×m, then

Pr[∃(A cluster of length)≥ k]< m−ε (2.18)

here ε is allowable error and α ∈ [0,1) is a random variable. k, the limit of cluster length

(derived from number of slots in QF) is given by [51] :

k = (1+ ε)
ln(m)

(α−1)ln(α−1)
(2.19)

The length of largest cluster can be controlled by setting value of m high and (0≤ α < 1).

Advantages of QF over BF

• In QF, all operations are cache friendly, only single cluster is modified in one operation.

Since cluster size can be fixed (Eq. (2.19)) so cluster fits into cache lines easily. Less

data fetch-up operation is required for large datasets stored in secondary memory. In

BF, secondary memory fetching time for concerned bit for all hash functions increases

the complexity of task.

• Since QF supports in-order or linear scan, so results are obtained quickly as compared

to BF constructed by adding new slices to existing one, thus search complexity of BF

is comparatively high.

• Resizing of QF is possible without rearranging all the hashed data which is not possible

in BF.

• Merging of two QF into a larger one can be done easily and false positives do not

increase in this operation whereas merging in BF may amplify the error.
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• QF performs deletion operation accurately whereas standard BFs does not allow dele-

tion and variants which support deletion may include false negatives.

Disadvantages of QF in comparison to BF

• Storage size of QF is quite large as compared to BF.

• Time required to retrieve the original value from the hashed value is quite large if the

data lies in a cluster.

Variants of QF like cascade filter, buffered quotient filter, etc. work on similar principle

and support working with SSD memory [51].

QF has major advantages over BF in terms of memory and computational time. Use of QF

is beneficial when fast insertion and querying is required from the data stored in secondary

memory. Further, merging two QFs without any change in accuracy is an added advantage.

2.2.6 Applications of Quotient Filter

QF is widely used in network application. Deep packet inspection is a platform to monitor

the incoming and outgoing traffic on a data centre and identifying the malicious user from

the packets is a time consuming task. Moreover, this matching process consume a lot of

memory and CPU resources. Al-Hisnawi et al. used the QF to store the malicious users

to make searching task fast and efficient as the size of the incoming data increases [125].

QF has been successfully implemented in automatic terms extraction for domain-specific

corpora for fast results. It has also been used for warehouse management to locate the items

efficiently [126].

Dutta et al. proposed Streaming Quotient Filter (SQF), a quotient filter based streaming

model to count the duplicate entries in the streaming data with predefined fixed memory and

fast search facility [127]. In proposed model, Dutta et al. use Quotient filter for approximate
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membership query instead of BF. SQF maintains a hash table and bucket associated with each

element in hash table. Hashing is done at two levels: first element is mapped to hash table

and then corresponding to hash table entry, hashing is done in bucket by using quotienting

technique. SQF performs efficiently in detecting false positives and false negatives but the

pre-processing time for converting data into binary form for quotienting and hashing at two

levels increases the computational time many folds. Another drawback associated with SQF

is that because of clustering, operations like insertion and searching are difficult to perform

in parallel.

2.3 Similarity Search

Finding similar items in a set is a process of checking all items and identifying the closest

one. To categorize the data set into particular class, one needs to find how much two items of

data set are similar to each other. Problems related to finding of similar items are often solved

by identifying nearest neighbors of object. Such type of problems have number of mathemat-

ical solutions in terms of distance measures like hamming distance, cosine and sine similarity

measure, Jaccard’s similarity coefficient, Pearson’s similarity coefficient, etc. [128]. Search-

ing a huge database for similar items using linear search or brute force approach increases

the computational complexity exponentially. Such solutions are efficient for small data sets

but when massive data sets are considered, all such solutions face two major problems: first

is how to store and represent items for finding similarity in massive data sets. Second is how

to pairwise compare billions of items especially in such high dimensional data sets [129].

Solution for above stated problem is to either reduce dimensionality of the data set or

make structural assumptions about the data for maintaining integrity of data as done in data

structures like trees and hashes. Trees show good results for low dimensional data, but as

the dimensions of data increases, query complexity and tree construction cost becomes too

much. In hashes, data is mapped on hash table using random hash functions. Items mapped
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close in hash table are assumed to be close neighbor, but type of hash functions used and

hashing collisions can significantly affect the results. Finding nearest neighbor in big data

with n points and d dimensions using linear search has O(nd) complexity at its best.

One of the known solution proposed by researchers for finding nearest neighbour in big

data with n points and d dimensions is k-d tree. K-d trees or k-dimensional tree, proposed

by Jon Bentley in 1975, is a binary tree where every node is a k-dimensional point and each

level of the tree represents one dimension [130]. Each level of a k-d tree splits all children

along a specific dimension, using a hyperplane that is perpendicular to the corresponding

axis. For insertion or query operation k-d tree needs recursive scanning of the tree which is

quite time consuming task. In the worst case, search is close to scanning whole tree. Bal-

ancing operation in k-d tree requires extra computational effort to generate sorted k-d tree in

multiple dimensions. With an increase in dimensions, new levels need to be added, increas-

ing the size of kd-tree exponentially.

Nearest neghbiour problem with approximation rules for d dimensional dataset is defined as

following:

Definition: c-approximate NN problem [131]: Let ℜd is dataset with n points, d dimensions

and Q ⊂ ℜd is set of Query elements, for any query (q ∈ Q) find a point p ∈ ℜd such that

∀p
′ ∈ℜd,d(p,q) ≤ c.d(p

′
,q), where c= (1+ ε) is approximation factor and ε is allowable

error rate.

Definition: (R,c)-NN problem [132]: Let ℜd is data set having n points and d dimensions

with a constant R > 0 and Q ⊂ ℜd is set of query elements, for any query q ∈ Q following

decision related to closeness can be made:

• if ∃p ∈ℜd such that d(p,q)≤ R then return Y ES and a point p
′ ∈ℜd ≤ c.R.

• if d(p,q)> c.R, ∀p ∈ℜd then return NO
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2.3.1 Min Hash

In the era of Big data, problems like similarity search on large datasets needs reliable, fast

and computationally efficient solutions. One of the solutions to the above mentioned similar-

ity search problem is given by a hashing based sampling algorithm called Min Hash (MH).

MH, a probabilistic technique given by Andrei Broder in 1997 [133], is used to find simi-

larity between two items by computing Jaccard similarity J(A,B) between the items being

considered for finding similarity.

To find the similarity between members of a set S = s1,s2, ...sn MH uses set of k hash

functions Hk(S) 7→ Z. hmin which stores the minimum value from the set of hash function

hmin ← min(Hk(.)). Two elements s1 and s2 of set S are considered similar if hmin(s1) =

hmin(s2) [133].

Pr[hmin(s1) = hmin(s2)]⇒
|s1∩ s2|
|s1∪ s2|

≈ J(s1,s2) (2.20)

If mH is a random variable, similarity of two items s1 and s2 is given by:

mH =


1, if h(s1) = h(s2)

0, otherwise

(2.21)

Here mH ∈ (0,1) is unbiased estimator of similarity. High variance in mH is reduced by

averaging the number of observations.

For finding similar items in massive datasets, MH represents bulk data into compressed

form called signature matrix and Locality Sensitive Hashing (LSH) is used to shortlist and

narrow down pairwise comparison by identifying the pairs of possible similar items in the

dataset.

Steps in Min-hash:

Shingling

Pre processing of data is required to adjust the data into the compressed form for space
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saving and uniformity. Shingle is a contiguous sub-sequence of tokens of length k. (k can

vary according to application) k should be large enough that probability of any given shingle

appearing in any random document is low. Value of k is decided by, ck >> l. Where c is

number of available characters and l denotes the average length of document.

Characteristic Matrix (CM)

Shingles computed for each document are hashed to compute jaccard similarity and the ma-

trix set generated from them is called characteristic matrix.

Signature Matrix (SM)

(s× n) signature matrix (SM) is derived from (m× n) characteristic matrix (CM) having

similarity same as that of entire set, where (m >> s). To generate SM, a hash function φ(.)

is used which picks a row randomly from SM and then rows are permuted across the columns

to generate more random results. Repeating this process m times, a (m×n) signature matrix

is generated.

2.3.2 Locality-Sensitive Hashing

The basic principle used in Locality-Sensitive Hashing (LSH) is projection of higher dimen-

sional data in low dimensions subspace, using the fact that points close in many dimensions

remain close in two dimensions too.

Let xi ∈ ℜd—1 < i < n, be a set of n points with d dimensions and H be a family of

hash functions, mapping ℜd →Us data set to some universe. For any two points xi,x j ∈ℜd

select hash function s.t., (∃h ∈ H) and analyze the probability of h(xi) = h(x j). Let D be the

distance measure for pair of xi,x j ∈ℜd , d1 and d2 be two distance ranges between any pair

of xi,x j ∈ ℜd then P1 and P2 are the probabilities that xi and x j will reside in same bucket.

The family of H is called locality sensitive or (d1,d2,P1,P2)− sensitive [134].

Definition: A family H of hash functions is said to be (d1,d2,P1,P2)-sensitive [131] if:

• D||xi,x j|| ≤ d1 then PrH [h(xi) = h(x j)]≥ P1
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• D||xi,x j|| ≥ d2 then PrH [h(xi) = h(x j)]≤ P2

for all cases d1 < d2 and all queries satisfy P1 > P2, here D||xi,x j|| denotes the distance

between two points. If xi and x j are close in ℜd space, i.e., D||xi,x j|| is less then there is high

probability that P1 will reside in the same group. The same has been illustrated in Fig. 2.5.

Figure 2.5: Probability v/s distance measure in locality sensitive hashing

LSH is used to solve (R,c)-Nearest Neighbor(NN) problem. (R,c)-NN problem is deci-

sion version of c-approximate NN problem. For (R,c)-NN problem in Locality Hash function

r1 = R,r2 = cR, where c > 0.

Definition: Distance Measures [135]: ℜd is data set with n points and d dimensions. Dis-

tance measure function on ℜd space between two points xi,x j ∈ ℜd is D|(xi,x j)| and pro-

duces a real number, and satisfies the following axioms:

• D|x,y| ≥ 0, No Negative Values.

• D|x,y|= 0 if and only if (x = y)

• D|x,y|= D|y,x|, i.e., distance is symmetric.

• D|x,y| ≤ D|x,z|+D|z,y|, triangle inequality or length of shortest path rule.
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Figure 2.6: Locality-Sensitive Hashing framework

The key idea of the LSH approximate nearest neighbor (NN) algorithm is to construct

a set of hash functions such that the probability of nearby points being close after transfor-

mation with the hash function is larger than the probability of two distant points being close

after the same transformation. The range space of the function is discretized into buckets

and we say that there is a ‘collision’ when two points end up in the same bucket [136].

LSH works by using a carefully selected hash function that causes objects or documents

which are similar to have a high probability of colliding in a hash bucket. LSH consists of

three phases: pre processing where data is mapped using different distance measures, hash

generation where the hash tables are constructed, and similarity search, where the hash tables

are used to identify similar items. Entire data is placed in n buckets such that similar items

are placed in same bucket. The detailed operations of LSH are illustrated in Fig. 2.6.

Number of variants of LSH have been proposed depending upon the universe on which

original data is mapped, i.e., on the basis of distance coefficients which satisfies From the

definition of distance measure, not every distance measure have a corresponding LSH fam-
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ily. Depending on the random function chosen and its locality sensitive properties, LSH is

divided into various categories which are discussed in following sections.

LSH with Hamming distance

LSH on binary string was proposed by Indyk and Motwani [131], where a data set ℜd is

mapped to binary vector from {0,1}d and distance between two objects (p,q ∈ℜd)is calcu-

lated by hamming distance represented by ||p−q||h. H is family of random hash functions.

First step is mapping of data to hamming space, i.e.,
(

p ∈ℜd →{0,1}d) and for dimension

reduction either each feature of an element is represented by using binary logic to concate-

nate all feature objects pi ∈ℜd represented as binary string or Unary(p) function is used for

replacing each coordinate of pi with equivalent binary string of γ bits. Hash functions for

hamming space are constructed by selecting k bits randomly from the binary string b(.) of

an element. ` hash functions are calculated, given by:

∀`i=1Hi← Randomk(b(.)) (2.22)

Instead of comparing each binary string with other, only hash values are compared and

element having most similar hash values are considered as nearest neighbor.

LSH with Jacard Similarity

LSH with jaccard similarity [129] can be computed with the help of Min-hash. The SM act

as a input. If m1 and m2 are the MH based distance between two rows of signature matrix

then probability that both rows will appear in same band after applying banding technique

will be (1−m1) and (1−m2) corresponding. After banding techniques similar items are

grouped in same buckets with very high probability. According to definition of LSH family,

this is a (m1,m2,(1−m1),(1−m2))− sensitive LSH family.
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LSH with Euclidean Distance

LSH on points distributed in d-dimensional ℜd space was given by Datar at el. [137]. Let

ai ∈ ℜd , where ai→ {x1,x2...xd} is represented in co-ordinate system then Edai,a j denotes

the Euclidean distance between two points.

For applying LSH on given points in ls space, first hash function (hi) is generated by a

random line (Li) in a given plane. Li is divided into buckets of equal size (s) and orthogonal

projection from the given points to the line is drawn. If points are close enough they lie in

same bucket on the line Li. Let ai,a j ∈ℜd be two points in plane having an angle θ between

them, for two points to be in same bucket necessary condition is |ai.a j|cosθ ≤ s.

LSH with Cosine Distance

LSH on vectors in d-dimensional ℜd space is solved by using cosine similarity as a distance

measure [138]. Let vi ∈ ℜd is set of vectors, where vi → {v1,v2...vd} is represented in

hyperplanes and θvi,v j denotes the cosine between two points

Let vi,v j ∈ ℜd be two vectors in a hyperplane having same origin . In case of cosine

similarity, hash function (hg) is generated by a randomly chosen hyperplane (RPg) passing

through the origin with a normal vector rvg. RVg is a hyperplane which is selected randomly

so that angle between rvg and vi,v j varies, so dot product DPi = rvg.vi and DPjrvg.v j varies.

If hyperplane is random such that rvg lies between vi and v j then DPi and DPj have same

signs other wise they have different signs.

Here only four LSH families, which are normally found in the literature, have been discussed

but they can always be further extended. Locality sensitive hashing helps to solve the ap-

proximate or exact Near Neighbor Search in high dimensional spaces in sub-linear search

time. Initially, all the data is mapped to low dimensional space and then hash based similar-

ity measures are used to find closest cluster for queried item. There are few issues in LSH

which need improvement in LSH. Preprocessing in LSH amplify the error rate leading to
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increase in the computational overhead many folds. Dynamic changes in the data sets are

difficult to incorporate in LSH as it leads to computational overhead of redoing all prepro-

cessing work. Since hashing used in LSH is independent of the nature of data hashing bias

may be observed in some cases.

2.3.3 Applications of LSH

Some of the applications which require identification of similar items include similarity in

ranking of a product by two users in recommender systems, finding near duplicates corre-

sponding to a particular query document in web documents, identifying similar type of trun-

cations in databases, etc. In recent years, LSH has been used for many applications which

require fast computational process [139, 140]; in pattern matching which include video iden-

tification [141]. Latest area of LSH applications use modified hashing techniques for faster

computational process. In mobile services, LSH is used for detecting clones in Android ap-

plications [142]. Bertine et al. [143] have used LSH for assembling large genomes with

single-molecule sequence in bio-informatics.

Table 2.3 summaries the important features of all the PDS covered in this paper.

2.3.4 Spam Detection in Social IoT

Social media has become an important part and effective way to express one’s social

bondage. Millions of people use social platforms like Facebook, Twitter, Linkden etc. to

express their emotions and share their experiences. It was initially designed to connect peo-

ple, but with the advancement in data science, it has been efficiently applied to many real

time applications like election campaigns to influencing voters, advertising and market for

recommendations on different aspects like social anlaysis, content analysis, sentiment anal-

ysis, etc [144]. Since it has become a rich data source, processing and analysing such data

is considered as one of the most important research issue. But with such a wide platform
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Table 2.3: Comparative analysis of all PDS studied

S.No.
``````````````̀Parameters↓

PDS→ Bloom Fil-
ter

Quotient
Filter

Locality Sensitive
Hashing

1. Hashing
√ √ √

2. Deletion ?
√

×
3. Querying

√ √
×

4. Merging ?
√

×
5. Retrieval of original data set ×

√
×

6. False Positives
√ √ √

7. False Negatives ? ×
√

8. Element Count ? × ×
9. Similarity search × ×

√

10. Cardinality Estimate ? × ×
11. Time Complexity LOW LOW HIGH
12. Space Complexity LOW MEDIUM MEDIUM
13. Computational Cost LOW MEDIUM HIGH

? indicates that some variants of PDS may support the particular feature

of users and their data, social networks attracts the spammers or malicious users too, who

use this media to promote their malicious activities or try to mislead followers and affect

sentiments of particular social groups [145].

Spam is an unsolicited or undesired message [146], whose major intention is to mislead

users, infect systems or promote products and services. Spam is a common problem in

online media existing in the form of emails [147], websites [148], videos [149], microblogs

[150], comments [151], reviews [152], etc. Spam emails contain unwanted and malicious

information such as malwares, fraud schemes, fake advertisements, etc.

Detecting spam accounts is an important issue which definitely needs lot of attention as

nature of spammers and amount of damage they can cause is a point of major concern. De-

tecting spam in social media, especially when massive data flows continuously requires fast

processing and storage framework for handling huge amount of data and attributes associ-

ated with it. Different approaches have been proposed to detect spam in social networks, but

no single model is efficient enough to detect all type of spam. Further, lack of adaptiveness
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with changing environment is observed in majority of proposed solutions.

Spammer apply various approaches to hack the users accounts. Sometimes spammers try

to duplicate the known and famous person’s account by unethical hacking techniques or by

creating an account in the name which resembles the Ham account to mislead the followers

of that user. Spammers exploit Twitter user’s courtesy behaviour to identify their followers

in return [153] and thus follow random users to obtain more followers [154]. Another ap-

proach used by spammers is to exploit short URLs to camouflage their spam URLs. Instead

of sharing any text, a URL of unwanted website or service is shared from different spam ac-

counts [155]. Characteristics of such short URLs on Twitter are analysed using click traffic

data [156], and it has been identified that links shared by legitimate users and spammers are

significantly different [157]. Many a times trending topics are targeted by the spammer to

spread their messages beyond their followers through hashtags [158].

In recent years, social bots, programs that automatically produce content and interact

with people on social media, have been exploited for spamming on Twitter. To elude spam

detection systems, social bots post tweets about popular and focused topics and try to track

the users who follow the bots [159]. Using such strategies, bots can gain high influence on

Twitter and pollute time line of users.

Generally spam detection is done by using machine learning techniques which separate

spam and non-spam users and tweets. Many approaches have been considered for identifying

the spam accounts. Lee et al. analyzed the features like demographics, followers targeted,

tweet content and user behavior to identify the spammers [160]. Hu et al. proposed a solution

to handle this problem dynamically, i.e., topological and network information of already

detected spammer are updated in database to make spam detection task more efficient [161].

Geo et al. proposed a similarity based technique to detect social spam based on the existing

clusters [162].

The spam bots which try to replicate legitimate users can be detected by social honeypot

trap [154] approaches which include using features derived from temporal behavior, tweet
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content, user profile, etc. [163]. It has been realized that identifying and removing spam

accounts does not solve the problem as the spammers try to create new accounts which look

like a Ham user’s account or use more social bots to perform the task. More efficient and

fast spam detection techniques are required while dealing with dynamic data sets. Semantic

and context analysis of tweet can also helps to provide more refine decisions. Santos et al.

have used standard classifiers like KNN, random forest and logistic regression etc. for spam

detection [164]. Approach adopted by Romo and Araujo is to detect tweet by comparing

title of trending topics with the URL shared in the tweet [165]. Castillo et al. used user’s

tweeting response as a technique to analyze the credibility of tweet on the trending topic

[166]. Wu et al. considered a semi supervised approach to identify voice over IP call and

another semi-supervised technique to detect a malware [167].

In machine learning, ensemble modeling is the process of running more than two dif-

ferent models to solve a particular problem and then provide predictive analysis with more

accuracy by combining the result of all models in data mining applications. In Twitter, en-

semble is used in analysis based task like sentiment analysis, advertising, etc. Kanakaraj and

Guddeti provided ensemble-based model to increase the accuracy of classification by includ-

ing natural language processing techniques especially to perform sentiment analysis [168].

Hassan et al. used bootstrapping ensemble to quell class imbalance, sparsity, and represen-

tational richness issues in sentiment analysis [169]. The bootstrapping ensemble framework

proposed by Giorgis et al. builds sentiment time series that can efficiently reflect events and

the results achieved have important implications for social media analytics and social intel-

ligence. In another ensemble based work, weighted ensemble is used for sentiment analysis

in Twitter; specifically for the message polarity classification subtask [170]. Tsakalidis et al.

[171] used ensemble based framework to perform polarity analysis of social media content,

to analyze the importance of various applications in particular network. Wang and Zechen

evaluated airline services using Twitter data by applying an ensemble based sentiment clas-

sification approach [172].
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2.4 Problem Formulation

After doing the exhaustive survey on the Big data and PDS, it was realized that challenges in

Big data analysis include data inconsistence and incompleteness, scalability, timeliness and

data security. As the prior step to data analysis, data must be well-constructed. However,

considering variety of data sets in Big data, it is a big challenge for researchers to purpose

efficient representation, access and analysis of unstructured or semi-structured data. Sincere

efforts have been put up by researches to extract intelligence out of huge amount of knowl-

edge base. Major bottleneck in this effort is that there exists no standard method to efficiently

map and store the Big data on a compatible data structures. Further the memory required to

store such huge bulk of enormous data and the computational time associated along with it

for retrieval are increasing the difficulty in designing a standard framework for mapping huge

data sets. Although efficient data structures exist to represent a graph having few or large

number of nodes and vertices; but when analyzing bulk of data, the off-the-shelf techniques

and technologies used to store and analysis of data cannot work efficiently and satisfactorily.

Thus, it has been realized that PDS are the promising field of research for the future Big data

analytics and streaming data applications. To store dynamic data and for optimal retrieval

and searching operations, data structures like PDS are the one of the best models to use. The

intent of this thesis work is to propose new data structures and heuristics for handling bulk

data which will optimize the storage and retrieval of massive data sets.

2.5 Objectives

Main objectives of this work are:

• To study, analyze and explore various methods available for efficient storage and re-

trieval of massive data sets.

• To propose a novel technique for efficient storage and retrieval of Big data.
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• To test and validate the proposed technique on a simulated environment using various

evaluation parameters.



Chapter 3

Streamed Data Analysis Using Adaptable

Bloom Filter

This chapter discusses PDS based techniques for efficient storage and retrieval of streaming

data. Proposed technique is a variant of scalable BF named as AdapTable Bloom Filter

(ATBF) helps to perform analysis on streaming data and make BF size adaptive according to

the incoming flow of data. Computational overhead in computing hash functions is reduced

by use of hybrid hashing and with the use of Kalman filter ATBF can adapt size according to

prediction of incoming data, slice addition overhead is also reduced by great extent.

3.1 Introduction

Fast matching of arbitrary identifiers to the values of incoming data and real time response

are the basic requirements for majority of streaming data applications. Thus, some adaptive

storage mechanism is required which performs predictive analysis to determine size of data

structures being used. Provisions should also be available for adjustments on the basis of

previous incoming data or on the basis of real time data flow.

60
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3.1.1 Estimation Models

An estimator is a rule for calculating an estimate of a given quantity based on observed data.

There are point and interval estimators. The point estimators yield single-valued results,

although this includes the possibility of single vector-valued results. This is in contrast to an

interval estimator, where the result would be a range of possible values.

Their are number of estimators like Wiener filter, Kalman Filter, Extended Kalman filter,

Generalized filter, Particle filter etc. Wiener filter deals with static data only; Kalman filter ,

a generalization of Wiener Filter [173] allows dynamic data with noisy parameters as input.

Predictor model based on polynomial regression [174] uses combination of number of linear

regression models which increases the computational complexity of calculations for each

prediction manifolds.

The Kalman filter’s dynamics model, simplicity of it in implementation and less memory

requirement makes it a wonderful candidate for predicting the size of BF in streaming data.

Kalman Filter

Kalman Filter (KF) is a linear system model derived from stochastic process, making it ideal

for systems which are continuously changing. In KF, recursive approach is used where a

common model is formulated and all future calculations are performed on the same equations

without any modification. It is easy to implement and requires less memory since it does not

keeps record of old data except the previous state. Further, less computational cost makes it

suitable for real time problems.

KF is a powerfull mathematical tool mainly used for stochastic estimation from noisy

sensor data or data streams occurring at regular intervals. The basic assumption of KF is

that system should be continuous and can be modeled as a normally distributed random

process X , with mean µ and variance σ (the error covariance), i.e., X ∼ N(µ,σ) [175]. KF

addresses the problem of estimation of state xk of a discrete-time controlled process on the
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Table 3.1: Nomenclature for Kalman filter

Notations Description
x̂k Posteriori state estimate
x̂−k Priori state estimate
P̂−k Priori estimated error
P̂k Posteriori state estimate
K Kalman gain
vk Measurement noise
R Co-variance for measurement noise
wk Process noise
uk Control signal
Q Co-variance for process noise
zk Measured value

A,B,H Constants according to process

basic of previous state xk−1 using following equation:

xk = A.xk−1 +B.uk +wk−1 (3.1)

with a measured value zk for kth state given by:

zk = H.xk + vk (3.2)

where Pr(w)∼ N(0,Q) and Pr(v)∼ N(0,R).

Discrete Kalman Filter

KF is a set of mathematical equations that build a predictor-corrector type estimator model

to optimally minimizes the estimated error covariance. It provides estimate of a process for

kth state by using a feedback control model. In this, filter first estimates the value for kth

state based on the current information of the process and then obtains feedback from some

measured value, i.e., noisy input. Based on the error in estimated value, Kalman gain is

calculated which helps in minimizing error in further iterations. The algorithm converges to
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the near optimal result after few iterations.

KF is divided in two groups: time update equations and measurement update equations.

The time update equations help in projecting the priori current state value (x̂−k ) and priori

error covariance estimates (P̂−k ) for the next step. The time update equations act as predictor

equations for estimation model [176].

x̂−k = A.x̂k +B.uk (3.3)

P̂−k = A.P̂k.AT +Q (3.4)

The measurement update equations provide feedback to the time update equations for

incorporating new measurement in priori estimate to obtain an improved posteriori estimate.

The measurement update equations are also known as corrector equations.

x̂k = x̂−k +Kk.(zk−H.x̂−k ) (3.5)

Kk =
P̂−k .HT

H.P̂−k .HT +R
(3.6)

P̂k = (1−Kk.H)P̂−k (3.7)

3.2 Adaptable Bloom Filter

When size of incoming data is not known, it is difficult to determine the optimal BF param-

eters (m,k) in advance, thus a target threshold for false positives ( fp) cannot be guaranteed.

To perform timely analysis on streaming data, an adaptive data structure is required which

performs analysis in one pass with minimum computational complexity and less storage

overhead. For a stream of network data S : (x1,x2...xn) over a time based window of h time
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slots, i.e., T : (t1, t2...th), this technique propose to addresses following points:

• Analysis of network traffic for a particular time slot.

• Predicting amount of in-coming data in the next slot.

• Allocation of memory for the next time slot based on prediction in present time slot.

The prime focus of the proposed framework is to efficiently query the incoming data within

the limited time domain. To deal with instream data and store the information for short time

the proposed framework uses a scalable BF [91] with ageing BF properties, i.e., evicting data

after fixed time interval. Hybrid hashing,. i.e., combination of partition hashing and double

hashing is used which shows effective results in-terms of inter-hash function collision and

computational overhead in calculating hash indexes. In the ATBF, Kalman filter [175] is

used to make scalable bloom filters adaptive in terms of size and reduce the computational

overhead of adding extra filters at run time. Fig. 3.1 provides the basic framework and

coming section elaborate the ATBF along with its phases. Following sections provides the

details about each phase in ATBF framework.

Figure 3.1: Framework for AdapTable Bloom Filter (ATBF)
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3.2.1 Input and Hashing Phase

A stream of data S = (x1,x2...xn) coming from any resource like sensor, social networking

websites, network data and mobile data etc., is assumed to be the input for the proposed

framework. It is assumed that data is available only for limited time and hence it has to be

processed in the single pass in the defined time frame. Data may be in varied formats like

IP address for network data, website names, email address, etc. In the proposed scheme,

the format of the incoming data is not an issue as all the inputs irrespective of the format

(numeric, alphanumeric, text) are hashed using a combination of double hashing and parti-

tion hashing. Two independent hash functions h1(x) and h2(x) are used to generate k hash

functions such that each hash function has a disjoint range of
(

p = m
k

)
(p must be prime for

efficient hashing ) consecutive bit locations (bucket) instead of having one shared array of m

bits i.e. partitioning hashing is used, where m is size of array, k is number of hash functions

and p is prime number denoting the buckets in an array.

(∀i|i < k)
[
gi(x) = {h1(x)+ i×h2(x)} mod p

]
(3.8)

To achieve uniformity in maintaining bucket for each hash function at runtime, a param-

eter σ i has been introduced, with initial value (σ0 = p). For each element x ∈ S (∀i|i < k):

H j
i (x) = (h1(x)+(i−1)h2(x))mod σ

j (3.9)

Corresponding to jth slice added in ith slot of ATBF, new σ j is defined to synchronize bucket

size for each hash function. Φ(x) function returns an optimal number p, s.t.,
[
p← Φ(p≥ x

and p is prime)
]
.
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3.2.2 Storage Phase

After hashing is done for each incoming element, i.e., (∀xi ∈ S), next task is to store the data

in the array for a defined time slot say one hour or two hours. For each time slot i.e. ti ∈ T ,

a BF(AT BFi[]) is maintained to store (Fig. 3.1).

Selection of initial size of the BF for each slot in every iteration is critical task because

it affects time and query complexity. For the very first iteration, an array of size m0 is

allocated and for next time slots, size of BF is decided based on data received in the previous

slot. Initial array size for each time slot th is decided on the basis of number of elements

accommodated in previous slot th−1, using an array called Learning Array (LA) which keep

the track of size of BF in each slot. The intent of providing an additional counting array is

to reduce the slice addition overhead at the run time. The size of the array required for the

next time slot is predicted through KF and each slot is provided the required slices at the

beginning in the form of a single array instead of multiple chunks called slices. This process

helps in adjusting the size of AT BFi[] to accommodate the dynamic input and reduces search

time since query is done on single array instead of slices where we traverse from latest to

oldest slice one by one. To maintain the uniformity in the partition hashing, size of slice

is decided on the basis of φ() function. Insertion is performed by setting all hash indexed

values one in the active slice of filter.

After t time slots, when maximum number of time slot for which data records are main-

tained is reached, insertion is performed in first slot, i.e., AT BF1[], by evicting its old data.

The proposed model works in round robin manner, i.e., slots after ‘h’ hours perform insertion

on same array during next iteration, i.e.,
(
(ti + o× h)↔ ti

)
where (o ∈ Z) . After comple-

tion of insertion in each time slot, InsertLA() function is invoked to update the values for

performing size estimation for next time slot (Algorithm 3.1).

One of the major issues in scalable BF is how to measure the defined threshold for ad-

dition of new slice. Number of solutions have been proposed for this issue which include

50% percent rule, i.e., threshold is reached when maximum number of one’s which a BF
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can accommodate reaches 50% of its original capacity; but how to find that a filter is 50%

occupied is again a tedious task.

One of the options is to maintain a counter which increment every time an element is

added or the number of one’s in filter have to be counted after regular intervals. Another

method is to keep the track of false positives after every insertion to check whether the results

are within the desired false positive rate or not, but these solutions lead to extra computational

overhead as one needs to continuously check when a filter get saturated and such operations

will definitely dilute the very purpose of using BF.

Proposed scheme addresses the issue of finding threshold for addition of new filter by the

usage of buckets generated through partition hashing. Instead of calculating the threshold

of the entire array, a function named CheckF p(), which uses standard threshold calculation

technique, is used to find the threshold value of the randomly chosen bucket. Such technique

limits the threshold calculation to a single bucket instead of entire array, reducing the overall

computation time. To avoid calling CheckF p() after every iteration, a function Random()

has been defined which returns a random value through which CheckF p() function is called,

leading to further optimization of the entire process.

For experimental analysis, data is considered for varying time slots e.g., one time slot

is equal to four or six hours, i.e., all the hashed data of first time slot is added to the array

AT BFt1, data of second time slot moves to array AT BFt2 and size of AT BFt2 is determined

by LA, based on the traffic in t1 time slot. The proposed approach is flexible enough to ac-

commodate n time slots, with each time slot represented by one array. Based on data stored

in these BFs, i.e., AT BF1...tn further analysis like peak hour analysis, detecting approximate

number of users in each time slot and server utilization are performed.
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Input : Insertion(AT BF [.], p,S,T,i=k
i=1 Hi)

Output: Insert xi ∈ S for ti ∈ T in AT BFi array

1 for ∀i|i≤ T do
2 LA[i][][]← InsertLA()
3 ri← 1
4 σ ri ← φ((LA[i]× p)/k)
5 AT BFi[r]← SizeO f (σ ri× k)
6 CSlice← 1
7 end
8 for ∀x j ∈ S do
9 while tc == ti do

10 if thAT BFi[r]> thresVal then
11 σ ri ← φ((sr−1× p)/k)
12 r← r+1
13 SizeO f (AT BFi[r]← σ ri× k)
14 CSlice ++

15 else
16 for ∀z|z≤ k do
17 hz(x j)← Hz(x j)
18 AT BFi[r](hz(x j))← HIGH
19 end
20 end
21 if Random() == T RUE then
22 CheckF p(AT BF [r])
23 end
24 end
25 InsertLA(FRLA[i],Cslice)

26 end

Algorithm 3.1: ATBF: Insertion procedure

3.2.3 Query in ATBF

To determine the occurrence of a particular element in a time window, Query() function is

used. Query(LA[], p,Q,T,i=k
i=1 Hi) in ATBF checks each BF, i.e.,

(
AT BFti|∀ti ∈ T

)
from latest

array to oldest array and in each BF all slices (if added), i.e., from r to 1 are checked corre-

sponding to the queried element. Query process is made fast by calculating hash functions at

the run time, i.e., for a particular query, all hash functions are not computed in advance, each

hash function is calculated and comparison is performed in defined bucket of hash function.

If bit at hash index is one then next hash function is computed and comparison is performed
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otherwise query process terminates. Query process terminates as soon as first zero is en-

countered in a bucket and thus time is saved as remaining hash functions for other buckets

are not calculated. The query process is terminated successfully if element is found, i.e., all

ones are returned (Algorithm 3.2).

Input : Query(LA[], p,Q,T,i=k
i=1 Hi)

Output: Return TRUE or FALSE for Query(y ∈ S)

1 for ∀ Query elments(y)|y ∈ Q do
2 for ∀ Time slots(t)|t ∈ T do
3 for l = (AT BFt [.]...1) do
4 if (AT BFt [l](i≤k

i=1hi(y)) == 1) then
5 Return Element Found
6 end
7 end
8 end
9 Return Element Not Found

10 end

Algorithm 3.2: ATBF: Querying in proposed framework

Lemma 3.2.1. Worst case query time complexity in proposed model for filter with h time

slots, assuming r slices in each slot with k hash functions is always less then O(rhk).

Proof. Searching starts with hashing of the query element y, i.e.,
(
∀i|y ∈ Q,hk

i=1(y) ←

Hk
i=1(y)

)
and corresponding hash indexes are checked for value zero. Query process be-

gins from latest time slot to oldest one i.e. thto1 and same is followed in search from slices

srto1 in BF. During search operation when hash indexed value zero is encountered, searching

for that particular array is terminated and previous slice is not searched. In such case, num-

ber of evaluated for unsuccessful query, i.e., not finding the element queried is always less

then k hash functions. For a BF with r slices, it will be always less then O(rk). Thus, for

h time slots from t1...h having r slices each, worst case query complexity is always less than

O(rhk).
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3.2.4 Learning Array

Since the amount of incoming data will keep on varying in every time slot, the size of array

will change. Calculating the threshold after every addition and providing new slice accord-

ingly in every time slot at run time requires lot of computation which can be saved if record

of size of array i.e. a counter Cslice is maintained which keeps the count of number of slices

added in a particular AT BFti in a particular time slot. Initially a constant size BF m0 is allo-

cated for first time slot and if the incoming data increases, more slices are added and counter

cslice is incremented. To make proposed framework adaptive, a Learning Array LA[value][c]

is initially added. The main role of LA is to record the array size of AT BFti after filling of

data in each time slot. This helps in predicting the array size required in the next time slot.

With the help of LA an optimal size of AT BFi[] required for successive time slots is

decided. If for a time slots no slices are added, indicating unused BF bits then value of LA is

decremented for next time slot (Algorithm 3.3).

To make the functioning of LA more efficient, KF is used for predicting array size. The

approximate number of elements are estimated through Algorithm 3.3 and the number of

slices ‘x’ added to the initial filter in a particular time slot serve as input parameters to KF.

After observing incoming data patterns for particular ti, proposed model decides the optimal

size required for next time slot, i.e., ti+1, reducing the overhead of slice addition at run time

for each time slot, thus improving the search time complexity of AT BFi[].

Number of slices (sn) added to a particular time slot is recorded in LA, from this we can

compute total size of filter required for particular time slot, i.e., Ŝs. The number of elements

na accommodated by ATBF is given by:

na ≈ m0si(ln(th)) (3.10)

From the approximate number of elements accommodated, size of filter, i.e., Ŝe is calcu-
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lated as:

Ŝe = na× k (3.11)

These two estimates for the size of BF act as input for KF and help the framework to predict

the approximate size for coming time slots in further iterations.

Since the incoming data is one dimensional, KF parameters A,B,H,Q and R in Eq. (3.1−

3.7) have constant values in the proposed model. ul is assumed to be zero because no

control signal is used in the model. Ŝl denotes posterior estimated size and Ŝ−l denotes priori

estimated size for ith time slot and for lth iteration. Thus

Time Update:

Ŝ−l = Ŝl−1 (3.12)

P̂−l = P̂l−1 (3.13)

Measurement Update:

Kl =
P̂−l−1

P̂−l−1 +R
(3.14)

Ŝl = Ŝ−l−1 +Kl(zl + Ŝ−l−1) (3.15)

P̂l = (1−Kl)P̂−l−1 (3.16)

zl = .5(Ŝs + Ŝe) (3.17)

Lemma 3.2.2. Use of Kalman Filter based LA in proposed model reduces the query complex-

ity of AT BF in handling in-stream data compared to scalableBF by approximate O(1
r ) i.e.

≈< O(k), where r is number of slices added and k is number of hash functions considered.

Proof. In case of scalable BF, when an array crosses the defined threshold, a new slice is

added and insertion is performed. Assuming Ns is elements in stream, let’s assume scalable

BF needs r slices to accommodate the incoming data. Query process in scalable BF is ac-
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complished by testing the presence of query element in each filter, starting from active filter

to oldest filter. Search complexity for worst case analysis is O(k× r)).

In AT BF first time slot is functionally similar to scalable BF, but size for next time slot

can be predicted using LA and KF. Predicting size for next time slot leads to decreased com-

putational overhead as addition of new slices at run time is not required. Further, since the

size of new array is combination of initial array and additional slices, inter-function colli-

sions are reduced especially when partition hashing is used. From second time slot onwards

the query complexity is always less than O(rk), because from the the second array onwards

the number of new arrays added will always be less than r. In best case, when no extra slice

is added in future time slots i.e. the input data arrival rate is constant, search complexity is

equal to standard BF≈ O(k). Thus, for the ‘h’ time slots, search time complexity for (h−1)

slots is reduced drastically.
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Input : InsertLA( LA[i], j)
Output: Return predicted size for next iteration

1 if ( j > 1) then
2 if LA[i]< j then
3 LA[i][c]++
4 end
5 end
6 if ( j == 1) then
7 if FRLA[i] < thres f ill then
8 LA[i][]−= 1
9 Exit()

10 end
11 end
12 ŝn← LA[i][c]
13 Ŝs← m0 ∑

sn
i=1{i×

m0
k }

14 Ŝe←Count(AT BFi[],r)
15 SetŜ−1 = 0
16 SetP̂−1 = 1
17 for (l : 1 to `) do
18 zl = .5(Ŝs + Ŝe)
19 Time updation
20 Ŝ−l = Ŝl−1

21 P̂−l = P̂l−1
22 Measurement updation

23 Kl =
P̂−l−1

P̂−l−1+R

24 Ŝl = Ŝ−l−1 +Kl(zl + Ŝ−l−1)

25 P̂l = (1−Kl)P̂−l−1
26 end
27 LA[i][]← Ŝ`

Algorithm 3.3: ATBF: Learning array algorithm

3.2.5 Network Traffic Analysis for a Particular Time Slot

The standard algorithms for counting number of element in streams like Count Min

Sketch(CMS), probability based counter and “Datar-Gionis-Indyk-Motwani”(DGIM) algo-

rithm are quite accurate but need lot of extra space and have computational overhead. Pro-

posed model provides a rough estimate of number of elements using KF.

To calculate the approximate number of elements in a particular time slot ti, Counti() is
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used with initial parameters like slices added in the array (r), threshold fill ratio ( fr), number

of hash function (k), initial size of filter (m0) and prime number used in first filter (p). Two

methods have been used to calculate the number of elements in a particular time slot and

results are verified by both methods (Algorithm 3.4). In the first method, growth parameter

(s) is considered as ( s = 2) for slow growing data and (s = 4) for fast growing data with

optimal threshold th value as 50% same as that considered in scalable BF [91]. Total number

of elements accommodated by BF(Ni) is given by:

Ni ≈
(
m0×2i× (.693)

)
(3.18)

Second method is to calculate the total size of the BF used and then predict the number of

elements accommodated by it. Since σg is prime for gth slice, i.e., size of bucket and number

of buckets are equal to number of hash functions (k), total size of an array with r slice of σ

bits, is given by:

Total Size = (r×σ) (3.19)

where : r isnumber o f Slices

σ is Size o f Slice

Thus total size(ts) of AT BFi with r slices is given by:

ts←
r

∑
g=1

(σg× k) (3.20)

Bits available for insertion in ATBF are determined by threshold fill ratio, ( fr), total available

bits ta are:

ta← ts× fr (3.21)
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Thus, maximum number of elements (Ea) accommodated by AT BFi are:

Ea←
ta
k

(3.22)

Input : Counti(AT BFi[],r)
Output: Return approximate number of items in ith time slot

1 Method 1:
2 Ni← ln( fr)×m0.sr

3 Method 2:
4 for g:1 to r do
5 σg← φ((g× p)/k)
6 end
7 ts← ∑

r
g=1(σ

g× k) Ea← ts. fr
k

Algorithm 3.4: ATBF: Approximate number of elements

3.3 Observations and Analysis

All the experiments have been performed on i7− 3612QM CPU @ 2.10 GHz with 8 GB

of RAM. To maintain the uniformity in the results CityHash 64 bit library [177] is used to

compute the hash functions for PDS.

Two data sets from different application domains have been considered for evaluating the

performance of ATBF, one is data of pickup calls of UBER cabs [178] and other is incoming

data generated for network server. Results are represented for first few iterations only, which

can be extended to n number of iterations according to application’s requirements. In all

experiments five hash functions have been used with initial size of the filter m0 as 1285

bits, slice size σ0 for all the iterations is considered as 275
(
s = 1285

5

)
for first array in all

iterations.

Table 3.2 and 3.3 provide the count of actual number of users and number of users iden-

tified using KF. Ŝ− represents the size of BF in current iteration by considering the previous

one, initially size of BF is set to m0. Number of slices added in AT BFi is maintained by
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cslice counter. Ŝ is the array size predicted by KF for the next iteration. Peak hours analysis

is performed by “peak hour ranking” with 1 indicating maximum and 5 as minimum value.

Peak hour rank help in identifying changing patterns of data in current iteration in relation

to the previous iteration. Initially for all iteration, peak hour rank is set to a default value of

−1. This ranking system helps in allocating resources in accordance with the frequency of

incoming data.

3.3.1 Experiment 1: Uber Pickups Data Sets

Data of 14,270,479 trips of Uber Pickups in New York City from Jan-2015 to June-2015 for

around 265 different locations is considered for 12 hours a day as input. The data set is time

series based having attributes like date, time, location id and base number. A snapshot of an

instance of data is shown in Fig. 3.2. In proposed model, “location id” is used as insertion

element in BF and attributes “Pickup date” and “Time” are used to select the size of time

slot.

Figure 3.2: An instance from data set of Uber pickups

Table 3.2 shows the result of two days for peak time slot in Uber pickups, for date 1-Jan-

2015 and 2-Jan-2015 using two time slot ranges : four hours as a single time slot and six

hours as a single time slot respectively.
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3.3.2 Experiment 2: Incoming Data on a Network Server

Table 3.3 provides the results for server utilization and peak hour analysis. Experiment is

done for six time slots of one hour each. The results are simulated on network traffic with

maximum per hour capacity of server as 15000 users. In table 3.3, Eqs. (3.12-3.17) are used

for estimates. In table 3.3, the column III (“Inital size of array”) acts as Ŝ−l , in Eq.(3.12).

Value of error variance i.e. P̂−l in Eq.(3.13) is computed from the difference in column VII

(“Size of BF for next slot (in bits)”) and column III(“Initial size”). To compute the Kalman

gain in Eq. (3.14), value of P̂−l from Eq. (3.13) is used and value of constant variable R,

considered for this experimental setup, is 1. In Eq. (3.17), value of zl represented in column

V (“No. of user predicted”), is calculated by taking the mean of values coming from two

different approaches, i.e., using Eqs.(3.10,3.11). All these values act as input for Eq.(3.15),

which predicts the size of BF for next slice. Server utilization is given by ( n
N ×100), where

n is approximate number of users detected and N is server capacity. The network data has IP

address, date and time as its attributes. IP address is used as primary element for insertion in

proposed model.
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(Ŝ
−

)

N
o.

of
sl

ot
s

ad
d-

ed

N
o.

of
us

er
s

pr
e-

di
ct

ed
by AT

B
F

E
rr

or
(I

n
%

)

Si
ze

of
B

F
pr

e-
di

ct
ed

fo
r

ne
xt

tim
e

sl
ot

(in
bi

ts
)(

Ŝ)

Se
rv

er
ut

ili
za

-
tio

n
(%

)

Pr
ev

io
us

Pe
ak

ho
ur

ra
nk

in
g

C
ur

re
nt

Pe
ak

ho
ur

ra
nk

in
g

Ti
m

e
sl

ot
1

10
00

0
12

85
15

99
75

0.
25

51
20

0
68

.5
3

-1
2

Ti
m

e
sl

ot
2

12
00

0
51

20
0

2
12

14
5

-1
62

21
0

82
.9

7
-1

1
Ti

m
e

sl
ot

3
90

00
62

21
0

0
92

16
-2

46
08

0
61

.4
4

-1
3

Ti
m

e
sl

ot
4

60
00

46
08

0
0

60
52

-0
.8

32
25

6
43

.0
1

-1
5

Ti
m

e
sl

ot
5

80
00

32
25

6
2

79
52

0.
6

41
21

6
54

.9
7

-1
4

Ti
m

e
sl

ot
6

40
00

41
21

6
0

39
24

1.
9

20
73

6
27

.6
5

-1
6

It
er

at
io

n
2

Ti
m

e
sl

ot
1

90
00

12
85

14
89

82
0.

2
46

08
0

60
.8

4
2

3
Ti

m
e

sl
ot

2
14

00
0

46
08

0
5

14
24

8
-1

.7
74

24
0

98
.9

9
1

1
Ti

m
e

sl
ot

3
13

00
0

74
24

0
0

13
18

4
-1

70
40

0
92

.1
7

3
2

Ti
m

e
sl

ot
4

70
00

70
40

0
0

70
13

-1
36

35
2

48
.0

9
5

4
Ti

m
e

sl
ot

5
30

00
36

35
2

0
29

89
0.

4
21

36
5

23
.2

1
4

6
Ti

m
e

sl
ot

6
40

00
21

36
5

0
39

68
0.

8
20

73
6

27
.6

5
6

5



80 Chapter 3 Streamed Data Analysis Using Adaptable Bloom Filter

3.3.3 Performance Evaluation of scalable BF and ATBF

The performance of scalable BF and ATBF is compared on the basis of computational time

taken for hashing, querying and extra slice addition as the incoming data increases. Fig. 3.3

provides comparative analysis on the basis of hashing complexity of scalable BF and AT BF .

In scalable BF, for every input, hash value is computed for all hash functions (k) while in

AT BF only two hash functions have been used to generate k hash functions, leading to major

decrease in computational overhead. In the figs.( 3.3 3.5 3.4), SBF stands for scalable BF.

Figure 3.3: Computational time complexity vs. number of hash functions

Query complexity and slice addition overhead for both the filters is checked on dynami-

cally growing environment. Both filters, i.e., scalable BF and ATBF start with size m0 = 1285

and 5000 elements have been considered for first iteration and each iteration adds 1000 ele-

ment to previous value.

Fig. 3.4 depicts the analysis performed on the basis of number of slices needed to ac-

commodate the dynamically growing data. In scalable BF, filter starts with size m0 and as

the number of incoming elements increase more slices are added in each iteration. In case of

ATBF, as the incoming data increases the size of tth
n+1 iteration is predicted in advance, based
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on the elements accommodated per iteration in tth
n using Kalman filter.

Based upon the data considered for experiments, i.e., 1000 elements increase from pre-

vious value per iteration, in tth
n+1 iteration only one slot is added to accommodate additional

elements in ATBF. The graph of ATBF becomes constant after first iteration since one slice

is added in every successive iteration and no overflow of data is registered (Fig. 3.4). Hence

overhead of adding new slices at the run time is reduced to a large extent in the proposed

scheme.

Figure 3.4: No. of slices required vs. number of iteration for dynamic dataset

Fig. 3.5 depicts the comparative analysis of worst case query complexity for an element

(when element is not present in the set), i.e., scenario where all slices need to be scanned. As

the size of data grows in each iteration in scalable BF, more slices are added to accommodate

the data elements. In scalable BF, all slices need to be scanned in query process which

increases the query complexity many folds. ATBF has the advantage of size adaptation from

second iteration onwards. For the first iteration process is similar to scalable BF, but from the

ith iteration (where i 6= 1), size of BF is predicted on the basis of previous (i−1)th iteration.

The predicted size of BF is added as single BF. So, in querying process only one BF needs

to be scanned, thus the total cost is O(k). As the data grows, the number of slices added are
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Figure 3.5: Worst case query complexity vs. number of iterations

always less than scalable BF for same number of elements thus search time complexity of

ATBF shows significant improvement.

3.4 Discussion

ATBF is suitable for the application where variation in incoming data is dependent on time.

Combination of partitioning hashing and double hashing reduces collisions and computa-

tional overhead. Further, query complexity of dynamic data has also been reduced by using

learning array in the proposed system. The major contributions of the proposed ATBF are

described below:

• Partition hashing has been used which leads to less inter-hash function collision. Fur-

ther usage of double hashing where only two hash functions are used to generate all k

hash functions decreases the computational overhead.

• A learning array has been introduced which stores the size of BF required in next

iteration and KF has been used to predict the size of BF required for next iteration.
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• ATBF is suitable for the application where variation in incoming data is dependent on

the time slots of incoming data.

Next chapter elaborate the second proposed technique, i.e., FingerPrint based Stable Bloom

Filter, which is used to detect duplicates in the incoming streaming data.



Chapter 4

FingerPrint Based Duplicate Detection in

Streamed Data

In this chapter, a novel data structure named as FingerPrint Stable Bloom Filter (FP-SBF) is

proposed (Section 4.2), a variant of stable BF for duplicate detection in streaming data using

fixed memory and constant query time.

4.1 Duplicate Detection in Streaming Data

4.1.1 Problem Statement

Given a input stream S = {x1,x2...xi...xn} with N elements; where (N→∞), i.e., unbounded

stream of data, identify whether xi appears in S or not in a given space M, where (M << N).

Challenges associated with duplicate detection include:

i. Preprocessing effort for each element should be minimum for fast results.

ii. Eviction of stale data in necessary as the memory size of the filter is fixed.

iii. Response time for query should be minimum and independent of the size of data.

84
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4.2 FingerPrint Stable Bloom Filter

The proposed FP-SBF uses stable BF with fingerprint bits and optimization mechanism

which reduces the computational time and decreases the false positives as well as false neg-

atives using d-left hashing. Optimized deletion mechanism is used to evict the data from BF

to make more space for in-coming data. It uses constant space irrespective of the size of

in-coming data and accommodates more number of elements before reaching the saturation

stage.

FP-SBF is an array of indexing [1...m] of size M where each element of array is repre-

sented by d bits, i.e., (M = m×d). d bits of each element are further divided into two parts: c

bits for buckets and f bits for fingerprint as indicated in Fig. 4.1. Bucket bits (c bits) are used

as counter, where range of counter values is ℜc← {1,{Max = (2c− 1)}} and f = (d− c)

bits are fingerprint bits, also called FingerPrint Cell (FPC). FP-SBF uses d-left hashing with

(k+1) hash functions, where k hash functions are used to select the appropriate index from

m elements and update bucket’s counter to Max and one hash function H f p is used to up-

date fingerprint cell of each selected index. Since available memory space is fixed, old data

should be evicted to make room for new data. Parameter ξ called Eviction Rate (ER) is used

to control the eviction of stored data in BF.

The task of detecting duplicate from the streams using FP-SBF consist of following steps

(Algorithm 4.1):

i. Detection: Query the existing data to find whether current data element xi exists in the

filter or not.

ii. Deletion: Remove the data randomly by decrementing the values of buckets to make

spaces for new in-coming elements.

iii. Insertion: Insert the data in the filter by updating the corresponding bucket and fin-

gerprint cells, if the element is not present in the array.
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Figure 4.1: Structure of proposed Finger Print based Stable Bloom Filter

Input : FP-SBF(FP−SBF [],S,Hk,H f p)
Output: Detect duplicate item in stream.

1 for ∀xi ∈ S do
2 if Detection(xi) == T RUE then
3 Element appeared previously in the filter, no insertion required
4 else
5 if Random(ξ )> T hreshold then
6 Delete()
7 end
8 Insert(xi)

9 end
10 end

Algorithm 4.1: FP-SBF: Duplicate detection in streams

4.2.1 Detection

To detect an element xi in FP-SBF, k+1 hash functions Hk
1 and H f p are used. Corresponding

to k hash functions, indexes are generated, i.e., hk
1←Hk

1 and following checks are performed

(Fig. 4.2):

i. If any of the bucket corresponding to hk
1 is set to zero, duplicate detection mechanism

returns false, i.e., xi /∈ (x1...xi−1).

ii. If all buckets are non-zero, H f p(xi) is computed for xi and all fingerprint cells of in-

dexes hk
1 are checked. If H f p(xi) is not found in any FPC, duplicate detection mecha-
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Figure 4.2: FP-SBF: Flowchart of detection process

nism returns FALSE, i.e., xi ∈ (x1...xi−1).

iii. If step i and ii (mentioned above) are false then xi is duplicate, i.e., it is previously seen

in the stream (x1...xi−1), hence no need to perform further operations.

Deletion and insertion operations are invoked when detection process fails, i.e., element

is not found in the stored stream. False positives may occur in the detection process due to

hash function collision of two different elements, i.e., bucket set high by xi return detection

results as true, resulting in identification of a distinct element as duplicate element (Algo-

rithm 4.2).

A false negative in duplicate detection on streamed data occurs when a duplicate element

(xi) is wrongly reported as distinct element. Eviction process in FP-SBF leads to decrement

the value of buckets to zero, i.e., for an element which is present in stream, the value of

bucket is decremented to zero and this element is regarded as distinct element although it is

a duplicate element.
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Input : Detection(FP−SBF [],x j,Hk,H f p)
Output: Check whether xi element is present in the stream or not

1 ∀i|(1 < i < k) Calculate hash hk
i=1(x j)← Hk

i=1(x j)

2 if (∀i|(1 < i < k)), [hk
i=1(x j)> 0] then

3 h f p(x j)← H f p(x j)
4 if (∀i|(1 < i < k)), [FPCi = h f p(x j)] then
5 Return TRUE
6 else
7 Return FALSE
8 end
9 else

10 Return FALSE
11 end

Algorithm 4.2: FP-SBF: Detection process

4.2.2 Deletion or Eviction of Data

To accommodate unbound data in constant memory, it is necessary to evict the data at regular

intervals. FP-SBF applies an optimized deletion approach which evicts the data quickly and

decreases false positives (Fig. 4.3).

k indexes are selected randomly with probability p and decremented by a value z, s.t. z ∈

(1,2...,2c−1). Deletion process is invoked after i iterations where i is selcted randomly. This

process is controlled by Evicting Rate (ER) parameter ξ ,
(
ℜξ → {0,1}

)
. Steps followed to

accomodate in-coming data are :

i. In every iteration, check if Random(ξ ) returns a value more then defined threshold,

where Random(ξ ) is a function which generates random values as per the value of ξ

provided to it. If Random(ξ ) is greater than defined threshold then deletion is per-

formed else step ii to iv are skipped.

ii. If step i is false, i.e., threshold is not reached, select k index, i.e., hk
1(D) for deletion

where probability of any cell being selected is ( p
m ).

iii. Select a random value of z for each selected index hk
1(D) from a given range ℜz →

{1,2c−1}.
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Figure 4.3: FP-SBF: Flowchart of eviction process

iv. For each index selected in Step iii decrement the value of bucket by z.

Deletion frequency can be increased by increasing value of ξ . Fingerprint cell of selected

indexes remains unaffected in the deletion process (Algorithm 4.3).

Input : Delete(FP−SBF [], pd,ℜz)
Output: Decrement k random cells by z value

1 Select k cells from m with probability p
2 Lk

i=1 are the selected cells for decrement operation.
3 Select a value to be decremented from each bucket
4 z← Random(ℜz)
5 (∀i|(1 < i < k)) Bucket[Li] = (Bucket[Li]− z)

Algorithm 4.3: FP-SBF: Deletion process

4.2.3 Insertion

To insert an element xi, k+ 1 hash functions are used. Fig. 4.4 demonstrates the steps fol-

lowed for insertion of an element in FP-SBF (Algorithm 4.4).
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Figure 4.4: FP-SBF: Flowchart of insertion process

i. Hashing is done to get the indexes i.e. hk
1(xi)← Hk

1(xi).

ii. Buckets are updated:

Set(hk
1(xi)) = Max, where Max = (2c−1).

iii. Fingerprint cell is updated:

h f p(xi)← H f p(xi)

h f p(xi) is used to updated the corresponding FPC of selected indexes.

FPCi← (FPCi) XOR (h f p(xi))

Input : Insert(FP−SBF [],x j,Hk,H f p)
Output: Update indexes to max according to hash indexes

1 for (i=1,i≤ k,i++) do
2 Calculate hash hk

i=1(x j)← Hk
i=1(x j)

3 Set(Bucket[hi]←Max)
4 h f p(xi)← h f p(x j)
5 FPCi← (FPCi) XOR h f p(x j)

6 end

Algorithm 4.4: FP-SBF: Insertion process
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4.2.4 Stable Property

Stable Property (SP) assures that after ` iterations, the fraction of zeros in stable BF/FP-SBF

will be fixed, i.e., they will not depend on any parameter. In FP-SBF, number of iterations, `

required to achieve SP is depended on eviction rate ξ . It has been proved theoretically and

experimentally that SP plays an important role in determining false positive rate.

Theorem 4.2.1. In FP-SBF with m cells, each cell is updated to Max with a probability

pi =( k
m) and each cell is decremented by a value z∈ (1, ..2c−1) with a probability pd =( p

m).

The probability that cells become zero after N iterations as (N→ ∞) is constant, i.e.,

lim
N→∞

N

∑
i=1

Pr(ASBFi = 0)⇒ Constant (4.1)

where ASBFN is value of cell at the end of N iterations.

Proof. For each element of stream, three possible operations are detection, deletion and

insertion. Only deletion and insertion will effect the values of buckets. After N operations, a

bucket can be set to Max ≤ N times and decremented with certain value < N times . Let pi

is probability of a bucket to be selected for insertion given by (pi =
k
m ); pd is probability of a

bucket to be selected for deletion i.e. (pd = p
m ) and ξ is evicting rate for FP-SBF. Al denotes

that no insertion has been performed in the bucket in recent l iterations (l < N); probability

of event Al is given by:

Pr(Al) = (1− pi)
l pi (4.2)

AN denotes that no insertion is performed in any bucket in N iterations, its probability is:

Pr(AN) = (1− pi)
N (4.3)

Since no insertion operation is performed in a particular bucket for N iterations, proba-

bility of having value zero in that bucket following event AN is:
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Pr(ASBFN = 0|AN) = 1 (4.4)

P0, probability that after deletion operation value of bucket is zero is :

P0 = ξ × pd×Pr(Pi = 0|(FP−SBF [i] = x)) (4.5)

where value of Pr(Pi = 0|(FP−SBF [i] = x)) is dependent on the current value in the bucket

and z value selected from Deletion Value Set(DVS) (1,2c−1) is given by:

Pr(Pi = 0|(FP−SBF [i] = x)) =
∆[(z≥ x)&(z ∈ DV S)]

∆(z ∈ DV S)
(4.6)

∆() is function which counts the number of values of z ∈DV S, to calculate the sample space

and favorable events for deletion.

When a bucket follow event Al , the probability that after N iterations where N > l, the

decrement operation will reset the bucket value to zero is given by:

Pr(ASBFN = 0|Al) =
l

∑
j=Max

(
l
j

)
P j

0 (1−P0)
l− j (4.7)

Thus, for a random element, probability Pr(ASBFN = 0) that the bucket is zero after N

iterations is given by:

Pr(ASBFN = 0) =
N−1

∑
l=Max

[Pr(ASBFN = 0|Al)Pr(Al)]+Pr(ASBFN = 0|AN)Pr(AN) (4.8)

In FP-SBF, if bucket is not set to Max in l iterations, more then one operations are re-

quired to decrement its value to zero, i.e., for l ≤Max; cell can be decreased to zero and for

l = N, AN event occurs. So from Eq. (4.8), it is proved that lim
N→∞

Pr(ASBFN = 0). Hence,

proposed FP-SBF follows stable property principle of stable BF efficiently and with less

computational complexity.
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Definition: Convergence Rate (CR): From the stable point property, each bucket has fixed

probability of being set to Max and constant probability of being reset to zero after certain

iterations. P0, probability that a cell becomes zero is same for all buckets. Thus, expected

number of zeros in FP-SBF converges exponentially and Convergence Rate (CR) can be

derived using Eq.(4.8), as follows:

CR = Pr(ASBFN = 0)−Pr(ASBFN−1 = 0) (4.9)

Definition: Stable point: It is the expected fraction of zeros in stable BF, when data is

unbounded. Using Theorem 4.2.1 probability of values in bucket being set to zero is constant

i.e.

Pr(ASBFN = 0) =
N−1

∑
l=Max

[Pr(ASBFN = 0|Al)Pr(Al)]+Pr(ASBFN = 0|AN)Pr(AN) (4.10)

Let H be the number of cells that are set to Max and L be the number of cells that

are decremented to zero after certain number of iterations (from Theorem 1), then expected

number of zeros in FP-SBF i.e. stable point property of FP-SBF, is given by (ZSP):

ZSP =

(
1

1+ 1
L( 1

H−
1
m )

)Max

(4.11)

The optimization in decrement operation will help to achieve stable point in FP-SBF

in less number of iterations with less computational complexity, which will further help to

detect parameters like false positives and false negatives at earlier stage.

4.2.5 False Positives Analysis

Theorem 4.2.2. When FP-SBF reaches a stable point, the False Positives (FPs) are given

by:
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FP = FFP−SBF −RFFPC

where FFP−SBF is error due to collision in buckets of FP-SBF and RFFPC denotes the reduc-

tion factor in FPs due to fingerprint cells.

Proof. FPs are generated when distinct element in the stream is wrongly reported as du-

plicate. FPs are directly dependent on number of zeros at particular point in FP-SBF, i.e.,

when stable point is reached FPs can be estimated. Change in fingerprint cell of each bucket

helps to improve FPs by providing a second level check. In case of collision in the buckets,

FFP−SBF is dependent on the number zeros in the filter. More the number of zeros, less the

collisions and less FPs. When stable point is reached, number of zeros become constant and

after certain iterations, H buckets are set to Max and L are decremented to zero; FFP−SBF is

given:

FFP−SBF =
( 1

1+ 1
L( 1

H−
1
m )

)Max
(4.12)

RFFPC is the reduction factor in detection procedure due to fingerprint cells when all

buckets corresponding to hash indexes are high. It acts like a second level check on these

f bits. Since the possibility of FPs is one out of 2 f cases in fingerprint cells, it helps in

reducing the FPs by a fixed factor. Assuming that insertion operation is performed I times

on k indexes (equal to number of hash functions) and fingerprint cells are updated by xor

operation; RFFPC, the probability of not having collision in f bits in m FPC’s is:

RFFPC =
[(2 f −1

2 f

)( 1
m

)(I
1

)(
1− 1

f

)I−1]k
(4.13)

From Eq. (4.12) and (4.13), FPs in FP-SBF are given by:

FPs =
( 1

1+ 1
L( 1

H−
1
m )

)Max
−
[(2 f −1

2 f

)( 1
m

)(I
1

)(
1− 1

f

)I−1]k
(4.14)

Thus, use of fingerprint cell helps to reduce the FPs by a significant factor and improve

the accuracy of the duplicate detection system.
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4.2.6 False Negatives Analysis

Theorem 4.2.3. At stable point False Negatives (FNs) for FP-SBF are given by:

FNs = FRFP−SBF +EFPC

where FFP−SBF is error due to deletion operation on buckets of FP-SBF and EFPC denotes

the error in fingerprint cell due to the collision of H f p function.

Proof. A FN in duplicate detection on streamed data occurs when a duplicate element (xi) is

wrongly reported as distinct element. This happens during decrement operation when some

buckets associated with hashed indexes of xi are decremented to zero, before appearing in

the stream or there is a mismatch in fingerprint cells when all the buckets have high value

corresponding to xi.

Suppose xi appears second time in the stream after δ iterations and h j=k
j=1(xi) denotes the

corresponding hash indexes and pi j is probability that a particular cell C j is set to Max. In

δ iterations, some bucket from h j=k
j=1(xi) are reduced to zero. The probability of error due to

buckets resetting (FRFP−SBF) is same as in Eq.(4.8); given by:

FRFP−SBF = 1−
k

∏
j=1

(1−Pr(ASBFδ = 0)) (4.15)

and probability that after δ iterations a particular bit of FP-SBF is zero, i.e., Pr(ASBFδ = 0)

is given by:

Pr(ASBFδ = 0) =
δ−1

∑
l=Max

[Pr(ASBFN = 0|Al)Pr(Al)]+Pr(ASBFN = 0|AN)Pr(AN) (4.16)

So FN is function of δ and pi j given by:
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FRFP−SBF = 1−
k

∏
j=1

(1−Pr(δ j, pi j)) (4.17)

EFPC, chance of false negatives due to error in H f p hash function in fingerprint cell is

due to the collision in changing bits because of xor operation in δ iterations. In m size

array, selected k FPCs are checked and mismatch in any of them leads to failure in detection

process, i.e., a duplicate is reported as distinct element. After f iterations, chances that

erroneously reported elements are 1 out of 2 f for δ iterations using k hash function is given

by:

EFPC =

[( 1
2 f

)( 1
m

)(
δ

1

)(
1− 1

f

)δ−1
]k

(4.18)

FNs for FP-SBF is given by:

FNs =

(
1−

k

∏
j=1

(1−Pr(ASBFδ = 0))

)
+

[( 1
2 f

)( 1
m

)(
δ

1

)(
1− 1

f

)δ−1
]k

(4.19)

Use of FPCs shows great improvement in decreasing the FPs of FP-SBF in all cases.

Theorem 4.2.4. For given inputs k, Max, f, FPs and H f p; processing each data item of the

stream requires O(k+1) time which is independent of the size of BF and the in-coming data

stream.

Proof. In duplicate detection, primary goal is minimization of error rates while using con-

stant space, and time complexity in detection process should be independent of the nature

and size of data stream, i.e., there should be constant processing time for each element. First

step in duplicate detection is to check whether an element is seen previously in the stream

or not. For this first k hash functions are computed for buckets and then one hash function

is calculated for fingerprint cell. For given parameters k,Max, f ,FPs with constant values,

there is no effect of element and detection process is also independent of the size of BF(m).
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From Algorithm 4.1 and analysis performed above it is concluded that processing time

in duplicate detection is only dependent on number of hash functions, i.e., O(k+1).

Experiment and analysis of FP-SBF are discussed in detail in Section 4.3.

4.3 Observation and Analysis

Following sections elaborates the result evaluation cum comparative analysis for the pro-

posed BF.

4.3.1 Theoretical Analysis

The theoretical analysis has been provided in following section for some important param-

eters, i.e., Max, H, L, m, ξ , FN and FP; where H is number of cells set to Max in insertion

operation, i.e., (equal to number of hash functions), L denotes the number of cells selected

for decrement operation and m is fixed amount of memory used for BF.

FPs can be bounded according to user specified requirements. Since the FNs in the fixed

amount of memory are depended on deletion operation they cannot be bounded in specified

limits. Two parameters, desired FP rate and size of BF (m) are taken as input from user

and other parameters like Max,H,L are selected in such a way that FNs are minimimal.The

parameter ξ is also user defined and helps to control the frequency of deletion operation.

For user defined FPs, m and for constant values of Max and H; L is defined as:

L =

(
1(

1(
1−FPs1/H

)1/Max −1
)(

1/H−1/m
)) (4.20)

Eq. (4.20) helps to find value of L i.e. number of cells selected for decrement operation.

From the value of L (calculated in Eq. (4.20)) pd , the probability of selecting cells for decre-

ment and P0, probability that after certain decrement operations value of cell is zero, can be
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derived.

Parameter H is equal to the number of hash functions used (k). E(FN) denotes the ex-

pected number of false negatives in the stream. Optimal value of H should be selected to

minimize the FNs. With Ñ as the number of false negatives in a stream of N elements,

E(FN) is:

E(FN) =
Ñ

∑
i=1

(
Pr(FNRi)

)
(4.21)

E(FN) =
Ñ

∑
i=1

((
1−

k

∏
j=1

(1−Pr(ASBFδ = 0))

)
+

[( 1
2 f

)( 1
m

)(
δ

1

)(
1− 1

f

)δ−1
]k)

(4.22)

The value of Max is depended on size of input data and number of hash functions used.

Optimal value of Max can be derived from Eq. (4.22) by minimizing FNs. For efficient mem-

ory utilization Max should be set 2c−1. The remaining bits that are not allocated to counter

are used as fingerprint bits. For fixed amount of cells when value of Max is increased, effec-

tiveness of fingerprint cell is reduced.

The optimization in deletion process is controlled by user defined parameter ξ and

Rand(ξ ) function is used to set the frequency of deletion operation; larger the value of ξ

more frequently the deletion operation is performed and vise versa.

4.3.2 Experiment Evaluation

To check the accuracy of proposed FP-SBF a data set of 100k elements with 70% distinct

entires and 30% duplicate entires has been generated using R− studio. All the experiments

have been performed on i7− 3612QM CPU @ 2.10 GHz with 8 GB of RAM. To maintain

the uniformity in the results CityHash 64 bit library [177] is used to compute the hash func-

tions for PDS. Comparative analysis has been performed between stable BF [92], Reservoir

Sampling based BF (RSBF) [115] and FP-SBF. Various experiments conducted indicate that
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(a) (b)

(c) (d)

(e)
(f)

Figure 4.5: Variation in false negatives with different parameters
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Figure 4.6: Stable point

the proposed approach outperforms stable BF and RSBF; both the approaches used for du-

plicate detection in the streamed data using BFs. In the following experiments SBF stands

for Stable Bloom Filter.

Fig. 4.5 shows the impact on false negatives with variations in size of BF(m), size of

counter in bucket(Max), number of fingerprint bits(f), number of hash functions(k) and false

positives(FP). All results have been evaluated using fixed values for the required parameters.

As shown in fig. 4.5(a), false negatives decrease with the increase in size of BF; more

the space, less the effect of deletion operation and less the false negatives. Fig. 4.5(b)

indicates the change in false negatives with respect to fingerprint bits in FP-SBF; since the

result of stable BF and RSBF are not effected by value of f so false negatives remain the

same. In FP-SBF first false negative increases when f is small; for f = 3, accuracy is same

as in the RSBF but as the value of f increases, acurracy of the proposed scheme increases.

Fig. 4.5(c) indicates that as the number of hash functions increase more positions need to

be checked, increasing the chances of FNs. With the change in predefined FPs, the change
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(a) (b)

(c) (d)

Figure 4.7: Variation in false positives with different parameters
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in false negatives are indicated by fig. 4.5(d) showing that more the FPs, more error is

allowed; less is the deletion operation less will be the number of FNs. δ denotes the average

number of iterations between two similar items in the stream, effect of δ on FN are shown

in fig. 4.5(e) which clearly shows that as the value of δ increases duplicates are detected

after more iterations hence more deletion operations are performed between two similar

elements so chances are high that a duplicate is detected as distinct element. Fig. 4.5(f)

shows the change in FN with respect to bucket size Max; larger is the bucket size, more are

the operations required to reset it to zero and less will be the false negatives.

Fig. 4.6 depicts the number of iterations required to achieve stable point, i.e., constant

fraction of zeros in the BF. Initially, the filter is empty so number of zero is 100%. As

the number of iterations increase, more insertion operations are performed and number of

zeros are reduced; after some time deletion operation is also performed and later number of

zeros become constant. Both RSBF and FP-SBF perform efficiently in achieving the stable

point but FP-SBF has the advantage of controlling the deletion operation by using optimized

deletion process which reduces the number of iterations required to reach stable point.

Fig. 4.7 provides the false positives analysis which shows that with the use of finger

print bits false positives are drastically reduced in the FP-SBF as compared to RSBF and

stable BF. In fig. 4.7(a) false positives increase with the size of counter in bucket, but the

use of finger print bits in the FP-SBF helps to reduce it to a great extent. Fig. 4.7(b) shows

that more the number of fingerprint bits used, less will be the number of false positives in

duplicate detection task. Fig. 4.7(c) indicates that large the size of BF used, less will be false

positives. Number of hash functions are always a critical factor in BF, fig. 4.7(d) shows that

more the number of hash functions used, less will the false positives.

4.3.3 Application Domains

Duplicate item identification is a common problem faced by social networking sites like

Twitter, Facebook, Instagram, etc. where multiple copies of same event (tweet or post) are
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generated for same input by multiple users, which keep on appearing continuously from

different sources on the user’s screen. In such scenarios, the primary need is to identify

duplicate events and group them together to improve the user’s experience [112]. Another

important event related to duplicate detection is URL crawling. Search engines regularly

crawl the Web to enlarge their collections of Web pages. While scanning a URL, search

engine’s task is to identify the new web pages and add them to its repository. So, the basic

task in this scenario is comparing each scanned URL with all existing URLs in its database

to identify duplicate URLs [179, 180]. In network monitoring applications, selecting distinct

IP addresses is a task associated with duplicate detection. In networks, a particular server is

checked for unique hits. This analytics facilitates in understanding the pattern of traffic which

helps in efficient allocation of network resources [92]. Web advertising is easy and most

effective way to publicize a product where advertisers pay web site publishers for number of

clicks on their advertisements. Fake clicks may be generated (by using scripts) to increase

the profit of the publisher. To detect the duplicate users in clicks is thus associated with

duplicate detection task [113].

4.3.4 Discussion

FP-SBF uses fingerprint bits to improve the accuracy of the task and there are cases when

false negatives increase with the reduction in false positives.

• Few use cases are discussed below to analyse the output in various scenarios. Pa-

rameter tunning in FP-SBF which can decrease the false positives to minimum level

is:

MFP((Max > 3),( f > 3),(m > 5×105),(k > 5)) (4.23)

Where FP-SBF can be used successfully include:

– IoT data streams, where data is coming from number of sensors, FP-SBF can be



104 Chapter 4 FingerPrint Based Duplicate Detection in Streamed Data

used to check the identity of the sensors.

– To detect first time user in real time data streams of online shopping platforms

for promotional strategies.

– To detect the active users in social networking websites like twitter, facebook,

etc., from the number of posts registered in the given time span t.

• Parameter tunning in FP-SBF which can decrease the false negatives to minimum level

is:

MFN((δ < 1000),(Max > 4),( f > 4),(m > 4×106),(2 < k < 5)) (4.24)

Coming chapter (Chapter 5) discusses a technique proposed for Spam Detection in Social

IoT through the ensemble of PDS along with the experiment analysis.



Chapter 5

Eb-SDF: Ensemble based Spam

Detection Framework

In this chapter an Ensemble based Spam Detection Framework (Eb-SDF) has been proposed

which tries to identify majority of spam tweets (on Twitter dataset) by using different classi-

fiers at varied levels and update the databases efficiently.

5.1 Spam Detection

Twitter, one of the most popular microblogging based social network with 271 million

monthly active users, was established in 2006. It allows ‘tweets’ comprising of 140 char-

acters textual information to be shared about various topics. As per the available statistics,

around 500 million tweets are posted per day on this social media platform [181]. Along

with sharing tweet, twitter also provide some more features to users: allowing tweets posted

by one user to be accessed by group of users, re-tweeting by sharing tweet of some other

users, etc. Hashtags are the keywords that may be used to associate a tweet with a particular

topic and used for trending topics.

Popularity of Tweeter rests on its two basic foundations: dynamic platform and no re-

striction on number of tweets posted. Twitter’s active user base and its high click through

105
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rate makes it an attractive forum for like minded people and spammers. People with varied

opinions feel comfortable by expressing or sharing their views on the trending topics [181].

Twitter allows users and applications to post messages on user’s behalf using Twitter

API. These APIs can be efficiently used as the channel for sensors to communicate which

will lead to quick deployment of IoT application. Twitter will help the devices in one IoT to

communicate with each other and other devices which are in different networks along with

human beings, leading to increase in the power of the entire IoT [182]. But with such a wide

platform of users and their data, Twitter attracts the spammers or malicious users too, who

use this media to promote their malicious activities or try to mislead followers and affect

sentiments of particular social groups [145, 183]. Detecting spam accounts is an important

issue which definitely needs lot of attention as nature of spammers and amount of damage

they can cause is a point of major concern.

Some common approaches followed by spammers on twitter are: sharing malicious links

(e.g. malware sites), aggressively following behavior (affecting the mass follower of a user),

cyber bulling (abusive and unwanted messages to users), creating multiple accounts (either

manually or using social bots), posting repeatedly on trending topics to grab attention, post-

ing duplicate updates repeatedly, etc. [150, 184]. As the spam detection methodologies

evolve, the spammers too update their techniques to meet their primary goal of spreading

malicious content [185].

Twitter management group has taken significantly measures to stop spammer by suspend-

ing accounts of users which are identified as part of such malicious activity. Twitter allows

its user to report spammers to the official @spam account. To identify spam automatically

various machine learning techniques have been used where multilevel checks are performed

to stop such irrelevant inputs [186].

Twitter produces huge volumes of data rapidly; handling such voluminous data and scan-

ning for spam is complex and time consuming task. The main concern is to detect the spam-

mer as soon as possible in streaming data [184]. As the size of incoming data increases,
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analysis of such massive data sets requires fast computation techniques which can respond

quickly. Approximation and probabilistic algorithms are effective tools which can be used

to reduce the computation time and space complexity of analytics on large datasets.

5.2 Spam Detection in Social IoT

Consider a data set D = {x1,x2, ...,xn} of n instances with set of attributes A = {a1,a2, ...,at}

and their corresponding labels L = {l1, l2, ..., ln}, where ∀i=1(li ∈ {Spam,Ham}). The task

is to build an ensemble based framework consisting of k classifiers (C = {C1,C2, ...,Ck})

which map data into appropriate labels, where lF
j denotes the final output label for instance

x j ∈ D. Optimization objective of the proposed framework is to use Hybrid Sampling (HS)

technique to efficiently sample the huge dataset by:

i. Using advance techniques in classification framework to minimize deviation (δ = li−

lF
j ) in result,

ii. Minimizing the computational complexity (ζ ) for optimized output.

iii. Minimizing delay (τ) in decision making.

iv. Adapt dynamically (ϕ) according to changing nature of data stream.

Mathematically, the objective function of ensemble based classifier ((EC)
O) can be defined

as:

Data[D,A,L]{xi}
HS7−−−→

Input
[EC]

Classi f ier(δ ,τ,ζ )−−−−−−−−−−−⇀↽−−−−−−−−−−−
Dynamic U pdates(ϕ)

[lF
xi
]


Ham

Spam

(5.1)

lF
xi
← (max

lk
[∀k

i=1(φ(lk,wk)> thres)]

where lk is output label for instance x j generated by the classifier Ck, wk is the weight

assigned to the classifier according to its participation in framework and φ(l,w) is decision
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function based on weighted output. If output by function φ() exceeds the defined output then

label having maximum votes in k classifier is assigned to final output lF
xi

.

Spam detection in the high velocity streaming data is a tedious task especially when large

number of attributes are associated with it. Using single model for detection will not be

an effective mechanism as the attackers keep on changing their attack patterns dynamically.

This proposed semi-supervised technique for spam detection in Twitter using ensemble based

framework which will help in future integration of social media with IoT. Major focus of the

Eb-SDF is to minimize error in classifier’s output by optimizing computational effort and re-

ducing delay in decision making. A hybrid sampling model has been proposed which trains

the important instances using probabilistic approaches (Section 5.2.1). Quotient filter, an

approximate membership query PDS, has been used for fast analysis and locality sensitive

hashing have been used for quick and efficient similarity search in huge data base (Sec-

tion 5.3). Use of these PDS reduce the computation time, storage requirement and search

time significantly. Framework has been made adaptive by using Markov based updation

model to update the databases (Section 5.3.5). Fig. 5.1 presents the overview of Eb-SDF.

5.2.1 Hybrid Sampling

Two most frequently used techniques in ensemble based models to generate dataset for clas-

sifiers are bagging and boosting. In bagging, new datasets are generated from original data

by drawing samples at random. Boosting uses adaptive re-sampling (re-weighted) approach

such that data-points which were misclassified are given more weight. One of the major

issues in boosting is that maintaining weight for each instance, especially in large datasets,

is a tedious task.

In the Eb-SDF hybrid of bagging and boosting has been used where D data set is divided

into b buckets, i.e.,
(
(b
i=1di ⊂ D) and (d1 ∪ d2 ∪ ...∪ db = D)

)
. In initial iterations, di is

provided as input to all classifiers and probability Prdi is calculated on the basis of classifier’s
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Figure 5.1: Framework for Ensemble based Spam Detection (Eb-SBF)

output. After few iterations, when output from each bucket becomes stable, dataset of size s

is randomly drawn from all buckets based on the Prdi . For each iteration Prdi is calculated

as:

Pr j
di
←

Pr j−1
di

e− f γ()

∑
k
z=1 Pr j−1

di
e−∀(z) f γ(z)

(5.2)

where f γ() = [i f (lo
x j
== lx j)]


T RUE +1

FALSE −1

(5.3)

Here Pr j−1
di

is the probability associated with previous iterations, lx j is original label of data

and lo
x j

is output label for instance x j, given by:

lo
j ← αCiCi(x j) (5.4)
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Here αCi is importance weight associated with each classifier, given by:

αi =
1
2

ln(
(1− εi)

εi
) (5.5)

εi is the error rate associated with each classifier, given by:

εi = ∀(y ∈ di)Pr j−1
di

(Ci(ly 6= lo
y )) (5.6)

Initial probability of drawing sample is set to
(
Pr1

di
= 1

b

)
and buckets with higher proba-

bility signifies that they need more iterations to improve the model.

5.3 Classifiers Considered in Eb-SDF

Four classifiers have been used to efficiently label a tweet as a spam or Ham in the pro-

posed semi-supervised approach. A dataset D is sampled and passed to all four classifier;

based on the output of each classifier, final decision is made by majority voting algorithm

(Algorithm 5.1).

5.3.1 Classifier I: Blacklisted Domains Detector or URL checker

One of the basic approaches used by malicious users to promote their activities is by sharing

the URLs. List of URLs classified as spam URLs are taken as input from the database and

if any new URL is identified as spam by any classifier, database is updated accordingly. To

check whether URL shared in tweet is valid or not, membership query is performed through

the use of quotient filter. If the tweet being considered has no URL then it is marked as ham

by classifier-I. Steps followed in classifier I are:

Blacklisted domains database creation

• All the spam URLs are stored in QF of blacklisted domains QFBD using quotienting
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hashing technique. Number of buckets (size) of quotient filter for m inputs is:

Size(QFBD)→ (2q = dme) (5.7)

• All URLs are hashed to equivalent p bits binary input denoted as fingerprint of

URL( f pURL) using a function ϖ(), i.e.

ϖ(URLi) 7→ ( f pURLi ∈ {0,1}) (5.8)

• To store f pURLi in QFBD, reminder bits r are selected to calculate fr and fq, where

fq provides the bucket number in QF and fr contains the content stored in bucket.

Hashing process used is:

fURLi
r = (( f pURLi)mod 2r)

fURLi
q = b( f pURLi)/2rc

QFBD[ fURLi
q ]← fURLi

r (5.9)

• Before performing insertion operation in QFBD for URLi, fURLi
q is calculated and start

of run corresponding to fURLi
q is identified. In QF, suitable position (sp) to insert the

reminder is at the end of run of bucket and insertion is performed.

Blacklisted domains database updation process

• In classifier I, labeling is based on the blocked URLs available in the database, which

needs constant updation.

• Unregistered URLs in the tweets which are marked as Ham by classifier-I but identified

as spam in the final label are marked as tweets (twi) which need attention.

• In updation block, URLtwi is processed for inspection procedure. If it is identified

as malicious then it is added to locally maintained quotient filter (QFBD
U ), which is
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merged with main database (QFBD) once the threshold is crossed and all databases are

updated.

QFBD← (QFBD⊕QFBD
U ) (5.10)

where ⊕ indicates merging o f QFBD and QFBD
U

Label identification in Classifier I: For tweet under observation say two containing URL

content from blacklisted domain, detector classifier tries to identify labels in QF as follows:

• In first step URLto is mapped to f pURLto
using Eq.(5.8).

• Hashing is performed as mentioned in Eq.(5.9) to compute fq and fr associated with

f pURLto
.

• Following conditions are checked to label a tweet as ham or spam:

( f two
q ∈ QFBD)→


False ltwo

1 = 0

True θ()

θ()→ ( f two
r ∈ cluster o f f two

q )


False ltwo

1 = 0

True ltwo
1 = 1

(5.11)

where(0 = Ham,1 = Spam)

Here ltwo
1 indicates the label given by classifier-I to tweet under observation two. As

mentioned earlier, if their is no match found for spam URL or tweet contain only text

data then classifier marks it as ham.
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5.3.2 Classifier II: Near Duplicate Detector

In second classifier, labelling of tweets is done by analysing the similarity of the tweet with

predefined clusters. Two clusters are generated from the labelled database: Ham tweets

and spam tweets represented by ClH and ClS respectively. Every tweet two is checked for

similarity with both the clusters, i.e., ClH and ClS. Based upon the output achieved, tweet

is assigned the label of cluster to which it is significantly close. To make near duplicate

detection task fast and accurate LSH with hamming distance is applied in classifier-II.

When a tweet two comes to classifier-II, steps followed are:

• Mapping of two with d dimensions (attributes) to hamming space of p bits is done by

ϖ()

ϕ(two ∈ℜ
d) 7→ (twh

o ∈ {0,1}p) (5.12)

Using ϕ() function dimensionality reduction is performed by representing each at-

tribute of a tweet as a binary string of p bits.

• Randomized approach (Random) is used to calculate the similarity of set RS and RH

belonging to cluster Cs and Ch respectively. Random() function gives r randomly se-

lected tweets (tw1...r) from selected cluster. For comparison, these sets are also hashed

to their binary equivalent using Eq. (5.12).

(Random)r
i=1(twi ∈ClS/H)→ RS/H 7→ (Rh

S/H ∈ {0,1}
p) (5.13)

• Tweet under observation twh
o is compared with Rh

S and Rh
H using LSH. Hash functions

for comparison on hamming space are constructed by selecting k bits randomly from

the binary string of p bits of each tweet. ` hash functions are calculated, given by:

∀`i=1(Hi← Randomk(two)
h) (5.14)

Each hash function represents a single bit or set of bits, selected at random from ham-
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ming space representation of p bits.

• Final label is assigned by performing comparison of two with RS and RH on the basis

of hash functions as follows:

ltwo
2 ←Max[(∀Hi)(two == (tw j ∈ RH/S))] (5.15)

where ltwo
2 indicates the label given by classifier-II to tweet under observation (two) on

the basis of nearest cluster which contains maximum number of matches with two.

Use of LSH reduces the search space by a huge factor and improves the accuracy of the

system significantly. Instead of comparing each binary string with other, only hash values are

compared and element having maximum similarity in hash values are considered as nearest

neighbor.

5.3.3 Classifier III: Reliable Ham Tweet Detector

Third classifier uses content analysis, i.e., decision is taken on the basis of who posted the

tweet and text in it. Classifier-III checks for spammy words in the tweet and then validates

the authenticity of the user, i.e., it checks for spam user instead of ham user. Two databases

are maintained for this classifier: first is of spam words and second of users who are marked

as spam. Using QF, results are achieved efficiently for the ‘element not belonging to the

dataset’ without any error. Steps followed in classifier-III are:

• Database of spam words and spam users is maintained using two quotient filter i.e.

QFSW and QFSU using Eqs. (5.7-5.9).

• To assign label to two, user associated with tweet (uid(two)) is checked for authenti-
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cation in QFSU . Query process in QF is same as performed in Eq (5.11).

If(uid(two) ∈ QFSU)


T RUE (ltwo

3 = 1)

FALSE (ltwo
3 = 0)

(5.16)

• If the query in above mentioned step returns 0, i.e., uid(two) is a Ham user then second

level check on spam words is performed. A set of tokens T kn(two) is generated after

initial refinements like stop word removal, delimiters etc., i.e.:

T kn(two)← REF(two) (5.17)

• Words in T kn(two) are checked with QFSW .

T kn(two)
∗←∀wi|(wi ∈ QFSW ) (5.18)

• For words present in spam list t f − id f is calculated using function τι(). Final decision

is made on the basis of defined range of threshold (θ ∗) for spam words, described as

follows:

θ = ∑τι(∀wi|wi ∈ T kn(two)
∗) (5.19)

If(θ > θ
∗)


T RUE (ltwo

3 = 1)

FALSE (ltwo
3 = 0)

(5.20)

where ltwo
3 indicates the label given by classifier-III to tweet under observation (two)

using content analysis model based on QF.
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5.3.4 Classifier IV: Multi Model Classifier

Accuracy of classifiers( I-III) depend on the availability of database. When Eb-SDF is in

initial state, accuracy of system is not upto the mark. To avoid such kind of problems,

standard classifier algorithms have been used in the final stage of our ensemble based model.

It helps in updating the databases and cross checks the output of other classifiers.

To improve the accuracy of the classifier, three different models are used and final de-

cision for the label of tweet is assigned on the basis of majority voting algorithm. Three

in-build classifiers used are: K-Nearest Neighbor, Naive Bayes and Logistic Regression. All

selected attributes in feature refinement process are given as input to all the three models, a

tweet under observation two in classifier IV is labeled as follows:

• two is given as input to all three models refereed as MKNN , MNB and MLR.

• The final label (ltwo
4 ) of classifier-IV is based on the majority voting, given by:

ltwo
4 ←min



MKNN(two)

MNB(two)

MLR(two)

(5.21)

At least two models should have same output to label a tweet as spam or ham.

• If tweet two is marked same by all three models in classifier-IV, then it is assumed

that the result are accurate since the tweet is unambiguous and tweet is marked as

‘feedback tweet’ ( f t).

If(∀Mi|(lMi = lM j))then {(two← f t)} (5.22)

where lMi = label by ith Model
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Input : Ensemble Based System (D,Ck,A,L)
Output: Insert xi ∈ S for ti ∈ T in AT BFi array

1 Step 1: Data Sampling
2 Divide D into {d1,d2, ...,db} b buckets
3 Assign probability to each bucket Prdi (Using Eq. 8)
4 Step 2: Ensemble Model
5 for (∀two ∈ di) do
6 for (∀i|i ∈Ck) do
7 Set ltwo

i = 0
8 end
9 Classifier-I

10 Construct QFBD (Using Eq. (5.7-5.9))
11 if (URL(two) ∈ QFBD(Using Eq. (5.11)) then
12 Setltwo

1 = 1
13 end
14 Classifier-II Map two into binary (Using Eq. (5.12))
15 Select random tweet sets RH and RS ( Eq. (5.13))
16 if (two == (∀t j ∈ RH/S))(Using Eq. (5.14)) then
17 Count++
18 if (Count > threshold) (Using Eq. (5.15)) then
19 Set ltwo

2 = 1
20 end
21 end
22 Classifier-III Construct QFSU and QFSW (Using Eq. (5.7-5.9))
23 if uid(two) ∈ QFSU (Eq. (5.16)) then
24 Set ltwo

3 = 1
25 else
26 Make set of tokens(T kn(two)) (Eq. (5.17))
27 for (∀w ∈ T kn)|w ∈ QFSW do
28 θ = τι(w) (Using Eq. (5.18-5.19))
29 if θ > θ ∗ then
30 Set ltwo

3 = 1
31 end
32 end
33 end
34 Classifier-IV
35 for (∀Mi) do
36 Calculate lMi ←Mi(Using Eq. (5.21))
37 end
38 if max∗(lMi

= 1) then
39 Set ltwo

4 = 1
40 end
41 if ∀l∗|(lMi

= 1) then
42 Set two = f t
43 end
44 end

Algorithm 5.1: EbSDF: PDS Based Classifiers in Ensemble Framework
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5.3.5 Model Updation

A dynamically updating model is required which is adaptive to the changing input patterns.

The model updation phase updates the database and the entire framework which include

tasks like final voting decision, updated probabilities associated with each bucket for effec-

tive sampling in next iteration, updated weights of the classifiers, etc. The functionality of

updation model is explained below (Algorithm 5.2):

i. Error bound control: εCi is error rate associated with each classifier, given by:

εCi =
b

∑
j=1
∀(y ∈ d j){Prd j(Ci)[δ (Ci)]} (5.23)

where δ (Ci) = #(ly 6= lo
y ) provide count of instances where output of classifier does not

match with the true value. Prd j(Ci) denotes the weight of the sample drawn for d j bucket

using Ci classifier. Initial probability of drawing sample
(
Pr1

di
= 1

b

)
and buckets with higher

probability means that they need more iteration for better model building.

ii. Weight Assignment: In the proposed model two type of weights are assigned, first is

weight of each bucket w.r.t. each classifier; it is the probability of drawing samples from

bucket (Prbucket) and second is importance of classifier calculated on the basis of overall

accuracy of classifier αCi .

(Prbucket) for a bucket di is given by:

Pr j
di
←

Pr j−1
di

e−{∀(y∈di)γ(y)}

Z
(5.24)

where Pr j−1
di

is the probability associated with previous iteration and Z is the normalizing

factor, calculated as:

Z =
k

∑
z=1

Pr j−1
di

e−{∀(y∈di)γ(y)} (5.25)

γ(y) function compares each instance output (lo
y ) processed by the classifier with true value
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of instance (ly) and then provides output as follows:

γ(y) =


+αCi, if (lo

y == ly)

−αCi, otherwise

(5.26)

where αCi is importance weight associated with each classifier, given by:

αCi =
1
2

ln(
(1− εCi)

εCi

) (5.27)

iii. Voting: For an incoming tweet say y, final decision lF
y that whether instance belongs to

ham or spam category is decided by majority voting approach, given as:

lF
y ← arg(Θ)

k

∑
i=1

αCiCi(y) (5.28)

A threshold (Θ) value is defined for voting mechanism. A tweet is classified as ham or spam

when certain threshold is crossed by the aggregation of all classifiers.

iv. Databases Updation: The most important task associated with this phase is to update

databases. The major issues in updating task are: frequency of updation and content to

update in database. These issues are addressed as follows:

• Updation Frequency: Some semi supervised models use fixed time interval approach

and some use random updation procedure. Major concerns with both approaches is

time consumed in updation and delayed updates respectively. To resolve this problem,

proposed framework uses dynamic mechanism to perform updates in databases based

on markov bound. Updation is performed at twice: first is after executing data bucket

for all classifiers and second is randomly. It keeps on checking the error bound of

all classifier while analysing the tweets in bucket. If, at certain time, error bound is

more then the defined bound then updations are performed in-between the processing

of bucket. Markov bound has been used to check deviation from original result. If
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deviation is within the defined bound then no updation is performed. If deviation

exceeds the defined threshold then databases in the framework are updated.

Update =


Bucket(di) is processed

Pr[error > c]≤ E(error)
c

(5.29)

where c is a constant used to define the threshold and E(error) is excepted value of

error of ensemble model given by:

E(error) =
1
k

k

∑
i=1

(εCi) (5.30)

• Content for updation: Databases like spam URL, spam words and identified spam

users need to be updated periodically to improve the accuracy of classifiers for future

iterations. Tweets which are marked as spam in final voting, but some intermediate

classifier (I-III) detected them as ham are updated in their corresponded databases

after performing a second level check (offline task). The tweets that exceed a defined

true limit(Tl) are marked as ‘feedback tweets’( f t).

If(∀i|(αi× ltwo
i )> Tl)


T RUE (two = f t)

FALSE (two 6= f t)

(5.31)

To update the model, data from all tweets marked as ‘feedback tweets’ is considered.
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Input : Model Updation(D,L,L∗)
Output: Insert xi ∈ S for ti ∈ T in AT BFi array

1 L∗ is set of labels from classifiers
2 L is set of original labels
3 if di 6= φ then
4 for ∀|two ∈ di do
5 Compute error bound εCi (Eq. (5.23))
6 if (Random(Markov)) then
7 Compute E(error) (Eq. (5.30))
8 if (Error > threshold) then
9 GOTO LABEL-A

10 end
11 end
12 Compute ltwo

F (Using Eq (5.28))
13 if (∀Ci|(lCi = 1)||(∀i|(αi× ltwo

i )> Tl)) then
14 Set two = f t
15 end
16 end
17 else
18 LABEL-A:
19 Update probability of di (Using Eq. (5.24))
20 Compute αCi (Importance weight for Ci) (Eq. (5.27))
21 Update all the databases using f t data
22 Update QFBD,QFSU ,QFSW

23 end

Algorithm 5.2: EbSDF: Model Updation Algorithm

The analysis of the experiments to evaluate the proposed scheme is done with various pa-

rameters on the simulated environment in the next section.

5.4 Experimental Analysis of Ensemble based Spam Detec-

tion in Social IoT

Following section (section 5.4.1) discuss the experiment evaluation for the Eb-SDF in detail.
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5.4.1 Performance Evaluation Metrics

A comparative analysis is performed in Figures (5.2 - 5.5) on the basis of computational time

required, query time, false positives generated by the QF and number of iterations required

for optimized updation.

To measure the accuracy of the classifier and Eb-SDF (Figures (5.6-5.8)), standard mea-

sures like Precision, Recall, F-score are used. For the classification problem, following

performance metric are considered:

• Recall and Precision: Standard accuracy measure given by:

Recall =
tp

tp + fp
(5.32)

Precision =
tp

tp + fn
(5.33)

• F-Score: A measure that combines precision and recall (harmonic mean of precision

and recall) given by:

F− score = 2× Precision×Recall
Precision+Recall

(5.34)

where true positive (tp) represents the elements present in the QF that are successfully

queried, false positive ( fp) denotes the element not present in QF but query process

return true, and false negative ( fn) denotes the elements which are present in the set

and query process return false while querying them. For each classifier Ci, fp and fn

are calculated on the basis of εCi , using Eq. (5.23).

5.4.2 Observations and Analysis

For data simulation in the Eb-SDF MATLAB has been used. During simulations, an ensem-

ble containing four classifiers is setup where each tweet is given to all classifiers in parallel
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and then final result is decided on the basis of majority voting. All experiments are per-

formed on the dataset collected by using script available on Kaggle as “test-on-twitter” [187],

where tweets are extracted for a given time span. Various parameters have been configured

to analyze the performance of the proposed approach. Search complexity, error bound and

accuracy parameters like precision, recall, etc., have been evaluated using a query set gener-

ated from original data. All tweets in query set have the original labels to make comparative

analysis for performance evaluation.

Figures( 5.2- 5.5) depict the advantage of using PDS in classifiers(I-III) compared to tradi-

tional approaches on the basis of computational time and query time complexity. In fig. 5.2,

comparative analysis of LSH and indexing based similarity approach is provided w.r.t. num-

ber of tweets randomly selected for the set RS/H . In indexing approach, the main focus is

to store an index in such a way that it optimizes the speed and performance of search result.

In indexing based approach, computations required increases drastically as the number of

elements for the comparison increases. LSH includes only preprocessing overhead which is

independent of the input size.

Figure 5.2: Computational time (ms) for LSH and hash indexing with increase in number of
tweets

Fig. 5.3 depicts comparative analysis of approximate membership query using QF, hash

tables and B+ tree. Hash table is a deterministic data structure which maps keys to values.
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Figure 5.3: Search time (ms) for QF, hash table and B+ tree

Figure 5.4: False positive rate vs. number of elements in Quotient Filter
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Figure 5.5: Number of iterations vs. time (in hours) required for optimized updation

Figure 5.6: Precision of classifiers(I-IV) vs. number of iterations
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Figure 5.7: Recall of classifiers(I-IV) vs. number of iterations

Figure 5.8: F1 score of classifiers(I-IV) vs. number of iterations
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A hash table uses a hash function to compute an index into an array of buckets or slots, from

which the desired value can be found. The B+ tree is an n-array tree with a variable but often

large number of children per node. It consists of a root, internal nodes and leaves where each

node contains only keys and to store values in B+ tree an additional level is added at the

bottom with linked leaves. For hash tables, search time complexity for k open address hash

table is O(n
k + 1) and in B+ tree searching complexity for a tree with b keys is O(logb(n)),

where n is the size of input. In QF searching time is dependent only on time to hash and it is

independent of the size of input.

Fig. 5.4 shows the probability of error in QF, i.e., false positives varying with the number

of elements stored in quotient filter. Fig. 5.5 shows the number of updations required with

the increase in time span. In the initial state, databases are not updated so classifier (I-III)

error bound are below the threshold and updation process is called more frequently. As

the number of iterations increase, i.e., database becomes more mature, number of updations

required decrease.

In fig. 5.6- 5.8, results of classifiers are compared on the basis of accuracy parameters

w.r.t. the number of iterations (updations done). Fig. 5.6, 5.7 and 5.8 show the compar-

ative study of classifiers on the basis of precision, recall and F1-score respectively. For

classifiers(I-III) false positives are high in the initial stage hence precision is less. As the

number of updations in the database increase, false positives decrease and false negatives are

also less in the final result. Precision, recall and F1-score for all the classifiers(I-III) increase

as more and more updations are performed. Classifier IV is based on the standard techniques

which shows results independent of the updation process.

5.4.3 Discussion

In above section results of PDS based Eb-SDF has been discussed, which shows signifi-

cant improvement in performance and fulfills stated objectives efficiently. It uses proba-

bilistic data structures as classifiers in association with standard classifiers which enhance
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the overall accuracy of the system. Eb-SDF fulfill all objective stated in function defined

in Eq. (5.1). Deviation(δ ) in result is in minimized since it considers the final decision

by adaptive weighted voting mechanism, based on the output generated by each classifier.

Computational effort (ζ ) have been reduced by the use of hybrid sampling technique, which

samples the data according to the classifier. Use of quotient filter in clasifier I and III for

membership query and LSH in classifier II for similarity search provide fast results (reduces

τ) using less computational time (minimizes ζ ). Markov bound based dynamic model with

fixed error bound (εCi) help the Eb-SDF to adapt according to the changing nature of data

(ϕ).

• Domains where Eb-SDF can be successfully employed for detecting spam:

– Detecting malicious user in social networking platform like Facebook, Linkdn.

– Detect manipulated/fake reviews in promotional platforms.

– Identifying anomalous nature of user(attacker) in a network.

Coming chapter (Chapter 6) concluded the thesis with future directions of the thesis.
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Conclusion and Future Scope

Big Data is everywhere and there is almost an urgent need to collect and preserve whatever

data is being generated, to uncover hidden patterns, unknown correlations, market trends,

customer preferences and other useful information. This thesis work provides comprehensive

discussions on Big data analytic and PDS and how problem faced in the current scenarios

especially in massive data sets can be solved using PDS. Section 6.1 concludes the thesis

work and section 6.2 discusses the contribution of proposed techniques. Finally section 6.3

provides the future scope of extension in the proposed solutions.

6.1 Conclusion

The focus of this thesis has been on efficient storage and retrieval of massive datasets espe-

cially in stream data analysis for operations which include querying, similarity search, spam

detection, etc.

A new variant of BF, i.e., ATBF is proposed for processing streamed data in a defined

time windows. To accommodate dynamic data and query the hourly information, the pro-

posed BF uses the properties of ageing BF, i.e., evicting data after fixed time interval and

incremental BF properties, i.e., changes size as the data increases. For duplicate detection

of streaming data in one pass and to accommodate unbounded data, another variant in the

129
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category of Aging BF called FP-SBF has been proposed. FP-SBF uses stable bloom filter

with fingerprint bits to decrease error rate. An ensemble based framework, Eb-SDF, for spam

detection in Twitter is proposed which uses PDS as classifiers in various stages of ensemble

to mark a tweet as Spam or Ham. Final decision of the four stage ensemble is made on

the basis of majority voting. Markov bound based updation helps in making the framework

adaptive as timely updates make it more efficient.

6.2 Thesis Contributions

Major contributions of this work are:

• Three techniques: ATBF (for hourly analysis and update), FP-SBF (for duplicate de-

tection) and Eb-SDF (for spam detection in social networks) have been proposed and

results achieved validate the effectiveness of the proposed work.

• All techniques use PDS which reduces the memory requirement drastically; processing

time and query complexity of PDS is quite less when compared with deterministic data

structures.

• The techniques proposed in this thesis can be successfully applied in various real time

applications which include web-analytics, streaming data analysis, software defined

networks, IoT data streams, etc.

6.3 Future Scope

In this thesis work, streamed data analysis is performed for different application domains

by using PDS like Bloom filter, Quotient filter, Locality Sensitive Hashing. More PDS like

Count-Min Sketch for frequency estimation, Hyperloglog counter for cardinality estimation,

Skip List and treap for randomized storage can also be used in Big data analytics.
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ATBF proposed for streaming data analysis task like peak hour analysis, server utiliza-

tion, can further be combined with machine learning algorithms to provide results at much

faster rate. FP-SBF which performs efficiently for duplicate detection problem can be ex-

tended to design hash functions which consider spatial and temporal data sets. The proposed

ensemble based spam detection framework has been tested for tweets generated by Twitter.

In future, it can be enhanced by deploying it for other social media platforms like Facebook,

Linkedln, etc. Further, it can be implemented in real time data from Social IoT network.

Various schemes proposed in this work use variant of scalable bloom filter and stable

bloom filter which can be made more computationally efficient by using hybrid hashing with

various optimization approaches.
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