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ABSTRACT

In recent years, the huge expansion of Datacenters (DC) to execute billions of end-user ap-
plications in real-time leads to a large amount of energy consumption across the globe. So, the
traditional TCP/IP-based networks which are being used for DC inter-connections are facing
challenges of managing stringent Quality-of-Service (QoS) requirements of different applica-
tions of the end-users and service providers. Moreover, the existing solutions rely on distributed
architecture and do not scale for large scale data centers. The issue of high power consumption
at DC arises with the increase in the number of nodes and links in the network. Also, it becomes
problematic on the DC whenever the underlying network resources (switches, routers) are not
efficiently utilized at the time of peak data traffic resulting in high operational cost of energy
utilization. However, a single controller due to its limited capacity and resources may not han-
dle heavy load traffic generated from various smart devices. In order to handle this, multiple
controllers need to be deployed at the control plane so as to ensure improved efficiency and
scalability of the network. The data flow by the distributed controllers fluctuates frequently
which results in an uneven load distribution amongst different controllers.

Software-Defined Datacenters (SDDC) have been widely used for load-aware data manage-
ment for different applications across the globe. Due to its centralized architecture, the issues
of scalability along with resilience (to overcome the failure of single or multiple controllers)
are still challenging because of an exponential increase in the data generated from different
smart devices. Most of the solutions reported in the literature for this problem use a single
controller which may not address the scalability issues. However, the issues of scalability and
resilience in SDDC can be solved by deploying multiple distributed controllers at the control
plane. However, the primary concern in a network having various controllers is the optimal
Controller Placement Problem (CPP) to resolve the issues of fault-tolerance, latency among
controllers, availability, and placement.

Software-Defined Networking (SDN) emerges as one of the leading technologies to address
the aforementioned issues using the programmable switches and controllers. The decoupling
of control functionality from the forwarding devices to the control plane in SDN provides a
unique platform to design a reconfigurable network. In the aforementioned challenges, the
research work focused on three problems: (i) load balancing at the control plane, (ii) energy
efficiency and fast flow forwarding for the data plane, and (iii) scalability and resilience at

the control plane. This task has been accomplished in this research work with three different
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approaches.

The first approach presents a Load Optimization and Anomaly Detection Scheme (LOADS)
is proposed. Using LOADS, the probability of switch selection is determined using the follow-
ing two factors (i) distance from the switch to the controller, and (ii) resource consumption
ratio of the switch to its controller. Also, an IP flow-based network anomaly detection module
has been designed to classify the traffic as malicious or normal. In order to address the network
anomaly, the LOADS scheme uses Access Control Policies (ACPs) on the user’s behavior in the
network. The proposed scheme is evaluated on the Mininet emulator using the POX controller
with datasets of Internet Topology Zoo from the BTNorthAmerica zone.

The second approach formulated the Energy-Aware Routing (EAR) problem of DCs as a
Mixed Integer Non-Linear Programming (MINLP) for which an Energy-Efficient Fast Flow
Forwarding (EnFlow) scheme is designed. The EnFlow scheme uses the power-saving mode
of the network to solve the EAR problem. It has three modules namely— priority scheduling,
routing, and re-routing. The first module works according to the First-in-First-Out Push Out
Priority (FIFO-POP) scheduling using the multiple OpenFlow switches. The FIFO-POP is
designed to save the energy usage of multiple switches by reducing the average waiting time
of incoming packets in the queue buffers. The second module is based upon an efficient flow
re-routing for a new node and link adaptation to provide the maximum bandwidth to the wired
links. The third module is based upon the meta-heuristic Ant Colony Routing (ACR) to execute
the stochastic decision policy on the network controller for computation of the shortest path of
the forwarding nodes. The proposed EnFlow scheme is simulated using the data traces of 34
cities of NorthAmerica zone with Omnet++ 5.1 using various performance evaluation metrics.

The third approach proposes Placement Availability Resilient Controller (PARC) scheme.
The PARC scheme works in the following four phases: (i) stable network partitioning (i1)
localization of controllers using the cooperative game theory (iii) computation of an optimal
number of multiple controllers and (iv) computation of minimal extra backup controllers to
improve the overall network cost. The numerical results of the PARC scheme are evaluated
on Internet2 OS3E topology using POCO-toolset simulated in Matlab. Moreover, the PARC
scheme outperforms the existing state-of-the-art schemes (POCO-SA, POCO-MOALO, and

CNCP) for inter-controller as well as switch-to-controller latency.
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Chapter 1
Introduction

In recent years, there has been an exponential increase in the usage of Internet-enabled
smart devices in different applications like vehicular networks, datacenter, and Internet-of-
Things (IoT). The communication among the smart devices is used for the computation and
communication across the globe which may result in heavy Internet data traffic generation.
For example, the vehicular network which is an emerging paradigm of a smart transportation
system generates a large amount of data traffic [1]. To handle this large amount of data traffic,
a distributed control mechanism called as SDN is widely used to ensure the proper delivery of
services, infrastructure, and applications to the end-users’ smart devices [2]. The large traffic
generated in such an environment managed by the datacenter is posing various issues (latency,
load imbalance, network congestion, and the malicious traffic flow) to the Internet-enabled

smart devices in large-scale networks [55].

1.1 Traditional TCP/IP Networks

The conventional Transmission Control Protocol/Internet Protocol (TCP/IP) architecture
may have a challenge with respect to the scalability preservation and malicious flow detec-
tion [4]. It is because of the strong coupling of the software control part inside the data for-
warding nodes which limits the scalability of the network in the conventional architecture.
Moreover, the design of the conventional architecture is based on a distributed approach which
makes it complex to monitor the user’s behavior and to detect malware threats. An attacker
can gain full access control of the network infrastructure by either impersonating as a server or
compromising the network nodes and links to gain access to the devices [5]. In such scenarios,
it is a challenging task to modify network configuration if any node gets compromised by an
adversary. However, Software-Defined Networks (SDN) is an efficient approach to address the
aforementioned challenges of traditional networks.

SDN is an emerging technology that has been used in a wide range of applications over

the past many years. It is a ’softwarization’ solution that provides network programmability by
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removing the network intelligence from the forwarding devices to perform smooth execution
of data traffic and anomaly detection [6]. In comparison to the existing infrastructure, SDN
architecture provides better services to manage enterprise, Wide Area Networks (WAN), and
data centers. According to the CISCO report [7], the volume of the Cloud Datacenters (DC)
traffic will expand by 27% Compound Annual Growth Rate (CAGR) by the end of 2021. To-
day, SDN supports 23% of the Cloud DC traffic which might grow at a rapid pace to 44% by
2021 (almost two-third of the traffic). It also allows elephant flows (e.g., High Definition video
streaming or cloud gaming) without degrading the mice flows (e.g., query data, updates) trans-
ported through the DC clusters. It overcomes most of the problems in the conventional network
infrastructure such as— flexibility, ease of network configuration, malicious flow detection, and
agility [8], [9]. Although the functionalities of SDN are efficient and reliable in preventing
malicious threats and vulnerabilities, the issue of scalability persists due to a single logically
centralized controller. A single network controller has limited resources such as— bandwidth,
computing power, and memory for effective network management [10]. Therefore, in order to
improve network scalability, it is essential to implement multiple distributed controllers [11].

In a distributed controller architecture, switches are mapped to their reference controllers.
During the peak load, some of the switches receive mice flow while others may receive an
elephant flow [12]. This unpredictable and dynamic nature of the incoming traffic flow creates
an issue of load imbalance at the control plane [13]. Therefore, Load Balancing (LB) is re-
quired in order to migrate the load among different controllers resulting in a balanced state of
the network [14]. Also, it is required to design a secure and dependable access control policies
on the forwarding nodes (OpenFlow switches) such that they are capable of detecting anoma-
lous behavior of the incoming flow. The flow statistics may reveal anomalies on the OpenFlow
switches which may result in various malicious threats [153]. For example, CISCO report [16]
suggests that around 37%, 38%, and 14% group of malicious file extensions were suspected
in email documents in archive files (zip, jar, 7z) between January and September 2017. These
malicious files just needed user interaction for malware activation. In the era of the IoT, one of
the threats, i.e., botnets can generate Distributed Denial-of-Service (DDoS) attacks.

With an exponential increase in the usage of Internet-enabled applications on mobile de-
vices, there has been a considerable increase in the energy consumption of these devices across
the globe [17]. These devices communicate with each other using various intermediate network
devices such as—servers, switches, routers, which are an integral part of the modern Datacenters
(DC) [18]. As per the study in [19], DC will be gobbling up to 20% of the overall world’s elec-
tricity consumption by 2025 and may become the cornerstone of the global economy. Accord-
ing to statistics given in 2017 [20], approximately 8 million DC across the globe are managing
the data traffic workloads, which result in the consumption of 416.2 Terawatt-hour (TWh) of
electricity. The total global electricity usage was 2% in 2017, which is estimated to increase
by 5% by the end of 2020. It is predicted that if only 10% of the vehicles of the United States
are converted to autonomous driverless cars, it would generate approximately 40 ZB of data
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annually, i.e., around 4 TB of data daily [21]. Further, High Definition (HD) video streaming is
one of the significant reasons that adversely affects the energy footprint due to its massive oper-
ations. As per the Cisco report [22], the video streaming will exponentially increase upto 82%
of the Internet traffic by the end of 2021 which was only 72% in 2012. Netflix alone accounts
for almost one-third of the Internet traffic in the United States by using Amazon web services
as it does not have its own DC. By the end of 2025, it is expected that energy consumption by
DC will be the largest in the world.

So, the traditional TCP/IP-based networks used for DC inter-connections are facing chal-
lenges of managing stringent Quality-of-Service (QoS) requirements of different applications
of the end-users and service providers [23]. Furthermore, the existing techniques use concepts
such as virtualization, lightweight containerization, and hybrid scheme to minimize the energy
consumption of cloud DC [25]. The challenges faced by the traditional approach is that it
follows distributed architecture where the control functionality is embedded in the forward-
ing devices and do not scale for large scale DC. The issue of flow scheduling and high power
consumption at DC arises with the increase in the number of nodes and links in the network.
The limitation with the distributed architecture is that the optimal decision of each flow is lo-
cal, as a result, the distributed system is less power efficient while the centralized approach
has the global information of flow in its database and is more energy-efficient. Hence, it be-
comes problematic on DC whenever underlying network resources (switches and routers) are
under-utilized at the time of peak Internet traffic, resulting in high operational cost of energy
utilization [24].

1.2 Software-Defined Networks (SDN)

To handle the aforementioned issues, SDN can be a viable solution as the control plane is
completely isolated from the data forwarding plane in contrast, to the traditional vendor-specific
network infrastructure [26], [28]. The feature of SDN being network programmable adds flexi-
bility in network reconfiguration during traffic congestion [29]. The centralized architecture of
the network controller helps to maximize the redundant utilization of links and nodes in order
to route the delay-sensitive traffic through the optimized route as per their flow type [30]. The
network controller in SDN consolidates the traffic by shutting down or hibernating the idle re-
sources and thus, minimizes the total operational cost [31]. An example of an energy-efficient
SDN-enabled OpenFlow switch is the Cisco Nexus 9000 series. The Nexus series is designed
mainly for DCs to support 16 line cards, two chassis, three fans, six fabric with the bandwidth
of 10 and 40 Gigabit Ethernet port (GBEP). The power consumption of each 10 and 40 GBEP
is less than 3.5 Watt (W) and 14 W respectively [32]. However, the traditional Cisco catalyst
6500 series switch, which is mainly designed for enterprise and campus networks consumes
more electricity. The catalyst 6500 switch consists of 2 line cards, each having 48 GBEP. The
energy consumption of the fixed part of the switch is 472 W, and each port consumes 3 W [26].

3
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Thus, in order to process the huge amount of data traffic generated between different DC, there
is a requirement of efficient flow scheduling and energy-efficient mechanisms.

From the last few years, there has been an exponential increase in the Software-Defined
Datacenters (SDDC) across the globe. SDDC provides flexibility for the data storage as com-
pared to the traditional datacenters. They have three major components, i.e., storage, compu-
tation, and networking [33]. The integration of Network Functions Virtualization (NFV) along
with Software-Defined Networking (SDN) leads to the popularity of SDDC. The hardware
infrastructure equipment, i.e., storage, network, and the server, can be virtualized to deliver
Infrastructure-as-a-Service (IaaS) which is the building block of SDDC [34]. It improves elas-
ticity and agility within the traditional IaaS datacenter because the virtualized datacenters are
automated and provisioned by intelligent policy-based software [35]. SDN is widely imple-
mented in the datacenters to manage the workloads in cloud automation and cloud operations
with a unified data management software [36]. According to the Allied Research report [37],
the market of the SDDC is expected to grow annually by 32% on an average and is expected to
reach worth $139 billion by 2022.

The limitations of the traditional datacenters are that they provide limited services to the
end-users in terms of bandwidth and storage facility, high latency, manual device configura-
tion, and traffic congestion. SDDC is a network programmable to provide intelligence analyt-
ics for infrastructure and workload provisioning. Thus, it efficiently addresses all the issues of
traditional datacenters. Due to their centralized architecture, the issue of scalability alongwith
resilience (to overcome the single point of failure) is still major concerns, which need new
solutions from the research communities. The issues mentioned above of scalability and re-
silience in SDDC can be addressed by deploying multiple controllers at the control plane such
that the data plane works smoothly in case of failure of a single network controller. It can be
used to achieve a high-performance gain in large-scale networks. It extends the control plane
functionality by improving scalability, reliability, efficiency, latency, redundancy, and data con-
sistency [38]. However, the roles of a controller are as follows (i) to define and install the flow
rules proactively on the data plane (i1) to perform traffic engineering by preventing network
failure based on periodic traffic monitoring and flow management (iii) to virtualize the network
functionalities such as multiple virtual controllers, load balancers, virtual switches, and gate-
ways, and (iv) to monitor end-to-end data traffic through network links, and feedback collection
from the forwarding plane. In addition, the responsibilities of the OpenFlow switches are as
follows (i) to store flow tables in Ternary Content Addressable Memory (TCAM) (ii) efficiently
handle flow table entries in order to perform routing of the incoming requests to the final des-
tination (iii) follow forwarding decision installed by the controller and send a notification back
to the controller, and (iv) encapsulation and tunneling of the packets [39].

Though the distributed controllers deployment is the most suitable technique to enhance
the efficiency of a system, it may have challenges for its design principles. For example,

one of the biggest challenges is the Controller Placement Problem (CPP), which results in
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the generation of the issues of fault-tolerance, latency among controllers, availability, and their
placement [40], [41]. The CPP deals with three important issues (i) volume (the number of
distributed controllers required in the network topology) (ii) placement [42], and (iii) resilience
(backup controllers). Hence, latency and cost are the two parameters that can affect network
performance. Since there are few limited latency-sensitive applications so deploying too many
controllers may cause an increase in the overall network cost [43], [44] [45]. In this paper, we

propose a near-optimal solution for the CPP for SDDC.

1.3 Thesis Organization

The thesis would be organized as given below along with a brief description of what the

chapter would represent.

Chapter 1: Introduction

This chapter introduces the limitations of the traditional datacenters of limited services to the
end-users in terms of bandwidth and storage facility, high latency, manual device configuration,
and traffic congestion. However, Software-Defined Networks (SDN) is a promising technology
to address the issues (latency, load imbalance, network congestion, and the malicious traffic
flow) to the Internet-enabled smart devices in large-scale networks. This chapter mainly fo-
cused on three problems: (i) load balancing at the control plane, (ii) energy efficiency and
fast flow forwarding for the data plane, and (ii1) scalability and resilience at the control plane.

Moreover, the research challenges are also discussed with brief solutions.

Chapter 2: Literature Review

This chapter details the comprehensive literature review to resolve the problem of load imbal-
ance among distributed controllers on the control plane. In addition, the existing solutions that
rely on energy-aware routing to achieve energy-efficiency in SDN switches at the data plane
are analyzed. Finally, the existing schemes to ensure the issues of scalability, resilience, and

consistency on the control plane in large-scale networks are elaborated.

Chapter 3: Load Optimization and Anomaly Detection Scheme for Software-Defined Net-
works

In this chapter, we formulated the load balancing problem as a Mixed Integer Non-Linear Pro-
gramming (MINLP) to minimize the average response time between the switch and the con-
troller. Then to solve this problem, a load-balancing algorithm is designed to manage the flow
traffic between OpenFlow switches so as to have a trade-off between switch migration cost and
the controller’s load variance. An SDN framework is proposed, in which an OpenFlow-based
anomaly detection scheme is designed to identify the suspicious activities on the forwarding

nodes. An anomaly mitigation scheme is also designed based on access control policies defined

5
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for each user’s behavior.

Chapter 4: An Energy-Efficient Fast Flow Forwarding Scheme for Software-Defined Net-
works

In this chapter, the Energy-aware Routing (EAR) problem is formulated by using an MINLP
for which we proposed First-In-First-Out Push out Priority (FIFO-POP) scheduling schemes to
minimize the average waiting time. In addition to energy-efficiency, an efficient flow re-routing
and link utilization scheme are proposed. Finally, to build the shortest path between source and

destination, an ant colony routing algorithm is proposed.

Chapter 5: Placement Availability Resilient Controller Scheme for Software-Defined Dat-
acenters

In this chapter to resolve the issues of the Controller Placement Problem (CPP), a problem
is formulated in the form of MINLP. The PARC scheme is proposed which divides the CPP
into different sub-problems, i.e., network partitioning, the controller’s availability, the minimal
number of primary active controllers, and the minimal number of backup controllers required
for resilience. The proposed scheme uses cooperative game theory to compute a stable net-
work partitioning and an optimal position of the distributed controllers in each sub-network.
The overall network cost of the proposed scheme is minimized by finding the minimal number
of distributed controllers along with the extra backup controllers using a heuristic approach.
Moreover, the PARC scheme performs global data consistency of the updated events among
multiple controllers based on timestamp at the control plane, which provides synchronization
among different events. The Pareto Optimal COntroller (POCO) toolset is used to simulate the
numerical results in Matlab. The performance analysis compares the proposed PARC scheme
with the other existing state-of-the-art schemes such as Pareto Optimal COntroller based on
the simulated annealing (POCO-PSA), Pareto Optimal COntroller Multi-Objective Ant Lion
Optimization (POCO-MOALO), and Capacitated Next Controller Placement (CNCP) scheme.

Chapter 6: Conclusion and Future Scope

This chapter concludes the thesis by highlighting the contributions made using the proposed
schemes. Moreover, this chapter provides future directions in the security of SDN. In the fu-
ture, we will explore the resilience of the POCO scheme by increasing the resilience level upto

three or more controllers’ failure to analyze the control plane reliability.

1.4 Summary

In this chapter, the challenges related to Software-Defined Networking based control flow
optimization are discussed. The research work focused on three problems: (i) load balancing

at the control plane, (ii) energy efficiency and fast flow forwarding for the data plane, and (iii)

6
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scalability and resilience at the control plane. This task has been accomplished in this research

work with three different approaches.



Chapter 2
Literature Review

The development and deployment of smart applications in a smart city environment have
brought multi-facet benefits and challenges. In order to provide a high quality of experience to
the end-user domain, the concept of data locality has anticipated the emergence of edge com-
puting. In this potential edge-of-things ecosystem, the need to provision the smart services at a
location closer to the end-user has led to the exchange of large volumes of data generated from
the smart devices and sensors deployed at different geo-located sites. Such a massive amount
of data generated from the smart terminals need to be collected, transmitted, analyzed, and pro-
cessed using edge servers. This requires the seamless exchange of data among geo-separated
nodes, which can degrade the performance of any designed solution and technology. Therefore,
a dynamic, agile, and programmable network management paradigm is essential in the above
discussed edge-of-things ecosystem. However, the traditional network technology, which relies
on configurable black boxes ends up in increased computational overhead, misconfiguration,
congestion, inefficient utilization of bandwidth, and lower data rates. To handle the above chal-
lenges, SDN has gained wide attention from academia, researchers, and the industrial sector.
Shifting the computational load from forwarding devices to a logically centralized controller
has realized the long term dream of every network operator who wanted complete control and
global visibility of the network. In this chapter, the deployment of SDN in smart applications
and infrastructural components of SDN and OpenFlow are explored for a better understanding
of the underlying concepts.

Smart cities become the vision of various organizations across the globe for providing un-
interrupted services and experiences to the end-users. From smartphones to bursty traffic, from
social media to smart utilities, and from e-healthcare to smart infrastructure; smart technolo-
gies (Wireless sensor networks, smart grid, smart transportation, e-healthcare, and so on) have
completely engulfed the geographic ecosystem. Multi-modal sensors, multidimensional data
sources, powerful gadgets, and smart devices act like standalone machines to provision com-
plicated services to a wide range of smart applications to provide quality of experience (QoE)
and ambient living to the citizens of a smart ecosystem. Moreover, the evolution of the In-

ternet of Things (IoT) and Tactile Internet have revolutionized the industrial organizations by
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machine-to-machine and device-to-device communication . Modern set of standards and dy-
namic technologies have envisioned new horizons with data locality using edge/fog computing,
cloud of things, mist computing, and osmotic computing. Smart communities (e.g., intelligent
transportation, smart healthcare, smart utilities, etc.) are expanding in an exponential manner
in vertical as well as horizontal directions. The enterprise model of Everything-as-a-service
(EaaS) build over the underlying service-oriented architecture of smart communities rely on
the five attributes listed by the National Institute of Standards and Technology (NIST). These
attributes consist of: 1) measured services, ii) on-demand self-service, iii) broad network ac-
cess, 1v) resource pooling, and v) rapid elasticity [46] [47]. Fig. 2.1 illustrates various service-

oriented verticals in a typical smart city environment with smart communities.

*Secure & Sustainable Development
* Smart Economy
* Intelligent Governance

Smart Homes Parking Management
Smart Infrastructure Intelligent Transportation
Smart Buildings Traffic Management
ﬁ
* Ambient Living *Quality of Experience
* Quality of Life * Quality of Service

Smart Utilities
Smart Healthcare
Smart Amenities

Figure 2.1: Various verticals of smart communities.

This entire service-oriented ecosystem can be viewed as a cloud of smart things, in which
the data collection, analysis, and processing are handled closer to the location of the user.
However, the user base of the entire smart community is huge enough to generate millions of
Zettabytes (ZB) of data on a daily basis. For example, a typical smart city having a population
of one million generates data of 200 million Gigabytes (GB) on a daily basis [49]. Accord-
ing to a survey report [50], 204 million emails are exchanged, 5 million searches are made on
Google, 1.8 million Facebook users make likes, 350,000 tweets are exchanged, and the amount
of 272,000 is spent on Amazon to purchase various amenities, and more than 15,000 tracks are
downloaded over iTunes on a daily basis. With billions of devices embedded inside the smart

city infrastructure, the entire framework is critically dependent on efficient data management.
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The realization of smart cities relies on the efficient management of the large volume of data
generated by various devices and sensors. For this purpose, one of the essential requirements
is the seamless transmission of data across various geo-separated nodes.

However, an exponential increase in the ever-growing data traffic progressively erodes the
margins of the network operators in terms of bandwidth, availability, and data rates. The ten-
able vision of having complete control of the network is a long dream of every network opera-
tor irrespective of the vendor of the network infrastructure. Network devices were considered
as configurable black boxes until modern technological development enabled them to be pro-
grammed and configured according to users’ requirements. This holistic visibility and control
over the entire network through a logically centralized remote server breaks the vertical inte-
gration of traditional networks by Software Defined Networking (SDN). The provisioning of
services to the end-user domain in a smart city scenario embraces various dynamic changes in
the topological setup over a potential deployment of heterogeneous devices and sensors. SDN
serves as a suitable candidate for providing agile, flexible, and scalable network management
in smart application ecosystems. In the context of a global scenario, a lot of large-scale service
providers such as—Facebook, Google, eBay, and Apple are working on the trends of softwarized
data centers for the sustainable development of smart applications. Fig. 2.2 presents the taxon-

omy of the literature review on Software-defined Networking.

2.1 Scope of the survey

Keeping in view the above-discussed points, this survey is focused on the relevance of
SDN in various smart applications. Specifically, this survey considers the deployment of SDN
in four vertical domains namely; 1) Data Center networks (DCN), 2) Edge/fog computing, 3)
IoT-based applications, and 4) Wireless Body Area Networks (WBAN). SDN is a promising
technology that addressed the challenges of strong control and data plane coupling in tradi-
tional networks. By deploying SDN controllers in various smart applications, it is possible to
dynamically change the network configurations as and when required. In this direction, various
existing proposals have discussed different aspects related to SDN architecture. The potential
research surrounding SDN and its perspective deployments was on zenith during the last five
years (2014 to 2018). Most of the existing surveys on SDN considered diverse parameters
such as software and hardware OpenFlow (OF) switches, controllers types, programming lan-
guages, emulation and simulation tools, flow table management, security, energy management,
fault tolerance, network virtualization, and hypervisors’ software. For example, authors in [51]
discussed various aspects related to the evolution of programmable networks. Similarly, in [5],
the authors investigated various aspects related to SDN from implementation points of view.
Lara et al. [6] discussed different aspects related to OF paradigm in networking. Akyildiz et
al. [7] investigated the role of SDN and OpenFlow for traffic engineering. In [8, 9], the au-

thors discussed various aspects related to SDN in a comprehensive manner. In [10], the authors
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Figure 2.2: Taxonomy of the literature review on Software-defined Networking.

investigated various network virtualization hypervisors in SDN environments. In [11], the fo-
cus remained on the concepts of network function virtualization. Moving towards a different
perspective, Trois et al. [12] surveyed various programming languages and their perspective
impact on SDN. In another related work, Nguyen et al. [13] investigated various rule place-
ment problems in OF networks. In [14], different unicast routing algorithms were discussed
with respect to quality and performance parameters. In addition, Alvizu et al. [15] discussed
the role of SDN in transport networks. In [16], various approaches and challenges with re-
spect to different testbeds for large scale SDN were analyzed. Baktir et al. [17] discussed
the potential benefits of SDN in edge computing. A major discussion in [18, 19] focused on

the security challenges and possible solutions in SDN. In [20], the authors presented various

SDN architectures along with a discussion on security and energy efficiency. Khan ef al. [2

11
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highlighted various threats related to the topology discovery in SDN. After analysis of all the
above-discussed proposals, a comparative analysis is provided in Table 2.1. It is pertinent to
mention here that none of the above-discussed proposals highlighted any aspect related to the
potential deployment of SDN and OF concepts for smart applications. Specifically, neither of
the existing proposals have discussed the deployment of SDN and its related concepts in DCN,
edge and fog computing, [oT and healthcare ecosystems. To the best of our Knowledge, this is
the first survey of its kind which starts from the historic evolution of programmable networks,
then move on to the architectural details and OF infrastructural components, and finally discuss
different deployment models of SDN in smart applications (DCN, edge/fog computing, IoT
and WBAN).

2.2 Background and History of SDN

This section presents the background and history of evolution of SDN. Moreover, the com-

parison between SDN technology with traditional networks is also presented in this section.

2.2.1 Traditional IP Networks and What is SDN?

The traditional networking is TCP/IP model and has significant limitations to meet the
expectations of modern IT infrastructure. The limitations of the traditional networks are as
follows: tightly coupled planes, distributed architecture, manual configuration, inconsistent
network policies, error prone, security, and inability to scale. The control part and the packet
forwarding devices are deeply integrated at the same place, embedded in the hardware devices.
The strongly coupled nature makes it difficult to modify the network policies. The distributed
architecture is vulnerable to security threats and it becomes extremely complicated to trou-
bleshoot the network. The another issues is the inconsistency in the network policies as it
becomes difficult to maintain consistency in modifying the network policies. With the substan-
tial increase in the workloads in the IT infrastructure, the demands for the increased bandwidth
is required. The traditional networking are statically arranged in such a manner that the grow-
ing demands of the IT infrastructure needs to redesign the complete topology. To overcome
the issues faced by traditional networks, a prominent technology named as SDN based on the
ideas of Openflow architecture is first introduced in 2006 at Stanford University in clean slate
research project [55], [11].

The term SDN is basically a centralized software for controlling the entire network and
is also called as software-based networking. SDN is “softwarization” solution that provides
network programmability by removing the network intelligence from the forwarding devices.
SDN solves the issues of the traditional architecture and to accommodate the increased work-
loads of modern networking. The SDN architecture improves better services to manage en-

terprise, WAN, and data centers. The features of SDN are decoupled planes, programmable
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Figure 2.3: Comparison of traditional networking with SDN.

network and centralized model. The control or network brain and the data forwarding plane are
decoupled, therefore, the forwarding nodes becomes control free and performs only packet for-
warding functionality. Rather than manually configure all the network devices by administrator,
SDN allows programmatic software control to automate the tasks and increased flexibility in
modifying the network policies dynamically. An another feature is centralized architecture
which helps to assign centralized policy management which helps to easily modify and audit
policies. The centralized policies are used for routing, security, maintain consistency among
physical and virtual workloads, Load Balancing (LB), and global monitoring of the network
topology [51]. The SDN architecture provides scalability and flexibility to rebuild the topology
through programmable network. Fig. 2.3 shows a comparison of the traditional networking
with SDN.

2.2.2 Motivation

SDN is a promising technology that addressed the challenges of the traditional TCP/IP net-
working. By implementing SDN Controllers in various applications, it becomes flexible to
dynamically change the network load. Table 2.1 shows a comparative analysis of the existing
survey on SDN with our survey. The major work is done in last 6 years from 2014 to 2019. The
existing survey on SDN considered various parameters such as- SDN software and hardware
Openflow switches, SDN controllers types, SDN programming languages, emulation and sim-
ulation tools, flow table management, security in SDN, energy management, fault tolerance,
network virtualization, hypervisor software’s for distributed controllers and so on. Moreover,
SDN is deployed in various applications in wide area networks (WAN) such as- data center
networking, fog computing, Internet-of-Things, Wireless Sensor Network (WSN), healthcare

network etc. Therefore, taking into account all the above discussed SDN parameters, the com-
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parison of the existing survey is done with our proposed survey.

2.2.3 History of SDN

In this section, we summarize the history of SDN. The details of each design aspect of early
programmable network and how network programmability is promoted year-wise by which
organization is shown in Fig. 2.4. The technologies related to SDN is briefly described as

below.
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Figure 2.4: History of software defined networking.

» Active Networking: The active networking [55] takes the earliest initiative to promote
software-based programmable network. The active networking project is introduced by
US Defense Advanced Research Projects Agency (DARPA). The routing of active net-
working is generally based on two models: (a) programmable switches/routers, and (b)

capsules [51]. The former models (programmable switches/router) simply download the
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instruction sets sends from the control logic and process the flow rules for packet for-
warding without any modification in the packet format. The programming model follows
out-of-band signaling (use different bands or dedicated bands) to execute the control in-
formation at the network devices for managing channels. The later model (capsule), the
control information to be executed are encapsulated in program fragments; where the tiny
programs are enveloped in messages and are executed through the forwarding devices.
Among the two models, the later became popular in Active networking as this approach
provides significant impact in the management of network paths by installing a new func-
tionality at the data plane. An example of active networking to create the software routers
are SwitchWare [71,72], Click [73], XORP [74], Quagga [75], Bird [76] etc. to control

and modify the network operations dynamically on the real-time.

* Network Control Point (NCP): In the mid 90s, when the Internet is becoming popu-
lar, the another initiatives is taken by AT&T telecommunication company by starting a
project named as NCP [55]. The NCP targets to decoupled the control signaling of the
telephone lines with the data plane. The control logic is completely isolated from the
forwarding nodes to yield scalability and flexibility in the device management. The NCP

improves the overall channel efficiency of the telephone signaling.

* Devolved Control of ATM Networks (DCAN): Another project started in mid 90s is
the DCAN [51] for scalable operations of the ATM networks. The project aims to design
a protocol that split-up the control function of the physical ATM switches from the appli-
cation feature and need to be handled by an external dedicated workstations entity. The
external entity manages the allocation of resources to the ATM switches and provides the

guarantees of improved quality-of-service (QoS).

* OpenSig: In 1995, an open signaling movement [51, 55] was introduced by OpenSig
WG. The movement started workshops on open signaling to analyze the challenges faced
by combining the control and the forwarding nodes. An Open signaling project promotes
wider adoption of open, extensible, and programmable interfaces in the ATM networks
and Internet. The idea of the proposal is to develop more intellectual programmable net-
work which is possible by the separation of the switch controller with the switch fabric
and the signaling between the planes is performed through a switch independent inter-
faces. The open signaling evolves both the levels of the planes to work independently.
The open interfaces supports interoperability and new innovation in the design of the

hardware equipments.

* GSMP: The Ipsilon Networks designed a asymmetric protocol in 1996 for WAN named
as General Switch Management Protocol (GSMP)v1 [51]. Later on GSMPv2 and GSMPv3
is released in 1998 and 2003. The protocol is designed to control and manage ATM
switches, frame relay or Multi-Protocol Label Switching (MPLS) through the external
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controller. The various tasks performed by the protocol are monitoring and reporting
statistics, supervise network switch ports, record all configuration information, insert
or update switches on the multi-point connections, reporting statistics, creating and ex-
empting switch connections via a controller etc. The protocol enables high-performance
in ATM networks and grant permission to regulate both unicast and multicast switch

connections.

* Tempest: Based on the motivation of programmable networks in ATM switches, virtual-
ization is a new concept which laid it’s foundation in early 90s. The earliest initiatives on
the network virtualization in switches is started by the Cambridge University. In context
with ATM networks, the tempest [77] framework is the first project started in 1998 which
supports switches virtualization. The virtualization in the tempest framework helps to
share single physical network resources by multiple independent switches. The multiple
switches are created virtually residing on a single physical ATM switch. The multiple
switches and virtual network is the substitute of control architecture into an operational
ATM network.

* Forwarding and Control Element Separation (ForCES): The Internet engineering
task force (IETF) designed a ForCES protocol [51,55] in 2004. The protocol is de-
signed by the consolidation of two elements i.e. Forwarding Elements (FEs) and Control
Elements (CEs). The message sharing between the CEs and the FEs is done using the
master-slave architecture via the ForCES protocol. The CEs are the masters and the FEs
are the slaves. The function of the FEs is flow forwarding of every packet. The CEs is
the Logic Function Block (LFB) to create the control logic and installs the control infor-
mation through signaling. The CEs monitors how the forwarding elements process each

packets.

* Routing Control Platform (RCP): In [78], the author designed a RCP protocol in 2004.
The RCP is designed to reduce the complexity of the Border Gateway Protocol (BGP).
The IP routers in BGP performs inter-domain routing in an autonomous system. The fully
distributed path selection computation is done in each domain. The RCP overcome this
limitation by separating the functionality of inter-domain routing from IP routers. Thus,
the computation of the best path selection for each router in each domain is performed
at the control plane. Finally, the result is intimated at the data plane for the best path in

each domain and also exchanged routing information of RCP with other domains.

* 4D Project: In 2005, Stanford University proposed a 4D approach [79] for network con-
trol. The 4D approach refers to bottom-up layered architecture. The lowermost layer is
the data, middle layer comprises of discovery and dissemination, and finally the topmost
layer is the decision plane [80]. The decision plane is the management layer with the

primary objective to create logic for routing, LB, security, interface configuration, and
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access control. It can monitor the global topological view and the logic is elevated to
the forwarding nodes. The discovery layer performs the functions such as- physical de-
vice discovery, build their logical entities, association between the physical and logical
entities, capacity of the interface and which is suitable for a particular switch/router, and
also discover the capacity of the switches to hold the flow table entries. The dissemina-
tion layer performs the establishment of the secure connection between the decision and
data plane, and in addition delivers timely and reliable multi-casting of control informa-
tion. The data layer performs the functions such as- packet filtering, address translation

mapping, next-hop forwarding, queue management, and tunneling.

* PCE and NETCONEF: In 2006, IETF standardized two communication protocols namely,
Path Computation Element (PCE) [81] and Network Configuration (NETCONF) to de-
termine the network path based on a network graph. The PCP is the request/response
communication protocol between the Client-Server model. The server computes the op-
timal route on the basis of on-demand requests from clients. The PCP protocol is suitable
for the computation in ATM, Ethernet, MPLS, and BGP with the requirements of high
bandwidth services. The another protocol is the NETCONF that deals with the network
configuration and sends a notification whenever any change in the configuration. The
NETCONEF protocol [55] uses XML based data encoding which is designed to install,

update, and delete the network configuration as per the dynamic network nodes.

* ETHANE Network: A new network architecture called Ethane network was designed
by Stanford University [82] in 2007. The communication in an Ethane network between
host X and host Y is established on the basis of five activities. The activities are switches
and ports pairs registration, switches bootstrapping for secure channel connectivity, hosts
authentication, flow setup, and forwarding. The Ethane network architecture is designed
in such a way that the communication between the end hosts should not exchanged mes-
sages directly they have to follow all the five above mentioned activities. In addition to
various SDN projects, a list of Openflow modules and open source components arises in

the market from year 2008 to 2019 is explained in the next part.

2.3 SDN Architecture and OpenFlow (OF) Infrastructure Com-

ponents

The architectural and controller deployment details related to OF hardware infrastructure is

elaborated in this section.
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2.3.1 OpenFlow Modules with Open Source Components

The term OpenFlow (OF) is the open source communication protocol developed by Stan-
ford University and Niciria in 2008. The OF-protocol is the flow-oriented protocol with switches
and ports abstraction to allow message sharing between the network controller and the forward-
ing devices. An OF-Switch comprises of three modules namely; (a) multiple flow entries tables
and group table, (b) OF communication channel, and (c) OF protocol. The OF-switches con-
nects to each other via a OF ports and each OF-switch establish a secure communication with
the network controller via a OF protocol. The firmware of OF-Switch and OF-vSwitch is Pica8,
Indigo and the kernel is written in linux 3.3.

In 2008, with the existence of OF protocol in the market, the idea is to design an operat-
ing system on servers that is centralized logically and control all the heterogeneous network
devices via a OF protocol. The conventional operating systems (such as- Cisco [0S, Juniper
JUNOS, ExtremeXOS, and SR OS) are device specific and are only compatible for it’s prod-
ucts. Thus in 2008, an OF-based Network Operating System (NOS) (such as- NOX, ONOS,
ONIX) [11] is designed to provide high-level abstraction for network resources. The SDN
controller software gets installed on the PC server’s NOS to configure the network policies
build by an administrator. The NOS provides abstractions of essential services and interfaces
to connect with the forwarding devices. The southbound interface is the Open Virtual Switch
Database (OVSDB) for OF-switches. OVSDB interface is necessary to create multiple virtual
OF-switches (OF-vswitch) as an instance of physical OF-switch. The virtual switches are used
for efficient utilization of network resources (memory, storage, and communication links). In
2015, another southbound interface is the IF-CONFIG designed by the open network founda-
tion (ONF).

Tables 2.2 and 2.3 shows a summarized overview of all SDN OpenFlow (OF) modules
consists of OF-hardware switch fabrics, OF-software switches, logical and physical interfaces,

SDN controllers, simulation, and emulation tools.

2.3.2 SDN Bottom-Up Layered Model

The SDN architecture is depicted in Fig. 2.5 and follows a bottom-up layered approach.
The bottom-up layered SDN model is a three layered architecture also called as networking
planes i.e. data plane, control plane, and the application or management plane. The lower-
most layer is the data plane consists of network forwarding nodes like; physical OF-switches,
OF-routers, and gateways. Additionally, OF-vswitch are the virtual switches and port to mul-
tiple hardware platforms. The forwarding nodes performed various operations such as- packet
header lookup, forwarding, encapsulation, pipeline processing and data statistics. The SDN
controller communicated with the forwarding nodes via a southbound interfaces. The south-
bound interfaces such as- Openflow, OVSDB, Protocol-Oblivious Forwarding (POF), ForCES,

NetConf, OF-Conf and so on are used as a communication protocol [59].
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Figure 2.5: Layered architecture of SDN.

The middle plane is called as the control logic or network brain on which the SDN controller
software resides. The SDN controller is installed on the NOS. With the help of hypervisor soft-
ware, master-slave controller architecture is designed. The network hypervisor also creates
multiple virtual switches on the data plane controlled by the SDN controller. The requirement
of virtualization concept helps in failure recovery as complete back-up of the master controller
is performed on the slave controllers. The efficient resource utilization is achieved through
multi-threaded controllers as a slave or virtual controllers created from a master controller. The
communication between the master and slave controllers is done via a eastbound and west-
bound interfaces such as- Hyperflow, and Application Layer Traffic Optimization (ALTO).

At the topmost layer is the application or management plane. The network applications

runs on the application layer. The list of network applications are routing, security, wireless
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and mobility, LB, virtualization, resource scheduling, energy efficiency, fault tolerance and so
on. The programmer or expert remotely handles the network applications through program-
ming in high-level languages (C++, Java, Python) [59] and the instructions are executed on
the SDN controller to control the forwarding nodes. The SDN applications exchange message
with the network controller via a northbound interfaces. The common northbound interfaces
are as follows: Field Manipulation Language (FML), Frentic, Procera, and Representational
State Transfer (REST) APIs [56].

2.3.3 SDN Architecture and OpenFlow Switch Working

Fig. 2.6 presents SDN Architecture and working of OpenFlow Switch. In an SDN architec-
ture, an OF-switch has two components i.e. hardware and software. The hardware component
of an OF-switch is a hardware switch fabric (application-specific integrated circuit) of multiple
vendors having distinct Ternary Content Addressable Memory (TCAM) capacity to store mul-
tiple flow tables entries. The software component of an OF-switch is a programmable switch
to perform necessary actions on the flow rule instructions. The software/programmable OF-
switch consists of multiple flow tables (flow table O to N) and are connected with each other
via a pipeline. Each flow table has four fields: match rule, priority, action, and a counter. The
match rule checks the attributes such as- switch port number, MAC address, Ethernet type,
VLAN address, IP address, and TCP address. Moreover, an another attribute is the priority
field to assign the data priority as high, low or medium based on the data categories. For exam-
ple, set data priority of voice and text data as high, images as medium, and video as the lowest
priority based on the bandwidth consumption. Hence, the action is first performed based on
the highest priority. The next is the action field for taking the necessary actions on the data
packet. The actions such as- forward the packet to egress ports, forward normal in a pipeline,
forward to controller or drop the packet. The last part is the counter field to count the number
of packet processed in the queue along with their lifetime. The flow tables also have timeout
mechanisms consisting of hard and idle timeouts. The hard timeouts is activated after a fixed
amount of time and idle timeouts occurs after a period of inactivity [60].

Figure 2.5 shows how network packets are send from host A having a particular source
address (Suppose, MAC source: 00-00-00-00-00-00-00-0A, IP source address: 20.0.0.1) to
host B address (suppose, MAC source: 00-00-00-00-00-00-00-0B, IP source address: 20.0.0.2)
through the OF-switches. The steps to be followed are as follows:

Step 1: Initially, the data packets of host A is send to the edge switch through access points
(Wi-Fi, cellular base station).

Step 2: The packet is received at the ingress port 1 of an OF-switch. The programmable switch
initiates the lookup process. The flow table stored in an OF-switch performs rule matching for
each packet header. The matching field returns the output as no existing matching rule in an
OF-switch.
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Figure 2.6: SDN architecture and working of OpenFlow switch.

Step 3: The OF-switch first encapsulates the packet and transmit a notification to the SDN con-
troller in case the matching rule does not exist.
Step 4: The controller creates a new flow and matching rule for routing the packet to the desti-
nation.
Step 5: The controller install the matching fields on port 1 of an OF-switch and install the ac-
tion field on port 2 of the switch.
Step 6: The flow table is updated on the OF-switch. The lookup process is repeated again and
returns the output as flow rule is matched successfully.
Step 7: Based on priority order takes the necessary actions to forward the packet on port 2.
Therefore, the packet is forward to the next switch where flow table lookup process repeats and
after successful matching forwards to the destination (host B).

In case, the rule is not matched again then the action performed is to drop the packet and
inform the controller to build a new flow rule. The controller generally listens on port 6653
for every request. The next part is to integrate virtualization in SDN architecture which is

explained below.

2.4 Network Functions Virtualization (NFV)

With the advancement in technology, the size of the physical infrastructure expands and
becomes more capable to offer innovative services to users/tenants. However, the scarcity of

network resources always exists as the tenants demands rise consistently. The solution is to
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Figure 2.7: Network Hypervisor in an SDN architecture.

efficiently utilize the physical resources among tenants. Network Virtualization (NV) is an
imminent solution having the physical infrastructure sharing capabilities to meet the high de-
mands of tenants. The concept of NFV intertwined with SDN is started in 2012 at Stanford
University with the development of OpenFlow architecture [56], [S7]. The concept of network
virtualization in an SDN architecture performs slicing of physical infrastructure into multiple
logical isolated virtual SDN networks. The network slicing technique improves the utilization
of hardware resources as each independent network slice has its own resources such as- link
bandwidths, switch CPU resources, switch forwarding tables, network topology. The network
slice is performed at each layer. For example, at the physical layer, the wavelength division
multiplexing (WDM) [63] creates an instance of the physical resources. Next is the data link
layer, where network slices are created by provisioning Virtual Local Area Networks (VLANSs),
the network slices of the forwarding tables in an Openflow switch is created by Multiprotocol
Label Switching (MPLS), and Virtual Routing and Forwarding (VRFs along with the specific
VLAN mapping) create virtualization at the network layer (layer 3) [58].
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Figure 2.8: An example of Network Function Virtualization with SDN and without SDN.

The network hypervisor (Virtual Machine Monitor (VMM)) is software installed at the NOS
to create network virtualization in an SDN architecture. Both the centralized and distributed

architecture of hypervisors are used to monitor the virtual SDN networks. Fig. 2.7 shows an

architecture of network hypervisor in an SDN architecture. The physical controller (pSDN)

monitors a complete global abstracted topological view to take intelligent decisions regarding

flow forwarding. The pSDN is connected via a network orchestrator and virtual manager to

handles inter-domain routing. The network orchestrator acts as a centralized hypervisor re-

sides on the pSDN. The distributed hypervisors (northbound and southbound hypervisors) are

present on the top of the network orchestrator and virtualizes multi-domains. The northbound

and southbound hypervisor is installed at the control plane and using the Openflow protocol,

the hypervisors create logical virtual SDN networks (vSDNSs) on the top of the pSDN. Fig.

2.7 shows how a physical SDN network is sliced into three virtual SDN networks and a vir-

tual/proxy controller (vSDN) is located in every virtual network. At the application plane, ten-

ants run multiple applications simultaneously on every vSDN controller in all virtual networks.

NFV technology is useful in SDN to create Network Virtualization (NV), storage virtualization,

and server virtualization. The NV runs virtual network applications such as- routing, firewall,

access control, LB, and so on. The NV also creates an instance of network resources such as-

virtual switch (vSwitch), virtual router (vrouter), and vSDN [58]. At the data plane, multiple

vSDNSs creates an instance of the physical switch (pSwitch) to create a logically isolated virtual

switches (vSwitches).
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The internal working of how the logical vSwitches are created from the pSwitch is explained
with the concept of virtualization of the Network Interface Card (NIC) used for communica-
tion. The pSwitch consists of multiple physical NICs (pNICs) and each pNIC create a vSwitch
by creating virtual NICs via the hypervisor. The hypervisor software creates virtual NICs to
run several Virtual Machines (VMs) builds on top of an individual Physical Machine (PM) be-
cause each VM requires its own VNIC. Therefore, the flow table entries are executed both at the
pSwitch and the vSwitches [83]. The virtualization layer is a proxy or middleware between the
forwarding nodes and the controller as well as between the controller and the network applica-
tions. The Flow Visor is the most popular hypervisor software used for the efficient utilization
of physical hardware infrastructure in the SDN planes. Fig. 2.8 shows an example of Network
Function Virtualization with SDN and without SDN. Table 2.4 shows the list of network hy-
pervisor software along with their description.

In the next section, we discuss the deployment of SDN in various applications.

2.5 SDN Deployment in Data Center Networking (DCN)

The SDN Controller is implemented in DCN to resolve the issues related to energy man-
agement, failure recovery, resource allocation, routing, security, and virtualization. Fig. 2.9
shows the scenario of deploying SDN controller in real-world applications. The related work
on all these above-mentioned issues (energy management, fault-tolerance, resource allocation,
routing, security, and virtualization) are discussed below.

A taxonomy of deployment of SDN in various applications such as— data center networking,

fog computing, Internet-of-Things, and healthcare network is shown in Fig. 2.10.

2.5.1 Energy Management in DCN

The Data Centers (DC) located at distributed geographical locations perform the tasks re-
lated to storage, network, and computation. With the expansion of DCs, the huge amount of en-
ergy is consumed by the geo-distributed DCs to serve millions of user requests daily. To solve
the issues of energy management, various proposals have been presented by the researchers.
Goyal et al. [27] proposed an energy-efficient inter and intra communication in wireless sensor
networks. Aujla et al. [28] proposed an efficient energy management scheme in Cloud DCs us-
ing SDN. To achieve optimal utilization of resources, the author integrates Renewable Energy
Sources (RES) with DCs and designed two approaches for energy efficiency in DCs. The first
approach is the Support Vector Machine (SVM) classifier for workload distribution of incom-
ing jobs and the second approach is Game Theory (GT) to handle the scheduling of workload
requests. Yu et al. [84] optimize the energy consumption cost by presenting a VM placement
and power-saving routing algorithm. The process of placing several VMs on a single host PM

to run various network applications concurrently in order to achieve maximum utilization of
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Figure 2.9: The scenario of deploying SDN controller in real-world applications.
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Figure 2.10: Deployment of SDN in various applications.

resources is called VM placement. Zeng et al. [85] examined the issue of energy management

and the phrase the issue using an integer linear programming (ILP). The author presented a

Multi-Path Routing (MPR) scheduling and computation-efficient heuristic algorithm to save the

energy

consumed by the activated OF-switches. In [86], the author designed a VM migration

algorithm with a dynamic overbooking strategy instead of an existing fixed booking strategy to

handle

the dynamic workloads. Amokrane et al. [87] formulates the issue of online-flow rout-

ing as an ILP problem in order to save the overall energy consumption at DC. The author solves

the ILP problem using Ant Colony based on the Online Flow-Based Energy-efficient Routing
(AC-OFER) approach. The experimental result shows that the AC-OFER approach reduced the

overall

energy cost up to 35%, 44%, and 49% compared to minimal residual capacity (MRC),

shortest path routing (SPR), and LB approach. There is a large number of proposals exist in
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Figure 2.11: A Taxonomy of SDN in data center networking.

the literature which addresses the aforementioned issues. For example, Li et al. [26] proposed
an Exclusive Routing (EXR) algorithm to avoid flow scheduling by overlapping links based on
the time dimensions and compared the EXR scheme with existing Fair Sharing Routing (FSR)
scheme. The EXR scheme executes the data transmission of flow schedule after completion
of ongoing flow while the FSR scheme performs flow scheduling through overlapping links.
The results proved that the EXR outperforms the FSR scheme both for the flow completion
time and switches energy savings. Also, Zhang et al. [88] proposed a Redundancy Elimination
Flow Preemption Routing (RE-FPR) scheme having an improvement in EXR approach which
preserves the flow priority during the peak time. In [89], the authors proposed a heuristic-based
path selector scheme to achieve energy-efficiency in SDN switches. Francois et al. [90] pro-
posed a time-driven link sleeping optimization scheme for energy saving. The performance
analysis shows that the proposed scheme minimized energy consumption by 28.3%.

Heller et al. [91] proposed a prototype model named as ElasticTree for power optimiza-
tion in DC. The proposed approach is based on a distributed optimizer for flow consolidation
based on identifying the traffic patterns. Likewise, Wang et al. [92] proposed a Correlation-
Aware Power Optimization (CARPO) algorithm for flow consolidation to minimize the energy
consumption of DC. The CARPO algorithm first identifies the correlation among the traffic pat-
terns such that the different flows can be consolidated through a small set of links and nodes.
Secondly, the CARPO approach merges the correlation among the flows with the link rate adap-
tation approach in order to minimize the power consumption. The shortcomings faced by both
the existing state-of-the-art approaches is that the computation time increases exponentially as
the DC scalability increases. Javed et al. [93] resolved the power optimization issue using a
Thermal Energy-Aware Routing Algorithm (TAEO). The proposed TAEO scheme addresses
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two issues: (1) identifies and avoids hotspot nodes using Specific Absorption Rate (SAR), and
(i1) improves the stability period and network lifetime. Likewise, Awan et al. [94] worked
on the EAR issue for emergency data traffic flowing from delay-sensitive applications. The
proposed approach is named as Priority-based Congestion-avoidance routing (PCAR) scheme.
The PCAR scheme classifies the incoming flow into emergency and normal data traffic. For
emergency data traffic, PCAR approach is used for the minimum delay and enhance the Packet
Delivery Ratio (PDR), while for the normal data traffic, data aggregation and filtration method
is used to reduce the traffic load and minimize the energy consumption. In [95], the authors
manage the orchestration and flow consolidation of the underlying network resources. The
proposed flow consolidation algorithm computes a trade-off between power consumption and
hardware processing modules to save 80% of the energy consumption. Lian et al. [96] proposed
an energy conservation scheme in wireless sensor networks to improve the data capacity.

Maaloul et al. [97] proposed the decision-making EAR solution to maintain a balance be-
tween power saving and resource scheduling. It uses the First-Fit Heuristic Algorithm (FFHA)
in OpenFlow switches by considering EAR with rule space constraints. Kannan et al. [98]
designed a compact Ternary Content Addressable Memory (TCAM) for energy-saving without
switching-off the network devices. The proposed approach by the authors uses small tags to
store and route the data packets, which results in an energy saving of approximately 80%. Like-
wise, Giroire et al. [99] addressed the issue of capacity constraint with respect to power-hungry
flow table TCAM memory. The proposed scheme is a heuristic approach named, as an Inte-
ger Linear Program-based Energy-Aware Routing (ILP-EAR) that computes a feasible routing
solution based on a greedy approach. The optimization algorithm uses the smart space alloca-
tion method for power optimization in OpenFlow switches and routers. In [100], Huang and
Youn address the capacity constraint problem of the TCAM memory by installing a proactive
approach instead of a reactive approach using a hidden Markov model. Similarly, in [101], the
authors proposed different sleep scheduling schemes in wired networks to have green routing.
Kurdi [102] proposed an Ant Colony Optimization (ACO) technique to construct the shortest
path routing based on the pheromone level of ants. Also, Miao et al. [103] designed the pre-
emptive scheduling scheme to minimize the network energy consumption cost.

From the existing schemes, it has been observed that fast flow forwarding plays a significant
role in green routing. For example, Kaur et al. [104] proposed a heuristic approach for load bal-
ancing and energy minimization in Software-Defined Internet of Vehicles (SD-IoV) paradigm.
Zheng et al. [105] proposed a Distributed Flow Consolidation Scheme named as DISCO al-
gorithms for power optimization in DC. The DISCO algorithm improves the scalability of the
DC that performs correlation analysis of each flow separately for flow consolidation. Similarly,
Kaur et al. [106] designed a flow consolidated framework using efficient resource utilization for
energy-minimization in SDN-DC. The proposed scheme uses the First Fit Decreasing (FFD)
technique in order to design a consolidated bandwidth allocation and VM deployment model

that saves almost 27.9% energy consumption as compared to the existing schemes.
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Table 2.5: Summary of the existing state-of-the art schemes.

H Schemes ‘ OO NONONS) ® H
EXR |V ¢ K X X memen
FSR v VX X X MLy 2y ol
REFPR | v v X x x = 2mim) 0om
ElasticTree | vv @ X X v X 1000 servers: 7.3 min
CARPO v X X v v 1000 servers: 8.6 min
TAEO v o X X v X -
PCAR v voX v X -
ILP-EAR v o X X X X -
DISCO v o v X v X 320switches: 21.6 min

(D: energy-efficiency; (2): packet scheduling; @): flow re-routing cost; @: end-to-end
delay; ): link adaptation rate; (6): flow completion time; m: messages; C: bandwidth
capacity.

Motivated from the existing schemes, it is mandatory to design an energy-efficient flow
forwading scheme, which operates on the forwarding nodes (switches). The comparative re-
search gaps found in the existing schemes are summarized in Table 2.5. The existing schemes
achieved the energy-efficiency on switches by using the optimized algorithms for flow routing.
None of the existing proposals considered the packet scheduling and re-routing on OpenFlow
switches. The packet-in messages arrived in the switch queue buffer where they had to wait for
a long duration, till the packet-out messages got scheduled. However, the power consumption
on active links of the switches increases, if the waiting time of scheduling the packet-in mes-
sages increases. Moreover, the re-routing cost also increases the additional energy consumption
in the case; any node is deleted or added in the network. Hence, an optimal re-routing scheme
is required so that during the addition or deletion of a new node, there is no need to change the

entire routing scheme.

2.5.2 Fault Tolerance in DCN

The failure recovery is an another issue of centralized controller connected with geo dis-
tributed DCs. In [107], the author presented a congestion control framework and solves the
congestion events in DCs using SDN-based Incast Congestion Control via Queue-based mon-
itoring (SICCQ) algorithm. The SICCQ algorithm implements two major events i.e. packet
arrivals to the switch ports, and incast detection timer expiry. The incast congestion happens
when many-to-one traffic pattern is followed. It means multiple synchronized requests is send
to a single DCN. In addition, a SICCQ hypervisor algorithm is presented to handle the incoming
packets of different types i.e. incast ON, incast OFF, and TCP Acknowledgment (ACK). Liu
et al. [108] address an important issue related to Controller Placement Problem (CPP) in terms
of network reliability. The CPP issue is resolved by two algorithms named as clustering based

global optimization algorithm and controller placement algorithm based on greedy approach.
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The K-mean clustering algorithm splits the complete domain into multiple sub-domains and
each sub-domain consists of multiple OF-switches controlled by a single controller. The greedy
approach finds the optimal solution with the case of multi-paths to compute the links reliability
between the node and the controller in each cluster. In [109], the author considered the issue of
CPP as a Controller Assignment in Fault-Tolerant SDN (CAFTS). The solution of CAFTS is
resolved by presenting a byzantine approach using a cost-efficient Requirement First Assign-
ment (RQFA) algorithm. The RQFA algorithm maintain a set of controllers as candidate for
assignment. Initially, the candidates is assigned with minimum residual capacity to accommo-
date the switches and check whether the performance is satisfactory. In case, the performance
degrades, a new set of candidate is assigned. Astaneh et al. [110] a dynamic approach named
as optimal Dijkstra-Like Path Cost algorithm is used. The algorithm solves the issue of flow
restoration and the result shows that the proposed approach minimize the number of operations
upto 50% with minimum links failure. Xie et al. [111] address the fault-tolerant issue in multi-
ple controllers in DCN. The author designed an optimal solution by choosing an approximation
algorithms to minimize the overall network overhead on controllers. The proposed technique
supports failure recovery on distributed controllers and reduces the communication overhead
generated from state synchronization.

To solve the above-discussed issues of CPP, several proposals exist in the literature. For ex-
ample in [112], a framework named as Pareto Optimal COntroller (POCO) has been presented
by the authors for the CPP. The POCO framework covers four aspects of CPP (i) inter-controller
latency (i1) controller failure (ii1) network disruption (controller-less nodes) and (iv) load im-
balance. Also, Lange et al. [113] designed a Pareto Optimal solution based on the Simulated
Annealing (POCO-SA). Similarly, in [114], a POCO Multi-Objective Ant Lion Optimization
(POCO-MOALO) algorithm was designed as a Pareto-Optimal solution to select the optimal
position for the controller placement. The proposed algorithm uses the concept of load capac-
ity factor and propagation latency simulated on POCO toolset for the Internet2 Open Science,
Scholarship and Services Exchange (OS3E) topology. Ksentini ef al. [115] proposed a bargain-
ing game for CPP. Similarly, in [116], the authors proposed the distributed approach based on
non-zero sum game theory for CPP. The proposed approach initially computes the payoff on
each controller and then takes the decision about insertion, deletion or load migration among
the controllers by comparing the payoff with the adjacent controllers. Killi et al. [117] adopted
a Capacitated Next Controller Placement (CNCP) scheme to minimize the average latency be-
tween the switch to it’s closest reference controller and between two neighbouring reference
controllers with sufficient residual capacity. It ensures the sustainability of the network in case
of any node or link failure in the network. The term resilience means deploying the extra num-
ber of backup controllers for fault tolerance in case, the primary active controller fails.

Tanha et al. [118] used the approximation algorithm for CPP to prolong the network relia-
bility and to mitigate the issues of any node or link failure in the network. Moreover, in [119],

the authors have extended their research work to address the issues of latency and a capacity-
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aware guarantee of controllers. The proposed scheme uses a clique-based technique in the net-
work topology to ensure the recovery of both the node and the link failure. Zhang et al. [120]
formulated the CPP by using multi-objective function and proposed an optimization approach
named as adaptive bacterial foraging to have the network reliability. In [121], authors proposed
Compare and Drop algorithms to compute the average and worst-case latency. The experimen-
tal results have been tested on Internet topology Zoo to evaluate the impact on the number of
dropped controllers.

In [123], the authors designed a primary-backup controller scheme to ensure fault tolerance.
The results illustrated that the proposed scheme minimizes the number of controllers up to 50%.
Moreover, the controller assignment problem is addressed by using a genetic algorithm and ana-
lytic hierarchy approach in [124]. Similarly, Li et al. [125] proposed a quality-of-service (QoS)
aware resource scheduling scheme by integrating the SDN approach and instance placement
optimization algorithm for virtual networks. The proposed scheme designed a Pareto-optimal
solution based on non-cooperative game theory to improve the service-level agreement. In ad-
dition to the aforementioned issues in CPP, data inconsistency is still one of the crucial issues
using the multiple controllers. Data consistency means synchronization of the messages based
on the ordering of events among multiple controllers. In [126], authors proposed a consensus
mechanism for CPP to perform coordination of events among different controllers, each having
its own database. The proposed scheme uses a leader-follower approach on the control plane
to maintain global data consistency.

Akyildiz et al. [54] presented a survey on Traffic Engineering (TE) approach in SDN.
The author focused on four parameters such as- flow scheduling, fault tolerance, topology
update for new or existing policies, and network traffic analysis. The concept of deploying
distributed controllers, multi-threaded controllers, and generalized controller is introduced for
failure recovery. In [127], the author formulates an Integer Linear Programming (ILP) problem
for virtual network resource allocation issue. The Openflow-based failure restoration algorithm
is designed to dynamically divert the network traffic for link failure restoration and is compared
with the existing pro-active path computation algorithm. The result is implemented in Mininet
simulator using POX controller to link 20 end-points with 44 bi-directional network links. The
performance of the proposed approach is capable to restore around 60% of damaged links while
the pro-active algorithm restores only 32.6% of damaged links. Motivated from the above pro-
posals, it is an essential requirement to design an efficient fault-tolerance SDN framework to
cope up the issues of scalability, resilience, and consistency on the control plane. The existing
proposals worked on the issues of CPP in large-scale networks. However, most of the exist-
ing proposals resulted in finding the least number of controllers required and their placement
with minimum focus on maximizing the fault-tolerance on the control plane. In addition, none
of the authors has addressed the issue of synchronization of messages among the distributed

controllers with scalability and resilience.
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2.5.3 Resource Allocation in DCN

The resource management in SDN architecture is another issue faced by the DCN. Gener-
ally, resource allocation consists of CPU, memory, storage, bandwidth, and channel allocation.
Son et al. [128] solves the resource management issue using a CloudSimSDN simulator. The
author compares the performance of Mininet simulator and CloudSimSDN simulator for re-
source allocation in DCs. The Mininet simulator is suitable to configure and test SDN controller
resources but on the other hand, the cloud-unique characteristics such as- workload assignment
schedulers, VM placement, VM migration rules are difficult to simulate on Mininet emulator.
The CloudSimSDN simulator is a Graphical User Interface (GUI) tool and allows the simu-
lation of all cloud features. Li er al. [129] address the issue of flow-level scheduling in SDN
environment. The author implement a queue scheduling scheme to provide QoS guarantees for
flow scheduling on SDN switches. The numerical results shows that the scheme minimizes the
overall latency by upto 28% and the average throughput is increased to 90.17% at the same
time when the interface has adequate feasible bandwidth.

In [130], the author formulate the virtual allocation of resources in DCs as a Mixed Inte-
ger Programming (MIP) problem. The virtual allocation specifies the necessary requirement
to configure the virtual resources. For example, the configuration of virtual switches requires
the number of flow table entries, memory, and processing power while the configuration of
VMs requires memory, storage, and virtual CPUs. The author presented a QoS-aware Virtual
Infrastructure Allocation on SDN-data centers (QVIA-SDN) scheme to identify the number of
physical resources available for hosting virtual infrastructure. In addition, the author imple-
ment a Deterministic Path Selection (DPS) algorithm to minimize the number of switches by
mapping flow entries and checks whether a physical path exists to hosts virtual links. In [131],
the author proposed a scheme named as Workload-Aware Revenue Maximization (WARM)
to increase the net profit of service providers. The simulation results proved that the WARM
approach performs efficiently utilization of VMs to compute the best routing path for all ap-
plications. The proposed scheme results to decrease the Round-Trip Time (RTT) of jobs as
compared to round robin algorithm and open shortest path first approach. In [132], the author
presented a Nash Bargaining Solution (NBS) that improves the network bandwidth to providers
and saves the delay time. The author considers the resource allocation issue as an optimization
problem and implement a request allocation scheme based on logarithmic smoothing to solve

the optimization problem.

2.5.4 Routing in DCN

The energy minimization problem in DCs can be resolved by applying an efficient routing
scheme. Zhang et al. [88] designed a routing scheme named as Flow Preemption Routing with
Redundancy Elimination (FPR-RE) to manage flow scheduling and eliminates the data redun-

dancy in OF-routers. The scheme inspects the flow execution time and energy consumption
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of traffic flow. In order to choose the optimal routing path for cloud gaming network, Amiri
et al. [133] designed a bi-objective optimization scheme. In addition, the author designed an
Analytic Game Aware Routing (AGAR) approach to deliver high-quality experience for on-
line players by reducing the delay and improves the bandwidth utilization. The experimental
results shows that the proposed approach minimized the End-to-End (E2E) latency by upto
19%, 17% and 14% compared to Dijkstra, Equal Cost Multi-Path routing (ECMP), and the
Hedera routing algorithm. Guck et al. [68] presented a survey on routing algorithms for QoS
in SDN. The author identify four dimensions (4D) suitable for QoS routing approach. The
first dimension represents the topology category, while the second and third dimension repre-
sents the scaling of the topology into horizontal and vertical axis i.e. (X-axis, Y-axis), finally
the fourth dimension represents delay constraints. The author analyzed two best algorithms
such as- Lagrange Relaxation based Aggregated Cost (LARAC) and Search Space Reduction
Delay-Cost-Constrained Routing (SSR-DCCR) to fit all the 4D space. Chiu et al. [134] reduces
the communication time in DCN by designing a routing schemes namely, coflow scheduling
and Minimal Coflow scheduling and routing (MinCoF). The implementation results of the pro-
posed scheme is compared with the OF-scheduling and routing algorithm and achieves better
performance by reducing the average execution time around 12.94%.

Caria et al. [135] presented an approach named as Open Shortest Path First (OSPF) bal-
anced topology partitioning to control prioritized data traffic. The designed scheme performs
the partitioning of network topology into multiple sub-domains and shows that the network
control capabilities in each sub-domains performs better routing compared to deploy complete
single network topology. Wu et al. [136] addressed the issue of massive data migration in inter-
DCs to achieve maximum available bandwidth utilization. The author proposed a bandwidth-
reserving algorithm to reserve the channel links and bandwidth for sending blocks of newly
arrived tasks. In [137], the problem of high power consumption by DCs is solved by adopt-
ing an energy-aware flow scheduling using an exclusive routing scheme in time dimension for
each flow. The result computes that the average flow completion time decreases if the highest

priority is selected to minor flows comparable to Fair-Sharing Routing (FSR).

2.5.5 Security in DCN

Security is an another issue faced in the DCN environment. It becomes crucial to build con-
sistent security policies and analyze the traffic patterns in SDN and NFV platform. In [61], the
authors performed a comprehensive survey on the security challenges across SDN-based cloud
DC environment. The survey mainly focused on the Distributed Denial-of-Service (DDoS) vul-
nerabilities occurred by an adversary on each SDN plane. Additionally, the safeguard mecha-
nisms is also discussed in order to mitigate against the DDoS attacks. Yan et al. [138] focused
on the DDoS attacks may launch by an adversary on the application, control and the infras-

tructure plane. An adversary can launch the DDoS attack on the following methods: attacking
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network applications, northbound API, attacking controller, westbound and eastbound API, at-
tacks on switches, and southbound API. Lorenz et al. [139] designed a fine grained security
policies to defend from security threats by implementing stateful firewalling with SDN and
NFV integrated enabled architecture. The three approaches are used for the placement patterns
of software-based stateful firewall. The first approach is controller-centric approach based on
placing firewall in controller software. The second approach is VNF-centric approach placing
virtualized firewall deployed on the cloud infrastructure and connection setup at the data plane.
The third approach is the hybrid SDN/NFV approach to implement both controller-centric at
the controller for intensive connections and VNF centric at the data plane for connections setup.
Giotis et al. [140] identified malicious events (typically DDoS attacks) in hardware and soft-
ware based OF-devices. In [141], the author designed an anomaly detection technique using
an artificial neural network and NSL-KDD dataset. The proposed scheme analyzed all the col-
lected flow statistics uses time window of 30 seconds to monitor the abnormal activities in the
traffic patterns. Furthermore, once the malicious events and the entropy values of the IP address
and port address (layer 1-4 attacks) is detected, the author implemented an anomaly mitigation
technique using OF to drop the corresponding malicious traffic. In [142], the author introduced
an Intrusion Detection System (IDS) and Intrusion Prevention System (IPS) in order to mitigate
from the malicious attacks. The suspicious activity is identified by deploying IDS and IPS at all
the gateway nodes so that the SDN controller may block such malicious traffic from the control
flow. In [143], the author presented a cloud security service named as VISKA to identify mali-
cious switching nodes at the forwarding nodes. The proposed service mechanism partitions the
data plane into virtual networks using virtualization rather than detecting the malicious activity
on the entire physical network. The dynamically isolated partition creates virtualized network
views of the data plane and easily localizes the abnormal forwarding behaviors at the switch
level.

In literature, the researchers discussed the proof-of-concept prototype of a conventional
layer-3 firewall in SDN but none of the researcher addresses the issue of flow rule conflicts at
any layers. Pisharody et al. [144] addressed the problem of flow rule conflicts at the control
and data layer in distributed SDN controller like ODL controller. The author designed a brew
security policy mechanism, a novel visualization approach to resolve conflicts in flow rules.
Initially, the proposed scheme applies global flow rule prioritization method for the distributed
SDN controllers. Next, the cross-layer checks the flow rule conflicts by extending the conven-
tional firewall policies of conflict classification. Finally, the author implemented a visualization
method to monitor the conflicts graphically by a network administrator. In [145], the author
mainly focus on building an adequate security solution in Service Functions Chaining (SFC).
SFC is a technique used to guide data traffic flows using network functions in SDN and NFV
architecture. The author presented a defense mechanism called as Network Security Defense
Patterns (NSDP) to provide optimal placement of virtual security functions while deploying

SFC in SDN. The security functions are transparently added into the traffic flows to perform
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security checks at each level in different applications types.

2.5.6 Virtualization in DCN

Some of the existing proposals related to virtualization in DCN are summarized as follows:
For example, Feng er al. [146] identify three important issues faced in network virtualization
i.e. (i) optimal placement of virtual network functions, (ii) flow consideration in limited avail-
able resources, and (iii) the allocation of network resources. The author resolve all these three
issues using the fast approximation algorithm named as Queue-length based Service Distribu-
tion (QNSD) algorithm to reduce the Operational Cost (OPEX). Zhao et al. [147] discuss the
limitations of VLAN to build large multi-tenants DCN. The VLAN provides inefficient use
of available network links, limited scalability (uses 12-bit segment ID that supports maximum
4094 tenants ID) to address layer 2 segments, and inefficient placement of multi-tenants seg-
ments. The author adopted a SDN based Virtual Extensible Local Area Network (VxLAN)
architecture [64]. VXLAN uses 24-bit segment ID that supports more than 16 million tenants
has greater extensibility to address the issues of VLAN. In [148], the author enhanced the SDN
functionalities for Ethernet Virtual Private Network (EVPN). The author designed a SDN based
DCs framework to automate EVPN deployment and dynamic routing policy for EVPN.

In [149], the author identify the performance degradation problem of isolated virtual net-
work in a DCN environment. The author designed a scalable solution for DCs called as ViTeNA
approach based on virtual network embedding algorithm to achieve high bandwidth guarantee
to tenants. The algorithm monitors the global network outlook to allocate virtual nodes. The
proposed solution consolidates the virtual networks on limited physical resources and enforce
incremental consolidation for every request instead of doing a periodic consolidation. Wang et
al. [69] formulate two problems 1.e. (a) VM migration time when multiple VMs are migrated,
and (b) bandwidth requirement for each migration. The author considers the problem as a MIP
problem and solves the problem by using a Fully Polynomial Time Approximation (FPTA) al-
gorithm. The designed approach is compared with the existing primary programming problem
and the state-of-the-art algorithms. The result shows that the designed scheme decrease the
service downtime around 20% and the overall VM migration time is decreased around 40%.

In [150], the author accomplish a framework for live VM management inorder to increase
the throughput and reduces the overall network-wide communication cost. The proposed
scheme is S-CORE which is a combination of three orchestration algorithms namely; Round-
Robin, Best-Fit and Lookahead algorithm. The scheme uses two DC network topologies i.e.,
canonical tree and fat tree topology and is implemented in NS-3 simulator. The results shows
that the aggregate throughput is increased to six times based on 12 live VM migrations and by

migrating 50% VMs, the VM-to-VM communication cost is reduced upto 70%.
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2.5.7 Load Balancing and Anomaly Detection in SDN

There exists various research proposals in the literature to resolve the problem of load im-
balance among distributed controllers. For example, Aujla et al. [4] proposed a data offloading
scheme using a Stackelberg game theory for load balancing. The proposed scheme chooses
an optimal network where the selected load can be migrated. In [10], the authors proposed a
game-switch migration algorithm for load balancing in order to maximize resource utilization.
In an another work, Kuo er al. [12] proposed a segmented wildcard forwarding approach to
perform load balancing which reduces the flow table modification cost by 70%. To improve the
scalability in a large-scale network, Zhang et al. [13] designed an online load balancing mech-
anism for the multiple controllers to minimize the average response time on controllers which
works in two phases, i.e., load detection and load execution. On the other hand, an elastic dis-
tributed controllers prototype model named as ElastiCon is proposed by Dixit et al. [151] in an
OpenFlow-enabled SDN model. The ElastiCon model performs load balancing using switch
migration protocol which handles three tasks, (i) load detection, (ii) adaptation decision, and
(ii1) adaptation action. Similarly, Cheng et al. [152] designed a Distributed Hopping Algorithm
(DHA) based on the Markov Chain process in order to address the issues of load imbalance on
multiple controllers. The proposed scheme computes an optimal solution for switch migration
using a logarithmic-sum-exponential function in which each controller performs the tasks in-
dependently. Shang et al. [154] designed a load balancing algorithm to compute the load status
on each controller using flow-requests deviation mean. It is used to migrate the load to the
idle controller from the overloaded controllers by ensuring least flow-requests deviation and
propagation delay. Similarly, Trestian et al. [155] proposed an OpenFlow-based the dynamic
load balancing scheme to compute an optimal path configuration using multiplicative weighted
routing.

Some of the existing proposals also introduced large flows on the network due to flooding
attacks which may lead to load imbalance. Moreover, the large flows statistics on the con-
trollers may generate overhead on the control plane. For example, Giotis et al. [140] proposed
an entropy-based Intrusion Detection System (IDS) scheme to resolve the issue of the DDoS
attacks. The IDS scheme classifies malicious flow by analyzing entropy changes. An adversary
initially hacks the flow rules installed by the controller and then performs modification in the
flow tables. It results in flow mismatch which in turn incurs a long delay. Phan et al. [156]
proposed a scheme named as OpenFlowSIA in order to mitigate DDoS attacks by using the
machine learning algorithm. Two features of the traffic namely as ‘number of packets’ and
‘flow time-duration’ are extracted in the proposed scheme. Then, the flow behavior is cate-
gorized based on Support Vector Machine (SVM) classifier and the output is returned to the
Idle-timeout adjustment algorithm in case of normal traffic behavior, otherwise, the suspicious
traffic is handled by using the policy enforcement module. In an another work, Carvalho et

al. [157] identified the effects of anomalies during worm and DDoS attacks. Likewise, Ha
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Figure 2.12: A Taxonomy of SDN in fog computing.

et al. [158] examined the suspicious traffic in a large-scale network and introduced a traffic
sampling rate scheme to compute a suitable sampling rate for forwarding devices. Similarly,
Amaral et al. [153] proposed an IDS algorithm using Tsallis entropy.

From the analysis of the above proposals, it was concluded that none of the aforementioned
solutions provided a dynamic load balancing scheme that works in tandem with flow-based
anomaly detection and mitigation scheme for SDN. As the Ternary Content Addressable Mem-
ory (TCAM) of the OpenFlow switch has limited capacity to store the number of flow entries, so
a deep flow inspection is required. The proposed scheme performs mitigation from the DDoS
attacks. The attacker launches DDoS flooding attacks by bombarding of unwanted requests
from Internet Control Message Protocol (ICMP) messages and TCP Synchronization (SYN)
messages on OpenFlow switches by establishing fake handshaking process between the source
and destination machine. It creates the issues of bandwidth depletion and resource exhaustion
on the control plane which may prevent the network controller for installing thousands of flow
tables on the OpenFlow switches when the victim network device is under the control of DDoS
attack. Motivated from these facts, it is essential to design a load balancing scheme so as to
reduce the load on control plane by blacklisting the malicious requests.

The summarized overview of the performance analysis of the existing techniques on data

centers networking in SDN architecture is shown in Table 2.6-2.7.

2.6 Fog/Edge Computing

Fog Computing (FC) is a new paradigms of SDN and NFV technologies. The fog nodes

have the innovative added-value capabilities to reduce the E2E latency by migrating the cloud
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services towards the edge nodes. The edge nodes is closer to the end users deliver innovative
services without incurring any delay. The taxonomy of Software Defined-Fog Computing (SD-
FC) network is shown in Fig. 2.12. Baktir et al. [65] presented a survey on Software Defined-
Edge Computing (SD-EC). The authors highlighted the advantages of technologies such as- fog
computing, cloudlet, and Mobile Edge Computing (MEC) managed by SDN Controller which
improves the communication and computation cost. The SDN capabilities performs network
programming and deployed the cloud resources at the edge of the network to reduce the overall
service latency. The communication architecture of SD-DC and edge DC is shown in Fig. 2.13.
The major issues in SD-FC and MEC are energy management, resource scheduling, security,

and virtualization discussed as below in the subsection.

2.6.1 Energy Efficiency in Fog Computing

The primarily goal across SDN-based MEC devices is the energy efficiency in fog comput-
ing. Faruque ef al. [159] analyzed the problem of energy management in homes over SD-FC
platform. The author monitors home power consumption, and efficiently manage the power
consumption by controlling the home appliances such as- Electric Vehicles (EV) charger, Heat-
ing, Ventilation, and Air Conditioning (HVAC) management. The home energy control issue
is resolved by using three Control-as-a-Service (CaaS) schemes namely, (i) smart HVAC CaasS,
(i1) smart EV charger CaaS, and (iii) smart transformer CaaS scheme. The scheme performs
efficient management and controlling of home appliances and the results shows that the power
consumption is decreased significantly. Aujla et al. [160] discussed the issue of huge energy
consumption generated in inter-DC migration. The author considered the multi-edge cloud
scenario and presented a workload slicing and scheduling algorithm to solve the data acceler-
ated operations. In addition, the author proposed an energy aware flow scheduling algorithm for
taking intelligent decisions by the SDN controller for traffic engineering. Finally, a Stackelberg
GT based on multi-leader multi-follower is played by the author to handle the issue of inter-DC
migrations. Sarkar et al. [161] worked on the problems related to huge power consumption,
Carbon-Dioxide (CO,) emission, service latency, and cost in cloud DCN. The author presented
a fog computing model to serve the user demands and uses a mathematical approach to handle
these issues. The result proves that the overall service latency is reduced upto 50.09% with

50% appliances demanding requests spontaneously for services.

2.6.2 Resource Scheduling in Fog Computing

In [162], the author developed a modeling and simulation tool named as “iFogSim” to per-
form resource scheduling. The iFogSim package consists of two modules namely; (1) cloud
only placement: in which deployment of the application modules runs in the DCs, and (ii) edge
ward placement: the deployment of the application modules runs at the edge of the network

(like routers, access points). The iFogSim helps to measures the impact of resource scheduling
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in terms of latency, congestion, energy consumption, and the overall cost. Yin et al. [163] de-
signed a distributed resource sharing algorithm named as Hybrid Alternating Direction Method
of Multipliers (HADMM). The designed scheme dynamically adjust the massive application
data by transferring the cloud data to the fog nodes for pre-processing and analysis. The author
formulate a maximization problem to decide the amount of data processed by the fog nodes.
The proposed scheme reduced the communication overhead by increasing the participation
of fog nodes and updates the variables of fog nodes in parallel. Aliyu er al. [164] presented
a Adaptive Resource Capacity Management (ARCM) approach to optimize the resource ca-
pacity for real-time mobile edge computing applications. Moreover, a Partition Form Games
(PFG) approach in SDN-based inter-cloud architecture is adopted for capacity management
and LB. Ruia ef al. [165] address the problem of increased workload on the controller as fre-
quent requests are generated by the routers and switches. The author presented a flowcache as
a software based cache for temporarily storing the contents of the recent flows table entries in-
stalled on the switches. The flowcache in an SDN architecture acts as proxy layer between the

controller and switches which provides the controller with a large amount of flow table space.

2.6.3 Security in Fog Computing

The edge devices are more prone to security threats. The major security paradigm in a fog
computing environment is required on the gateway nodes, controller, edge switches, and end
hosts. Rawat et al. [66] presented a survey on the security attacks in SDN. The survey focused
on the spoofing attacks, intrusion attacks, anomaly attacks, and DDoS attacks. An adversary
targets the above-mentioned security attacks on the mobile cloudlet platform to break the secu-
rity in SD-EC. Chaudhary et al. [36] mainly focused on the DDoS attacks on mobile cloudlet
architecture. The cloudlet model or Mobile Edge Computing (MEC) has the capability to make
the cloud resources accessible at the edge of the mobile network for mobile users. The author
presented a Kerberos authentication mechanism as a reliable authentication service to defend
from the DDoS attacks. In [166], the author presented a secure distributed fog nodes model
using blockchain techniques in SDN architecture. The fog nodes allow the deployment of fog
services at the edge of the network which improves the overall performance. The proposed
model monitors the real-time attacks on the fog nodes. Additionally, the model reduces the
service latency and increases throughput.

In [167], the author discussed the Cyber-Physical System (CPS) as communication is hi-
jacked from mobile phones to laptops in fog computing. The author mainly focused on the
issues of man-in-the-middle attack launched by an adversary on fog devices (gateway). The
author investigates the CPU and memory consumption on fog devices that suffered from the
attack. Tseng et al. [168] discussed on a serious security concern about the deployment of

malicious application injection on the controller’s runtime. The malicious applications lead to
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Figure 2.13: Communication architecture of SD-DC and edge DC.

the injection of app-to-control threats which exhaust the network resources. The author aims to
design a Secure Network Application Deployment (SENAD) on the controller software. The
proposed scheme partition the controller into a data plane controller for secure flow rules and
the application plane controller to design secure applications for authentication, access control,

authorization, and resource isolation.

2.6.4 Virtualization in Fog Computing

Before discussing the issues of virtualization, we first understand the scope to spread over-
lay network in fog computing. The concept of overlay network decouples the network services
from the underlying physical infrastructure. The overlay network is built on the top of pub-
lic Internet and encapsulates the packet to reach the endpoint network node where the packet
gets de-encapsulated. An example of overlay network in SDN are content delivery networks,
Virtual Private Networks (VPN), Voice over IP (VoIP) network, peer-to-peer network. The list
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protocols supporting overlay network are as follows: VXLAN, Network Virtualization Over-
lays 3 (NVO3), Stateless Transport Tunneling (STT), Network Virtualization using Generic
routing Encapsulation (NVGRE), GRE tunneling and so on. Bruschi et al. [169] worked on the
issue of scalability in the fog computing environment. The author proposed a network slicing
scheme to support multi-domain fog services. The network slicing scheme performs isolation
of services into multiple slices. The proposed scheme offers high scalability by reducing the
number of flow rules in the overlay network. The simulation result is implemented in matlab,
the scheme installed the unicast forwarding rules in the overlay network and compared to the
existing approaches (fully meshed and openstack approach). The performance of the overlay
network shows that the amount of unicast forwarding rules decreased by one order of magni-
tude or four times compared to the existing approach.

Li et al. [170] addressed the issue of VM placement in homogeneous and heterogeneous
cloudlet mesh infrastructure. The author considers same maximum bandwidth capacity and the
same VM slots for each cloudlet node in homogeneous cloudlet mesh. The designed scheme is
optimal algorithm to increase the amount of accepted VMs in the homogeneous cloudlet mesh.
In case of heterogeneous cloudlet mesh architecture, the author considers different number of
VM slots and different maximum bandwidth capacities for each cloudlet node. The author
presented another optimal algorithm to increase the amount of accepted VMs in the heteroge-
neous architecture. The simulation results shows that the limited bandwidth resources still cope
up with the growth of accepted VMs in the cloudlet mesh and increase in the number of VM
slots. Liang et al. [171] designed a collaborative model of SDN and Virtualized Radio Access
Networks (SDVRAN) with the fog computing environment. The author adopted a software-
as-a-service scheme named as “OpenPipe” (virtual resource chain) to perform network level
virtualization and network operations via a network applications. In addition, a hybrid control
model is designed to integrate SDN and NFV with fog computing. The hybrid model consists
of two levels i.e., higher level with a SDN controller located on the cloud layer and a lower
level with local controllers located at the edge of the networks (fog sub-SDNs). Moreover, the
scalability of the network is increased by using a Flow Visor to creates an instance of the SDN
controller and local controller as a virtualized SDN controller and virtualized local controller.

In [172], the author analyzed that the current DC are not suitable for NFV orchestration ser-
vices due to the following issues such as- latency, throughput, and cost. The author proposed
a VirtPhy scheme, a fully programmable architecture for NFV orchestration in fog computing
with the capability to deliver fast innovative services in edge DCs. The proposed scheme uses
a hypercube server-centric topology with test beds implemented using OpenStack cloud plat-
form resulting to improve the service latency, cost, jitter, and throughput. In [173], the author
presented a virtual set-up box scheme by creating virtual entities to replace the physical set-
up box placed at user’s home. The proposed scheme is a network softwarization approach to
support personal cloud services in SDN and NFV architecture with fog computing. The perfor-

mance evaluation proved that the designed approach achieves high QoS with low latency for
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Figure 2.14: A Taxonomy of SDN in Internet-of-Things.

both static and dynamic users.
Table 2.8-2.9 shows the summarized overview of the performance analysis of the existing

techniques on fog computing in terms of different network parameters.

2.7 Internet-of-Things (IoTs)

Software defined Internet of things (SD-10T) is a new computing paradigm build to support
interoperability in between heterogeneous devices. The primary objective of IoTs is sharing
of information globally based on providing unique identity to each devices. Nowadays, with
the expansion of smart cities in modern real-life scenario, billions of IoT devices are connected
with the Internet. The taxonomy of SD-IoT network is shown in Fig. 2.14. The SDN architec-
ture is facing some challenges to handle massive amount of 10T devices. The communication
architecture of SD-10T network is shown in Fig. 2.15. The major issues are related to energy

management, failure recovery, resource allocation, routing, security, and virtualization.

2.7.1 Energy Efficiency in IoTs

The cloud DCs collect the data from IoT sensors through transmission network to perform
data analytics. The transmission network mainly compromised on service latency and more
energy consumption by the sensor devices. Hu et al. [174] addressed the issue of energy effi-
ciency in IoTs and designed a hardware-in-the loop emulation. The designed software emulator
is OPNET to build and test the controller design. The hardware-in-the loop is a cost-efficient
real-time emulation model based on OPNET simulation to design and analyze the errors in the

complex testbeds. The module to implement the emulator is the System-in-the Loop (SITL)
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interface. The designed simulator is compared with the SITL emulator. The results shows that
the OPNET simulation achieves energy efficiency and the delay generated by OPNET is around
0.1 second while the delay incurred in SITL emulation is around 0.4-0.5 seconds. Al-Janabi
et al. [175] focused on energy efficiency in Software Defined Wireless Sensor Networks (SD-
WSN). The author identify two major problems in sensor nodes i.e. resource limitations and
arbitrary diversification in node density of regional location. The author solves both the issues
and presented a new clustering scheme named as Whale Optimisation Algorithm (WOA). The
scheme initially partition the complete geographical area into multiple Virtual Zones (VZ) in
order to maintain the equilibrium of cluster heads in each VZs. The experimental results proved
that the proposed algorithm achieves energy efficiency and improved the amount of packet re-
ceived by 55% as compared to the existing clustering protocols and by 20% compared to the
existing routing protocols.

Wang et al. [176] diagnose the issue of trust management in two major aspects i.e. en-
ergy management and efficient routing scheme to detect the malicious nodes in the SDWSNs.
The author presented a centralized trusted approach on the SDN controller to monitor and de-
coupled the malicious nodes. Moreover, a message aggregation approach and trusted routing
mechanism is designed to monitor and report the network attacks. The simulation results proves
that the proposed scheme defends from the malicious threats such as- Greyhole and Blackhole
attacks. Finally, the scheme improves the packet delivery ratio with low control overhead and
reduces the energy consumption as compared to the existing approaches. Wen et al. [177]
addressed the issues of energy management and E2E delay constraint in routing. The author
presented a common algorithm i.e., Energy Efficient and Delay-Aware Distributed Routing
(EE-DADR) to solve both the issues simultaneously. The proposed scheme is compared with
the existing approach i.e. Greedy Perimeter Stateless Routing (GPSR) and the experimental
results shows that the EE-DADR scheme consumes less energy and reduces the E2E delay as
compared to GPSR scheme.

With the advancement in high bit rate applications, Software defined Passive Optical Net-
work (SPON) technologies plays a crucial role in the broadband services in 4G/5G network.
The SPON architecture is designed by two network modules i.e. Optical Line Terminal (OLT)
and Optical Network Units (ONU). Zhao et al. [178] analyze that the SPON provides high
bit rate to the end users but still the crisis of low bandwidth and high energy consumption is
a critical issue. The author developed an energy-efficient control scheme by collaborating the
optical access networks and metro network resources. The presented scheme results to improve
the energy consumption in SPON and achieves high bandwidth utilization. In [179], the author
observed the problem of big data processing in SD-IoT. The author formulate an optimization
problem called as sensor data selection, data processing, and routing to reduce the overall en-
ergy consumption in SD-I0T. The proposed scheme is Energy Efficient Sensor Selection and
Routing (ESR) based on a log|K| approximation algorithms. The experimental results finds

the optimal sensor selection and reduces the total energy consumption in SD-10T upto 56%.
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Figure 2.15: Communication architecture of SD-IoT.

2.7.2 Fault Tolerance in IoTs

The SDN architecture is facing the congestion problem due to limited memory capacity
for storing the flow tables into the switches. However, the elephant flows (huge flow) over the
network is handled by using an efficient cache mechanism in order to prevent the overflow of
massive mice flows (tiny flows). Pan er al. [180] compute a solution by designing an optimal
flow cache policy named as Adaptive Least Frequently Evicted (ALFE). The proposed ap-
proach is compared with the Least Recently Used (LRU) cache placement policy and is tested
over 1000 cache entries. The dataset traces is achieved from Center for Applied Internet Data
Analysis (CAIDA) and the simulation results shows that the ALFE approach increase the cache
hit by 15% as compared to LRU approach. In [181], the authors focused on the reliability of
the SD-IOT network. The reliability in terms of connectivity rate, the average link quality, hop
counts, and resource management. The author introduced a dynamic approach in SD-IOT to
minimize the control overhead in selection mechanism of network resources. The concept of
distributed controllers enables the placement of primary controller, secondary controllers, and
local controllers to control the network nodes. The selection strategy of the number of local
controllers is an important concern. The appropriate scheme is Connected Dominating Sets
(CDS) based on fuzzy approach helps to compute the relevant number of local controllers re-
quired to perform smooth execution of resources.

Shi et al. [182] primary focused on the robustness and reliability in SDWSNs. The author
designed an energy-efficient and fault tolerance multi-core architecture (EE-MWSN) to achieve
low energy consumption as compared to WSN platform (TinyOS and TelosB). In [122], the au-
thor presented a pattern framework as a prototype model for SDN layered architecture. The
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framework consists of pattern schema (specification and language) located at the application
layer to modify the network topology. The pattern language develops the pattern rules to be
executed on the controller. These pattern rules are installed on the forwarding devices in order
to detect the link failure and faults.

In a distributed controller environment, the issue of cascading failure generally occurs when
a specific controller gets failed then the network is overloaded and leads to packet loss. Hosny
et al. [183] worked on the issue of cascading failure problem. The fault tolerance in SDN is
handled by using a feedback control based on LB approach. The proposed scheme minimized
the cascading failure problem on the distributed control plane by using a feedback control pol-
icy. A feedback control policy broadcast the report to all the distributed controllers and helps
to automatically migrate the load to the neighbor controllers. The performance of the proposed
approach helps to reduce the packet loss upto 14% and minimize the packet delay upto 17%.
Although multiple controllers are deployed to achieve fault tolerance in the network but at the
same time, security and the mapping from the switches to controllers and vice-versa is the ma-
jor concern. Mohan et al. [123] identify the issue of controllers overhead and byzantine threats
on control messages when an individual switch is mapped to 3 f 4 1 controllers. The author
presented a Primary and Backup switch-controller (P-BC) mapping approach in which an indi-
vidual switch is mapped to f + 1 primary controllers and f backup controllers. The presented
approach helps to mitigate from byzantine attacks on f backup controllers. In addition, the
proposed approach calculate the minimum number of controllers required with each controller
capacity in order to avoid delay. The results is compared with the traditional approach which
proves that the scheme minimize the overall controllers requirement upto 50% and improves

the network load within controllers with a fairness index upto 0.92.

2.7.3 Resource Allocation in IoTs

In highly dense smart cities, huge volumes of data is generated from smart sensors hence
it becomes difficult to accomplish service requests to multiple service providers within a short
span of time. The requirement of resource allocation in SD-IoT network is mandatory. Munir
et al. [184] uses the concept of Reinforcement Learning (RL) approach and presented an intel-
ligent agent service fulfillment algorithm to resolve the issue of delay incurred through multiple
service requests. The presented scheme is implemented in fog-based controller unit and results
to achieve high performance by reducing the processing and waiting delay. The proposed ap-
proach achieves the time complexity of around O(n?) and each sub-problems produce the time
complexity of O(2".n). The results shows that when the delay is 0.10 ms it achieves maximum
utilization of resources. Bouten et al. [185] focused on the issue of limited resource capacity
constraints to map VNFs with the physical infrastructure and fast routing of data transmission
in virtual paths. The author find an optimal solution for mapping the VNFs or Service Function

Chaining (SFC) requests in a reasonable time. The author proposed a semantic SFC validation
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model to decrease the mapping time of service requests. The simulation results shows that the
semantic matching on individual mapping of 100 service requests, the mapping time is reduced
to 50%. Furthermore, considering the mapping of 20 SFC requests where each SFC has 5
VNFs then the average execution time comes out to be 0.85 seconds. The scheme significantly
save the mapping time of an algorithm.

Cerroni et al. [186] observed the problem of low reliability and high latency generated due
to increased in the SFC requests. The author presented a reference multi-domain SDN/NFV ar-
chitecture by creating a service chain of network functions running on the hardware platforms
and enhance flexibility in service deployment. Additionally, an intent based NBI architecture is
presented in SDN for service orchestration. The average response time of the proposed model
achieves high reliability with average latency of 31.7 ms with 95% confidence intervals and
minimize the average latency upto 0.3 ms. Banaie et al. [187] discussed about the data sharing
by adopting virtualization to create virtual sensors resources on cloud platform as an instance
of physical sensors. The author uses queuing model to develop a scheduling approach to bal-
ance the load of virtual sensor resources. The proposed approach distributes the load among
virtual resources and decrease the average completion time around 20s. However, in addition
to resource allocation problem, ubiquitous flow control and device mobility is also an impor-
tant concern in SD-IoT network. Wu et al. [188] presented a UbiFlow control mechanism to
address the issue of mobility. The designed approach partition different geographical loca-
tions and deploy distributed controllers. The UbiFlow controller examined the flow scheduling
in each partition and the results proves that the average flow transmission delay is less than
0.4s for mobile devices. The performance of the new scheme is robust in flow scheduling and

achieves stability in mobility management.

2.7.4 Routing in IoTs

The network performance can be improved by designing an efficient routing scheme in SD-
IoT. Lee et al. [189] design an efficient heuristic scheme for Segment Routing (SR) through an
ordered MPLS approach to cope up with the bandwidth requirements. The performance of the
designed algorithm shows an improvement in the average rejection rate and average network
throughput. Kitsuwan et al. [190] addressed the issue of overflow in OF messages generated at
the controller. The proposed scheme is two-MPLS tags to reduce the flow scheduling. The tags
or label are generated on each network packets to route the packets from source to destination.
The first tag is labeled to escort the network packet from source switch to the edge switch of
a destination class and the second tag is labeled to escort the packet from the edge switch to
another switch of a local class. The experimental results shows that the scheme reduces 81%
of the flow messages and 74% reduction in the number of permanent flow entries as compared
to the existing schemes. Challa ef al. [191] address the issue of insufficient flow table memory

and computes a solution for fast flow forwarding. The proposed scheme uses probabilistic data
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structure named as Multiple Bloom Filter (MBF) as a space efficient technique. The proposed
approach is designed column-wise to store the flow entries in SRAM rather than TCAM and
returns the error probability of less than 1%. The results are compared with the LRU approach
and reduces the lookup times upto 37% with flow table capacity of 2000 entries.

Zhijie et al. [192] focused on the similar issue of memory shortage of flow table and the
routing flow forwarding speed. The author presented a scheme called as Hash Offset Tree
Match on Longest Prefix (HOTMLP). The scheme performs the packet lookup and fast for-
warding in SD-IoT network. The scheme apply hashing on the longest prefix rule matching to
reduce the storage space and the exact prefix matching is selected based on the tree approach.
The results proves that the designed algorithm performs faster lookup with space complex-
ity of (O(2+n/k)). In addition, the presented routing method forward around ten millions
packets per second. In [193], the author presented a low energy adaptive clustering hierarchy
(LEACH) heterogeneous routing protocol to achieve both energy efficiency and optimal rout-
ing. The routing scheme is simulated in ns-2 by considering a network of 50 nodes with initial
energy of 10 joule, and trust value is 5. The designed scheme is compared with the existing
routing methods i.e. Adhoc On-Demand distance Vector (AODV), Dynamic Source Routing
(DSR) and performs better performance in terms of energy and routing by reducing E2E delay.
Lin et al. [194] identify the issues of packet loss, delay and bandwidth in existing routing pro-
tocols. The author proposed an efficient dynamic routing algorithm i.e. simulated annealing
based QoS-aware routing (SAQR) to compute the optimal fit path by using cost function. The
SAQR algorithm is compared with Multi-Network Information Architecture (MINA) layered
controller approach. The results shows that the proposed scheme achieves better fitness ratios
with delay reduced to 88%, packet loss reduced to 90.8%, and bandwidth requirement of packet
flows is improved by 86.5%.

2.7.5 Security in IoTs

With the rapid deployment of wireless sensors in smart cities, the Device-to-Device (D2D)
communication is more susceptible to security threats. As single controller is handling the
complete network infrastructure, the chances of malicious distributed denial of service (DDoS)
attacks may infect the heterogeneous IoT devices [67]. Hence, it becomes mandatory to provide
defense mechanisms so that the controllers establish resilient and reliable connections with the
switches. Gharaibeh er al. [195] analyzed a survey on the data management and security in
smart cities SDN-IoT environment.

Assis et al. [196] addressed the issue of DDoS attack as enormous malicious requests sends
on the controller which degrades the overall network performance. The designed approach
mitigates from the DDoS attack by using Game Theory and Holt-Winters for Digital Signature
(GT-HWDS). Moreover, the author uses fuzzy logic and genetic algorithm for digital signa-
ture (Fuzzy-GADS) to identify and mitigate suspicious behavior of the requesting nodes. The
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performance of the designed scheme shows that the alarms got triggered automatically on the
controller by the GT-HWDS and Fuzzy-GADS algorithm whenever an anomaly is detected.
In [197], the author presented an architecture regarding the issue of mirai-botnet DDoS at-
tack (malware) infecting IoT devices. The defense mechanism is the edge-centric SDN-IoT
framework. The presented framework performs two tasks namely; (a) malware detection and
mitigation of infected node, (b) flow handling algorithm on the controller. The simulation re-
sults shows that the designed algorithm is efficient detect and mitigate the infected node with
an average detection time of 6.02 seconds.

Phan et al. [198] addressed the similar issue of DDoS attack in SD-IoT network by using
a hybrid model. The author presented a novel hybrid flow handler mechanism based on two
classification modules i.e. Support Vector Machine (SVM) and Self Organizing Map (SOM).
The various linear SVM initially classifies the flow entries exist in the OF-switches. The linear
SVM representation checks whether the flow entries are present in between two margin lines, if
found then forward those entries to the SOM method for further judgment. The SOM module
makes the final judgment of the suspected patterns based on the weights computation of neu-
rons. The experimental results shows that the proposed hybrid model attains better accuracy in
terms of the following parameters such as- True Positive (TP), True Negative (TN), False Pos-
itive (FP), and False Negative (FN) errors. Dao et al. [199] presented a Adaptive Suspicious
Prevention (ASP) mechanism to prevent the SDN controller from DDoS attacks. The proposed
technique is embedded with the OF protocol to protect the DDoS attacks on the switches. The
performance analysis shows that the designed technique is capable to defend from security
attack by upto 38%.

2.7.6 Virtualization in IoTs

With the advent of wireless sensors, the drive for virtualization is required on the cloud
with the emergence of technologies like SDN and NFV. The virtualization has the capability to
dynamically allocate the resources on the applications whenever required. Moyano et al. [200]
addressed the issue of manual configuration in residential networks. The author solved the is-
sue of residential networks based on NFV and SDN network centric approach by configuring
the residential gateways through network programmability. The author develops a Residential
Network Management Application (RENEMA apps) on top of the SDN architecture as an ap-
plication layer to control the network traffic and interact with the user devices. The presented
framework improves the overall throughput of the Home Area Network (HAN). In [201], the
author identify the problem of scalability and extensibility in SDN- NFV architecture. The
author designed a protocol named as HyperExchange on the control plane to offer exchange of
services in inter-domain virtual networks. The protocol provides flexibility in peering and in
addition supports authentication and authorization through remote APIs for inter-domain ten-

ants.
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Drutskoy et al. [202] also addressed the issue of scalability in SDN-NFV architecture. The
author explore FlowN architecture having the ability to modify the mapping between the physi-
cal and virtual forwarding devices. Furthermore, the author highlights the benefits of container-
based virtualization to minimize the virtual network mapping overhead of deploying multiple
controller applications. The FlowN architecture provides the mapping between the virtual and
physical resources as each tenant has an illusion of its own available address space, network
topology, controller application, and database. Duan et al. [203] presented a 2-D abstraction
model of layer and plane architecture of SDN-NFV. The architecture discussed the layer dimen-
sion abstraction consists of five layers such as- physical, network interface, Internet, transport,
application layer. The plane dimension abstraction shows the SDN three planes- data, control,
and management plane. Blenk et al. [204] examined the issue of high latency overhead incurred
on the control plane due to the existence of multiple virtual controllers. The author formulate
the problem based on mixed integer programming in order to optimize the placement of virtual
controller or network hypervisor instances. The author performs the trade-off strategy for op-
timal controller placement of virtual controllers so that maximum nodes is served. The overall
network latency is reduced by upto 42% by covering the distance of 5.10° km to 2.9.10° km by
virtual controllers.

Table 2.10-2.11 shows the summarized overview of the existing work on SD-I10T.

2.8 Healthcare Network

The Healthcare network (HCN) becomes a hot spot to provide remote medical facilities at
homes with the adoption of smart sensors. Using wearable devices, the clinical facilities is pro-
vided at user’s home in order to reduce the overall CAPEX and OPEX rather than visiting hos-
pitals. The healthcare industry is focusing on various parameters like; data collection through
wireless sensors, data transmission via high-speed Internet, secure data storage on cloud, and
data analytics on data centers. Using the underlying network technologies like SDN, NFV and
5@, the healthcare industry is improving at a rapid pace to ease the living standards of the users.
The human to machine interaction between the users and doctors is possible by using wearable
devices and is expected to improve the healthcare services through regular monitoring. The
taxonomy of SD-HCN is shown in Fig. 2.16. However, the Software-Defined Healthcare Net-
work (SD-HCN) is offering best QoS to the end-users but still there are some issues that affect
the overall network performance of the system. The communication architecture of SD-WBAN
network is shown in Fig. 2.17. The major issues in SD-HCN are routing, security, resource

scheduling, and mobility. The related work in all these issues are discussed in this section.
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Figure 2.16: A Taxonomy of SDN in Healthcare Networks.

2.8.1 Routing in Healthcare Network

In smart communities, mostly people are health conscious so healthcare monitoring system
is performed by deploying intelligent sensors in smart homes for data collection and transmis-
sion. The collected data is transmitted to the cloud for data analytics and finally stored and
processed through the cloud service providers. The major issue faced in the SD-HCN is high
latency as multiple requests are processed simultaneously may saturate the SDN controller.
Aujla et al. [205] focused on the issue of routing and network overhead generated on the con-
trol plane. The author presented an integrated approach for dynamic traffic flow management.
The approach is divided into three phases: (a) a dependency removal method is presented on
the incoming requests at OF-switches, (b) an application-specific packet classification method
is adopted on the controller by using decision tree in order to classify the application features,
and (c) the congestion and starvation problem is handled in classified traffic flow on the con-
troller by using Priority Shifting (PS) scheme based on M/G/1 queuing model. The designed PS
scheme is compared with the First-In-First Out (FIFO) scheme. The simulation results shows
that the average waiting time of the highest priority data is achieved with low latency and high
bandwidth as compared with the medium or low priority data.

Li et al. [206] addressed the issue of high latency and scalability during data transmission
of e-healthcare in Software Defined Wide Area Network (SD-WAN). The author presented a
scheme named as Protocol-Oblivious Forwarding (POF) based source routing protocol. The
proposed protocol performs processing of each packets by replacing conventional approach i.e.
table lookup process by a new approach i.e. table pipeline processing for efficient routing on

SDN switches. The performance of the designed scheme is better than the conventional ap-
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Figure 2.17: Communication architecture of SD-WBAN.

proach in large scale WAN because the controller configure only the ingress and egress edge
switches while the conventional OF-protocol, the controller have to configure all the switches.
The simulation results shows that the proposed scheme reduced the path setup latency to much
extent in SD-WAN for huge traffic flow. Lin ef al. [207] pay attention to improve the overall
healthcare monitoring system. The author presented an architecture for Big Data Application
in Emotion-Aware Healthcare (BDAEAH). The designed technique is based on emotion com-
puting by considering user’s emotions or illness as the most important factor to perform better
patient treatment. The presented BDAEAH architecture performs four functions mainly; (a)
collect physical signal of user’s emotions through wearable sensors, (b) data transmission on
data centers through SDN and 5G services, and (c) data analytics of emotion computing on data
centers, and (d) display final decision to remote users or doctors. The designed architecture re-
sults to improve resource utilization and is expected to improve the overall healthcare services

to remote clients.

2.8.2 Security in Healthcare Network

Hayward et al. [62] examined and presented a detailed survey on the issue of security in SD-
HCN. The survey discussed various security threats occurred in the distributed controller frame-

work. The list of security threats are as follows: unauthorized access (Controller Hijacking),
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data leakage (side channel attacks), data modification (man-in-the-middle attacks), malicious
compromised SDN applications (illegal OF-rules), and DoS attacks (flooding unauthorized re-
quests on Controller-Switches communication). The smart healthcare services mainly focused
on data collection, aggregation, and analysis of sensors data but security is the most important
issue arises as sensitive patient’s record is shared on the public insecure channel through vari-
ous wireless technologies.

In [208], the author analyzed the importance of secure data storage and transmission in
e-healthcare system. The author presented a SD-1oT centralized architecture in cloud and fog
computing. Using network virtualization, the multiple controllers are deployed on the con-
trol plane and implement a distributed model based on blockchain technology on each con-
troller. The presented blockchain technology maintain secure patient’s records by validating
every transaction and finally add each authenticated data block in the blockchain. Shayokh et
al. [209] discussed the growth of virtual hospitals based on SDN technology to provide regular
medical facilities for remote users. The major problem analyzed by the author in Wireless Body
Area Networks (WBAN) is mainly insecure content delivery of patient’s sensitive records. The
author presented a secure authentication protocol i.e. Kerberos as a defense mechanism for
secure data delivery in WBAN for virtual hospitals. The experimental results shows that the
proposed protocol reduces latency and perform better security in packet inspection to verify
whether it is normal or medical data.

The IoT devices plays an important role in smart healthcare system by monitoring the
Personal Health Information (PHI) of end-users and displays the aggregated report on smart
phones. The aggregated report is transmitted on remote DCs to check the authentication of
each mobile patients. The authenticated mobile patients are allowed to share his/her report
on social networking to create a group based on Symptoms Matching (SM). This process is
called as Mobile Healthcare Social Networks (MHSN) and acts as a self-organizing approach
to provide remote healthcare services to patients. Jiang et al. [210] focused on the challenges
faced by sharing PHI with the unknown guest in MHSNSs. In case, the unknown guest is an
adversary then the privacy of sensitive information will no longer exists. To overcome the mis-
use of sensitive SM information, the author presented a technique known as two RSA based
blind signatures SM. The proposed two blind signature technique performs both coarse grained
and fine grained SM approaches. Moreover, a probabilistic data structure called as bloom filter
is also used to check the similarity degree of two patients symptoms based on their weighted
euclidean norm. The performance of the designed scheme is proved to be practical in maintain-
ing privacy preserving for SM of patient records. The numerical result shows that the proposed
scheme is tested for both the coarse grained and fine grained techniques by considering 50 and
100 symptoms. From the experimental results, the coarse grained SM technique achieves an
average CPU loads of 16.4% for 50 symptoms and 17.3% for 100 symptoms while the average
power consumption for both the symptoms are 2205.2 mw and 2502.1 mw. Likewise, the fine

grained SM technique computes for 50 and 100 symptoms to produce an average Central Pro-
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cessing Unit (CPU) loads of 15.7% and 17.6% while the average power consumption is 2126.3
mw and 2457.7mw.

Meng et al. [211] focused on the issues of malicious attacks launched by an intruder in
SD-HCN. The proposed scheme is trusted Bayesian inference model deployed with Snort IDS
to inspect normal devices or malicious devices inside healthcare organizations. The author sur-
veyed on 12 medical organizations and analyze the performance of the proposed scheme. The
experimental result proved that the proposed scheme is capable to decrease the trust value of
malicious devices both on the controller and switch side. Chaudhary et al. [212] analyzed two
major security threats in SD-HCN. An adversary launched eavesdropping attack during data
transmission and man-in-the-middle attack at the time of data storage on the public cloud. The
author presented a lattice based cryptography technique to mitigate both the security attacks.
The issue related with the data exchange between the patients and doctors is solved by using
a key exchange authentication mechanism based on lattice based cryptosystem. The second
issue of insecure data storage on public cloud is solved by using an encryption and decryption
process. Furthermore, the author applied access control mechanism to assign permissions of
access rights for each patients and doctors whenever accessing any information. The perfor-
mance of the designed scheme shows that the lattice cryptography technique is resilient from
quantum attacks and reduced both the communication cost as well as the computation time.

In [213], the author examined the challenges related to suspicious activities occurred by
the traveling patients. The author designed two approaches i.e. attack signatures and behavior
based IDS to monitor and trigger an alarm to the hospital staff, in case any suspicious activity
is found from the roaming patients. The designed approaches classifies the healthcare traffic
from other traffic and impose a fine-grained security policies on the controller. The database of
the security policies is maintained on the SDN controller to track live location of each patient
and monitors the communication among patients. Finally, the performance of proposed the
scheme is observed to be capable enough to figure out malicious devices and dynamic modify

the security policies in order to mitigate from abnormal behavior in hospital environment.

2.8.3 Resource Scheduling in Healthcare Network

The key consideration in smart HCN is resource scheduling because the problem of net-
work congestion arises due to lack of available resources. Li et al. [214] solved the problem
of resource scarcity and network congestion in SD-HCN. The author presented an optimal LB
technique based on SDN and SFC to eliminate the requirement of large number of resources.
The SFC is build based on meta heuristic approach i.e. Simulated Annealing (SA) algorithm.
The main objective of the SA algorithm is to achieve minimal transmission time and cost for
content delivery on the medical teams through LB. The performance of the proposed SA algo-
rithm is compared with the greedy algorithm. The results shows that the SA algorithm attains

superior results than greedy algorithm in terms of transmission time for less number of users
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(Iess than 50) while for the large number of users (150 or more) the greedy algorithm is more
appropriate.

In [215], the author discussed about the comfort level achieved due to chemotherapy avail-
able at user’s home. The patient or users in daily routines activities can perform their medical
treatments such as- heartbeat checkup, diabetes, voice disorder, blood pressure and so on. The
author presented a healthcare framework based on edge computing and apply deep learning
method to solve the problem of voice disorder assessment. The proposed framework achieves
low latency as mostly the computation is performed at the edge nodes. The results shows that
the proposed approach takes 0.13 s to identify voice disorder and 0.23 s to classify voice dis-
order and finally, attains 98.5% accuracy with more than 99.3% sensitivity. Rego et al. [216]
analyzed the challenges faced in smart cities during emergency situations like; accidents, ter-
rorists activity, fire, natural disasters and so on. The major challenges of improper traffic flow
management and high latency is the key consideration. The author presented a SDN-IoT based
control strategy and proposed an alarm treatment algorithm to minimize the damage to hu-
mans and emergency resources. The control strategy performs efficient resource scheduling
by using traffic lights, cameras, and alarm triggered management system. The proposed strat-
egy dynamically divert the traffic flow routes from normal behavior towards emergency area
by giving highest priority to emergency traffic in order to reduce the delay time in providing
emergency services. The simulation result shows that the proposed algorithm reduces the aver-
age latency from 26 milliseconds (ms) to 17 ms and minimized the delay time by upto 33% in

emergency traffic.

2.8.4 Mobility in Healthcare Network

The SD-HCN are adopting Body Sensor Networks (BSN) in remote or rural areas for data
collection and deliver the content to doctors via a wireless networks for real-time diagnosis.
The issue of mobility or signal fading generally arises in wireless networks during data trans-
mission. The mobility in HCN may lead to packet loss and increase the delay time for data
transmission. Hence, the dependability and reliability of e-healthcare system is an important
concern. Junior et al. [217] performed a survey on mobility issue in context with mobile cloud
environment. The author analyzed the Systematic Mapping Study (SMS) strategies performed
by various researchers to handle the mobility in mobile cloud scenario. The mobility strategies
considered by the author are as follows: hand-over algorithm, mobility management, QoS sup-
port, multi-modal support, proxy support and so on. Silva et al. [218] addressed the problem
of mobility and poor QoS in SD-HCN. The author presented a mobility control scheme called
as Context-Aware Mobile Approach (CAMA) to resolve the issue of mobility in e-healthcare
services. The author considered the handover mechanism to enable the mobile nodes best con-
nected. The proposed framework uses the Fuzzification system model for handover prediction

based on current eHealth session. The performance of the CAMA approach helps to achieve
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reliability in mobility issue by improving the point of attachment and handover decision. Fur-
thermore, the proposed framework reduced the E2E delay and minimizes the packet loss at the
time of content delivery.

The summarized overview of the existing work in SD-HCN is shown in Table 2.12.

2.9 Open Issues and Future Directions

The open issues and future directions related to control plane optimization on software-

defined networking for a multi-cloud environment are discussed below.

* Scalability: Scalability for the control plane optimization is one of the issues in software-
defined networking. The scalability issue is concerned with the isolation of the control
and data planes. The major bottleneck with the control plane is the enormous traffic
load to execute millions of flows per second. The overhead with the control plane is
flow setup latency, dynamically increase the network controllers and their placement,
data distribution among distributed controller instances, and large flow table size. The
reason for the issue of scalability at the control plane is due to an increase in the network
size by deploying virtual network resources. In addition, space limitations in forwarding
tables and an increase in IP security entities for imposing the defense against security
threats arise the scalability issues. A single network controller has limited resources
such as— bandwidth, computing power, and memory for effective network management.
Therefore, in order to improve network scalability, it is essential to implement multiple

distributed controllers.

* Energy Management: Another issue that arises on the data plane is high energy con-
sumption on OpenFlow switches. The energy consumption in SDN depends on the num-
ber of switches, switch ports, link utilization, traffic flow, and update in the flow table
entries. The energy consumption increases due to excessive placement of virtual ma-
chines, improper utilization of resources, increase the number of CPUs, increase the

level of security attacks, modifying the flow rules, and switching the nodes.

¢ Fault Tolerance & Resilience: Due to their centralized architecture, the issue of scal-
ability alongwith resilience (to overcome the single point of failure) are still major con-
cerns, which need new solutions from the research communities. In a distributed con-
troller environment, the issue of cascading failure generally occurs when a specific con-
troller gets failed then the network is overloaded and leads to packet loss. The consid-
eration of failure recovery is important to create the backup of the network load at the
time of controller failure. The issues of resilience in SDN can be addressed by deploying
multiple controllers at the control plane such that the data plane works smoothly in case

of failure of a single network controller. It is crucial to find a minimal number of active or
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primary controllers and a minimal number of backup controllers by using some heuristic
approaches. It can be used to achieve a high-performance gain in large-scale networks.
It extends the control plane functionality by improving scalability, reliability, efficiency,

latency, redundancy, and data consistency.

* Load Balancing: In a distributed controller architecture, switches are mapped to their
reference controllers. During the peak load, some of the switches receive mice flow while
others may receive an elephant flow. This unpredictable and dynamic nature of the in-
coming traffic flow creates an issue of load imbalance at the control plane. Therefore,
Load Balancing (LB) is required in order to migrate the load among different controllers
resulting in a balanced state of the network from an overloaded controller to an under-

loaded controller.

* CAPEX & OPEX: The capital expenditure and operational expenses are still open issues
in SDDC. Thus, in order to find a minimal number of active and backup controllers, the

CAPEX and OPEX is an important consideration that affects the overall network cost.

* Security: Also, it is required to design a secure and dependable access control policies
on the forwarding nodes (OpenFlow switches) such that they are capable of detecting
anomalous behavior of the incoming flow. The flow statistics may reveal anomalies on
the OpenFlow switches which may result in various malicious threats. In the era of the
IoT, one of the threats, i.e., botnets can generate Distributed Denial-of-Service (DDoS)

attacks.

* Mobility & Wireless: The research challenges with mobility and wireless communi-
cation on the data plane of SDN are spectrum limitations, multipath propagation, QoS
guarantee for the real-time applications (video calling, file transfer, live broadcasting),
energy limitations, device mobility (area coverage, device velocity, etc). The SDN-based
wireless networks are wireless local area networks (WLAN), and cellular networks. The
most critical open issues with wireless communication are the increased demand for
bandwidth, dynamic traffic patterns, inter-cell interference, and intra-cell interference.
The issues with the device mobility are poor signal strength as connection continuity

becomes difficult for moving users.

* Interoperability and Consistency: The control plane generally facing the research chal-
lenge of interoperability between distributed controllers and the eastbound and west-
bound application programming interface. Examples of programming languages are
Pyretic, SDNi, ForCES interface, etc. It is essential to ensure application portability

and interoperability in multiple domains, multiple layers, multiple vendors’ equipment.

* Routing & Flow Forwarding: The network performance can be improved by designing

an efficient routing scheme in SD-IoT. It is a core concern to address the issue of overflow
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in OF messages generated at the controller and insufficient flow table memory and com-
putes a solution for fast flow forwarding. The issue of flow table memory limitations can
be resolved by using probabilistic data structures for space efficiency. The probabilistic
data structures are designed column-wise to store the flow entries in SRAM rather than
TCAM and returns the error probability of less than 1%.

* Availability of Controllers: Another core concern is the availability of network con-
trollers. The nodes or switches in the network should be reachable to the network con-
troller to process the smooth execution of traffic flow. The farthest switch linked to the
network controller is facing the issue of high network latency and controllerless nodes
that affects network performance. Thus, it is an important concern to decide the optimal

number of controllers and their location to ensure high QoS with minimum latency.

* Limited Flow Space: One of the research challenges is limited memory space to store
the flow table entries. The flow tables are stored in TCAM and the capacity of the chip is
around 4000-32000 flow entries i.e., around 133 million flow lookup/second. However,
TCAM is an expensive and power-hungry storage device. Hence, it is essential to apply

compression, wildcard matching, and labeling methods to reduce the flow space entries.

2.10 Research Gaps

After the detailed analysis of the aforementioned existing proposals with respect to the

current status of the DCs, the following research gaps have been identified.

* Vision of traffic engineering at the DCs is moving at a slow pace. With an increase
in the number of cloud IP traffic and DCs IP traffic globally, the vision for enabling the
network traffic to flow smoothly through the underlying network infrastructure is still not
fully addressed. The traffic resides within the DCs, inter-DC traffic, and the end-users
connected to the DCs through the Internet is growing at a rapid pace but the dynamic
approach to handle such high volumes of traffic is moving at a slow pace. A lot of

studies and projects are going on world-wide but still, a lot needs to be done.

* Focus on reducing operational expenditure and capital expenditure rather than
making DCs self-sustainable. The focus of the majority of the existing studies was only
on operational and cost minimization of DCs rather than making DCs self-sustainable.
None of the existing works attempted to ease the network load in a multi-cloud environ-

ment.

* Less focus on energy-efficient based fast flow forwarding. Existing studies utilized
flow forwarding as a primary source to perform data forwarding. None of the work tried
to propose a fast flow forwarding based on an energy management scheme to sustain DCs

with minimum energy consumption.
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* Inefficient utilization of resources and servers in DCs. Even after vast research in
cloud computing worldwide, the over-provisioning of resources is a common practice
and there are various DCs that are under-provisioned. This leads to inefficient utilization

of resources which increases energy consumption and operational cost of DCs.

* Less focus on multiple active controller assignment. While deploying multiple SDN
Controllers, the decision of the location of the active SDN Controllers is moving at a
slow pace. The optimal decision helps to maximize the number of nodes controlled by
each active controller. This issue of the controller assignment will lead to an increase in

the average control latency.

* Less focus on virtual hypervisor placement to maximize resource utilization. With
the network virtualization, the problem of deciding where the hypervisors locations should
be present and how many hypervisors instances are needed to give optimal performance

is still not addressed in multi-controllers networks.

* No optimal trade-off scheme for fault-tolerance at the control and data plane. The
existing proposals fail to achieve fault tolerance in a heterogeneous multi-cloud DCs.
The problem of failure recovery at the data plane, control plane, and at the controller

creates a big issue as SDN is a centralized architecture with distributed controllers.

* Heterogeneous nature of servers not addressed while proving energy-QoS aware
schemes for DCs. The existing proposals considered homogeneous nature of physical
servers apart from lacking in providing global QoS. But, this may not be true for each
and every DC such as National DCs which allow different servers configurations apart
from allowing the addition of servers if required to provide services. Hence, it implies
that the minimum number of active servers does not guarantee a minimum consumption

of energy.

* No focus on IP routing security at the control and data plane. At the control and data

plane links, high risks of security attack may arise which is still not resolved.

2.11 Objectives of the Research Work

After analysis of existing proposals, and the research gaps identified following objectives

are proposed in the proposal.

1. To design an optimal load balancing scheme to handle the data traffic at the SDN control
plane.

2. To design an energy-efficient flow table forwarding scheme for the data plane that can

perform flow balancing.
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3. To design an efficient fault-tolerant framework for the controller placement problem at
the SDN control plane.

4. To validate the proposed solutions by selecting various performance evaluation metrics

in different scenarios.

2.12 Research Methodology for objectives

2.12.1 Methodology for objective 1

This objective aims towards designing an optimal load balancing methodology at the control
plane.

The methodology adopted to achieve this objective are as follows.

* To minimize the average response time between the switch and the controller, we formu-
lated the load balancing problem as a Mixed Integer Non-Linear Programming (MINLP).
Then to solve this problem, a load-balancing algorithm is designed to manage the flow
traffic between OpenFlow switches so as to have a trade-off between switch migration

cost and the controller’s load variance.

* An SDN framework is proposed, in which an OpenFlow-based anomaly detection scheme

is designed to identify the suspicious activities on the forwarding nodes.

* An anomaly mitigation scheme is also designed based on access control policies defined

for each user’s behavior.

* The proposed Load Optimization and Anomaly Detection Scheme for Software-Defined
Networks (LOADS) is evaluated on Internet topology Zoo simulated on Mininet Emula-
tor using the POX Controller.

2.12.2 Methodology for objective 2

This objective aims to design an energy-efficient flow table forwarding scheme for the data
plane that can perform flow balancing. DC consists of various physical servers, storage devices,
and network devices. The centralized architecture of the SDN controller helps to maximize the
redundant utilization of links and nodes in order to route the delay-sensitive traffic through the
optimized route as per their flow type. The network controller in SDN consolidates the traffic
by shutting down or hibernating the idle resources and thus, minimizes the total operational
cost. The limitations of the traditional datacenters are that they provide limited services to the
end-users in terms of bandwidth and storage facility, high latency, manual device configuration,

and traffic congestion. SDDC is a network programmable to provide intelligence analytics for
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infrastructure and workload provisioning. Thus, SDN efficiently addresses all the issues of

traditional datacenters. The steps involved to accomplish this objective are listed below.

* The Energy-aware Routing (EAR) problem is formulated by using an MINLP for which
we proposed FIFO-PO and FIFO-POP scheduling schemes to minimize the average wait-

ing time.

* For energy-efficiency, an efficient flow re-routing and link utilization scheme named as
Energy-Efficient Fast Flow Forwarding Scheme for Software-Defined Networks (En-

Flow) are proposed.

* Then, to build the shortest path between source and destination, an ant colony routing

algorithm is proposed.

* Finally, the proposed scheme is validated using the datasets of NorthAmerica on the
OMNET++ platform.

2.12.3 Methodology for objective 3

This objective aims to design an efficient fault-tolerant framework for the controller place-
ment problem (CPP) at the SDN control plane. The issue of scalability and resilience in SDDC
can be addressed by deploying multiple controllers at the control plane such that the data plane
works smoothly in case of failure of a single network controller.

The methodology adopted to achieve this objective are as follows.

* To resolve the issues of CPP, a problem is formulated in the form of Mixed Integer
Non-Linear Programming (MINLP). Then, Placement, Availability Resilient, Controller
(PARC) Scheme for Software-Defined Datacenters is proposed which divides the CPP
into different sub-problems, i.e., network partitioning, the controller’s availability, the
minimal number of primary active controllers, and the minimal number of backup con-
trollers required for resilience. The proposed scheme uses cooperative game theory to
compute a stable network partitioning and an optimal position of the distributed con-

trollers in each sub-network.

* The overall network cost of the proposed scheme is minimized by finding the minimal
number of distributed controllers along with the extra backup controllers using a heuristic

approach.

* Moreover, the PARC scheme performs global data consistency of the updated events
among multiple controllers based on timestamp at the control plane, which provides syn-

chronization among different events.
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* The Pareto Optimal COntroller (POCO) toolset is used to simulate the numerical results
in Matlab. The performance analysis compares the proposed PARC scheme with the
other existing state-of-the-art schemes such as Pareto Optimal COntroller based on the
Simulated Annealing (POCO-SA), Pareto Optimal COntroller Multi-Objective Ant Lion
Optimization (POCO-MOALO), and Capacitated Next Controller Placement (CNCP)

scheme.

2.12.4 Methodology for objective 4

The proposed schemes are tested for its accuracy and efficiency using realistic parameters
and data traces. Since the target scheme comprises of a large number of DCs with variable user
requests, so the proposed LOADS, EnFlow, and PARC schemes are simulated on the Mininet,
OMNET++, and Matlab tool to demonstrate the performance evaluation. The Mininet simu-
lator used to develop, share, and experiment with OpenFlow and Software-Defined Network-
ing system. Further, the realistic data traces of Internet Zoo Topology from BTNorthAmerica
zone, fat-tree 4-ary network topology, and Internet2 OS3E topology using POCO-toolset are
collected from Quality of Web Service (QWS) dataset, Google traces, etc. The performance
analysis of the proposed schemes outperforms the existing schemes in terms of the following
parameters such as— execution time, migration cost, response time, energy-efficiency of the
network, inter-controller latency, and switch-to-controller latency, and controller deployment

cost.

2.13 Summary

Although traditional networking is widely adopted in WANSs there are various challenges in
network management. The major issues that occurred in traditional networking are the strong
coupling of the data (forwarding devices) and the control (network brain) plane. The verti-
cally integrated planes create a static and manual configuration of devices. Also, conventional
networking is vendor-specific which creates much complexity in the management of WAN:Ss.
The key features of the traditional networking lead to error-prone, data inconsistency, and huge
network delay. SDN is a promising and innovative technology widely implemented in the
digitalization world. The key features of SDN enabled decoupling the control part with the for-
warding plane. The automation is achieved in network management through a programmable
SDN network. In addition, SDN is a dynamic approach to modify the network topology as the
network load increases. The major benefits of deploying SDN are scalability, reliability, and
flexibility. The literature survey on SDN is different from the existing surveys as the compar-
ative analysis is done on the existing work. The comparison of the existing survey with the
proposed survey considered various parameters such as—SDN components, SDN issues, net-

work virtualization, and SDN deployment in various real-time applications.
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The literature survey on SDN is basically divided into three parts. The first part of the sur-
vey discussed the history and architecture of SDN in detail. SDN history is analyzed on the
basis of year-wise improvement and innovation in SDN components. Next, the architecture
components of SDN such as— SDN switches, controllers, interfaces, emulation, and simulation
tools are analyzed. The second part of the survey discussed realtime deployment applica-
tions of SDN. The deployment applications considered in the survey are SD-DC, SD-FC/EC,
SDIoT, SDWSNs, and SD-WBAN. The comparative analysis of the existing survey on SDN
applications is performed on the basis of problem formulation, techniques proposed, and the
parameters that improved the overall network performance. Finally, the last part of the survey
discussed the open issues and research challenges in the SDN ecosystem with respect to smart

applications.
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Chapter 3

LOADS: Load Optimization and Anomaly
Detection Scheme for Software-Defined

Networks

The major research contributions of this chapter are summarized below.

* To minimize the average response time between the switch and the controller, we formu-
lated the load balancing problem as a Mixed Integer Non-Linear Programming (MINLP).
Then to solve this problem, a load-balancing algorithm is designed to manage the flow
traffic between OpenFlow switches so as to have a trade-off between switch migration

cost and the controller’s load variance.

* An SDN framework is proposed, in which an OpenFlow-based anomaly detection scheme

is designed to identify the suspicious activities on the forwarding nodes.

* An anomaly mitigation scheme is also designed based on access control policies defined

for each user’s behavior.

* The proposed LOADS scheme is evaluated on Internet topology Zoo simulated on Mininet
Emulator using the POX Controller.

Chapter 3 is organized as follows. Section I presents the System model. Section II discusses
in detail the proposed LOADS scheme. Section III provides the performance evaluation and
finally, Section I'V concludes the paper.
3.1 System model

This section is divided into two parts 1) SDN architecture and 2) A MINLP-based problem

formulation.
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Figure 3.1: System model with multiple controllers deployed in a large-scale network.

3.1.1 SDN Architecture

SDN is modeled as a directed graph G € (V,E), where G is a collection of V nodes,
and e € E are the links. Here, V = (C,S) is a tuple with C as the set of controllers and
S is the set of switches. Fig. 3.1 presents a multi-graph representation of multiple con-
trollers deployed in a large-scale network consisting of three local area networks (LANs). Let
C ={C,Cs,...,Cy,..Cy} be the set of N controllers at the control plane and S = {S, S, ...,Su }
is the set of M switches controlled by any controller C;, wherein, each controller is having the
same processing capacity ®¢ with an equal number of switches assigned to each controller.

Suppose, controller C; controls LAN [ with a set of § switches and the controllers C; and
Ck control LANs J and K respectively. Here, all the N controllers are connected in the flat
model (Peer-to-Peer) in which any modification inside any controller must be broadcasted to
all the controllers to maintain the global network state. The switches at the data plane serve
multiple hosts (vehicles) at the infrastructure plane by using wireless connections via Wi-Fi
using 802.11p or wired connections with Ethernet. The issues of collision occur as some of the
links may be overloaded due to heavy traffic while the others may be underloaded. It leads to
an increase in the response time for flow setup requests with the controllers.

So, to improve the response time, the proposed LOADS scheme is executed on the control

plane to manage the load.
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3.1.2 Problem Formulation

In order to address the aforementioned objectives, in this paper, the MINLP problem is
formulated, which consists of input data, set of decision variables, set of constraints, and an
objective function in order to execute the model. The input data is defined using the following
five tuples: (C,S,t, ®c,Ag(t)), where ¢ is the time interval of a frame, @ is the threshold of
C load to handle the flow setup requests, and Ag(¢) is flow arrival rate (flows per second) at a
given switch Sg (Sg € S of M switches) in time slot ¢ which follows the Poisson process. In
case, the flow arriving at switch S is fixed then A is computed as: Ag(¢) = (number of flow
count/time slot) but the flow arrival follow random process whose probability (n arrivals in
interval ) = (Ag(¢)"e~*¢(") /n!) is computed using the Poisson process.

The decision variables of the model are defined as follows.

1, if controller (7 is designated to switch Sg,
Psr (l‘ ) = ) 3.1)
0, otherwise.

The load on each controller C7 is calculated on the basis of the aggregated flow transmitted
from S¢ to Cj, if controller Cy is assigned to switch S at time . Hence, it is represented as
follows. Y

LCi(t) = Y Ag(t)Por(1), (3.2)
G=1

where LC;(t) should not exceed the processing capacity of controller @, at time ¢. The
aggregate load of the additional switch Lg,, () added to the C; controller after migration should
not exceed the threshold limit of the controller ®c,. Hence, the equation is defined as below.

LCy(1) +Ls,, (1) < O, (3.3)

The aggregated response time of each controller C; to serve the flow setup request is com-

puted as below.

LCy (Z‘)
[.L[( ) ®C1 —LC[(Z‘)
So, the total load of all controllers LC,;(¢) is calculated as below.
N
LCq(t) = Y LCi(1), (3.5)
I=1

where LC,(t) should not exceed the processing capacity of all the controllers, i.e., Oc,,.
Thus, the mean response time of the controller C; deployed to serve all the flow requests is the

ratio of the aggregated response time of controller C; to the flow arrival rate of all the switches
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Figure 3.2: Proposed scheme LOADS: Load Optimization & Anomaly Detection Scheme for
Software-defined networks.
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is computed as below. "
— Hr(t
(1) = —Z%:M»G(t)' (3.6)
Moreover, a flow-based anomaly detection, and mitigation scheme is used to check the
behavior of each flow request served at OpenFlow switch. The traffic sampling mechanism is
used to classify the behavior of flooding attacks on the network for inspection of the severity
of flow traffic. Traffic sampling involves the detection and inspection of suspicious IP-flow
requests such that the aggregate flow request does not exceed the processing capacity of the
Anomaly Detection System (ADS). Let the capacity of the ADS be Q then the flow arriving at
OpenFlow switches can be sampled in the following manner: (a) If traffic sampling is at only
one switch, then the sampling is done at the rate equal to the capacity Q of the system, (b) But,
if traffic sampling is at multiple switches, then the capacity is equally divided among all the
switches which are an individual sampling rate at switches.

Letds = [dy,,df,,...,dy,] denotes the data rate of the flows then the data rate of the switches
is defined as follows: dy = x(A)d;. Here, x (A ) represents the flow status of each active Open-
Flow switch which is computed by flow information matrix in Anomaly Detection System
(ADS) at the Data Plane (Subsection 3.2.2.3). Suppose, f; is the rate of sampling of switch i,
0 < B <1, and dj, is the data rate of switch i. Therefore, in order to efficiently utilize the ADS,
the aggregate flow traffic allowed by the system should not exceed the capacity of the ADS to

work efficiently. Hence, the aggregate flow traffic is defined as below.

M
Y Bid;, < Q. 3.7)
=1

The objective function of the LOADS scheme is to minimize the response time of all the

controllers at the control plane. Mathematically, it can be represented as follows.

N

min Y 11, (1), (3.8)
Por.Bi (=1
st. C1 @ O0<LCi(t) < Oc,, VI,

C2 0<LCall(l‘)§ ®Call’ VI,

M
C3 : ) Pu(t)=1, VM,
I=1

C4 : Pul)e {01}, VM,
C5 : LCi(t)+Ls,(t) <Oc, VI,

M
C6 : ) Bid, <0, VM.
I=1

Constraints C1 and C2 state that the load of each controller or a total load of all controllers

should not exceed the threshold limit of the controller processing capacity such that no con-
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troller is overloaded. C3 defines that all the M switches assigned within a single LAN must
be assigned to exactly one controller C; at time ¢. C4 represents that the value of the binary
variable M is either O or 1 for all the switches and controllers. CS states that the additional load
of the switch Sy added to the C; controller after migration should not exceed the threshold limit
of the controller C;. C6 constraint states that the aggregate flow traffic allowed by the system
Bids, should not exceed the processing capacity Q of the ADS in order to efficiently utilize
the system. Fig. 3.2 presents the proposed scheme LOADS: Load Optimization & Anomaly

Detection Scheme for Software-defined networks.

3.2 LOADS: Load Optimization and Anomaly Detection Scheme

The proposed LOADS consists of two components (a) switch migration, (b) anomaly de-
tection and mitigation. The switch migration based dynamic load balancing is designed on the
control plane while the anomaly detection and mitigation is deployed on the data plane. Fig.
3.2 presents the proposed scheme named as LOADS: Load Optimization & Anomaly Detection
Scheme for Software-defined networks. Both of these are described in details as below.

3.2.1 Switch Migration Scheme on the Control Plane

The dynamic load balancing scheme is executed on the distributed controllers at the con-
trol plane. In the proposed scheme, the switch migration is performed from the overloaded
controllers to the underutilized controllers to satisfy the C1-CS constraints. It is divided into
six modules (1) resource consumption detection, (2) load sensing and state decision, (3) switch
migration cost, (4) switch migration efficiency, (5) switch migration probability, and (6) load

shifting. The detailed explanation of each module is discussed below.

3.2.1.1 Resource Consumption Detection

The resource consumption is known as the fraction of resources consumed at the control
plane in terms of three parameters, i.e., bandwidth, CPU cycles, and memory denoted by b, ¢, m

respectively. The approximate resource consumption ratio of all the controllers ,; is defined

as below.
~ N ~ M
Car=Y. 6, &= Can (3.9)
=1 G=1

where Z_fv] is the approximate resource consumption ratio of controller C; and EGI is the ap-
proximate resource consumption ratio of the G** switch assigned on controller /.

The resource consumption for the three parameters, i.e., bandwidth, CPU cycles, and mem-
ory denoted by Q? , Q5 QF of C; is computed as below.

Qb = Yoo dGbG’ o = Yoo dGCG’ o =

Y¥_ domg
ny nf

- (3.10)
n;
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Here, bg,cg,m¢ represents the approximate bandwidth, CPU, and memory usage respec-
tively per activity of C; generated by the G switch. Additionally, dg; is defined as the activity
demand generated by the G switch on its controller, while 1 ;’ .My, N/’ represents Cy processing
capability for each respective parameters.

Now, let us assume that f;%, f;°, f;™ are the weights on C; for the three parameters respec-
tively. So, as per the current state of resource usage for C;, the combined fraction of resources
consumption is always equal to 1, i.e., fIb + fi°+ fi'" = 1. Here, the weight of each parameter
is inversely proportional to its individual present resource consumption ratio, which is defined

as below. )
flb: I/QI IC: I/Q‘? Im: I/QT
Y1/Q° Y1/Q° Y1/Q°

where ¥ 1/Q = 1/QF +1/Q¢ + 1/Q". The approximate resource consumption ratio of

(3.11)

G switch on its controller C; depends upon f; and €;, which is calculated as below.

Cor = lg [f/’ (dG'ZG) +ﬁ°‘<dGiG) +f1m<dG'ZG)] (3.12)
n; ny Ny

The approximate resource consumption ratio of C; calculated above checks the C3 con-
straint. The resource consumption ratio of Cj is the aggregate value of the approximate resource

consumption in terms of the three parameters.

3.2.1.2 Load Sensing and State Decision

The load sensing sub-module measures the load diversity of each controller on the control
plane. The state decision provides an indication if switch migration is required or not. Load
diversity is a measure of the peak load on the different controllers. Load diversity is measured
on the basis of diversification factor.

The diversity factor Dr measures the efficiency of all the distributed controllers in manag-
ing the entire network devices. It is defined as below.

N
D = M (3.13)

ZIIV:I O,

Here, all the distributed controllers are connected in a peer-to-peer manner with each other.
In the above computation, the term Dr is the ratio of the sum of the aggregate load of all the
controllers during peak traffic to the total load capacity of all the controllers. The diversity
factor is measured for the entire network to check if the aggregate load of all the controllers
should not exceed the processing capacity of all the controllers (C2 Constraint). The load
diversity matrix represents the load diversity between any two pairs of controllers in the entire
network. The load imbalance information between two controllers is broadcasted to all the

controllers by using the east/westbound application programming interfaces.
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Load diversity detects the efficiency of a controller in managing the load at a particular
time interval ¢ and is checked between any two pairs of controllers C; and C; denoted by
Dc,c, (1) which is the deciding factor for switch migration. Hence, for each controller, the load
diversity helps to categorize if the controller is under-utilized or over-utilized. Hence, D¢,¢, ()

is computed as follows.
. LCq (l )

CiCy(t) = LC, (1)

So, the controller load diversity matrix represents the load diversity between two controllers

) (3.14)

located at the control plane as shown below.

[DCICJ(I)]NXN =

1 Dcioy,ry - Deagey - Doyl
De,c, (t) 1 o DCzcl(f) o DC2CN(f)
Deeyy Doy -+ 1 -+ Doy

_DCNC1 ) Deverwy —+ Dearey 1 i

The diagonal elements of the matrix are 1 because LC;(¢)/LC;(t) = 1. Now, the condition
for switch migration to occur using the load diversity between any two controllers C; and Cy is
that the load diversity of the given two controllers should be greater than the threshold ®¢ of
the load diversity.

if(3 Dc,c;in) > Qp). (3.15)

The state decision consists of following tuples for switch migration, i.e., (Cs,Cin,Cp,Sk).
Here, Cy is the source out-migrating or overloaded controllers. Cj,, is the set of underutilized
controllers whose load is less than the threshold value, where Cp is the destination controller
selected from the set of available intermediate controllers Cj,,. The last tuple Sy is a switch

which is chosen to be migrated from the controller C; to C;.

3.2.1.3 Switch Migration Cost

The switch migration cost includes the migration cost incurred in migrating switch S from
Cr to Cy in the following two cases (a) information sharing cost for a specific switch for
migration, and (b) the cost of the additional load on the controller. The switch migration cost
is time dependent because it aims to migrate to the closest controller instead of any random
controller so as to reduce the average response time. Initially, the increment in the load cost

Oy c,(;) on controller C; is calculated using the equation.

e ) = [LCy(t) — LG (1)), (3.16)
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where LC;(t) = Ag(t).Pgy(t) is the existing load on C; and LC;(¢) is the new load on Cy
which is migrated from C;. Using the above equation (3.16) following holds.

o LGy (1) = LGy (1), (LCy(r) > LCi (1)), 347
LCs(t) = .
10 0, Otherwise.

The switch migration cost O, 15(;) for Sg from Cj to C; is calculated as below.

Osg 17(r) = OLey(r) + Osg(e) (3.18)

where o, is the cost of information sharing for a particular migrated switch Sg.

3.2.1.4 Switch Migration Efficiency

The purpose of switch migration efficiency is to satisfy a C2 constraint to have a trade-off
between the controller’s load variance and switch migration cost. The migration efficiency
improves the overall response time of all the controllers during the switch migration. The total

response time before migration i ;(¢) of S on controllers C; and Cy is calculated as follows.

pr,g(t) = pr(t) + g (t). (3.19)

So, the total response time after migrating ;' (¢) of Sg from controller Cy to Cy is given as

below.
uiy(t) = pp () +uj ). (3.20)
Hence, the total response time is defined as follows:

Alpr g (8) = by ()] = [ (1) + p (0)] = [17 (2) + 1 (£))- (3.21)

The change in the total response time before and after switch migration is given as below.

801 40.0) = [+ ]
T LG —Aa(t) | L)+ Age }
IO (O] A () | alLCT () —Agy (D) |’

(3.22)

where u[LCk (t)] = (®¢, — LCk(t)) is defined as the unused controller capacity of any ran-
dom controller Ck.
So, the controller’s load variance before migrating S is computed as follows.

o2 — Y5 LGy (1) — LCai (1))?
_ = ,

(3.23)

81



Rajat Chaudhary, 901603012

where LCy;(t) = (LC,(t) /N) is the average load of the control plane. Now, after migrating
switch Sg from Cj to Cy, the updated load is defined as follows.

LCr*(t) = (LCr*(t) — Aci(t)Par (1)), (3.24)
LC]*([) = (LC]*(I) —l—)LGI(t)PG](Z‘)). (3.25)

Hence, the load variance after migration is given as below.

o2 — Y [(LC (1) = LC* 4 (1)) + (LCy* (1) = LC* 0y (1)))?
i .

(3.26)

Therefore, the switch migration efficiency of migrating S to controller Cy is the ratio of

difference in the controller’s load variance to the switch migration cost defined as below.

‘ ( 6*2 o 0.2) ‘
ps, = ——. (3.27)
56,10 (1)
The objective of the migration efficiency model is to achieve maximization efficiency which

satisfy constraint C4 in order to accomodate load from Cg to Cp.

3.2.1.5 Migration Probability

The migration probability decides the possibility of choosing a specific switch Sy asso-
ciated to Cs for being migrated to Cp. The outmigrating switch selection is done using the

probability distribution function on the basis of two conditions as defined below.

* Condition 1: The resource consumption ratio generated by the switch to its controller C;.
The switch with a small load reduces the chances of controller overloading. Thus, the

least resource consumption ratio is selected as the highest probability for being migrated.

* Condition 2: The distance from the switch to its corresponding controller plays an im-
portant role to generate the response time. The farthest switches suffer from long delay
and packet loss. Thus, the highest migration probability is chosen for the long-distance

switches.

Based on above conditions, the migration probability is the ratio of the probability of the H""
switch in a controller Cj to the probability of all the M number of switches in a controller C;.
Therefore, the migration probability is computed as below that satisfies the C3 constraint.

—Chi
O 1(0=CH))

P(Su) =

) (3.28)

—Sar
ZAG/LI e%.10-561)

where {yy and {g; represents the resource consumption ratio generated by the switch Sy

82



Rajat Chaudhary, 901603012

or Sg on its controller C;. In addition, 0y ; and 5G7 7 denote the distance from the switch Sy
or S¢ to its controller C; and the probability of P(Sy) is calculated by choosing the maximum
probability in the sample space of all Sy, i.e., Sy = arg{max[P(S¢)s es]}-

3.2.1.6 Load Shifting Phase

The load shifting phase is executed after migration probability P(Sy,S¢) finalizes the
switch selection Sy. In a set of intermediate controllers C;,,, a controller Cp is chosen as a
destination in-migration controller based on the maximum migration efficiency.

Suppose, Lg,, () be the load of switch Sy which is to be added in each Cy of Cjy,. So, the C5
constraint is checked, whether the new load on C; exceeds the threshold value after migration.
Hence, VCy in Cjp, it is checked that if (LCy(t) + Ls,, () < ©c,), then the migration efficiency
ps;, of Sy is calculated as follows.

‘ ( 6*2 . 62> ’
Psy = —————, (3.29)
g aSH,I(t)
where 0, ;(;) 1s the migration cost of Sy on Cj.
Finally, Cp is selected for migration based on the maximum migration efficiency among all
C; using the following.

Cp = arg{max[ps,|}. (3.30)

The load shifting phase of Sy is executed from Cs to Cp using intermediate controllers
Cim (Equation (3.28)) which completely satisfies the C5 constraint. Thus, the switch migration
decision of the updated tuples; (Cs,Cp,Sy) are sent to all the controllers at the control plane.

In case, if one or more controller instances fail unexpectedly then the control messages
containing the switch migration decision may be lost, which may result the load imbalance
among the distributed controllers. So, in this situation, the Forward Error Correction (FEC)
mechanism [219] can be used to overcome the burst packet loss executed on each controller.
The network controller sends the message to all the OpenFlow switches that contain the original
information (block length) including some redundant bits and data rate. Let us assume that in
state s at time 7, any controller instances fails then in order to recover the original information,
the redundant bits are retrieved at time (r — 1). The control messages are resent to all the

switches till the search process finds another nearest controller mapped to the switches.

Algorithm 1 illustrates the load balancing scheme using switch selection probability distri-
bution. Initially, the load and resource consumption ratio of each controller C; is calculated.
In the next phase, the controller’s load diversity is checked, if the load diversity exceeds the
threshold capacity of each controller, then the switch migration action proceeds. This returns

the set of out-migrating controllers Cg, while others are intermediate controllers from which
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Algorithm 1 Algorithm for load balancing.

Input: C = {Cy,..,Cy},S = {S1,...8m},0c, pci(t).
Output: (Cs,Cp,Sy).

1: procedure SWITCH MIGRATION

2:

R N

10:

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:

while (C] S CN) do

Calculate LCy(¢) and & of each Cy;
detect DCIC](t) V(C[, C]);
if (3 DC;CJ(t) > @p) then
Cs < out-migration controller;
C;m < intermediate controllers;
while (VC] € C5> do
do Switch Migration (Cs, Ciy,Cp, Sg);
for (S[ =1;5 < SM;SI++) do
Compute ps,. using (;
Choose Sy < arg{max[P(Sc)]};
while (VC] € C,'m) do
if (LC](Z‘) +Lg, (l‘) < G)C]) then
do Switch Migration();
Compute pg,,;
Choose Cp < arg{max|ps,]};
Cp < in-migration controller;
migrate load (Cs,Cp, Sy );
else if (LC;(¢) € overloaded controllers) then
Switch Migration is not possible;
end if
end while
end for
end while
else (Switch Migration is not required);
end if

end while
return (Cs,Cp,Sg);

30: end procedure
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the destination controller is chosen. Now, for each switch that belongs to the out-migration
controller, the migration probability is calculated. Next using the greedy approach of select-
ing the switch Sy to be migrated, the switch with maximum migration probability at each step
from the set S is chosen. Now, the destination controller Cp among C;,, for migrating the
switch load Lg,, () is selected such that the set of controllers satisfy constraint C5. Hence,
Cp is selected based on the maximum migration efficiency. The selected destination controller
Cp handles the additional load of the out-migrating controller Cs. The final output of the load
balancing algorithm broadcasts the updated load, i.e., (Cs,Cp, Sy ), and timestamp is sent to all
the controllers to maintain global consistency.

The output returned from the switch migration operation results in the dynamic load bal-
ancing on the control plane but the problem of stability of the switch-controller mapping arises
over time.

Convergence Rate: The mapping between the switch to the controller is many-to-one. From
Eq. (6), the load balancing algorithm increases the stability of mapping at time 7 by taking into
consideration the mapping at time ¢ — 1. Since the system response time has a lower bound due
to a limited number of controllers, so the switch migration operation exits when the response
time gets saturated after the execution of migration operation at time ¢. It shows that after a cer-
tain number of iterations of the migration process, the switch-controller assignment converges
to the final state which is called a stable point. If the load balancing algorithm converges to a fi-
nal switch-controller assignment then that point is called two-sided exchanged stable mapping.
The stable state is achieved when in state s at time 7, each switch is assigned to its reference
controller in the network with minimum latency.

Complexity Analysis: The time and space complexity of Algorithm 1 is computed as below.

Time Complexity: The while loop (step 1-32) takes O(n?) time in the worst case. Next,
the for loop iterates n times which takes O(n) time in worst case. After this, the conditional
operators takes O(1) time. Therefore, the overall time complexity is computed as follows.

T(C) = O(n*)+0(n)+ O(1) = O(n?).

Space Complexity: The input variable of the load balancing mechanism is fixed and cannot
exceed n hence it takes O(n) space in the worst case. After this, the loop takes O(n) space and
finally, the arithmetic operations take O(1) space. Therefore, the overall space complexity is
computed as follows.

SC=0(n)+0(n)+0(1) = O(n).

3.2.2 Anomaly Detection System (ADS) at the Data Plane

In this sub-section, our aim is to minimize the response time with respect to the constraint
C6. As shown in Fig. 3.3, the flow-based anomaly detection scheme consists of four modules,
(i) threat model (ii) flow exporter and flow collector (iii) flow traffic analysis and anomaly
detection (iv) IP address-based anomaly mitigation. The detailed description of these four

modules are as follows.
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Figure 3.3: Anomaly detection system (ADS) model.

3.2.2.1 Threat Model

The proposed LOADS scheme only focused on flooding attacks (DDoS). The reason be-
hind this is that the attacker performs flooding attacks by bombarding unwanted requests from
ICMP messages and TCP SYN message by establishing fake handshaking process between
the source and destination machine. The attacker targets to crash the victim network devices
like OpenFlow switches and network controller. The flooding attacks may lead to the issue
of resource exhaustion and bandwidth depletion on the control plane. The bandwidth deple-
tion occurs when the unwanted traffic evacuates the network to prevent legitimate traffic from
accessing the allocated network bandwidth. However, the resource exhaustion occurs in two
cases (1) ICMP flooding attacks: when the attacker source IP request sends high volumes of
data (elephant flow) in each flow request, (ii) TCP SYN attack: when the attacker source IP
requests open a large number of fake connections with the victim OpenFlow switch in order
to increase the flow number. Both the issues of bandwidth depletion and resource exhaustion
send a large number of unwanted requests on the OpenFlow switches to be served by the cor-
responding reference controller to prevent installing thousands of flow tables on the OpenFlow
switches when the victim network device is under the flooding attack. Thus, the DDoS attack
leads to the situation of load imbalance among the distributed controllers. This issue is handled
by designing a flow-based anomaly detection and mitigation scheme on the data plane of the
SDN framework for reliable traffic flow management.

Fig. 3.2 shows a systematic overview of the flow-based ADS model. The proposed ADS
model is divided into two phases (i) step-wise working of the packet transmission in an SDN-

enabled OpenFlow switches (ii) anomaly detection and mitigation phase on the data and con-
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trol plane. The ADS model is a stateful mechanism used to establish a session between the
controller and the switches. The session is created to maintain the information related to
logging, caching, or counting the number of packets transmitted per flow, suspicious activ-
ity, or any flow mismatch in the database on a regular basis. The packets belonging to a
specific flow are captured with a flow header fy and they consist of the attributes such as—

(source_IP,destination_IP,source_port, destination_port, protocol,counter).

Suspicious : Elephant Control Plane Modify Policies and
or Mice flow requests Controller Re-configure Network

Core OpenFlow Packet Mismatch, Suspicious

Switch or Normal Activity
OF-S1 Ports/Flow Table OF-S2 Ports/Flow Table
Analyzer Analyzer
112(3|4|5(6|7|8F-——-——-—7-—-——1 112(314(5|6]|7|8
0 0 O D
I IE - LI
' copy copy
T atl
|
e b el o i il
MU oH2 3 ome OWSNOM hs we w7 ms
Packet H1--> H3 Packet H2--> H7

Figure 3.4: IP-flow based OpenFlow switches port mirroring.

3.2.2.2 Flow Exporter and Flow Collector

Fig. 3.4 shows the IP-flow based port mirroring process between two distribution OpenFlow
switches (OF-S1, OF-S2). Each having 8-ports is based on the session created with the core
OpenFlow Switch in the time interval §(¢). Suppose in OF-S1, a host H/ transmits a packet
to destination host H3, then the packet is first routed from H/ to port 2 of OF-S1. The OF-S1
contains a module called as flow exporter to monitor the incoming flow requests. Flow exporter
is the monitoring point interface which extracts each packet header to build a flow record from
the observed traffic. The exporter captures the incoming packet and assigns a timestamp to each
header. The next step is the sampling-filtering process where each flow request is sampled with
a certain probability of P and then filtered according to a specific protocol. After this, the flow
record is processed and forwarded to the core switch for assigning a flow rule. The incoming
request is served and installs a new flow entry in the OF-S1 flow cache memory.

The OF-S1 checks the packet header and matches the flow entries in the flow table. If the
flow entry is matched in the flow table then the corresponding action is performed to forward

the packet to the destination host H3 through port 4, otherwise, the request is again forwarded
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to the controller to build a new flow rule. A duplicate copy of the flow record is exported to
the flow collector module. Here, a host H4 at port 8 on OF-S1 is working as a flow collector
which stores a copy of the flow records sent from the sending device to the destination device.
Similarly, the host H2 of OF-S1 sends a packet to the destination host H7 of OF-S2 and the
copy is stored at port 1, i.e., host HS of OF-S2. The flow record stored at the flow collector is
sent to the core switch for further monitoring and analysis.

3.2.2.3 Flow-based Traffic Analysis & Anomaly Detection

The probability of each flow selected by the active OF-Switch device is calculated and this
value is used to measure the flow behavior of each flow using Shannon Entropy function [158].
Finally, a lower and upper threshold tag is set to identify the flow behavior. The entropy value
is compared with the threshold value to detect the flow property under three categories such
as-(i) elephant flow (large flow/flooding attack), (ii) mice flow (small flow), and (iii) normal
flow. Table 3.1 shows the list of symbols used for the flow-based traffic analysis.

Let, S be the number of active OF-Switches in a time interval 6(¢), and n, is the number of
connections available between the switches s, and s,. Suppose, f; be the IP-flow requests and
R=A{f1,/2,/3,--, fn} be the set of all IP-flow requests. For §(¢), the total number of IP-flows,

packets, and bytes transmitted between s, and s; are computed as follows.

n

(fi) ' 1 Z fOPPs g =Y (fi)?', (3.31)

k=1

I
-
™=
L

where k& is a variable used for counter and pps is the number of packets transmitted per
second.

Now, the probability of flows, packets, bytes transmitted between s, and s, are computed
on the basis of number of attributes N4 in the flow header fy. However, the value of Ny is
dependent on np,np,ng; s.t., |np| = (fu,nr), |np| = (fu,nr,np), and |ng| = (fug,nr,np,np).

n n n
pp = 0|, el py Il (3:32)
tr tp 1523
Using Shannon entropy method [158], the degree of anomaly E for a discrete system is

identified. The probability distribution P = {p1, p2, p3,...,pn}, and Yp_, (px) = 1 is:

n

n n i
-y (’t]f’)log (med) _ Z pi)loga(p), (3.33)

where 0 < p; < 1. On the basis of E, the entropy gain value E(f) of individual flow

behavior is measured.
||

E(f)= |J(E™), (3.34)

A=1

88



Rajat Chaudhary, 901603012

where A is a specific attribute type in fg. Now, the flow status of each active OF-Switch
X (A) can be computed using the flow information matrix given as below.

EnM EpM oL Ej™

Ey™ EpM oL Ey™
X(A) = ,

Esi™  EgM . . Ege™M

where E;; = 1, if j’h flow passes the i'" switch, otherwise, E; j = 0. The number of rows
represent the total number of active switches S, and the number of columns represent the total
number of flows chosen as «.

Now, the lower Ly, threshold and upper threshold Uy, value is computed to determine the
flow into two categories as (i) suspicious, and (i) normal flows. The suspicious flow is further
sub-categorized into two as: i(a) elephant flow, and i(b) mice flow. So, the flow category is

determined as follows.

L
Lrp = x(A) X [Na] X ([ns— 1] x ﬁ-l—l ), (3.35)
Urn= 2(A) x [Na] x ([ —1]><—UP 1 (3.36)
Th= X A U 100+ ; .

where ny is the number of columns in (A) i.e., the total number of flows, while Lp and
Up are the expected or desired lower and upper threshold (percentile). The suspicious behav-
ior occurs if the number of flow requests exceeds the capacity of Uy, then the elephant flow
(flooding attack) occurs. The second case occurs if the flow requests are less than Ly, value,
then it is considered as mice flow. The last case is the normal flow, i.e., if the flow requests are
within the range of Lyj and Ury, then it is considered as a normal activity. The comparison of

the flow property to detect the anomaly category is given as below.

ENA > Ury,, (elephant flow)
ENa < Lyy,, (mice flow) . (3.37)

Otherwise, (normal flow)

A database 1 (DB) is created which contains the number of IP-flow requests Nk that occurs
in the range between Ly, and Ury, i.e., Ly, < Ng < Uy, in 6(¢) time interval.
3.2.2.4 1P Address-based Anomaly Mitigation at the Data Plane

Based on the anomaly detection scheme, the output returned is the list of flow properties.
Now, the traffic behavior of each IP address request is observed and if the behavior shows the

sign of suspicious activity, then the average packet count of each IP address is compared. Next,
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Table 3.1: List of Symbols

Notation Description

f individual IP-flow request

Ng total number of IP-flow requests

R set of all IP-flow requests

o(1) time interval in seconds

Sa,Sh OF-Switch device a and device b

ne number of connections between s, and s},

M set of flow messages shared between s, and s,
E(f) entropy gain computed for every flow requests

E Shannon entropy value for a discrete time interval
T set containing flow tags as legitimate or suspicious
tp total number of IP-packets sent in &(¢)

tF total number of IP-flows sent in &(r)

1B total number of bytes sent in &(¢)

fu IP-flow header

Ny number of attributes with a particular IP-packet header
Pp,Pr,Pp probability of the number of packets, flows, bytes
np,np,ng packets, flows, bytes transmitted by a switch

Lrn, Urp lower threshold & upper threshold value

Lp,Up number of expected upper and lower percentile
w(DB) database of legitimate flow requests

I(1) legitimate request table set

n(t) new request table set

(%) legitimate flow request counter

n(%) new flow request counter

L least amount of flows per connection

X mean of the flow request coming from a device

) number of IP flow request in /(¢)

Bi rate of sampling of switch i

dy, data rate of switch i

0 processing capacity of the anomaly detection system

the packet count value decides that the IP address comes under the category of blacklist IP
address or whitelist IP address. Finally, the ACP is decided to mitigate anomaly behavior.

4.1) Blacklist and Whitelist IP-flow Requests: The sample mean X of the average number of
requests coming from a particular IP in its flow entries is computed on the basis of total number

of IP-flow requests Ng and legitimate flow request counter /() which is given as below.

Algorithm 2 shows the steps followed for an IP flow-based anomaly mitigation scheme. The
input is a set M(S) consisting of six-tuples (i (DB),X,Urp, L1, 1(),n(%)) and the output is
in the form of (B[Q],W[Q]). The output returned as B[Q] consists of a queue maintained for

S
X= Ne kg[l(?’k)]-
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a list of blacklisted IP-requests and W [Q] consists of queue maintained for a list of normal or
whitelist requests. Initially, we consider a loop for receiving all the incoming flow requests, i.e.,
flrequest]. Now, each f[request] is inspected to know whether it is coming from a legitimate
user or not. Here, each flow request is verified if it belongs to the database of legitimate flow
requests or not. Next, if the flow requests belong to the database of legitimate flow requests, i.e.,
(f[request] € u(DB)) then it is considered as a legitimate request otherwise, the flow request
is considered as a new request. Next, the legitimate requests are inserted in a queue of trusted
users request and the counter is increased by 1. Now, the traffic behavior of a legitimate request
is observed by identifying whether the counter exceeds beyond the upper threshold limit or not.
If yes, then it is a sign of suspicious behavior, otherwise not. The core switch performs an
action and dispatches a message to all the distribution switches for sending the flow statistics
for the packet count of that specific IP address.

The core switch now inspects the average packet number X coming from a particular IP
address. Let us assume the switch has assigned a rule of L > 7, i.e., the least number of flows
per connection. Now, we compare X with L, and if the mean value is equal to or less than
7, then the IP address is considered as blacklisted IP address, otherwise, the IP address is
a whitelist. The action taken by the controller on the blacklisted IP-address is based on the
(ACP_1). Otherwise, the IP requests are considered under W|[Q] and are served with an idle
ACP.

The second case exists if (f[request] ¢ (DB)), i.e., which means it is a new IP request
and is inserted in a queue of new requests. For every new request, the controller assigns the
flow policy as ACP_2, and the counter n(%;) is increased by 1. Now, the traffic behavior is
observed again by identifying whether the new flow request counter n(%) is less than the lower
threshold limit of Ly, If yes, then it is a mice flow and it shows the sign of suspicious behavior,
otherwise, it is considered under normal flow. The action performed on a suspicious activity
involves the transmission of flow statistic message to an OF-Switch and check the request flow
activity of a specific IP address. If X is equal to or less than L, then the request from that IP
address is inserted into a blacklist queue B[Q]. The action taken by the core switch on that
specific IP address is based on (ACP_1), otherwise, the requests from the IP addresses are
considered under W[Q] and are served with the idle ACP. Finally, the value returned is the list
of whitelist W [Q] and blacklisted IP addresses B[Q] on which different types of ACPs as shown
in Table 3.2 are applied.

4.2) Access Control Policies (ACP) based on Timeout: The objective of designing the ACP
is to satisfy the C6 constraint so that the time consumed for anomaly mitigation tspys, which
must be less than a prescribed threshold limit of trgg. The master controller is the overall in-
charge of making routing decisions for each flow behavior. The policies are built on the basis
of a timeout to inspect when a specific flow entry gets expired from the flow table. Generally,

two types of timeouts are attached to every flow entry.
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Algorithm 2 Algorithm for IP-flow anomaly mitigation.

Input: u(DB),X,Urp, Ly, L(%),n(%).
Output: B[Q],WI[Q].

1: procedure ACCESS CONTROL POLICIES

»

R N

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

for (f[request] = 1; f[request] < n; f[request] ++) do

if (f[request] € w(DB)) then
INSERT: trusted[Q] < f[request];
update /(1) < I(y)++;
if (l(’}/k> > UTh) then
check the flows request from OF-Switch;
if (X <L) then
INSERT: B[Q] < f[request|;
apply ACP_1;
else if (INSERT: W|[Q] < f|[request]) then
apply ACP_idle;
end if
else if (INSERT: W[Q] < f[request]) then
apply ACP_idle;
end if
else if (INSERT: new[Q| < f[request]) then
apply ACP_2;
update n(t) < n(y)++;
if (l(’}/k) < LTh) then
check the flows request from OF-Switch;
if (X < L) then
INSERT: B[Q] < f[request|;
apply ACP_1;
else if (INSERT: W[Q] < f[request]) then
apply ACP_idle;
end if
else if (INSERT: W[Q] < f[request]) then
(normal flow);
apply ACP_idle;
end if
end if

end for
return (W[Q], B[Q]);

35: end procedure
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The first timeout is the idle /_7T'O in which the flow gets expired from an OF-Switch if in
case, none of the flows hitting the flow table for a particular time interval. The flow entry is
deleted after I_T O is expired and the range of I_T O is between 11-65535 seconds (sec). The
second timeout is the hard H_T O called an absolute timeout value after which the flow gets
expired from an OF-Switch irrespective of flows hitting the flow table for a particular time
interval. The range of H_T O is between 0 to 65535 seconds (sec). All three types of ACPs are
installed in a pro-active mode on the controller. The benefits of a pro-active mode are that the
flow rule policies are pre-installed and this decreases the overburden generated on the network
controller. The controller forwards the different types of ACP to the core switches as shown in
Table 3.2. The core switches dispatch a message to the distribution OF-Switches to apply these

policies for each request type.

Table 3.2: Types of ACP.

Request Type | Entry Type I_TO | H_.TO | ACP Type | Action
Adversary Long Osec | 3600sec | ACP_1 delete
New Short 7 sec 60 sec ACP_2 | fwd, drop
Legitimate Normal 15sec | 60 sec ACP_idle fwd

* Case 1 (Adversary Request): This request type is the most severe malicious request for
which a ACP_1 is applied. After the confirmation of an adversary, the controller dis-
patches a message to the OP-Switch to immediately delete all the flow entries by setting
the H_T O to 3600 seconds. In addition, the IP address of the request is removed auto-
matically from the database u(DB). Therefore, the flow entries are expired after 3600

seconds and the user request is treated as a new request type.

* Case 2 (New Request): It is a new request for which a ACP_2 is applied. For a new
user, not in the database @ (DB), set I_T O to 7 seconds and H_T O to 60 seconds. I_TO
is a very short flow entry type in which if the user activity is found legitimate, then the
request table set is changed from n(¢) to (z), otherwise no change is required. The action

to forward the flow is taken till /_T O is expired after that the flows are dropped.

* Case 3 (Normal Request): This request comes from a legitimate user for which a ACP_idle
is applied. For this, the I_T O is set to 15 seconds and the H_T O remains the same as 60

seconds. The action taken is to forward the flow to the ultimate destination address.

In case, several begin flows and one malicious flow have the same IP address as a result of Net-
work Address Translation (NAT) then the issue of IP spoofing can be resolved with the help of
the IP traceback method. The ADS examines both the incoming and outgoing ports on Open-
Flow switch which initiates from the victim system till the origin of a packet is found. The IP
traceback method traces the DDoS attack and identifies the origin of the offending packets dur-
ing the IP spoofing attack. Finally, the identified forged IP address is automatically blacklisted
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Figure 3.5: GUI representation of BTNorthAmerica dataset of Internet Topology
Zoo [220], [221].

by applying ACP_1, where the action is taken is to delete the flow tables from the OpenFlow
switch.

Complexity Analysis: The time and space complexity of Algorithm 2 is computed as below.

Time Complexity: The for loop iterates the process till n times which takes O(n) time in
worst case. Next, the conditional operators take O(1) time. Therefore, the overall time com-
plexity is computed as follows:

T(C)=0(n)+0(1) = O(n).

Space Complexity: The input variables of the anomaly mitigation algorithm is fixed and
cannot exceeds n hence it takes O(n) space in the worst case. After this, the loop takes O(n)
space and finally, the arithmetic operations take O(1) space. Therefore, the overall space com-
plexity is computed as follows:

SC = 0(n)+0(n)+0(1) = O(n).
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@ = @ dell@dell-Inspiron-5523: ~/Desktop/mininet/custom 120

dell@dell-Inspiron-5523 iinine stom$ sudo python BtNorthAmerica.gra 1 Controller
phml-generated-Mininet-Topo.py 2 Controllers

[sudo] password for dell: 100 -| —¥— 3 Controllers

*** Creating network
*** Adding controller —&— 5 Controllers

Unable to contact the remote controller at 127.0.0.1:6633

*** Adding hosts:

ho h1 h2 h3 h4 h5 h6 h7 h8 h9 h1e h11 hi12 h13 hi14 h15 h16 h17 h18 h19 h20 h21 h2
2 h23 h24 h25 h26 h27 h28 h29 h3e h31 h32 h33 h34 h35

*** Adding switches:

SO s1 s2 s3 s4 s5 s6 s7 s8 s9 s10 s11 s12 s13 s14 s15 s16 s17 s18 s19 s20 s21 s2
2 s23 524 s25 s26 s27 s28 s29 s30 s31 s32 s33 s34 s35

*** Adding links:

(s0, he) (10.06Mbit 3.02448657938ms delay) (10.00Mbit 3.02448657938ms delay) (sO

80

60 -

40

, s1) (10.00Mbit 0.794724795939ms delay) (10.00Mbit ©.794724795939ms delay) (sO,
s2) (s1, h1) (10.00Mbit 3.03315632663ms delay) (10.00Mbit 3.03315632663ms delay
) (s1, s2) (10.006Mbit 4.49380900153ms delay) (10.00Mbit 4.49380900153ms delay) ( 20
s1, s6) (10.00Mbit 4.69902655285ms delay) (10.00Mbit 4.69902655285ms delay) (si,
s8) (10.00Mbit 10.2741174166ms delay) (10.00Mbit 10.2741174166ms delay) (s1, s2
2) (10.00Mbit 4.84240074009ms delay) (10.00Mbit 4.84240074009ms delay) (s1, s28)
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Figure 3.6: (a) Internet Topology Zoo. (b) Number of switches migrated by Controllers.
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Figure 3.7: (a) Load distribution measurement on multiple controllers under static
switch-controller assignment. (b) Comparison of the aggregate load vs time. (c) Comparison
of the throughput with time.

3.3 Performance Evaluation

3.3.1 Numerical Settings

The performance of the proposed scheme is tested using the simulation performed on the
Mininet 2.0.0 emulator platform [222]. The experiments are performed on a physical server
having system configuration Intel Core i7 with 3.20 GHz clock speed, 64-bit processor, and
8 GB of DDR3 RAM with Ubuntu 16.04 LTS OS using POX Controller [223] and the al-
gorithms are implemented using Python. The logical instances of OpenFlow switch named
as Open Virtual Switch (Open vSwitch version 2.5.5) [224] that support multiple controllers
are created which run on different physical machines. Fig. 3.5 shows the GUI representa-
tion of the real-time datasets for BTNorthAmerica zone [220] of Internet Topology Zoo [221],
wherein the number of controllers varies from 1-5 which are responsible to control the entire
network. Each controller is connected with 36 Open vSwitches deployed in different cities of
North America. These Open vSwitches are connected through 72 links with respect to switch-
to-switch and switch-to-controller connections [224]. Moreover, 36 hosts are connected with
each Open vSwitch via a linear topology through 36 host-to-switch links. Fig. 3.6(a) shows the
Internet Topology Zoo using CLI and python using the following command:
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$ sudo python BtNorthAmerica.graphml-generated-Mininet-Topo.py

Fig. 3.6(b) demonstrates a scenario of topologies with fat-tree(10), fat-tree(20), fat-tree(30),
fat-tree(40), fat-tree(50), fat-tree(60), fat-tree(70), fat-tree(80), fat-tree(90), and fat-tree(100)
with 10-100 Open vSwitch. Here, the convergence rate of the number of switch migrations
using 1, 2, 3, and 5 controllers are analyzed. The LOADS scheme achieves scalability as the
number of switch migrations grows linearly with the increase in the size of Open vSwitch in
the network.

Fig. 3.7(a) measures the load distribution on multiple controllers under static switch-
controller assignment with respect to time. The simulation is performed till 30 minutes and
it is observed that the controller 1 is overloaded after 270 seconds with the aggregate load of
700 MB while the load on controllers 3 and 4 are under-utilized. The switch migration scheme
balances the uneven distribution of load on the controllers. Thus, after 295 seconds, it is ob-
served that the load on controller 1 is reduced to some extent as a load of some OpenFlow
switches is migrated to controllers 3 and 4 while the load on controller 2 is already balanced.
Fig. 3.7(b) demonstrates that the aggregated load on the Controller with respect to time. The it-
eration is performed till 30 minutes and Controller 1 is balanced after 315 seconds on execution
of DHA, ElastiCon, and LOADS schemes. The performance analysis shows that the LOADS
scheme outperforms the existing schemes in terms of aggregated load on controllers. Fig. 3.7(c)
shows the comparison of the throughput in Gbps using a TCP connection with respect to time.
The experimental results are performed for 30 minutes and the average throughput changes
frequently as the time interval of 1 minute is considered. The experimental result demonstrates
that the average throughput of the proposed scheme is 1.86 Gbps while the DHA and ElastiCon
schemes are 1.34 Gbps and 1.62 Gbps respectively. The performance analysis shows that the
LOADS scheme outperforms the existing schemes as the throughput is increased to 38.8% and

14.81% respectively.

3.3.2 Results and Discussion

The performance of LOADS is evaluated in comparison to the existing schemes— ElastiCon
[151] and DHA [152] using six performance evaluation metrics (i) response time (ii) execution

time (ii1) migration cost (iv) average number of flows (v) CPU utilization (vi) accuracy level.

3.3.2.1 Impact on the response time

We measure the impact on the response time after migration of switches between two con-
trollers / and J. Initially, / is connected with 10 switches and J with 7 switches. Each Open
vSwitch generates an average of 1800 flows per second with an average traffic rate of 100
Mbps. Here, we consider the flow setup rate of 42,000 flows per second that allows 2,00,000
flow rules using Open vSwitch as the threshold value of the POX controller to handle the flow

setup requests.
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Fig. 3.8(a) depicts the Cumulative Distribution Function (CDF) plotted with red, green,
blue, and black colors. In CDF, we consider that the switch migration probability lies in the
range [0—1]. Initially, the controller / is overloaded with high response time as shown in black
color with the load of 10 switches, whereas the controller J is under-utilized with low response
time as shown in blue color with the load of 6 switches. Then, we measure the performance of
each controller after the migration of switches (one by one) from an overloaded to an under-
utilized controller. Next, after migrating two Open vSwitches from controller / to J, controller
I handles the load of 8 switches as shown in green color instead of 10 switches and J with 8
switches as shown in red color instead of 6 switches. We again plot the CDF and analyzed
that the response time of / decreases and both I and J are equally balanced. Thus, the switch
migration scheme shows an improvement in the response time of each controller.

In Fig. 3.9(b), we compared the average response time of LOADS with the existing schemes.
The average response time of our proposed scheme is 32.6 milliseconds while the response time
of the DHA and ElastiCon schemes are 140 milliseconds and 110 milliseconds respectively.
The reason why our scheme achieves less response time is that the ElastiCon scheme performs
switch migration based on the closest neighbor controller without measuring the load on that
controller which again increases the overall response time. The DHA scheme performs load
balancing based on a random selection of controller and broadcasts the action to all the neigh-
bor controller. Our LOADS scheme performs switch migration based on the two conditions

used in the migration probability (Eq. (3.28)).

3.3.2.2 Impact on the execution time

The execution time of LOADS is computed in Fig. 3.8(b) and compared with the existing
schemes. On X-axis, we vary the number of migrated switches from 4 to 128. Our LOADS
and ElastiCon scheme are moderate in average execution time with 14.31 seconds and 17.66
seconds while the DHA scheme is 26 seconds respectively. The reason for the increase in the
execution time of the DHA scheme is that the random selection for switch migration needs
to synchronize the state of the controllers after migration for the global network view. In
addition, the DDoS attacks also affect the execution time in switch migration as shown in Fig.
3.8(c). The DDoS attack floods numerous requests from different IP addresses and increases
the execution time to 18 seconds. The traffic is monitored with the average traffic rate of 100
Mbps and a sampling rate of 1/64. The flow statistics of the traffic generation is analyzed by
using the Wireshark tool in which the complete information such as— packet size, the time
duration of the flow in the flow table, source and destination IP address, number of packets,
port number, the protocol used, requests per connections, etc. are monitored on a real-time
basis. The flow statistics are collected first and then features such as— the number of requests,
the time duration of the flow, and the number of requests send per connection are examined for

each flow request in order to categorize the request type and the corresponding access control
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Figure 3.8: (a) Effect on response time after switch migration from overloaded to underload
Controller. (b) Number of migrated switches vs execution time. (c) Effect on execution time
vs number of migrated switches on LOADS scheme with DDoS attack and after mitigation
from DDoS Attacks.

policies enforcement are applied. The proposed scheme injected flows emulating DDoS at the
attack rate of 250-300 flows per second. The performance of LOADS is improved to 13.61

seconds after mitigating from DDoS attack.

3.3.2.3 Impact on the migration cost

The migration cost is used to measure the switch migration efficiency of LOADS, ElastiCon,
and DHA scheme as shown in Fig. 3.9(a). The migration costs of the ElastiCon and DHA
scheme are found to be 110 milliseconds and 140 milliseconds. The proposed scheme witness
the migration cost of 52.2 milliseconds. The migration cost of DHA scheme is highest while
the response time is lower than the ElastiCon scheme. The reason behind this is that the DHA
scheme migrated switches several times and uses random switch selection. The ElastiCon has
lower migration cost than DHA scheme but higher response time. The reason being that the
ElastiCon scheme chooses the nearest neighbor node for switch migration, thus reducing the
information sharing cost between the controllers. The proposed scheme only migrates a few
switches based on the closest distance and least resource consumption from the out-migrating
to the in-migrating controller. The DDoS attack again increases the migration cost of LOADS
from 52.2 milliseconds to 71.6 milliseconds as shown in Fig. 3.9(c). After blacklisting these IP
addresses, the POX controller builds different ACP policies to block the malicious IP addresses,
thus the migration cost is reduced to 55.1 milliseconds. Hence, the performance of the LOADS
scheme is better in reducing migration cost and response time as compared to the existing

variants.

3.3.2.4 Impact on the number of flows on OpenFlow switches

Fig. 3.10(a) and 3.10(b) demonstrates the performance of the LOADS scheme with DDoS
security which shows an impact on the number of flow entries in the flow tables on Open-
Flow switches and the CPU usage of controllers with respect to time in seconds. The pro-
posed LOADS scheme with DDoS security is compared with the existing baseline schemes,
1.e., SVM-i modules, SVM-i with Defense, and OpenFlowSIA. The network traffic is gener-
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based on relative time expenditure vs size of the search space.

ated from the Center for Applied Internet Data Analysis (CAIDA) datasets [225] of 21 May
2015 consisting of both the normal and attack traffic. Moreover, a BoNeSi [226] tool is used
in CAIDA datasets to generate real-time flooding attacks from different types of traffic. The
type of traffic considered is ICMP flooding, TCP (HTTP) flooding attacks from multiple IP
addresses. The reason pf choosing BoNeSi tool over other IP spoofing tools is that the tool
simulates HTTP-GET flooding which is not possible through the Internet from bot networks.
For e.g., a 10K bot network means that 10,000 IP addresses are generated randomly in the large
networks for spoofing, similarly, urllist.txt specifies different URLs are generated for use. A
BoNeSi is a powerful tool to filter out the identifiable patterns having the capability to spool IP
addresses when the requests are generated from different protocols. The flooding attacks (gen-
erally targeted in SDN architecture) in three possible cases (i) overload a specified IP address
by sending multiple requests from a single source (ii) targets victim destination from multiple
spoofed IP addresses (iii) requests sends from a single source IP addresses to target multiple
destinations. Fig. 3.10(a) demonstrates the number of flow entries in flow tables in OpenFlow
switches with respect to time in seconds. The average number of flows per second in the Open-
Flow switches in SVM-i modules ranges from 3.8 x 10* to 5.8 x 10*. However, after applying
rule enforcement on SVM-i modules with defense the flow entries are restricted to 1.6 x 10*
flows on an average per second while the OpenFlowSIA returned 1.5 x 10* number of flows per

second on an average. The LOADS scheme with security returns the number of flow entries as
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1.3 x 10* flows per second. The reason why the LOADS with security computes the least num-
ber of flow entries is that the non-identified IP addresses and adversary requests are blacklisted
by deleting the flows from the flow tables. The idle timeout is very short and set to 5 seconds
which gives a short span to the attacker for flooding attacks and thus the small number of flows

exists.

3.3.2.5 Impact on the CPU utilization on controllers

Fig. 3.10(b) shows the comparison of the average CPU utilization of controllers. The results
demonstrate that the average CPU usage of the existing schemes, i.e., SVM-i module, SVM-
1 with defense, and OpenFlowSIA are 51.5%, 41.2%, and 37% respectively. The proposed
scheme outperforms the existing schemes as the CPU usage is only 32% which saves 5% CPU
utilization of controllers. The reason behind saving the CPU usage is that less number of
flows and messages are assigned to the POX controller which generates lesser flow statistics

compared to the existing schemes.

3.3.2.6 Impact on the accuracy level

The accuracy level of the proposed scheme is computed based on the relative time expen-
diture with respect to the search space as shown in Fig. 3.10(c). The search space Z,‘c/zl (Z)
computes all feasible solutions to assign the nearest controller to each switch. On the x-scale,
the search space size grows exponentially from 2 x 10° to 1.2 x 107 grouped into four boxes,
while the y-scale represents the relative time expenditure. The relative time expenditure is
computed as follows: t,.,; = troaps/tpraa and t,e; = tLoaps/tElsicon- Here, the accuracy level
demand is computed on [0.01, 0.02] with the maximum threshold &,,,,. of the distance from a
switch to its reference controller 8y ;. In addition, F,;, denotes the minimum fraction in which
OH,1 < Omax.. The height of the bar chart represents the mean value of each box and the error
bar indicates the confidence intervals of 95%. Here, the accuracy demand of the . Values
[0.01, 0.02] are computed on F,;,, for 70% and 80% respectively. The different colors of the
bar indicate distinct levels of accuracy. The performance analysis shows that for the accuracy
demand &4y, = 0.01 requires more f,,; as compared to accuracy demand on 0.02. The accuracy
level concludes that the relative time expenditure #,,; decreases as the size of the search space
increases but if the search space size is small, the relative time expenditure shows a high degree

of variation.

3.4 Summary

In this chapter, a LOADS scheme is proposed to address the load imbalance and malicious
flow issues in the SDN. To handle the issue of load imbalance, an optimal switch migration

scheme is proposed which minimizes the overall migration cost, execution time, and response
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time of controllers. Moreover, an IP flow-based anomaly detection scheme is proposed to iden-
tify each user’s behavior, and based on the behavior, specific policies are deployed to prevent
anomalies. The proposed scheme is evaluated on the Mininet emulator using the POX controller
with datasets of Internet Topology Zoo from the BTNorthAmerica zone. The performance anal-
ysis reveals that LOADS minimizes the average execution time by 6.74% and 20.64% as com-
pared to the existing competitive schemes, Distributed Hopping Algorithm (DHA), and Elastic
Distributed Controller (ElastiCon). Also, it helps in improving the overall migration cost and
response time of each controller. The proposed LOADS scheme has the migration cost of 55.1
milliseconds as compared to the ElastiCon and DHA schemes alongwith the migration cost
of 110 milliseconds and 140 milliseconds respectively. In addition to the migration cost, the
response time of the proposed scheme is 32.8 milliseconds as compared to DHA and ElastiCon

which takes almost 90 milliseconds and 78 milliseconds respectively.
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Chapter 4

EnFlow: An Energy-Efficient Fast Flow
Forwarding Scheme for Software-Defined

Networks

Based on the above discussions, the following contributions are presented in this research

work.

The EAR problem is formulated by using an MINLP for which we proposed FIFO-PO

and FIFO-POP scheduling schemes to minimize the average waiting time.

» For energy-efficiency, an efficient flow re-routing and link utilization scheme are pro-

posed.

* Then, to build the shortest path between source and destination, an ant colony routing

algorithm is proposed.

* Finally, the proposed scheme is validated using the datasets of NorthAmerica on the
OMNET++ platform.

The rest of the chapter is structured as follows. Section II discusses the problem statement.
Section III presents the proposed EnFlow scheme. Section IV discusses the performance eval-

uation, and finally, the paper is concluded in Section V.
4.1 Problem Formulation

4.1.1 System Model

Consider a connected graph G € (V, E) comprising of nodes and links as shown in Fig. 4.1.
Here, V = (SUA) is a set of switches with § = {sy,s2,..,s,} and APs as A = {ay,as,..,a,}.
Also, E = (W UWs) is a set of wired (W) and wireless links (Wg). Fig. 4.1(a) an SDN

architecture with multiple switches having three interfaces. The first interface I4 is wireless
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Figure 4.1: System model of SDN architecture.

communication between users and APs, the second interface Ig is wireless communication
between APs, and the third interface /¢ is a wired interface of APs directly connected to switch
or between the two switches. Suppose, Nc(Ws) is the number of channels in wireless links Ws
between two APs with each /' channel having capacity defined by C;. Therefore, for wired
links, the number of channel No(W) = 1 with the same capacity C; and N¢(E) is the number
of channels of both wireless and wired links. Suppose, C,, defines the capacity of each p'h AP
to serve its connected users, and Cy is the capacity of each ¢'" gateway router that connects the
switches to the Internet.

We have considered a priority-based flow scheduling scheme to handle the overloading
issues on switches before the incoming packets in the flow are routed to their destination. We
compared both the priority and non-priority-based schemes with the minimum average waiting
time in the queue buffers. Fig. 4.1(b) shows an energy-efficient routing using which switches
do redundancy elimination and identify the links which should be turned off from active to
sleep mode for power savings. For example, there are two demands (Fig. 4.1(b)), one from
node 2 to 15, i.e., D5 15 and another from node 3 to 15, i.e., D3 5 based on the minimum path
selection.

So, the first solution is to choose the path shown by the bold links for both traffic demands.
In this solution, 10 active links and 14 sleep links are used for routing. The second solution
is to choose the path using the dotted links with only 6 active links in the usage and rest 18
links are in the sleep mode. So, the energy-efficient solution is the second one as it uses two
switches (switch 5 and switch 11) by eliminating the redundancy and turn-off more number of

active links to sleep mode to improve the energy consumption.
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4.1.1.1 Power Utilization by Switches/APs

The power utilization by switches/APs is based upon three interfaces Iy, Ig, Ic defined above

and has the following six different modes (P,;) shown in Fig. 4.2 are defined as follows.
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Figure 4.2: Different modes of power utilization on switches/APs.

(i) Power Saving Mode (Pr)- 1t is the lowest power utilization mode as there is no active
host and no traffic flow in any interface.

(ii) Power AP (P4)- In this mode, the power is utilized only on the APs as the traffic flow is
among the APs through wireless interface /Ip.

(iii) Power AP & Users (Pay)- The power is utilized by the wireless interfaces, i.e., I and
Ip as the traffic flow is among the APs and also between active users and corresponding APs.

(iv) Power AP & Switches (Pys)- The power utilization in this mode is on interface Iz and
Ic, 1.e., among APs and between APs and switches.

(v) Power User and Switch (Pys)- In this mode, the power utilization is from both the
interfaces I4 and I¢ as there is a flow between active users and APs, and in addition between

APs and switches through the wired interface.
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(vi) Power AP, User & Switch (Py)- The last power utilization mode is the high power
consumption mode as all the three interfaces have active flow because there are active users,
traffic flow among APs through wireless links and from APs to switches and controller through
wired links.

If an AP has no flow from users and wireless network, then it can be shutdown and thus
said to be in low power mode. If an AP has an active host or flows in the links, then it is said
to be an active link. An AP that has some traffic load uses an extra one-fourth of the power

utilization. Therefore, the power consumption in different modes P, is defined as follows.

PL(0.75+0.25x g8); if (i ju = 1),

Py = 4.1

P Otherwise, (U; jx = 0)

where L; ; x 18 a binary variable which denotes that the traffic flows of the i user on the j"
switch passing through the k' AP is idle or not, P; is the power saving mode with no traffic on
the links, PL is the power mode other than P, the load on the AP is denoted by L,, and C), is
the total AP capacity.

4.1.1.2 Power Utilization Modes of Switches

Energy utilization by a switch depends on factors such as the link rate, the number of active
interfaces and switch ports having variable link rate I, € {l,1,l,2,...,1,, }. Hence, the power

consumption by the switches is denoted by Pg and is defined by using the Eq. (4.2) as follows.
Ps = pc+ Mnpn+ Z NelrPr, 4.2)

where p. is the power consumption of the switch chassis, 7, is the number of network
interface card (NIC), p, is the power consumption of each NIC, 1, is the number of ports, /, is
the link rate of the switch port, and p, is the power consumption of each switch port having a
link rate /,.

The number of active switch ports are: (i) port (transceiver) running at a wired [, (ii) port
to gateway router for interconnection (iii) switch line card (iv) AP connection (v) ingress port
(vi) output port. The services running on these switch ports depend on the six different power
consumption modes which decide the active number of links and nodes running at a time. It
determines the number of physical and virtual interfaces for interconnection. It also determines
the link rate of wired connection running at the rate (/), and the number of network interface
card (NIC).

4.1.2 Problem Statement

Let us consider ¢ is the time interval for any traffic flow, and x represents the state of any

variable at time 7. Similarly, (z — 1) is the time interval before ¢ and the state of any variable rep-
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Table 4.1: Decision variables used in problem statement.

Variables Description

Ugsp 1, if (p™ AP is allocated to incoming flow f from user); 0, otherwise.

Fo.1r 1,if (l’h channel is used to route flow f through link e); 0, otherwise.

X 0, if (X e Yecr "™ Fop s+ X e Usp = 0); 1, otherwise. Here, x,, find if
an AP is in active mode or idle mode.

xy 1, if (x,p =0 & x, = 1); 0, otherwise. Here, x; denotes the switching of APs
to active mode from sleep mode.

x, 1,if (x/p =1 & x, =0); 0, otherwise. Here, x,, denotes the switching of APs
to sleep mode from active mode.

rs;, rs, cost associated with switching of the modes of APs from sleep to active mode
or from active to sleep mode.

w;rf 1, if (Yoer Z?]:CEE) Fel,l.f =0& Y.ck Z?’:C}E) F,; 5> 1); 0, otherwise. It repre-

sent if a flow is added or re-routed via a node p.
- L if (Yecr ZéV:CEE) Fe"l.f >1& Yok Z;\SE) F.; s =0); 0, otherwise. It repre-
sent if a flow is not routed through node p.
+ — . . + . —
TWy s TW o r the cost associated with W,z OF with W,

resented as x at this time interval. The power utilization of an AP/switch modes is represented
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by six different power consumption modes P, using Eq. (3) as follows.

;

Py if (eew, X0 Fugy > 1& Yy upy =0
&Y oew L\ Fypp=0) Wp e {s(e).d(e)},

Py, f(ZeeWS):l Forp>1& Yicpupp>1
&ZeeWZl 1 Forp=0) Vpe{s(e),d(e)},

CWS

Pus, if(XeewsXye) =~ Feif=0& Yiepupp >1

&ZeEWZ[ 1 elf > 1) VP S {S(€),d(€)},

P = (4.3)

Ne (W)
s) Forr>1& Yepupp =0

Prs. if (Teew I5
&Y oen L0 Forp > 1) Wp e {se),d(e)},

P, if (Ceews D00\ Foty 21 & Yicpupp > 1
&Y oew L Fupp > 1) Wp e {s(e).d(e)},

P, f(ZeEWSZJ 1 Forr=0 & Yjcpupp=0

&Zeewzl 1 el,f 0) VPG {s(e),d(e)}.

\

Thus, the power utilization by switches depends on the P,,. Here, in case, any of the inter-
faces is OFF or in a sleep mode, then we set the value as 0, otherwise 1 for the active interface.
Also, the energy consumption by multiple SDN switches depends on the average waiting time
of incoming packets in the switches queue buffer.

The objective function of the EnFlow scheme is to minimize the energy consumption of the

network switches at the data plane. Mathematically, it can be represented as follows.
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OF ZpE(VUS) P+
min. § @s Y pevus) (x5 rsy) + (%, .7, )|+ (4.4)

WR Y pe(vUs) [(w;;f.rw;f) + (W, prw, )l + T,

where (g, ®s, Wg) denote the weights associated with balancing the three states— (1) power
utilization on different modes when traffic flows on active links, (2) power consumption in
switching the nodes or link states (switches or APs), and (3) power consumption in re-routing
of the traffic flow respectively. Finally, T denotes the average waiting time of incoming packets

in switches queue buffer.

S.1.
Cl : Y U xBy<Cp, Vp€A,
feL
C2 : Y Up=1, Vfel,
PEA
Nc(E)
3+ Y Y Y FuyxB+ Y U xBr <Gy,
feLecE =1 feL
C4 : Y FsxBy<Cy, YecE,lc{l,.Nc(E)},
feL
Nc(E)
cs5 Z Z Fegl,fé 1,
I€E s(e)=p [=1
c6 ) Z Fop<1,
I€E d(e)=p
C7 : I, =min(l rq)qe{l,.,m} > Z F,;rXBy,Ve € @,
feL
FeleBl F/ f/XBf/
c8 —— — = ]
Z Cl * /Z /Z Cl -
JeL fGLe cWyg
c9 Z Z ZFeleBl+ZUprBf
fELecW.d(e)=p feL
Nc(E)

< C+Y) )Y Y FupxBy VqeS,
f€LecW s(e)=p I=1

Nc(E)
c10 : Z Z Z Fe,l,f XBf = Z Z
fELecE s(e)=p I=1 fE€LecEd(e)=p
Ne(E)
Y. FerpxBr+ ) Uppx By,
=1 feL
Cll : F,;;€{0,1},Usr,€{0,1},VpcAecE,fcL.

The explanation of each constraint is provided as follows.
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* C1 states that the traffic flows Uy, allocated to the P AP such that the bandwidth demand
B should not exceed the capacity of AP defined by C,.

» (2 states that each host in a network is mapped to exactly single AP at a given time

interval.

» (3 states that the flow on the switch with a particular bandwidth should not exceed the

switch capacity.

* (4 constraint denotes that the total capacity of each link and channel for a given demand
of bandwidth By should not exceed the channel capacity of the link. This applies to all

the flows and channels in the wireless or wired links.

* (5 and C6 state that traffic flows through any communication mode enter (source node)

or leave (destination node) from the AP or switch should be at most once.

* (7 denotes that in the wired part, /, should satisfy that the bandwidth used on a particular

link with an upper bound as /,..

» (8 represents the constraint that in the wireless link, there cannot be the simultaneous
transmission of two links to communicate with each other. The sum of their ratio of link

usage should be less than or equal to 1.

* (9 denotes that the incoming flows are routed through wired and wireless links until the

capacity of the gateway exceeds; otherwise, the traffic moves to the other gateway.

* C10 is the flow conservation constraint such that the incoming flow entering a node in-
cluding the traffic from that node should be equal to the total flow going out from that

node.
* (11 states that the decision variables are binary values.

Fig. 4.3 presents the proposed scheme named as EnFlow: Energy-Efficiency Fast Flow For-

warding Scheme for Software-defined networks.

4.2 EnFlow: Energy-Efficiency Fast Flow Forwarding Scheme

The proposed EnFlow scheme uses the M/M/1/K queuing model that runs on the forwarding
plane. At the control plane, a single centralized SDN controller (acts as a single server) is
serving multiple switches at the forwarding plane. Each switch is linked with multiple access
points at the infrastructure plane through which a group of users are attached. The incoming
data from users is of a heterogeneous type such as text, audio, video, images, etc. which is

coming from different applications. Here, each switch maintains a queue for flow scheduling
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Figure 4.3: Proposed scheme EnFlow: Energy-Efficiency Fast Flow Forwarding Scheme for
Software-defined networks.

and the updated record of all the switches is transmitted to the network controller periodically
as a global database. The EnFlow scheme is divided into three modules. The first module is
the FIFO-POP scheduling, which runs on the OpenFlow-enabled switches. Using the Support
Vector Machine (SVM) classifier [227], the incoming flows are classified into three different
classes as high, medium, and low priority. Then, applying the standard k-means clustering
algorithm to create clusters of the three classes. The queue with the highest priority is scheduled
with the maximum link rate, and the output is sent to the second module. The second module
is the flow re-routing and link rate adaptation algorithm which works during the insertion of
any new node or deletion of any existing node to save the routing cost for the maximum link
rate. The third module is the flow routing algorithm, which computes the shortest path using

Ant Colony Routing (ACR) algorithm for efficient routing in fat-tree topology. These three
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modules are illustrated as follows.

4.2.1 Priority Scheduling with Multiple Switches SDN

The data flows in two directions 1) from the users to the switches through APs and ii) from
multiple switches to a single network controller in the form of packets. We aim to reduce the
switches overload by scheduling using two schemes (i) First-In-First-Out Push Out (FIFO-PO),
and (i1) First-In-First-Out Push Out Priority (FIFO-POP) [38]. We computed the average wait-
ing time of both the scheduling schemes to find the near-optimal solution among these schemes.
These schemes are described as follows.

(i) Scheme 1: FIFO-PO Scheduling Policy

In the FIFO-PO scheme, we assume that the arrival of data packets follows a Poisson dis-
tribution with rate parameter as (A > 0) with identical and independent inter-arrival which
follows an exponential distribution. The service time is also independent and follows the Pois-
son rate (1/r). Let there are at most K packets in the system and the buffer size is (K —1).

Also, let C; is the steady-state probability of the M/M /1 queue and P, is the steady-state
probability of the M /M /1/K queue for 1 <i < (K —1). So, from the fundamentals of Queuing

theory, following holds. C
d 1<i<(K-1). 4.5)

i

- Yo G
Suppose, P;(1 < x < K) denotes the steady state probability of ‘x’ packets in the system
with an arrival of a new packet.

Then, following holds using the Poisson arrival rate.

Py
P, = , x=0,1,2,...(K—1), 4.6
B+p) = o
P, —1—; x = K,where —& 4.7
T ey T P=7 '

Let Cs(x,y) be the probability in steady state (x,y) of the packet which only gets the service
after a packet exits from the system. If x = 1, then the packet is currently in service whereas,
for 2 <x <K, and 0 <y < (K —x), the packets in state (x,y) wait to get served till the buffer
is full and pushes out the packet currently in service. Here, (x,y) is the position of a packet
where, x packets are already there in the system and y are waiting after x queue ends.

Suppose, when a packet is being served then there are ‘n’ incoming packets. So, for packets
in state (x,y) to get served n < (K —y — 2), there is no packet to push out if n < (K —x—y),
i.e., the buffer is not full. Hence, the updated position of x is (x — 1) and of y is (y +n).

The buffer is full when (K —x—y)+1 <n < (K—y—2) so the packet at position 2 is
pushed out by the arriving packet. So, the packet position changes from x to (K—n—y—1)

and y to (y+n). Now, we have the state transition equation of Cs(x,y) formulated as follows.

K—y-2

CS<x7y>:Han'(n|(x7y))+ Z ot,,CS(K—n—y—l,y—ﬁ—n), (48)
n=K—x—y+1
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where @, denotes departure in an inter-arrival time interval computed by choosing a set
of Markov points [103], where the service is completed using limiting probabilities to analyse
the average waiting time. Let I;(k > 1) be the number of packets arriving while k packets are
in service and the remaining time of the current packet in service is J(¢). Then, the Laplace
Stieltjes Transform (LST) of iy is as follows.

x9:/7(+)th , 4.9
(0 = | [T ety B AP @9)

where 6 is a Laplace transform variable, x is the packet waiting to get served, and b is a
constant.
Let us define Z(x,y) as the average waiting time for Cs(x, ) till it gets served with its waiting

time less than 't Then, the probability of Z(x,y, 0) is defined as follows.

Z(x,y,0) = /O we*‘”d(z(x, y,0)). (4.10)

So, Z(x,y) can be obtained as follows.

Z(x,y) = —limg_o z(x,y,0). 4.11)

The conditional average waiting time T for packets in state (x,y) is as follows.

K—1K—x—1
) +1).
c=p ¥ Y Az i

P, [ixZ(K—y— 1,y)+Cs(K—y—1,y)

K-2

(T'y+l:| +p Z Px |:ixZ(K_y_ 1,)’)
y=0

1
+Cs(K—y— l,y)(y;[)iyﬂ]. (4.12)

(ii) Scheme 2: FIFO-POP Scheduling Policy

Keeping the assumptions in scheme 1, we consider that the newly arrived packet has a
higher priority in comparison to the packets present in the queue. Thus, the newly arrived
packets occupy the first position to be served first.

Let Cy(x) be the steady-state probability of the packet placed at position 'x’. So, the packet
at position x, where [2 < x < K|, waits in the queue. Let there be 'n’ incoming packets while
a packet is currently in service. Then, for the packet to be served n < (K — x), the new packet
position is now shifted. The new position of x is (x+n — 1) after the service is completed. So,

state transition equation for Cy(x) is given as follows.

K—x
Co(x) = [[Jow(n|(x,y)) + Y, auCo(x+n—1)], (4.13)
n=0

where x = (2,3,..,K) and a, can be computed as in the previous case. We now analyse the

average waiting time using 7. Let the probability of packet at position x being served with its
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service time less than ¢ be H(x,b). Then, we formulate the Laplace Transform of H(x,b) as

follows.

as follows.

2(x,0) = /O we_ede(x,b).

So, similar to the state-transition Eq. (13), we can obtain the recursive equation of z(x, 0)

K—x
72(x,0) = Z 0, (0)z(x+n—1,0), x=2,3,...K.
n=0

Let Z(x) be average waiting time for a packet at position x till it gets served. So, as com-

puted in Eqgs. (10) and (11), the average waiting time becomes.

Z(x) = —limg_,o z(x,0).

Finally, the average waiting time 7 for a packet at position x is computed as follows.

K-2 1
t=p Y ixZ(x+1)+Cs(x+l)(x;t Jiva|.

x=0

Algorithm 3 Priority scheduling with multiple switches.

Input: total packets (K), flow arrival rate (1), Output: average waiting time (7).

1: procedure SCHEDULING

2:

R N

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

set A and 1/r as the flow arrival rate and service rate;
for (i =0;i < K;i++) do

if (packet[i] == highest) then

add i into Qy;
else if (packet[i] == middle) then

add i into QOp;
else if (packet[i] == lowest) then

add i into Qc;
else if (Q[front] && Qlrear]| == Null) then

set Q|front] =1,

add Qlrear| < packet|i];
end if
update Qlrear| + +;
Cs(x,y) & Cs(x) be the steady state probability;
Calculate 7 in Eq. (12) and Eq. (17) for Cs(x) & Cs(x,y);
if (TCs(x) < TCS(x7y)) then

set Tg(y) 1s the minimum avg. waiting time;
else (set T¢g(, y) 1 the minimum avg. waiting time);
end if
(return overflow);

end for
return T;

24: end procedure

Algorithm 3 computes the priority scheduling using both the FIFO-PO and FIFO-POP

schemes. The inputs chosen are K, A and the output returned is 7. Initially, for each incoming
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packet, it is checked whether the queue Q is empty or not. If yes, then set the Q|front| at the
first position and insert the incoming packets at the rear end of the queue, so the Q[rear| is
increment by 1. However, in case, if the incoming packet belongs to the highest priority, then
these are served according to the FIFO-POP scheme which adds the packet into Queue_A. The
next case occurs, if the packet belongs to middle priority then add into Queue_B, otherwise, for
add the packet into Queue_C for lowest priority. However, if the queue is empty then add the
packet on the rear end of the Queue and update Q[rear| to place the priority packet in the first
position otherwise, the packets are served in FIFO-PO order. So, the average waiting time is
denoted by 7 of both the schemes is computed by choosing the steady-state probability as Cs(x)
and Cs(x,y). Finally, the optimal solution is computed by choosing the minimum value of ©
among both the schemes. In case, the queue is already full, and then the overflow is returned.
Thus, the output returned is the average waiting time 7 with the minimum value.

The time complexity of the Algorithm 3 is computed as follows: The for loop in Steps
(3-22) iterates K times, where K is the total number of packets in the system. Also, the
conditional operators take O(1) time. Thus, the total computation time is in the order of
O(K)+ O(1) = O(K) in the worst case.

4.2.2 Efficient Flow Re-routing & Link Rate Allocation

The minimum energy consumption is achieved if re-routing is performed via a newly
inserted node in the network but without changing the existing routing path. The second case
of re-routing occurs if the flow is not routed through the new node. Algorithm 4 shows an
efficient flow re-routing scheme and the allocation of the switch port link rates. The inputs are
nodes and links in G € (V,E), where f represents the new flow and (C,,C;) denotes the residual
capacities of the p" AP and channel link /. The output returned is the minimum distance from
the new source node to the gateway router with the minimum score in power and the link rate
I, allocation of the wired link. Initially, a new node V is inserted in (V, E) and add virtual links
between V; and APs such that it is in range of all the APs and can serve the maximum number
of users. So, a priority queue of Q that covers all the nodes is created such that the initial
power score of each node (AP, switch) from the new node is infinity, and the list of previous
nodes is null. Hence, if the new node v is not the source node then insert it in Q and consider
this new node as the source node by setting the distance to zero. Therefore, we perform re-
routing for flow f by inserting the new node. Then, the minimum distance from the source
node to each node is computed until Q is empty. Thus, for all the unvisited neighbouring nodes
v of u if the pair of nodes (u,v) satisfies the bandwidth requirement of links then compute the
minimum distance from u to each neighbor node v as min_dst[v] using add_pow(u,v). Here,
add_pow(u,v) is the additional power score if the new node v is inserted in Q through path
u for flow f. Then, using the Dijkstra’s algorithm min_dst[v] is computed which returns the

output as the shortest path after re-routing through host considering the minimum power score
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for flow f.

The computational complexity of the ALgorithm 4 is in the order of O(|A| +|S|*> + |E|),
where |A] is the total number of access points, |S| is the total number of switches, and [W| is
the total number of wired links in a graph G(V,E).

However, once the re-routing computes the minimum distance for the new node then the
different switch ports are allocated with the link rates. The power consumption of each switch
port is different which depends on P,. The function Link_Rate in Algorithm 4 maximizes the
link rate utilization by setting an upper limit that satisfies the requirement of all the edges e € E.
We consider the following link rates: /,, = {0.01,0.1, 1,10} Gbps for the wired link allocated
as per the requirements of different modes of power utilization on APs. In case of low traffic
flow, where the usage of /,, is not more than 0.01 Gbps, assign the new link rate to 0.01 Gbps
which satisfies the maximum link utilization of the edges. Similarly, if the usage of /,, is more
than 0.01 Gbps but less than 0.1 Gbps then assign new /,, to 0.1 Gbps. The next case checks,
if I, 1s more than 0.1 Gbps but less than 1 Gbps then assign /,, to 1 Gbps. The last case is the

power-hungry mode where the link rate /,, is assigned 10 Gbps.

4.2.3 Efficient Flow Routing using Ant Colony Routing

The third module uses Ant Colony Routing (ACR) algorithm for adaptive multi-path routing
in OpenFlow switches. ACR algorithm is a meta-heuristic approach to compute the shortest-
path routing which is best suited for dynamic flow management [102]. The ACR algorithm is
inspired by the biological behavior of ants having the capability to perform a local search for
food in the best possible shortest path in G. The proposed approach is based on the probabilistic
technique as a stochastic decision is used at each intermediate node to forward the data packets
towards the destination. Here, the artificial ants play the role of the data packets in G which
behaves like a software mobile agents. These data packets switch from one node to the neighbor
node to compute an optimal solution between the source and the destination.

The ants explore the solution based on the pheromone which is a liquid dispersed by ants
on each node along the travel path. In a centralized network controller architecture, the routing
policy depends on the information maintained on each forwarding node such as— pheromone
tables, data routing tables, link queues, statistical delay parameters (sample mean, variance,
minimum traveling time) and so on [228]. The routing policy is built on the controller in both
the directions, i.e., forward and backward which is executed on the OpenFlow switches. The
forwarding ants find the shortest path from source to destination switch while the backward
ants retrace the flow path for sending the acknowledgment or any updates notification back to
the controller [229].

1) Forward ACR Model

The forward ACR model is denoted by Esi &

and pheromone table to take the stochastic decision of the link and switch selection based on

where each node consists of data routing

probability for selection of the shortest path. The selection of link and neighbor switch is
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Algorithm 4 Computation of efficient flow re-routing.
Input: G = {V,E}, f,(Cp,C;), Output: min_dist[v], I,
1: procedure RE-ROUTING(V, E)

2: insert V¢ as a new node in G;
3: add virtual links between V; and APs such that V; is in the range of the positions of users that
can be linked to AP;

4 create Q as a priority queue of vertex set;
5 for allve Gdo
6: pow[v] < oo;
7: visited[v] < false;
8: prev|y] < NULL;
9: if (v! = source) then
10: insert v to Q;

11: dist[Vy] = 0;
12: end if
13: end for

14: Q.add(f) and calculate the shortest route;
15: while (Q # 0) do

16: u < extract shortest distance dst();

17: remove u from Q;

18: ulvisited) = true;

19: for each unvisited neighbour v of u do

20: if ((u,v) < ;) then

21: min_dst[v] <— pow|u| 4+ add_pow(u,v);
22: if (min_dst[v] < pow[v]) then

23: pow[v] «— min_dst[v];

24: prev[v] < u;

25: if (visited[v] = false) then

26: Q.add(v);

27: else (set min_dst[v] < pow|v));
28: end if

29: end if

30: end if

31: end for

32: end while

33: return (min_dst[v]);

34: end procedure
35: procedure LINK_RATE(V, E)
36: for alle € E in W do

37: if (lrg < 10_01) then

38: assign Iy, <= lo.01(Gops)s

39: else if (1, <1, <ly1(Gpps)) then
40: assign I, <= lo.1(Gops)

41: else if (1,,, <1I;, <li(Gpps) then
42: assign Iy, <= ly(Gpps)s

43: else

44: assign Iy, <= Lio(Gbps)s

45: end if

46: return ([, );

47: end for
48: end procedure
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done based on two parameters (i) distance from the current switch to adjacent switch (shortest
distance has the maximum probability), and (ii) the density of pheromone which is selected
using the distance between the switches. The probability of switch selection by a data packet p

to move forward from current switch u to neighbor switch v by using the Eq. (18) is as follows.

pr, = D00
' Zveunvisited [IM,W]OC'[DL%W]B

where I, ,, is the pheromone intensity collected for transmission from u to v switch, D, , is

,(v € allowed,), (4.18)

the distance between switch u and v, I, ,, is the pheromone intensity for other possible switches
w, D, 1s the distance from switch u to other possible switches w, the parameter to regulate
the intensity of pheromone is & and the parameter to control the distance is 3. The value of
« is between 0 and 1 such that 0 < a < 1, where 0 refers to low intensity and 1 refers to high
intensity while the value of 8 > 1.

Thus, the updated entries of the pheromone table through the pheromone matrix are used
to compute the probability of choosing the outgoing link towards destination switch. The
pheromone matrix lies in the interval [0, 1] and the sum of all the columns values is equal
to 1. The pheromone has a unique property of evaporation with respect to time #. Therefore,
the current updated pheromone level at a time (¢ 4 1) with an evaporation rate is calculated by

using the Eq. (19) as follows.

(t+1)= (11—l ( Z (4.19)

Here, K is the total number of packets, the term € € [0, 1] which denotes the evaporation
rate. Suppose, the pheromone level reduces by 50% after every 4 seconds, so till 4 seconds the
pheromone is 100% but after 4 seconds it is 50% then after 8 seconds is 25% and finally after
12 seconds, the pheromone is completely evaporated to 0%.

The change in pheromone is denoted by AI[Z v and is computed by using the following

equation.

C/Total_D,, i chooses path u — v),
A(liv){ Total Dy, ifp P ) (4.20)

0, Otherwise,

where C is a constant, and Total_D), is the total distance traveled in G if the packet p
chooses the shortest route from u to v. The forward data packets maintain a local memory
M while traveling along its path to keep the record of visited switches Sy, 5, = {51,52,..,51}
and the migration time Ty, 5, = {75,555, -, Is,_,—ss, } While moving from one hop to next hop.
Also, the network load is sensed at regular intervals At to find the selection probability of the
destination node d by the following equation.

K/
pa= =4 4.21)
Zd’ 1 Ad/
where S is the number of switches in G, and K’ .4 18 the number of data packets bounded for

destination switch d. Moreover, sample statistical parameter S” consists of (X4, Var(X ), T"™")
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to monitor the global traffic of all the network nodes. Suppose, if there are 11 number of effec-
tive samples comprising of X1, X>, ..., X, used for the exponential averages. Then the sample

mean of the estimated travel time to reach switch d is computed as follows.
Xo=Nmua—Xa] +Xa, (4.22)
here m,_,4 is the new measurement of the reported travel time from current switch u to d.
The sample variance of the estimated travel time is calculated as follows.
Var(Xy) = n{[mu—q — Xa)*> — Var(X4)*} + Var(X4)*. (4.23)
The third parameter Ts’ﬂ’; is the minimum travel time to reach d from the present switch u.

Now, the stochastic decision policy applied at the controller to select the next-hop among v

neighbors excluding the switches which are already visited is based on probability p, ; defined

as follows. .
{ m, Vv e VM7
Pvd = !

0, Otherwise,

(4.24)

where V, is the list of all the neighbor switches of u. The probability p,, can also be
modified based on the load status of the network.

I, +o. Ty
e YveV,
pra=1q el ! (4.25)

0, Otherwise,

where Tyy = 1 — (Dy,,/ Z‘v/,“: 1 Du,y) is the estimated waiting time for a newly arrived data
packets. Finally, set the maximum time-to-live (TTL) value to 20 seconds to avoid cycles from
the already visited switches in the memory.
2) Backward ACR Model

The backward ACR model is denoted by Bs _,; Which retraces the path used by the forward
data packet but in the reverse direction. The backward model uses a priority queue rather than
link queues used by the forward data packets. The statistical parameters S” updates the mean
and variance of the traveling time as the packet moves from destination towards source switch.
Next, the reinforcement signal ry is evaluated to update the data routing and pheromone table
in G. Suppose, r; > 0 selects a specific switch i, i.e., the neighbor of current switch u towards
d based on pheromone level while j and k are the other neighbors of u then, the probability of
choosing switch i is increased while the probabilities of other adjacent switches are decreased

as follows.
lig=Tlig+r(1-1Ig). (4.26)

The updated pheromone table value is increment by 1 due to the high reinforcement signal

received for a neighbor switch i.

Ij,d = Ij,d — rs(lj’d), Yv evV,, 4.27)

Ik,d = Ik,d — rs(lkﬂ), Yvev,. (4.28)
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The updated pheromone table value for the other neighbor switch j or k is decrement by
1 due to low reinforcement signal. Hence, the data routing table Ri 4 = (Ij.4)¢ is also updated
after the pheromone table gets updated. Here, € is the exponential transformation function
of the pheromone table to avoid the chances of data forwarding in the wrong directions. The

updated data routing table is updated as given below.
(4j.a)®

Lev, (ha)®

Here, the stochastic data routing table Rﬁ ;4 helps to perform efficient load balancing to dis-

R, = (4.29)
perse the data packets over multi-path routing. Finally, all the intermediate links consisting of
the forward path are updated. In case, if there are total s, switches on the link then the total of
sy(sy — 1)/2 number of updates on switches are required.

Algorithm 5 shows the step-by-step working of forwarding and backward ACR. In the for-
ward routing, initially, we assume a node u as a source node and set the initial travel time to
0. Then, we repeat the procedure until the time reaches the maximum iterations for all the
incoming packets or until the current node reaches the destination node. The path followed
hop-by-hop from source to destination is maintained in a queue Q. We computed the intensity
of pheromone and probability to move from u to neighbor node v towards destination d. The
travel time taken by the packet during migration from the current switch position to the next
switch is recorded and the next chosen switch becomes the current switch. Then, it is checked
that if the hop cycle is detected so that it is avoided to reduce the time wastage and resources.
Finally, the pheromone is updated after each iteration.

The backward ACR works in the reverse direction and maintains a priority queue to com-
municate to the switches for the route followed by the forward data packet model which is
stored in bwd_node. The hop count of the backward switch is automatically decremented by
1 which returns the switch ordered list maintained by the forward model. Here, the update is
done for all the intermediate switches and the traveling time is increased for every forward hop
count. It is used until the travel time is less than or equal to the estimated travel time to reach the
destination switch. Finally, the pheromone and data routing tables are updated according to the
status of the reinforcement signal. The constraints C5,C6, and C9 are satisfied by Algorithm 5
to perform an efficient flow routing in the network model. The computation time of Algorithm

5 is approximately 380 milliseconds.

4.3 Performance Evaluation

The performance evaluation of the EnFlow scheme is analyzed using extensive simulations.

The numerical settings alongwith results and discussion are explained as follows.

4.3.1 Numerical Settings

The experiments are performed by using the simulation parameters as shown in Table
4.2. Fig. 4.4 shows the real-time traffic traces from the Survivable Network Design library
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Algorithm 5 Computation of forward and backward ACR.

Input: G = (V,E),{s,d}, previous flow, Output: F™" Bl
1: procedure FORWARD_ACR(S, D)

2:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25:
26:

27

R AN

s—d’ Zd—s*

t <+ 0, u + source;
E™n | fwd_node] = u, T, [fwd_node] = 0;
while (t! = max_iterations) do
for(p=1;p<K;p++)do
while (u! = d) do
tentry < Current time;
v < next hop(s,d, Q);
calculate I}, (1), (PLy, P, Poa);
Q[waiting time] < Tyy;
T, ., = current time—Ze;syy;
U+ v,
if (p € S) then
hop cycle < check switch cycle(p,v);
fwd_node = fwd_node— hop cycle;
else
fwd_node = fwd_node + 1;
R
Ty fwd_node] < T,.;
end if
update pheromone 17, (t + 1) and S?;
end while
end for
end while
return (F™") as the shortest path;

end procedure

: procedure BACKWARD_ACR(D, S)
28:
29:
30:
31:
32:
33:
34
35:
36:
37:
38:
39:
40:
41:
42:
43:
44.
45:
46:
47:
48:
49:

t < 0,u < destination;
B?Z’S [t] = u,bwd_node < fwd_node;
while (1! = max_iterations) do
for(p=1;p<K;p++)do
while (u! = 5) do
temp = bwd_node — 1;
Si = Su—v[bwd_nodel;
Qlpriority] < (u,S;);
u<+S;
for ({ =temp+1;1 < fwd_node;l ++) do
v=_S[l];
Ty =t +1t[l];
if (T, < d) then
update table (rs,li_,d,Rid,Sp’);
else
By, =u;
end if
end for
end while
end for
end while
return (B, );

50: end procedure
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Table 4.2: Simulation Parameters.

Parameter Value
Simulator OMNET++ 5.1
oS Ubuntu 16.04 LTS

Intel 17 with 3.20 GHz, 8§ GB RAM
Fat-tree topology (4-ary), NorthAmerica
ONOS Controller peacock version 2.0

System configuration
Topology and dataset
Network Controller

Programming language
Switch

Number of switches & APs
Number of users

Flow arrival rate on switches

C++

OpenFlow vSwitch 1.3
35& 10

10, 20, 30, 40, 50
300-2000 flows/second

M/M/1 queue frame capacity 30K packets/second
Controller capacity 100K packets/second
Packet size 1000 bytes
Transition time of each port 5 seconds
Switch flow timeout 500 seconds
Link bandwidth capacity 100 Mbps
Delay rate 1 us
Radio-propagation model TwoRay Ground
Wireless antenna model Omni-directional Antenna
Transmission range 250 m
Initial energy on switch 10017
Pe 80 Watt
M 2 Watt
Power saving mode (Pp) 3 Watt
Pyois Pt Py Py 4,8, 10, 15 Watt
Evaporation rate (&) 0.2
Simulation time 2000 seconds

(SNDIib) [230] for performing the experiments. The fat-tree topology is used which contains
the data of 35 cities of NorthAmerica zone simulated in Omnet++ 5.1. In this scenario, a sin-
gle ONOS 2.0 controller [231] is placed in the network, i.e., singleControllerofs_Vancouver.
The nodes depicted with the white cloud symbol represents OF-enabled switches (ofs) located
at different cities (Eg; ofs_vancouver,ofs_Boston,ofs_NewYork). The connection between
switch and controller is through a linear topology with a total of 135 links. The messages
on links are depicted by packetin_queue and 0% on links means that there is no packet loss.
We consider the time interval of 600 seconds for the ONOS controller to monitor the mes-
sages (packetin_queue, packetout_queue) periodically and maintains a datastore of all the ac-
tivities. We run the Wireshark tool for monitoring the real-time statistics and the amount of
energy consumption by each application based on CPU and memory utilization, e.g., ovsdb —
server/etc/openvswitch/conf.db command initially consumes 1.4% of CPU utilization which
later becomes stable to 0.7% after few seconds with the memory consumption of 0.1%.

Fig. 4.5 shows the flow functions model to depict the amount of energy consumption on 10

clients connected via a switch port when multiple events occurred. Here, a single controller is
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deployed with an IP address 10.0.0.2/30 which is directly connected with a ofs having an IP
address 10.0.0.1/30 and each port of the switch is linked with 10 clients. The C4 constraints
states that the flow between a pair of nodes (i, j) should not exceed the capacity of the link,
i.e; fo(i,7) < Ci(i,j). We compute the residual capacity Cg of each link with respect to flow

f which is calculated by taking the difference of link capacity and the current flow (Cg =
Ci(i,j) — fe(i,j)). The value of Cg and energy consumption on different clients (C_0—C_4)
connected via a switch ports are computed as follows: {(0.0235,47%), (0.05,99%), (0.0385,77%),
(0.049,98%),(0.0025,5%)}. The FIFO-POP scheduling serves the packet in the ofs queue
buffer having the highest priority using the maximum link bandwidth.

Fig. 4.6(a) shows the insertion of a flow table entry on an OpenFlow-enabled switch. The
flow table consists of 8 x 18 matrix, where 8 rows depict the flow rule entry and 18 columns
represent the fields. The list of parameters in the fields are as follows: (policy, priority).

Fig. 4.6(b) shows the fast flow ACR forwarding scheme using EAR in the underlying fat-
tree network. Here, in this undirected graph, the nodes depicted with big circle are routers (R),
rectangle as switches (S), dark grey edges are linked between switches, light grey edges are
inactive link with no traffic, small circle are users, and dot with a number (e2) represent the
connected host count. The routing aim is to reach to destination (D) node from two source
nodes, i.e., R1 and R2. Following are the solutions for this scenario.

Solution I: (R1 — S1 — S3 — S5 — D), (R2 — S2 — S4 — S6 — D) = 68% energy consump-
tion on links.
Solution 2: (R1 — S1 — S4 — S5 — D), (R2 — S2 — S4 — S5 — D) = 39% energy consump-
tion on links.
Solution 3: (R1 — S1 — S3 — S6 — D), (R2 — S1 — S3 — S6 — D) = 30% energy consump-
tion on links.

Solution 3 is the most efficient EAR solution as the condition is to select the common links
with maximum bandwidth so that the routing schemes finish the task fast and turned off the
links and ports to the sleep mode.

Fig. 4.7(a), 4.7(b) shows the performance of EnFlow scheme using 5 users by considering
the network energy consumption in switches and wireless APs with time. It shows that the
energy consumption on switch is initially increased but after a time period, it becomes sta-
ble due to flow consolidation particularly, the network energy consumption in APs is lesser as
compared to switch but there is small variation in energy consumption. In both the cases, we

consider the time interval of 100 seconds and the simulation time as 2000 seconds.
4.3.2 Results and discussion

The results of the proposed EnFlow are compared with the existing baseline routing schemes—
RE-FPR [88], ILP-EAR [99], FFHA [97], and EXR algorithms [26].
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Figure 4.4: Fat-tree topology using NorthAmerica datasets for OMNET++.

4.3.2.1 Impact of network size

We analyzed the impact of network size on the energy consumption with respect to two pa-
rameters (i) energy consumption, and (ii) remaining energy. We consider two baseline routing
schemes for comparison, RE-FPR and ILP-EAR as shown in Fig. 4.8(a), 4.8(b). Fig. 4.8(a)
shows that the proposed scheme outperforms the RE-FPR and ILP-EAR in terms of energy
consumption with an increase in the network size. The EnFlow scheme achieves the average
energy savings upto 88.15% while the RE-FPR and ILP-EAR schemes achieve upto 63.6% and
17% respectively. The performance analysis shows that the proposed scheme is 24.55% and
71.15% more energy-efficiency as compared to the RE-FPR and ILP-EAR schemes. The reason
for such behavior is that we consider the common links in routing and uses the shortest-path
forwarding based on the pheromone level. The EnFlow scheme performs fast flow forward-
ing which helps to complete the flow transmission fast resulting to turn off the active network
devices and links to sleep mode. The RE-FPR performs energy-efficiency by eliminating the
redundancy and by switching off the maximum number of active devices or links as the size of

the network increases along with the traffic demands. The reason for the performance degra-
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Figure 4.5: Energy consumption of each switch port connected via a OpenFlow Switch.

dation of the RE-FPR scheme is due to the fact that there is a frequent transition state of the
active network devices that creates network oscillation during peak traffic load. The ILP-EAR
scheme has lower energy saving because it does not have an efficient flow routing scheme to
avoid congestion for the large network size in a fat-tree network topology.

Fig. 4.8(b) computes the residual capacity of links (Cg) by considering the network size
into account. The maximum residual capacity max.(Cg) calculates the widest-path routing of
any link by choosing the maximum path available capacity through the shortest path between
nodes. Here, Cg is computed by subtracting the current usage and trunk reservation from the
link capacity. The performance analysis demonstrates that Cg decreases as the network size
increases. The simulation results reveal that the average Cg of the EnFlow scheme is 83%
while the RE-FPR and ILP-EAR schemes have the average remaining capacities as 36.40% and
12.06%.
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Figure 4.8: (a) Energy consumption savings vs network size. (b) Remaining energy vs
network size. (c) Effective utilization ratio of links with time.

4.3.2.2 Impact of re-configuration time

The impact of re-configuration time on network links utilization is analyzed. We
estimated the link utilization as the ratio of the volume of flow transmission concerning the link
capacity. The energy-efficiency on the forwarding devices (switches/ports) can be achieved by
maximum utilization ratio of switch links as every flow can be utilized for optimal utilization.

Fig. 4.8(c) shows the comparison of the proposed scheme with both FFHA and EXR schemes.
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The performance analysis shows that the average effective bandwidth link utilization of the
proposed scheme reaches to 96.90% among all flows while the link utilization of FFHA and
EXR schemes reaches to 79.2% and 59.6%. The re-configuration time of the proposed scheme
is less as it achieves the utilization of active switch links because there is no flow competition
in links. The reason why EXR achieves less link utilization in comparison to the FFHA scheme
is that in EXR every flow is having the competition of network link bandwidth which results in
some links over-utilized while the others are under-utilized. The proposed scheme sufficiently
utilizes the link bandwidth also up to 17.7% and 37.3% more as compared to FFHA and EXR
schemes. Thus, the EnFlow scheme outperforms the existing schemes in terms of the traffic
load.

4.3.2.3 Impact of switch/AP power state transition time

Fig. 4.7(c) shows the power saving mode on a switch based on the power state transition.
The symbol tap represents that the application sends any request/reply messages on an Open-
Flow switch. In this scenario, a switch consists of multiple queues g[0] — ¢[5] for scheduling the
packets with no traffic flow on the links. The proposed EnFlow scheme achieves more power
savings during no traffic flows on the links by turn off the idle links from active to sleep mode.
We set the switch transition time of 5 seconds for idleness while, if the active link is idle till 5

seconds then it automatically transits to the sleep mode and again switched to active mode if
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the traffic flow starts. Therefore, the proposed EnFlow scheme works effectively to minimize
power consumption at the time of low traffic.

Fig. 4.9(a) analyzed the impact of switch transition time by varying the state transition time
from 0-30 seconds corresponding to the network energy. The performance analysis shows that
if the state transition time is short, then the network energy consumption is less while for longer
transition time, the network energy consumption is high. The reason for this behavior is that it
takes more time in switching the power modes and turn off the switch port or links from active
to sleep mode and vice-versa. However, in case, if the state transition time is more than the
maximum threshold limit, then it results in constant energy usage as it prevents idle links of
switches to turn off to sleep mode. The results show that the average network energy usage
of FFHA and EXR routing schemes is 620 KJ and 814.28 KJ respectively, while the EnFlow

scheme consumes only 537.23 KJ on average network energy.

4.3.2.4 Impact of flow arrival rate

We consider the flow arrival rate (flows/second) denoted by A, which follows the
Poisson distribution process. Fig. 4.9(b) shows the impact of average flow completion time in
milliseconds (ms) with a variation of A in a fat-tree network. The experiment results show that
when the value of A is high in both the EXR and FFHA routing schemes, then the average flow
completion time increases. The reason for such behavior is that in both the routing schemes,
the large flows are competing for the bandwidth utilization of links, but the EnFlow scheme
shows stable performance in the flow completion time. The proposed scheme uses FIFO-POP
scheduling and constructs the flow rules according to the priority. The EnFlow scheme shows
a variation in the link bandwidth of switches and uses clustering to serve the high priority flow
with the maximum link rate. We have varied A from 300 flows/second to 2000 flows/second
and test the performance of all the three schemes. The average flow completion time of EXR
and FFHA schemes is 622 ms and 541.6 ms, respectively, while, the proposed EnFlow scheme
has 292.58 ms. Thus, compared to EXR and FFHA schemes, EnFlow schemes is 2.1 times
faster than EXR and 1.8 times faster in comparison to the FFHA schemes.

Fig. 4.9(c) depicts the impact of network energy usage (KJ) with variation in A. The
performance analysis shows that network energy usage decreases with an increase in the values
of A. The reason for a decrease in the network energy is that the scheduling algorithm performs
load balancing among multiple switches as the flow arrival rate increases to utilize the network
efficiently, so it results in a better link utilization ratio. The simulation results show that EnFlow
scheme consumes 9.72% and 40.83% lower network energy in comparison to the FFHA and
EXR schemes.

The performance analysis of EnFlow scheme shows that if the flow arrival rate is low (A <
80), then the energy saving on switches/APs is almost negligible. The reason for lower power

savings in small flows is due to the usage of fat-tree topology which is of arbitrary size, and
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users are dispersed at different geographical locations hence, it requires a long duration to
turn off more active network devices and links. For large flows (A > 200), the power saving
on switches/APs is improved a lot, and the performance is found to be stable for the longer
duration. The reason for this behavior is that flow consolidation is possible for a dispersed

network to perform the transition from active to sleep mode.

4.3.2.5 Impact of end-to-end delay

In this subsection, the impact of the number of nodes (switches/AP) on average end-to-
end (E2E) delay is analyzed. The average E2E delay is defined as the average time duration
between packet receiving and transmission time. Fig. 4.10(a) demonstrates the impact of the
E2E delay versus the simulation time for the highest, medium, and lowest priority packets. The
simulation time is considered till 1200 seconds. The proposed scheme incurs longer delay for
highest priority packets at the time of starting transmission but significantly the delay decreases
as the simulation time increases. However, in the case of medium and lowest priority packets,
the proposed packet scheduling is consistent. The experimental results show that the average
E2E delay for the highest priority packets is 1.15 seconds, for the medium priority packets is
1.73 seconds, and for the lowest priority packets is 2.16 seconds. The reason for such behavior
is that the priority is given for scheduling the emergency data traffic which reduces the overall
E2E delay. However, the proposed scheme limits the network size in case more number of
highest priority packets are generated.

Fig. 4.10(b) shows the performance of the E2E delay considering the network size. The
average E2E delay of the EnFlow scheme is 1.15 seconds while the existing PCAR and TAEO
schemes are 2.37 and 4.43 seconds. It is observed that the proposed scheme outperforms the
existing schemes and incurs 17.43% and 46.86% lower delay in comparison to the PCAR and
TAEO schemes respectively. The reason for such behavior is that the forwarding ACR finds the
shortest path from source to destination switch based on pheromone table to take the stochastic
decision of the link and switch selection. Moreover, the backward ants retrace the flow path for

sending the updated notification back to the controller.

4.3.2.6 Impact of packet delivery ratio (PDR)

The packet delivery ratio (PDR) is defined as the ratio of the aggregate number of packets
received by areceiver to the aggregate number of packets transmitted by the sender. Fig. 4.10(c)
computes the PDR corresponding to the number of the nodes. The PDR of the EnFlow scheme
minimizes energy consumption through effective PDR due to an optimized routing scheme.
The simulation results show that the PDR of the EnFlow scheme is higher than the existing
schemes. The proposed scheme achieves 11% and 39% higher PDR than that of the existing
PCAR and TAEO schemes, respectively.
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4.4 Summary

In this chapter, we propose an energy-efficient fast flow forwarding scheme for SDN. We
modeled the EAR problem and proposed heuristic solutions comprising of three algorithms,
namely—priority scheduling, flow re-routing with link adaptation, and ACR to build an energy-
efficient and an optimal routing path. For evaluation of the proposed scheme, we consider a
fat-tree 4-ary network topology simulated on OMNET++ using the ONOS controller. The ex-
perimental results demonstrated that the proposed EnFlow scheme achieves an average energy
consumption savings up to 88.15% while, the RE-FPR and ILP-EAR schemes achieve energy-
efficiency up to 63.6% and 17%. The simulation results show that the proposed scheme utilizes
the link bandwidth up to 17.7% and 37.3% more as compared to FFHA and EXR schemes.
Thus, the proposed EnFlow scheme improves the energy-efficiency of the network in the heavy
traffic load.
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Chapter 5

PARC: Placement Availability Resilient
Controller Scheme for Software-Defined

Datacenters

The major research contributions of this chapter are summarized below.

* To resolve the issues of CPP, a problem is formulated in the form of Mixed Integer Non-
Linear Programming (MINLP). Then, the PARC scheme is proposed which divides the

CPP into different sub-problems, i.e., network partitioning, the controller’s availability,

the minimal number of primary active controllers, and the minimal number of backup

controllers required for resilience. The proposed scheme uses cooperative game theory

to compute a stable network partitioning and an optimal position of the distributed con-

trollers in each sub-network.

* The overall network cost of the proposed scheme is minimized by finding the minimal

number of distributed controllers along with the extra backup controllers using a heuristic

approach.

* Moreover, the PARC scheme performs global data consistency of the updated events

among multiple controllers based on timestamp at the control plane, which provides syn-

chronization among different events.

* The Pareto Optimal COntroller (POCO) toolset is used to simulate the numerical results

in Matlab. The performance analysis compares the proposed PARC scheme with the

other existing state-of-the-art schemes such as Pareto Optimal COntroller based on the
simulated annealing (POCO-SA), Pareto Optimal COntroller Multi-Objective Ant Lion
Optimization (POCO-MOALO), and Capacitated Next Controller Placement (CNCP)

scheme.

The rest of the chapter is structured as follows. Section I discusses the problem formulation.
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Section II presents the proposed PARC scheme. The performance evaluation is discussed in

Section III. Section IV concludes the paper and discuss future work.

5.1 Problem Formulation

It comprises of SDN architecture, network model, and problem statement elaborated as

follows.
5.1.1 SDN Architecture

The network model of a horizontal view of the distributed SDN controllers is presented
in Fig. 5.1 which comprises three planes, namely, data, control, and application discussed as
follows.

Data Plane: It consists of OpenFlow-enabled switches. The requests are sent as packet-in
messages by the hosts as they are directly connected to switches such that the control plane
installs the forwarding path in the form of flow-mod messages in the switches. The incoming
packet-in messages arise due to new flow arrivals, link failure, or logical changes in the network
topology. The edge switches follow Top-of-Rack (ToR) switch architecture, i.e., the switches
are installed in racks such that every switch is directly connected to the topmost switch of each
rack via a link [232]. Such ToR switches are also directly connected to the aggregate switch
which in turn carries its aggregate flow. The benefits of ToR switch design are the minimum
cost, reduces cabling complexity, and high data rate (the network is upgraded to 10-40 Gigabit
Ethernet). Suppose, g be the total ports available at each ToR switch which helps to connect
with other switches, then each ToR switch uses only p out of the available g ports to intercon-
nect multiple switches such that 0 < p < g. The aggregate switches are supervised by the core
switches, and finally, the core switches are connected in a Peer-to-Peer (P2P) manner with the
distributed controllers.

Control Plane: The multiple controllers are physically distributed but are logically central-
ized, wherein, each controller maintains its own database to keep the updated global knowl-
edge. The multiple controllers at the control plane install the flow tables in proactive mode
on switches and process the switch requests in case of mismatch flow entries. The controller
generates the flow table consisting of flow Identifier (ID), matching rule, and action performed,
which is installed on the data plane. The forwarding information shared among the distributed
controllers does not follow the polling (periodic updates) method, rather it uses the subscribe
and publish method, which updates the network information only if there are any changes
in the forwarding path in switches. The ordering of updated notification among distributed
controllers is synchronized by using the timestamp. The timestamp consists of three tuples
(switchID,termnumber, eventnumber). Here, switch ID is a unique identifier of OpenFlow-
enabled switch, whereas, a term number is defined as an increment in the counter if the primary

controller fails, and the event number is the counter for any new event or update. The horizon-
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tal model follows the leaderless approach, unlike the master-slave approach of the hierarchical
model. The benefits of the flat model are fault-tolerance (easy to handle fail-over mechanism
by avoiding a single point of failure), replication (multiple copies of the global database), and

reduced inter-controller latency.
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Figure 5.1: Horizontal view of the distributed SDN controllers.

Application Plane: The SDN architecture is network programmable, i.e., the program-
mers run multiple applications and are deployed on the control plane. A software programmer
resides at the remote location to provide services to the end-users at the data plane via the
control plane. Moreover, the logic of the multiple SDN applications (fault tolerance, network
virtualization, and load balancers) runs remotely at the application plane whose instructions
are executed on the controller through northbound interfaces. An instance migration is also an
application of SDN-enabled datacenter [233]. The application of network virtualization splits a
physical network into sub-networks in order to deploy atleast one distributed controller in each
virtual network. Finally, the application plane ensures that the network is fully resilient with

minimum network cost and delay.
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Figure 5.2: (a) Network partitioning in Internet2 OS3E. (b) Optimal controller placement.
(c) Resilience in case of controller-less nodes.

5.1.2 Network Model

As discussed in the related work, the issues of multiple CPP are resolved by dividing the
problem into four sub-problems. Hence, let us consider a physical network topology G(V,E),
where, V represents a set of nodes, and E represents a set of edges between nodes. Let X =
{x1,x2,..,xn} be the set of switches, and Y = {y;,y2,..,ym} be the set of controllers in the
network. Assume that, N > M and V = (X UY) for all the nodes in G. Let A;; be a matrix of
shortest path distance for each pair of switches x; and x;. Let us assume that each distributed
controller has the same processing capacity and is denoted by 6;. Also, the flow arrival rate on
switch j at time interval  is denoted by A;(¢). Table 5.1 shows the nomenclature of the list of

symbols for mathematical description.

133



Rajat Chaudhary, 901603012

Table 5.1: NOMENCLATURE

Notation Description

G(V,E) connected graph with V = (X UY) as a set of nodes and E as a set of edges
between nodes.

XY set of switches and controllers in the network.

N.M number of switches and controllers, where (N > M).

A;j matrix of shortest path for each pair of switches x;, x;.

Amax maximum allowed propagation latency between any pair of switches (i, j).

a;j propagation latency from switch i to j.

0; processing capacity of each controller i.

Aj(t) flow arrival rate on switch j at time 7.

g:(N,U) cooperative or convex game.

N set of players in the game or switches in the network.

U:2N R utility function.

Ylaij] similarity function.

P={P,..P} set of partition.

|P| total number of partition of N finite players.

F={fi,. [} set of payoff allocation of individual switch.

y;(N,U) shapley value of a player i.

lC/(PU {ih)-u(P)
oel

f5

Ri

Ay;x,

Yinitialy Yfinal

marginal contribution of a player i.

set of all possible permutations of N players.

position of player i in the ordering.

payoff vector, where (i) is the position of player in the ordering.

reliability factor to optimize the shortest distance between nodes such that each
switch is mapped to its nearest controller.

number of controllers associated with any switch.

number of backup controllers (planning ahead parameter for the master con-
troller failure).

number of master controllers which are actively processing the switch requests.
set of the number of controllers directly linked to the core switches.

number of failed controllers.

load on each k' controller.

set of extra backup controllers deployed in the network.

record of the switches deployed to a single controller.

record of the switches assigned to two controllers.

threshold on the hop count.

shortest distance between every switch pairs controlled by the same controller.
initial and final position of controllers.

5.1.3 Problem Statement

Fig. 5.1 represents an overview of the SDN architecture with data, control, and application

planes. The distributed controllers are P2P linked to each other through an eastbound and

westbound interface. The application plane takes the input as G(V,E) to solve the four sub-

problems by designing a Pareto near-optimal solution for the control and data planes which

returns the output with minimum latency and minimum cost. Fig. 5.2(a) represents an insight

into the first step of the application plane i.e., network partitioning. The physical network
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is split into virtual sub-networks such that atleast one controller is mapped to supervise all the
switches in each sub-network. Fig. 5.2(b) depicts the issue of optimal controller placement such
that the minimum latency is incurred from controller-to-the-switch and inter-controller latency.
The output returned is the stable network partitions. Fig. 5.2(c) presents the third and the fourth
issue of the application plane that takes care of the fault-tolerance in case of controller or link
failure. The objective is to minimize the network cost by deploying the minimum number of

primary and backup controllers. The detailed explanation of each sub-problem is as follows.

5.1.3.1 Network Partitioning in SDDC

The first issue is a stable network partitioning in SDDC so that multiple controllers can be
deployed in the entire network [234]. Fig. 5.2(a) depicts the splitting of the large-scale network
into different sub-networks in Internet2 OS3E topology. The problem of network partitioning
is formulated as a cooperative game theory using a coalition formation game. The final output

is to minimize switch-to-controller and inter-controller latency.

Definition 1. Cooperative Game— A cooperative game is denoted as a pair g : (N,U), where,
N denotes the set of players in the game or switches in the network and U: 2V — R is a utility
function from the total possible number of coalitions to the overall payoff that satisfies U(0) =
0. A cooperative game is defined in which all the players cooperate to work together to form
a coalition so that the total payoff obtained is equally distributed among all the players [235].
The coalition formation game is defined as a set of partition denoted as P = {Py,Ps, .., P} with
L partitions of N finite players (switches) such that it satisfies the following conditions:
(i)Vl€{1,2,..,L},P, #0, i.e., the coalitions are not empty.

(ii) UlL:1 P, =N, i.e., the union of all sub-networks should be equal to the entire network.

(iii) P, Pj = 0, where, i # j, (i, ) € {1,2,..,L}, i.e., every partition has distinct players. Here,

i and j represent the switches.

Definition 2. Core of the Game (Player’s Payoff)— Payoff is the profit or loss received by any
player i € X in terms of network cost and latency from the outcome of the game generated by
dividing the obtained U (P). The core of the game (N,U) is defined as a set of stable payoff
allocation to players such that each player has equal gain so as to stay in the coalition [236].
Let F = {f1, f2,.., fn} De the set of payoff allocation of a individual switch. The main criteria
in a convex game are how to divide a payoff among the N players such that the stability of the
game is achieved. The payoff allocation f is said to be optimal if Zf-vzl fi=U(N). The stable
state of a player is the optimal reaction which maximizes their payoff to other player’s stable
strategies. The payoff condition is satisfied if any player in a group, disjoints the coalition in
order to join another coalition then the payoff achieved is not greater than the sum of the payoff
originally received from the coalition. The payoff allocation is said to be stable with respect
to the coalition and is defined as [ :Y ;cp fi > U(P). The core satisfies the two properties of
payoff allocation defined as below.
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(i) Group Rational: {f : YN | fi =U(N)}.
(ii) Coalitional Rational: {f : ¥ cp fi > U(P),VYP C N}.

Definition 3. Convex Game— In a convex game (N,U), bigger coalitions have a large value
of player’s marginal contribution as compared to its value in smaller coalitions which can be

mathematically defined with respect to Py and P> as follows.

U(PLU{i})—U(P) > U(PU{i}) —U(P),YP, CPL CN,i €N. (5.1)

Definition 4. Shapley Value of a convex Game— It is defined as a solution in which the total

value of the gain is split fairly among the players as per their individual contributions in the

game [237]. The Shapley value of a player i denoted as W;(N,U) is obtained by using the

formula defined as below.

|P|!(n—|P|—1)!
n!

wi(N,U)= Y, [UPU{i})-U(P)] : (5.2)

PCN\{i}

where U(PU{i}) — U(P) denotes the marginal contribution of a player i, |P|! is the number
of possibilities of positioning the players in the beginning of position, and (n — |P| — 1)! is the
possible positioning of players other than player i at the termination of positioning.
In a convex game for a player i, the Shapley value is obtained as below.
1 1

WilN,U) = — Y (f7) = == ¥ U(Ss.50)) — U(Ss.5()-1): (5.3)
|N|.5€€ |N|.5€§

where ( is the set of all possible permutations of N players and 6 € { be any individual
ordering, f disa payoff vector in which & (i) is the position of player i in the ordering, and S5 ,,

is the starting component of ordering & defined as S5 ;, = {i € N: 6(i) < b},b € N.
In this problem, the objective is to split G into sub-graphs such that G is a connected sub-

graphs, i.e., G = {G|(V1,E|) U,..,G,(Vn,E,)} to generate a stable network partitioning.

5.1.3.2 Optimal Availability of Distributed Controllers

The cooperative game theory discussed above considers the graph G(V,E) that takes the
set X = {x1,x2,..,xn5} of switches as the input and returns the output as the initial number of
controllers to be assigned in each sub-network. Fig. 5.2(b) illustrates the issue of the controller
positioning as the switches which are comparatively far from the controller in each sub-network
increase the overall latency. Initially, it is considered that each sub-network has been assigned
with atleast one controller. The set of availability is used to decide the most preferred locations
of each controller such that minimum latency is achieved. The optimal placement of controllers
is decided on the basis of their shortest distance to the switches such that in every partition, each

switch is controlled by its nearest controller. Hence, assuming the shortest distance between
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controller-to-controller and switch-to-controller for the set of vertices i and j be denoted by a;;.

A reliability factor is defined to optimize the shortest distance by using the formula defined as

follows.
Rij =[] @edea;- [T -dva,;, (5.4)
eck veV
where d, 4, ; = 1, if edge e is used for the shortest distance between given vertices i and j,

otherwise 0 and d‘,’ai? ;= 1, if vertex v follows the shortest distance between vertices i and j,
otherwise 0. Here, @, and ®, are the reliability of edge e and nodes v. The final output of CPP

returns the final optimal location of controllers in every sub-network.

5.1.3.3 Resilience in Controllerless Nodes

Resilience refers to the capability of the system to maintain the quality of service in case
of failure of the controllers. The network performance mainly depends upon two parameters
(i) the minimal number of primary active controllers with maximum coverage so as to reduce
the cost associated with each controller to supervise the network, and (ii) the minimal number
of backup controllers required to improve the network resilience in case the primary controller
fails. So, it is required to determine the minimum number of core switches required in the
network topology. Core switches are defined as those switches in the graph G(V, E) which are
directly linked with the controller using a single hop count while the remaining switches are
considered as normal switches. Let us assume that the number of controllers which should be
associated with any switch is o and let 8 be the number of controller failures that the system
can handle with full resilience, i.e., the allowed number of failures from the assigned controllers
to a switch. Therefore, (o — 3) is the number of master controllers which are actively process-
ing the switch requests, and 3 is the number of backup controllers in case the master controller
fails.

Fig. 5.2(c) represents an example of resilience in case of controller-less nodes by con-
sidering o = 4 as the number of controllers associated to a switch and B = 2 as the allowed
number of backup controllers assigned to a switch to handle full resilience. Fig. 5.2(c) (i-iv)
represents all the possible options of a single controller failure and Fig. 5.2(c)(v-X) represents
the scenario of two controllers failure. Clearly, the system has the first (o — ) as the master
controllers depicted by the green colour while the rest 8 is the backup controller depicted by
the white colour. The inflow requests are served by the master controllers and for the flow
arrival rate, A; of any switch j, each of associated & controllers stores a capacity of A;/(a — )
to meet the demands of the switch j. Thus, the starting (& — ) controllers are considered as
the first working controllers serving the packet requests of a switch in case of no failure in the
network (as mentioned in Fig. 5.2(c)).

Initially, the average traffic flows on each primary active controller are computed then the
stored capacity is analyzed for the extra backup controllers. Thus, the load on each k* con-

troller is computed as follows.
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N
Ce= Y A;(t)Ri j, (5.5)
j=1

where A;(¢) is the average flows arrival rate on switch j. Now, the stored capacity of backup
controllers for every switch is ﬁ.(a/l%ﬁ) with B backup controllers. If the number of failed
controllers is Cy then to fulfil full resilience, the model Cy should satisfy Cy < B such that
(¢ —Cf) > (ox—PB) and (o — Cf)mlfjﬁ) > Aj. The second case is Cy > B in which the model
only fulfils partial resilience.

Table 5.2: Decision variables used in problem statement.

Variables Description

C; 1, if switch i is a core switch directly connected to a controller; 0, otherwise.

Clx];j 1, if core switch i covers normal switch j; 0, otherwise. Here, Clx|;; is a
decision variable for the core switches.

Xijk 1, if i*" switch is mapped to some another k" controller when j* controller

fails; O, otherwise.

1, if i*" core switch is mapped to k" controller at position j; 0, otherwise.

ijk
! Here,i,jeVand 1 <k < a.
H; ; (alfﬁ), if switch i is assigned to one of o linked controllers at position j; 0,
otherwise.
Wi; 1, if switch i is assigned to the controller at j’h position; 0, otherwise.

Problem 1: The objective function of the problem 1 is to determine the least number of
core switches in the network. The number of core switches are equal to the least number of
controllers to be deployed in such a manner that atleast one controller is assigned to each switch
in a sub-network. In addition, the objective is to find the optimal placement of controllers on
the basis of their shortest distance to the switches in every partition. The reliability factor R; ;
is defined to optimize the shortest distance.

Mathematically, it can be represented as follows.

(G, (5.6)

N
Problem 1 : min

i=1
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o |N| .
st pl o Rijy—2—<6.C,VicN
u /;1,_21 l,],k(a_ﬁ>_ i-“iy €N,
k—1
nu“z : Z Ri7r,k+ ZRi,j,hZCiv Vi€N7j€M7k:{1727"7a}7
reM,a,-rgaij h=1

o
u3 : Y R jx<Ci VieN,jeM,

k=1

pd o Y Riji<1, Y R <LVieNk={2, . a},
i=1 iEN,i# ]

MS : C[x]ij.aingmaX, ViEN,

ué C[x]ijZL VieN,

1

u7 : Hjje{0,———}, VieN,jEM,
! (a—B)

us H-:za“ Riik  vienjem
1 kZI(a_B)v ) )

19 : C;e{0,1}, VieN,
ul0 : Rz €{0,1},VieN,je M k={1,2,.,a},
ull : Cixl;j€{0,1},Vie N,je M.

The explanation of each constraint is provided as follows.

w1 ensures that the traffic flow or number of packet-in messages processed by a core
switch directly linked to a controller deployed at position i does not exceed the processing
capacity of that controller 6;. Here, the processing capacity of each controller determines
the total number of switches a controller can control i.e., the maximum number of packet-

in messages processed per second by each controller.

12 indicates that core switch i mapped to its corresponding active controllers are all o
nearest controllers. The nearest distance between the core switch and controller depends

on the propagation latency a;;.

13 ensures that switch i mapped to all the associated a controllers are at distinct position
J-
14 constraint denotes that each switch is mapped to a distinct k’” associated controller.

uS ensures that the latency between any core switch i linked with normal switch j cannot

exceed the maximum allowed propagation latency Apx between any pair of switches
(@, J)-
W6 ensures that every switch is supervised by at least one controller.

(7 states that the value of a decision variable H;; is binary either O or (a—iB)
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» u8 states if the controller is one of o linked controllers at position j may avail ﬁ as

a primary controllers of switch i packet-in messages.

e u9 — ull states that the decision variables are binary.

5.1.3.4 Minimal Resilience Cost

In the sub-problem above, it is discussed to compute the least number of distributed con-
trollers to be deployed in the network such that at least one controller needs to be assigned in
each sub-network. Hence, the binary vector is defined as W;; = (wy, w2, .., W) M|> which denotes
that i/ switch is supervised by the controller deployed at j** position. However, there are two
issues which may lead to partial resilience due to which some of the nodes (switches) may
become controller-less. It may be due to (i) link failure between switch and controller, and (ii)
controller failure in any sub-network. The solution for the partial resilience is to deploy an extra
number of backup controllers such that atleast two controllers can be mapped to each switch.
The network resilience in case of 8 controller failures can only be achieved if each switch is
controlled exactly by two or more active controllers, i.e., [ > 2+ ] as each controller are
serving partial incoming requests. Therefore, it is assumed that & > f3 in the rest of the paper.

Problem 2: The objective function of the problem 2 is to minimize the cost of extra backup
controllers deployed in the network in such a way that every switch can be mapped with atleast
two controllers in the network topology. In addition, the reliability factor R; ; ensures the re-
liability of nodes i and j using the shortest path in every partition such that each switch is

controlled by its nearest controller.

Mathematically, it can be expressed as follows.

Problem?2 : min (C) =) (Ci—W;), (5.7
ieEN
st ul2 C[X]U'ZZ, VieN,
|

Hl?) : Ctoml:ZCi?
i=1

uld = ac{p+2,p+3,....Cotar }
V]

uls : o=y W, VieN, W ;e {0,1}
i=1

where (12 — p15 constraints are applicable in addition to u1 — u11 defined for the objec-

tive function in Eq. (5.7). The explanation of the additional constraint is provided as follows.

» 112 ensures that every switch is supervised by atleast two controllers.

140



Rajat Chaudhary, 901603012
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( Problem Formulation h
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(1) Network Partitioning in Software-Defined Datacenters
(2) Optimal Availability of Distributed Controllers

(3) Resilience in Controllerless Nodes

(4) Minimal Resilience Cost
\
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L minimal primary & minimal backup controllers )
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Proposed Scheme
 (PARC: Placement Availability Resilient Controller Scheme for SDN) )

v
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(Cooperative Game Theory)
(1) Initial Position of Controllers Algorithm
\(2) Stable Network Partitioning for the Availability of Controllers Algorithm

v

s

(Hop Count)

(3) Minimal Resilience of Primary Controllers Algorithm
(4) Minimal Resilience of Backup Controllers Algorithm
\.

(5) Near optimal value of reference controllers & total backup capacity stored by the controllers
Dataset : Internet2 OS3E topology, Controller : ONOS, Simulator : Matlab with POCO-toolset

Figure 5.3: Proposed scheme PARC: Placement Availability Resilient Controller Scheme for
Software-defined networks.

» u13 ensures that the total number of controller assigned in the network is exactly equal
t0 Croral-

114 ensures that « is a positive integer that consider atleast § + 2 for 8 controller failure
to provide complete resilience.

* 115 ensures that each switch is mapped to a reference controllers in the network.

Fig. 5.3 presents the proposed scheme named as PARC: Placement Availability Resilient
Controller Scheme for Software-defined networks. In the next section, the PARC scheme is
discussed in details.
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5.2 PARC: Placement Availability Resilient Controller Scheme

The PARC scheme is designed to addresses the aforementioned four issues of CPP in SDN.
The four sub-problems are as follows (1) network partitioning based on cooperative game the-
ory to split a physical network into virtual sub-networks (2) optimal position for the controller
placement based on reliability factor R; ; that ensures the reliability of nodes i and j using the
shortest path in every partition such that each switch is controlled by its nearest controller (3)
the minimum number of primary controllers in order to minimize the network cost, and (4) the
minimum number of backup controllers deployed in the network to achieve full resilience, in
case, the primary controller fails in each sub-network. All these four problems are inter-related
to each other, hence cannot be solved parallely. For example, the output of the Algorithm 6 is
Yiniria1 Which is the deciding factor for stable network partitioning and is considered as the input
of Algorithm 7. The initial positions of controllers are computed by selecting a switch position
having maximum Shapley value. The output of the Algorithm 7 is Y;,q1,Z which is considered
as the input of Algorithm 8. The final stable positions of the controllers are computed based
on the euclidean distance between switch pairs assigned to the same controller, and from the
switch to the controller. Finally, the output of Algorithm 8 is C which is the input of Algorithm
9. The minimum number of primary controllers/core switches are computed based on the ad-
jacent switches having only one hop distance. Next, the output of the Algorithm 9 is C which
is the set of backup controllers which are directly linked to the core switches in a single hop
distance. Finally, Algorithm 10 computes the near optimal values of o, and C;,,;. Therefore,
the sub-problems are solved one by one as the output of the first algorithm is the input of the
next algorithm. The Pareto near optimal solution of the four optimization problems is described

as follows.

5.2.1 Network Partitioning based on cooperative game theory

In the first phase, the cooperative game theory is used to generate the coalitions by par-
titioning the entire network into different sub-networks. The set of switches defined by X =
{x1,x2,..,x,} is assumed as players in the cooperative game (X,U) with utility function U :
X 5 R, U () = 0. The set of switches creates coalitions in order to obtain maximum utility. A
similarity function is defined as y: RT U {0} = {0, 1} which is monotonically non-increasing
used for partitions by finding the similar set of switches. The similarity is found by using Eu-
clidean distance based on choosing the smallest distance between the pair of switches.

If i and j are two switches in Euclidean n-space with positions i = {iy,i3,..,i,} and j =

{j1,J2s -+, jn} then the Euclidean distance between switch i and j is calculated as below.

aij:\/(il—jl>2+---+<in_jn)2: Z(is_js)z’
Vi,jEN. (5.8)
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Therefore, the similarity function is defined as below.

(5.9)

where Anax 15 the highest value of propagation latency between any pair of switches.

Thus, the utility function for the set of partitions P = { P, P>,.., P} is given as below.

UP) = 2 Z yvlaij], where,P' C X, P’ # 0. (5.10)
xl,xJGP

x,-;éxj

Now, it is shown that the considered cooperative game (X,U) is a convex game. Consider,
coalitions P, C Py C X\{r},x; € X.

UPU{x}) —UPU{x}) = Z Yaij]
x,,xjePl
XiFX

+ ) Yau] - Z Yaij)+ Y. Viail,
x;€Py x,,xjePz x,€pPy

XiFX

=UP)-UP)+ Y, Yaijl,

X[EPI\PQ
UPU{x}) —U(P,U{x}) > U(P) —U(P), (5.11)

which shows that the game (X,U) is a convex game.
Now, it is found that the Shapley values of the switches which are similar to each other, i.e., at

a closest distance to each other have approximately the same Shapley value defined as below.

1
vi(X,U) = |N|'5§'§ ; |N|'5§§U Ss.5(1)) —U(S5.6()-1);
Gl L vad-; X v
= Tarly ~ cd] — A cd] |
|N|'5€C 2x(,-,xd€S3,5(i) 2xc,xd655,5(i)71
XeFXq XcFXy
1
:Wz[ Y ded- L tiaal,
T 6el Fxexg€Ss,0(i) XeXg€Sg,6(i)—1
XeFXd XeFXg
1
r yw} - Y layl,
~ N 5€§[ NI sec'5li=1
8(j)<a(i)
f Y e+t Y ey
Nseesim T IV s St
o(j)<a(i) 8(j)<a(i)
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1 Noi—1
_T[;xyal]]] [Z ( _1)!]7
J#i
vi(X,U) = ,1$|»((N__11)3w“+2+ +(N—-1)] .Z_#y[a,-j]. (5.12)

So, for a fixed position of switch i, there are total (n—1)! ways of positioning switch i.
Now, each switch except i can be placed at positions before i in 1— 1 ways.

Algorithm 6 computes the initial position for deploying distributed controllers which is the
deciding factor for splitting the entire network into sub-networks. The input of the algorithm is
the cooperative game g : (X,U), the flow arrival rate denoted by A4;(z), the processing capacity
of each controller denoted by 6;, the shortest distance latency matrix between any two pairs of
switches denoted by A;;. In addition, € is the similarity threshold parameter, where € € {0,1}
that decides the number of sub-networks. The output is the set of initial position of controllers

denoted by Yiuitiai-

Algorithm 6 Computation of initial position of controllers.
Input: G(V,E), X = {x1,..,xn},8: (X,U),Aj(),6;,€ € {0,1},A;.
Output: Y}, as the initial position of number of controllers deployed.

1: procedure POSITION
2: initialize Y;,;rj0 = NULL;

3: initial position of switches: X* = {x1,x2,..,xy };
4: initialize Yporensiat = X™;
5: for (i =1;i < N;i++) do
6: Compute: Shapley Value y;(X,U) = %ZjeNJ;éi Ylaijl;
7: end for
8: while (Y, potentzal #NULL) do
9: if (x;.A;(t) < 6,) then
10: temp < arg{maxiey, ... (Vi) }3
11: Yinitial < Yinitiar U {temp},
12: Compute the euclidean distance (a;;) as similarlity depends
13: upon smallest distance between switches pairs (i, j);
14: Check the similarity threshold: Dyepp
15: = (i < Ypotential : Y[ait] < 8)§
16: else (controller rejects the switch demand);
17: end if
18: update (Y,osenriar) such that the conditions of Dy, are satisfied;
19: end while
20: return Y, 5015

21: end procedure

Step 2 is initialized with a set of the initial position of controllers Yj,;,; as empty and
assumed that X* as a set of the initial position of static switches in step 3. Initially, we consider
that X* be the position of controllers. Steps 5-7 execute the for loop to compute the Shapley
value y;(X,U) for all the switches. Then in steps 8-17, the while loop works iteratively until
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the Yy orenriar 18 nOt empty to check if the switch demand is less than the controller processing
capacity. If yes, then computes the initial position of controllers Y;,;;;.; by selecting a switch
position having maximum Shapley value in each sub-network; otherwise, the controller rejects
the switch demands. Then we check, the similarity between switch pairs based on the Euclidean
distance (a;;) and assign those switches set in the same partition, i.e., at least € similar to remp.

Finally, the updated set of initial controller positions Y;,;;;.; is returned as an output.

5.2.2 Availability of Controllers based on Stable Partitioning

The second phase computes the stable network partitioning for the final placement of
controllers Yyiny, and the mapping pair between controllers and switches denoted by Z that
determines which switch is assigned to a specific controller. Algorithm 7 takes input as the
initial position of controllers and returns the output as (Yyjye,Z). Initially, we consider the
set (Yfinai,Z) as empty. Then, the while loop repeats the process iteratively from steps (3-21)
until (Yipiriat Y ﬂml). The first for loop iteratively repeats the process in steps (4-10) until the
mapping of switches to a particular controller is done on the basis of shortest distance from
the switch to the controller in each partition. Hence, the closest controller is assigned to each
switch in every sub-network, and the updated switch-controller mapping pairs are finally stored
in a set Z. The second for loop in steps (11-17) iteratively repeats the process in order to find
the shortest distance between every switch pairs (ay,, ) controlled by the same controller and
is computed in temp. The updated partition is finally stored in Yy;,,. However, still in case
(Yinitiat 7 Yfinar) then the updated Y, position is the current position of controllers and returns
as an output.

Time Complexity of Algorithm 7: Steps (4-11) repeats the first for loop with respect to the
number of switches and takes O(n) times in the worst case. Also, in steps (12-19) in the second
for loop iterates with respect to the number of controllers and takes O(n) times in the worst
case. In addition, steps (20-22) are conditional operations which take O(1) times. Finally, the
time complexity is computed as below.

= T'(n) = [0(n)+0(n) 4+ O(1)] = O(n). The overall time computation of Algorithm 7 is

56 seconds that iteratively executes the for and while loops.

5.2.3 Minimal Resilience Computation of Primary Controllers

In this phase, the PARC scheme solves the third issue of resilience with minimal number
of primary controllers. Algorithm 8 computes the minimum number of controllers required
with maximum coverage while reducing the overall cost of the network. As core switches are
linked directly to the controllers, so the least number of core switches required in the network
is computed. The algorithm takes the input as (G(V, E),A;(t), 6;,h,Z), where h is the threshold
on the hop count, and Z is the record of the switches deployed to a single controller. The output
set C is the set of switches directly connected to a controller, i.e., the set of core switches.

Initially, C and x;[ad j] are considered as empty sets, where x;[ad j] stores the record of the
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Algorithm 7 Computation of stable network partitioning.

InPUt: G(V7E)>g : (X7 U)7A](t)7 9i7Aij7Yinitial

Output: (Yfiya,Z), where (Yfing) is the updated position of controllers and Z is deployment
of switches to the set of controllers.

1: procedure PARTITION
2: initialize (Y¢ina,Z) = NULL;

3: while (Yim’tial 7£ Yfinal) do
4: for (i =1;i < N;i++) do
5: if (xi.lj(t) < 6;) then
6: Calculate the euclidean distance between switch and controller:
7 temp = arg{min(ayy,)}, Vx; € X,y; €Y;
8: Z < Ztemp U{i};
9: else (controller rejects the switch demands);
10: end if
11: end for
12: for (j=1;j < M; j++) do
13: if (x,-.?Lj(t) < 6;) then
14: Calculate the euclidean distance between switch pairs assigned to the
15: same controller: temp = arg{min(ay, »,)} Vxi,x, € Z;
16: Yfinal «— Yfinal U {temp};
17: else (controller rejects the switch demands)
18: end if
19: end for
20: if (Yinitial # Yfinal) then
21: Yinitial < Yfinal;
22: end if

23: end while
24: return (Yfipar,Z);
25: end procedure
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adjacent switches of switch i. Here, the adjacent switches are those switches having only one
hop distance and the list of core[x;] as an empty set. Then, we compute x;[ad j| and the total
count is stored in X. Next, the while loop continuously repeats the process until all the switches
are not supervised by the controller. Steps (6-15) execute the for loop to computes the number
of core switches. First, it is checked if switch x; is not supervised by any controller, then we
count the total number of adjacent switches of x; which are one hop distance and temporarily
stores the value in fotal, where it is assumed that the initial value of sum = 0. Now in step
9, if the value of total is greater than the sum then select fotal as the maximum value and i
is selected as the core switch that covers maximum vertices in G(V,E). The for loop repeats
the process iteratively till the core switches are computed among all the switches based on the
maximum coverage of vertices. The set C stores the number of controllers directly linked to
the core switches.

Next, the function coverage is executed that covers the list of uncovered switches in multiple
hops by the core switches based on a depth-first search in G(V, E). Initially, it is checked if the
hop distance is less than the allowed threshold /4 of hop distance and also the controller capacity
is enough to serve the switch demands then cover the uncovered switches. The for loop in steps
(22-28) continuously repeats the process that checks if any switch x; is not supervised by any
controller then switch j is supervised by the core switch and the controller residual capacity
decreases by one and the value of hop count increases by one. Finally, the updated output
returns are in Z to store the number of switches assigned to the controllers.

Time Complexity of Algorithm 8: The iterations in steps (6-15) in the first while loop
computes the least number of controllers required in the network and takes O(n) times in the
worst case. Also, in steps (22-28) in the second for loop in the Coverage function which iterates
with respect to the utmost number of core switches supervised by the distributed controllers and
takes O(n) times in the worst case. Finally, the time complexity is computed as below.

= T'(n) = [O(n) + O(n)] = O(n). The overall time computation of Algorithm 8 is 67

seconds that iteratively executes the for and while loops.

5.2.4 Minimal Resilience Cost of Backup Controllers

In the final phase, the Algorithm 9 computes the minimal cost of resilience to minimize the
number of backup controllers required in the case, some of the switches are left as controller-
less nodes. The concept of backup controllers states that each switch is supervised by two
controllers in G(V,E). In addition, the algorithm performs synchronization of events among
controllers at the control plane by assigning a timestamp for the proper ordering of updated
events. The input of the algorithm are (G(V,E),A;(t), 6;,C,Z*), where, Z* maintains the record
in which switches are assigned two controllers. The output returns are the set of backup con-
trollers denoted by C which are directly linked to the core switches. Initially, the record is built
by the number of adjacent controllers of x; and Z*. Then for all the switches check, whether the

controller in set C is fully utilized. Next, in steps (11-22), the while loop repeats the process to
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Algorithm 8 Minimal resilience of primary controllers.

Input: G(V,E),A(t), 6;,h,Z (record the switches assigned to controllers).
Output: C as a set of number of controllers directly linked to the core switches.

1: procedure CORE

2: initialize (x;[ad j],C) =
3 initially set sum = 0,hop = 1, core|x;| = 0;

4 build set of adjacent switches to x; in G(V,E) : X < x;[adj];
5: while (for switches not in Z) do

6: for (i =1;i < N;i++) do

7 if (x; is an unsupervised switch) then

8 total < count[x|;

9: if (sum < total) then
10: sum < total;

11: core(x;| < i;

12: end if

13: C + CU{core[xi]};
14: end if

15: end for

16: end while

17: Z <~ COVERAGE(Z,A(t), 0;,hop, h,core|x;], total , sum);
18: return (C);

19: end procedure

20: procedure COVERAGE

21: if ((hop < /’l) && (x,'./ﬂLj(l‘) < 9,)) then

22: for (j=1,j <X, j++) do

23: if (x; is an unsupervised switch) then
24: switch j is covered by core[x;];
25: 0+ (6;—1);

26: hop++;

27: end if

28: end for

29: end if

30: COVERAGE(Z, A(t),0,hop,h,x;);

31: return (Z);

32: end procedure
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find the number of extra core switches until all the switches are not assigned to two controllers.
Then for all the switches check, if it is a normal switch then it again repeats a similar process
to compute the extra number of core switches and returns the output in set C.

Next, the function timestamp is executed in order to synchronize the ordering of events
among all distributed controllers at the control plane. Initially, (term,, ,Event,, ) are con-
sidered as empty, where term,,. increments every time in case the master controller fails and
switch is assigned to another controller while Event,, is incremented by one if any new event
arrives at the controller. Let xjp is a unique switch identifier. Then, we check if the switch
demand exceeds the controller processing capacity. For all the controllers, if (x;j = 1) then
the term number is incremented by 1, otherwise, the event number is increased by 1. Finally,
the timestamp of events stores all the attributes such as— switch ID, term number, event number
in Eventr and the controller j broadcasts the updated copy to all the M number of controllers
present in the network and returns Eventr as an output.

Time Complexity of Algorithm 9: The iterations in steps (6-9) in the first for loop iterate
according to the number of switches and takes O(n) times in the worst case. Next, in steps
(12-21), the while loop returns the number of extra backup controllers required in the network
and takes O(n) times in the worst case. Also, the iterations in steps (30-38) in the for loop
which iterates with respect to the number of controllers and takes O(n) times in the worst case.
Finally, the time complexity of Algorithm 9 is computed as below.

= T(n) =[0(n)+0(n)+ O(n)] = O(n).

The overall time computation of Algorithm 9 is 73 seconds that iteratively executes the for

and while loops.
5.2.5 Analysis of the proposed scheme

The analysis of the proposed scheme is evaluated based on cost, backup capacity, and re-
silience. The detailed explanation is as follows.

5.2.6 Cost analysis of the proposed scheme

Fig. 5.2(c) illustrates the mapping of a switch to all its reference controllers. Here, o¢ = 4
is the total number of controllers associated to a switch with § = 2 as the allowed number of
backup controllers and each reference controller holds a capacity of (O‘)LTJB) times the switch
demand. In this scenario, our goal is to minimize the network cost with resilience in case of
previously known f controllers. In order to reduce the backup capacity and the network cost,
switches linked to two different primary controllers working without any failure can rely on the
same backup capacity stored on another controller. In case, the primary controller C}‘ fails then

the incoming traffic on the switch is transmitted to the backup controller C; which is calculated
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Algorithm 9 Minimal resilience cost of backup controllers.

Input: G(_V,E ), Aj(t),6;,C,Z* (record the switches assigned to two controllers).
Output: C as a set of extra backup controllers directly linked to the core switches.

1: procedure COST

2 initialize (x;[ad j], C) = 0;

3 initially set sum = 0, core[x;] = 0;

4: build set of adjacent switches to x; in G(V,E) : X < x;[ad j;
5: build Z* from set C;

6 for (i =1;i < N;i++) do

7 if (x;.A;(¢) < 6;) then

8 Controller is capable of serving more switches;

9

: end if
10: end for
11: while (for switches not in Z*) do
12: for (i = 1;i < N;i++) do
13: if (x; is a normal switch) then
14: total < count|x];
15: if (sum < total) then
16: sum <— total;
17: core(x;| < i;
18: end if
19: C <+ CU{core|x;]};
20: end if
21: end for
22: end while

23: Eventy <— TIMESTAMP(Eventr,Aj(t), 6;, Event,.,term,, ,Xip);
24: return (C);
25: end procedure

26: procedure TIMESTAMP

27: initialize (termy,. , Eventy, ) = 0;
28: x7p be a unique switch Identifier;
29: if (xi.lj(t) < 9,) then

30: for (j=1;j < M;j++) do
31: if (xijk ==1) then

32: termy. ++;

33: end if

34: Event,, ++;

35: Eventr = (xip||termy, ||Eventy,.);
36: Cim| < Cj(Eventr);

37: update Eventr;

38: end for

39: end if

40: TIMESTAMP (Eventr,Aj(t), 0;, Event,,. ,termy, ,Xp);
41: return (Eventr);
42: end procedure
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by using the formula:

IN| a—PB o A:
Qjj=Y Y Rye Y Rkl —ls (5.13)
i=1 k=1 k*=(a—B+1) (O‘_ )

VjEN,J*EN, j#]*

where Z]fi;li R; j j+ and Z,‘ii:( a—B +1)Rl} j.k test whether j* and j are a primary active con-
troller and backup controller serving the demand of switch i respectively. Therefore, the total
switch demand served by the backup controller in case of § controller failures is computed as

follows.
Q]: mﬁax<ﬁa Qj*.])?V]eNL]*ENvJ#J*v (514)

where maxg(.) is a function that calculates the maximum subset from Q+ ; set of backup
controller. The above backup capacity reserved on the backup controller can be explained using
a simple example.

Let us assume a network topology with a set of three switches denoted by Xi,X>, X3 and
four controllers denoted by Y1, Y», Y3, Y4 respectively. Each switch is connected with exactly two
primary controllers and one backup controller. The primary controller mapped with X1, X5, X3
are {(Y1,Y2),(Y1,Y3),(Y2,Y3)} while the backup controller is Y4 for all the switches. Suppose,
the packet-in messages or demand of switches X, X>, X3 is equal to 60, 80 and 40 respectively.
For each switch, a = 3,8 = 1 i.e., each switch is linked to two primary and one backup con-

troller to tackle the controller failiure. As (& — 8) > 2, the backup capacity stored to meet

the switch demand is equal to a’lfﬁ. Using this formula, the total backup capacity stored
at controller Y4 is computed as (30 + 40 + 20) = 90. However, in case if a single primary
controller fails then the failure of a single controller might not affect all the three switches
as each switch is connected with a different pair of controllers. Hence, the total backup ca-
pacity is shared at Y4 in case of controller failure. So, the total switch demand served by
Y4 controller is computed based on Eq.(14) defined as maxg({(X1,X2), (X1,X3),(X2,X3)}) =
maxg ({(30+40), (30 +20),(40+20)}) = 70. This shows that the process of backup capacity
sharing reduces the cost and backup capacity of the network.

5.2.7 Backup controller capacity analysis

The additional backup capacity stored at a pre-specified f number of controllers is inversely

proportional to o (reference controllers) and is defined as

IN| Aj
(;B(a_ﬁ)). (5.15)

In order to minimize the value of backup capacity at controllers, the aim is to maximize the

number of reference controllers ¢. It can be formulated as: (max ).
s.t. constraints 13, u14, u15 defined in Eq. (5.7).
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Algorithm 10 Computing optimal value of &, G-
Input: G(V,_E), A«j(t), 0;, ﬁ,aij.
Output: a,C .

1: procedure CAPACITY

2: initialize o = B + 2;

3: oF = oo

4: C = call_Algorithm 8(G(V,E),Ai(t), 6;, B, aij);

5 Crotal = C;

6: while (a! = o*) do

7 9 = Grotal’

8: C = call_Algorithm 9(G(V,E), (1), 6;,B,a;;);
o: CcC=C;
10: Ciotar = call_Algorithm 8(G(V,E), (1), 6;,B,a;j);
11: end while
12: oa=ak
13: Crotal = Crotal’

14: end procedure

Algorithm 10 computes the near optimal values of & and G, by taking input parameters
as G(V,E),A;(t),6;,B,a;;. The values of & and G, are dependent on each other and initially,
it is considered that o = 8 + 2. The solution of minimum cost (Problem 1) is used returns
the value of C;,,;. Then, the solution of minimum backup (Problem 2) takes C;,,; as input to
return the updated value of o as a*. Similarly, a* is used as input in Problem 1 to evaluate the
updated value of Cjy;q as Cyrer. These two steps are iteratively performed till the value of o
does not changed any further resulting in near optimal values as @, Cyq;-

Therefore, the near optimal value of the total backup capacity stored by the controllers is

defined by using the formula.

(gﬁ(ﬁ{jﬁ))' (5.16)

5.2.8 Resilience analysis

To achieve resilience against 3 controller failures, we have considered atleast 8 + 2 con-
trollers should be connected to each switch. In our Problem 1 of minimum cost model for
pre-specified planning ahead parameter  and fixed parameter «, the %tage of traffic flow be-
tween switch and controller unaffected by minimum cost model when there occur ng failures

is determined by using the formula.

min (100, max {W, OD, (5.17)
a—j

where np denotes the number of controller failures.

Now in this case, two situations arises (i) nr < 8 < o, where the proposed model achieves
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Figure 5.4: Optimal Controller placement with k= 5 on Internet2 OS3E topology by
considering node-to-controller and controller-to-controller latency.

complete resilience with 100% traffic flow is unaffected (ii) B < ng < a, where the model
achieves only partial resilience against nr controller failures.
Note: It can be noticed that as the processing capacity of a controller increases, the number

of controllers needed to acheive complete resilience in case of B controller failures decreases.

5.3 Performance Evaluation

5.3.1 Numerical Settings

The list of parameters used in numerical settings to perform the experiments are listed in
Table 5.3.

Simulation results are tested on Internet2 OS3E, Planet V2, and Jellyfish topology by con-
sidering the latency between node-to-controller and inter-controller as shown in Fig. 5.4 and
Fig. 5.5(a) and Fig. 5.5(b). In this setup, the topology consists of 34 nodes with k =5 as the
number of controllers placed in the network which are denoted by double-circles nodes while
the rest 29 nodes are OpenFlow virtual switches.

Both Algorithm 6 and Algorithm 7 uses the concept of cooperative game theory with k-
medoids, which results in a Pareto near-optimal solution for the placement of controllers, as
shown in Fig. 5.5(a). The cooperative game with k-medoids partition the network into four
and five sub-networks resulting in the latency of 8.96 milliseconds and 6.51 milliseconds in the
worst case. Fig. 5.5(b) shows the Graphical User Interface (GUI) representation of the best
placement for Planet V2 topology in case of controller imbalance and controller-less nodes.
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Here, the controller-less nodes are those switches which are not linked to any controller due

to controller or link failures. The graph is shown in Fig. 5.5(b) calculates the mean value for
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controller failure-free versus maximum controller imbalance, i.e., upto kK — 1 controller fail-
ures. The size of the datacenters varies from small-sized to large-sized networks ranging from
34-1000 switches. In the next subsection, the PARC scheme performance in terms of the inter-

controller and node-to-controller latency is discussed.
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Table 5.3: Numerical Settings.
Parameter Description

System Configuration
Simulation Platform
Datasets (Topology)

Switch type
Comparison Schemes

Each Switch ports

Number of nodes (V)
Demands on switches (4;)
Each Controller capacity (6;)

Intel core 17 4770 with 3.20 GHz, 8 GB RAM
Matlab 2015a with POCO toolset [238]

Internet Topology Zoo (Internet2 OS3E [239], Planet
V2 [240], Jellyfish topology [241])

OpenFlow vSwitch version 2.5.5

POCO-SA [113], POCO-MOALO [114], CNCP
[117]

12 ports for switch interconnection

34 nodes, 110 nodes, 1000 nodes

1072 flows/sec (average flow arrival rate)

30 Kilo flows/sec (0.03 x 10° flows/sec)

Packet size 160 Bytes
Maximum bandwidth 2 Gbps
Number of iterations 40

Max. Resilience level

{1, 2} Controller failure

5.3.2 Results and Discussion

The PARC scheme is compared with the existing state-of-the-art schemes (POCO-SA,
POCO-MOALOQ, and CNCP) and its performance is evaluated on the basis of latency and net-

work cost. The computation for minimizing the average case propagation latency from the

switch to the controller is defined by using the formula.

min —

i=1j=1 k=1

N N oa=p

W%;‘Ri,j,k) ) (5.18)
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Further, the worst-case propagation latency is computed as follows.

min (1*%211\3( <al~jR,~7j7a_ﬁ>), (5.19)

subject to the following constraints p1, u2, u3, ud, u7, u8,u10,u15. The detailed expla-

nation is as follows.

5.3.2.1 Impact on Node-to-Controller Latency

The node-to-controller latency is the latency incurred as the number of demands increases
from the multiple switches to be served by its assigned controller. Fig. 5.6(a) shows the av-
erage node-to-controller latency with respect to the number of controllers. There is an in-
crease in latency if the number of demands between the switch-to-controller increases. The
average node-to-controller latency in Fig. 5.6(a) is monotonically decreasing as the number
of controllers increases. The experimental results show that the average latency between the
switch-to-controller by using the PARC scheme is reduced to 51.83%, 28.21%, and 44.22%
as compared to the POCO-SA, POCO-MOALO, and CNCP schemes respectively. Likewise,
Fig. 5.7(b) shows the maximum node-to-controller latency with respect to the number of con-
trollers. Initially, there is a regular decrease in the latency between the node-to-controller, but
with an increase in the size of controllers, there is a very slight decrease in the latency. The
latency of the PARC scheme is reduced to 36.48%, 27.60%, and 21.35% in comparison to the
POCO-SA, POCO-MOALOQO, and CNCP schemes, respectively.

Similarly, in Figs. 5.8(b) and 5.10(b), the average and maximum latencies are computed
between the switch-to-controller within a sub-network with respect to the number of iterations.
It has been observed from Fig. 5.8(b) that as the number of iterations increases, there is a
gradual decrease in the latency of the PARC scheme. Here, the number of iterations to per-
form the experiments are 40. The node-to-controller latency computes the Euclidean distance
from the switch-to-controller in each partition. The experimental results show that the average
latency between the node-to-controller of the proposed scheme is reduced to 31.85%, 8.45%,
and 23.07% in comparison to the POCO-SA, POCO-MOALO, and CNCP schemes respec-
tively. Moreover, in Fig. 5.7(b), the maximum latency between the switch-to-controller of the
proposed scheme is 38.26%, 26.62%, and 1.2% which is comparatively lesser in comparison
to the existing POCO-SA, POCO-MOALO, and CNCP schemes respectively.

The proposed scheme outperforms the existing schemes as it considers the k-medoids
method for the initialization of controllers and then optimally places the controller in each
sub-network on the basis of maximum Shapley value of the switch. Thus, the solution obtained
is deterministic in nature and excludes the randomness which is considered in the existing

schemes.
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5.3.2.2 Impact on Inter-Controller Latency

The inter-controller latency occurs during the communication of messages among the dis-
tributed controllers which are located in different sub-networks. Fig. 5.6(b) demonstrates the
average controller-to-controller latency with respect to the number of controllers. Initially, the
inter-controller latency increases as the size of the controller increases but as the number of con-
trollers reach five; the inter-controller latency shows an improvement in the proposed scheme.
The average inter-controller latency using the PARC scheme reduces to 49%, 35.73%, and
17.41% in comparison to the POCO-SA, POCO-MOALOQO, and CNCP schemes respectively.
The reason why the PARC scheme outperforms the existing schemes is due to the variation in
the controller position and assignment decisions.

Fig. 5.8(a) demonstrates that as the controller’s size increases, there is an increase in latency
between the pair of controllers. The results show that the maximum inter-controller latency of
the PARC scheme is reduced to 10.08%, 22.71%, and 22.56% as compared to the POCO-SA,
POCO-MOALO, and CNCP schemes, respectively. Also, in Fig. 5.9(a), it has been observed
that the average inter-controller latency does not increase gradually with an increase in the num-
ber of iterations. The average latency of the proposed scheme is compared with the existing
schemes and is reduced to 7.66%, 13%, and 2% respectively. The reason for such improve-
ments is that the PARC scheme gives more priority to place the controllers close together as it
influences the inter-controller latency. The proposed scheme implements the timestamp strat-
egy to maintain the global synchronization between two controllers while the existing schemes

incur more latency as they lack in synchronization of messages.

5.3.2.3 Impact on the Network Disruption

The network disruption occurs due to controller or link failures, which may lead to controller-
less nodes in the worst case. Figs. 5.7(a) and 5.9(b) demonstrate the scenarios of failure-free
controllers in which the backup controller is assigned to the switches to avoid additional de-
lay during failure. Fig. 5.7(a) shows that as the number of controllers increases, the network
is resilient and incurs minimum latency. The results show that the controller failure rate is
improved to 49.34%, 4.76%, and 31.37% in comparison to the POCO-SA, POCO-MOALO,
and CNCP schemes, respectively. Similarly, the performance of the failure-free controllers is
analyzed with the number of iterations. Fig. 5.9(b) shows the improvement in the existing
solutions in comparison to the PARC scheme by 14.72%, 3.45%, and 22.31% respectively.
The reason why the PARC scheme outperforms the existing schemes is due to the mapping of
switches with exactly two 8 backup closest controllers. The existing schemes, i.e., POCO-SA,
POCO-MOALOQ, and CNCP schemes consider the mapping of each switch with exactly a sin-
gle primary controller based on the nearest position, therefore, the issue of network disruption

and delay occurs in case the single controller fails.
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5.3.2.4 Impact on the least number of Controllers

Fig. 5.10(a) computes the required number of controllers to supervise all the OpenFlow
switches in the network. The number of required controllers is the ratio of the processing ca-
pacity of an individual controller to the average flow arrival rate for switches. Thus, the total
number of controllers required to supervise the number of OpenFlow switches is computed as
follows = (30,000/1072) = 27 in the entire network. However, the required number of con-
trollers varies as the size of the datacenter varies from 100-1000 switches, and each OpenFlow
switch reserves 12 out of 24 ports for switches interconnection. Initially, the lower bound is
calculated by dividing the total number of switches with the processing capacity of the con-
troller. The results show that the cost of deploying the number of controllers in the proposed
scheme is 12.98%, 8.16%, and 6.25% which is less in comparison to the POCO-SA, POCO-
MOALO, and CNCP schemes respectively. Hence, the PARC scheme deployed less number of

controllers irrespective of the switch size.

5.3.2.5 Impact on Controller’s Capacity

Fig. 5.11(a) shows the controllers capacity vs the number of controllers deployed in the
network. The processing capacity of each controller to control the number of switches in each
sub-network differs from 10—60 switches according to the proposed Algorithm 8. Here, as the
capacity of each controller increases, it leads to a decrease in the number of required controllers,
but after exceeding a threshold limit of 50 switches, the number of required controllers does
not decrease. The average capacity of the total number of controllers to control the switches
of the PARC scheme is 51.5% while the POCO-SA, POCO-MOALO, and CNCP are 73.8%,
60.6%, 53.7% respectively. The reason for this behavior is that the coverage range of multiple
controllers overlaps and the propagation delay mainly depends upon the coverage range of a
controller, i.e., the number of hops or physical distance in the topology. The PARC scheme
deploys less number of controllers with a maximum coverage range of switches as compared
to the existing schemes. The maximum range is defined as the distance from the controller to

the farthest switch, which is two hops.

5.3.2.6 Impact on an extra number of backup Controllers

Algorithm 9 illustrates that the number of minimal extra backup controllers required for
resilience in case any primary active controller fails. Fig. 5.11(b) shows that the number
of extra backup controllers increases as the number of OpenFlow switches increases. The
proposed scheme reduces the number of additional controllers up to 27.92%, 21.95%, and
10.11% as compared to the POCO-SA, POCO-MOALQO, and CNCP schemes respectively. It
has been observed that the PARC scheme redeploys less number of controllers as a backup in
comparison to the existing schemes. The reason for the better performance of the proposed

scheme is that the existing schemes randomly redeploy the number of extra controllers while
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the proposed scheme considers two-hop as the maximum coverage range which redeploys less

number of controllers.

5.4 Summary

In this chapter, we propose the PARC scheme to address the issues of multiple CPP, with a
view that the data plane continues to operate without any failure. The PARC scheme divides the
CPP into four sub-problems, 1i.e., network partitioning, the position of controllers, the minimal
number of controllers, and the minimal number of extra backup controllers for resilience in
each sub-network. The simulation is performed on the Internet topology zoo on the Matlab
platform. The numerical results are tested on Internet2 OS3E topology using POCO-toolset,
simulated on the Matlab framework. The experimental results demonstrate that the proposed
scheme reduces the controller deployment cost to 12.98%, 8.16%, and 6.25% as compared
to the POCO-SA, POCO-MOALO, and CNCP schemes, respectively. In addition, the PARC
scheme outperforms the existing state-of-the-art schemes such as- POCO-SA, POCO-MOALO,

and CNCP in terms of inter-controller and switch-to-controller latency.
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Chapter 6
Conclusion and Future Scope

Software-Defined Networking (SDN) emerges as one of the leading technologies to address
the aforementioned issues using the programmable switches and controllers. The decoupling
of control functionality from the forwarding devices to the control plane in SDN provides a
unique platform to design a reconfigurable network. In the aforementioned challenges, the
research work focused on three problems: (i) load balancing at the control plane, (ii) energy
efficiency and fast flow forwarding for the data plane, and (ii1) scalability and resilience at the
control plane. This task has been accomplished in this research work with three different ap-
proaches.

In the first approach, a LOADS scheme is proposed to address the load imbalance and
malicious flow issues in the SDN. To handle the issue of load imbalance, an optimal switch
migration scheme is proposed which minimizes the overall migration cost, execution time,
and response time of controllers. Moreover, an IP flow-based anomaly detection scheme is
proposed to identify each user’s behavior, and based on the behavior, specific policies are de-
ployed to prevent anomalies. The proposed scheme is evaluated on the Mininet emulator using
the POX controller with datasets of Internet Topology Zoo from the BTNorthAmerica zone.
The performance analysis reveals that LOADS minimizes the average execution time by 6.74%
and 20.64% as compared to the existing competitive schemes, Distributed Hopping Algorithm
(DHA), and Elastic Distributed Controller (ElastiCon). Also, it helps in improving the overall
migration cost and response time of each controller. The proposed LOADS scheme has the
migration cost of 55.1 milliseconds as compared to the ElastiCon and DHA schemes alongwith
the migration cost of 110 milliseconds and 140 milliseconds respectively. In addition to the
migration cost, the response time of the proposed scheme is 32.8 milliseconds as compared to
DHA and ElastiCon which takes almost 90 milliseconds and 78 milliseconds respectively.

However, failure of any actively distributed controllers is one of the limitations of the
LOADS scheme as it may again lead to the situation of load imbalance. Hence in the next
approach, we explore the issues of resilience and data consistency amongst multiple controllers
at the control plane with the intent to improve performance. Resilience is one of the biggest

challenges of the centralized architecture as backup controllers are required so that the for-
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warding devices continue to operate smoothly in case of the failure of the primary controller.
In addition, we intend to explore the Controller Placement Problem (CPP) which includes the
issues like determining the optimal position for the placement of distributed controllers, iden-
tifying the number of multiple controllers and identifying the number of extra sub-ordinate
controllers required as a backup in case any primary active controller fails in a large-scale net-
work.

In the second approach, we propose an energy-efficient fast flow forwarding scheme for
SDN. We modeled the EAR problem and proposed heuristic solutions comprising of three al-
gorithms, namely—priority scheduling, flow re-routing with link adaptation, and ACR to build
an energy-efficient and an optimal routing path. For evaluation of the proposed scheme, we
consider a fat-tree 4-ary network topology simulated on OMNET++ using the ONOS con-
troller. The experimental results demonstrated that the proposed EnFlow scheme achieves an
average energy consumption savings up to 88.15% while, the RE-FPR and ILP-EAR schemes
achieve energy-efficiency up to 63.6% and 17%. The simulation results show that the proposed
scheme utilizes the link bandwidth up to 17.7% and 37.3% more as compared to FFHA and
EXR schemes. Thus, the proposed EnFlow scheme improves the energy-efficiency of the net-
work in the heavy traffic load.

The limitations of the EnFlow scheme is that the considered priority scheduling algorithm
relies on a single network controller for flow scheduling. In case the network controller fails, the
flow scheduling strategies of the EnFlow scheme suffer from inefficient routing and high power
consumption issues on the forwarding plane. Besides, for a large-scale DC with 1K-100K
servers, the issue of scalability arises. This issue is addressed by using multiple distributed
controllers on the control plane but there are other factors like load balancing, fault-tolerance,
routing along with energy-efficiency that play a significant role with an increase in the network
size. The problem size of scalability depends on the length of the routing path as a large-scale
DC has a much longer flow path that increases the size of the search space. Hence in the next
approach, we explore the fault-tolerance issue by considering distributed controllers at the con-
trol plane. Furthermore, to improve the scalability of routing, we will consider local optimizers
on multiple controllers that synchronizes the global knowledge of all the switches periodically.
In the third approach, we propose the PARC scheme to address the issues of multiple CPP, with
a view that the data plane continues to operate without any failure. The PARC scheme divides
the CPP into four sub-problems, i.e., network partitioning, the position of controllers, the min-
imal number of controllers, and the minimal number of extra backup controllers for resilience
in each sub-network. The simulation is performed on the Internet topology zoo on the Matlab
platform. The numerical results are tested on Internet2 OS3E topology using POCO-toolset,
simulated on the Matlab framework. The experimental results demonstrate that the proposed
scheme reduces the controller deployment cost to 12.98%, 8.16%, and 6.25% as compared
to the POCO-SA, POCO-MOALOQO, and CNCP schemes, respectively. In addition, the PARC
scheme outperforms the existing state-of-the-art schemes such as- POCO-SA, POCO-MOALO,
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and CNCP in terms of inter-controller and switch-to-controller latency.

In the future, we will explore the resilience of the POCO scheme by increasing the re-
silience level upto three or more controllers’ failure to analyze the control plane reliability.
Furthermore, we will explore the issues related to security threats and resource allocation using

virtualization in distributed SDN controllers for a multi-cloud environment.
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