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Abstract 

 

In this speedy and voluminous digital world the threat detection and reporting is a challenging 

task  for a revert action. This research work highlights 5 Vs (Volume, Velocity, Variety, 

Vulnerability, Visualization based security system) of computer networking, which  are getting 

attention of network administrators and network security providers. First 4 Vs are posing big 

challenges to handle the mischievous practices over the Internet, and fifth 'V' visualization based 

security solution (VizSec) is a promising solution, standing against network threats and having 

advantage over conventional approach of log based security. This research work encourage the 

network security analyst to adopt a new approach i.e. VizSec, which may lead to the development 

of a security solution based on visualization such as visualization based firewall. This research 

work discusses visualization schemes given by key researchers in the domain of VizSec in detail 

and highlights motivation to develop a VizSec.  

Traditional schemes by many researches like Flodar, Wisconsin Netpy, IDS Rainstrom, 

IDGraphs, Rumint, NfSen  and  VIAssist are capable to visualize upto third layer data of OSI 

model and some namely NVisionIP, VISUAL, VisFlow Connect-IP, SIFT, NetViewer, PortAll, 

TNV, InetVis, FlowTag, Flamingo, FloVis, NAV, ScanViewer, CCScanViewer and InfoVis, are 

capable   to give data visualization of third and fourth layer of OSI model.  

Visualization systems reported in literature lack in one way or other to capture packets, tokenize, 

parse and then visualize them in an integrated interactive manner upto Layer 7 in real-time 

guided and unguided media form.  

Based on literature review it was clear that capability needs to be researched and developed to 

produce interactive visualization of network traffic in a seamless manner.  



v 

 

In this work, a novel approach integrated network traffic visualization system (INTVS) is 

proposed, developed and validated which can capture, tokenize, parse, detect and report the 

threats in visual form based on data mining. INTVS is having component based architecture that 

provides the flexibility to add/remove any component.  

INTVS demonstrates three novel schemes- Grid view, Listmap view and Platter view. The grid 

view can display network traffic in different classified grids, based on application layer 

protocols. Listmap view gives a holistic view of all detected nodes in a network, whereas Platter 

view based on data mining deals with the visualization of campus area network traffic on single 

screen while identifying and mentioning the compromised networks and machines based on 

defined network policy. Two - dimensional analysis of whole campus area network facility is also 

offered, which is unique in its presentation - a user can have a drill down analysis of network to 

know, which VLAN is under attack or consuming maximum network resources?  which machine 

in a VLAN or which application layer protocol is consuming maximum bandwidth? which 

machine is under attack.? INTVS is validated in both online and offline mode. 

INTVS as framework is bundled into live distribution CD, which can work as plug and play 

system with little human intervention. 

 The usage of fuzzy set theory, fault tree analysis approach and fuzzy fault tree analysis of INTVS 

are used for validation.  A FTA of INTVS is prepared, followed by fuzzy fault tree analysis of 

INTVS. A fuzzy data set is used to determine the reliability of INTVS . 
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Chapter 1 

 Introduction  

Information Visualization (InfoVis) is communication of abstract data through the use of 

interactive visual interfaces. Additionally, InfoVis is a branch of Computer Science concerned 

with modeling complex data using interactive images, which is an emerging field and has great 

utility in depicting lots of information as graphical content which in turn will help administrator to 

take quick actions/decision out of voluminous logs. InfoVis is one of the most informative and 

precise security approach which helps network administrator to get data in pictorial form for 

quick analysis, understanding vulnerabilities and give response against emerging threats/attacks. 

Visualization for Cyber Security (VizSec) tools are using visualization schemes as an integral part 

of the network security because “a picture depicts thousands words [34]”. Human brain responds 

rapidly to a picture than a text information because the eye and the visual cortex of the brain form 

a massively parallel processor that provides the highest bandwidth channel into human cognitive 

centers [34].  

This research work highlights basic and important features of security system based on five Vs 

i.e. Volume, Velocity, Variety, Vulnerability and Visualization of network traffic. In which, first 

four Vs are posing big challenges to handle malicious intents over the Internet. Remaining fifth 

'V' visualization based security scheme (VizSec) is a promising solution, applicable against 

network threats and having advantage over conventional approach of security tools.  
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This will encourage the network security fraternity to adopt new nomenclature for security 

approaches like InfoViz: information visualization, FireViz: Visualization based firewall, IDSViz: 

visualization based IDS. These approaches must incorporate features of integrated network traffic 

visualization system (INTVS) framework, which is outcome of this research.  

The main objective of this thesis is to know how to manage voluminous and variety of network 

traffic effectively in high velocity and vulnerable environment with visualization based security 

awareness of network assets. 

1.1 Internet: Volume & Velocity 

In digital world, nearly 640TB of data is getting transferred over Internet in a span of one minute, 

which constitutes approximately 100k tweets, two million Google search queries, 1.3 million 

videos viewed over YouTube and 204 million e-mails sent across by different email service 

providers globally. Since 2000 to 2014 the numbers of Internet users have increased by 3938%. 

There are 67,29,85,183 websites and 2,75,61,98,420 Internet users recorded in 2013. Due to 

larger population of users, voluminous data is accessed through Internet with high velocity for 

variety of web services. Through variety of web services, vulnerable application software leads to 

the network attacks. VizSec based security solutions provide in-depth analysis and reporting for 

network traffic and threats for quick decision making.   

Figure 1.1 displays the exponential growth of the Internet users and Websites from 1 website in 

1991 to 672,985,183 websites in 2013. 
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Figure 1.1: Growth of Internet Users and Websites [130] 

A Web site (website is a unique hostname which gets resolved by a name server into a IP address) 

is a related collection of World Wide Web (WWW) files including a home page file. The purpose 

of home page is, to address the Website as well as to interlink all the other pages on that Website.  

Figure 1.2 is showing population penetration by the Internet, and North America is leading among 

the geographic region with 87.7% penetration rate.  It means a very large part (Volume) of 

population is using the Internet service.  
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Figure 1.2: World Internet penetration [131] 

As shown in Figure 1.3, there are 1,386,188,122 Internet users in Asia, which means that 45.7% 

of Internet user community is from Asia. 

 

Figure 1.3: Internet user - Asia versus world [132] 

Further, in Asia, it is China who is having maximum Internet users (642.3 million) followed by 

India with 243 million Internet users as shown in Figure 1.4. 



5 

 

 

Figure 1.4: Top Internet user country of Asia [132] 

To fulfill the Internet services demand and make them connected with Internet community 

requires a high velocity (speedy) Internet infrastructure. Singapore is top in providing the highest 

Internet velocity as shown in Figure 1.5.  
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Figure 1.5: Top ten countries w.r.t. Internet speed [133] 

 

Figure 1.6: Rank of India w.r.t. Internet speed [134] 
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As shown in Figure 1.6, India is ranked 133rd of 195 countries w.r.t. Internet velocity (speed) i.e. 

6.01Mbps for download. Further, Hathway Cable Internet is best Internet service provider (ISP) 

in India with 20.45Mpbs speed as shown in Figure 1.7. 

 

Figure 1.7: Best Internet speed providers in India [134]   

1.2 Internet: Variety of Traffic 

The Internet is a "network of networks" that consists of millions of smaller private, public, 

domestic, academic, business, and government networks that transmit data by packet switching 

using the standard Internet Protocol. A network is collection of interlinked computers, may be 

connected in the scope of local area network (LAN), campus area network (CAN), metropolitan 

area network (MAN), wide area network (WAN), global area network (GAN). There are certain 
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reasons of interconnecting 3,035,749,340 Internet users through their computers worldwide 

access variety of  information and numerous services, such as Googling (Google is most popular 

website as shown in Figure 1.8) for searching some data/ information, chatting and sharing 

feeling through social media website's (facebook.com, twitter.com, linkedIn.com etc.) electronic 

mail (gmail.com, mail.yahoo.com), online buying (Amazon.com, ebay.com, snapdeal.com) and 

selling of goods and services, online chat, video conferencing, groupware, virtual organization, 

file transfer (text, picture, audio video) and the interlinked web pages and other resources of the 

World Wide Web. The Internet facilitates it's for 24 hours, seven weeks, 365 days in year. As 

shown in Figure 1.8, every month Google is getting visited by 11 million unique visitors. 

 

Figure 1.8: Visitors versus most popular websites [135] 
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Even though usage of Internet is not limited to education and military only, since last two decade 

it touches almost every domains of information demanded by human being, by sharing at social 

and business front. The different variety of Internet services changed the dimension of today's 

business like e-marketing, e-commerce, e-auction (forward and reverse), solving the customer’s 

query online. The facility of e-banking, e-learning, e-governance, m-commerce and m-ERP, all 

are possible due to Internet. Figure 1.9 is showing the top 15 business websites visited by the 

Internet user, Yahoo finance is leading company with 75 million visitors followed by Forbes with 

65 Million visitors.  A large volume of Internet users are visiting these business websites to fulfill 

their business demands/ requirements. 

 

Figure 1.9: Top 15 most popular business websites [136] 
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In the environment of cut throat competition, where every business leader wants to use e-business 

as a weapon to conquer the market, through virtual organization and cloud computing (giving 

plenty of opportunities to most of the companies to adapt the new paradigm of e-business). The 

backbone of e-business is intranet (a LAN) and extranet (a WAN - network which allow the 

stakeholders to access the company’s local resources (web services) from public environment 

while using their issued credentials).  

 

Figure 1.10: Top most 15 most popular e-Business websites [137] 

To provide the accessibility of resources to millions of users, web applications are used, Figure 

1.10 is shows top 15 popular e-business website, in December 2014, cNet had 70 million unique 

visitors followed by Mashable with 17 million.  
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Figure 1.11: Top 15 most popular social networking sites [138] 

Internet facilitates social group to get connected in better manner while binding them with their 

website with lots of user friendly web applications which help them to reach their friend, group or 

society in fast and economical way. Figure 1.11 is shows top 15 social media websites, and there 

are 900 million unique facebook user visiting the website monthly.  

Among the huge volume of Internet users (more than 3 Billion), different websites (more than 6 

billion) and variety of different web applications, speedy transactions, sometime it happens that a 



12 

 

vulnerable web application may cause failure of the business system. The issue of bulky data 

analysis and vulnerable applications is big challenge over Internet. 

Even security of network resources is big challenge in such scenario where network traffic is 

voluminous, with high velocity and variety of network traffic over Internet. It became a big 

challenge for network administrator to find out a tiny malicious packet of few kb from terabytes 

data transmission over their network.  

1.3 Internet: Vulnerability and Attacks 

This section highlights the current trends of the Internet attacks and techniques, used by the 

hackers due to vulnerable network. According to Kaspersky Lab in 2014, there were 

1,432,660,467 web based attacks launched from online resources located all over the world and 

38.3% of computers were attacked at least once, when their owners were online. Kaspersky Lab 

security solutions claims that a total of 16,552,498 notifications of malicious activity to steal 

money via online access to bank accounts were identified and registered in 2014. Sony 

Entertainment Network’s server hacking a cause great tension between USA and North Korea, the 

main page for movie title "The Interview" was not available on 22 December 2014, as the server 

was hacked and movie was downloaded and uploaded on many other servers. 

According to [139] more than 36000 website of different countries are affected by cybercrime, 

cyber war, cyber espionage and hacktivism daily. Figure 1.12 shows distribution of attacks in 

October 2014. The USA is most targeted country, except in cyber espionage attack. 
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Figure 1.12: cybercrime, cyber war, cyber espionage and hacktivism attacks 

Further, the study [139] shows through Figure 1.13 that the cybercrime (near to 60%) is main 

motivation behind these attacks, followed by the cyber espionage (17.2%) hacktivism (13.8%) at 

3rd place and Cyber War (9.2%) at 4th place. 

 

Figure 1.13: Motivation behind the Internet attacks [139] 
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In Figure 1.14, it can be seen that in October 2014, SQL Injection attack was used as most 

popular attack techniques. The defacement attack techniques and DDoS attacks contributed 

11.5% and (3.4%) respectively. 

Further, Figure 1.15 shows that in October 2014, it is industry oriented websites which were 

targeted most (28.7%), followed by governmental websites (21.8%).  Even single individuals 

were also targeted (used as a part of botnet) and ranked third (10.3%), slightly ahead of attacks 

against organizations (9.2%).  

 

Figure 1.14: Attack techniques used by attacker [139] 
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Figure 1.15: Distribution of targets of Internet attacks [139]  

Figure 1.16 display a deeper view at the distribution of the industrial targets, shows a majority of 

E-Commerce (24%) websites targeted by the attackers.  

 

Figure 1.16: Targeted industry [139] 
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Figure 1.17 depicts that Brazil is most affected country having maximum number of web banking 

user, who were attacked by the attackers to steal their money. In this category, Brazil is followed 

by Russia and Germany. India ranked 4th in this category.  

 

Figure 1.17: Web Banking attack [91] 

All this happened throughout the year with Web banking users due to top 10 banking malwares as 

enlisted in Table 1.1 used by the attacker.   

Table 1.1: Top ten banking Malware list [91] 
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Zeus (Trojan-Spy.Win32.Zbot) is the most widespread banking Trojan. It is ranked 1st in the top 

10 banking malware Trojan for the year 2014 followed by Trojan-Banker.Win32.Che-Pro, and 

Trojan-Banker.Win32.Lohmys. Both families have the similar utility and are spread via spam 

messages with a theme related to online banking. Many key researchers discussed about the 

attacks, worms and vulnerabilities as follows: 

The Internet remains the major source of malware for users in most countries. Malicious websites 

are deliberately created by cybercriminals; infected sites include those with user-contributed 

content (such as forums) as well as legitimate resources that have been hacked.  

1.3.1 Denial-of-service (DoS) attacks [114][120]: Due to this attack the intended users suffer a 

lot and cannot use their allocated resources. DoS maybe the worst, and most difficult to address. 

These are worst, because they're very easy to launch, difficult to track. A single computer can be 

used to send many illegitimate requests or many computers can be used to send many illegitimate 

requests to just exhaust the server.  

1.3.2 Executing Commands Illicitly- An unauthorized user escalate his rights over a server 

and is able to execute commands of an administrator, which is clearly unwanted.  

1.3.3 Unauthorized access - The goal of these attacks is to access such resources of network 

which are not permitted to users but still they (attacker) are able to manage the accessibility of 

network resources without taking the permission in legal manner. 

1.3.4 Destructive behavior - Negative behavior of the attackers, there are two major categories 

of this attack. Data diddling – Changing the contents of a record after or before processing the 

data.  Data destruction - these attacks are simply used to delete the data/ records. 
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1.3.5 Confidentiality Breaches – everybody wants confidentiality of their data, on a computer 

a compromised user can be threat for all other user.  

1.3.6  Financial Crimes - Here attackers perform unlawful conversion of the ownership of 

property. Financial crimes involves frauds like  (credit card fraud, cheque fraud, medical fraud, 

mortgage fraud, securities fraud (including insider trading), corporate fraud, bank fraud, payment 

fraud, theft, tax evasion, embezzlement, identity theft, bribery, money laundering for terrorist 

activities, forgery and counterfeiting. 

1.3.7 Cyber Pornography - Cyber pornography [129] is about using the cyberspace to display, 

distribute and publish pornography contents, especially depicting children involved in sexual acts 

with adults. Cyber pornography is a criminal offense, categorized as causing harm to persons. 

Even the attacker use the pornography contents as baits while distributing virus/ worms/ trojans 

through steganography in their pornography material which is available free over websites.  

1.3.8  Online Gambling- In India gambling is unlawful activity. The Internet has however made 

gambling easier. A myriad of sites have sprung up in recent years offering countless gambling 

opportunities: online lotteries, bingo, or the more ‘traditional’ card games such as blackjack or 

poker, providing opportunities to gamble in real-time, 24/7.  

1.3.9 Email Spoofing- Attacker, used e-mail spoofing while forging the header of E-mail to 

change the actual source of origin. 

1.3.10 Email Bombing - an email bomb is an outline of net abuse consisting of sending 

enormous volumes of email to an E-mail address to overflow the e-mailbox or bring down the 

server where the email is hosted.   
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1.3.11 Email Frauds- An attacker through email fraud intentionally deceive an email receiver 

for personal gains or to harm him/her through email.  

1.3.12 Salami Attacks - salami attack is about small attacks sum up to one major attack that can 

go concealed due to the nature of this type of cybercrime, such as taking advantage of round of 

money on each financial transaction.   

1.3.13 Virus/Worm Attacks- Computer virus is un-wanted program for any user but attackers 

used these to damage the hardware, software or files.  To spread a computer virus from computer 

to another computer, it requires human intervention. On the other side, worm is similar to a virus 

by design and unlike in capability as worm has the capability to travel, replicate itself without any 

intervention.  

1.3.14 Trojans & Key loggers- Trojan is an illegitimate software which acts as useful software 

but will actually do damage on installation or running on victim's computer. Some Trojans are 

designed to create a backdoor on victim's computer.  Keyloggers are such hidden spy tool which 

are regularly used, to log all the key strokes on a victimize machine.  

1.3.15 Cyberwarfare - Cyberwarfare is Internet-based clash linking politically motivated attacks 

on information and information systems. Under Cyber warfare attacks the attackers can hinder 

official websites and networks, steal or alter classified data, disrupt or disable essential services, 

and cripple financial systems.  

1.3.16 Cyber Terrorism - The usage of Internet to cause destruction and harm for personal 

objectives (political or ideological) in the form of terrorism, like ISIS is using Internet to 

channelize its terrorist activities and to terrorize the world.  
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1.3.17 Hacktivism - Politically or socially motivated act of hacking is called Hacktivism, the 

individual who involved in hacktivism is called as hacktivist. 

1.3.18 Cyber Stalking -  Harassing a victim by using electronic means is a crime and is called as  

Cyber stalking, such as sending an e-mail or instant messaging (IM), or messages posted to a 

social Website or over a blog (discussion groupware). A cyber stalker relies upon the secrecy 

given by the Internet to allow them to stalk (follow) their victim without getting detected. 

1.3.19 Cyber Defamation - The act of publishing (over a website, discussion groups, Intranets, 

bulletin boards or sending emails) of defamatory material against another person with the help of 

computers or internet is known as Cyber defamation.  

1.3.20 Web Defacement - The act of changing the visual appearance of the site or a webpage by 

an attacker (typically system cracker, breaks web server security and replace the hosted website 

with one of their own) without taking any permission of the owner. 

 1.3.21 Intellectual Property Crimes - These includes copyright infringement, software piracy, 

theft of computer source code, trademark violations. 

1.3.22 Forgery - In this, cyber criminals use the sophisticated computer, printers and scanners to 

produce counterfeit of currency notes, postage and revenue stamps, mark sheets, academic 

certificate, etc.  

1.3.23 Internet Time Theft - In this an unauthorized person use the Internet hours without 

paying anything or/for which some amount is paid for by some another person. 
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1.3.24 Web Jacking- In this attack hacker gains access and control over a website.  The attacker 

can even change the information on that Website. 

 1.3.25 Bots- This is a new technique used by the attackers to create a network of compromised 

nodes (compromised node is called a bot and network of compromised nodes is called as botnet) 

in which compromised node are self-propagating the malware intended to infect a host and 

connect back to a central server or servers that act as a command and control (C&C) center for an 

entire botnet. Attackers are using botnets, to launch big, "remote-control," flood-type attacks 

against their victim machines/ target(s). Botnet are very dangerous, having the capability of worm 

(self-propagating), ability to log keystrokes, collect passwords, gather financial information, relay 

spam, open back doors and  launch DoS/ DDos attacks. 

1.3.26 SQL Injection attack - In this attack, an attacker compromises the database server while 

using code injection technique to attack data-driven applications, in which malicious SQL 

commands are inserted.  

1.3.27 DNS poisoning -  DNS poisoning, is about the changing domain name system (DNS) 

cache mischievously while changing an Internet server's DNS table by replacing mischievous 

address of another Internet server's address with that. In this visitor want to visit a particular 

website, but diverted towards a mischievous website. 

1.3.28  Man-in-Middle-Attack - In this attack, an attacker has the ability to observe and amend 

or insert messages in a communication between two nodes and intercept all relevant messages 

passing between these two victims.  
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1.3.29 Cyber Espionage - Cyber spying, or cyber espionage, is an act or practice of revealing 

secrets (personal, economic, political or military) without taking the permission of the owner of 

the information. 

1.3.30 Zero day attacks [104]- In zero day attacks, the attackers exploits the zero day 

vulnerability (which refers as a hole in software, unidentified by vendor) before the vendor 

becomes aware of it and fixes it. P2P network attack [115], SMTP attack due to anomaly [112], 

email attack [113], cross site scripting (XSS) attacks [119] and DDoS attack [114], [120]  are 

main cause of damage.  

1.4  Network Security 

 Section 1.3 elaborated on various types of attacks and techniques used by the attackers. Security 

consists of the provisions made in an underlying computer network infrastructure for safety 

policies adopted by the network administrator to protect the network and is allowing network-

accessible resources from unauthorized access. “Network security” [38] is combination of two 

words “Network” and “Security”. Network may be defined as interconnected nodes, with a 

motive of optimum utilization of its resources under the scope of network. Here “resources” are 

concerned with electronics devices like data storage, peripherals, application servers, software 

and bandwidth.  

Security means assuring the availability of the authorized resources to a legitimate user keeping it 

confidential and integrated without any damage. Network security relies basically on AAAAIC. 

Availability:  It assure the availability (ability to use the information or resource as per 

need/desire) of intended resources for the legitimate user.   
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Authentication: It assure the verification and validation of the users based on their credentials 

(user_name and password).  

Authorization: The authorization (the process of enforcing policies) refers to the privileges of 

authorized users, who is validated through their authenticity, are entitled to use the network 

resource, or services as per their privileges. 

Accountability: The accountability measures the resources, a user (authorized user) used during 

access. Accounting is based on logging of session statistics and is used for billing, authorization 

control, resource utilization, trend analysis, and resource planning activities for optimum 

utilization of network resources. 

Integrity: Integrity refers to the trustworthiness of data or resources in terms of preventing 

improper and unauthorized changes. 

Confidentiality: Confidentiality is assuring the privacy of the use of network resources as per 

network policy.   

Today every organization needs to decide for itself, between the two extremes of total security 

and total access. A network policy needs to be articulated, and then define how that will be 

enforced with practices. Everything that is done in the name of network security, must enforce 

that policy uniformly.  

1.5  Network security approaches 

 To stop the attacks discussed in section 1.3, network administrator usually take the help of 

following network security approaches. 



24 

 

1.5.1 Firewall - A firewall system [100] [88] defines a single access point for traffic between a 

private network and public network. It inspects network traffic passing through it, and denies or 

permits passage based on a set of rules. A firewall's basic task is to regulate flow of traffic 

between computer networks of different trust levels. There are three major classes: 

a) Packet filter firewalls examine endpoint identifiers in datagrams passing through a link to 

determine if each packet should be allowed to proceed. They can filter on IP addresses and can 

also block specific ports and protocols but cannot prevent spoofing. 

 b) Stateful inspection firewalls have the capability to track the status of a connection. If an 

arriving ACK packet claims to be from an established connection, the stateful firewall would 

deny it if it did not have a record of the three-way handshake ever taking place. 

c) Proxy firewalls act as a mediator between two devices across the firewall. They terminate flow 

at one side of the firewall, provide some proxy service to examine the data within the flow, and 

then re-create the flow in the network at the other side of the firewall.  

While a firewall provides the first line of safety against the attacker, many catastrophic incidents 

have resulted in failure of firewall, to identify and to stop a malicious data packet. It is difficult 

for firewall to identify malicious packet from high volume traffic which is coming with new 

exploit.  Once the firewall is penetrates whole network comes under the risk. But still personal 

firewall [88] as well as network firewall is useful. 

1.5.2 Intrusion Detection System (IDS) - In web access case firewall has to allow incoming 

traffic at port 80 or 8080 from the Internet without any restriction. To run these services the 
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programming parts are often complex. This complexity some time leads the programming bugs, 

which can be exploited by the expert intruders [106]. 

An IDS [89] generally a monitoring system detects unwanted manipulations of computer systems 

specifically the log files, mainly through the Internet. The manipulations may take the form of 

attacks by crackers. An intrusion detection system is used to detect several types of malicious 

behaviors that can compromise the security of a computer system [106]. This includes network 

attacks against vulnerable services, anomaly based [92][93] data driven attacks on applications in 

real time [101][107], host based attacks such as privilege escalation, unauthorized logins and 

access to sensitive files, and malware.  

a) A network intrusion detection system is an independent platform which identifies 

intrusions by examining network traffic and monitors multiple hosts. Network Intrusion Detection 

Systems (NIDS) gain access to network traffic by connecting to a hub, network switch configured 

for port mirroring, or network tap. An example of a NIDS is Snort. 

b) A protocol-based intrusion detection system consists of a system or agent that would 

typically sit at the front end of a server, monitoring and analyzing the communication protocol 

between a connected device (a user/PC or system). 

c) An application protocol-based intrusion detection system consists of a system or agent that 

would typically sit within a group of servers, monitoring and analyzing the communication on 

application specific protocols. For example; in a web server with database this would monitor the 

SQL protocol specific to the middleware/business-login as it transacts with the database. 
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d) A host-based intrusion detection system consists of an agent on a host which identifies 

intrusions by analyzing system calls, application logs, file-system modifications (binaries, 

password files, access control list databases) and other host activities and state.  

e) A hybrid intrusion detection system combines two or more approaches. Host agent data is 

combined with network information to form a comprehensive view of the network. An example 

of a Hybrid IDS is Prelude. 

1.5.3 Reactive IDS/ Intrusion prevention system (IPS) - A step ahead to IDS, IPS not only 

detect the malicious activity based upon log file etc. but also takes the action against the attack. 

An intrusion prevention system is a computer security device that monitors network and/or 

system activities for malicious or unwanted behavior and can react in real-time to block or 

prevent those activities. Network-based IPS, for example, will operate in-line to monitor all 

network traffic for malicious code or attacks. When an attack is detected, it can drop the 

offending packets while still allowing all other traffic to pass. 

But still to make the policy to detect the new exploit and to react against them is really a difficult 

job, action against false positive where the data transmission rate are in terabytes. To capture all 

packets and investigate these packets deeply, need lots of time and high computational devices. 

1.5.4 Honeynet - A honeynet is a network of honeypots, machines that are intended to be 

compromised, designed to provide the system administrator with intelligence about vulnerabilities 

and compromises within the network [105]. A honeynet is placed behind a reverse firewall that 

captures all inbound and outbound data. The reverse firewall limits the amount of malicious 

traffic that can leave the honeynet. This data is contained, captured, and controlled. Any type of 
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network device can be placed within the honeynet, to include configurations identical to 

production machines elsewhere on the network. These standard production systems are used on 

the honeynet in order to give an attacker the alluring look and feel of a real system. Since 

honeypots do not offer any legitimate services to Internet users and the Internet addresses of the 

honeypots are not openly known, most traffic on the honeynet is doubtful. These qualities result 

in an unusually high signal to noise ratio.  

1.5.5 Information visualization: Information visualization (InfoVis) is a branch of computer 

science concerned with modeling complex data using interactive images, which is an emerging 

field since last decade. Information visualization is also one of the most accurate security 

approach which helps the network administrator to get the data in graphical form for quick 

analysis, understanding and respond to emerging threats and vulnerabilities.  

InfoVis approach provide the dataset of network traffic in graphical, pictorial form which can 

make administrator’s response to security threats faster and more effective. 

1.5.5.1  Challenges in network data visualization 

Network traffic data visualization is a powerful technique that taps into the high bandwidth visual 

recognition capability of the human and is well suited to resist network attack. Unfortunately, 

most information visualization systems are designed without a clear emphasis on protecting the 

human from malicious activity. 

a) Volume of network data- Every organization is having their own website, running their 

own web server to share the information through http. As discussed earlier, huge amount 



28 

 

of data is transmitted per second over the Internet, finding out a malicious activity in such 

scenario is like seeking the needle from the sea. 

b) Failure of firewall and IDS due to new attacks and weak policies. Sometime firewall 

misjudge the packet and let it go in the network which may have some file with a logic 

bomb or a Trojan horse. Generating false positive and false negative alarm by snort (IDS) 

requires network administrator to observe the data continuously. 

c) Variety of new attacks and exploit: Every day network administrator faces new kind of 

virus, worms and spyware backdoor or Trojan, attacks in spoofing mode.  

d) Lack of Resources: Network Administrators are supposed to scan gigabyte to terabytes of 

data per second. To scan each packet to do real time analysis and to take necessary 

decision timely,  high computing infrastructure is required.  

Further, network administrator do not have much effective network data visualization tools to 

draw graphs of all incoming packets in different format like: 

(a) IP Address wise 

(b) Port wise (application oriented) 

(c) Protocol wise (services oriented) 

(d) Main resource wise and priority wise. 

1.5.5.2  Data visualization - To achieve the information visualization target one must understand 

the basics of data visualization:  

Data visualization  - Visualization is the graphical presentation of information with the goal of 

providing the viewer with a qualitative understanding of the information contents. Graphical 
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presentation may entail manipulation of graphical entities (points, lines, shapes, images, text) and 

attributes (color, size, position, shape). 

1.5.5.2.1 Characteristics of Data 

Data may be numeric, symbolic (or mix), scalar, vector, or complex structure. Data is having   

various units like, Kb, MB, GB and Tb etc. Data may be of discrete or of continuous type. It may 

be accurate or approximate, ordered or non-ordered, disjoint or overlapping, binary, enumerated, 

multilevel, independent or dependent, multi-dimensional, single or multiple sets, may have 

similarity or distance metric and may have intuitive graphical representation.  

Graphical entities and attributes: In data visualization, entity and data attributes must be 

consider  

 Entity: point, line, polyline, glyph, surface, solid, image and text. 

 Attribute: color/intensity, location, style, size, relative position/motion 

A good data visualization system should possess following attributes:  

 Accuracy: It should give results correctly for quantitative evaluation.   

 Efficiency: Able to minimize data-ink ratio and chart-junk, show data and maximize data-

ink ratio. 

 Effectiveness: Viewer must get it easily (ease of understand/ interpretation). 

 Aesthetics: Must not offend viewer's senses. 

 Adaptability: can adjust to serve multiple needs. 
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1.5.5.2.2 Visualization Common Techniques 

To display the data in meaningful way various common and conventional techniques are popular 

such as charts: bar or pie, graphs: good for structure, relationships, Plots: 1- to n-dimensional, 

Maps: one of most effective, Images: use color/intensity instead of distance (surfaces), 3-D 

surfaces and solids, translucency and animation. Furthermore there is a variety of conventional 

ways to visualize data viz. tables, histograms, pie charts and bar graphs. 

 The  much better, profound, creative and absolutely fascinating ways to visualize data schemes 

are discussed below : 

Thumbnail toolbar: The thumbnail toolbar provides a real-time overview of each visualization 

window in a thumbnail size display. Doubling as a menu, users may bring the full size window by 

clicking on a thumbnail [73]. 

Scrolling text display: The scrolling text display presents network packets, one per horizontal 

row, in a user selectable encoding [73].  

Parallel coordinate plot display: This visualization uses the parallel coordinate plot technique to 

display scaled values [74] [75]. 

Detail display: The detail window displays the selected packet’s contents in a traditional 

hex/ASCII format [73]. 

Glyph-based animation display: The glyph-based display combines three display panes to 

animate any two attributes of network traffic [73]. 
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Binary rainfall visualization: The binary rainfall visualization displays packet contents, one per 

line [73]. 

Scatter plot display: The scatter plot visualization allows users to select any two attributes and 

plots them on a traditional X, Y display. Header field values are scaled to match the dimensions 

of the display window well explained by Tom Goldring [82]. 

Byte frequency display: The byte frequency visualization displays the presence and frequency of 

bytes within each packet [73]. 

1.5.6 Types of network traffic visualization  

In this sub-section, contribution of the key researchers is discussed, based on the scope of their 

proposed solution viz. location based (geographical) visualization, conceptual (types of network 

traffic) based visualization and scheme (plot) based visualization.  

1.5.6.1 Location based visualization: In this type of visualization represents the physical 

locations of nodes (machines) and their connectivity as well as relation among them. A node 

represents the location of a machine and an edge represents the direction.  

1.5.6.2 Conceptual based visualization: In this type to network traffic visualization category 

network data is shown w.r.t. a node- link instead of location (geographic location) of the node. 

Hence, in conceptual based visualization, machines are more readable and meaningful, able to 

mention that which particular type of data is being received and emitted by a node in a network.  

1.5.6.3  Scheme (plot) based network visualization: 

Scheme (plot) based visualizations says about the presentation of data in traditional graph form 

viz. line graph, histogram, scatter plot etc. Generally Scheme (plot) based visualizations represent 
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a single network point in a network. It also have some approaches to present a grid of several 

plots.   

Visualization as silver line: In other words visualization is fifth V, presenting in this work to monitor and 

control the rest 4 Vs: Volume (used for data size), Variety (used for different web/ network application 

data), Velocity (fast network data transmission speed) and Vulnerable (prone to attack network activities). 

So this thesis (study) advocate the usage of visualization based security solution (VizSec) or infoViz and 

result in an integrated network traffic visualization system (INTVS), which is very promising and to 

facilitate the network administrator in very effective manner and demonstrated in chapter 4 & 5. 

1.6 Organization of the thesis - Rest of the structure of this thesis is as follows: literature review 

is presented in Chapter - 2.  In chapter - 3, the gap analysis, problem formulation, objective of the 

research work, research methodology and framework architecture and composition of INTVS are 

discussed. Further, in the same chapter, UML modeling of INTVS, in which the static, 

architectural and behavioral aspects of INTVS are discussed. In chapter - 4 the implementation of 

INTVS framework is discussed in real time and off-line. Chapter - 5 discusses the validation of 

results, reports and reliability analysis of INTVS. Chapter - 6 discussed the contribution of the 

research work, its limitations and future scope.  
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Conclusions: 

This chapter highlighted the concept of 5 Vs w.r.t. Internet traffic. Five Vs has been discussed 

w.r.t. voluminous and velocity (high speedy transmission of data), variety (different web- 

applications/ services thorough different media), vulnerability and VizSec. Volume specified the 

huge number of Internet users, accessing huge number of websites and transmitting huge Internet 

data. Velocity talked about speed of data transmission which is facilitating the end user to get 

response in minimum time. Variety dealt with different types of application software, Web-

services, Websites, vulnerability, threats and attacks while Vulnerability elaborated the weakness 

of different network resources which posed the threat to the networks from the different attacks. 

Fifth 'V' is VizSec (Visualization based security solution) which assures the mitigation of these 

threats and attacks in easy manner and having the advantages over the conventional security 

solution. Basic types of visualization schemes are also discussed w.r.t to their utility in location 

(geographic based), conceptual (types of network traffic) abstract and type of presentation. Fifth 

'V' visualization based security solution inspired this study and gives the direction to work in the 

VizSec domain. 
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Chapter 2 

Literature Review  

Previous chapter gave introduction to growth of Internet based on 5Vs, followed by network 

attacks, role of visualization and techniques. This chapter discuss work carried out by other 

researchers and find out gaps in present study which eventually this work is going to address. This 

chapter is divided into three sections a) section 2.1 discusses VizSec (Visualization based 

Security solution) b) section 2.2 discusses UML based analysis and designing of security 

solutions c) section 2.3 discusses use of fuzzy based approaches to improve the reliability of the 

security systems. 

2.1  VizSec: In this section work of many key researchers is discussed pertaining to  

a) Security through data visualization  

b) Security through data mining techniques  

c) Security through data visualization based on data mining  

2.1.1 Security through data visualization:  

Swing [1] developed a tool, named as Flodar, able to display high-level view of the network and 

servers available within a network. In this scheme, data servers are shown by rectangular standing 

bars in different circles as shown in Figure 2.1. 
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Figure 2.1: Platter display [1] 

Estrin et al. [2] developed a tool named as ‘Nam’. This tool works in offline mode. ‘Nam’ is 

capable of showing the packet-level animations, from network simulator (ns) simulation package, 

which generates traces. These trace files contains required information for static network layout 

and for dynamic events. This tool is equipped with video cassette recorder (VCR) like buttons as 

shown in Figure 2.2, which are helpful to view a particular portion of the data.   

 

Figure 2.2:  Nam [2] 

Yin et al. [5] developed ‘VisFlowConnect -IP’, a network security tool, which is a supplement 

part of security incident fusion tool (SIFT).  The main purpose of ‘VisFlowConnect-IP’ is to 
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represent the flow between internal networks visually.  It is also facilitating filtering and drill-

down. Yin et al. used converter and anonymizer for investigating netflow events (CANINE) tool 

to synchronize the different Netflow formats (the Cisco NetFlows and Argus NetFlow). 

VisFlowConnect-IP used parallel coordinate plots to display the connectivity between different 

machines based on IP address. The VisFlowConnect-IP used the parallel coordinate plots to 

represent the connections between IP addresses. There are three parallel vertical axes used, central 

axis represents the IP address of source machines, and the other two axes used to display 

destination and subnet machines IP address shown in Figure 2.3. In this parallel connection 

scheme, the symmetrical connections indicate the regular established session between two 

machines and asymmetric connections point out scanning activities. Thickness or transparency of 

the lines indicates the uploading /downloading links.  

 

Figure 2.3: VisFlowConnect-IP [5] 
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Ball et al. [4] developed a tool named VISUAL (Visual Information Security for Administrator 

Live). The VISUAL is capable in visualizing the connectivity between centric network host and 

10,000 external hosts in 3D grid square display as shown in Figure 2.4. VISUAL is also equipped 

with multiple port view, interactive filtering based on protocol (TCP, UDP and ICMP) and time. 

VISUAL is using tcpdump and ethereal for data source and generating 3D grid square display. 

However, VISUAL is limited to network layer visualization only. In VISUAL there is no real 

time data visualization facility.   

 

Figure 2.4: VISUAL [4] 

Fink A. et al. [8] proposed a network visualization tool named as ‘Portall’, a prototype of a 

Network Eye framework. This prototype is an extended version of previous prototype of Network 

Eye framework of VISUAL.  

TNV (The Network Visualizer or Time-based Network Visualizer) is developed by Goodall et al. 

[11] in Java, a network security portable solution can run on any platform like Windows, Linux 

etc. The philosophy behind the TNV is to help the network analyst especially intrusion detection 

analyst to analyze the details of an attack without losing the context as TNV provides the view of 

packet level data. The matrix displaying network activity of hosts over time, is a main component 
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of TNV, shows the connection between hosts as shown in Figure 2.5. All hosts suppose to be 

colored according to its level of activity and multiple linked views w.r.t. port activity and details 

of packets. TNV is an open source network security visualization tool.  

 

Figure 2.5: TNV [11] 

Kim et al. [6] developed ‘NetViewer’. There are five main component of ‘NetViewer’, the packet 

parser, the signal-computing engine, the detection engine, visualization engine and alert engine.  

‘NetViewer’ used libpcap, Cisco’s NetFlow and NLANR as input source. ‘NetViewer’ is capable 

to produce the real time picture of the network traffic with the help of images to detect and 

identify malicious traffic patterns based on multiple dimensions of network traffics such as IP 

addresses, port numbers as shown in Figure 2.6.  

Estan et al. [7], developed Wisconsin ‘Netpy’ an extended version of Netpy in Politehnica 

University of Bucharest with collaborative efforts of University of Wisconsin-Madison U.S.A., to 

evaluate the network traffic in run time. ‘Netpy’ is having four main components: GUI, database, 

console and analysis engine. It uses Netflow data source and stores data in database for further 

analysis. The GUI is developed using wxPython UI tool kit. ‘Netpy’ is an interactive tool for 



39 

 

analysis of source addresses, destination addresses, filters and time series plots that separate the 

traffic into various categories as shown in Figure 2.7. This tool supports the run time interactive 

drill-down facility for network layer protocol, port and time based filters. 

 

Figure 2.6: NetViewer [6] 

 

Figure 2.7: Netpy [7] 

Ren et al. [10] developed the IDGraphs an intrusion detection based on interactive visualization 
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system support. IDGraphs system works in real time over network router data-set (Netflow as 

data source) while identifying the temporal features of the intrusions in netflows and 

recognition of correlated narrative attacks. In Netpy, scatter plot visualization scheme is used in 

which time is shown at x-axis and netflow at y-axis as Figure 2.8. IDGraphs facilitates its user 

through histographs visualization. Histograph is used for selecting a data point with zooming and 

brushing facilities to mention an event.  IDGraphs is helpful in identifying the DoS and DDoS 

attacks.     

 

Figure 2.8: IDGraphs [10] 

Abdullah et al. [9] proposed IDS Rainstorm to overcome the problem of text based evaluation of 

log files of IDS at Georgia Institute of Technology. The IDS Rainstorm can display 163,830 IP 

address on a single visualization while using pixels and colors to represent alarms as shown in 

Figure 2.9. This tool is able to represent network layer based connectivity and their alarms 

according to network policy. This tool facilitates to see the details of a particular IP by filtering 

and zooming. The source of input of this tool is alert logs, generated by Snort. IDS Rainstorm 
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works offline and displays scattered plot and parallel coordinate plot visualization. In this scheme 

multiple parallel y-axes are assigned to IP addresses and a single x-axis is used as the time line for 

alarms. Apart from the main view, a zoom-in view is also given by Abdullah et al. [9] to its user 

to selects an area to zoom in. There are two y-axes  preserved in zoom-in view viz. the internal IP 

addresses (victims) and external IP addresses (attackers)  shown by left y-axis  and right y-axis 

respectively. The alarms are also visually presented. Even, color schemes are used to expose the 

sternness and the number of alarms. 

 

Figure 2.9: IDS RainStrom main view [9] 

Conti et al. developed tool named as ‘Rumint’ [12] to meet the overloaded information of 

security. ‘RUMINT’ can analyze 30000 packets (max) at a given time. This tool is capable of 

visualizing binary file and display port vulnerability assessment reports as shown in Figure 2.10. 

RUMINT is also helpful in Dissecting port scans, Nessus vulnerability assessments and 

Metasploit attacks. This tool is able to display the logs of firewall and IDS. VCR like animation 
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facility makes this tool more effective to interact with historical data in effective manner through 

scatter visualization. 

 

Figure 2.10: A panoramic view of the RUMINT [12] 

Though Conti et al. in [12] summarize the interaction techniques applied in the two 

complementary tools as domain-specific semantic zooming, interactive encoding and dynamic 

querying. But lacking in direct interaction on the visual objects, which run off the existing 

visualization (RUMINT) with several problems, which delay the exploration of data and reduce 

the efficiency. 

Raffael Marty’s developed ‘AfterGlow’ [13] using PERL for displaying the relationships between 

the entities of the data input. AfterGlow uses pcap files and log file of sendmail used as input 

source. ‘Afterglow 2.X’ developed in java, uses network graph and Treemap visualization scheme 

to display email Logs, firewall Logs, firewall rule sets, web logs, IDS logs, IPS logs, and 

operating system logs as shown in Figure 2.11.  It produces CSV file after parsing the tcpdump. 

This CSV file is used to produce dot file, which is further used as input of Graphviz. Graphviz is 
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another tool used to produce graphs of the logs using spring models. Graphviz also facilitates its 

user to view data in real time of a specific area. Marty expanded this work in 2010 and further 

proposed the Data Visualization and Analysis Linux (DAVIX) framework [14], which is 

equipped with 25 tools and also freely available for data visualization. 

 

Figure 2.11: Treemap showing traffic on ports by using AfterGlow [13] 

Reil et al. [15] developed ‘InetVis’, a 3D scatter plot visualization tool, to analyze the suspicious 

activity present in Internet traffic for C-class networks. ‘Nmap’, libpcap and tcpdump are used as 

input source to capture the network data. InetVis is capable to visualize ICMP and UDP in real 

time as shown in Figure 2.12. InetVis facilitate user with adjustable time window, navigation (for 

deeper exploration), and dynamic filtering.  InetVis also provides the feature of color encoding by 

selecting a specific traffic properties, resizing of data points, and manipulation of 3D space such 

as moving, rotating and zooming. These features are helpful in identifying the anomalies. Even 



44 

 

InetVis can replay data while adjusting its rate. However, InetVis is limited to visualize the 

network layer data only. 

 

Figure 2.12: InetVis [15] 

Oberheide et al. [17] developed ‘Flamingo’, a client / Server based tool, which is capable of 

displaying the live data while using OpenGL dataset. Flamingo uses parallel axis concept to 

represent individual IP address and their respective load by using bar height as shown in Figure 

2.13.  This tool also represents the load per port -tree square layouts at different heights along the 

cube. Volume of aggregated traffic based on source IP prefix is shown in left window in 3D 

representation and 2D representation in right window. 

 

Figure 2.13: Flamingo [17] 
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Decker et al. [18], developed NfSen, using various plugins to detect the mischievous data in 

Netflow, based on PHP (front-end plugins). NfSen also facilitate its users with filtering, 

aggregation, customized time window and statistical summary to understand the properties of 

Netflow data as shown in Figure 2.14. While focusing on flows of data, packets and bytes, Nfsen 

is helpful in detecting DoS and DDoS attacks.  

 

Figure 2.14: NfSen [18] 

Godinho et al. [19] developed ‘PRISMA’ a multiple coordinated views information visualization 

tool, developed in Java, which had been experimented with car dataset. PRISMA an interactive, 

portable, scalable tool. In PRISMA there are three visualization techniques are used: treemap, 

scatterplot and parallel coordinates as shown in Figure 2.15. 
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Figure 2.15: PRISIMA Interface [19] 

Makanju et al. [20] developed the LogView to visualize the log of application layer services like 

IMAP, POP3, SSH and HTTP.  LogView can display event log clusters based on clusters, which 

are produced by simple Log file clustering tool (SLCT) a third party tool. LogView is developed 

in Java language (Java Swing toolkit) and also used visualization toolkit. LogView generates 

treemap layout shown in Figure 2.16, also facilitate its user   to analyze logs while selection, 

filtering and searching on event log data sets for application layer services.  

Frei & Rennhard [21] developed the Histogram Matrix (HMAT) a log file visualization tool to 

detect the anomaly while analyzing all kind of textual log files. Frei et al. [21] tested the logfile of 

email server and Samba server. This scheme allows the user to identify an anomaly in easy 

manner while clicking the corresponding circle as shown in Figure 2.17, it automatically clusters 

the log messages behind the circle, to identify the log messages which are reason of an anomaly.  
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Figure 2.16: LogView Interface [20] 

 

 

Figure 2.17:  Histogram matrix of mail server [21] 

‘FloVis’ developed by Taylor et al. [22], is based on client and server architecture and supports 

Windows, Linux and UNIX platforms. It uses SiLK repositories to store the Netflow and IDS 
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alerts.  In FloVis, there are three different kind of visualizations: Activity viewer, FlowBundle, 

and NetBytes viewer. The purpose of Activity viewer is to display a selected part of sequential 

behavior of a random group. The ‘FlowBundle’ displays the flow of interactions between hosts or 

subnets in bundles. The NetBytes viewer is used for detailed behavior analysis of an individual 

machine based on time parameter as shown in Figure 2.18. 

 

Figure 2.18:  FloVis [22] 

Jiawan et al. [23] developed NetViewer, capable in detecting the DDoS attacks, network scans, 

and port scans. NetViewer is having three main subsystems: capture subsystem, database and 

network security visualization.  The WildPackets and OmniPeek are used as capture subsystem, 

helpful in connection oriented analysis. Network security visualization subsystem is capable in 

IPv4 network display and analysis through interactive analysis as shown in Figure 2.19.  

Allen et al. [24] developed ‘NAV’ Network Analysis Visualization in JAVA to visualize the high-

level network events, to investigate the malicious activities for large network, while operating on 

network and transport layer visualizations. The input source of this tool is log files with IP 
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address of high-level devices. NAV facilitates to have overview and detailed view of network 

traffic with IP wall view, Port scan view, service view, open dialog, textual filter, time filter, and 

color brushing feature to drill down as shown in Figure 2.20. 

 

Figure 2.19: NetViewer [23] 

 

Figure 2.20: An overview of NAV Source [24] 
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Goodall et al. [25] developed ‘VIAssist’ a visualization tool, developed using Microsoft’s .NET 

framework. The comprehensive cognitive task analysis (CTA) used by network security analysts 

for optimized operating efficiency. This tool produces big-picture overview of the network with 

the help of an intuitive dashboard shown in Figure 2.21. The drill down facility helps in selecting 

a particular event and displaying it with multiple visualizations with the help of automatic Smart 

aggregation. VIAssist uses the histogram, parallel coordinate plot with Glyph encoding for in-

depth event analysis.  

 

  Figure 2.21: VIAssist [25] 

Jiawan et al. [26] developed ‘ScanViewer’, designed to capture large-scale ports information. 

ScanViewer can detect hidden scans along with network scans, port scans and distributed port 

scans. ScanViewer generate two views: the global view and detail view shown in Figure 2.22. 

The global view represent the network flows with help of multitude of lines and the nodes stand 

for different hosts in the web.  



51 

 

 

Patterns of Port Scans in ScanViewer 

 

 Patterns of hidden Scans in ScanViewer 

Figure 2.22:  ScanViewer [26] 

Lu et al. [27] proposed a network scan tool named as ‘CCScanViewer’ developed in Java. Lu et 

al. [27] conclude that polycurves display is better than parallel coordinated view after 

experimenting with 160 different datasets, further able to detect DDoS attack in real time. 

Although interactive but still lacks in ease of use and drill down clarity. A normal networking 

pattern displayed in CCScanViewer shown in Figure 2.23. 

 

Figure 2.23: CCScanViewer [27] 
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Osborne et al. [28] developed Explore, Investigate and Correlate (EIC) framework to investigate 

digital forensic information from a large volume of data by using tool named Infovis.  Infovis is 

equipped with zooming, filtering and visualization facility. Osborne et al. [29] discusses a 

refinement of EIC (Explore, Investigate, Correlate) process, which will take care of data 

complexity and volume issues effectively through infovis.  

Osborne et al. [29] categorized the visualization techniques into explorative visualization and 

correlation visualization used in EIC process to express the high level overviews and behavioral 

relationships within a dataset respectively shown via visualization as shown in Figure 2.24. In 

EIC investigation techniques are facilitating its user in searching and filtering (based on 

keywords) in real time and interactive manner. The input source used in this model is either raw 

digital evidence data or data from industry standard tools (Encase or Forensic Toolkit). The Ruby 

(an object oriented language), Rails (web based open source platform for programmer), 

JavaScript and HTML5 canvas technologies for AJAX, JSON data manipulation and interactive 

infovis are used  as development platform to implement refined EIC model. 

 

Figure 2.24: EIC process model [29] 
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Figure 2.25: EIC [30] 

Osborne et al. continue EIC process model in this research work for the development of infovis, 

which is an outcome of their previous work [30].  Osborne et al. [30] focused on explore, 

investigate and correlate so that network security visualization tools can give a overall view,  a 

selected view and even explains the linkage between nodes cognitively shown by Figure 2.25.   

Shurkhovetskyy et al. [31] discuss the role of network security visualization to understand 

situation of a network with investigation. They used a customized infovis toolkit (IVTK) [31] (an 

open source visualization toolkit), which can read CSV , XML and many other input source. 

Shurkhovetskyy et al. [31] used interactive security visualization analytic tools of IVTK to 

demonstrate the situation of network thorough heatmap visualization for IP addresses involved in 

IRC traffic, Time series visualization for IP addresses involved in FTP / SSH / IRC traffic, 

parallel coordinated for IDS events and port scan visualization for firewall logs shown in Figure 
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2.26. Emphasis is on linking the expert knowledge with outcomes from the visualization tools, so 

that network analysts make well learned decisions about relevant events.  

Donahue et al. [32] explained the problem of detecting the malware in portable executable (PE) 

files through reverse engineering (RE) and conclude it can be easy in visual form as compared to 

handling thorough Hex editors (A tool to examine the PE files in hexadecimal and ASCII 

formats) The attacker packed the malware by compressing and encrypting code while using UPX 

(an automated packer tool) to frustrate the cyber security analyst.  In addition to this Donahue et 

al. [32] generate two visualization techniques to analyze a PE file and detecting the malware 

through navigational PE file structure and Markov Byte Plot as shown in Figure 2.27. 

 

 

Figure 2.26: EIC [31]  
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Figure 2.27: PE file analysis and Malware detection [32] 

 

Figure 2.28: FlowTag [16] 
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Lee et al. [16 ] developed the FlowTag, a visualization scheme for their Honeynet while enabling  

its users in tagging (selection and filtration)  the flow of data (ethereal, IDS and Logs)  to support 

analysis and collaboration. Lee et al.’s tagging scheme allows the network analyst to label key 

elements to minimize cognitive load of investigation during the analytic process to maintain 

context shown in Figure 2.28. Even tagging on social networking and social bookmarking 

Websites become popular and widely accepted.   

2.1.2 Security through data mining techniques 

 This subsection deals with literature review of data mining techniques usage in network security 

solution.  

Thuraisingham et al. [121] discussed the utility of data mining in cyber security application 

especially about intrusion detection system. Thuraisingham et al. [121] mentioned that computers 

and their networks are being intruded by unauthorized individuals but data mining techniques 

such as for classification and anomaly detection are being used extensively to detect such 

unauthorized intrusions. Thuraisingham et al. [121] also mentioned the utility of data mining in 

biometrics, pattern recognition and machine learning techniques. 

Grégio et al. [94] discussed the problems in analysis of logs of network services due to huge 

volume and proposed an effective data mining based approach for intrusion detection. Grégio et 

al. [94] applied and evaluated (K-Nearest Neighbors, Artificial Neural Networks and Decision 

Trees) data mining techniques in order to classify traffic logs as normal or suspicious through a 

real network as well as on a honeypot.  

Lee et al. [95] [96], proposed the utility of data mining framework for constructing intrusion 

detection models. Their work discusses the strengths of classification, meta-learning and 
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association rules. Lee et al. utilize auditing programs to extract an extensive set of features which 

explain each network connection and apply data mining scheme to learn the rules that capture the 

behavior of intrusions and normal activities. Further these rules were used for misuse detection 

and anomaly detection.   

Muda et al. [97] proposed a hybrid learning approach while collating the K-Means clustering and 

Naïve Bayes classification. This approach gives the cluster data into the matching groups, before 

applying a classifier for classification purpose. Oreku et al. [98] discusses ideas of using data 

mining techniques to implement IDS while discovering the consistent and useful patterns to 

compute (inductively learned) and recognize anomalies.  

Zhang et al. [123] proposed a frameworks based on data mining algorithm called in misuse, 

anomaly, and hybrid-network-based IDSs while building automatically by the random forests 

algorithm over training data. Also evaluate their approaches over the Knowledge Discovery and 

Data Mining 1999 (KDD’99) dataset. Apart from computer network security. 

2.1.3 Security through data visualization based on data mining  

Singh et al. [36] used k-means clustering algorithm to analyze and visualize the flow of data to 

predict threats based on three attributes of flow data i.e. protocol, IP and ports. They used third 

party tool for capturing data and used ‘Weka’ a data-mining tool for analysis.  

Ahmad et al. [37] used ANN, based on multiple layered perceptron to detect attacks over the 

network. Data source for their work was Kddcup99 dataset. They used the back-propagation for 

training and testing of their system. ANN is having advantage over other data mining techniques 

for data cleansing, flexibilities of making association, sequence and linkage among the networks. 

But Ahmad et al. did not provide a visualization based solution. Golnabi et al. [39] used data 
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mining to update rules of firewall. Vaarandi [40] proposed data mining based IDS solution for 

real time alerts generator against threats.  

Lakkaraju et al. [3] developed ‘NVisionIP’, a visualizing tool using data mining, for entire Class 

B network node visualization on a single screen. It facilitates drill down and collects information 

in more details about a particular host in a network. There are three different levels of 

visualization galaxy view, small multiple views and machine view. The galaxy view is a scatter 

plot the subnet address at the horizontal axis with and the host address at vertical axis. NVisionIP 

also facilitate its user in zooming and leading a dynamic query. The other two detailed views 

explains statistical characteristics of netflow according to a particular properties thorough 

histogram shown in Figure 2.29. NVisionIP uses Argus netflow data and Cisco netflow data as its 

input data source.  

 

Figure: 2.29 NVisionIP [5] 
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Creese et al. [41] proposed a situational awareness based visualization tool named as ‘CyberVis’. 

This tool is able to visualize the enterprise network attacks and their subsequent potential 

consequences combining traditional network diagram icons with business process modeling and 

notation. This tool facilitates drill down and helps in forensic analysis using movie-style 

playback.   

Table -2.1 Comparison of Network Traffic Visualization tools 

Tool Media 

 

Real 

time  

OSI 

Layer 

UI Visualization Scheme 

 

Flodar [1] NM No NM 

 

No Platter display, 3D 

spinning cube, Building 

Display 

Nam [2] Both No Up to 7th Yes 

 

Link graph, monitor 

boxes, Time event graph 

NVisionIP [3] NM No 3rd and 

4th 

Yes  Bar Charts for small 

multiple view, Machine 

view 

VISUAL [4]  NM No 

 

3rd and 

4th 

Yes  3D grid square display 

VisFlow-Connect [5] NM No 3rd and 

4th 

Yes Parallel axes 
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NetViewer [6]  NM Yes 3rd and 

4th 

Yes Simple X-Y graphs and 

real time traffic 

visualization  

Wisconsin Netpy [7] NM Yes 3rd Yes time series plots and 

Heatmaps 

PortAll [8] Wired No 3rd and 

4th 

Yes  Time series graph, 

Scatterplot, 3D bar 

graphs 

IDS Rainstrom [9] NM No 3rd Yes  Scatter plot and Parallel 

coordinated plot 

IDGraphs [10] NetFlow Yes 3rd Yes Histograph 

TNV [11] NM Yes 3rd and 

4th 

Yes Histogram, Link 

visualization for  

Network and  Port 

RUMINT [12] Both Yes 3rd  Yes  Binary Rainfall, Scatter 

Plot, Parallel Coordinate 

Plot 

AfterGlow [13] Both Yes 7th none Network Graph, 

Treemap 

InetVis [15] NM Yes 3rd and 

4th 

Yes 3D Scatter Plot 
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FlowTag[16] Logs, 

IDS, 

Ethereal 

No 3 & 4th Yes FlowTag Connection 

Visualization  

Flamingo [17] NM Yes 3rd and 

4th 

Yes  Parallel line, bar graph 

in quad-tree structure 

NfSen [18] NM 

Nfdump 

Yes 3rd Yes  Time series graph 

PRISIMA [19] NA NA NA Yes Treemap, scatter plot and 

parallel coordinates, 

LogView [20] NM (log 

files) 

No 7th Yes Treemap 

HMAT [21] Log files No NA Yes Histogram Matrix 

FloVis [22] Both Yes 3rd and 

4th 

Yes Activity viewer,  

FlowBundle, NetBytes 

viewer 

NAV [24] NM Yes  3rd and 

4th 

Yes  Line graph, Netmap  

VIAssist [25] NM No 3rd Yes  Histograms, Parallel 

coordinated plot, Glyphs, 

ScanViewer [26] NM Yes 3 & 4th Yes Parallel coordinated for 
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port scanning, Link 

graph  

CCScanViewer [27] NetFlow Yes 3 & 4th Yes  Polycurves  

InfoVis (EIC process 

Model) [28][29][30] 

 Yes 3 & 4th Yes Exploration, Correlation, 

Sunburst, Bar chart, 

Details on demand 

IVTK [31] Logfiles 

of 

firewall, 

IDS 

Yes Upto 7th 

Layer 

Yes Heatmap, Time series, 

Parallel Coordinated, 

portscan  

 

VizSec based on PE 

and RE [32] 

Portable 

executable 

files 

NM NM Yes PE file structure and  

Markov Byte Plot 

*NM -Not mentioned, *NA- Not applicable, *VizSec- Visualization Scheme, *UI- User 

interactive 

Gap analysis of above discussed visualization schemes (mentioned in Table 2.1) is discussed in 

chapter -3. There is a need to understand the framework working of these visualization systems, 

in lieu of this framework given by Schiavone et al. [122] and Usmani et al. [124] was studied. 

Schiavone et al. proposed a 'Enterprise Ontology’ and ‘Information Security Capability-Driven 

Framework’ to ensure the appropriate use of security. Schiavone et al.'s business value model is 

incorporating the function of financial, operational and security-based quality assurance 
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measures. Usmani et al. [124], proposed a three independent layer based Internet traffic 

monitoring framework, which can cyber crimes, cyber terrorism, and cyber crimes incidents in 

better manner. Layer 1 consist of stakeholders involved in implementing the framework. Layer 2 

is the core layer deals with the mechanism for its implementation, and layer 3 mentions the results 

of the Internet Traffic Monitoring Framework.  

Further, this subsection deals with literatures of eminent researchers who contributed in the field 

of network traffic visualization based on location, conceptual and plotting schemes as discussed 

in Chapter 1 subsection 1.5.5.    

Location based visualization - Becker et al. [34], proposed SeeNet, in which they used “Link 

Map”. Link Map is very basic way to represent the connectivity between paired nodes with help 

of line segment (edges) in two dimensions. In Link Map (Figure 2.30a), color and thickness of 

line is used to show information about the link. But this scheme has its limitation w.r.t., number 

of links i.e., under a large network the map becomes jumbled and unreadable.  

Becker et al. [34] also gave another kind of location based visualization named as ‘Node map’ 

from SeeNet. In this approach, they used Glyphs (Figure 2.30b) to visualize the node oriented 

information. In Glyphs, circles can be used for one dimensional information, rectangles for two 

and more complex glyphs for higher dimensionality and colors schemes used for extra 

dimensions. Overload nodes are shown by rectangular glyphs, horizontal rectangular are showing 

the incoming connections and the vertical outgoing connections respectively.  

Cox et al. [59 - 61] proposed an interactive tool named as ‘SeeNet3D', which is an outcome of 

extended work of Becker et al. [34] as a 3-dimensional visualizations [59 - 61]. Cox et al. [59 - 

61] showcased the Internet traffic information on a globe with help of SeeNet3D ( Figure 2.30c). 
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Histogram bars are used to represent the total number of packets originating from each country in 

the network.  The color-coded arcs shows inter-country links, varying height of these arcs 

highlights the amount of traffic.    

Melissargos and Pu [62] gave a different approach of the ‘Link map’ to represent load-per-link in 

a location based network structure, load is shown by dark grey color on links  as shown in Figure 

2.30d.  

Lamm and Reed [54] developed a system named as Avatar system to visualize point-to-point 

communication traffic in globe-based view with arcs, which highlights communication using 

color, height and line thickness. With the help of histogram bars, their system present data from 

the origin of WWW requests, also using colored bands and different heights to represent the 

different parameters of the data [54]. With the help of height relative number of packets or 

requests originating at a given location are represented and the colored bands represent the 

distribution of document type, domain classes, servers or time intervals between requests (Figure 

2.30e). 

Koutsofios et al. [116-118] reported location based visualization named as ‘Swift-3D’.  They used 

3D histogram bars to represent flat projection of the located area, where these bars represent 

traffic volume at various points in the network as shown in Figure 2.30f.  Initially they aimed at 

telephone data but latter used it for network traffic. 

Concept based visualization - Eick and Wills [57] developed a tool named as HierNet used for 

visualizing email communication within a company’s large hierarchical networks. In this 

visualization nodes and links are used to represent communication (Figure 2.30g), the number of 
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messages received and sent are represented by area of each node and color of each node 

represents role of a user in the company.  

Huffaker et al. [65] developed Otter, useful for core BGP routing, reach-ability and delay 

displays. Otter facilitate its user to customize data in an interactive manner. Otter visualize data in 

two steps, first placing the outer node and then rest nodes. The placement of node is in a circular 

layout (around the circumference) as shown in Figure 2.30h. 

Cheswich et al. [69] in their experiment, used a huge test data sets (88k nodes, 100k links) for 

data visualizations layout of routing and reachability shown in Figure 2.30i. For small size data 

set, IP address, domain information, location, ISPs and locations of firewalls are clearly shown 

and colored where as for huge dataset graph becomes cluttered. 

Erbacher and Frincke [108-109], visualize the behaviour of users, using Hummer IDS log files, to 

detect malfunction activities like intrusion and misuse. In this approach, nodes are representing 

machines and links represent their connections with each other. The style and color combination 

of the links represent the type of connection, viz. anonymous FTP connections is represented by 

short dashed links. The intensity of the color shows the last accessibility and protruding spikes 

(Figure 2.30j) are showing the number of users on that node.  

Munzner and Burchard [125] developed a tool to display the structure of the World Wide Web in 

3D hyperbolic visualizations. As hyperbolic space has ‘more room’ than Euclidean space, more 

information can be visualized (see Figure 2.30k). The visualization is constructed to show the 

hypertext links between web pages.   

Takada and Koike [127] developed a tool named as ’Tudumi’, also known as a log visualization 

system, which helps to detect intrusion and anomalous behavior, while auditing log files. 
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This system is mainly concerned about the servers which are being accessed by small group of 

users. It takes care of three main activities:  server’s remote access, logging into the server and 

switching user accounts. The visualization of this data is represented as a series of layered 

concentric disks. The bottom disk displays information about user switching and the remaining 

disks represent network access and log-in information. Each user is represented by a textured 

node (Figure 2.30l). 

Plot based network visualization - Eick et al. [128] gave an approach to visualize the log file of 

switches. These log files can be pretty big in tune of 50000 and more lines. Each file is shown in 

rectangle shape with1-pixel thick line, which is showing a line of text as shown in Figure 2.30m. 

In this approach they provide facility of interactive filtration for message frequency, time 

correlation and patterns of messages. The lines are color-coded based on the metric of concern.  

These researchers also implemented SeeSoft tool, which increased the efficiency and decreases 

the analysis time over traditional methods. 

Becker et al. [34] used SeeNet for Plot based Visualization, they named it ‘Matrix Display’, the 

main focus of this approach is on links in the network, which addresses two basic problems from 

geographic network display: (i) long link are overly high up and many links overlap each other 

(ii) looming readability- data presented in a matrix with all the nodes being represented in one 

row and one column. Cell entries are small squares, color-coded by latency. The order of the rows 

and columns are geographical from west-to-east on the horizontal axis and north-to-south on the 

vertical (Figure 2.30n).  

Oetiker [83] reported multi router traffic grapher (MRTG). In this approach router’s information 

is retrieved via SNMP and stored with the round robin database tool (RRD). It uses large size 

graphs which are covering arbitrary time periods. 
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Plonka [99] used RRGrapher, to produce graphs. This work includes flow-per-second, packet-per-

second, and byte-per-second as metric value over a default 48-h. In this approach Plonka used 

RRD and this approach is bit similar to MRTG. It gather the data from Cisco’s NetFlow. The 

standard graphs provide view of traffic by a network or a subnet, by an application or service with 

help of color schemes. 

Pongsiri et al. [103] presented a visualization of network traffic which use shows network trends 

and relationships among the traffic parameters like time of day, port and protocol on hourly bases 

for viewing long-term traffic features that characterize Internet-related traffic as shown in (Figure 

2.30o). 

Parish et al. [111] used figural deformity visualization (FDV). In this, approach the shape of an 

object is distorted in proportion to the values of a set of measurement data and parameters decided 

based on delay and loss. This works by deforming a given shape within a number of degrees of 

freedom in easily visible ways as shown in Figure 2.30p. 

Lamm and Reed [54] used a three-dimensional scatter cube for the presentation of server access 

data.  Their approach ‘Avatar’ produces two dimensional scatter plots, supporting analysis of high 

dimensional, non-grid based, and time varying data plots. In this data is presented as colored 

ribbons within a set of three-dimensional axes (Figure 2.30q).  
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Location based 
Visualization 

Conceptual based 
Visualization 

Plot based Visualization 

 

a: Link Map [34] 

 

 

g: HierNet [57] 

 

m: SeeSoft [128] 

 

b: Glyphs  

[34] 

 

h: Otter 

 [65]  

 
n: Becker et al. [34] 

 

c: SeeNet3D 

 [59-61]    

 

i: Simulated spring-force's 
outcomes [69] 

 

o: Pongsiri et al.'s tool's output 
[103] 
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 d: Link map [62] 

 

 

 

j: Erbacher and Frincke’s 
tool’s visualization [108-109] 

  

p: FDV [147] 

 

e: Avatar system [54] 

 

k: 3D hyperbolic 
visualizations [125] 

  

q: Avtar [54] 

 

 

f: Swift-3D  

[116-118] 

  

l: Tudumi [127] 

 

Figure 2.30: Location, conceptual and plotting based visualization 
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2.2  UML for analysis and designing security solutions 

This section discuss the designing and validation of INTVS through three fundamental UML 

modeling techniques propounded by Booch et al. [42], Jacobson et al. [43], and Rumbaugh et al. 

[52]. Further a vast literature is studied related to UML usage to valid the proposed IT solution.  

Dwyer et al. [45] demonstrate the network layout and details visualization based on UML class 

diagram and biological networks. Ray et al. [51] used UML based use case, state-chart and 

sequence diagram to reveal the attack model and its defense mechanism along with the usage of 

XML and pseudo-code. Wenhui et al. [53] exploited the UML use case diagram to validate the 

VPN service management system. 

Devamalar et al. [44] used UML activity, class, collaboration, use case, sequence and state-chart 

diagram to validate the web centric intelligent health care diagnosis system and named it as web 

based diabetes expert system WEBDIACIN.  

Hu et al. [46] used UML approach to designing Resource Oriented Architecture (ROA) through a 

case study on Smart Grid Home Area Network (HAN). This study helps to know the process. 

Furthermore, how to link it to an existing Service Oriented Architecture (SOA) environment 

through UML? 

Jakimi et al. [47] suggested a requirement engineering process to get the global description of a 

required service of the system, validated through UML scenarios. 

Jong [48] reveal the designing of an embedded real-time systems for a telecommunications 

application while showing the applicability of the flow to control and data-dominated types of 

systems, through UML and SDL.  
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Ming et al. [49] introduced integrated network solution to manage the multiple technologies and 

domain networks efficiently and cost effectively. They used use-case diagram, collaboration 

diagram, object diagram, sequence and class diagram of UML diagrams to define the information 

related to protocol used by the existing and emerging telecom networks and management 

technologies. 

Kukkala et al. [50] developed and implemented a medium access control protocol named as 

TUTMAC while validating it with the help of UML.  

Chandra et al. [110] validate the network protocols for their implementation over software and / 

or hardware in an efficient manner through UML in two phases. The first phase dealt with 

protocols modeling using UML, and the second phase is about the java based executable 

specification and prototyping of protocols. Lipsinky et al. [55] used UML, for space reliability 

modeling formalism of distributed systems and services compliant. 

 

2.3 Fuzzy based approaches to improve the reliability of the security systems  

To measure the reliability of a system fuzzy logic is good option, because fuzzy is more about 

varying values, contents and inputs conditions significantly according to context according to 

Verma et al. [78]. Chen [64] [71] presented a method for analyzing the fuzzy system reliability 

using fuzzy number arithmetic operations. Pan and Yun [67] used the fuzzy set theory for 

modeling the fuzzy system structure and proposed the new procedure to calculate the system 

reliability.  

Gang Wang et al. [76] developed a new approach FC-ANN for intrusion detection system to 

detect the intrusion using Artificial Neural Networks and fuzzy clustering. Further fuzzy fault tree 
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approach is a leading mechanism of analyzing the reliability, which is not only limited to 

hardware-based system only like electrical, mechanical, civil engineering solution, etc. but also 

many researchers capitalized the importance of analyzing the reliability of software domains 

effectively like M. Al-Kuwaiti et al. [77].  

Fault tree analysis (FTA) is a powerful diagnosis technique and is widely used for demonstrating 

the root causes of undesired event in system failure. The concept of fault tree analysis was 

developed by Bell telephone laboratory in 1961. It is widely used in many fields such as in LPG 

tank proposed by Wu Rong and Deng Xin [81], Liang and Wang [63] used fault tree analysis in 

microelectronics reliability, also used fault tree analysis by nuclear reactors, chemical and 

aviation industries.   

Singer [58] presented a fuzzy set [56] approach for fault tree and the reliability analysis in which 

the relative frequencies of the basic events are considered as fuzzy numbers. Chanda and 

Bhattacharjee [68] presented a fuzzy fault tree based reliability analysis of an optimally planned 

transmission system. Ching-Trong et al. [66] developed hybrid fault tree analysis while using the 

fuzzy sets in 1997.  

Chang et al. [70] developed a novel approach by incorporating digraph models, fault trees and 

fuzzy inference mechanisms in a unified frame work to relieve the online computation load.  

Bai and Asgarpoor [72] described a fuzzy-based analytical method and a fuzzy-based Monte 

Carlo simulation (MCS) technique to obtain a possibility distribution of reliability indices for 

substations.  

Volkanovski et al. [79] proposed a new method for power system reliability analysis using the 

fault tree analysis approach. Li Y and Song K [80] used FTA to develop the software for space 
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camera. Kumar et al. [85] used fuzzy sets to calculate the fuzzy reliability of marine power plant. 

Also, Kumar et al. [86] used vague sets to calculate the fuzzy reliability.  Kumar et al. [84] used 

intuitionistic fuzzy fault tree approach to calculate the reliability of computer security system. 

Mahmood et al. [87] reviewed the effectiveness of FFTA. 

After having a broad discussion on existing VizSec, utility of data mining, usage of UML and 

fuzzy fault tree approach to improve the reliability of security solution, one can be in a position 

to understand the problem with existing tools, further able to identify the objectives to be 

achieve, and how to achieve these objectives through a methodology (discussed in Chapter -3) 

and develop a unique framework which can eliminate the existing problems. 

Conclusions:  

This chapter dealt with literature of a) security through data visualization b) security through data 

mining techniques and c) security through data visualization based on data mining.  The 

contribution of key researcher has been discussed, and the features of various  tools including 

Flodar [1], Nam [2], NVisionIP [3], VISUAL [4], VisFlow-Connect [5], NetViewer [6], 

Wisconsin Netpy [7], PortAll [8], IDS Rainstrom [9], IDGraphs [10], TNV [11], RUMINT [12], 

AfterGlow [13], InetVis [15], FlowTag [16], Flamingo [17], NfSen [18], PRISIMA [19], 

LogView [20], HMAT [21], FloVis [22], NAV [24], VIAssist [25], ScanViewer [26], 

CCScanViewer [27], InfoVis (EIC process Model) [28-30], IVTK [31], VizSec based on PE and 

RE [32] has been discussed to understand their working w.r.t. OSI layer (like layer 3rd, 4th or 

7th), media portability and time (real time or offline or both. Further, these tools were 

investigated for having their own capturer, parser, threat detector and visualize reporting tool. 

Different visualization schemes and their utility are elaborated, so that a reader can take an 

inference on how these schemes can be developed for future VizSec. A table was prepared to 

compare the discussed data visualization schemes.   Further literature related to usage of UML to 

validate the security system has been discussed.  Lastly literature of usage of fault tree analysis 

and fuzzy faulty tree is discussed for calculating the reliability of a system.   
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Chapter 3 

Integrated Network Traffic Visualization 
System (INTVS): - A Proposed Framework 
 

This chapter formulates problem based on gap analysis as per literature review carried out. In this chapter, 

a desired list of attributes which must be reflected by a visualization based security system (VizSec) are 

highlighted. Objective of this research work have been defined. Further, this chapter presents research 

methodology, INTVS framework and composition. Finally this chapter presents INTVS designing and 

validation through unified modeling language (UML) by virtue of structural, behavioral and architecture 

modeling. 

3.1 Gap analysis and problem formulation  

From the previous chapter, it is learnt that all the discussed tools/frameworks/ approaches/ 

schemes for VizSec, are having some limitations in respect to be a complete VizSec.  

The problems with present tools discussed in Chapter 2 is as follows: 

In Flodar [1], lack of information about the OSI layer, media and data source. Wisconsin Netpy 

[7], IDS Rainstrom [9], IDGraphs [10], Rumint [12], NfSen [18], VIAssist [25] are capable to 

visualize only third layer data of OSI model.  

NVisionIP [3], VISUAL [4], VisFlow Connect-IP [5], SIFT [5], NetViewer [6], PortAll [8], TNV 

[11], InetVis [15], FlowTag [16], Flamingo [17], FloVis [22], NAV [24], ScanViewer[ [26], 

CCScanViewer [27] and InfoVis [28][29][30], all these tools are limited to data visualization of 

third layer and fourth layer of OSI model.  
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Although Nam [2] is capable till seventh layer data visualization of OSI model, there are flaws 

with respect to traceability of lost packets and real time visualization, AfterGlow [13] is capable 

to perform forensic analysis of OSI layer 7, but is dependent upon a parsing tool, which parses the 

log file to CSV format. Log View [20] and IVTK [31], both are able to visualize the 7th layer 

data, but do not have their own capturing module. 

Based on review of these tools, it is clear that there is not even a single tool, which is capable to 

produce interactive visualization of network traffic of large network in seamless manner. These 

visualization systems lack in one way or other, in order to capture packets, tokenize, parse and 

then visualize them in an integrated interactive manner until Layer 7, in real-time for guided and 

unguided media. Proposed work INTVS  - (a system, which will work in both guided and 

unguided media, captures network traffic, tokenizes, parses and visualizes network traffic up-to 

layer 7 in  visual reporting form, to detect the threats and to gives the status of resource 

utilization  in real time)  offers, solutions to the said gaps and offers integrated framework.  

Desired list of attributes of a VizSec:  A visualization based security system (VizSec) must 

possess following desire list of attributes:  

a) Media Support - It must support, both guided and unguided media, to capture the network 

raw traffic.  

b) Interoperable - A VizSec must be compatible with variety of operating environments.  

c)  Real Time and Forensic Analysis - A VizSec must work in real time & help in carrying 

out forensic analysis of network traffic.  
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d) Security Analysis of Application Layer Traffic - VizSec must facilitate visualization of 

application layer data such as http, ftp and email traffic load per machine, per network, 

w.r.t. whole campus area network. type of web service and all related stats like volume of 

data uploaded and downloaded, minimum, maximum, average, above average, below 

average, number of total networks, total number of machines live in CAN and machine 

under attacks. 

e)  Visual Information -INTVS must be a smart and intelligent. It must learn from its traffic 

patterns and generate alerts according to the customized settings. It must follows the 

principles of Shneiderman  [35] such as: 

Overview: getting an overview of the entire network (Network).  

Zoom: zooming to select an item of interest  

Filter: filtering of non-required items.  

Details-on-demand: option of selecting an item or group for detail as when required.  

Relate: must offer the facility to relate the items and give view based on relationships 
among items.  

History: must maintain the history of actions to support undo, replay, and progressive 
refinement.  

Extract: allow drill down to extract a sub-collections according to query parameters. .  

f) Scalable - INTVS must have the capability to scale with going volume of traffic. 

g)  Intelligence - VizSec must understand the traffic patterns and take necessary action in 

self-defense in the absence of the manual intervention.  

h) Reporting - VizSec must report network health in self-explained way. It must respond to  

all the queries such as – how many VLANs are detected, how many hosts are live, data 
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volume downloads and uploads by the single host, protocol wise bandwidth utilization, 

machine underutilization, machine over utilization, machine under attack, machine with 

network violating Network policy etc. The system must help network security analysts to 

view intended information and piping it to visual reports like network bandwidth 

consumed by particular application layer traffic with reference to total traffic as well as 

should able to report attack vectors. 

3.2 Objectives 

a) To review & analyze existing network traffic visualization models. 

b) To propose & design a model for threat detection, analysis and reporting for 

HTTP/FTP/SMTP data  

c) Implement and Validate the model on live – distribution Network Traffic 

Visualization System (NTVS). 

 

3.3 Research Methodology 

 

 

 

 

 

     

Figure 3.1: Research Methodology 

Study the established 
Network data 
visualization tools 

Review of existing 
visualization 
techniques and 
architectures 

Analyze and design 
INTVS for application 
layer data (HTTP, FTP 
and SMTP). 

Implement, test and 
validate the designed 
visualization 
techniques. 

Demonstrate the 
usability of proposed 
model. 
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To achieve the objectives mentioned in Section 3.2, a research methodology as shown in Figure-

3.1 is adopted:  

a) Study the established network data visualization tools - as discussed in Chapter 2. 

b) Review of existing visualization techniques - as discussed in section 3.1. 

c) Analysis and design of INTVS for application layer data (HTTP, FTP and SMTP) - is 

discussed in Section 3.5. 

d) Implement, test and validate the designed visualization techniques - is discussed in 

Chapter 4 and Chapter 5. 

e) Demonstrate the usability of proposed framework - is discussed in Chapter4 and Chapter5. 

 

3.4  INTVS Framework 

This subsection deals with INTVS framework which is having six main functional modules as 

shown in Figure 3.2. These modules are classified as follows: First module is a network traffic 

capturer (which helps to capture network data).  Second module is tokenization module, which 

performs the tokenization of the data according to network traffic properties.  Third module is 

parsing module and parses the network traffic to use it as an input for visualization engine, which 

is the Fourth module. Fifth module is dealing with real time data analysis with the help of data 

mining techniques and Sixth module is helpful to perform forensic analysis of the network data. It 

also uses data mining techniques. INTVS framework programmed using multi-threads to handle 

these modules effectively. For INTVS, to handle a big data set, in experimentation framework, 

memory (RAM) and speed (Processor) are of prime concern.  
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Figure: 3.2  INTVS Framework  

3.4.1 INTVS framework supporting methodology 

In the study, a methodology followed to support the INTVS framework consists of three prime 

layers as shown in Figure-3.3; (i) input layer, (ii) processing layer and (iii) output layer. In the 

present research, a hybrid approach of data mining is used to analyze network traffic patterns 

effectively. To manage the network resources, a supervised data mining technique is applied to 

cater the situation. Network policy is considered as an input for this processing layer. On the other 

side, un-supervised data mining technique is applied to learn data pattern through clustering and 

association methods. Suitable statistical analysis of these data patterns is helpful in detecting and 

reporting threats. 
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Figure: 3.3 INTVS Framework Supporting Methodology 

3.4.1.1 Input layer 

Input layer perform following tasks:  

a) Live packet- capture from guided/unguided media. 

b) Network policy- includes the network traffic rules for ingress and egress traffic, 

 bandwidth allocation rules for all user, Network monitoring rules to understand the 

 state of network, VLANs, nodes whether normal or under attack mentioned 

 through set theory in Chapter 4, section 4.1.4. 

c)  Standard port numbers [140] - Internet Assigned Numbers Authority (IANA) 

 numbers list used for classification of network traffic. 
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3.4.1.2 Processing layer 

Processing layer is as certainly with following tasks: 

a) Capturing module captures raw data (packets) from live media in real time with 

 help of Winpcap/ Libpcap, JAVA and JRE. 

b)  Data cleansing performed by analyzing and tokenization of attributes of captured 

 packets, all this happed with help of tokenization module, which also using 

 Winpcap/ Libpcap, JAVA and JRE 

c) Parsing of cleansed data performed for real time and forensic analysis - This is 

 done with help of parsing module, which takes the tokenized data as input and 

 parsed file as an output. 

d) Further in this step, data piped to real time analysis stub as well as forwarded to 

 visualization engine. XML formatted generated parsed file used for real time 

 analysis and CSV/Excel file used for forensics analysis. 

e) Next, data mining rule based classification algorithm is used to classify packets 

based on Internet protocol (IP) address (source IP and destination IP), port number 

(source machine port, destination machine port), transmission control protocol 

TCP) packet, user datagram protocol (UDP), virtual local area network (VLAN), 

campus area network CAN, wide area network WAN, ingress/egress, session wise, 

packet length, window size and application layer protocols. This classified data is 

also forwarded to visualization engine. Rule based classification of intruding 

machines.  

f) Data mining rule based clustering of ports, machines and networks for below 

average, above average and normal w.r.t. TCP/UDP, ingress/egress and upload/ 
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download traffic. Application layer protocols based cluster of machines and 

network of w.r.t. above average, below average and normal traffic. Rules based 

clustering of machines and network who are breaks the Network policy rules.  

g) Data mining association rules are applied to establish relationship among key 

attributes of traffic pattern to identify the teardrop attack and sync flood attacks. 

Under this scheme packets are analyzed based on sessions and sizes, if a large 

number of packets of tiny size crossing under same session or different session 

over a machines, concluded as teardrop attacks and if packet size is very large then 

it is concluded as ping of death attack.  

h) Finally, data mining rule based threat detection and visualization take place.  

 

3.4.1.3 Output layer 

Output layer generate the following reports 

Visualization engine displays demanded and customized views, to analyze, understand 

and respond various conditions during attacks. Following visualization are the outcomes 

of the output layer along with mouse-over and drill down facility: 

a) Grid view 

b) Platter view 

c) Listmap view 

d) Real time line graph 

e) Alert log file 

f) Two dimensional network and machine level view 

g) Parallel coordinated visualization 
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3.4.2 Composition of INTVS 

Composition of INTVS is shown in Figure 3.4, consists of three layers:  

a) Composition layer 

b) Process layer and  

c) Output layer. 

At composition layer, all the basic development software (tools, plugins, library, operating 

system, system devices drivers) are used. Winpcap/ Libpcap, JAVA and JRE are used for 

capturing module well as for tokenizing module. JAVA and JRE are used for parsing module. 

JCommon-1.0.17, JfreeChart-1.0.14, jgrapht-jdk1.6 libraries, JAVA and JRE are used for 

visualization module.    

 

    Figure 3.4: Composition Diagram of INTVS 
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Process layer: Capturing module takes input from composition layer and capture the raw data and 

gives its results (lives captured data) to output layer. Further, it gives the captured raw packets to 

tokenizing module, which further tokenize the captured packet and shows the tokenized data at 

output layer. Also, tokenize the raw packets and give it to parsing module. Parsing module 

generates parsed file in the form of XML file and comma separated value (CSV) format as an 

output. Mining module mined the network traffic data based on classification, clustering and 

association rule for results.  The visualizing module at process layer takes the input from parsing 

module and use JCommon-1.0.17, JfreeChart-1.0.14, jgrapht-jdk1.6 libraries JAVA and JRE to 

generate the visual report as per the available choice to the user.  

Output layer: The output of various module can be viewed such as live raw network traffic, 

tokenized data, parsed data, different visualization schemes: Grid view, Platter view, Listmap 

view, real time line graph, alert log file, two dimensional network and machine level view, 

Parallel coordinated visualization. 

3.5  Validating INTVS design through UML diagrams  

The use of UML in analyzing, designing and validating IT based solutions discussed in Section 

2.2 of Chapter 2, motivated this work to analyze, design and to validate the INTVS framework.  

This sub - section discusses validation of INTVS through three forms of UML modeling, step by 

step by, following the fundamental rules of Booch et al. [42], Jacobson et al. [43] and Rumbaugh 

et al. [52].   
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3.5.1 Use case of INTVS 

Use case diagrams are used to structure the requirements of system analysts and network 

administrator after understanding their requirements. The purpose of use case diagram is to 

understand the dynamic aspect of INTVS including internal and external influence of INTVS, so 

that the functionalities and actors can be easily identified. In Figure 3.5, external actors are 

Network Admin and Users. Internal actors are INTVS main module while interacting with actor 

Network Database. The functionalities required by Network Admin are defining network policy, 

which includes the traffic rules for ingress and egress traffic, bandwidth allocation rules, network 

policy, network monitoring to understand the state of network, VLANs, nodes whether normal or 

under attack. Further Network Admin would like to control network traffic while taking some 

corrective decisions to protect the network resources from malicious activities and to ensure the 

effective utilization of bandwidth. Another external actor are network users, who want to 

understand whether his or her node/ machine is under attack or not, for which one can select the 

media, view the capturing of raw data, see various network information in a visual form, and  take 

decision with help of functionality offered by the INTVS. For internal actor INTVS, INTVS 

database accepts the inputs and returns the results as a black box. The INTVS use case diagram 

specifies the above said events of INTVS and their flow in a specific manner and produces the 

high-level view of the INTVS for its users.  
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    Figure 3.5: INTVS - Use Case Diagram 
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3.5.2  Activity diagram of INTVS  

In Figure 3.6, INTVS - activity diagram demonstrates the dynamic behavior of the INTVS. An 

activity is defined as a function carried out by the system. After identifying the activities, it is 

necessary to understand how these activities are associated with constraints and conditions. In 

Figure 3.6, ADMIN, USER, INTVS and DATABASE system are identified as swim lane. The 

activities performed by the ADMIN are updating Network Policy (In this activity Network 

Administrator updating Network policy according to need of time), Creating Network policy 

Database (Here admin is creating and managing Network policy database), Selecting of Media 

(Selecting a media from the available options-wireless or wired), monitoring visualization 

(viewing different visuals and taking inference for decisions), and decision making (taking 

appropriate decisions).  

The user group performs various activities such as media selection, monitoring visualization 

(viewing different visuals and taking inference for decisions), and decision making (taking 

appropriate decisions). Swim lane INTVS performs various activities such as: taking inputs (from 

ADMIN and USER), capturing live data (after selecting media, INTVS capture the network 

traffic), tokenizing and parsing raw network traffic in usable form, understanding the data patterns 

(taking inference from data and its  patterns), checking validity of traffic (here INTVS checks the 

malicious data and generating alerts), using data mining (in this activity INTVS used the data 

mining schemes to understand the network traffic in effective manner, Visualizing Network 

traffic data (in this activity INTVS produces  different visuals of network traffic), exporting data 

for forensic analysis, forensic analysis through visualization (here INTVS helps in Forensic 

analysis of network traffic for future usage).  
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he fourth swim lane DATABASE has the following activities: Network policy database, 

maintaining real time network data, maintaining historical data, and updating database. INTVS 

activity diagram can also be used to construct the executable system by using forward and reverse 

engineering techniques.  

Figure 3.6: INTVS Activity Diagram 

ADMIN USER INTVS DATABASE 
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3.5.3 Class Diagrams of INTVS 

INTVS class diagrams are used to describe the static view of the INTVS, and to show the 

collaboration among the various elements. INTVS class diagram also describes the functionalities 

performed by various sub-systems. Further INTVS class diagram leads to the construction of 

INTVS network security application using JAVA. INTVS Class diagram is also considered as the 

base for component and deployment diagrams of INTVS. INTVS Class diagrams are also used to 

construct the executable code for forward and reverse engineering of INTVS.  

INTVS class diagram can be used for construction purpose as it facilitates to map with the static 

view directly with object oriented languages like Java, C++ etc. In Figure 3.7, INTVS - Class 

diagram, there are five classes mentioned namely as User, INTVS, Media, Network Policy and 

Decisions. 

Further, User is generalized as Network User and Network Admin sub-class. Network Admin and 

User sub-class possess the same attributes, but Network Admin is having more operations as 

mentioned in Figure 3.7. INTVS class defined various operations: taking input ( ), capturing ( ) - 

both operation tokenizing ( ), parsing ( ), data mining ( ), visualizing ( ).  Network policy class 

possess three attributes, rule_id, rule_name and rule_type; and two operations, i.e., Policy 

formulation ( ) and Policy update ( ). Class Decision is having attributes, that are, decision_id, 

decision_name; and having three operations allow ( ), drop ( ), Update ( ). Class Media possess 

the type_of_media attribute. Class Network details is subclass of INTVS having following 

attributes srno_of_pkt,  SIP, DIP, src_port, dst_port, pkt_length, pkt_window_size, pkt_session, 

pkt_timestamp, pkt_protocol. subclass visualizing possess the graph_id and graph_name 

attributes; and have display view ( ) and display customized View ( ). 
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Figure 3.7: INTVS - Class Diagram 
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3.5.4 Sequence Diagram of INTVS 

Sequence diagram are also known as interaction diagram which are used to show the time sequences of 

messages flowing from one object to another. In Figure 3.8, sequence diagram is used to visualize the 

sequence of messages generated in INTVS to perform specific functionalities. For example, object 

:Network admin defines the network rules while sending the message "Define_Rules" to Object :INTVS, 

then :INTVS object send these details about the network resources and their utilization rules to :Network 

Policy Database object and so on a functionality of defining network rules and network policy is 

accomplished. To update the rules as per the need of time another functionality is initiated while sending a 

message "Update_Rules" from :Network Admin object to :INTVS object.  

Then same is communicated by :INTVS object to :Network Policy Database object through "Get_updates" 

message. Another functionality is selecting a media initiated by :Network Admin object and send a 

message "Select_Media" to :INTVS object. Then :INTVS object take this call and start to capture network 

live data from selected media, while sending a self-message "Capturing_Network_live_data". On similar 

way the functionality of tokenizing and parsing are accomplished by :INTVS object. The functionality of 

detecting any malicious activity and generating alert is done by :INTVS object after receiving the call from 

:Network Policy Database object.  

Then  :INTVS object sequence the next functionality of sending parsed data to database for real time and 

forensic analysis.  The functionality of generating the various customized view of network traffic. Then 

:Network admin leads the following sequences to take a decision like sending a call to :INTVS object 

"Visualize_graph" then object :INTVS gives the choice for any specific view. A view is selected by 

:Network_Admin object, then a selected view is displayed by :INTVS object. Based upon to see a particular 

view, a decision is taken by :Network_Admin object, and so the functionality of how a decision supposed 

to be taken by the network administrator/user is accomplished. These interactions among the components 

of INTVS are very important for implementation and execution perspective. 
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   Figure 3.8: INTVS - Sequence Diagram 
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3.5.5  Collaboration Diagram of INTVS 

 The second interaction diagram is collaboration diagram which shows object organization of 

INTVS as shown in Figure 3.9. In collaboration diagram the method call sequences are numbered 

and these numbers indicates how the methods are called one after another.  

 

 

Figure 3.9: INTVS - Collaboration Diagram 

Here the method calls/ messages are similar to that of a sequence diagram but the difference is 

that the sequence diagram does not describe the object organization as shown in Figure 3.8, where 

the collaboration diagram shows the object organization. When time sequence is important then 

sequence diagram is used and if organization is required then collaboration diagram is used. 
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3.5.6 State-chart Diagram of INTVS 

State-chart diagram of INTVS defines different states of an object during its lifetime. The state-chart 

diagram is useful to model reactive systems, INTVS is to respond to external or internal events. In 

this diagram, the flow of control from one state to another state is described. Here state means 

defining conditions in which an object exists and changes when some event triggered. The main 

objective of state chart diagram is to model the life time of an object from creation to termination. 

Identifying the important objects is the primary job in state chart diagram and in case of INTVS 

network traffic/ data is identified as an object, which moves from one state to another like raw 

captured data to tokenized data, then tokenized data to parsed data, then parsed data to visual 

report form as shown in Figure 3.10. Meanwhile some events are triggered which causes the 

changes in states of network data. These include INTVS selecting media, capturing, tokenizing, 

parsing and alerting, data mining, visualizing and decision making.   

When selecting any media, an event is triggering and then next event is captured, the data which 

is in signal form get converted in raw data states. As soon as raw data comes, then another event, 

i.e., tokenizing takes place, and converts raw data into tokenized data and changes the state of 

object from raw data to tokenized data. As soon as INTVS find the tokenized data, another event 

is triggered named as parsing, which causes the changes of tokenized data in to parsed data state. 

Generating alert based on altering event, analyzing data according to network policy, and if not 

valid, generating an alert, another state of data in signal form. Then parsed data is mined, based 

on data mining event, and parsed data converted to mined parsed data, and it parsed data is 

generated in INTVS, the visualizing event triggered and parsed data converts to visual report state 

and then decision takes place.   
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Figure 3.10: INTVS State-chart Diagram 
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3.5.7 Component diagram of INTVS  

Component diagrams are used to model physical aspects of INTVS as shown in Figure 3.11. The 

INTVS Component diagrams are used to visualize the organization and relationships among 

components of its system. Component diagram are helpful in implementing the INTVS 

application effectively and helpful in improving its performance and maintenance.  These 

diagrams are also used to make executable systems through forward engineering. The artifacts 

identified in INTVS are: XML File/ Database (CSV, xls), JRE, JAVA, Libraries (JAVA libraries 

are JCommon-1.0.17, JfreeChart-1.0.14, Jgrapht-jdk1.6), Libpcap, Winpcap, INTVS console, 

INTVS GUI. 

 

    Figure 3.11:  INTVS - Component Diagram 
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3.5.8 Deployment diagram of INTVS 

 To control the performance, maintainability, scalability and portability of INTVS, there is a need 

to understand the topology of the physical components of INTVS and where the INTVS 

components are deployed. The static deployment view of INTVS is shown in Figure 3.12. The 

purpose of INTVS component diagrams is to describe the components and deployment diagrams 

shows how they are deployed in hardware as shown in Figure 3.12:  The INTVS deployment 

diagram is showing its hardware topology, describing the hardware components used for software 

component for deployment, while describing the runtime processing nodes of INTVS. 

 

 

    Figure 3.12:  INTVS - Deployment Diagram 
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Conclusions:  

This Chapter discussed problem formulation based on gap analysis. A desired list of features, 

which must be possessed by a VizSec was also prepared. Based on gap analysis the objectives of 

this study was frozen.  A research methodology was proposed to achieve the defined objectives.  

INTVS framework has been proposed and definition of integrated network traffic visualization 

system has also been given. Three layer (Input, process and output) based INTVS working 

methodology was discussed, followed by composition of INTVS. Based on composition diagram,  

requirements of tools, plugins, library, operating system and system device drivers for the 

development of INTVS were listed. Lastly modeling has been done to validate visualization 

framework, using UML for structural, behavioral and architecture modeling of an Integrated 

Network Traffic Visualization System (INTVS).   



99 

 

Chapter- 4 

INTVS Framework Implementation  

 

This chapter gives implementation details of INTVS according to attribute list, and framework 

design proposed in previous chapter. INTVS has been implemented using Java SDK, Jpcap, 

Winpcap, JCommon, JfreeChart and jgrapht-jdk libraries. This chapter is divided into three main 

sections: 

 Implementation of INTVS as a complete VizSec solution.  

 Working of INTVS in real time environment. 

 Working of INTVS in offline mode. 

4.1  Implementation of INTVS as a complete VizSec solution 

This section deals with the implementation of INTVS as per salient features discussed in Chapter 

3 to make INTVS as complete VizSec (a system, which will work with both wired and wireless 

media, captures network traffic, tokenizes, parses and visualizes network traffic up-to application 

layer in visual reporting form, to detect the threats and to gives the status of resource utilization 

in real time).   

Algorithms for capturing, tokenizing, parsing, visualizing and threat detection modules are 

developed and then coded in JAVA language as per composition diagram of INTVS shown in 

Figure 3.4.   
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The operation of INTVS on windows requires Winpcap and JRE where as in the case of Linux 

and its variants, user would need to have libpcap and JRE. INTVS uses JCommon-1.0.17, 

JfreeChart-1.0.14 and jgrapht-jdk1.6 libraries, which helps visualization engine to produce 

various visualization schemes viz.  Grid view, time series graph, Listmap and circular 

visualization. Parsed file generated in XML format after tokenization are used for real time traffic 

analysis. 

4.1.1 Packet Capture module  

Packet capture module interacts with operating system with help of java libraries, which further 

interacts with underlying hardware to provide interface details. This module then sets the current 

devices to the one selected by user.  

NetworkInterface[] devices = jpcap.JpcapCaptor.getDeviceList();   

// jpcap is used for interacting with operating system (OS) to get information related to 

network devices. This function interacts with OS to get the list of all available network 

devices and provide this list to the user for network interface device choice. 

For i is 0, i is less than device.length, i increments by 1  

// iterate through list for each interface  

If position i in devices equals selected device position     

  break;  

EndIf 

EndFor 

set captor to jpcap.JpcapCaptor.openDevice with position i in devices, 65535, true. 
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 // initializes the selected device for current session 

catch IOException e 

 call method System.out.println with e.toString   

 // catches and prints exception if any 

EndTry 

 call method captor.loopPacket with -1   

// starts capturing of packets for the selected device 

Implemented results of INTVS capturing module is shown in Figure 4.1, which shows device list 

where user can choose detected wireless/ wired media for capturing network data. 

 

Figure 4.1:   Selection of Media  

INTVS can capture network data in real time environment as shown in Figure 4.2, which is more 

or less similar to Wireshark captures.  
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Figure 4.2:   Real Time Capturing  

Captured data is available with following attributes : time, source machine IP address, destination 

machine IP address, protocol (number), priority (number), hop(number), offset(number), ident 

(number), TCP/ UDP source port number, destination port number, seq(number), win(number)  as 

shown in Figure 4.2. 

4.1.2 Tokenized Module  

INTVS can tokenize captured data seamlessly and use it for parsing in real time environment. 

Multithread programming concept is used to accomplish required job in parallel. Dedicated 

multithreads are involved through in tokenizing and parsing process. Output of capturing module 

is used as input to tokenization module. 

// Tokenization module  

// Following algorithm traverses through received packet character-by-character, and, then 

extracts desired information from it for tokenization  
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character[][]  // character[][] is a 2D char array in which character[i] holds the raw captured 

packet,  character[i][j] holds a character of raw packet  

token[][]   

// token[][] is a 2D array in which tokenized data is stored after extracting packets from 

token [i],  where token [i] represent a captured packet number,  and  token[i][j] represents 

the intended attributes which are extracted from character[][] array. 

Repeat through label start for each character[i] packet in character [][]  

// loop for iteration of each of the received packet  

If character[i][0]='A' set token[i][5]='ARP' otherwise go to label start1   

// ARP packet starts with letter ‘A’, so it sets the protocol to ‘ARP’ if it finds the same  

start1: While character[i][j] != ':' increment j  

// as the first required information in packet is SIP, which is after first occurrence of ‘:’, so 

the counter is incremented till it reaches ‘:’  

Set token[i][1] = read from character[i][j+1] till character[i][k] != '/'  // SIP is read and stored 

into token array  

EndWhile  

While character[i][l] != '/' increment l  

set token[i][2]= read from character[i][l+1] till character[i][m]!=’ ’ // DIP is extracted from 

packet string  

EndWhile  
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While character[i][m] != '(' increment m  

set token[i][5] = read from character[i][m+1] till character[i][n]!=’)’ 

 // protocol name is read and stored into token array  

EndWhile  

While character[i][n] != 'P' increment n  

EndWhile  

set token[i][3] = read from character[i][n+1] till character[i][o]!=’>’  

// source port is read and stored into token array  

While character[i][o] != '>' increment o  

EndWhile  

set token[i][4] = read from character[i][o+1] till character[i][p]!=’ ’  

// destination  port is read and stored into token array  

While character[i][p] != 'seq( ' increment p  

EndWhile  

set token[i][7] = read from character[i][p+1] till character[i][q]!=’) ’  

// sequence  no is read and stored into token array  

While character[i][q] != ‘win( ' increment q  

EndWhile  

set token[i][8] = read from character[i][q+1] till character[i][r]!=’ )  
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// window size is read and stored into token array  

While character[i][q] != ack ' increment r  

EndWhile  

set token[i][8] = read from character[i][q+1] till character[i][s]!=’ ’  

// acknowledgement no is read and stored into token array  

EndWhile  

Endif 

Similarly others fields are read and stored as part of tokenization. Figure 4.3 is shows outcome of 

tokenization module. Tokenized data is further parsed in two types of formats, XML for real time 

analysis and spreadsheet format for forensic analysis.  

 

Figure 4.3: Tokenized filtered HTTP traffic   
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4.1.3 Reporting Visualization module  

 Data mining module helps INTVS in classification, association, and linking of network traffic. 

This helps in monitoring network resources as per network policy.    

Following algorithm classifies tokenized packet in accordance to protocols. 

 

BEGIN  

token[][] //token[][] is a 2D array that stores the tokenized packet where token[i] represents 

a particular token  

// token [i][j] represents information about that token and it attributes such as  

//token[i][0] represents the source machine IP address,   

//token[i][1] represents destination machine IP address,  

// token[i][2] represents source port,  

// token[i][3] represents destination port,   

// token[i][4] represents sequence number,  

// token[i][5] represents acknowledgement number,   

// token[i][6] represents windows size,  

// token[i][7] represents session id,  

// token[i][8] represents timestamp,  

PORT_DESC[][]  // PORT_DESC[][] is a constant 2- dimensional array, as per IANA 

standards [140] 

//PORT_DESC[i] represents a port,  
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// PORT_DESC[i][j] represents its attributes port no, port description  

classified_packets[][][]   

//classified_packets[][][] is a 3D array, which stores classified packets,  

//classified_packets[i], represents a particular protocol (HTTP, FTP, SMTP, OTHERS), 

//classified_packets[i][j] represents a token of type classified_packets[i], and 

//classified_packets[i][j][k] stores the details of packet classified_packets[i][j]  

//others[][] is as 2D array to store unclassified token  

convert PORT_DESC[][] into a hashmap PORT_HASH (Key - Value pair)  

For i =0, till i less than token.length, increment i // for traversing each received packet  

Set desc_temp := PORT_HASH.get(token[i][2])  

// get the type of protocol on basis of source port  

If desc_temp not equals "others" set token[i][9] := desc_temp  

Set token[i][9] := PORT_HASH.get(token[i][2]) // sets the type of protocol if it is classified  

Set classified_packets[token[i][9]][k] := token[i]  

// adds the classified packet in accordance to its protocol  

Else  

token[i][9] := 'OTHERS' // sets the type of protocol to others  

Set others[k] := token[i]; // add the token to others data structure  

Endif  

EndFor 



108 

 

Data mining algorithm for traffic classification in INTVS is implemented and the results are 

shown in Figure 4.4 through Grid view visualization scheme. Entire network traffic is classified 

as follows: Netflow, Internet, Intranet, TCP, UDP and HTTP traffic grids along with different 

color backgrounds.  

 

Figure 4.4: Grid View  

Similarly, INTVS facilitates customization of Grid view component instead of using Netflow, 

Intranet, Internet, TCP, UDP and HTTP traffic view; wherein user can select Grid view of 

Netflow, Intranet, Internet, Email, FTP and HTTP traffic view as shown in Figure 4.5. 
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Figure 4.5 Grid View customized by user 

 

Figure 4.6: View of HTTP/HTTPS Traffic  
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In addition INTVS also provides extended facility of selecting and filtering a particular traffic 

view as shown in Figure 4.6, where HTTP/HTTPS traffic view is shown. User can also view FTP, 

Email and other application layer traffic in same fashion. 

INTVS also maintains listmap visualization scheme for network traffic and continuously updates 

it in real time. Simple mouse drag option is very useful,  when hovered over listmap, it shows the 

traffic statistics of a particular machine, like uploading/ downloading data size, TCP data, UDP 

data and application layer data. Listmap can be easily viewed as shown in Figure 4.6 left-bottom 

section where active machines are detected and listed in view. Figure 4.7 shows clear view of 

listmap visualization scheme, which is giving entire view of the network on a single screen, while 

mouse hover brings statistics related to a particular machine.     

 

4.1.4 Listmap module  

// this algorithm will generate a Listmap based on the data retrieved from xml  

Set data to obj.getLogPacketData // it will fetch data from xml  

For i is 0, i is less than data.size, i increments by 1 // for traversing each node 

set temp to Double.parseDouble with ( ( String ) )  

// converts transferred data from string to double for arithmetic operations 

If temp is greater than check // checks if transferred data is more than threshold limit 

avgUpData += temp // adds data into upload data variable 

++avgUpCount // increments counter to maintain no. of machines 

EndIf 

set temp to Double.parseDouble with ( ( String ) ) 
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 // converts transferred data from string to double for arithmetic operations for download 

data 

If temp is greater than check  

// checks if transferred data is more than threshold limit for download data 

avgDownData += temp // adds data into download data variable 

++avgDownCount // increments counter to maintain no. of machines in download data 

EndIf 

set temp to 0 

EndFor 

avgUpData/=avgUpCount   // computes average upload data 

avgDownData/=avgDownCount   // computes average download data 

For i is 0, i is less than data.size, i increments by 1  // for traversing each node in captured data  

set i of button to new JButton with ( ( String ) ) 

button[i].setText() // set the text of button to IP 

If Double.parseDouble with ( ( String ) ) is greater than avgUpData or Double.parseDouble with ( 

( String ) ) is greater than avgDownData 

set color of button to red // sets the color to red 

Else 

set color of button to green // sets the color to green 

EndIf 

call method add with position i in button 

EndFor  // End listmap  
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Figure 4.7: Listmap view of network traffic 

4.1.5 Line Graph module  

Real time series graph is another way to present the netflow of network. This helps the user  to 

easily understand the data patterns in the network traffic . In Figure 4.6, right bottom as well as in 

Figure 4.8, yellow, purple, red, blue, green and torquies line curves are representing HTTP, 

Email, TCP, UDP, FTP and other traffic respectively. 

 

Figure 4.8: Real time line graph of network traffic   
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4.1.6 Abnormal activity detection module 

This module helps in detecting abnormal activity of a machine from the network. University 

laid down network policy is chosen as basis for this detection.    

BEGIN 

data[][][][][]  

 // data[][][][][] is a 5- dimensional array that stores the parsed data of the netflow 

 where,  

 //data[i] represents a subnet,  

 //data[i][j] represents a machine,  

 //data[i][j][k] represents an application layer protocol,  

 //data[i][j][k][l] represents a day  

 //data[i][j][k][0….6] represents Monday to Sunday and data[i][j][k][7] stores the 

 average of the week 

 //data[i][j][k][l][m] stores the total upload(0) and download(1) data in lth day of kth 

 protocol of jth machine of ith subnet. 

subnet_data[] 

 // subnet_data[] is a 1 dimensional array to store total data transferred in each 

 subnet 

machine[]  

 // machine is a 1 dimensional array to store total data transferred of machine[i] 
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day[]   

 // day[] is a 1 dimensional array to store total data transferred of the CAN day 

 wise 

protocol[] 

  // protocol[] is a 1 dimensional array that will store total data transferred as per 

 each protocol 

machine_protocol[][]  

 // machine_protocol[][] is a 2D array to store total mined data transferred of a 

 specific protocol  

no_machine  // counter to stores count of current machines 

A[][]  

 // A[][] represents set of IP addresses and ports opened for legitimate user, from 

 inside of the network 

B[][]  

  //  B[][] represents set of IP addresses and ports opened for authorized user from 

 extranet 

N[][]  

  // Array N is representing Netflow of traffic, N[i] is netflow packet number, N[j] 

 represents the attributes of packet like SIP, SRC_port, Dst_Port, DIP, Session_id, 

 ack_num, win_size, pkt_length, timestamp 

Malicious traffic[][]  

// Malicious traffic[][] represents  an array, which keeps records of malicious packet traffic 
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If (A[]ᴜB[])=N[] // Packet is clean 

Else Book as Malicious Packet[]  

R[] // R[] represents total resources 

Rᵢ [] // Rᵢ [] represents resources for legitimate user from inside 

Rₒ[] // Rₒ[] represents resources for legitimate user from outside 

Rᵣᵢ [] // Rᵣᵢ [] represent restricted resource to inside user 

Rᵣₒ[] // Rᵣₒ represents Restricted Resource to outside user  

R _ri policy [] // R _ri policy [] represents policy for Restricted Resource to inside user= R _ri policy  

R _ro policy [] // R _ro policy [] represents policy for Restricted Resource to Outside user= R _ro policy  

Policy for Total Restricted Resource is represented by RR= R _ri policy []ᴜ R _ro policy [] 

Total available resources represented by R= (Rᵢ[]ᴜRₒ[]) ᴜ (Rᵣᵢ[] ᴜ Rᵣₒ[]) 

// Defining Sets for various user  

Total Eligible users represented by Uᵣt[] 

Legitimate users from inside = Uᵣᵢ[] 

Super users from inside = Uᵣsᵢ[] 

Legitimate User from outside for extranet resources = Uᵣₒ[] 

Guest user from public domain for web services only  = Uᵣᵍ[] 

Eligible users =  Uᵣt[] 

Uᵣt[] = (Uᵣᵢ[]ᴜ Uᵣsᵢ[]) ᴜ (Uᵣₒ[] ᴜ Uᵣᵍ[]) 

Total visitors of network = Uᵉ[] 

Un-authorized visitor denoted by U Un Auth [] = Uᵉ[] ∩ Uᵣt[] 

Relationship between available resources and users R   Uᵉ[] 

Authorized but Malicious user denoted by U auth _ mal [] =   ( Uᵣᵢ[] R _ri policy [] ) ᴜ (Uᵣ o[]  R _ro policy []) 
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Total Malicious user U M []= U Un Auth []ᴜ U auth _ mal [] 

C[] // C[] is representing set of color 

C Mal [] // C Mal []representing set of color for malicious user 

C Auth [] // C Auth []set of color for Non-Malicious user 

C Un Auth [] // C Un Auth [] set of color for Un-authorized user 

C UE [] represents colors for each visitor of the network 

C[]= C Mal [] ᴜ C Un Auth [] 

If user Uᵉi[] U M [] then 

C UE i[] =Get C Mal [] for U M i[] 

Else 

C UE i[] =Get C Auth [] for Uᵉi[] 

M vis [] will now plot Uᵉi[]  using C UE i[] 

EndIf 

END      

 

Based on these network set theory algorithms, infringement to policy rules is averted. Once 

unauthorized visitor tries to join the network, an alert will be generated as defined in the network 

security policy. As a result, packets and alert details with time, IP address, port are logged and  

can be flashed on dashboard as shown in Figure 4.9 as well as shown  through red dots in platter 

view Figure 5.9 (Chapter 5). As per network policy at Thapar University, Patiala, only VLAN 

172.31.1.0, 172.31.4.0 are allowed to have access of a server farm. 
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Packets Alerts 

Sr. No. Time IP address Port From Alert Type 

1 28/10/2014 14:26 172.31.4.14 3306 172.31.72.16 Unauthorized DB access 

2 28/10/2014 14:40  172.31.4.16 25 172.31.72.17 Unauthorized email access 

3 28/10/2014 14:46  172.31.4.16 25 172.31.72.17 Unauthorized email access 

4 28/10/2014 15:20  172.31.4.20 3306 172.31.72.16 Unauthorized DB access 

Figure 4.9: Alert Analysis  

4.1.7 Implementation of Platter View 

Following algorithm generates a platter view, each platter denoting a subnet and within each 

platter it generates rings representing a machine within that subnet  

BEGIN  

data[][][]  // data[][][] is a 3D array in which, data[i] represents a sub-net, data[i]j] 

represents a machine n in data[i] subnet, data[i][j][0] represents IP address, data[i][j][1] 

represents total uploaded  data from machine[i][j],  data[i][j][2] represents total 

downloaded data from machine[i][j], total_network_data is used to hold total data 

transferred in the network  

subnet_data[]   

 //subnet_data[] is 1D array in which data[i] stores the total data transferred in 

 subnet data[i]  

screen[]   

 // screen[] holds the size of screen, in which screen[0] is height and screen[1] is width  

origin[]  // origin[] holds the center of screen  
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sortNetwork(data, total_network_data, subnet_data)  // this function will sort data list subnet 

wise  

step_size:= (screen[0]-100)/(2 * length(data)) // to calculate the distance between each platter  

i:=0 // initialize counter for traversing each subnet  

For i<length(data) do  

 outer_circles[radius]:= step_size*(i+1) // calculates the radius of platter  

 j:=0 // initialize counter for traversing each machine  

 For j<length(data[i]) do  

  inner_circles[center_x] := center[x] + (outer_circle[i] * cos((ip.split('.')[3]*1.4)))   

  // calculates the x coordinate for the center point of the inner circles, with  

  // respect to their IP 

  inner_circles[center_y] := center[y] + (outer_circle[i] * cos((ip.split('.')[3]*1.4)))  

  // calculates the y coordinate for the center point of the inner circles  

  inner_circles[radius] := step_size/2 

   // calculates the radius for the center point of the inner circles  

 j++  

 EndFor  

i++  

EndFor  

drawCircles (outer_circles, inner_circles, total_network_data, subnet_data, data)  
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// this function will plot all the circles according to the calculated coordinates  

End  

4.1.7.1 Sorting and swapping of circles:  

Following algorithm sorts data in order of subnet and the transferred data itself  

BEGIN  

SET i:=0 // initialize the counter for calculating total and subnet wise data  

For i<length(data) do  

 j:= 0 // initialize the counter for traversing subnet data  

 For j<length(data[i]) do  

 total_network_data:= total_network_data + data[i][j][1] + data[i][j][2] // add upload, as 

 well as, download data of current machine to total_network_data  

 subnet_data[i]: = subnet_data[i] + data[i][j][1] + data[i][j][2] // add upload, as well as, 

 download data of current machine to current subnet_data  

 j++  

 EndFor  

i++  

EndFor  

i:=length(data) // initialize counter for sorting the list  

For i>0 do  

 SET j=1 // initialize the counter for comparing current element with entire list  
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  For j<i do  

   If (subnet_data[j]<subnet_data[j-1]) then  

   swap(data[j],data[j-1])  

   // swap the positions of subnet if data transferred by first is less than  

   // second  

   Endif  

  j++  

 EndFor  

i++  

EndFor  

End  

4.1.7.2 Screen size responsive visualization:  

Following algorithm plots the calculated coordinates onto the screen  

BEGIN  

SET i:=0 // counter for traversing each platter  

For i<length(outer_circles) do  

 setcolor(abs(118-(3*i),75,146)) // calculates unique color code for each platter  

 drawcircle(outer_circles[i]) // plots the platter with calculated color code  

 i++  

EndFor  
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SET counter:=0 // counter for plotting each inner circle  

SET prev_count:=0 // counter for maintaining previously plotted circle  

SET i:=0 // counter for traversing entire list  

For i<length(inner_circles) do  

 If(i<length(data[counter])) then  

 temp:=data[counter][i-prev_count][1]+data[counter][i-prev_count][2]  

 // calculates the data transferred by current machine  

 Else  

  counter++  

  prev_count=i 

  temp:= data[counter][i- prev_count][1]+data[counter][i-prev_count][2] 

   // calculates the data transferred by current machine  

 Endif  

If ((temp > total_network_data/length(data)) then  

 setcolor(red) // sets red color if data transferred by current machine is greater than 

 average transfer data of each subnet in concurrence with network policy  

 Else If(temp > avg(subnet_data)) then  

  setcolor(orange) // sets orange color if data transferred by current machine is  

  greater than average transfer data of each machine in current subnet  

 Else setcolor(green)  
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  // sets green color is color if data transferred by current machine is less  

  than average transfer data of each machine in current subnet and average  

  data transfer of entire subnet  

  drawcircle(inner_circle[i]) // plots the circle with selected color  

 EndIf  

EndFor 

The outcome after implementing these algorithms gives us global view of campus area network 

on a single screen  with the help of platter view visualization as shown in the Figure 4.10, Figure 

4.11 and Figure 4.12. In Platter view analysis, circles are used to represent networks and rings are 

used to represent the machines. The smallest inner most circle in Platter view is representing the 

smallest network and outer most biggest circle is representing the biggest network of a campus.  

 

Figure 4.10: Global view of CAN through Platter View 
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Number of networks are detected as well their respective machines are detected from captured 

data. These machines in a particular circle, are represented by dots instead of rings as shown in 

the Figure 4.10. The Platter view analysis is capable to display as large as class B networks. 

Mouse hovering over the circle shows IP address of the network as well as number of live 

machines in that network as shown in Figure 4.11 and when mouse is hovered over a dot, it shows 

detail load (TCP, UDP, HTTP, FTP,  downloading, uploading) on that machine as shown in 

Figure 4.12.  

 

Figure 4.11: Global View of CAN with Subnet Data Details 
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Figure 4.12: Global View of CAN with Particular Machine Data Details 

Red dot in a circle depicts that the data transfer from/to this machine is above average of the 

network bandwidth and blue dot depicts a normal bandwidth usage by that machine in a particular 

network. On similar lines color of circle also changes if the bandwidth consumed by the network 

is more and/or less than the average bandwidth allocated by the administrator in concurrence with 

the network policy. 

4.1.8 File exporter module 

This module exports data in xml format and excel formats. 

try 

initialize filename to "./Data/export/deviceData-" plus new Date // path for storing file with data  
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create new HSSFWorkbook  

initialize sheet to hwb.createSheet with "new sheet" // initialize java library that supports excel 

worksheet creation 

initialize rowhead to sheet.createRow  // creates a new row for header 

For i is 0, i is less than headers.length, i increments by 1 // for traversing each header name 

call method rowhead.createCell  

EndFor 

For i is 0, i is less than data.size, i increments by 1 // for traversing each row in data 

initialize row to sheet.createRow with ( short ) // creates a new row for detail 

For j is 0, j is less than headers.length, j increments by 1 // for traversing each column in data 

call method row.createCell with ( short ) // for writing data into the row cell 

EndFor 

EndFor 

create new FileOutputStream // java library object that supports file handling 

call method hwb.write with fileOut // java library for writing the created workbook into an 

excel file 

call method fileOut.close // closing all opened files for releasing locks 

call method JOptionPane.showMessageDialog 

catch Exception ex 

call method System.out.println with ex 

call method JOptionPane.showMessageDialog 

EndTry 
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Figure 4.13: Parsed file generated by Exporter Module 

 

Figure 4.14: CSV file generated by Exported Module 
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4.1.9 CSV exporter module 
 
This module exports data to Comma Separated Values files. 

initialize dataNew to "" // a temporary string variable that will be written into the file 

initialize len to headers.length minus 1 // len will hold the no of headers 

For j is 0, j is less than len, j increments by 1 // for traversing each header name 

dataNew+= headers[j]+", " // will write each of the headers 

EndFor 

dataNew+= headers[len]+\\n // will add next line delimiter 

For i is 0, i is less than data.size, i increments by 1 // for traversing each row in data 

dataNew+= (i+1) + ", " // for adding serial no 

For j is 1, j is less than len, j increments by 1 // for traversing each column in data 

dataNew+= (((String[])data.get(i))[j])+", "  

 // for writing data into the string followed by a comma 

EndFor 

dataNew+= (((String[])data.get(i))[len])+\\n // for adding next line delimiter 

EndFor 

try 

initialize filename to "./Data/export/deviceData-" plus new Date // path for storing file with data 

create new FileWriter // java library object that supports file handling 

create new BufferedWriter // java library object that supports buffering of string while 

writing from main memory to secondary memory 

call method out.write with dataNew // java library object that supports file writing 

call method out.close // closing all opened files for releasing locks 
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EndTry 

 

4.1.10  Two dimensional analysis module 

Campus area network traffic analysis is achieved through three level drill down facility based on 

data mining. Implemented results are shown in Figure 4.15 & Figure 4.16. 

BEGIN 

data[][][][][] // data[][][][][] is a 5- dimensional array that stores the parsed data of the 

netflow where, data[i] represents a subnet, data[i][j] represents a machine, data[i][j][k] 

represents an application layer protocol, data[i][j][k][l] represents a day, data[i][j][k][0….6] 

represents Monday to Sunday and data[i][j][k][7] stores the average of the week 

//data[i][j][k][l][m] stores the total upload(0) and download(1) data in lth day of kth 

protocol of jth machine of ith subnet. 

subnet_data[]  // subnet_data[]  is a 1 dimensional array to store total mined data transferred 

in each subnet 

machine[]  

// machine is a 1 dimensional array to store total mined data transferred of machine[i] 

day[]  

 //day[] is a 1 dimensional array to store total mined data transferred of the CAN day wise 

protocol[] // protocol[] is a 1 dimensional array that will store mined total data transferred of 

each protocol 
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machine_protocol[][] //machine_protocol[][]  is a 2D array to store total mined data 

transferred of a specific protocol  

// no_machine is a counter that stores counter of current machines 

Set no_machine = 0 // it stores the current machine counter  

Repeat through label start: for each network data[i] // loop for iteration of each subnet  

Repeat through label start: for each machine data[i][j]  

// loop for iteration of machine within each subnet  

Increment no_machine by 1 // as machine is traversed so the counter is incremented by one  

Repeat through label start: for each protocol data[i][j][k]  

// loop for iteration of each protocol within each machine  

Repeat through label start: for each day data[i][j][k][l]  

// loop for traversing data transfer for each day  

Set subnet_data[i] += data[i][j][k][l][0] + data[i][j][k][l][1]  

// add data to current subnet for subnet analysis  

Set machine[no_machine] += data[i][j][k][l][0] + data[i][j][k][l][1]  

// add data to current machine for machine level drill-down support within a subnet  

Set day[l] += data[i][j][k][l][0] + data[i][j][k][l][1]  

// add data to current day for day wise analysis  

Set protocol[k] += data[i][j][k][l][0] + data[i][j][k][l][1]  
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// add data to current protocol for protocol wise analysis  

start: set machine_protocol[no_machine][k] += data[i][j][k][l][0] + data[i][j][k][l][1]  

// add data to current machine’s current protocol for protocol level drill-down support 

within a machine  

End 

 

Figure 4.15: Two dimensional global view of CAN traffic day wise 
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Figure 4.16: Two dimensional global view of CAN traffic hourly 

4.2  INTVS in real time environment 

This section deals with live distribution of INTVS. INTVS is compatible with wired/ wireless 

media and can work in real time mode as shown Figure 4.1.  INTVS can capture network traffic 

data in real time mode as shown in Figure 4.2. Further INTVS can tokenize captured network 

traffic data in real time mode as shown in Figure 4.3. Further INTVS is using this tokenized data, 

parsed in XML format (shown in Figure 4.17) for further real time actions like generating alerts 

through malicious traffic detector module and to generate alarms in real time mode as shown in 

Figure 4.9.  
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Figure 4.17: xml Parsed file  

Generated  XML file is used as input to  visualization generating module, and visualization 

engine generates various type of visualizations, which are showing  real time network traffic in 

pictorial form as shown in Figure 4.5 & 4.6 (Grid view showing classified network traffic flow).  

With the help of Listmap scheme, whole network data flow statistics can be seen on single screen 

as shown in Figure 4.7. Mouse hovering gives network data statistics of respective machine in 

real time mode as shown in Figure 4.7 (for a machine, having IP address 172.31.54.108).  Real 

time series graph gives view of different types of application layer traffic for last 60 seconds as 

shown in Figure 4.8, here in Figure 4.8 HTTP packets are consuming more bandwidth as compare 

to other application layer protocol in the network. In this figure lines showcase real time heartbeat 

of the network.  
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Figure 4.18: Platter view at time T1  

 

Figure 4.19: Platter view at time T2  
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Further parsed files are used in real time by Platter view visualization scheme (shown in Figure 

4.14 to 4.15) to give global view of CAN, including the last packets captured.  After every 10 

seconds it refreshes itself and generates an updated Platter view and gives latest view of complete 

network showing  in Figure 4.18 at time T1 there are 16 Networks and 41 machines and at time 

T2 there are 39 Networks and 62 machines  as shown in Figure 4.19. Further mouse over facility 

gives details of machines in any network and application layer statistics of a particular node. 

Nodes with red color are analyzed through two dimensional analysis  w.r.t. network traffic and 

application layer protocol.     

Two - dimensional analysis of network traffic -  INTVS facilitates  to analyze whole network 

traffic through two - dimensional analysis to have a detailed understanding of network, like which 

VLAN is consuming maximum bandwidth, which particular device of a particular VLAN is 

consuming maximum bandwidth and which particular application layer based traffic is occupying 

a device. All this happens in INTVS with drill down facility. Figure 4.20 (Top left quadrant) is 

showing that HTTP traffic has consumed maximum bandwidth of the CAN. Figure 4.20 (Top 

right quadrant) is showing Intranet and Internet traffic usage. It gives an inference that user are 

also using intranet based service very well.   

INTVS also maintains the records of CAN traffic at hourly basis as mentioned in Figure 4.20 

(bottom left quadrant) is showing that mid night hours are most busy network time for the 

university. Details of VLANs, machines and traffic are available and viewed using data filtering 

option as outlined in graphical representation in Figure 4.20 (bottom left quadrant). This also 

gives information about bandwidth consumed by a particular machine in concurrence with 

Network bandwidth policy. In continuing with two-dimensional network analysis, for machine 

level view in Figure 4.22 (bottom right quadrant) displays protocol wise bandwidth on a particular 
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machine linked to the specified network. Figure 4.20 (bottom left quadrant) is showing VLAN 

172.31.73.0 is consuming maximum bandwidth.  

Network level view - Further with help of drill down facility all devices in a VLAN 172.31.73.0 

are shown in Figure 4.21 (bottom right quadrant).  The consumption of maximum and minimum 

bandwidth by a machine is shown in Figure 4.21 for network 172.31.73.0. 

 

Figure 4.20: Two dimensional Analysis of CAN  
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Figure 4.21: Two dimensional Network level view  

 

Figure 4.22: Two dimensional Machine level view 
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Machine level view - Continuing with two dimensional network analysis, admin can select a 

particular machine IP through mouse click option as shown in the Figure 4.22 (bottom right 

quadrant), which highlights protocol wise consumptions.  

Network administrative can take the advantage of INTVS in real time mode to identify machines 

which is over utilizing the resources  and then take appropriate action. In the absence of manual 

action INTVS can be configured to take action against these machines according to network 

policy by inserting dynamic rules. 

Parallel Coordinated Analysis: In real time mode where an administrator finds an overloaded 

machine and wishes to know its connectivity patterns, parallel coordinated analysis based 

visualization implemented in INTVS helps in generating connectivity between machines of 

campus area network and Internet machines through proxy server as shown in Figure 4.23. 

 

Figure 4.23: Parallel coordinated view of CAN traffic 
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4.3  Working of INTVS in offline mode 

During implementation we categorized the attacks in three major category w.r.t. network, 

transport and application layer. At network layer each packet is analyzed for its source Internet 

protocol (SIP), destination Internet protocol (DIP) address and according to network policy for 

ingress and egress traffic. There are certain nodes and VLAN (virtual local area network) such as 

server farm/nodes (email server, Web kiosk server, database server) which are particularly 

accessible by particular nodes purposely, rest are prohibited. If any such node, which is not 

privileged to access server farm node by virtue of  ingress and egress connections, then an attack 

is identified and classified under network  layer attack . At transport layer, transmission control 

protocol (TCP) and user datagram protocol (UDP) are used to establish process to process 

connection for data transmission.  

At server side, there are certain ports open according to network policy for its various users, if 

anybody tries to violate these rules, then transport layer port violation is tagged and alert is 

generated. At application layer, many attacks are experienced w.r.t. email service (SMTP Mail 

Flooding, spamming), HTTP server (HTTP-based attacks spanning multiple packets, HTTP 

header spoofing attacks), FTP service (FTP bounce attack, passive FTP attacks, client and server 

bounce attacks, FTP port injection attacks) etc. These are identified based on various features of 

packet such SIP, DIP, S_port, D_Port, Pkt_length, session and timestamp. 

INTVS was experimented by deploying it in an isolated environment for forensic analysis to take 

corrective measures through a data mining scheme. Different attack were launched to validate 

INTVS framework for network layer attacks, transport layer attacks as well as application layer 

attacks.  
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Forensic analysis of network traffic as done by INTVS is reported in a dashboard form (Figure 

4.24). It explains current scenario of the network and helps to formulate future network policy 

decisions. In Figure 4.24, the dashboard presents total time, total number of machines, total 

number of VLANs, total data transmitted, total intranet load, total internet load, VLANs based 

traffic, particular VLAN based load over machines, particular machine load,  reporting load,  

protocol-wise  w.r.t.  Campus area network, VLAN, machines, and different types of attacks. 

There were 62 nodes and 39 VLANs in operation. In this time span, total data transmitted is 

67960 Kb under 92 data sessions 18 network layer attacks and 11 application layers attacks 

detected, in concurrence with network policy. Out of 39 VLANs VLAN 172.31.19.0 is highly 

overloaded. In CAN there were 10 different network services observed and it was found that 

HTTP usage is maximum used. Further it was found that maximum resource consumption was by 

172.31.19.184 machine. 

 

(a) 
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(b) 

 

(c) 

Figure 4.24: Forensic Analysis  
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4.4 Salient Feature of the INTVS 

a) Media Support – INTVS is capable of capturing network data from both wired and wireless 

media as shown in Figure 4.25, a feature that is offered by limited tools such as Nam, 

Rumint, AfterGlow and FloVis. 

 

Figure 4.25 Snapshot of media selection 

b)  Interoperable – INTVS is compatible with many operating systems such as Windows, 

Linux and its variants as it is developed using Java. Figure 4.26 is shows INTVS running on 

Ubuntu. 

 

Figure 4.26: Grid View of INTVS on Ubuntu 

c) Security Analysis of Application Layer Traffic – As discussed in chapter-2, only Nam and 

AfterGlow are capable to analyze application layer data that too with limitations. However, 

INTVS can facilitate visualization of application layer data as shown in Figure 4.27 about 
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HTTP traffic view, email, and FTP traffic. In addition to tracking VLANs, network, 

machine and type of web service and all related statistics like volume of data uploaded and 

downloaded, Listmap view (Figure 4.7), Platter view (Figure 4.12) and two - dimensional 

analysis of CAN traffic (Figure 4.21) visualization scheme are useful in security analysis. 

Further based on the traffic patterns, INTVS can detect threats.  

d) Visual Information – INTVS learns its traffic pattern and generates alerts according to laid 

down network policy. INTVS follows principles of Shneiderman [35] advocating 

visualization benefits. In Grid view and Platter visualization, INTVS facilitate to customize 

data filtrations and drill down to reach the source of the problem. In addition, the system can 

also select a particular node for analysis. Two - dimensional analysis is helpful in 

application layer traffic analysis, which contributed towards novelty in network traffic 

visualization.  

 

HTTP traffic 
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FTP traffic 

 

 Email traffic 

Figure 4.27: Application layer traffic view by INTVS 
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e) Scalable – INTVS framework supports real time as well as off line data analysis in addition 

to supporting multi format data. System has capability to capture and visualize traffic from a 

small network of hundreds of nodes to thousands of nodes.  

f)  Intelligence – It is necessary to understand the traffic patterns and take necessary action in 

self-defense through corrective measures. INTVS framework is capable to manage huge 

visualization data on a single screen, thus facilitating the administrator to identify and 

display compromised machines in a network through colors schemes of dot/ring and circle 

in a platter visualization mode.  

g)  Reporting – INTVS produces data patterns reporting via platter visualization and two -

dimensional traffic analysis. It can respond to many queries such as – how many VLANs are 

present, how many hosts are live, the number of downloads and uploads by single host, port 

association, protocol wise bandwidth utilization etc. This system also helps network security 

analysts to view intended information and piping it to visual reports like network bandwidth 

consumed by particular application layer traffic with reference to total traffic. INTVS is 

portable, scalable and facilitate its users to export captured data for future references in CSV 

and .xls files for forensic analysis. 

h) Real Time and Forensic Analysis – In real time domain, there are very few tools that offer 

real time analysis. INTVS is parsing captured traffic data in XML format used for real time 

analysis mode as discussed above in Section 4.2. INTVS is also capable in handling forensic 

analysis of network traffic while exporting the data files which can be stored in a relational 

database management system (RDBMS) for offline reporting and analysis as discussed 

above in Section 4.3. 
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Conclusions: 

This chapter detailed implementation of INTVS, its features, design, development, deployment 

and experimentations. Chapter was divided into three main sections, which talked about 

implementation of INTVS as a complete VizSec solution, working of INTVS in real time 

environment and working of INTVS in offline mode. INTVS demonstrated capturing, tokenizing, 

parsing and visualization of campus area network traffic through Grid view, Listmap, Platter view 

and line graphs schemes in real time. Two - dimensional analysis view demonstrated root cause of 

a network problem. Working of INTVS in offline mode talked about the forensic analysis of 

netflow, Internet traffic, Intranet traffic, VLANs detail, application layer traffic details, attacks 

details, and machine level details. 
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Chapter 5  

INTVS Results, Reports and Reliability Validation 

This chapter presents various set of results and reports collected while running INTVS using 

various network hierarchies. Focus was to test whether INTVS is able to capture the live data, 

tokenized the captured data, parsed the tokenized data, and visualized the parsed data in real time 

as well as in offline. Following queries are answered and discussed: Does INTVS is able to report 

network health in visual form properly and precisely? Does INTVS is able to detect and display 

attack vectors? Does INTVS is able to display the under-utilized and over-utilized network 

resources?  The results of these queries are discussed in this chapter. Further, using fuzzy fault 

tree analysis approach (FFTA) reliability of INTVS is established.  

5.1  INTVS Results 

5.1.1 Capturing of live network traffic  

 

Figure 5.1:   Real Time Capturing 
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Figure 5.1 is showing real time capturing of network traffic. Hence, it validates that INTVS can 

capture the network traffic in real time like Wireshark sniffing tool.  

5.1.2 Tokenizing of captured network traffic  

INTVS can tokenize data and can use it for parsing in real time environment. For this, multi-

threading is used to accomplish the required tasks in parallel mode. Dedicated multi-threads have 

been invoked for tokenizing and parsing. Output of capturing module is used as input to 

tokenization module. Outcomes of tokenization module of INTVS is shown in Figure 5.2. The 

tokenized data is further used to parse in, two types of formats XML for real time analysis and 

XLS/CSV format for offline analysis.  

 

Figure 5.2: Tokenized Data in Real Time 
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5.1.3 Parsing the tokenized network traffic  

 INTVS can parse the tokenized network traffic data into either XML file (shown in Figure 5.3) 

for real time analysis or MS Excel/ CSV file for offline analysis. 

 

Figure 5.3: Parsed Data (XML format) in Real Time 

5.1.4 Visualizing the network traffic in real time 

INTVS can visualize the network traffic as Grid view, Listmap view and Platter view as shown in 

Figure 5.4, Figure 5.5 and Figure 5.6 respectively. Listmap view and Platter view gives a holistic 

view of complete CAN. Whereas line graph gives a view of bandwidth consumption in real time 

as shown in Figure 5.4 (bottom right). 
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Figure 5.4: Grid view  

 

Figure 5.5: Listmap view  
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Figure 5.6: Platter view of Real Time traffic of CAN  

5.1.5 Visualizing network traffic in off line mode 

INTVS also helps in offline analysis of CAN traffic as shown in Figure 5.7(a), Figure 5.7(b) and 

Figure 5.7(c). Figure 5.7(a) is showing a detailed report of campus area network traffic. It shows 

that 114 live machines, 39 networks and 98543 packets have been detected. It also reports 

application layer attacks.  Figure 5.7(b) shows the load of netflow over all the VLANs of a CAN 

through pie chart along with application layer traffic load through line chart.  
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(a) 

 

 

(b) 
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(c) 

Figure 5.7: Forensic Analysis  

Figure 5.7(c ) gives a dashboard view of CAN traffic. It shows the view of Internet versus 

Intranet usage. It shows application layer protocol usage. Also shows the TCP versus UDP traffic 

over the CAN. Whereas column chart is showing machine number 172.31.191.185 is using 

maximum http traffic in VLAN 172.31.19.0.  
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5.1.6 Visualizing network health INTVS  

INTVS can give a precise and right view of complete network through Platter view scheme as 

shown in Figure 5.8. Figure shows that there are 14 machines which are using network in normal 

manner, whereas 48 machines are using network in below average manner. This figure also 

indicated that there is no threat at this point of time.  

 

Figure 5.8: Platter view  
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5.1.7 Visualizing the attack vector through INTVS 

INTVS is having the capability of detecting and visualizing under attack machine through Platter 

view. A machine which is violating the network policy and went beyond its privileges, is marked 

red dot. In Figure 5.9, 39 networks and 114 machines are displayed at the time of experiment. In 

which 29 machines (shown as orange dots) are over utilizing the network resources, but there are 

7 machines which have broken network policy rules are shown as red dots.  Mouse over facility 

gives details about that node, such as machine 172.31.19.184 is over utilizing as well as is under 

attack as shown in Figure 5.9. 

 

Figure 5.9 Platter view  
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Parallel Coordinated Analysis: Present section dealt with a particular condition in which an 

administrator finds an overloaded machine and can easily view related connectivity of a machine, 

with other network machines with the help of  parallel coordinated netmap analysis. In addition, 

detail of its connectivity with other connected devices/machines can also be viewed through 

mouse over facility, as shown in the Figure 5.10. 

 

Figure 5.10:  Netmap Analysis through parallel coordinated view 

5.1.8 Visualizing the under/over utilized network resources 

 INTVS can visualize the underutilized and over utilized machines as shown in Figure 5.9, there 

are 29 over utilized machines and 64 underutilization in the CAN.  
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5.2 Reliability testing of INTVS using Fault tree analysis  

Any system can be used only if it is reliable. There are different ways to calculate the reliability of 

a system. Fault tree analysis is one of the widely used approach for evaluating the reliability of 

the system. To evaluate the reliability of a system, the reliability of all the subsystems should be 

known. However, there may always exist uncertainties about the reliability of the subsystems. In 

the literature [76], [77], [84], [85], [86] references, to dealt with such uncertainties and several 

researchers have represented the reliability of subsystems by fuzzy numbers. In this section, the 

fault tree of INTVS is prepared. With the help of this fault tree and fuzzy reliability of the sub 

components of INTVS, the fuzzy reliability of INTVS is calculated.  

In the absence of crisp data set related to reliability analysis of sub components of INTVS fuzzy 

data can be used to determine the reliability, this work used the same approach of fault tree 

analysis (FTA) and fuzzy fault tree analysis approach (FFTA). Under FTA the minimal cut set 

(MCS) approach is used to determine the detail cause of failure of an INTVS. The trapezoidal 

fuzzy numbers are used to calculate the reliability of INTVS.  

Many researchers incorporate system reliability analysis approach to design the network security 

tools like designing of Intrusion detection system [76], Intrusion prevention system, honeypot, 

honeynet and firewalls as discussed in Chapter 2. However, the designing of these security tools 

is dependent on their respective components, therefore, the system reliability analysis is important 

to be measured.  

Allenotor et al. [126] used the fuzzy logic framework to standardize grid resources user-QoS that 

deal with the ambiguity in linguistic definitions of the Service Level Agreements (SLA) 

document and to achieve the higher QoS.   
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5.2.1 Preliminaries 

 In this section, some basic definitions and arithmetic operations of fuzzy numbers are 

reviewed. Further, fault tree analysis's basic concepts have also been discussed. 

5.2.1.1 Basic definitions 

Definition 5.2.1.1.1 [56] [90] the characteristic function A  of a crisp set A X  assigns a value 

either 0 or 1 to each member in X . This function can be generalized to a function 
A

   such that 

the value assigned to the element of the universal set X  fall within a specified range [0,1]  

i.e. : [0,1]
A

X  . The assigned values indicate the membership grade of the element in the 

set A . The function 
A

   is called the membership function and the set  ( , ( ));
A

A x x x X 
  

defined by 
A

   for each x X is called a fuzzy set. 

 

Definition 5.2.1.1.2 [56][90]  A fuzzy set A , defined on the universal set of real numbers, is said 

to be a fuzzy number if its membership function has the following characteristics: 

(i)  : [0,1]
A

  R  is continuous 

(ii) 0)(~ x
A

  for all ),[],(  dax   

(iii) )(~ x
A

  is strictly increasing on ],[ ba  and strictly decreasing on ],[ dc  

(iv) 1)(~ x
A

  for all ],[ cbx , where , , ,a b c d R  
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Definition 5.2.1.1.3 a fuzzy number ),,,(
~

dcbaA   is said to be a trapezoidal fuzzy number if its 

membership function is given by 



























otherwise         ,0

,  ,

,          ,1

,   ,

)(~

dxc
cd

xd

cxb

bxa
ab

ax

x
A

 , 

Definition 5.2.1.1.4 the cut   A  of the fuzzy set A  in the universe of discourse X  is defined 

by 

  ,i i iA
A x x x X      

Where  0,1  . 

For example, Figure 5.11 shows a fuzzy number with -cuts , where ( ) ( )
1 2,A a a 

     . 

 

Figure 5.11: A trapezoidal fuzzy number A  with -cuts   
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5.2.1.2 Arithmetic operations - Arithmetic operations between two trapezoidal fuzzy numbers: 

Let ),,,(
~

1 dcbaA 
 
and  ),,,(

~
2 hgfeA   be two trapezoidal fuzzy numbers, then 

(i) 21

~~
AA  ( , , , ) ( , , , ) ( , , , )a b c d e f g h a e b f c g d h           (1)  

(ii) 1

~
A Ө 2

~
A  ( , , , )a b c d  Ө ( , , , ) ( , , , )e f g h a h b g c f d e        (2) 

(iii) 1

~
A  2

~
A ( , , , )x y z w          (3) 

Where  min( , , , ), min( , , , ),x ae ah de dh y bf bg cf cg   

  max( , , , ), max( , , , )z bf bg cf cg w ae ah de dh   

(iv) 1

~
A  2

~
A = ( / , / , / , / )a h b g c f d e        (4) 

In fuzzy number division, in order to avoid 0, we must limit 0 [ , ]e h . 

Let ( ) ( )
1 11 12,A a a 
      and ( ) ( )

2 21 22,A a a 
      be the -cut  of the fuzzy numbers 1

~
A  and 2A  

respectively, where  0,1  , then 

(v) 1

~
A        

1

2 11 21 12 22

0

,A a a a a                (5) 

(vi)  1

~
A        

1

2 11 21 12 22

0

,A a a a a               (6) 

Where ‘ ’ and ‘ ’are the fuzzy “AND” and “OR” operators of the fuzzy numbers respectively. 
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5.2.1.3 FTA basic concepts 

Fault tree analysis (FTA) is a top down, deductive failure analysis in which an undesired state of a 

system is analyzed using Boolean logic to combine a series of lower-level events. 

Fault tree symbols (Ebeling, 2000) [33].  

Top Event:  

An undesired state of a system caused by an events occurring within the system. 

Top event is represented by rectangle. 

Intermediate Event:  

An intermediate event is a fault event, which occurs from a combination of other 

events via logic gates. Intermediate event is also represented by rectangle. 

Basic Event: 

The circle describes a basic initiating fault event that requires no further 

development. In other words, it signifies that the appropriate limit of resolution 

have been reached. 

Undeveloped Event: 

An event, which is not further developed either because it is of insufficient 

consequence or because information is unavailable. 

OR Gate:  

Output fault occurs if at least one of the input faults occurs.  

AND Gate:  

Output fault occurs if all of the input faults occur.  
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5.2.2 Minimal cut set approach  

Minimal cut sets (mcss) constitute the simplified fault tree through the Boolean operation. To 

determine the mcss of a fault tree, the tree is first transformed to its equivalent Boolean equations 

and then either the "top-down" or "bottom-up" substitution method is used.  Any fault tree 

consists of a finite number of mcss, which are unique for the top event. The minimal cut set 

expression for the top event can be written in the general form, 





k

i
i

MCSTop
1

             (7) 

where Top  is the top event and 
i

MCS  is the thi  minimal cut set and k  is the number of 
s

MCS . 

Each minimal cut set consists of combination of specific basic events and hence in general n - 

component minimal cut set can be expressed as 

                                                         i

n

i
i

XMCS 



1

               (8) 

Where 
i

X  is the thi  basic event and n  is the number of basic events in a minimal cut set.  

5.2.3 Composition diagram of INTVS framework  

Figure 5.12 is showing the composition of INTVS components, in which computer machine is at 

the bottom. Above that, there is operating system (Windows, Linux or Ubuntu) along with 

network device (wired and wireless) drivers. Above that, is JAVA and JRE platform for platform 

independency? Open sources Winpcap / Libpcap is used to support the capturing module and 

tokenizing module. Above that, open source libraries are used viz. JCommon-1.0.17, JfreeChart-

1.0.14 and jgrapht-JDK 1.6 for visualization module. Above that there is capturing module, 

followed by tokenizing module, parsing module, and visualization module. 
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Figure 5.12: Composition Diagram of INTVS 

5.2.4 Fuzzy reliability analysis of INTVS 

The reliable result of INTVS is dependent upon the file generated by parsing tool and 

interpretation done by the visualization module. Further, the reliable working of visualization 

module is dependent upon the visualization middleware, library file, platform, policy and its 

configuration and availability of hardware resources like processor and RAM.   

The reliable parsing is dependent upon the reliable tokenized data and reliable parsing module. 

Further, the working of parsing module is dependent upon the parsing middleware, library file, 

platform, policy and its configuration and also on the availability of specified processor and 

RAM.  
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The tokenization is dependent upon the captured file, handed over by the capturing tool. Further, 

the working of tokenization module is dependent upon the tokenization middleware, library file, 

platform, policy and its configuration and also on availability of specified processor and RAM.  

The capturing is dependent upon working of network interface card (NIC) and capturing module. 

Capturing module is dependent upon the capturing middleware, capturing library file, platform, 

policy and its configuration and also on availability of specified processor and RAM.   

The INTVS is platform independent VizSec (Visualization based security solution) compatible 

with Windows and Linux like operating systems. To run INTVS on windows, user must have 

Winpcap, and JRE on their machine and in case of Linux, like systems, user must have libpcap 

and JRE. To develop new version of INTVS user must have some library files for windows 

platform, i.e. Jpcap jar file and Jpcap.gz library for Linux. JCommon-10.17, JfreeChart-1.0.14 and 

jgrapht-jdk1.6 libraries, are also used to develop visualization engine of INTVS. 

Overall, working of INTVS is depending upon working of computer, working of visualization 

reporting module and specified RAM and processor. Working of computer is dependent upon 

operating system and power supply. 
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Figure 5.13: Fault tree of INTVS 

 

Table 5.1 

Main and Middle events of INTVS  

Code Fault Code Fault 

F  Failure of INTVS   10F Failure of media 

1F  Computer is not working  11F Failure of network /ISP 

2F  No power  12F Failure of capturing 

3F  Failure of  visualized file built 13F Failure of capturing module 

4F  Failure of  parsed file built 14F Failure of tokenizing 
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5F  Failure of tokenized file built 15F Failure of tokenizing  module 

6F  Failure of captured file built 16F Failure of parsing 

7F  NIC  module  is not working  17F Failure of parsing module 

8F  Failure of power to NIC  18F Failure of visualization 

9F  Failure of NIC driver 19F Failure of visualization module 

 

Table 5.2 

Basic events of INTVS 

Code Fault Code Fault 

1V  No mains 18V No platform for capturing 

2V  No UPS 19V No configuration properly of 

capturing  

3V  No Specified OS 20V No Tokenization tool 

4V  No Specified processor 21V  No tokenization middleware 

5V  No Specified RAM 22V  No lib for tokenization 

6V  NIC  out of order 23V  No platform for tokenization 

7V  NIC  not connected 24V  No configuration properly of 

tokenization  

8V  NIC  driver abrupt 25V No parsing tool 
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9V  NIC driver is not compatible 26V No parsing middleware 

10V  Media is out of order 27V No lib for parsing 

11V  Media is not connected 28V No platform for parsing 

12V  ISP  not connected due out of balance 29V No configuration properly of parsing 

13V  ISP is not connected 30V No Visualization tool 

14V  No IP  address 31V No Visualization middleware 

15V  No capturing tool 32V No lib for Visualization 

16V  No capturing middleware 33V No platform for Visualization 

17V  No lib for capturing 34V No configuration properly of 

Visualization 
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Figure 5.14: Fuzzy fault tree of INTVS 
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Evaluation of fuzzy reliability of INTVS: 

(i) First, top event of INTVS (i.e. INTVS failure ) in Boolean function using the fault tree 

shown in Figure 5.13  to Figure 5.14  and algebraic properties of sets as follows:  

1 2 3 4 5 2 5 3 0 3 1 3 2

3 3 3 4 4 5 2 0 2 6 2 7 2 8

2 9 4 5 1 4 6 7 8 9

1 0 1 1 1 2 1 3 1 5 1 6 1 7 1 8

1 9 4 5 2 1 2 2 2 3 2 4 4 5  

V V V V V V V V V

V V V V V V V V

V V V V V V V V

V V V V V V V V

V V V V V V V V V

F

        
                    
        
          

 

(ii) Using existing top event (i.e. INTVS failure) may be expressed in the term of  minimal 

cut sets as follows: 

1 2 3 4 5 6 7 8 9

1 0 1 1 1 2 1 3 1 5 1 6 1 7 1 8

1 9 2 0 5 2 1 2 2 2 3 2 4 2 5

2 6 2 7 2 8 2 9 3 0 3 1 3 2

3 3 3 4

V V V V V V V V V

V V V V V V V V

V V V V V V V V

V V V V V V V

V V

F

         
                  
         
  

 

(iii)    Now, fuzzy reliability, R , of  the INTVS can be obtained by using 1R  Ө FR , where 

FR  = (1Ө((1Ө(
1 2V VR R  ))  (1Ө

3VR )   (1Ө
4VR )   (1Ө

5VR )   (1Ө
6VR )   (1Ө

7VR )   

(1Ө
8VR )   (1Ө

9VR )   (1Ө
10VR )   (1Ө

11VR )   (1Ө
12VR )   (1Ө

13VR )   (1Ө
14VR )   

(1Ө
15VR )   (1Ө

16VR )
 
  (1Ө

17VR )
 
  (1Ө

18VR )
 
  (1Ө

19VR )
 
  (1Ө

20VR )   (1Ө
21VR )

 
  

(1Ө
22VR )   (1Ө

23VR )   (1Ө
24VR )   (1Ө

25VR )   (1Ө
26VR )   (1Ө

27VR )   (1Ө
28VR )   

(1Ө
29VR )   (1Ө

30VR )   (1Ө
31VR )   (1Ө

32VR )   (1Ө
33VR )   (1Ө

34VR ))  (1)
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5.2.4.1 Data: After burning INTVS on live distribution media, circulated among 1000 Internet 

users in the campus, after a month's experience with INTVS live distribution a survey was 

conducted.  Response of first 100 respondents recorded w.r.t. each event failure, an average of 

data values taken and used as given shown in Table 5.3.  

Table 5.3: The possible range of bottom event failure 

Failure possibility 
           i

a             i
b             i

c           i
d  

1V  0.040 0.07 0.08 0.10 

2V  0.010 0.030 0.040 0.050 

3V  0.07 0.085 0.0925 0.1 

4V  0.2 0.35 0.425 0.5 

5V  0.5 0.65 0.725 0.8 

6V  0.001 0.0015 0.00175 0.002 

7V  0.001 0.0015 0.00175 0.002 

8V  0.001 0.0015 0.00175 0.002 

9V  0.001 0.0015 0.00175 0.002 

10V  0.001 0.0015 0.00175 0.002 

11V  0.001 0.0015 0.00175 0.002 

12V  0.001 0.0015 0.00175 0.002 

13V  0.2 0.35 0.425 0.5 

14V  0.5 0.65 0.725 0.8 
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15V  0.001 0.0015 0.00175 0.002 

16V  0.001 0.0015 0.00175 0.002 

17V  0.001 0.0015 0.00175 0.002 

18V  0.001 0.0015 0.00175 0.002 

19V  0.001 0.0015 0.00175 0.002 

20V  0.001 0.0015 0.00175 0.002 

21V  0.001 0.0015 0.00175 0.002 

22V  0.001 0.0015 0.00175 0.002 

23V  0.001 0.0015 0.00175 0.002 

24V  0.001 0.0015 0.00175 0.002 

25V  0.001 0.0015 0.00175 0.002 

26V  0.001 0.0015 0.00175 0.002 

27V  0.001 0.0015 0.00175 0.002 

28V  0.001 0.0015 0.00175 0.002 

29V  0.001 0.0015 0.00175 0.002 

30V  0.001 0.0015 0.00175 0.002 

31V  0.001 0.0015 0.00175 0.002 

32V  0.001 0.0015 0.00175 0.002 

33V  0.001 0.0015 0.00175 0.002 

34V  0.001 0.0015 0.00175 0.002 
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5.2.4.2 Fuzzy reliability evaluation of INTVS 

 The fault tree of INTVS, shown in Figure 5.13, is then converted into simplified fuzzy 

fault tree of INTVS as shown in Figure 5.14. Using arithmetic operation of trapezoidal 

fuzzy numbers, data presented in Table 5.4 and minimal cut sets.  

  So, reliability of the INTVS is ‘ R
~

’ = )
~

(1 FP  

    

 

5.2.4.3  Results and discussion 

The obtained results can be explained as follows: 

(i) Reliability of INTVS lies between . The most possible value of reliability 

of INTVS lies between with the degree  of membership; the pessimistic 

values are  with the degree  of membership. 

(ii) Values of  R
r   corresponding to different values of crisp reliabilities r ,  

 , can be evaluated as follows: 

 

 

 

(iii) The results obtained by using fuzzy reliability and crisp reliability (using the data values 

  / 2i ib c  of Table 5.4) approaches for different membership values are shown in Table 5.4. 
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The membership values representing the fuzzy reliability of an INTVS are shown in Table 

5.4. The top event of INTVS reliability evaluated by using the fault tree is same for all the 

presumption level and a single real value while using fuzzy fault tree are intervals. It is clear 

that the use of fuzzy reliability approach over crisp reliability approach has a great advantage 

in assessing the top event of INTVS reliability when uncertainty exists in dealing with the 

ambiguity of failure data and the uncertainties associated with the INTVS system modeling. 

Table 5.4: Results  

Results of the existing methods corresponding to different membership values 

  

Fuzzy reliability Crisp reliability 

a  b c d

1 0.9589 0.9699 0.9699 0.9809 0.9699

0.9 0.94924 0.9699 0.9699 0.98208 0.9699

0.8 0.93958 0.9699 0.9699 0.98326 0.9699

0.7 0.92992 0.9699 0.9699 0.98444 0.9699

0.6 0.92026 0.9699 0.9699 0.98562 0.9699

0.5 0.9106 0.9699 0.9699 0.9868 0.9699

0.4 0.90094 0.9699 0.9699 0.98798 0.9699

0.3 0.89128 0.9699 0.9699 0.98916 0.9699

0.2 0.88162 0.9699 0.9699 0.99034 0.9699

0.1 0.87196 0.9699 0.9699 0.99152 0.9699

0 0.8623 0.9699 0.9699 0.9927 0.9699
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Conclusions 

 In this chapter,  reports, results and reliability of INTVS have been discussed. We answered 

almost all pertinent queries in this chapter like: Is INTVS is able to work in online, offline mode, 

able to detect abnormal behaviour of a machine/node, able to visually  report machines that 

deviate from  network policy and generate reports/files for forensic analysis of data. Further fuzzy 

fault tree of INTVS was constructed and using it, fuzzy reliability of INTVS was evaluated. 
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Chapter 6 

Conclusions and Future Scope 

This chapter presents conclusions and future scope. It concludes the thesis by highlighting major 

contributions of this work. To enhance this work further, research directions are discussed in 

future scope. 

6.1  Contributions of the research work 

This thesis contributed in the following ways: 

a) A systematic review of the existing approaches towards visualization based network 

traffic analysis have been discussed and compared.  

b) Need for Integrated network traffic visualization system (INTVS) framework for network 

traffic threat detection and reporting in real time till seventh layer of OSI model have been 

identified. 

c) A visualization framework INTVS has been proposed, designed, implemented and test 

results reported. 

d) INTVS is designed using component based architecture, in which a user can easily add or 

remove new components according to the requirements.  

e) INTVS support real time as well as offline network traffic analysis. 

f) INTVS can capture data from wired as well as wireless media. 

g) INTVS is portable, it works on Windows (Winpcap and Jpcap) as well as Linux (libpcap 

and Jpcap.gz library) and its variants. 



178 

 

h) INTVS is having its own capturing, tokenizing, parsing, visualizing and abnormal activity 

detection modules, helpful in detecting and reporting threats. 

i) INTVS can visualize the network though Grid view based on data classification. 

j) INTVS can summarize the network health with the help of Listmap view and Platter view 

visualizations schemes. Both Listmap view and Platter view visualization schemes are the 

outcomes of INTVS framework. 

k) Listmap view can summarize usage of statistics of network resources along with 

bandwidth consumption by a machine w.r.t. application layer protocol and Netflow. 

l) Platter visualization can highlight the network which may be under attack based on 

resources consumptions.  

m) Platter visualization can highlight the machines which are violating the network policy. 

n) Two dimensional analysis facility (interactive) can help user to understand reasons behind 

the malicious node(s).  

o) Two dimensional analysis facility also helps to know, which application layer protocol 

(HTTP/SMTP/FTP) is consuming maximum bandwidth.  

p) Parallel coordinated visualization can helps to know linkage between ingress and egress 

flow of a network traffic.  

q) INTVS is economically viable as it is developed using open source tools and technologies. 
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6.2  Future scope  

INTVS can be extended to monitor more than one local area network  operating under different 

Internet service providers at different locations. Client agents can be developed and deployed at 

various locations, which send traffic anomalies to server for further correlation analysis and report 

generation in visual form. Also these client agents would help individual machine user to get 

reports about his/her machine being part of a Botnet or not. 

 

INTVS can be extended to predict attack vectors based on traffic learning scenarios and can make 

dynamic insertion of rules in the network policy. Further, INTVS can be enhanced to produce 

three dimensional graphics visualization with help of Platter visualization, instead of parallel 

coordinated graphs.  

 

As more and more dependence is increasing on mobile devices, INTVS interface for android and 

iOS can be developed to make administrator aware about traffic anomalies and network health 

reports via mobile devices.  
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