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Abstract

Due to an increasing growth of Internet usage, cybercrimes has been increasing at an
Alarming rate and has become most profitable criminal activity. Botnet is an
emerging threat to the cyber security and existence of Command and Control
Server(C&C Server) makes it very dangerous attack as compare to all other malware
attacks. Botnet is a network of compromised machines which are remotely
controlled by bot master to do various malicious activities with the help of command
and control server and n-number of slave machines called bots. The reason behind
choosing botnet as a famous weapon for cybercrimes is that, it easily hides
attacker’s identity, difficult to find command and control server, encryption of
malicious traffic and hide itself with normal traffic. The main motive behind botnet is
Identity theft, Denial of Service attack, Click fraud, Phishing and many other malware
activities. Like many other Malware, botnet is one of the dangerous attacks on cyber
security. But it becomes more harmful with its autonomous behavior and longer
activeness. It can also encrypt itself to hide with Normal Traffic and generate very
low traffic. Botnets rely on different protocols such as IRC, HTTP and P2P for
transmission. Complexity of Internet and its encrypted command and control server
makes the Botnet very difficult to trace. Command and control server can work
properly until it gets detected. Different botnet detection techniques have been
proposed in recent years. There is a big need to design an accurate techniques or

model to detect the botnet in efficient way.
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Chapter 1

Introduction

Internet is a global system of interconnected computers in a network which connect
millions of devices all around the world. A network of networks that is having a
millions of public, private, business, academic and government networks of local to
globe extent, connected by a wide array of wireless, electronic and optical networking
technologies. The Internet takes a wide range of information services and resources,
like interlinked hypertext documents and World Wide Web (WWW) applications,
telephony, electronic mail, and peer-to-peer networks for sharing files.

Now a day, the Internet facility is accessible to hundreds of millions of people in
public, cooperative and self-sustaining all around the world. The Internet uses a part
of the total resources of the existing public telecommunication networks. Two latest

adaptions are the Intranet and the Extranet they also make use of the TCP/IP protocol.
1.10verview of Botnet

The Threat of Botnet has become one of the most dangerous attacks to internet
security. As web based applications are used in every field thus, each Organization, IT
industries, schools and individual needs to protect their systems from this kind of
network based attacks. Botnet is known as most dangerous among all malware
because of it’s some very serious features as hiding its presence, download script
without owner knowledge and defending itself from detection. The common
Command and Control server is center from where botmaster send command to all
bots. Botnet is very dangerous attack because of its longer activeness and it also
generates very low traffic. Botnet is responsible for many biggest attacks as such as
DDoS attack, ldentity theft, steal credit card numbers for financial gain etc. Botnet
has some wide features as existence of Command and Control server makes it
different from other malicious attacks. Other feature is its flexible nature, as
Botmaster change the location of Command and Control server after each attack. A
reason behind choosing botnet as a famous weapon for cybercrimes is it is easy to
hiding attacker identity, difficult to find command and control server encryption of

malicious traffic hide itself with normal traffic. Complexity of Internet and its
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encrypted Command and Control server makes botnet very difficult to trace.

Command and Control server can work properly until it gets detected.

Command & Control

o - ™) Infected Bots
Criminal —_—

“Bot herder”

@ = «

Spam
Viruses
DDoS

Computers on the Internet

Figure 1.1 Botnet

\ 17

Expert believes that approximately 16-25% of computers connected to the internet are
members of botnets. One of the internet security threat reports indicates that US has

80% of infected traffic being part of Botnet network.
1.1.1 Botnet Components

Botnet is a collection of bots which are controlled by Botmaster under a Command
and Control server. It is a network of compromised machines which are remotely
controlled by botmaster to do various malicious activities with the help of Command
and Control server and n-number of slave machines called bots. The main motive
behind botnet is Identity theft, Denial of Service attack, Click fraud, Phishing and
many other malware activities. Botnets rely on different protocols such as IRC, HTTP

and P2P for transmission.
e Bot

The term Bot comes from a word Robot that automatically works according to a
computer program or scripts written by the botmaster. Bot is a new type of malware
which can be installed on victim machine without its owner’s knowledge and
remotely controlled by botmaster. When the malicious code written by botmaster is

installed on victim machines then these machines becomes the bot or Zombie.
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The type of bot, depends on the botnet structure and communication protocols used
for them. As IRC based botnet generate IRC bot which is created with Ping-Pong
named mechanism to get alive. Ping-Pong is a small size file which also act as a C&C
sever but it cannot handle large number of data. HTTP bot created with HTTP based

botnet is different from IRC bot as it does not need any TCP connection to stay alive.
e Command and Control Server (C&C)

Command and Control server is a center from where botmaster send commands to the
entire Bots attacker controls the zombie army or bots from common C&C server.
Location of C&C server and time when it will be placed depends on the model or
structure used for creation of botnet. All infected machines need to know the address
of a C&C server while downloading the script, so that they can easily communicate
with the server. C&C server can be created with different topologies as: Centralized,
Hierarchical, and Hybrid which is a combination utilizing HTTP and IRC protocols.
In centralized model C&C server is designed in center host machine while in P2P

model any bot can be selected as C&C server.
e Botmaster

Owner of Botnet is known as Botmaster or Bot Herder which infects and control the
remote bots. Botmaster is an important entity of botnet structure that controls the all
operations of botnet. It can be a single person or group of persons who can infect a
number of computers without owner’s knowledge. Botmaster design the botnet for
own use or may rent botnet to others. Botmaster gives the command to all bots with
the command and control server and decides the activities done by bots. Botmaster are

also responsible to perform all malicious attacks done with their botnet.
e Victim

Victim is the target machine or host machine which is vulnerable and botmaster try to
infect the victim machine with malicious traffic. Victim could be a single machine,
network or person whose machine is to be targeted. It depends on the motive of attack

and type of botnet
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1.2.1 Role of Botnet

Botnet become the one of most dangerous attack to internet Security and favorite
weapon for cyber-criminal to attack the internet. A term Bot is short form of Robot
which acts according to the written Computer program or script. Bot can be written in
various Programming Languages as many bots are written in C++. Botnet is
collection of Bots also called Zombie machines which are infected by Botmaster with
the help of Command and control Server. Owner of Botnet is known as Botherder or
Botmaster who design and control the botnet to do various malicious activities.
Botmaster can be a single person and group of persons who infect the victim
machines which its owner knowledge. Botmaster find vulnerable Hosts connected in
Internet and attack them with different techniques as Social Engineering, Spam etc.
Like many other malware Botnet is also very dangerous attack to cyber security. But
it become more harmful with its autonomous behavior and encrypts itself to hide with
normal traffic. The common Command and Control server is center from where bot
master send command to all bots. They infect victim machine much as possible to
create large number of Zombie army .The Command and Control Server is the
common server which is used the send and receive commands to all bot under a
Botnet.one of the main reason for difficulty in tracking botnet is Existence of
Common Command and Control Server. With this Command and Control server
botmaster makes the botnet more complicated and very hard to Detect There are some
new kind of Botnet which change the location of Command and control server after

each Command.

Botnet can be categorized according to the architecture build over existing
communication channels. At the starting traditional botnet were developed on internet
relay chat (IRC based). Many Botnet were designed with IRC Protocols. Centralized
architecture of IRC based botnet makes it vulnerable and can be trace by single IRC.

14
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Figure 1.2 Botnet Attacks
1.2.3 Background of Botnet

Botnet become one of most dangerous attack to Cyber Security. Botnet was started in
1990 and in initial phase, botnet doesn’t act as a malicious network. At starting,
Botnet created as chat rooms for communication with IRC protocols. Earlier botnet
was used to do legal activities such as controlling all organizations with one server,
checking the activities of employees by controlling all the systems in a single network
because of its cheap and many useful applications. Hackers use botnet to do malicious
activities. One report discovered 35% infection on internet among the Zero Access

Botnet infected countries, India ranks at third position.

In 2004 eBay was also infected with DDoS attack. Zotob named another P2P based
Botnet launch the DDoS attack on many famous companies website located in U.S.
CBI and Microsoft report states that they found around 57,783 hosts under botnet.
The world largest botnet was introduced in 2008 named as Kraken, which has infected
more than 500 companies. A new version of Zeus botnet is also one of the dangerous
attack infected European banking customers and stolen around $47 million. One
another IRC based attack was Darkbot worm which receive automated messages

appeared as automated bot.

Ghostnet named botnet was one the biggest botnet attack in earlier year which
infected the thousands of computes included government organizations located in
different countries. It used the Remote Access Tool (RAT) which automatically

downloaded with e-mail attachments. These botnet were worked with social
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engineering tricks to made these malicious files resembles as original attachments. In
2010, Stuxnet named botnet was coming that controlled industrial PLCs. It has
advanced structural design to communicate with Command and Control server to send
messages. Microsoft also indicated in 2013 that they take down the eight botnet yet

and also tracing many other botnet.

From previous year’s botnet is used as a more powerful tool to do cyber-attacks as
launch DDoS attack, send spam, and click fraud, theft credit card numbers and
confidential data for financial gain. At earlier years, Botmaster use IRC based botnet
but because of its many drawbacks as IRC protocols are rarely used for
communication thus it catch easily. So new botnet were designed using HTTP and
P2P protocols. There are many dangerous botnets that were established using HTTP

and P2P protocol to overcome the IRC based detection.

Now a day, Botnet is coming with more difficult attack as Mobile botnet which is
SMS and Bluetooth based. Botmaster exploit the features of latest smart phones
which are using mostly web based applications. One other new kind of botnet is
Botcloud which is design with using freely available cloud services. Cloud based
botnet is very hard to detect because of its dynamic environment and less security

provides on cloud services. So it can easily find vulnerabilities.

Table 1: Different types of bots, protocols used

Bot Name Protocol Used Year
EggDrop IRC 1993
Gt Bot IRC 1998
SD Bot HTTP 2001
Ago Bot IRC 2002
Spy Bot P2P, IRC 2003
RBot IRC 2003
Sinit P2P 2003
Bobax HTTP 2004
Phatbox P2P 2005
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Rustock IRC 2006
Zeus HTTP 2007
Torig HTTP 2008
Storm HTTP+P2P 2008

Stuxnet HTTP+P2P 2009

Spyeye Bot HTTP 2009
BingBot HTTP 2010
Zeus P2P HTTP+P2P 2011
Flashback P2P 2011

Chancleon HTTP 2012

Yandex Bot HTTP 2012

Boatnet - 2013

clickBot HTTP 2013

RSS Bot - 2013

Chat Bot - 2014

Nero Bot - 2015

Web Bot - 2015

Smart Bot - 2016

1.3 Objectives of Botnet

Botnet is a term refers to network of interconnected computer known as Bots which
are remotely controlled by Botmaster with the Command and Control Server. Botnet
Become the most dangerous malicious activity done by hackers. Existence of
Command and control server makes it as a hardest attack to find and control. These
Command and Control server change their location frequently and making the
detection a more challenging part. Bot which is a short form of robot also called as
Zombie Computer. Botmaster infect the victim machine with the help of malicious
code or script and made them a part of Botnet. Botmaster also known as a Botherder
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is a person or group of people who make the Botnet for some malicious purposes.

Command and control server is used to create and communicate with the Bots.

There are many reasons behind creating botnet and the main objective of creating
Botnet is financial gain as Credit Card numbers, Banking etc. there are some

following botnet attacks.
e ldentity Theft

Botnet could be design to identity theft generally botmaster hide their identity with
using infected host machines to spread the malicious traffic. It increasingly becomes a
common problem as fraudsters find out more and more ways to take hold the

information which is needed to steal anyone's identity.
e Phishing

It is a chance to take sensitive information like usernames, passwords, and debit card
details (and sometimes money, indirectly), sometimes for malicious reason, by

masquerading as a trusty entity in an electronic communication.

e Information Gathering

One Reason behind creating Botnet is information gathering is steal confidential
information by infect the victim machine without its owner knowledge as Bot hide
itself with normal traffic and never do any activity which can detect by antivirus.
Motive behind information gathering could be financial gain by stealing confidential
data or reconnaissance. As bots are also collect other party (from Competitor
Company or nation) for reconnaissance. Botnet is also used for various search engines
as Google also used Bot to steal the latest data from new website.

e Click fraud

It is also done by botmaster where some advertisements are as pay for clicking. Bots
do this attack by using identity of any legal user. It is a type of fraud that happens on
the internet in pay-per-click (PPC) online advertising when a person, or programming
computer imitates a legitimate user of an internet browser by clicking on an ad, for a
sake of generating a charge per click not even having any interest in the target of ad's
link.
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e DDoS Attack

One of dangerous attack done by botnet is Distributed Denial of Service attacks
(DDoS attacks) which are very harder to detect and shut down those botnet. It is a
type of DOS (Denial of Service) attack, where a number of compromised systems,
which are sometimes infected by Trojan, applying to target a particular system

causing a DDoS (Denial of Service) attack.

Anatomy of a DDoS Attack from a Botnet

ACCONMKE 10 a CAL 1O
Create an ovo ey network

Enterprises (hotnel) DDoS Target
A l’ul N\ Provider
(& > .

SYnterm

Deconme nternet

Bockbone

e )

Mosting Providers

Figure 1.3 DDoS Attack
e Key logging

It is the action of logging (recording) the keys that struck on a keyboard, typically
overtly, so that the user is unaware that their actions are being tracked or monitored

by using it. It can also be used for studying human-machine interaction.

1.4 Life Cycle of Botnet

Botnet can create with a various components. Firstly, it needs to set up Command and
Control server from where botmaster infect other vulnerable hosts. Second thing is
writing a malicious script for making a bot this malicious program can be written in
various programming languages like old botnet as Agobots and many other botnets
were written in C++. Botnet send this script with using Social Engineering, e-mail

attachments etc. One report indicates that 80 % of email are spam and generally sent
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for malicious purposes. For design and maintain the strong botnet and make the

infected bot active, Botmaster needs to go through various stages in order to combine

all these components. Traditional Botnet can be created with using five steps initial

injection, Secondary Injection, Connection, Command and Control Server and

Upgrade and Maintenance

Botnet creation is started from Initial Injection. At the starting phase,
Botmaster try to find the vulnerable host and find the way how to infect them.
Botmaster send a malicious script to the vulnerable host which is
automatically installed itself in victim machine and wait for instruction come
from Command and Control server. Botmaster choose the most reliable way as
attach with infected files, malicious websites, spam etc. to send the script and
hide this from the owner of Victim Machine. In this phase, botmaster spread
the script to all vulnerable hosts. All victim machines where these scripts have
been downloads become the part of botnet.

Second phase is Secondary Infection which is requiring to completing the
working of first initial injection. This phase is completed when user runs the
downloaded scripts and after run the script successfully then victim machine
become the real bot and a part of botnet. Botmaster needs to make the script
similar with real software or by legal download link. After activation of bots
these all become active and wait botmaster command.

Connection is one of most important part of botnet life cycle. These previous
phases are used to implement the structure of botnet. After create the bots, it
needs to connect with Command and Control server that maintain a good
communication between them to send and receive messages from server.
Third phase is mostly known as Connection phase, which is very necessary to
control the working of botnet. Here, botmaster create connection between
every bot and Command and Control server. Connection phase needs to
update after every attack to check the list of active bots and communication
possible between them.

The most important phase of Botnet life cycle is Command and Control server
which is necessary for working of Botnet. It is also a most vulnerable part
because like in centralized botnet, Command and Control server is also to

catch all botnets it can be trace easily so creating and hiding the Command and
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Control server is the big issue for botmaster at this phase after establish the
Command and Control server and create connection between all bots. Thus
message are communicate to all bots and get information back from all active
bots. Command and Control server send command to all existing bots and also
find the new vulnerable host to infect them .the number of bots in botnet
called as bot army or Bot Zombie.

After creating and working with botnet, Last phase of Botnet life cycle is
upgrading and Maintenance it is necessary to update the botnet after each
attack. Updated bots need to create connection with Command and Control
server each time. One big issue is hiding the Command and Control server.

Thus in this phase it change the location of C&C server constantly.

Clnitial Iniection)

Secondary Injection

4

Connection

it

Command and Control

Server

4

Upgrading and Maintenance

Figure 1.4 Life cycle of Botnet
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CHAPTER 2

Literature Review

A bot is a malicious script or Computer program written by Botmaster to remotely
infect the victim machine and to get control of that machine. A botnet is network of
bots which are remotely controlled by Botmaster with the Command and Control
Server. Botnet attack becomes very famous in previous years. Many researches have
been done on the research work of knowing the botnet in brief and to find the
detection techniques. There are many papers which get published on the topic of
Botnet which are briefly defining the actual structure of botnet, its life cycle and
botnet Detection Techniques. Most of Survey on Botnet has been done dated from
2009. Lots of work has been done in detection area to trace the botnet and defend
against it. But still many work needs to done on Botnet and find the latest techniques

to detect the Botnet and make the safe internet usage.

Zhu et al. [3] presented a survey on botnet that classifies different types of bots
protocols used and also presents a metrics which are used for determining the size for
botnet and identifies the new kind of botnet.

Bailey et al. [4] presented a short survey on Botnet and its Detection techniques in
which they had defined the problem of botnet in three different sections as first is
understanding the problem of botnets, second is understanding the network protocol
used by the botnet and third one is botnet measurement studies as size estimation and

behavior analysis.

Tyagi and Aghila [5] discussed about botnet problem in detail that defining the botnet,
its life cycle, brief history and related work done on botnet. They also have proposed

some mitigation techniques and prevention to botnet.

Silva et al. [6] presented a botnet survey that broadly defines the problem of botnet
and also summarized the previous work done on botnet. In their paper they have
classified the previous research result as comparison of existing detection techniques

and had also indicated some challenges to for future research work.
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Chang et al. [7] on botnet defines the Latest botnet trends and new botnet coming in
the cyber world. Their survey also shows the different bot families and the launch of
DDoS attacks. They have performed the analysis on different sixteen botnet families
and reported new observation from the behavior of these Botnet. They purposed the

new kind of botnet behavior to understand the working of botnet.

Mahummad et al. [8] also presented a survey which reviews the problem of botnet, its
architecture and bot behavior. They have explained some botnet models that detect
the botnet according to the botnet behavior and new emerging botnet as mobile botnet
using SMS and Bluetooth services. In their survey they have used three methods for

botnet detection

e Traffic Behavior
e Botmaster trace back Detection

e Using Virtual Machines to detect the botnet
2.1 Motive behind Botnet

Botnet is the famous tool used by attacker to perform various malicious activities. The

main motive of the Botmaster for creating the Bot is the get the financial gain.

Chao et al. [9] had indicated in their survey that the motive behind botnet is
spamming and they had discussed about the many European phishing attacks and
spam that comes through network traffic. They have also proposed the concept of
analyzing the information according to the network traffic and presented a framework,
which identifies the botnet using three distinct levels. At the first level they have
indicated the Single packet analysis, at second level packets are analyzed according to

the network and at the third level tcp/ip traffic contents were analyzed.

These are some of the traced Botnet attacks that are done by various botmaster to

achieve their motive of different types:

e DDoS Attacks
e Phishing

e Spamming

e Identity Theft
e Key Logging
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e Click Fraud

e Traffic Sniffing

e Spreading New Malware

e Installing Adware and spyware

e Stealing Confidential information
2.2 Classification of Botnet

Botnet can be classified according to different methods, topologies and protocols that
are used by the botmaster to create a strong Botnet. It can be classified in three ways
based on topologies used for creating its architecture or it can be classified according

to different communications and network protocols used by botmaster.
2.2.1 Based on Topologies

Botnet can be analyzed according to its architectural design created by Botmaster. To
make the Botnet more complex and harder, Botmaster use different types of protocols
and topologies to design a strong Botnet. According to these design botnet are
generally divided into two parts. First is centralized that mainly use IRC and HTTP
based protocols and decentralized that is created with peer to peer and hybrid

architecture.

e Centralized Model

The simplest model for creating botnet is Centralized Model. This structure is having
a single central Command and Control server for communication and creating all
other Bot. All Bots are directly connected with a single C&C server. This central
point needs a very high bandwidth. From one C&C server, Botmaster sends and
receives messages to all other bots in network. Many previous Bots like AgoBot,
SDBot and RBot were created with centralized model. The Biggest weakness of this
architecture is single Command and Control Server which makes it more vulnerable.
If single command and control server could get detected, then all other network can
also be easily detected. Centralized model can be created using IRC and HTTP based

protocols.
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According to Zeidanloo et al. [10] the main advantage of using centralized model is
botnet can easily design and launch all attacks with this model, because it has very
small message latency. Other advantage of this model is central C&C server makes
the communication easy between all bot network as all bots are directly connected to

one C&C server.

Hossien et al. [11] explained the centralized model as one central point is responsible
for all working of botnet. This C&C server is called as vulnerable point or weak point

of a centralized model as all bots can easily be trace by using their addresses stored in

the C&C server.
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Figure 2.1 Centralized Model

e Decentralized Model

The biggest weakness of a centralized model is single command and control server
which makes the botnet very easy to detect. To overcome this vulnerability bot owner
developed decentralized botnets. Decentralized model can create large number of bots

25



in a single botnet and it is very difficult to trace. Decentralized Model depends on P2P

protocols [11].

Cooke et al. [12] explained the decentralized model as strength of this model is not a
single C&C sever which controls the whole botnet. Decentralized model is very
difficult to be detected because detection of some bots does not mean all entire botnet
will trace using these bots. As decentralized model do not depend on one single point
which have control of all botnet and if C&C sever will detect all botnet will trace

easily with this server.

Nagaraja et al. [13] defined the decentralized model with peer to peer protocol model
and benefit the efficient communication model. Less centralization give the ability to
join and control the entire botnet from any bot to any place. Decentralized model also

gives the benefits of low time delay, any to any communication from bots and less

dependency.
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Figure 2.2 Decentralized Model
e Hybrid

Hybrid Model is a combination of both centralized and decentralized model. As each
design of botnet have some benefits and drawbacks. For creating strong botnet

architecture, Botmaster take advantages of hybrid model. In hybrid model, encryption
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key is used to hide botnet traffic within normal traffic. This model use random

vulnerable port and sends encrypted messages from any bot in the network.

Wang et al. [14] purposed the hybrid model which is categorized as servant bot and
client bot. These servant bots can work as both server and client. Servant bots can
configure with static and routable IP addresses. These are working with using self-
generated encryption key which makes the detection of botnet very challenging task.
Client bots are configures with dynamic and non-routable IP addresses. They do not

need a global internet connection and can also bypass the firewall very easily.

Holz et al. indicated that the recent most wide spread botnet was peer hybrid model
which are using peer to peer to protocols. They examined the working and
communication of one of most famous storm botnet using case study of peer to peer
botnet.
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Figure 2.3

2.2.2 Based on Network Protocol

Botmaster can establish the connection between C&C server and bots using different

network protocols. Each protocol has different communication rules for working
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through network. Botnet can be designed using different network protocols follows

as.

e |RC Based

First type of network protocol used for botnet was IRC protocol. IRC term stand for
Internet Relay Chat works with real time internet text messages. Botmaster use IRC
channels to create and communicate with all botnets. Due to its simple architecture
and high flexibility, IRC botnet is mostly used by many botnet owners. This botnet is
very effective in creating and reusing the bots. One limitation with IRC based network
is its common usage of IRC protocol for communication which gets easily traced

simply by seeing IRC traffic as part of normal traffic.

e |IM Based

IM stand for instant Messaging. This type of network communication does not
become very popular. Difference between IRC based and this protocol is only that it
use instant message services. It needs to create individual instant messaging account
every time for all bots so it is very less in use and bots also needs to remain online all

the time in this network.
e \Web Based

New type of botnet is mostly created with using web based network protocols. It
controls the bot network over World Wide Web. One of the famous examples of it is
Http based botnet where Botmaster create one web server. All bots send command to
that server and wait for reply from server as, communication between all bots is done

by using that web server.
2.2.3 Based on Communication Protocol

Botmaster need to establish an effective communication between all bots and control
server for properly utilizing all zombie machines or bots connected in the botnet.
Network communication between all bots is done with using different protocols

follows as.

e |RC Protocol
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IRC term stand for Internet Relay Chat works with real time internet text messages.
Botmaster use IRC channels to create and communicate with all botnet. Due to its
simple architecture and high flexibility, IRC botnet is mostly used by many botnet
owners. This type of botnet is very effective in creating and reusing the bots. One
limitation with IRC based network is its common usage of IRC protocol for
communication which gets easily traced simply by seeing IRC traffic as part of

normal traffic.

Zhuge et al. [16] analyzed the botnet behavior with tracking the unique 3,290 IRC
based botnets in china and result shows that the IRC based botnet infected the most of
computer over world. They found the large number of botnet which get automatically

installed and spread bots. They mainly focused on autonomous bots.

Wang et al. [17] purposed an algorithm to detect IRC based Botnet which does not
need any information about the previous botnet. As earlier IRC based botnet can
easily detect with its similar behavior or signature. But this algorithm can detect the

new IRC botnet without analyzing previous bots.
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Figure 2.4 IRC Based Botnet
e HTTP Protocol

Hyper Text Transfer Protocols are also very popular for creating Botnet. It can easily
hide botnet traffic with normal traffic. With the HTTP protocol Botmaster can easily

bypass the firewall and hide malicious traffic with normal HTTP traffic. HTTP based
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bots often download the instruction from web based Command and Control Server,
which is more accurate then IRC based botnet [13]. Http based model is used by many
famous botnet such as Bobox, Click Bot, Rustock. [10]. Many Researchers has
purposed some web based models to Detect HTTP Based Bot from network traffic.
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Figure 2.5 HTTP based Botnet

Lee et al. [18] indicated that now a days most of botnet are created using HTTP
protocols. One report indicated that 75 percent botnet are HTTP based botnet. One of
the most famous HTTP based botnet is black energy which is primarily used for
launching DDoS attack. Black energy botnet is easy to use on web based server but it
also needs to connect bots again and again to the server which makes the botnet easy

to detect.

Eslahi et al. [19] described the HTTP based botnet which is created by HTTP protocol
and publish commands to bots, through web server. As HTTP is commonly used for
network traffic it is not easy to block all HTTP based traffic or to differentiate the
malicious traffic from normal traffic. HTTP based botnet can easily hide itself with

normal web traffic and by pass the security systems.

Perdisci et al. [20] explained the HTTP botnet as most famous and reusable malware
which creates itself again and again and also available for sale on internet. As Zeus
botnet toolkit is freely available on internet. They also purposed the system to detect
network level botnet using network signature and performed experiment over large

number of botnet.

30



e P2P Protocol

Peer to peer model provide decentralized model where all bots are connected with
each other. The main aim of peer to peer protocol is to hide the command and control
server. Botmaster uses different bots to issue commands every time. Bots are
dependent on previous or other connected bots without having Single C&C server.
Nearly 70% botnets are created using P2Pprotocols. Some advanced botnets like
Phatbot, Nugache used P2P based bots for creating a botnet. P2P based model creates
a very complex architecture which is very hard to trace. Botmaster can use any peer to
communicate with other bots. It act as client server model where each node can work
as client or server. For creating a new bot it just need an address of any bot connected
in botnet for communication. Major benefit is detection of single bot doesn’t mean

detection of whole botnet.
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Figure 2.6 P2P protocol based botnet

Wang et al. [21] presented an advanced hybrid peer to peer botnet design. Recent
botnet like Phatbot, Sinit and Nugache etc. have also designed by using different peer
to peer protocols. Old P2P designs of botnets have many weaknesses.

A Sinit bot uses random probing to find other Sinit bots to communicate with. This
results in poor connectivity for the constructed botnet and easy detection due to the
extensive probing traffic. Phatbot utilizes Gnutella cache servers for its bootstrap

process. This also makes the botnet easy to shut down.
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2.3 New trends in Botnet

Mobile botnet attacks are Botnet attacks which can work with SMS or Bluetooth
services. Another newly emerged Botnet by bot master is Bot cloud using cloud
services. Cloud based botnet is very easy to build because of availability of its online
services and they are very difficult to detect. One report claims that 35% of infection
on Internet is generated by European Countries. Among the Zero Access Botnet
infected Countries, India ranks at third position.

2.3.1 Mobile botnet

It is a type of botnet that points mobile devices like smartphones, trying to get
complete access to the device and its contents. It is also providing control to the
creator of botnet. Mobile Botnets take benefit of unpatched exploits to give root
permissions over the compromised mobile devices to hackers, enabling to send text
messages or e-mail, access photos and contacts, make phone calls, and more.

Figure 2.7 Mobile Botnet

Y Xiang et.al [22] introduced the new design of mobile botnet named as Andbot
which is exploited with a novel command and control (C&C) technique named as
URL flux. Andbot have many features such as low cost, low battery power

consumption etc. The prototype of Andbot is implemented in the open source smart-
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phone platform. Result of this experiment shows that this Andbot is suitable for smart

phones and like all other botnet it is also very difficult to detect.

Chai et.al [23] proposed a mobile botnet detection using VPN. As they proposed a
scheme that detects the botnet by finding the abnormal behavior of C&C traffic
through VPN provided the shared path for % G and Wi-Fi.

Karim et. al [24] investigated attacks of mobile botnet by exploring attack vectors and
a well-defined presentation of thematic taxonomy. By identified remarkable
parameters of taxonomy they conducted comparisons to look into effects of exited
mobile botnets in related to their findings. They have presented the open research

challenges in domain.
e SMS Based

Jingua Hua and Kouichi Sakurai [25] presented a design of a botnet for command and
control medium using SMS (Short Message Service). They had covered almost all the
aspects of the botnet design having stealthiest protection, botnet maintenance and
selection of topologies. They also demonstrated that the mobile botnet is a serious
threat on the computing environment security. So they further explored several

defense strategies against botnets.

Zang et al. [26] proposed a mobile botnet design that makes many mobile services to
disruption. The mobile botnet use SMS services for creating C&C server and P2P as
its topology. A simulation resulted that a modified Kademlia structures architecture is

better for mobile botnet topology

Alzahrani et al. [27] proposed a framework for SMS botnet detection that uses
multiple agent technology on observation based of android smartphone features. Their
system had detected the SMS based botnets and identifies different ways to block the
attacks to prevent damage by different attacks. The model was designed to find out
malicious messages by applying behavioral analysis to find a relation among

suspicious SMS and reported profiling.
e Bluetooth Based

Singh et al. [28] investigated the challenges for constructing and managing botnets

which were mobile phone based and communicated via Bluetooth services. From a
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large scale simulation based on freely available Bluetooth tracer, they demonstrated
that a malicious infrastructure was happened in many areas due to day-to-day routine
of human nature. In general, they demonstrated that C&C manages can distributed to
approximately 2/3 of nodes which were infected within 24 hours after issued by
botmaster. Then they explored how defense mechanism can be taken into as

advantage for the same information to be more effective.
2.3.2 Bot Clouds

Now a days, Cloud computing and big data is getting very popular for hosting
Network services. Botmaster are also getting attracted towards the advantages of
cloud computing for creating a Botnet. With the help of Cloud Services Botmaster can
easily design botnet and go online for long time period with ease. Another reason for
creating Bot cloud is that detection chances are very less because of less security and
prevention. These Bot Clouds are also known as Dark clouds which borrow the

network to infect other networks.

Bot Clouds become very challenging to trace because of volume and huge bandwidth
availability. Traditional methods are not effective to detect Bot cloud. As very less
work has been done to detect bot cloud. Bot masters are using cloud infrastructure to

make new Botnet.

Jaideep Chandrashekar et al. [30] presented an overall state of the art of botnets with
stealthy malware. They also presented and developed some trustworthy anti-botnet
defense strategies that mainly target latest and emerging trends in development of

botnets.

Jerome Francois et al. [31] proposed a distributed computing framework that powers
a host dependency model and a page rank algorithm. They also reported experimental
results from a Hadoop cluster which is an open source and pointed the performance

benefits using real network from an internet operator.

Victor R. Kebande et al. [32] had face a problem that there were no techniques that
existed for gather information in the cloud for readiness purposes of digital forensics
as explained in ISO/IEC 27043 i.e. international standard for digital forensic
investigations. They proposed a model that permits digital forensic readiness to be

attained by executing a Botnet as a service (BaaS) in a cloud environment
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2.3.3 Social Bot

Growing of Internet usage also increased the trend of social media applications while
giving us benefits of many applications such as online communication, Banking
Transaction, Messages and Gaming etc. Social media also attracted the botmaster
towards its free services. Botmaster now try to infect the large number of people with
the help of Social media. They generally attack social website like Facebook Twitter
etc. to infect large number of people within very short time period. These kinds of

attacks are known as Social Botnet.

Botmaster uses social media as people easily believe on link provided on social media
because of unawareness or lack of knowledge. It becomes very easy to infect victim
with the help of making malicious website. Botmaster generally hide themselves by
using other person’s identity, making website names very much similar with
legitimate website as users cannot catch the little difference or making webpages as
normal websites many security provider organizations such as FBI are also trying to
design effective techniques which can quickly detect the social media attack.
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Figure 2.8 twitters Bot Network

Claudia Wagner et al. [33] studied data using Social Botnet Challenge 2011 which is
an experiment conducted by the Web Ecology Project. In that project, three teams
executed a number of social bots that expected to affect user behavior on Twitter.
Using that data, they aimed to develop models in two parts: i) identified vulnerable
users between a set of targets and 1i) calculate user’s level of vulnerability. They
explored the predictive level of three different featured groups (behavioral, network

and linguistic features) for these jobs. Their result suggested that vulnerable users
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incline to use Twitter for a chatty purpose and incline to be more social since they
connect with many users, shows more love then non-vulnerable users and use more

social words.

Stefanie Haustein et al. [35] presented initial findings that automated Twitter accounts
create a substantial amount of tweets to scientific papers and that behaved inversely
than common social bots, had serious inferences for the use of raw tweet counts in
research assessment and evaluation. They discussed some definitions of Twitter
engagement from only bibliographic information to share or commenting on the paper

content.
2.4 Botnet Detection Techniques

Botnet has become the most serious threat to cyber security. Its detection becomes the
most popular research topic due to its large network, changing behavior and
robustness. Botmaster develop new kind of encrypted botnets which can hide their
presence and become harder to trace. Every individual user, businesses, organizations,
needs to detect botnet. According to previous work done, botnet detection techniques
are divided into two categories: Honeynet and Intrusion detection systems, which is
further divided into four parts as signature based, anomaly based, DNS based and data

mining based.

Botnet Detection Techniques
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Figure 2.9 botnet detection techniques

2.4.1 Honeynet Based Detection
Honeynet based detection works with honeypot and honeywall. This technique is used

to detect and monitor the behavior of botnet. Many researchers discussed about
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detecting the existing botnet using Honeynet. It creates an environment which is best
suited for understanding the Bot behavior and its characteristics. Honeypot term refers
to a vulnerable pot which can be easily compromised. It also vulnerable with an
intention of become a part of botnet and attracts botmaster to infect it [12]. Honeypot
are always setup with unique idea.. Honeywall is a term used for software which is
used to collect and control information from honeypot. Snort is one of the famous IDS
used to track the botnets by analyzing the behavior of infected machine, botnet related

information as location of bot, botnet type, and behavior can be collected.

Zhichun Li et al. [36] developed a common technique which had a minimum
monitoring overhead for perceiving botnet behavior, and difficult to avoid by botnets.
Therefore, people from all around the corners can easily accept it to calculate the
characteristics of the behavior of botnets. If the measurements could be aggregated by
them, possibly they can get a more precise picture of the botnets. After analyzing the
behavioral list carefully, they found that the scanning behavior of botnet is rooted to
the botnet because this is the actual way for them to adopt new bots. So, they believe
in coming future, the botmaster will not giving up on scanning. Moreover, scanning
monitoring is quite easy. People can get the botnet scanning traffic easily by installing

a honeynet.

Anup Goyal et al. [37] proposed a framework that helps to extract global scanning
events of botnets. From a large research institute based on one year Honeynet traffic,
they studied six different characteristics of botnet scanning. They found botnets
mainly from a small scale of ASes but certainly spread out all around the world from
2860 ASes totally. Two different botnet patterns arrival/departure: all collectively and
gradually. They conjectured it to relate to different scan strategies. They also found
the scan arrivals are running in time and inter-arrival time travels a exponential
distribution, that might involve the scans are arbitrary scanning and its range is much
larger than the detection sensor.

2.4.2 Intrusion Detection System Based Detection

e Signature Based
Signature based techniques works with the help of using the signature of existing

Botnet it creates a database with existing botnets. Then by using pattern matching
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method it compare the signature of network traffic with the existing Bots [18]. Due to
existence of Signatures in a Database this techniques can immediately find the
existing Botnet. Limitation of signature Based technique is that it can only find the
Botnets which are known and already traced. But new Botnet are Difficult to trace

using signature based technique. This technique cannot handle Zero Day Botnets.

Yinglian Xie et al. [38] focused on describing spamming botnets by providing both
spam server traffic and spam payload properties. Near this goal, they developed a
spam signature generation framework named AutoRE which detect spam emails of
botnet-based and its membership. AutoRE does not need training data or white lists
which are pre-defined. Moreover, it gets high quality regular expression signatures
that can sense spammed botnets having low positive rate. In their depth analysis of the
known botnets exposed few interesting findings concerning the mark of email
obfuscation, botnet IP address properties, sending and correlation of patterns with
network scanning traffic. They believed those observations are crucial information in

botnet detection design schemes.

e Anomaly Based
Anomaly based techniques work with monitoring the network traffic. By
differentiating the malicious traffic from normal traffic botnet can be detected.
Brodsky et al surveyed that Botmaster send high traffic in short time period. Thus this

technique captures the behavior of network.

George Nychis et al. [40] described that the previous work has confirmed the benefits
of entropy-based anomaly detection, to understand the detection power there has been
a little effort to understand comprehensively using entropy-based analysis of multiple
traffic in combining with each other. They considered two classes of distributions:
behavioral feature and flow-header feature. They observed that the port distributions
and time series of entropy values are toughly correlated with each other and gives
very similar anomaly detection. Further analysis using synthetically created anomalies
also proposes that the address and port distributions have restricted utility in sensing

scan and bandwidth flood anomalies.

Sajjad Arshad et al. [41] proposed a complete anomaly-based approach that needs
knowledge of bot signature, C&C server addresses and botnet C&C protocols. They

started from essential botnet characteristics. Bots connect to the C&C channel and
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accomplish the received commands. Bots receive the same commands belonging to
the same botnet that affects them having same netflows characteristics and delivering
same attacks. Their method bot clusters with same netflows and assaults in unlike
time windows and execute correlation to recognize bot infected hosts. They developed
a system and estimated it with existing world traces comprising normal traffic with

existing world’s botnet traces.

e DNS based
DNS based technique is one of the most popular technique to detect botnet. It is a
combination of both anomaly based and signature based techniques. It is also based
on an abnormal traffic, generated by botnet. DNS based techniques works with
information collected from DNS queries. Botnet needs every bot to connect and
communicate with command and control server, thus it must use DNS queries that are
typically hosts by dynamic DNS (DDNS) providers. By monitoring DNS traffic
existence of Botnet can easily get detected. It can also trace the location of C&C
server and Botmaster behind Botnet. Other Benefit of using this technique is as all
Bots Use some domain to perform queries thus with detection of one Bot. whole
botnet can get trace with this DNS tracing. With the help of DNS based techniques
DNS based Black hole list is created which publish the location of networks or
computers from where malicious activities are performed. DNS based technique is

also useful to detect encrypted C&C Server as it utilizes IP Header.

Sebastian Garcia et al. [43] surveyed by analyze and relates the most crucial efforts
taken place in network based detection area. It achieves four tasks: i) a comparison of
previous surveys and the bid of four new dimensions to evaluate their schemes
classification; ii) a new comparison and classification of botnet detection proposal
which is network based, includes the description of 20 favorite properties of every
botnet detection paper; iii) a general comparison among the most representative
detection proposals; and iv) the description of the most crucial problems and
highlights those area. They concluded that the area has attained great improvement so

far, but still many open problems are there.

e Data Mining Based
Data mining technique capture the high volume of network traffic and find the

malicious traffic from it. With the help of existing techniques abnormal traffic can be
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differentiated. But to detect C&C server and recognize its pattern used for Botnet is
very difficult. As encrypted C&C Server hide itself with normal traffic so to detect
this kind of Botnet attacks Data mining techniques are used with data Classification
and Clustering.

Bhavani Thuraisingham et al. [44] discussed various data mining techniques that they
had successfully applied for cyber security. Those applications comprise but are not
restricted to malicious code detection by mining binary executable, intrusion detection
network by mining network traffic, data stream mining and anomaly detection. They
summarized their achievements and ongoing work at the University of Texas at Dallas

on cyber-security research and intrusion detection.

e Detection Techniques using Machine Learning
Different Machine Learning techniques such as Classifiers, Decision Trees etc. are
also used to detect the Botnet as they are more effective to detect chat Bots but cannot
work well to Detects the Command and Control Server. Many researchers have use
machine learning classifiers to work with IRC Log to detect IRC based and P2P
Botnet. With the classification techniques large number of traffic can be analyzed and

it becomes easy to find bot binaries.
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Chapter 3

Problem Statement

3.1 Problem Statement

Internet makes our life simple and easy. With this positive impact of internet usage, it
also increases many cyber threats on Internet Security. Among the various malware
Botnet is one of most dangerous attack on Cyber world. The reason behind choosing
botnet as a famous weapon for cybercrimes is that, it easily hides attacker’s identity,
difficult to find command and control server, encryption of malicious traffic and hide
itself with normal traffic. Complexity of Internet and its encrypted command and
control server makes the Botnet very difficult to trace.

Huge spread of internet usage with E-commerce processes makes the attacker goals
move from fun to financial gain. One of the most famous financial malware is Zeus
Botnet whose main motive to steal banking accounts. Zeus is also called as king of
botnet. Zeus code is freely available online and allowing access to its complicated
design. One of the main reasons behind Zeus botnet becomes very popular is that
design of Zeus botnet can easily avoid detection by security software.

As previous surveys carried out many researches has been done on botnet and its
detection technigue but no technique is complete accurate to detect botnet. As Zeus
botnet is responsible for biggest attack on Internet security. One of the Internet
security threat report indicates that US has 80% of infected traffic being part of their
network and is mostly generated with Zeus botnet. In this thesis, Zeus botnet infection

process is implemented on windows machines in virtual environment.
Objectives

» To explore and analyze Network based detection techniques.

» To set up a bot on host machine in virtual Environment.

» Check the working of Zeus botnet and find a way how to detect this kind of

malware.

» To analyze created Bot and highlighted its behavioral aspect.
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Chapter 4

Design and Implementation

4.1 Experimental Environment

Any research experiment on malware must ensure that the malware or any malicious
script as bot doesn’t infect the real machine unintentionally. In case of failure, a huge
implications on security and privacy of concerned people in real world. Virtual
machines would be preferred because of its control and secure environment manner.

So, VMware machine is used in this experimental setup.

4.1.1 Virtual Environment

The techniques of hiding the physical characteristics of system resources in a way

with other systems, end users and applications communicate with those resources
comes under virtualization.
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Figure 4.1 Virtual Environments in Host Machine
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4.1.1.1 VMware

VMware is a complete infrastructure virtualization suite that gives comprehensive
virtualization, resource optimizations, application availability management and
operational automation capabilities in an integrated offering. It gives the facility to
create the multiple virtual machines in its infrastructure and also install their operation

system from given .iso image or by using CD drive like other real machines.

For analyze the working of Zeus Botnet Toolkit and setup a complete Botnet
architecture, VMware is used. It connects all windows machines in virtual
environment so that all machines can easily communicate with each other and real
host machine does not get infected with this malware. All virtual windows machine

are isolated from the real host machine running VMware and internet.

U Victim Machine - VMware Workstation v v v o

File Edit View VM Tabs Help

P - VO DX

Library X
(1] C&C Server (1] Victim Machine (2] Victim Machine (1 Victim Machine
Q Type here to search d
1 8 My Computer [ Victim Machine
11 Windows 7 (C)

B Cacs [ Power on this virtual machine
erver

{4 Victim Machine
L1 Victim Machine
1 Victim Machine ¥ Devices

L Windows 7 (4) 7 Memory 1B

& Shared VMs [ Processars 1
o Hard Disk (SCSD) 60 GB

) CD/DVD(IDE)  Auto detect
Floppy Auto detect
%5 Network Adapter NAT
USB Controller  Present
@I Sound Card Aute detect
= Printer Present

I Display Auto detect

£ Edit virtual machine settings

Figure 4.2VMware Workstation interface
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4.1.1.2 Network Settings

In network adapter settings, there are options to choose the adapter setting as bridged
where it acts as the real adapter of the physical host and another option is using NAT.
This Zeus botnet analysis is done with using NAT settings on all virtual machines.
NAT is a network address translation connection which is automatically done by
follows the custom path in the new virtual machine wizard and select use network

address translation.

Virtual Machine Settings | &8 |
Hardware | Options
) Device status
Device Summary
9 [Memory 168 Connected
[ Processors 1 Connect at power on
CiHard Disk (SCSI) 60 GB )
1_.'CDfDVD (IDE) Auto detect Nn_ztwork connecton
E Floppy Auto detect ) Bridged: Connected directly to the physical network
Network Adapter  MAT Replicate physical network connection state
= =
&3 uss controller Present @) MAT: Used to share the host's IP address
ls' ! Sound Card Auto detect - . .
) Host-only: A private network shared with the host
=hPrinter Present - rvar
EJDiSDIay Auto detect ) Custom: Specific virtual network
WMnetd
) LAN segment:
[LAN Segments... ] [#\duanced... ]
[ Add... ] [ Remove ]
[ Ok ] [ Cancel ] [ Help ]

Figure 4.3 Network adapter setting
4.1.2 Wamp Server

Wamp server refers to a software stack for the MS windows operating system. It
consists of the apache web browser, MySQL database, open SSL for SSL support and
PHP Language. Wamp is a web server that also makes the windows machines to act

as a web server and running the apache, PHP and MySQL.
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() WAMPSERVER Homepage B B - [ e v Page~ Safet
W
WampServer
Version 2.5 Version Francaise
Server Configuration
Apache Version: 245 - Documentation
PHP Version: 5512 - Documentation
Server Software: Apache(2.4.3 (Win32) PHP/5.5.12
Loaded Extensions : i apachezhandler I bemath & b2 ¥ calendar & com_dotnet
&% Core I ctype o curd & date % dom
P ereg P excif o filsinfo o filter * fip
% od P getiext M amp % hash ¥ iconv
Poimap P json P libzem P mbstring P merypt
P mhash o rysql o my=gi ¥ ry=qgind % odbe
¥ openss| o pcre & PDO ¥ pdo_mysgl ¥ pdo_sqit=
2 Phar P Reflzction P session 2 shmop & SmpleXML
o soap I sockets e cpL o sqlite3 P standard
¥ tokenizer P veddse P debug o seml ¥ xmireader
P mirpc e smbveriter sl * zp * zib

MySQL Version: 5517 - Documentation

Figure 4.4 Server Configuration

Zeus Control Panel (CP) is developed in PHP and on backend it used MySQL. So
here, Wamp server will be required to configure and host the Zeus control panel.
Control Panel of Zeus toolkit is written in PHP with database “cpdb” using MySql on
backend to perform its operations. Windows IIS (Internet Information Services) does
not support PHP and MySql. Therefore, first step we need is to setup windows to act
as a web server which is capable of hosting PHP and MySql. This could be done with
the help of WAMP web server. It gives the facility of hosting PHP and MySql
database in the windows environment. Before start installation of WAMP server in
window machine, it is necessary to disable 11S. To check that, WAMP server is
installed successfully in our machine, these addresses as “http://Localhost” and
“http://Localhost/phpmyadmin” entered to check that local host and phpMyAdmin

(main administration page for WAMP server) is accessible on our windows machine.

WAMP server menu option “www directory” displays the contents of directory in
root directory of local host which contains index.php and testmysql.php. Index.php is
the file which is used to display the home page of WAMP server and to test the
connectivity with MySql, testmysql.php is used which is a small script file. To test the
connectivity with MySql database, address “http://Localhost/testmysql”is used.
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4.1.2.1 PHP Settings

PHP is a server site scripting designed for web development. It also used as a general-
purpose programming Language. ‘Personal Homepage’ is originally stood for PHP.
Wamp sever use phpMyAdmin as the main configuration page as shown in figure
4.2.1 and it also do configuration for apache and MySQL.

[} CAC Server }&ms l

@ u @ ‘F_m http://localhost/phpmyadmin/#PMAURL-O:index.php?db=Eitable= &server=1&target= &lang=en&col + | ‘r| A ‘ |F—' Bing P~

¢ Favorites ‘ 95 €] Suggested Sites v &) Web Slice Gallery =

i localhost / mysql wampserver | phpyAdmin 4.1... @ v ~ [ Qi; v Page~ Safety~ Toolsw @v
@‘ Intranet settings are now turned off by default. Intranet settings are less secure than Internet settings, Click for options... x
Php [ [T Server: mysql wampserver = =
1 & ) Databases [ SOL (g, Status = Users [ Export | ) Import 4 Settings | Replication ¥ More
[N g 3 S F,
(Recent tables) El * Protocol version: 10
T e + User: root@localhost
E o :w i h ﬁ; Language & :| English E| + Server charset: UTF-8 Unicode (utf8)
i information_schema |
T_ mysqgl &3 Theme: pmahummeg
4+~ performance_schema o
J--' lest Font size: | 82% E

& More setings * Apache/2.49 (Win32) PHPI5.5.12

+ Database client version: ibmysql - mysgind 5.0.11-dev
- 20120503 - Sid:
bfiad53b11cHa57efdb1057252d730928b8C5CTT §

* PHP extension: mysqli @

m

» Version information: 4.1.14
+ Documentation

+ Wiki

+ (fficial Homepage

Figure 4.5 PHP settings

Powwered by Aldber
Localhost

P Projects
phphMytaidmian

wurwwrw cirecto

o

Apache

m

Wersicomn Lg
PHPF settings Ld
PHF extensicons Lg
php.ini

PHPF =rror log

wweb Grimd
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Start All Services

nopee

WAMPSERVER 2.5

Stop All Services
FRestart All Service
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Figure 4.6 PHP Settings
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4.1.2.2 MySQL

It is an open source relational database management system (RDBMS). It is a popular
choice of database for web applications, and its main component of the widely used

for open source web application software stack LAMP (and other “AMP” stacks)

L) C&C Server L Bot3

@\j' ‘m http://localhost/ phpmyadmin/#PMAURL-D:index.php?db= &table=Biserver=1&target=Blang=enficol '|‘1| X ‘ ,).; Bing p~
o Favorites | 5 @ Suggested Sites v @] Web Slice Gallery
| 4 loczlhost / mysql wampszrver | phphyAdmin 41... | fi v B v @ v Pager Safetyr Took~ (g~
"\@f' Intranet settings are now tuned off by default, Intranet settings are less secure than Intemet settings, Click for options... X
W [ Server. mysql wampserver A
php | .
HBEO @ Databases || SOL | Status = Users |w Export & Import ° Settings | Replication ¥ More
(Recenttables) . E| + Protocal version: 10
3 + User: root@localhost
[ & B ) & Lanquage @ : | English [+ + Server charset: UTF-8 Unicode (utf8)
4~ information_schema
o mysgl D Theme: pmahumme|z|
I
4+~ performance_schema .
L-' test Font size: | 62% E
& More settings + Apache/2.49 (Win32) PHPIS 5.12
+ Database client version: ibmysgl - mysgind 5.0.11-dev
- 20120503 - $id:
bf9ad53b1 1cBaSTefdb1057292d73092808c5¢TT §
+ PHP extension: mysqli @
* Version information: 4.1.14 E
+ Documentation
+ Wiki
+ (Official Homepage
Figure 4.7 Database created in MySQL
L1 C&C Server [ Bot3

'\?f' Intranet settings are now tumed off by default. Intranet settings are less secure than Internet settings. Click for options...

ohp

[-FNC AN J Databases | [ SOL (4 Status =) Users [ Ewport | Import J° Settings | Replicaion ¥ More
(Recent tables) ... El
Hew
[®
#— 1 information_schema Add user
%~ mysql
4‘.— performance_schema
L -
i+ test
Login Information
Username: | |jee teut fiekd: (=] [navaesp
Host:
Local [=] Iocalhost @
Password: eld:
Use tex fiskd: [ [coseses
Re-type:
sesesse

Generate password: | generate

Figure 4.8 User created in database
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4.1.2.3 Apache Settings

Apache is HTTP based web server mostly used on Linux systems. Apache provides

the multiple processing modules and also serves for many different websites with

installation of single apache.

Powered by Alter Wilay
Localhost

My Projects g
phpMyAdmin

il

woanay directorny

Wersion
Service

Apache modules

¥ ¥ ¥ ¥

WAMPSERVER 2.5

Alias directories
httpd.conf

Apache errar log

webGrind
Cuick Admin
Start All Services

Ioopeee

Apache access log Stop All Services

Restart All Services

Put Offline

6/26/2016
Figure 4.9 Apache Settings

4.2Zeus/Zbot Botnet

There are many types of botnets available on Internet. But from all these Zeus botnet
has complete components required to analysis the botnet and its behavior. Zeus
Botnet had leaked with its complete source code. So now Zeus toolkit is freely
available on Internet. This toolkit has builder files to build bots and C&C server
which is written PHP and MySQL on backend where all botnet activities and Login

information of bots are stored.
4.2.1 Zeus Toolkit

Zeus toolkit has two main Builder files. Configuration builder files have all files use
for build a botnet and another is control panel (CP) files to create a command and

control server.
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4.2.1.1 Configuration Builder tool

Zeus botnet is built with the configuration file as machine readable for .bin file
generated by Zeus configuration builder. It involves the three files such as config.txt,

.Zsb.exe and webinject.txt

e Config.txt

Config.txt is a text file fully named as configuration setting text file that contains the
basic information and configuration setting. This file is used to generate the binary
configuration file. It has basic setting such as name of botnet, List of bots and selects

the time to send and receive commands.

sBuild Time: 15:06:254 14,04, 2011 GMT
sversion: 2.0.8.9

entry "staticconftig”
; botnet "btnd
timer _config &0 1
Timer_logs 1 1
Timer —_STats 20
url_config http AAAMocalhost fconfig. bin”
remowve__certs 1
disable_tcpserwver O
Sncryption_key "secret key'
en

entr¥ Dynamﬂccohf1
Toader ""http: ?fWocaThostfbot axa’
url_serwver "http:// localhost/gate. php
file webﬂn]ects web1ngects TXT
entrﬁ ‘advancedcont i
TLp: ffadvdomaﬂn?cfgl.b1n
en
entry “webFilters"
'® _microsoft. com/ ="
Trthtotp: /. fmyspace. com® "’
"https : S wenw . gruposantander . es /="
TrThrttp: ff“odnok1355n1k1.ruf“”
T"rThrttp: / vkontakte., ru/ ="
”@*f10?1ﬂ.05mp.ruf*'
;@*fat osmp. ru =
en
entrﬁ "webDataFilters™
d TtLp://mail. rambler.ru/*" "passw; login”
en
entrﬁ "webFakes"
5 Trp: /v, google. com”™ "http: /S ewenw. yahoo. com™ "ap”
en
emnd

Figure 4.10 configuration Builder Config.txt code

Config.txt has many sections started with “entry” and end with keyword “End”. This
config.txt file has advanced and dynamic entry list of URL from where all
configuration file can be downloaded such as bot.exe, gate.php and webiject.txt.
Advanced settings have alternative URL for downloading the backup configuration

files. Some main parameters in this configuration settings files are as
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e Staticconfig

It is the basic static configuration setting file which is used to execute the bot at first
time. In this section basic bot settings are involved as Botnet parameters, Time

interval for working of botnet like Timer, config parameters, Timer_log parameters.

There are some other parameters as url_config parameters specifies the URL to
download the dynamic configuration, encryption key parameters shows the key which
is used to encrypt the information and blacklist_Language parameter which specifies
the language code used by botmaster to communicate with all bots and C&C server.

e Dynamic config

Dynamic configuration is a second step done by bot. After complete the installation
of bot, it automatically download the dynamic config settings in victim computer in
specific time interval mention in static configuration entry parameter. It has the main
information related to working of botnet as a method will be used by botnet to collect

the data from victim computers and how it will be sent to C&C server.

Dynamic configuration files have various parameters in it as url_loader to load the
files, url_server where bot can upload the files in it. File_webinjects have the list of

websites addresses where additional data to be upload.

Config file also has entry web filters used to specify the URL masks to find the
correct website and prevent logging at the given URL.

4.2.1.2 Webinject.txt

Web inject text file is used to inject the webpages from official websites by adding
some additional parameters in it which are not design in real web page. This file is
used to collect more information from infected pages. This web inject file does not
give any impact on that web link as URL will remain same. It only add some new
parameters so it looks like a genuine web page and users can trust it and put
information in all the parameters that is collected by botmaster when users entered.
Botmaster can add any number of parameters to collect the information about infected
pages. It is difficult to differentiate the real parameters from fake parameters added by

botmaster.
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Webinject.txt has some following parameters as

Set_url parameter which gives the information about the web address format or full
address of victim machines that to be attacked.

Data_before parameter gives the information about entry point that is used to start
the inject web page.

Data_inject parameter: This parameter has the actual data that is needed to inject

the web page.
4.2.1.3 Zsb.exe

Zeus configuration builder executable is actual software that has GUI interface with
tab information, Builder and Zeus botnet settings and License. Where License files

gives the information related to Zeus botnet license needed for the builder.

M Save As - X

f‘rﬂ ‘_ — e
I .« Local Disk (C) » wamp » www » builder v | 4 || Search builder p

Organize « Mew folder 4= - I@'
4 Downloads * Name Date modified Type
12 Recent Places o I )
_ || config.bin 5/30/2016 1148 PM  BIM File
o | configbit 5/30/2016 11:47 PM  Text Document
7 Libraries . o
- || webinjects.bt 4/8/2016 2:46 AM Text Document
j Documents T Ve Fiets
] 8 b 4/8/2016 2:46 AM Application
J‘u Music c
k= Pictures
B videos
1M Computer T
£ Local Disk (C:)
s System Reserved _ 7 = -
File name: -
Save as type: ’ vl
4 Hide Folders Save l [ Cancel ]

Figure 4.11 Bot.exe generated by zsh.exe
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This folder also gives the option to choose the language in which botnet will
communicate as English or other languages. This file also contains the bot removal

utility where it has remove bot option to delete the bot from list.

Zeus builder needs to put encryption key to build a bot which is specified in
config.bin. Command and control server sends same key to all bots to communicate
with encrypted messages. This key is send in configuration setting file and also used

for encrypt and decrypt the bot binary file generated the Zeus builder as binary (.bin).

—
B ZeuS Builder

| Information

Builder Current wversion
Settings

Version: 2.0.8.9
Build time: 09:45:24 08.04.2015 GMT
Signature: warrior buy source

Information about active bot
Encryption key:

I #C5EGahy’kEiBUKZHGRtXl'I."J’US’irgaICD#.E'I."J’aBK:IJT3ZENFNI:GI
Information:

Bot not founded.

[ Refresh ] Remove bot

Figure 4.12 Zeus Builder information option

- .
Information Settings
Builder Language:
Settings
|English v |
[ Apply ]
. — ——

. Figure 4.13 Zeus Builder Settings
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4.2.2 Zeus Builder

Zeus builder has information tab which gives the all information about botnet as
current version of botnet and gives information about active bot. This tab determine
that bot is successfully installed or not. Second tab is builder tab which is used to
build a new bot with using configuration files as specified in config.txt which

generate the binary interface as .bin file.

- Zeu$ Builder [LITE MODE] E
Infarmation Builder
License Source configuartion File:
Builder
Settings Ci\Documents and Settings) Adrinistratori Deskh ’ Browse. ., ] ’ Edit... ]
fckions
’ Buwild the bt configuration ]

Building configuration of bat...

url_loader=http:/1192.168.5. 13 zeus/bot . exe
url_server=http:/[192, 168.5.13/ze0s/0ate. php
s5_server=192,168.5,13:443

webfibers[0]=1* microsoft.com/*

webfilbers] 1]=thttp:/*myspace, com
webfilkers[2]=https: /fwww, gruposantander . es/™
webfikers[3]=!http: /*odnoklassnik.ro*
webfikers[4]=!http: /fvkontakte, nof*
webfikers[5]=@*/login. osmp.ru*
webfiters[6]=@*/atl.osmp. ruf*
file_webinjecks=webinjects.kxt

Building the HTTP injects. ..

BLILD SUCCEEDED!

Figure 4.14 Zeus Configuration Builder
4.2.3 Control Panel (CP)

Zeus control panel is installed after complete installation of Wamp server. First step is

to copy the control panel files in WWW directory as shown in figure 4.14

Cp.php is the main file that is created the main page of control panel that can be
access by entering the URL address as “http://Localhost/cp.php”. Just by entering the
address, it displays the message as “how are you?” means control panel files are

copied successfully into wamp and ready for installation.
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@ U 9 l@ http://localhost/cp.php

¢ Favorites | 33 8| Suggested Sites v @] Web Slice Gallery ¥

B v @HTP M NotFound ) bttp:/flocahost/cpphp X

Hello! How are you”

Figure 4.15 Wamp Server ready for installation

This indicates that control panel (CP) is successfully copied into the WWW directory.
To start installation of Zeus botnet, it needs to access the “index.php” which is stored
in “install” folder from local host. To access this file type the URL as

“http://Localhost/www/install” in address bar as shown in figure 4.15 Index.php file

shows the steps to start the installation.

2

Organize = Include in library - Share with = Mew folder ==

1 @
¥ Favorites MName - Date modified Type Size

B Desktop | _reports 5/30/2016 11:42 PM  File folder
4 Downloads | install 5/30/2016 10:16 PM  File folder
=] Recent Places | system 5/30/2016 11:42 PM  File folder
| theme 5/30/2016 10:16 PM  File folder

4 Libraries [ bot.exe 5/30/2016 11:48 PM  Application 138 KB

@ Documents || config.bin 5/30/2016 11:48 PM  BIN File KB

g Music | cp.php 4/8/2016 2:46 AM PHP File 55 KB

[ Pictures L () faviconico 12/31/2010 8:40 AM  Icon 198 KB

B videos | | gate.php 4/8/2016 2:46 AM PHP File 18 KB

|| index.php 4/8/2016 2:46 AM PHP File 0KB

1% Computer || testmysgl.php 12/31/2010 §:40 AM  PHP File 1KB

Figure 4.16 Zeus Control Panel Files
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Installation steps:

¥ Connecting o MyS(QL s avdeep .
¥ Selecting OB navdeep kaur

¥ Creating table ‘hatnet it

¥ Creatng tabl botnet reparts,

¥ Creating table ‘vt

¥ Filing table pwdtoc

¥ Creating table ‘p users',

¥ Creatng tabl botnet seripts',

¥ Creating table ‘hatnet scripts stat
¥ Creatng older ' reports'

¥ Writng confg fle

¥ Adding uset ‘admin,

~ Intallation complete!

Figure 4.17 Steps for control panel installation

By aceesing the install folder with url “Localhost/install” it shows the main page for
control panel installer as shown in figure 4.17. In this page, it require the information
about username and password which is created in wamp server using phpmyadmin as
username is “admin” and password. This username and password will be used to login
into botnet as adminstrator. Username and Database created in MySql server is also

required to fill in this page where information about all bots will be stored.
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€ = C [% localhost/install

Control Panel 2.0.8.9 Installer

This application install and configure your contrel panel on this
server. Please type settings and press 'Install'

User name: (1-20 charz):  |admin

Paszwiord (&-64 chars):

Haost: 127.0.0.1

User: root

Pazsword:

Database:

Local folders:

Reports: _reports

Online bot timeout: 23

Encryption key (1-255 chars):

¥ Enable wirite reports to databas.

| Enable write reports to local path,

-~ Install --

Figure 4.18 Control Panel installer

In Figure 4.18 shows the control panel installer. This page also require a encyption
key that is specified in the config.txt file. This encryption key is used to encrypt the
bot file as binary (.bin) using configuration settings. By pressing the install button
after entering all details it intiate the installation of botnet.

} CRC Server

€ = ([ localhost/install/

Control Panel 2.0.8.9 Installer

This application update/repair and reconfigure your control panel
on this server, If you want make new installation, please
remove file '../system/config.php'.

Database:

- Update -

Figure 4.19 CP Installer Database



4.2.4 Bot/Infected Computer Set up

There are two another running window 7 machines in VMware which are used to
infect and treat as a bot in botnet. Bots are to be generated by bot.exe and executed on
these windows machines. Config.txt file settings are done to enable these bots
machines to access command and control server on IP address 192.168.237.128.
Bot.exe can send by using different social engineering methods as spam, email

attachment, infect legitimate website etc.

File Download - Security Warning | ——)

Do you want to run or save this file?

CHlew G
Type: "Maplicatios® 135KE

From: 192.168.237.128

| --"‘*l While files fram the Intemet can be useful, this file type can
l, ﬂ patentialty ham your computer.  you do not trust the source, do not
= mun or save this software. What s the rsk?

Fig.4.20 Downloaded bot.exe file

User can download this Bot.exe file from any infected website or software.Bot.exe

file hide itself after run in victim machine.

Download complete El_lg
V- 4
A

Download Complete

bot.exe from 192.1658.237.128
S [R5 2N Tl = o=

Download to: Culsers el Downloadshbot .exe
Transfer rate: 3. 13KB/Sec

[] Close this dialog bowx when download completes

[ Rur ] [ Open Folder ] [ Close J

Fig. 4.21 downloads bot.exe from C&C server (192.168.237.128)
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On victim machine which act as a bot/ infected machine following tools are installed

for analysis the behavior of bot.

Wireshark: It is used to capture the traffic generated by bot machine to communicate
with command and control server. It shows the communication between bots and
C&C server also helps to find their location with the help of IP addresses of those

infected machine.

Process Monitor: Procmon is an advanced monitoring tool for windows which is
used to monitor the behavior of machine during bot building and execution. It is used
to check the .dlls files form window32 which are also involved when bot

configuration settings are installed in victim machine.

Olly debugger: It is used for binary code analysis to check the time stamp of bot

activities and it is useful if source is not available.
4.3 Working of Zeus Botnet

When installation of Zeus botnet is completed it display the login screen in link
localhost/cp.php. To test the working of botnet needs to enter the username and
password given in installation time. By pressing the submit button it will show the
main page of control panel. Which shows that botnet is successfully executed in local
machine (192.168.237.128).

Control pannel of botnet have detail of all bots connected with command and control
server such as unmber of bots, Time of fisst activity, Active bots, Versions of bots etc.
The Main page of control pannel has summary statistics and following important

options

Information: first option is information which display the basic information as name

of owner of botnet, date and time of current botnet activition.

Statistics: This option has the summery option that displays the informations about
total reports of bots stored in database, Bot activity time, Number of bots . Total
active bot in 24 hours.

Botnet: Display the detail of all bots in botnet and having two options as bot and

script. In bot page it has option to search the bots. By chosing the bot and pressing the
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“Full information” it display the complete information about bot as bo id, botnet
name,operting sytem on which that bot is installed, IP address, Bot activation time

etc.

Another option is script which is used to create the script that is used to sent the
commands to bots in botnet . This script could be used single or multiple commands

that are stored in “context” field of botnet .

Reports: This options display the details of bot activites like by clicking on search in
database it give option to chose the bot then it displty the all acticites done on that
infected machine which is used to collect the information from owner’s activities ,

Search in files shows the iformation stored in files send by bots in botnet.

System: This option have basic information as users in botnet, Users of botnet as

botmaster name etc.

Logout: this option is used for close the contol panel and exit from the botnet.

€ (' i lohostnp

g

Lser names admin

Dt

Fememter 1025 ke

Cutmt

Figure 4.22 Zeus Botnet Login Page
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€ 2 €| [ localhost/cp.php?m=home

CP :: Summary statistics
Information:

Currant user: admin
GMT date: 21.06.2016
GNT time: 07:22:44

Statistics:
— Summary
03

Botnet:
Bots
Seripts
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Search in database
Search in files
Jabber notifier

System:
Information
Options
User

Users

Logout

Total reports in database: 13
Time of first activity: 31,05.2016 07:05:19
Total bats: H
Total active bats in 24 hours: 0.00% - 0
Minimal vrsion of bot: 1083
Maximal version of bot: 20,89
(—r— [All] \ ‘
LGTTEY Reset "New bots'
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- 1 -- Empty --

Figure 4.23 Botnet Summery
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(4] bt v Faceboak. com/loginphePlogin_attemot=mst=bttsa A% 42w Facebook, com 2P =1 2080
[4] bt/ Facebaak, com/ oginphelogin_attempt=18hnv=110

(4] Conkies of rovisers

04.06.2016

L AVDEEP T7SASADGS 22060
- S

(4] Coakies of rovisers
(4] htp: accounts google.com/ Accounkoginln
(4] bt accounts oagle.com/ Accountaginlfo

/

Il /
(4] i accounts ogle.com/ Accountoginlo
[¢] s faccounts oogle.comAccourLogininfo

Figure 4.24 Information stored in Control panel
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4.3.1 Social Web Sites Attacks

Bots send the information captured from victim machines to botnet which are stored
in database as shown in figure 4.24. There are some examples of social websites
attacks users Gmail, Facebook username and password is stored in this database send
by bot in botnet. Banking information as user account number, pin code etc. and other
confidential information is stored by bots and send reports to botmaster.

Comment for bot: -

In the list of used: Mo

Frocess name: C:%Proegram Files (x86)%Internet Exploreriiexplore.exe
User of process: PChdell

POST data:

Figure 4.25 Facebook password stored in C&C server

’ L} CP = Search in database b " L) View report b _

C | [ localhost/cp.php?m=reports_db&t=1606268id=5

BEot ID:
Botmnet:
Wersiom:

OS5 Version:
oS Lamnguage:

Local time:

ST

Session time:
FReport time:
Couwrnkry:

IPw<t;

Comment for bot:
In the list of used:
Process mame:
User of process:
Source:

https://accounts.google.com/signin/s/challenge/sl/password
Referer: https://faccounts.google.com/AccountLoginInfo
omail .comnk . kaurl2?345

POST data:

Page=PasswordSeparationSignIn

GALX=BokyYmy2D-wI
gxf=AFcagUluwsuZ2@ebUlse6Psj j7lfalWykKe - cRAXIAIASE953I 546820
continue=httpsX3AE2FE2Fmail .. google.comd2Fmail®2F
service=mail

rm=Ffals=

ltmpl=default

scc=1

ss=1

e A=

Figure 4.26 Gmail password saved in C&C server
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4.3.2 Banking Information

Information about user account number, Email id are stored in files by bot and send to

the command and control server as shown in figure 4.27.

User of process: PCdell
Source: https://loans.icicibank.com/ credit-card/ search-offers. htmi

https://loans.icicibank.com/credit-card/search-offers.html
Referer: https://loans.icicibank.com/credit-card.html

User input: abcl2345@gmail.com1211991123
POST data:

offersReceived=Talse
eligibilityKey=77be7c@8-f7d5-46bc-bBcY-44bcddf5de5d

Figure 4.27 Credit Card information stored IN C&C server

User of process:  PChdell
Source: https://paytm.com/

https://paytm.com/

Referer: https:[FEVad M« T Fly:
User input: 1234567987654321082080
POST data:

e

url key=recharge
_csrf=8QPrsv2TskQcjR2Fuk2F33gfBhY1T1F@TecSEPSXKR3D
recharge _number=9875543210

cperatorName=Airtel

circledame=Punjab

amount=2ae

Figure 4.28 Information stored from Paytm.com
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4.4 Network Analysis Tool
4.4.1 Wireshark

Wireshark is a free and open source packet sniffer. It captures the packets with pcap.
Wireshark uses different colors such as red, green, blue and black to identify the
specific types of traffic. It is divided into five different parts starting as capture menu
which has pull down menus with different basic options as save and choose the
capture interface etc. Second display filter specification bar is the main layer which
defines the captured packets interface, protocols used by packets such as TCP, HTTP
and UDP etc. Third layer is packet listing window which defines the information
about packet such as packet numbers, source address, destination address time,
protocol and flag used for communication. At fourth part, it defines the packet header
details by selecting any packet from list of captured packet. It shows the information
in details as source IP address, destination IP address destination MAC address etc. In

last layer it defines the packet contents in ASCII and hexadecimal from.

-_—
d Capturing from Wireless Network Connection [Wireshark 2.0.3 (v2.0.3-0-geed34f0 from master-2.0]] = || |= 23
= _—

Eile Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help

©o@ dma glacssoT2EFacan @88 % »
|| Filter: Expression... Clear Apply Save
:No. Time Source Destination Protacol Length Info -
3013 32.113516 ExtremeN_41:28:00 1IntelCor_73:52:df ARP 60 who has 172.31.227.213
| 3014 32.114034 fe80::81fe:5407:af9ff02::1:ffb7:66b3 ICMPVE 86 Neighbor Solicitation —

3015 32.132507 172.31.227.55 255.255.255.253 uDP 60 60599 - 1702 Len=3 -
4| T | 3

F Frame 1: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
# Ethernet II, Src: Motorola_80:41:f3 (a4:70:d6:80:41:F3), Dst: IntelCor_73:52:df (bc:77:37:7
= Internet Protocol version 6, src: feB80::a670:d6ff:fe80:41F3, Dst: ff02::2
0110 .... = version: 6
ve.. 0000 0000 coin tiih v eeee eean = Traffic class: 0x00 (DSCP: CS0, ECN: NOT-ECT)
............ 0000 0000 0000 0000 0000 = Flowlabel: Ox00000000
Payload length: 16
Next header: ICMPvE (58)
i Hop 1imit: 255
source: fe80::a670:deff:feB0:41F3
[source SA MAC: Motorola_80:41:f3 (a4:70:d6:80:41:F3)]
Destination: ff02::2
[source GeoIP: Unknown]
1 [Destination GeoIP: Unknown]
@ Internet Control Message Protocol v6

< T | b
0000 77 37 73 52 df a4 7O d6 B0 41 T3 86 dd [TUNEN

0010 10 3a 00 00 00 00 00 00 a6 70

0020 80 41 f3 ff 02

0030 e B5 00 01 65 00 00 00 00 01 01 ccco
0040 a4 70 do BO 41 T3 P A

0 H Internet Protecol Version 6 (ipvi), 40 bytes Packets: 3015 - Displayed: 2015 (100.0%%) Profile: Default

.

Figure 4.29 Wireshark Interface
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In this Zeus Botnet analysis Wireshark is used to capture the network traffic between

different bots and Command and control server.

128 50.261995  192.168.237.18  7A.135.13.91 Sl 265 (lient Hello

19 50,2632 74.125.130.91 192.168.237.18 TP 50 443 + 49330 [ACK] Segel Ack=212 Win=54240 Len=l

BRS1A98 19016803700 190.16B.037. IS 72 Standard query @xbcdc A wav.bing.con

13151498605 192.168.237. 192.168.237.12 NS 110 Standard query response Bxbede A www.bing. con CUAME 2. |
- 12514857 19LIRR.A3T131 2MA9.197.2M T(P 66 49396 + 80 [SYN] Seq=D Win=B192 Len=D MSS<1460 WS<4 S.

13331503388 294.74.197.280 192.168. 27,132 TP 50 80 + 49396 [SYN, ACK] Seq=D Ack=1 Hin=64240 Len=R HES.

145150347 1168037131 204.79.197.200 TP 5 49396 + 80 [ACK] Seq=1 Ack=] Win=54240 Len=1

13550563803 192.068.237.132  Ip4.79.197.200 HTTP 698 GET /search’q=localnosthsrc=IE-SearchBoxdFORN=TEBSAC ..

135 51504107 294.79.197.280 192.168.37.132 TP 60 80 + 49396 [ACK] Seq=1 Ack=6d5 Win=64240 Lencd

137 51640733 fell: fecd:f210:Bea £102::1:2 DHCPvE 149 Solicit XID: @xdca7dd CI0: 0AR1APA11edafGaddoBc2osbdc, ™

) Frane 135: 698 bytes on wire (5584 bits), 698 bytes captured (%584 bits) on interface @

) Ethernet T, Src: Vmware 4b:9c:bb (09:0c:29:4b:9c:bb), Dst: Vmware 9:80:5 (00:50:56:¢3:80:5¢)
 Internet Protocol Version 4, Src: 182,168.237.132, Dst: 204.79.197.260

) Transnission Control Protocol, Src Port: 49396 (49396), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 644

* hypertext Transfer Protocol
Figure 4.30 Connection with Local host

/4 3/.65b28Y  tesW::iZdh8:eeec:4bli. TTH2:i1:3 LLMINK Y8 standard query dxbTs2 ANY navdeep-HL
75 37.656294 192.168.237.123 224.8.8.252 LLMNR 78 Standard query @x6f52 ANY navdeep-PC
76 38.118976  Vmware_98:af:ab Broadcast ARp 42 Who has 192.168.237.1287 Tell 192.168.237.129
77 38119177 Vmware_53:4f:6e Vmvare_98:af:ab ARp 6@ 192.168.237.128 is at @@:0c:29:53:4f:6e

r 78 38.119192  192.168.237.129 192.168.237.128 TCP 66 49213 + 80 [SYN] Seq=8 Win=8192 Len=0 M35-1460 W5=4 SACK_PER..|
79 38.119451  Vmware_53:4f:6e Broadcast ARP 68 Whe has 192.168.237.1297 Tell 192.168.237.128 |
30 38.119465  Vmware_98:af:ab Vmvare_53:4f :6e ARp 42 192,168.237.129 is at @0:0c:29:90:af:ab E
81 38.119787  192.168.237.123 192.168.237.129 TCP 66 B8 + 49213 [SYN, ACK] Seq=@ Ack=1 Win=8132 Len=B M55-1468 W5.| |
82 38.119830  192.168.237.129 192.168.237.128 TCP 54 49213 + 80 [ACK] Seq=1 Ack=1 Win=65700 Len=0 ™
83 38.123526  192.168.237.129 192.168.237.128 HTTP 477 GET /bot.exe HTTP/1.1
84 38.172004  192.168.237.123 192.168.237.129 TCP 1514 [TCP segment of a reassembled POU] -

» Transmission Control Protocol, Src Port: 49213 (49213), Dst Port: 88 (88), Seq: 1, Ack: 1, Len: 423 B

# Hypertext Transfer Protocol
* GET /bot.exe HTTP/1.1\r\n
Accept: application/x-ms-application, image/jpeg, application/xaml+xml, image/gif, image/pjpeg, application/x-ms-xbap, */*\rin
Accept-Language: en-us\rin
User-Agent: Mozilla/4.@ (compatible; MSIE 5.8; Windows NT 6.1; WOWG4; Trident/4.@; SLCC2; .NET CLR 2.8.58727; .NET CLR 3.5.36729; .NET .

q | 11l +

[

B8 Bc 29 53 4F 6e @0 @c 20 90 af ab @3 82 45 8@ ..)S0n.. ).....E.
1 cf @5 34 40 00 30 06 @2 00 cdal ed Bl @ a8  ....0... ........
ed B0 c@ 3d @8 50 12 52 ad 37 76 cc bf bc 50 18 ...=.P.7 .7v...P.
49 29 5e 15 @@ 8@ 47 45 54 28 2f 62 6f 74 2e 65 [@)"...GE T /bot.e
78 65 20 43 54 54 50 2f 31 2e 31 @d @a 41 63 63 xe HTTP/ 1.1..Acc
6578 74 3a 20 61 70 7@ 6c 69 63 61 74 69 6 62 ept: app lication
2f 78 2d 6d 73 2d 61 7@ 7@ 6c 69 63 61 74 69 6f  /x-ms-ap plicatic
Ge 2c 2 69 6d 61 67 65 2f Ga 7@ 65 67 2c 20 61 n, image /jpeg, a

»

[

Figure 4.31 Installing Bot
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Data captured during execution of bot.exe shows that bot following three way hand

shake with command and server.

Configuration file as config.bin is sent by command and control server to bot machine
after downloaded the bot.exe to install configuration of bot. Config.bin has also
encryption key in it to encrypt/ decrypt the bot file.

38 28.514664  192.168.237.128 192.168.150.129 TP 60 49793 + 8@ [FIN, ACK] Seq=1 Ack=2 Win=6424@ Len=0
39 28.515739  192.168.156.129 192.168.237.128 TCP 60 80 + 49793 [ACK] Seqg=2 Ack=2 Win=64239 Len=@
- 48 28.517123 192.168.237.128 192.168.156.129 TCP 66 49798 + 88 [SYN] Seq=@ Win=8192 Len=@ M55=1460 WS=256 SACK_P..
41 28.519895  192.168.158.129 192.168.237.128 TP 6@ 80 + 49798 [SYN, ACK] Seq=8 Ack=1 Win=64248 Len=8 M55=1460
42 28.52813@  192.168.237.128 192.168.158.129 TP 60 49798 + 30 [ACK] Seg=1 Ack=1 Win=64248 Len=0
43 28.528468 192.168.237.128 192.168.158.129 HTTP 237 GET /config.bin HTTP/1.1
44 28.52113@  192.168.156.129 192.168.237.128 TCP 60 80 » 49798 [ACK] Seq=1 Ack=184 Win=64248 Len=0
45 31.888566 192.168.237.128 192.168.156.129 TCP 66 49799 + 3@ [SYN] Seq=0 Win=8192 Len=@ M5S5=1460 W5=256 SACK P..~
g 46 31.881786  192.168.158.129 192.168.237.128 TP 60 80 + 49799 [SYN, ACK] Seq=8 Ack=1 Win=64248 Len=8 M55=1468
' 47 31.881932 192.168.237.128 192.168.150.129 TP 60 49799 » 8@ [ACK] Seq=1 Ack=1 Win=6424@ Len=0
45 31.882289 192.168.237.128 192.168.156.129 HTTP 78@ POST /gate.php HTTP/1.1
49 31.882291 192.168.156.129 192.168.237.128 TCP 60 80 » 49793 [ACK] Seq=1 Ack=727 Win=64248 Len=0
50 36.071456  fe8@::dcl3:chl15:858a. ff@2::1:2 DHCPv6 149 Solicit XID: @xdSc465 CID: @@A100011c6a5d22hc77377352df
g 51 36.997760 Vmware_53:4f:6e Broadcast ARP 60 Who has 192.168.237.254? Tell 192.168.237.128
i 52 36.997762 Vmware_e4:f3iea Vmware_53:4f:6e ARP 6@ 192.168.237.254 is at @@:58:56:e4:T3iea !
53 36.997828 192.168.237.128 192.168.237.254 DHCP 346 DHCP Request - Transaction ID @xa@2fch49 E
54 37.169772 192.168.237.254 192.168.237.128 DHCP 342 DHCP ACK - Transaction ID @xa@2fch4d
! 55 37.179579  fe8@::2058:eecec:4623. f02::16 ICMPY6 9@ Multicast Listener Report Message v2

> Internet Protocol Version 4, Src: 192.168.237.128, Dst: 192.168.156.129
» Transmission Control Protocol, Src Port: 49798 (49798), Dst Port: 3@ (3@), Seq: 1, Ack: 1, Len: 183
4 Hypertext Transfer Protocol
* GET [eonfig.bin HTTP/1.1\r\n
Accept: */*\rin
Connection: Close\rin
User-Agent: Mozilla/5.@ (Windows NT 6.1; Trident/7.8; rv:11.8) like Gecko\rin

EA] 63 63 65 70 74 33 20 2a 2f 2a 0d GaE MO TNENACcept:  */t, €]
6e 65 63 74 69 6T G6e 3a 20 43 6c 6f 73 65 @d @a  nection: Close..
55 73 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69  User-Age nt: Mozi
6c 6c 61 2f 35 2e 3@ 2@ 28 57 69 6e 64 6f 77 73 1la/5.@ (Windows
28 de 54 20 36 2e 31 3b 20 54 72 69 64 65 6e 74 NT 6.1; Trident
213723036 207276 3a 3131 2e3029206c /7.8;rv:11.8)1
69 6b 65 20 47 65 63 6b &f @d @a 48 &f 73 74 3a  ike Geck o..Host:
28 31 39 32 2e 31 36 38 2e 31 35 30 2e 31 32 39 192.168 .150.129

Figure 4.32 Bot GET / config.bin request packet sent to Control Panel

After using Get/Config.bin, configuration file has been downloaded and decrypted by
the key which is written in bot itself. Downloaded bot.exe with any email attachment
or from any website can installs and updates itself with any permission given by
owner of machine. The main feature of this bot is hiding itself after downloaded and
starts its operation without showing any activity to owner. Second step is send the
collected information to command and control server. For this POST method is used

to send the information as a parameter to gate.php.
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€46 31.986720  132.168.237.128 152.168.150,129 €6 43006 < 59 [SYN] Seqed WiseB192 Lened HSSel46D WSe256 SACK P.|

647 82.983053  192.368.1508.129 152.168.237.128 e 60 38 « 43805 [SWN, ACK] Seqed Acksl Wine542i2 Lews@ M5S-1460

648 81.088186  192.168.297.128 192.168.150.129 b €0 3636 + B} [ACK] Segel Ackel WiseGASD Lenwd !
| 649 81.988388  152.168.237.128 152.168.158.129 ITP 780 POST Jgate.php HITP/1.1 |

650 31.988544  192.368.150.129 152.168.237.128 0 60 30 « 43895 [ALK] Seqel ACKe727 Wine6324d Lo 1

651 83.199611  192.368.237.129 192.168.2357.2 s 110 Refresh W8 <> 1

652 84.072867  fedd::dc13:ch15:358a. FH@2::1:2 DICVE 149 Solicit XID: @xdScess (ID: S08100011cEaSaraecyTiTIIsadf

653 84.652621  192.168.237.129 $92.168.237.2 s 110 Refresh N8 WORKSROLPCLe>

654 86.1655)2  192.168.237.129 152.168.237.2 s 110 Refresh 1 WORKGAOUP<le>

frame €43: 780 bytes on wire (€260 bits), 782 bytes cagtured (6248 bits) oo interfece @

Ethernet II, Sec: Veware S3:4f:6e (02:9¢:25:53:41:6¢), Dst: Vmare e9:82:57 (02:52:56:05:80:5f)

Internet Protocel Version &, Sec: 192.168.237.128, Ost: 192.163.150.1209 |
Trassaission Costrol Protocel, Sec Port: 43806 (45826), Dst Port: 88 (83), Seq: 1, Ack: 1, Lem: 726

Accept rin
WHEIRNTWK DB eBNWSN
WFBANRNRY el ed S
96 31 c2 82050 f7ES B0 e2 44 59 100d %2 18
W fafesd 20000 S0 af 35820 2f 67 61 T4 65  ..ec..PO ST [gate
W40 2e 7V SE 70 20 42 54 54 S8 2 31 Ze 31 6d B0 41 .php MTT P/ILIL.A
4 E3SIES M40 M o 0d S5 TIES T2 coept: t /. .User
021 ET 65 6o 74 30 20 44 6F Ta 69 €< 6< 61 X -Agent: Moilla/
BRVNVNAUSTHE KETTTHINNSD

$.9 (win dows NT
Tt

Figure 4.33 post/gate.php packet sent to control panel

Packet captured by Wireshark in fig 4.34 shows the POST/gate.php function is used
to send the information by bot machine to command and control server controlled by

botmaster.

92 Name query NB GMATIL<@@>

2413 228.329215 192.168.237.129 192.168.237.255 NBNS

2414 221.093512 192.165.237.129 192.168.237.255 NBNS 92 Name query NB GMATL<@@:

2415 221.858132 192.168.237.129 192.168.237.255 NBNS 92 Name query NB GMAIL<@8@>
— 2416 222.661543 192.168.237.129 204.,79,197,208 TCP 66 49237 + 8@ [SYN] Seq=@ Win=8192 Len=@ M35=1468 W5=4 SACK_PER.

2417 222.663049 284.79.197.208 192.168.237.129 TCP 60 80 + 49237 [SYN, ACK] Seq=8 Ack=1 Win=64248 Len=@ MS5=1460

2418 222.663102 192.168.237.129 284.79.197. 208 TCP 54 49237 » 8@ [ACK] Seg=1 Ack=1 Win=64248 Len=0

2419 222.664985 192.168.237.129 284.79.197. 208 HTTP 611 GET /search?q=gmail&src=IE-SearchBox&FORM=IEBSRC HTTP/1.1

2428 222.665525 2084.79.197.208 192.168.237.129 TCP 60 88 + 49237 [ACK] Seg=1 Ack=358 Win=6424@ Len=8

2421 223588234 2084.79.197.208 192.168.237.129 TCP 1357 [TCP segment of a reassembled PDU]

2422 223.588237 2084.79.197.208 192.168.237.129 TCP 1514 [TCP segment of a reassembled PDU]

2423 223.588284 192.168.237.129 284.79.197. 208 TCP 54 49237 + 8@ [ACK] 5eq=558 Ack=2764 Win=64248 Len=0

2424 223.591792 284.79.197.208 192.168.237.129 TCP 1514 [TCP segment of a reassembled PDU] "
I Internet Protocol Version 4, Src: 192.168.237.129, Dst: 204.79.197.200 .

I Transmission Control Protocol, Src Port: 49237 (49237), Dst Port: 8@ (B@), Seq: 1, Ack: 1, Len: 557
4

Accept: application/x-ms-application, image/jpeg, application/xamltxml, image/gif, image/pjpeg, application/x-ms-xbap, */*\r\n

Figure 4.34 Bot/infected machine send data to C&C server
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Accept-Language: en-US\rin J
< m | 3
0800 8@ 5@ 56 €9 8@ 5T @@ @c 29 9@ af ab @5 0@ 45 @@  .PV.._.. )
0010 B2 55 @7 56 42 0@ 50 @6 0 @@ @ ad ed 81 cc 4F  LUVE... ...
0020 ¢5 c8 c@ 55 @@ 5@ 87 65 6d 7a 35 cc 22 ff 5@ 18 +UGPoe mz3 LR
0030 fa fo 42 8a @@ @@ 47 45 54 20 2f 73 65 61 72 83 ..B...GE T /searc
0046 68 3f 71 3d 67 6d 61 69 6c 26 73 72 63 3d 49 45  hPg=gmai ldsrc=IE
0050 2d 53 65 61 72 63 68 42 6f 78 26 46 4f 52 4d 3d  -SearchB ox&FORM=
000 49 45 38 53 52 43 20 48 54 54 58 2f 31 2e 31 @d  IEBSRC H TTP/L.1.



M ot vaSicpacng = E i
Fle ES View Go Cutwe Asshte Sutistcs Idephony Wrdess Tock  Help

Ance L= Re=aTiflfaaan
i ) - ) L - toemen +
e Tee Source Destraton Poncdl  Lengh b
1167 153.92967 192.168.237.12 216.55.090.99 1 54 45343 - 443 [ACK] Segel Ackel Wine64240 Lenwd
1168 153. 042084 192.168.237.1%2 216.58. 20093 TS 178 Cliest Mello
1165 153.842395 3 192.168,237.132 i 68 443 » 43343 [ACK] Seqel ACks125 WineSa240 Lensd -
1179 153.151429 192.168.237.1312 WTT? 342 MTTR/1.1 200 OX  (text/htal)
3171 153.345688 192.168.237. 28 e 54 23341 - 20 [ACK] SeqelfeS Acke283 WinedS5212 Lensd
1172 153.568128 192,168.237.12 TSl 1514 Server melle 3
1173 153.56197% 216.58.20.93 192.168.237.182 e 1418 [TCP zegment of 2 reassesbled POV]
1174 153,562959 192.168.237.132 216.55.200.99 il 54 49343 « 443 [ACK] SegqellS ACkeJR25 WineG4243 Lened
1175 253.563337  216.58.200.9% 192.158.237.1%2 TS 1198 Certificete
1106 153.557856 192.168.237.12 206.58.090.95 TSl 185 Cliest Key Exchange, Change Cipher Spec, Encrypted Ma.
1177 153.5%8248 216.58.200.9% 192.168.237.12 T 60 443 « 83343 [ACK] SeqeIBEd ACK=239 MimeGi26d Lesed
1178 153,708151  216.58.209.99 152.168.237.12 TS 113 Change Cipher Spec, Encrypted Masdshake Fessage
1179 153.7633%¢ 192.168.237.1%2 216.55.200.99 TESv1 539 Application Deta
1153 153.763043 216.58.200.95 192.168.237.1%2 e 62 443 + 43341 [ACK] Seqeiflf AcksT44 Winefd25d Leasd
1181 153.914656 216.58.200.95 192.168.237.12 TSl 1451 Agplication Data
1182 153.91%681 216.58.200.93 192.168.237.132 TiSvi 1514 Agplication Data
1183 153.515601 192.168.237.12 206.585.000.95 w 54 33343 » 28 [ALK] Seqeles Acke£3835 WineS4282 Lensd
1184 153.917135 256.58.200.9% 192.168.237.132 TS+l 1338 Agplication Duta
Frame 1178: 11} bytes on wire (994 Bits), 113 bytes captured (504 bits) ca isterface @
Ethernet II, Src: Vmare_e9:59:5F (00:58:55:¢9:59:57), Dst: Vmare &0:9c:b0 (80:0¢:29:40:9¢:b0)
Internet Protocol Version 4, Sec: 206.58.200.995, Dst: 192.368.2%0.1%2
Trassaissicn Control Proteceol, Src Port: 443 (443), Dst Port: 49343 (49343), Seq: 3965, Ack: 259, Len: 59
Secure Sockets Layer
.

Figure 4.35 encrypted message send from C&C server to victim machine

4.4.2 Process Monitor

Process Monitor is a tool which is used to monitors the real-time window operating
system as its file system activity. It is a combination of two another tools named as
filemon and regmon also have some additional features as application debugging,
computer forensics and system adminstration. Procomon records all actions done
against window registry and shows the working of all files and dlls with applications.
It has also fiter option to filter the required information such as specific process, key

and process id etc.

Procomon should be executed as administrator privileges to fetch the all results. It
shows the operations in details such as file system, process networking and registry.
To anaysis the Zeus botnet behavior in detail, procomon is used to monitor the botnet
activities during bot execution on victim machine. For this, it capture the bot
configuration builder file, Bot executable file and bot execution process on victim

machine.
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2} Process Monitor - Sysinternz EE.L|

/| File Edit Event Filter Toals Optiens  Help
FH ABE | vAG| F
Time ... Process Name PID  Operation Path Result Detail i
8:56:0... | VMwareTray.exe 2064 B\Queryl\.leiwork... C:\ProgramData"\VMwareWMware Tools SUCCESS Cregtion Time: 3/28...
8:56:0... g VMwareTrayexe 2064 B\Closeﬁle C:\ProgramData"VMwareWMware Tools SUCCESS
856:0... VMwareTray.exe 2064 EhCreatefile C:\ProgramData"VMwareWMware Tools SUCCESS Desired Access: R...
856:0... VMwareTray.exe 2064 BQueryDiredory CM\ProgramData*VMware'VMware Tool... NO SUCH FILE Fiter: tools conf
8560 gVMwareTray exe 2064 B[ﬁloseﬁle C\ProgramData VY Mware'VMware Tools SUCCESS
856:0... §'taskhost exe 438 ﬂF{egD'eateKey HKC U Software\Microsoft \Windows'C... SUCCESS Desired Access: 5.
856:0... 'taskhost exe 438 ﬂF{egSeWalue HKC U Software\Microsoft \Windows'C... SUCCESS Type: REG_SZ, Le..
856:0... 'taskhost sxe 488 ﬂF{egCloseKey HEC UM Software\Microsoft \Windows'C.... SUCCESS
856:0... 1 'taskhost sxe 488 ﬂF{egD'eateKey HEC UM Software\Microsoft \Windows'C.... SUCCESS Desired Access: 5.
856:0... 1 'taskhost exe 438 @RegSetvalue  HKCUNSoftware'\Microsoft\Windows'C... SUCCESS Type: REG_SZ, Le...
856:0... T'taskhost exe 438 @ Regllosekey  HKCU\Software'\Microsoft\Windows'C... SUCCESS
8:56:0... \hﬁpd.exe 3456 ,&TCF’ Accept navdeep-PC localdomain hitp -» navdee... SUCCESS Length: 0, mss: 14...
: 3456 ﬁ,TCF’ Receive localdomain hitp - navdee ... SUCCESS Length: 259, seqn ..

-56:0. 3784 ;. iCreateFile SUCCESS Desired Access: R...
856 =hQueryDirectory  C-\wampwww'corfig bin NO SUCH FILE Fitter: corfig bin
8:56:0... | 3784 B\CloseFlIe Chwvampwww SUCCESS
8:56:0... \hﬁpd.exe 3784 B\Createﬁle Cvwvamp'www'corfig bin NAME NOT FOUND Desired Access: R...
8:56:0... \hﬁpd.exe 3784 EhCreatefile Cvwvamp'www'corfig bin NAME NOT FOUND Desired Access: R...
8:56:0... “httpd exe 3784 B CreateFile ch SUCCESS Desired Access: R...
8:56:0... \hﬂpd.fme 3784 BOueryDiredory Cwamp SUCCESS Fiter: wamp, 1:wa... D
8:56:0... “httpd exe 3784 B CloseFile ch SUCCESS
8:56:0... “httpd exe 3784 B Createfile C\wamp SUCCESS Desired Access: R...
8:56:0... Wyhttpd exe 3794 BhQuenyDirectory  C:wamp'www SUCCESS Fiter: www, 1: warw
8:56:0.. Whtipd exe 3784 B CloseFile Ciwamp SUCCESS
8:56:0... \hﬁpd.exe 3784 EhCreatefile Chwampwww' htaccess NAME NOT FOUND Desired Access: G...
2:56:0... j\hﬁpd.exe 3784 gaeateme C\wamp www SUCCESS Desired Access: .. -

I-Sh owing 377,485 of 694,123 events (54%)

Backed by virtual memary

Figure 4.36 Process Monitor Interface

Procmon capture the process of download and install bot configuration builder file on

victim machine as shown in figure 4.36.
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=7 Process Monitor -

zsh exe
zsh exe
zsb exe
zsb exe
2sh exe
. zsb exe
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zsb exe
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zsh exe
zsh exe
zsh exe
zsb exe
2sh exe
2sh exe

o e o e

o e o G o o e o 6

-
g
3

c... 8 zsb exe
.. ¥ zsbexe

Load Image
544 CreateFile

C\Windows'System 32°ntdll dll
C:Windows"Prefetch " Z5B. EXE-4D274. .
HELM"System* CurmentControl Set Contr...
HELM"System* CurmentControl Set Contr...
HELM" System* CumentControl SetContr..
HELM"System* CurmentControl Set Contr...
Cwampawwwbuilder
CAWindows'System 32\kemel 32 dIl
CAWindows'System 32\ KemelBase dil
HKLM"System*“CumertContral Set“Caontr...
HKLM\System"“CumertContral Set“Caontr...
HKLM"System* CurrentControl Set " Contr...
HKLM"System* CurrentControl Set " Contr...
HKLM\Software™Palicies " Microsoft \Win...
HKLMWSOFTWARE"Policies Microsoft™.
HKLMWSOFTWARE"Policies Microsoft™.
HHKC I Software Policies Microsoft \Win....
CAWindows'System 32 advapi 32 dll
CAWindows'System 32'msvert dil
CAWindows'System 32'sechost dll

- LWindows \System 32\sechost dll

CAWindows'System 32'sechost dll
CWindows " System 32'sechost dll

File Edit Ewvent Filter Toels Options Help
|l eE | BE | YA | B | 485 |
Process Name PID Operation Path Result Detail ol
.. M zsb exe 944 ¥ Process Start SUCCESS Parent PID: 1204, ... 4
... M zsb exe 944 S¥ Thread Create SUCCESS Thread 1D: 2252
944 ¥ Load Image Cwampwww builderzsb exe SUCCESS Image Base: (edD0...

NAME NOT FOUMD Desired Access: G...
REFPARSE Desired Access: R...
SUCCESS Desired Access: R...
NAME MOT FOUMD Length: 1,024
SUCCESS

SUCCESS Desired Access: E..
SUCCESS Image Base: (75 ...
SUCCESS Image Base: 75b...
REPARSE Desired Access: Q...

NAME NOT FOUMND Desired Access: Q...
REFPARSE Desired Access: R...
NAME NOT FOUND Desired Access: R.
SUCCESS Desired Access: Q.
NAME MNOT FOUMND Length: 80
SUCCESS

NAME NOT FOUMD Desired Access: Q...
SUCCESS

SUCCESS Image Base: 763,
SUCCESS Desired Access: R...
SUCCESS Creation Time: 5/23...
SUCCESS

SUCCESS Desired Access: R...

Image Base: 778

Image Base: 760

Showing 29,496 of 11,776,089 events (0.25%)

Backed by virtual memory

Figure 4.37 Process of the Zeus Configuration Builder
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Zsh.exe configuration builder file build the bot binary which is encrypted using
encryption key defined in config.exe in RC4 encryption. To find this encryption key it
needs to disassemble the zsb.exe. Same encryption key used for build the binary file is
required for establish the communication between bot and control panel. Zsb. Exe
utilizes many .dlls files from system32 in windows. Some most important .dlls files

like rsaenh.dll are also used by configuration builder.

rsaenh.dll is Microsoft enhances cryptographic service provide with 128 encryption.
Procmon shows that Zeus configuration builder is using these .dlls files many times
for encryption and decryption process during building the bot binary file.

ZH XRBE | CAG | B AN

Time ... Process Name FID Operation Path Resutt Detail e
11:39... Ebot (Zexe 4080 B;OuewNamelnfo...C:\Wndows\smaﬂﬂ\advapiﬂ.dll SUCCESS Name: \Windows'...
1139, Tihot Q)exe 4080 B4 Queryhla ' g\ Syste : (i ame: \Windaws'...
11:35... #'h i Process Manitor Filter e | Meme: \Windows'...
1135 Eb - e—— e s . § Eme: \Windows',..
" 3 I 1 5 .
Hi FE Display entries matching these conditions: z: :m:::::t
1135 Eb [Process MName Y”is '] H then |Indude | | flame: \Windows"...
11:35.. &b rundl3Z.exe i Eme: \Windows'...
11:35:.. By Runli32.exe - Eme: \Windows'...
11:3%... T'h Reset schtasks.exe :] emove Eme: \Windows'...
1.3, ®'h SearchFiterHost.exe Eme: \Windows'...
11:3%.. ©'bdl| | Column Relation geaﬁ;ﬂd?erﬁxet || Neme: Windows)...
11:39... Thil ) Farcrroicoost.exe £]| | flame: \Windows\...
= QPmcess N. is SEIVICes.EXe
11:39.... ®'bf } e Eme: \Windows'..
P QF'rocess N.. i ' E
11:39... LR } spoolsy.exe ame: \Windows'...
11:35:... B'b{ QP“’CE“ N.. s SPPSVC.EXE it Status: 1, User...
1139 ®'pl @chess M. i sqlservr exe
1139, Tlhy VI € Process ... is sql;u_lrltir.exe
11:35:... E I| | 7168 Onemtion_ henins with ;‘;St:;.e}(e i
11:35... % 'ofl taskeng exe .
135 B'bg taskhost.exe :] Apply
11:35... I TPAutoConnect exe T
11:35... TPAutoConnSve.exe F
1139, Whot@ee 4080 @Regllosekey - Trustedinstaler.exe . SUCCESS 1
1139.. TbotQee 4080 BReClosekey km:r'zi;’fm v SUCCESS K
11:39.... B-'hot (2)exe 4080 ﬁHegE]oseKey . ) v.. SUCCESS -
Showing 798 of 11,776,089 events (0.0067%) Bach WEMPMANAgEr £XE i
Wermgr.exe
W wininit,exe
\ winlogan. exe
: W wmipryse.exe
wmpnetwk exe

WS?I’I’ICOI"IS. EXE Bl

Figure 4.38 filter option apply on Process Monitor
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Procmon has filter option to filter the specific data about any process by choosing
from dropdown options available such as process, Process id, Authentication id, Time
and Date and parent PID etc. So, it is easy to capture the details about bot process in
process monitor by filter the bot.exe and zsb.exe to capture the process of Zeus

configuration builder.

-
2= Process Monitor - Sysinternals: wwew.sysinternals.com
File Edit Ewvent Filter Tools Options Help
| = & @ B = = A aFn =1 g 5
Time Process Mame P DOperation Path
1:22:2 3720 EhCloseFile CouWVindows App Patchsysmain .sdb
1227 2780 B CreateFile Mapp ... CWindows* System 32 wutdil_dil
1:22:2 3780 Bk CreateFileMapp ... CWindows \System 324t dil.dil
1:22:2 2780 Bk CreateFileMapp ... CWWindows  System 32 awwoww 64 dil
1:22:2 37280 Bk CreateFile Mapp ... CoWWindows . System 32 wow 54 _dll
1:22:2 3780 EhCreateFile Mapp ... CWWindows . System 22 wow Sdwin dll
1227 2780 B CreateFile Mapp ... CoWindows s System 32 wwow Gdwin _dll
1:22:2 3780 [k CreateFileMapp ... CWindows \System 32 wwow G4cpu dil
1:22:2 2780 B CreateFileMapp ... CWWindows  System 32 wwow G4cpu dil
1:22:2 3780 Bk CreateFileMapp... Crwindows . System 32 cem=l 32 .dil
1:22:2 3780 EhCreateFile Mapp ... C o WWindows . System 232 cemel 32 .dil
1222 2780 B CreateFile Mapp ... COWindows s SysWOWES Jcemel 32 dil
1:22:2 3780 B CreateFile Mapp ... C:oWindows  Sys WO WG Jceme=l 32 dil
1:22:2 23780 B CreateFileMapp ... T Windows \ System 32 wser3 2 dil
1:22:2 3780 Bk CreateFile Mapp ... CoWindows . System 32 user32.dll
1:22:2 3ITFa0 EACreate File Mapp ... C: W indows Sy WO W EA it dil .dil
1222 2780 B CreateFile Mapp .. CWindows  SysWOW S nidil _dll
1:22:2 3780 B CreateFile Mapp ... CoWindows  SysWOWEL  KemelBase dll
1:22:2 3780 3&83":8 File Mapp ... CWWindows W SysWWOo WV Ed  KemelBase dil
1:22:2 37a0 5&931:3 File Mapp ... S lses dellDownloads bot .exxe
1:22:2 3ITFa0 EACreate File Mapp ... C:uUsers dell . Downloads bot .exce
1227 3780 [k CreateFile Mapp ... CWiIndows  SysWIO WS4 wiser32 dil
Showing 2 073 of 2 576,521 events (0.080%5) Backed by wirtual mermory:

Figure 4.39 .dll files utilized by bot execution process

#—F Event Properties

Ewent Process

Stack

Image

[T

Marne: bot.exe
Version:

Path:

Cormmand Line:

CiWdsersidell\Downloads\bot. exe

"C:UserstdellVDownloadstbot.exe™

PID: 37s0 architecture: 32-bit
Parent PID: 1335 wWirtualized: False
Session ID: 1 Integrity: Medium
User: navdeepidell
Auth ID: Q0000000 00014317
Started: FIFF2016 1:22:27 PM Ended: FIF 2016 1:22:28 PM
Modules:
Module Address Size Path
“ | [T} | *
[ Mesxt Highlighted [ copyan |[  clese |

Figure 4.40 details of Bot.exe
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4.4.3 OLLYdebugger

Ollydbg is a x86 debugger and reverse engineering tool used for binary code analysis.
This tool is used to crack the software which is developed by other developer.
Because of its user friendly interface and free of cost availability, Ollydbg has most

famous tool for malware analysis.
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Figure 4.41 Olly Debugger Interface
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[ C&C Server
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Figure 4.42 time stamp during bot execution

Olly debugger can be used to search and time stamp of bot execution as shown in
figure 4.42

4.5 Signature Based botnet Detection

Signature based techniques works with the help of using the signature of existing
Botnet. This technique is work with creating a database where signature of all existing
malware is stored. Then by using pattern matching method it compare the signature of
network traffic with the existing bot signatures stored in database. Due to existence of
Signatures in a Database this techniques can immediately find the existing Botnet if

signature match with database.
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We have applied signature based techniques to detect the Zeus botnet in this thesis.
There are many antivirus scanners available that look for signature as typically a
sequence of bytes with malware code that is scanned by program to involve in doing
any malware activity. Antivirus listed as threat and detects this kind of malware file
during scanning. Zeus signature is also available and can scan by some good antivirus

with its signature.

—

> total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

™ File @ URL Q) Search

bot.exe Choose File

Maximum file size: 128MB

By clicking "Scan itl’, you consent to our Terms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details.

Figure 4.43 Scanning Bot.exe on Virus Total

Bot.exe which is generated using builder configuration setting and used by Zeus bot
master to infect other computer is scanned to check its signature can detect by any
antivirus or not as shown in Figure 4.43 As if the signature of bot.exe is not encrypted
antivirus can easily detect it but there are also some new kinds of botnets designed by
botmaster where signatures are encrypted. Botmaster send malware file with using

new signature every time to avoid detection.
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F-Secure Trojan-Spy-W32/Zhot AVTH 20160708

Fortinet W32/Zbot YWitr 20160708
GData Gen:Variant Kazy 165 20160708
Ikarus Trojan-Spy.Banker Citadel 20160708
K7AntiVirus Spyware ( 002891031) 20160708
KTGW Spyware ( 002691031 ) 20160708
Kaspersky HEUR: Trojan. Win32. Generic 20160708
Malwarebytes Trojan.Zbot 20160708
McAfee PWS-Zhot gen.ds 20160708
eScan Gen:Variant Kazy. 165 20160708
Microsoft PWS:Win32/Zbot!ZA 20160708
Qihoo-360 HEUR/QVIM20.1.0000. Malware. Gen 20160708
Sophos TrojPWS-BSF 20160708

Figure 4.44 Results shown by different Antivirus

Figure 4.44 shows the result of bot.exe scanning with different antiviruses. It shows
that many antiviruses catch it as type of malware or Trojan. Thus it means that Zeus
signature is available in many antiviruses database. If we scan the files download
from internet it can catch the malware file send from any botnet. Signature based

technique is easiest way of prevent our system from botnet infection.

ClamAV Wlin.Spyware Zbat-1275 20160708
Comado TrojWare. Win32 Agent ~wkf 20160708
Cyren 32/Zbat BR genlEldorado 20160708

Figure 4.45 bot.exe file name in different antivirus
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Zeus botnet is also called as Zbot. Some antiviruses like ClamAYV and McAfee

indicated this file as Zbot spyware.

= Overlays

MD5 114fa9ad45f0edabc 8d48825e0a6386f
File type

Offset 140800

Size 512

Entropy 757

Figure 4.46 Hashes generated by MD5

MD5 generated hash for bot.exe antivirus match this hash with database where
haaashes of existing botnet are avalible . As Zeus is most famous and 80% of infected
traffic is generated with it.We find that Signature of Zeus botnet is available in data

base of antivirus and detect it as malware.

Jgtuunsn SCANRESULTS

THREAT DETECTED!

Threats
Select the required action for each result and clck "Apply”

Fle name Severty Action Result

clusersinavdzepldeskioplbotexe High Threat:Win32Zbot-OAMTr] ™ Firautomatically v

Figure 4.47 Avast Scan Report

Bot.exe scanned by avast anitvirus as shown in figure 4.47 found the bot.exe as threat

and show its detail.
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Signature based technique has limitation as it can only find the botnets which are
known and already traced. But new Zeus botnets are coming with using different

signatures which are difficult to trace using signature based technique.
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Chapter 5

Conclusion and Future Scope

This chapter shows the final conclusions of botnet analysis and direction for future
research on botnet. The analysis of botnet with malware and network sniffing tools
proves the existence of botnet. With the sniffing tool like Wireshark communication
between command and control server and different bots can be captured. Our analysis
provides the details of botnet, infected machines behavior and how infected machines

are controlled by botmaster.

So before starting the botnet analysis it is necessary to know the botnet in brief.
Chapter 2 Literature review has covered the all parts of botnet in details such as

botnet history, life cycle, botnet attacks and existing botnet detection techniques.

To analyze the Zeus botnet it is important to know the Zeus toolkit briefly. First
section of chapter 4 named as design and implementation described the components
of Zeus botnet toolkit. Zeus toolkit is free available on internet but code of zeus botnet
is hardest to understand because of its length as there are around 1500 lines of code in
zeus toolkit. An isolated virtual environment using VMware has created for analysis
the Zeus bots. Section 4.1 described the setup of virtual environment created for Zeus
toolkit installation in VMware. Zeus botnet is required the connectivity with PHP and
MySql in backend. Thus wamp server has been installed on the window machine used

for creating C&C server.

Zeus botnet toolkit has different components and complex installation process as
described in Section 4.2. After the creation of command control server on one
window machine there is need to infect other machines using it to check the working
and complete installation of command and control server. Victim machines are
infected with bot.exe generated by configuration files sent from command and control
server. These machines are isolated from real host machines and internet. In Section
4.2, bot machines set up has been defined, in these bot/ infected machines sniffing
tools like Wireshark, process monitor and Olly debugger are installed to capture the

behavior of infected machines and communication between bots and C&C server.
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Section 4.3 described the working of Zeus botnet and checks the synchronization
between botnet. It shows how bots sent information collected from infected social and
banking websites. Complete botnet analysis and evidence of existence of botnet can
be done with checking its network based communication captured with using network
sniffing tool. Wireshark captured the Get/config.bin and Post/gate.php packets during

communication between C&C server and bots as describes in Section 4.4.

Procmon captured the process of download and installation of bot configuration file
on victim machine sent from C&C server. It monitored the bots/infected machines
and shows the Domain name, IP address and .dlls files used from infected machines.
Existence of bot and timestamp when it is executed can also check with the help of

Olly Debugger.

The analysis of botnet with reverse engineering and network sniffing tools proves the
existence of botnet. As we can capture the communication between C&C server and

various bots, it helps to trace the location of C&C server.

Botnet detection using signature based techniques shows that as Zeus Signature is
available and can detect by using some good antivirus. There is a need to give more
concern on web security while using Internet for financial purposes as internet
banking. And also needs to keep virus software up-to-date so it can also detect latest

virus signatures.
Future work

Future work needs to focus into design an efficient system or technique to detect Zeus
Botnet because many dangerous attacks on cyber security in previous years has been
done using Zeus botnet and it is becoming the largest botnet attack over the days until
now. Main difficulty with Zeus botnet detection is its encryption/decryption method
use for communication. So there is a big need to find the method or technique to
detect this encrypted traffic. There is also a big need to monitor the complete working
of different botnets and build a complete list of all the bots with its signatures which

will be helpful to develop new botnet detection models and techniques.
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