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ABSTRACT

Malware is a computer program or a piece of software that is designed to penetrate
and detriment computers without owners permission. There are different malware
types such as viruses, rootkits, keyloggers, worms, trojans, spywares, ransomware,
backdoors, bots, logic bomb, etc. Volume, Variant and speed of propagation of mal-
ware is increasing every year. Antivirus companies are receiving thousands of malware
on the daily basis, so detection of malware is complex and time consuming task.

Malware detection means detection of malware using different malware detection
tools such as antivirus, Intrusion detection system, etc. Malware detection system
means checking whether the software has malicious intent or not. There are many
malware detection techniques like signature based, behavior based and machine learn-
ing based detection techniques, etc. The signatures based detection system fails for
new unknown malware. In case of behavior based detection, if the antivirus pro-
gram identify attempt to change or alter a file or communication over Internet then
it will generate alarm signal, but still there is a chance of false positive rate. Also
the obfuscation and polymorphism techniques are hinderers to the malware detection
process.

In this research we introduce a method to detect malware using the concept of
opcode frequency in the portable executable file format. This research applied ma-
chine learning algorithm to find True Positive Rate, Recall, Accuracy, False Positives,
Specificity, False Negatives, True Negative Rate, True Positives, Sensitivity and True

Negatives for malware and got 96.67 per cent success rate.
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Chapter 1

Introduction

This chapter provides overview of malware types and malware detection methods. It
briefly describes research motivation for malware detection and structure for the rest

of the thesis.

1.1 Malware

Malware terminology came from merging two words malicious and software. It a
is computer software which is designed to harm or disrupt the operation of a com-
puter system. There are different types of malware exist which ranges from stealing

information to vandalism of a system.

1.2 Malware Types

Malwares are categorized into different types based on the functionality performed by
malware. The characteristics related to malware includes: self replication; parasite
behavior and population growth. The self replication of malware is increases by gen-
erating replica of self. The overall increase in malware instance due to self replication
property of a malware is called as population growth. If malware does not replicate it
self then it has zero population growth, i.e. malware is having a zero population rate.

Parasitic malware are dependent malware, they are dependent on other executable



file to exist.

1.2.1 Logic Bomb

It is a malware code which contains two parts one is payload and other trigger. Trigger
means condition on which payload will get executed and payload is nothing but an
action that needs to perform. It is not a self replicating and having zero population

growth, also it is possibly falls into parasitic [27].

1.2.2 Trojan Horse

Trojan horse is one type of malware that is frequently spread as legitimate software
but its actual purpose is to steal information from user and send it to remote machine.
The term Trojan horse came from ancient story of wooden horse that is used by
Greek to enter into Troy city to win the war. It is not a self replicating and have zero

population growth. It is a dependent malware [27].

1.2.3 Back Door

Back door is technique which bypasses the normal authentication in a computer
system. Generally programmer create back doors in software for legitimate reason
to perform fast maintenance work. These are not a self replicating and have zero

population growth [27].

1.2.4 Virus

It is a one kind of malware, when run it will try to infect other executable code.
After successful modification, the executable file is called as infected file. It is a self
replicating and having positive population growth. Virus requires some action to get

executed, that means it is parasitic [27].



1.2.5 Worm

Worms are standalone malware. They are not dependent on other executable file to
get executed. They can get distribute from machine to machine through network..
The worm terminology had firstly used in 1975 by John Brunner in the novel of science
fiction “the shockwave rider”. It follows a self replicating property and have positive
population growth [27]. To understand the problem created by computer worm you

need to understand classification of it [29]

1.2.6 Rabbit

Rabbit is a one type of malware that multiplies rapidly. There are two kinds of rabbit
malware one which try to exhaust system resource such as disk space, for e.g. fork
bomb. The second type of Rabbit malware is standalone software which replicates
across network, from one computer to another computer but deletes its actual replica
after duplication. It is a self replicating and have zero population growth. It does

not depend on other executable code to get executed [27].

1.2.7 Spyware

It is software which gathers information from personal computer and send it to the
remote system. This software gathers information passively. It is not a self replicating
and having zero population growth. It does not depend on other executable code to

get executed [27].

1.2.8 Adware

Adwares collect information about the user behavior and their habits. Generally
adwares are marketing focused, they redirect users browser to some other website in
the hope of sale. It is not a self replicating and have zero population growth. It does

not depend on other executable code to get executed [27].



1.2.9 Hybrids, Droppers and Blended Threats

Hybrid is a one kind of malware which has characteristics of different malware. Drop-
per is a malware which drops other malware. For example worm propagates itself by
dropping Trojan horse onto the compromised machine. Technical vulnerabilities are

exploited by blended threats [27].

1.2.10 Zombies

Zombie are computer system which are in compromised state, these can be used by
attacker for their purpose like for sending spam mail. Mostly zombies are used in

Distributed Denial of Service Attack(DDOS) [27].

1.3 Malware Detection Techniques

Malware detection is a technique that attempts to find whether a program has ma-
licious intent or not [5]. There are different malware detection techniques such as
signature based malware detection, specification based detection, anomaly based de-

tection and machine leaning based detection.

1.3.1 Signature Based Malware Detection

In signature based malware detection, antivirus program looks for signature which
is nothing but sequence of bytes in a particular file to declare the file as malicious
[7]. It is difficult to detect polymorphic, metamorphic and unknown malware using
signature based malware detection system. In Basic malware, Program entry point
has changed to malicious payload. So detection is relatively easy as compare to other
type of malware detection. Figure 1.1 shows Basic malware structure. Figure 1.1
shows that original code is separate from malicious code also entry block describes
entry point. Malware authors modify the original entry point to entry point where

malicious code has started.



ENTRY ORIGINAL MALCIOUS
CODE CODE

Figure 1.1: Simple Malware Structure

Polymorphic malware is an encrypted malware which changes the decryptor loop
on each infection without changing actual code for malware. It has infinite number
of decryptor loop variation. Polymorphic virus contains encrypted virus code along
with decryptor module. The polymorphic engine creates new variant each time it
is executed [7]. So it is difficult for antivirus companies to create signature because
on every infection, decryptor loop changes. Figure 1.2 shows polymorphic malware

structure.

ENTRY ORIGINAL DECRYPTOR MALICIOUS
CODE CODE CODE

Figure 1.2: Polymorphic Malware Structure

Metamorphic virus is polymorphic in virus body and on each infection it changes
virus body. It is not an encrypted virus hence no decryptor loop. Metamorphic virus
can recode itself using different obfuscation techniques, so that the children never look
similar to parent. These kinds of malware evade malware detection system because
each new instance has different signatures. So it is difficult to create signature for such
kind of malware. Figure 1.3 shows metamorphic malware having different signature
for different variants.

Figure 1.3 shows that how the actual Virus A changes to FORM A and from
FORM A to FORM B, and so on. After every infection virus changes its code, hence

each form of virus will have different signature such as S1, S,.,.,Sn.
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Figure 1.3: Metamorphic Malware Process

1.3.2 Anomaly Based Malware Detection

Anomaly based system detects any misuse of computer that falls out of the regular
activity of a computer [8]. It monitors the computer program or software activity and
classifies it as either normal or anomalous. Anomaly Based Malware Detection works
in two phases is Training and Monitoring (Detection) Phase. During training phase,
the malware detector is learning host machines normal behavior. Major advantage
of anomaly based detection is that it is capable to detect Zero-Day attack. The loop
hole in the software is exploited by the hacker and it is unknown to a vendor is called
as Zero-Day attack. There is no signature available in the market for such exploits
hence it is called as Zero-Day Exploit. The limitation of this method is high false
positive rate.

The Figure 1.4 shows that why anomaly detection alone is not sufficient to detect
malware. In Figure 1.4, A represents set of all behavior of host machine, V repre-
sents set of all valid behavior, V’ represents set of all invalid behavior and Vapprox
represents set of approximation of valid behavior. As often the implementation cov-
ers relative requirement and anomaly based detection proximate the implementation.
Vapprox is an approximation of valid behavior of host machine that means some valid

behavior might be flagged as malicious by anomaly based detection system [28].

1.3.3 Specification Based Malware Detection

It is one type of an anomaly based detection, which mostly focused to reduce the

high false positive rate of anomaly based detection. It follows Figure 1.4, because
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Figure 1.4: Behavior Characteristics for Anomaly Based Detection

it is also one type of anomaly based detection. Instead of trying to proximate the
implementation of system or application, specification based detection system trying

to proximate the requirements of system or application [28].

1.3.4 Machine learning Based Malware Detection

The detection of unknown malware is a big challenge for malware detection because
daily new malware have been coming to antivirus vendor. Data mining approach
generally depends upon the machine learning algorithm that uses the data of ma-
licious as well as goodware files to classify the PE file into goodware or malware.
Machine learning algorithms are classified into three categories such as supervised,
unsupervised and semi-supervised learning.

In supervised machine-learning technique requires training data, should be prop-
erly labeled in order to build a model. Algorithms which are under this category are
decision tree, SVM, random forest, boosting, etc [26]. Unsupervised machine-learning
technique does not require labeled data, in this first clusters of similar data are cre-
ated using clustering algorithms. Clustering algorithm such as K-means, hierarchical
clustering, etc. are belongs to this category. The semi-supervised machine learning
is a mixture of labeled and unlabeled data to build a model. The following machine

learning algorithms are applied in this research.



1.3.4.1 Decision Tree

Decision tree is a type of machine learning classifier which can be graphically repre-
sented as in figure 1.5. Decision tree starts with root node that split into multiple
branches. In this each non leaf node represents testing condition that determines
which branch to follow. Leaf node contains decision. Each path from root to leaf

node represents one rule for a decision tree [25].
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Figure 1.5: Decision Tree

1.3.4.2 Support Vector Machine

“A support vector machine (SVM) searches for so-called support vectors which are
observations that are found to lie at the edge of an area in space which presents a
boundary between one of these classes of observations (for example squares) and an-

other class of observation (for example circle)”[25]. The space between two classes is



called as Margin. Each region contains observation with same value for target vari-
able. Support vectors are used to identify hyperplane (that is a straight line) which
separates the classes. Figure 1.6 depicts a working of a Support Vector Machine
model. The x-axis represents WindGustSpeed attribute and y-axis reprsents Pres-
sure9am attributes of weather dataset.The maximum margin between classes should

be found, this will represent the model.
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Figure 1.6: Working of Support Vector Machine

1.3.4.3 Random Forest

A single decision tree is a simple model. In data mining, it is clear that if you combine
multiple models together it always give better result than single model. The random
forest algorithm builds hundreds of decision trees and combines them into a single
model. Random forest provides robustness to noise, outlier and over fitting problems
as compare to single tree classifier. In this final decision of model will be the decision

of majority of constituent trees [25].

1.3.4.4 Boost

The popular variant called as adaptive boosting has been depicted as best of the shelf
classifier in the world. Boosting assigns weights to the observation in the dataset and
increases the weight for those observations which are harder to classify. In this trees

are developed one after another in order to make refinement in previously developed



model. The key concept is that after building one model any observation that wrongly

classified by that model were boosted [25].

1.4 Research Motivation

Malware is malicious software which is designed to damage or steal information from
computer system. In the last few years, motivation behind creation of malware
has changed drastically. Most malware author was financially motivated [6]. There
are different types of malware such as Trojan horse, Logic Bomb, Virus, Backdoor,
Worms, Rabbit, Droppers, etc. The Intention of malicious software could be to ob-
tain root access or steal confidential information. The malware has been spreading
worldwide like some epidemic. Antivirus companies have been receiving thousands of
malware on daily basis.

The creation of signature is very difficult task for antivirus vendor because of
polymorphic malware. In the era of malware detection one more challenge has in-
creased which is zero-day malware. It is one type of malware whose signature is not
available in the market. Researcher have been using reverse engineering techniques,
to create signature for malware but still they are facing problem because of encryp-
tion and obfuscation techniques. There are different obfuscation techniques namely
Instruction Substitution, Dead Code Insertion, Code Transportation and Register
Renaming. The malware author uses obfuscation techniques to modify the malware
code so that it would be difficult for malware analyzer to understand the malicious
intent.

There are different methods to detect malware such as signature based malware
detection, behavioral based malware detection, anomaly based malware detection and
signature based malware detection. The signature based detection system fails for
new unknown malware. In case of behavior based detection, if the antivirus program
identify attempt to change or alter a file or communication over internet then it will
generate alarm signal, but still there is a chance of false positive rate. Also in case

of Anomaly malware detection system set of rules are designed to detect anomalous

10



behavior of a file. In both behavior and anomaly based detection system requires
malware to be executed in the system hence it might affect the other part of the
system.

After studying current problems in the area of malware detection, we propose new
method to detect malware based on the opcodes frequency. We used machine learning

classifier to classify the malware into two category either malware or goodware.

1.4.1 Thesis Outline

Rest of the chapters in this dissertation organized as follows.

Chapter 2- This chapter explain malware detection based on machine learning clas-
sifier in sequential manner from the year 2007 to 2015.

Chapter 3- This chapter explains problem statement and objective for this research.
Chapter 4- This chapter explains proposed framework for malware detection. It
comprises of malware or goodware selection, sample disassemble, fetch statistics of
opcodes, feature selection, model creation and validate Model.

Chapter 5- This chapter explains performance evaluation of models namely Decision
Tree, Support Vector Machine, Random Forest, and Ada Boost. It briefly explains
about Error Matrix and performance evaluation parameters such as True Positives,
True Negatives, False Positives, True Positive Rate, False Positive Rate and Accu-
racy.

Chapter 6 This chapter presents conclusion and future work for this research work.

11



Chapter 2

Literature Review

This chapter provides systematic review in the field of malware detection using ma-
chine learning classifier. It briefly explains about various malware detection tech-

niques.

2.1 Systematic Review

Malware detection is very important topic over the World Wide Web. Antivirus
vendor has been receiving thousands of malware on the daily basis. The research in
this area is unstoppable. The survey here stated in the area of malware detection
from year 2007 to 2015.

The author discusses malware detection technique for malware through statistical
analysis of Opcode frequency distribution. Total 67 malware file was disassembled
statically. The Opcode frequency distribution of all malicious file is compared with
the 20 non malicious files Opcode frequency distribution. They performed statistical
analysis of opcodes distribution using statistical method such as Pearsons chi square
procedure, post-hoc standardized testing and Crammers’V. They found malware Op-
code frequency distribution differ statistically significant from non-malicious file and

rare opcodes are predictor for malware detection [9].

They proposed static malcode detection using decision tree classification algorithm

12



in chronological point of view. The dataset includes malware from year 2000 to 2007.
Training and testing of classifier with malware up to respective year has done and
performance has evaluated. They trained classifier with Malicious File Percentage
(MFP) 50 or 16 per cent. If the training dataset contains 50 per cent MFP then
almost in all years accuracy is below 0.9. The training dataset contains 16 per cent
MFP then performance curve is better than 50 per cent MFP. The author concluded
that as training data set is updated it will give better result [10].

The concept of text categorization used for detection of malware. They investi-
gated imbalance problem about malicious and benign file. In this binary file parsed
and n-gram terms were extracted. The extracted n-gram length was 3-gram, 4-gram,
5-gram and 6-gram respectively. The machine learning classifier used namely Deci-
sion Tree, Artificial Neural Network (ANN), Naive Bayes (NB) and Support Vector
Machine (SVM) with 3 kernel function. They got accuracy of 95 per cent when the
percentage of malicious file is below 20 per cent in training data set [11]. They used
opcodes generated by disassembling the executable file, then uses n gram of the op-
codes as a feature vector for classification process. Also they used concept of text

categorization for detection of unknown malware [12].

The manual malware analysis was not effective and they proposed automated be-
havior based malware detection using machine learning techniques. The behavior of
each malware analyzed in sandbox and its behavior report is generated. This report
was preprocessed using sparse vector model. The preprocessed report was given to
machine learning classifier for classification. The classifier trained namely Multilayer
Perceptron Neural Network, J48 Decision Tree (DT), Support Vector Machine, Nave
Bayes and K-Nearest Neighbors (KNN). Out of all classifier J48 Decision Tree gave

best performance with accuracy 96.8 per cent [13].

The performance of machine learning is influenced by the feature vector and the

algorithm used to generate classifier. Also they combined content based and behavior

13



based feature. They proposed ensemble learning method called SVM-AR, it combines
Support Vector Machine and Association Rules [14].

The supervised machine learning approach was used to detect unknown malware
but it require large amount of malicious executables and benign softwares. It required
large amount of labeled data. They proposed semi-supervised machine learning ap-
proach to detect unknown malware. The method was based on analyzing the appear-
ance of frequency of opcode sequences to create semi-supervised machine learning
classifier using a set of labeled and unlabeled data. This method was based on ap-
pearance of Opcode sequence frequency and they proved, this approach required less

labeled data as compare to supervised machine learning approach [15].

They proposed a framework to deal with Noise in a large training dataset for de-
tection of malware. The Noise in a dataset means incorrectly labeling of data in the
dataset. Firstly they established different distance based filtering rules that used to
identify various levels of potential noise in training dataset. Secondly they analyzed
effect on the performance of classifiers after removing potential noised records. They
proved that careful use of distance based filtering rules leads to improvement in the

result of malware detection [16].

The author proposed graph feature based method which could be used to train
the machine learning classifier. The control flow graph was created for portable ex-
ecutable file. From this control flow graph features were extracted and using this
features training dataset created. They build machine learning classifier namely J48
Decision Tree, Random Forest (RF) and Bagging. With the proposed framework they

achieved 95.9 per cent malware detection rate and 5.9 per cent false positive rate [17].

They designed modified version of perceptron algorithm while training at low rate
still getting low false positive rate. The very low false positive rate was very impor-

tant as concern with operating system because it would treat clean file as malware.

14



They also provided a method of optimizing the training speed of an algorithm also
maintaining same accuracy. The resultant algorithm was used in ensemble system to

increase detection and reduce the false positive rate [18].

The gap between malware coming on users system and development of signature
to detect malware could prove cataclysmic for user. They identified seven key fea-
ture within Microsoft portable executable file format that could given to machine
learning classifier to classify malware or benign file. The identified seven features
such as DebugSize, ImageVersion, IatRVA, ExportSize, ResourceSize, VirtualSize2
and NumberOfSections of Microsoft portable executable file format that could given

to machine learning algorithm to classify the PE file into malware or clean file [19].

The Runtime behavior of processes was actively used for detection of malware.
Mostly detection techniques build model of runtime behavior of process based on data
flow or sequence of system calls. They explained these malware detection must meet
the following performance metrics: (1) High accuracy for malware detection, (2) Low
false positive rate, (3) Little detection time and (4) The detection techniques must
be flexible to run-time bypass attempts. To meet these performance metrics author
has proposed framework to detect runtime malware by excavate information in kernel
Process Control Block (PCB). The parameter maintained inside PCB of a kernel for
each running process defines behavior and semantics for each running process.

A systematic forensic study of the execution path of malware and benign processes
was done to identify different parameters of a PCB. As a result 16 out of 118 parame-
ter of PCB were shortlisted using time series analysis. As statistic analysis was done
to confirm the feature retrieved from kernel PCB of processes and to determine proper
machine learning classifier to detect malware. The whole framework was evaluated
based on dataset consists of 114 malware and 105 benign processes for Linux. They

achieved 96 per cent malware detection accuracy and 0 per cent false positive rate [20].

Signature based detection based system fails consistently to detect malware hence

15



they proposed method to detect unknown malware. This method was based on fre-
quency of the appearance of opcode sequence. They described technique to excavate
importance of each opcode and determine the frequency of each opcode sequence.
They used following step to find the relevance of opcodes (1) Disassembling the exe-
cutable file, (2) Generate opcode profile file, (3) Computation of opcode profile [21].

In machine learning based malware detection utilized file content extracted from
file sample to detect malware. Beside file contents, relationship among file samples
provided valuable information about properties of file samples. It used to improve
malware detection efficiency. Social graph is a popular way to represent set of socially
connected nodes by one or more relation. A social graph has used to study relation
between portable executable files and the relation between files used as a feature vec-

tor for machine learning classifier to detect the malware [22].

The new malware contained pattern which was similar to observed malware, ma-
chine learning techniques used to find new malware. They presented a comparative
study of different feature selection methods with different machine learning classifiers
in the relation of static malware detection based on the n-grams analysis. They made
comparison between several feature selection methods such as correlation based fea-
ture selection, principal component analysis, InfoGain Attribute, etc with different
machine learning classifier. They demonstrated that the use of Support Vector Ma-
chines (SVM) classifier and Principal Component Analysis feature selection method

gives the best classification accuracy with the help of a minimum number of features

[23].

Cyber criminals and malware author had adapted code obfuscation techniques
which subvert the effectiveness of malware defense mechanism. Hence they proposed
a system which mainly focused on static analysis in extension with automated be-
havior analysis. The proposed technique used program as opcode density histograms

and decreases total number of features. They employed eigen vector subspace to
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refine and reduce the misclassification and conflict of features. The system used a

hybrid approach to detect malware based on support vector machine classifier, hence

potential of malware detection system can be increased to fight with different form

of malware and attaining high accuracy and low false positive rate [24].

The below Table 2.1 shows that which machine learning technique used and which

feature vector used from in the research paper from year 2007 to 2015.

Paper Name

Techniques

Feature Vector

[9]

Pearson’s Chi Square, Post-
hoc Standardize Testing,
Crammer’s V.

Opcode Frequency

[10] DT 3,4,5-gram Term
(11, 12] Text Categorization, ANN, | Opcode n-grams
NB, DT, SVM, KNN
[13] ANN, NB, DT, SVM, KNN | Behavior Report of Mal-
ware
[14] SVM-AR Content and  Behavior
Based Feature of PE file
[15] Learning with Local and | Opcode Sequence
Global Consistency
[16] Perceptron Static and Dynamic Feature
of PE file
[17] J48, DT, RF, Bagging Control Flow Graph Fea-
ture of PE file
[19] DT PE File Features
20] J48, J-Rip Process Control Block Pa-
rameter
[21] DT, KNN, SVM, Bayesian | Opcode Sequence
Network
[22] SVM, C4.5, NBC, KNN Social Graph Relation for
PE file
(23] J48, SVM, DT, NB, Neural | Opcod n-grams
Network
[24] SVM Opcode Sequence

Table 2.1: Comparative Study of Malware Detection Using Machine Learning Meth-

ods
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Chapter 3

Problem Statement and Objectives

3.1 Problem Statement

Malware is a computer program or a piece of software that is designed to penetrate
and detriment computers without owners permission. There are different malware
types such as viruses, rootkits, keyloggers, worms, trojans, spywares, ransomware,
backdoors, bots, logic bomb, etc. Antivirus companies are receiving thousands of
malware on the daily basis, so detection of malware is complex and time consuming
task.

There are many malware detection techniques like signature based detection, be-
havior based detection and machine learning based techniques, etc. The signatures
based detection system fails for new unknown malware. In case of behavior based
detection, if the antivirus program identify attempt to change or alter a file or commu-
nication over internet then it will generate alarm signal, but still there is a chance of
false positive rate. Also the obfuscation and polymorphism techniques are hinderers
the malware detection process.

A comprehensive literature survey has been carried out and following two crisp

research gaps have been identified:

e Signature based Detection system fails because of unknown and polymorphic

malware.
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e Behavior and anomaly based detection system requires malware to be executed.

This research proposes design and development of Opcode based frequency pre-
dictor to bridge these gaps without executing the malware and thus inhibiting the

infection of development environment.

3.2 Objectives

The main objective of this work is to analyze the opcodes of portable executable file,
find unique opcodes which can be used to detect unknown malware. It is totally based
on machine learning based malware detection technique. This detection technique
helps antivirus vendor to detect unknown and polymorphic malware. Also it will
reduce time required to create a signature for malware. The following are prime

objective of this work:
e To explore and analyze different malware detection techniques.

e To propose and develop Opcode frequency based malware detection framework

which can be used to detect unknown and polymorphic malware.

e To verify and validate proposed framework.
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Chapter 4

Proposed Framework for Malware

Detection

This chapter demonstrates design of proposed solution through “Malware Detection
Framework Based on Opcode Frequency ”. It briefly explains how the malware de-

tection is carried out using Machine Learning Classifier.

4.1 Framework for Malware Detection

This framework comprises of Malware or Goodware File Selection, Sample Disas-
semble, Fetch Statistics of Opcodes, Feature Selection, Model Creation and Validate
Model. Model creation includes Decision Tree, Boost, Random Forest and Support

Vector Machine. Figure 4.1 shows Framework for malware detection

4.1.1 Malware or Goodware File Selection

In Malware File Selection, we have downloaded malware from malware website malwr.
It is a free malware analysis community launched in January 2011. User are able to
submit files to it and get the result of a complete analysis [1]. All downloaded mal-
ware are in portable executable file format. These malware can execute on windows

machine only. We have saved all the malware in Window XP virtual machine. The
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Fetch Statistics Of Opcodes:

Malware/ 0001. 001092 27.28%  push
Goodware Sample 0002. 001306 17.88% mov
Files Disassemble 0003. 000860 11.78%  call
: 0004. 000539  7.38%
Selection -
0005. 000320 4.38% jz
Model Creation
Malware o
y 1. Decision Tree
Validate 5 By
Maodel 3. Random Forest Feature Selection
Goodware 4, SVM

Figure 4.1: System Block Diagram

whole experiment has been performed in virtual environment.

This research work focus is on goodware and malware files. Generally there are
different categories of malware such as Worms, Viruses, Rootkits, Trojan horse, Back
door, Spyware, Adware, etc. All malware were downloaded from malwr site, we tested
and categorized them using virus total website to check malware type. Virustotal
website is owned by Google. It is a free online service that can be used to upload
any file and check whether it malicious or not. Virustotal website contains database
of different antiviruses. If we upload any file in Virustotal website, all antiviruse
program scan that file and search for signature. If they get signature then they will
display file as malware. After uploading file Lab11-3.exe, Virustotal website shows

the output of all antiviruse software as shown in figure 4.2 and figure 4.3.

SHA256: bf023ff344efe2dbe0a963869368f0ef352764666bc368ad6 1b7adc 1dIfE975 h
File name: Lab11-03.exe g

Detection ratio: 19/ 56 ‘r 0 0

Analysis date:  2016-06-07 05:22:29 UTC ( 0 minutes ago )

Figure 4.2: Virustotal Output 1 for Lab11-03.exe

It was observed that output of all antivirus software, mostly says that Lab11-3.exe
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Antivirus

AVG

Avware
AegisLab

Avast

Awira (no cloud)
Bkav

Comodo
ESET-NOD32
lkarus

McAfee
lcAfee-GW-Edition
Microsoft
NANC-Antivirus
Qihoo-360
Sophos
Symantec
VIFRE

Yandex

Zillya

AlYac

Result

Generic36 ALUH

Trojan Win32.GenericlBT
Troj.DldrWaskilc
Win32:Malware-gen
TR/DIdrWaski49152.5
W32.Clod321.Trojan.760a
UnclassifiedMalware
avariant of Generik MDIXJSP
Trojan.SuspectCRC
RDMNIGeneric.dx
RDMiIGeneric.dx
Trojan:Win32/Dynamerlac
Trojan.Win32 Waski.dyxdri
Win32/Mrojan.6ac
MaliGeneric-3
Trojan.Gen.2
Trojan Win32 GenericlBT
Trojan.Agent!Ynx+rim+Gat
Adware Otezinu.\Win32.336

(]

Update

20160607
20160607
20160606
20160607
20160607
20160606
20160607
20160607
20160607
20160607
20160607
20160607
20160607
20160607
20160607
20160607
20160607
20160606
20160606

20160607

is a Trojan, like this we did in each and every malware file and we got the same result.
Hence we have not categorized the malware into different category. In goodware file
selection, all these files were collected from system32 directory of windows operating

system. These files were in portable executable file format.

Figure 4.3: Virustotal Output 2 for Lab11-3.exe

4.1.2 Sample Disassemble

It is composed of two processes one is unpacking and another is disassembling. In
Unpacking process, we identify that Malware or Goodware file is packed or unpacked.
If the file is packed then we have used different unpacking tools and techniques to
unpack it. After this we can provide these file to disassemble process that is to convert
it into assembly language. In case of unpacked file, we directly passed that file for

disassemble process. The below subsection will explain unpacking and disassemble
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process in detail.

4.1.2.1 Unpacking

In this process, we have to check the Malware or Goodware file is packed or not. Fol-

lowing tools and techniques were used to detect whether a file is packed or unpacked.

¢ PEID

It detects most common packers and compilers for portable executable files. It
contains database of more than 470 signatures of packers [31]. The Figure 4.4
shows packer detection using PEiID [4]. By using PEiD, we would know about
Entrypoint point address, Entry Point Section name, File Offset, Linker Info
and Subsystem for particular executable file. Entry point means from where
the actual execution of program will start. The subsystem indicates does given
file has Graphical User Interface or not. The Linker Info indicates that which
version of linker is used while creating executable file. EP section is means

section name where the entry point lies.

When we open Lab18-03.exe into PEiD, it shows Entrypoint as 00005130, EP
Section as pec2, Linker Info 6.0 and Subsystem as Win32 GUI. The Labl8-
03.exe is packed using PECompact 1.68-1.84 packer as shown in Figure 4.4.

15 PEID v0.95

File: | C:\Docurments and Sektingst&dministratorDeskkopi Remains Toanalys

Entrypoink: | 00005130 EP Section: | pecz iJ
File Offset: 00002530 First Bytes: [EE,06,68,77 _:=-_J
Linker Info: 6.0 Subsystem: [Win3z GUI iJ

PECompact 1,65 - 1,84 -= Jeremy Collake
| Multi 5can ] | Task viewer I Qpkions ] | About ] Ezxit ]

v Stay on top ﬁj _}j

Figure 4.4: Packer Detection Using PEiD
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e Exeinfo PE

Exeinfo PE can be used to detect packer. It will complement PEiD packer
detection tool. It provides information about unpacking tool name and it’s
website. It also provides information such as Entry Point, EP Section, Linker
Info, File Size, Overlay, etc. The Figure 4.5 shows after opening Lab18-03.exe
file into Exeinfo PE packer detection tool it will show below information about

file.

=]
{5

Fie | Lab1-03.exe Al ]

Entry Paint © (00005130 | [ool B ER: : E

y FieOffset: [oo002530 o pug |
Q’“ Linker Infa ; '_El_D__D | | | ; "\5_'}

File Size :  |pDOD3000R E] E] Cverlay ¢ {:N____.__ 00

Image is 32bit executable RESID'?L 0 af 0 % 2011 @ '

|PEcompact ver.1.41 - v1.89 - v, bitsum.com ] D -
L:a rIn_FD Help Hink - Unpacklnfo n -

f ................ il
[kry Quick unpack V2.3 - w, AHTeam. Drg | @
' IR 5

Figure 4.5: Packer Detection Using Exeinfo PE

e OllyDbg Memory Map

Mostly malware author use obfuscation techniques to hide the existence of ma-
licious intent. They used different packer to compress the code and use ob-
fuscation techniques such as Register Renaming, Dead Code Insertion, Code
Transposition and Instruction Substitution. OllyDbg [30], is an X86 debugger
which mainly focuses on binary code analysis which is important when source
code is not available. Mainly it has four windows namely: text area where ac-
tually code in assembly language is shown. Register window contain different
registers such as EAX, EBX, ECX, EDX, EBP, ESI, EIP, EDI and EBP. These
registers are used by program for temporary data manipulation. These changes
we can seen in register section. The Hex Dump section contains code in hex-
adecimal format. The last is a Stack section. While program is executing, the

function parameter, return address and local variable are stored on the stack.
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When we clicked on M tab of OllyDbg, then Memory Map for particular exe-
cutable will get open. The Figure 4.6 shows Memory Map for an executable file
LAB.exe to the highlighted part is a PE header for executable file. If you click
on the PE header then you will get the whole structure of portable executable.
In any exe file, it will have mainly four sections code, data, stack, and resource
section. There are other sections such as read only data (rdata), export data
(edata). The actual text of a whole program resides in code section. Data
section contains global variables. The resource section contains all resources
which are used by executable such as strings, icon, images and menus. The
idata section contains import function information and edata contains export

function information.

If we observe the Memory Map for LAB.exe in below Figure 4.6, we get to know
about name "UPX’. It is one type of symptom that LAB.exe is packed using
UPX packer.

OllyDbg - LAB.exe - [Memory map]

IEFlIE Wiew Debug  Options  indow  Help = (B
@i x] »[u] s E 9] = LE[m]wlE]c]/[K[B]R].
Addreszss |Size Owner Section |Contains Tups| Access | Initial]|Mapped as A
b1 BEEE | BEEE 1888 Friwv| Bl Rl =t
HHEZEE6E | 88681888 Friwv| Bl Rl

HEH1Z2CE68| BEEE 1888 Friv|EW Gua] Bl

BE1208068 | AEERIEEE stack of main thiPriv|BW Gual Rl

HH1306066| BE8E838EE8 Map |R R

HEH14860686 | BE88588E8 Friv| Bl Ell

HEZ40066 | BEEA5EEE Friwv| Rl Rl

HHZEE0866 | BEAAZEEE Map | Bl Rl

HHZGE068| 88816888 Map |R i ~Dewvice~Har
HHZ220068 | Baa3088E8 Map |R 3] ~Dewvice~Har
BEZCEB0E| BEE4 1 BEE Map |R R ~Oevice~Har
HH3 186866 | BEAa5EEE8 Map |R F ~Dewvice~Har
HH3ZE666 | BEaa488E8 Map [R E E E

HHSEQBEE| BEEAZEEE Map [R E E E

HHSFAEEE | BEEE 1888 Friwv| Rl Rl

HE4BA6068 | BE86 1888 LAB FE header Imag|R RUWE

HE4E168688 | BEA5EEE| LAB UP=E Imag|R RUE

BER4EEE068 | ARE3SEE0| LAE UPs1 code, eHports Imag| R RWE

BE4IEBED | BE0E 16068 LAE S DEDG data, imports, resd Imag| R RWE

HE4AEEEE | B8 183888 Map |R R

HHSEAEEE| BRAZ3EEE Map [R E E E

HHSEAEEE | BEEE 1888 Friwv| Bl Ell

BOSCABDA, DABD4908 Priv| R R el
I| Module C:NWARNDIOW SYWinS=54=86_Microsoft \Windows. Common-Controls 55950641 44|:| | FPauzed

Figure 4.6: Lab.exe Packed with UPX packer

There is one more way that can be used to identify whether given executable
file is packed or not. In Figure 4.7 Virtual Size of UPXO0 section is 65000 byte

in hex format and SizeOfRawData is 0 byte. SizeOfRawData means size of a
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program in hard disk and Virtual Size means size of a program in main memory.

Suppose Virtual Size of a Section is very much larger than Raw Size of data
then we can say the given executable is packed. In the Figure 4.7 Virtual Size
is so much greater than Raw Size, hence it is one sign to say that LAB.exe file
is packed. Also if we saw the Raw Size of a section is 0 then also it is a sign to
say that program is packed. When we open exe file in OllyDbg then one dialog

box is gets popped up and it is a warning to user that the given executable may

be packed.

BE4EE2FE) 55 ER 58 38| ASCIT "UPHA™ SECTION

GE4EEZAG| BOSARGEE OO BEEsSHEE8 VirtualSize = 65888 (413696,
Ga4EE3E4 Ba1a66aE8 OO aE@al&aaa VirtualAddress = 1688

BE4EEZAS[ BOAEREEE OO BEEREEEEa SizelfRawlata = @

BE4AEIEC juu] PointerToRawbata = @

EA4EEZ1I6H) DRAB0EaE OO BEaa6s8a FPointerToRelocations = A
HE4EEZ14| BOAEREEE OO BEEEREER PointerTolineMumbers = 8
BE4EE218) G006 oW BEaa MumberO0fRe locat ions = @
HR4EEZ1A| DEEE Ol aEaa HumberfL ineHumbers = A
CE4EEZIC) SHAEREER OO EBERBRE3E Characteristics = UMIMITIALIZED_DATA!EXECUTE!READIWRITE
Gad4EEz2a) 55 5@ 58 31| ASCIT "UPKL™ SECTION

BA4EEZ2E) DBZ3EE3a8 OO BEa3s68E8 VirtualSize = 538888 (229376,
HE4EEZEC| DOEERGEE OO BEEsSHEER VirtyalAddress = G6EEEQ
ER4EE326H) BOFEAZES OO 8Ea37E@A SizelfRawbata = 3FEB@ (228364.)
HE4EE554 | BOA4EE8E OO aEaaad4aa FointerToRawbata = 488
BE4EEZEE BOAEREEE OO BEEEREEE FPointerToRelocat ions = @
HR4aE33C julu] PointerTol ineMumbers = @
HE4AE34H) OA8E Ol aEaa HumberfRe locat ions = A
HR4EE242)| 006 D aEaa MumberOfL ineMumbers = @
BA4EE344 | 4OREEEER OO EG@ansda Characteristics = IMITIALIZED _DATAIEXECUTE!READIWRITE
BBA4663458) 2E P2 73 T2|RSCII ".rsrc™ SECTION

HE4EEZER|  BE1EREEE OO BEEE]1 668 VirtualSize = 1888 [(4896,)
GE4EE354 ) BREAE2EE OO SEE9EDEa VirtualAddress = 9E@EE
BE4EE355( SG0AEBBAA OO BE888EAR SizelfRawData = EAA [(3584.1
GE4EEEC| BOZ2EZEE OO 8832268 FPointerToRawbata = 38268
HE4EE35E juju] PointerToRelocations = @
GR4EE254 ) BOABEEAE OO 888885888 PointerTolineMumbers = 8
HR4AEI5E) DO00 oW GEaa MumberdfRe locat ions = @
HE4EEZEA| DO0E oW GEaa Humber0fL ineMumbers = @
HE4EEEEC| 4H80EECEHE OO CeBaaEEadE Characteristics = IMITIALIZED_DATAIREADIWRITE

Figure 4.7: Indication of Packed Executable

e Manual Unpacking

We can unpack the executable in two ways one is Manual Unpacking and other
way is by using different tools like UPX, PE explorer.There are two ways to

perform Manual Unpacking:

1. Find the packing algorithm then write a code to execute it in reverse

direction. By running the algorithm in reverse, program undoes every
steps of the packed program. Currently, there are different automation
tools available to perform same process. Still this method is not useful

because code written for unpacking the malware would be for a single
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packer.

2. Open the packed executable in debugger then click on the unpacking stub
and perform necessary changes in PE header. This is a more efficient

approach.

Manual Unpacking Process:

Load the executable file in OllyDbg. Find the Original Entry Point (OEP). Tt
is the first instruction before program is packed. In manual unpacking, locating
OEP is one of the difficult tasks. In OllyDbg, click on plug-in tab, select Olly-
Dump, select Find OEP by section Hop. This program will come to halt after
hitting the breakpoint just before Original Entry Point executes. As breakpoint
gets hit, all the code has been unpacked into main memory and original code is

available for analysis.

Last thing is to modify the PE header so that analysis tools can read the code
properly. Note down the original entry point. In OllyDump plug-in, select
Dump Debugged Process to dump the executable from main memory to hard
disk. After Finding actual entry point, we required to do changes into PE header

of packed executable. The required changes into PE header are as follows:

1. The import table of exe must be restructured.

2. The entry point in PE header must be changed to the OEP.

If no changes are made in PE header then OllyDump will perform changes on
its own [31].

The Figure 4.8 shows OllyDump plug-in option. The OllyDump Plug-in con-
tains following option are: Dunp debugged process, Find OEP by Section Hop
(Trace into), Find OEP by Section Hop (Trace over). The Dump debugged pro-
cess means dumping the process from main memory to hard disk. Find OEP
by Section Hop (Trace into) means finding the OEP using F7. Find OEP by
Section Hop means (Trace Over) means finding OEP by using F8. In Figure
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4.8, we have opened Lab10-3.exe then to find OEP | clicked on Plug-in tab and
select OllyDump Plug-in. Select menu item Find OEP by section Hop (Trace
Over). After clicking on Find OEP by section hop then program will halt before
entry point and new entry point is 0x004271B0 as shown in Figure 4.9.

After getting OEP, we need to modify entry point in PE header of packed ex-
ecutable. Also we need to reconstruct import table. After clicking on Dump
Debugged process new window will get open as shown in Figure 4.10. In Figure
4.10 shows entry point is changing from 650BE to 271B0 also Rebuilt import
option is checked that means the OllyDump plug-in will automatically recon-
struct import table for unpacked file Lab10-3.exe. Then user needs to click on
Dump button to save the unpacked program into hard disk after performing all

necessary changes.

OllyDbg - Lab10-3.exe - [CPU - main thread, module Lab10-3] M=
File Wiew Debug MENEE=S Options  Window  Help g X

Dump debugged process

HE4E5HEBE 19328080 3 . 3

BOdECOCD| FLoARBRGA | Find QEP by Section Hop (Trace inko)
SS;EESEE éE%gSSSS | Find QEP by Section Hop (Trace over)
Bb4ctonc| ivEa 85oc0BGG
BE4EEE0C ZCEEREEE | Options
HE455RE 1 RE 158084
BA4EEEES 77 ZBaEaE \ About
BE455HER S7E2a0EA
HE4E5EFA FEZEBREA LablB-3THEgEFFES
BE4E5RFS t=}

BE4EEEFE
BE4550F 7
BE4550F S
HE4E5RFD
BE4556FA
BE4556FE
BE4E5EFC
BE4E5EFD
BE45E5RFE
BE4550FF
455186
AE4E51681
BE455182
455183
BE455184
AEE] RE

Analyzing Labl0-3: 24 heunstical procedures | | FPauszed I

Figure 4.8: OllyDump Plug-in Option

Automated Static Unpacking
Automated static unpacking program decrypt and or decompresses the exe-

cutable. It is a fastest method because it does not run the executable and finally
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ﬂllyﬂhg _Lab10-3.exe - [CPU - main thread, module Lab10-3] 4 I[’E]['S?I
lugins  Options  Window  Help

J J JJ b4 ¥ 1 2| HHJJJEQJEHJﬂ

FUZH EEF
1 EBEE HDU EBP ESF
8842?183

&A FF
BE427IES| &2 cBBE4SEE PUSH Labl@ 2. B8458ECE
BE4271EH| &8 C8924288 FUSH Labl@-32.804292C8
BE4271EF| &4:A1 BB@EE0EE | MOV EAX, DWORD PTR FS5:[@1
BE4271CE| 58 FUSH ER:-
GE4271Ce| 6418925 BaEEEEE MO DWORD PTR FS: [@1,ESP
Ba4271C0( 23C4 AT ADD ESP, -E2
BE427106) 53 FUSH EEx
BE427101 FUSH ESI
BE427102 FUSH EDI
BE427103 EZ MOV DWORD PTR SS: LEBP-181,ESP
BE427 106 DCER4eEE CALL DWORD PTR DS: [468ADC] kernel3z2.Getlersic
ga427 100 OR EDH,EDX
BEd2710E DL, RH
BE4271ER 24Ee4508 DWORD PTR DS: [45E6341,EDx
BE4271ES ECx,.ER=

BE4271ES FFEaaa6E6 EC=, BFF

BE4271EE SBEE450E DWORD PTR DS: [45E6381,ECK

BE4271F4 [5=] EC=, 2

Ba4271FY ECH, EDX

BE42F1FD ZCEe4508 DWORD PTR DS: [45ES2C],ECH

bEd271iFF| C1EZ 1@ ER=, 18

BE4272E2) A3 ZE8ES4S8E DWORD PTR DS: [45ES22], EFAX

BE4272E7| ES 24210888 CALL Labl@-3.8084293A8

BE4272EC) B850 TEST ERX,ERX w
?'—'\. HL M7 sHOET Iah1P| =3 PIFH-???H:I

=
Eu:unu:htu:unal pause: EIP u:uutsu:le the range EIEI#EEEIEIEI 00463705 | | Pauzed |

Figure 4.9: After Changing Entry Point

it will convert it into original form. These are designed for specific packer. PE
Explorer, a free program that works with exe and dll file comes with several
static unpacking plug-ins. The default plug-in supports NSPack, UPack, and
UPX. Unpacking of exe with PE Explorer is very simple.

After opening the exe file in PE Explorer the plug-in of unpacking performs
checking, whether the given file is packed with NSPack, UPack and UPX. If it
is found packed then automatically file will get unpacked [31]. The figure 4.11
shows that LAB.exe is packed with UPX packer, it is gets detected with PE
Explorer and automatically decompressed. In Figure 4.11, text in green color

shows that LAB.exe is packed with UPX.

Automated Dynamic Unpacking
Automated dynamic unpacker requires executable file to run. It allows unpack-
ing stub to unpack the original exe code. Once the original exe code is unpacked,

then the program is written to disk, finally unpacker reconstructs the original
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OllyDump - Lab10-3.exe

Start Addrezs: Size: |EFOOD
EntyFaint  [S50BE -5 Madif [271B0 Giet EIF as DEP‘ Cancel ‘
1E: EE FUZH EEP
Erpt e EEEEF EﬂgHEﬁﬁ"ESP Ease of Cods; |BR000 Base of Data; |BAO0O0
AE4Z7IES| 68 GBBE4588 PUSH LablB-3
AR4271IBA| 68 CB924288 PUSH LablB-3
BE4271BF| &4:Al Bemoease |(MOU ERS,OWOH W Fix Faw Size & Ofzet of Dump Image
BE427ICE| 5@ FUSH EAX
882%;}58 ggégggg EEH EEE?QSET Section ] Wirtual Size | “irbual foset] Faw Size | Faw Offzet | Charactaristics
BE4r106) 53 PLSH EB3 test 0004917F 00001000 OOC4S17F 00001000 60000020
Boiaoing| 2 FheH Bl idats  DOODBEDS (0048000  OOOOBEDS  DOOMEOO0 40000040
BRd=r10Z) 5965 ES mou oWORD FT | 4ats  Q000SBE4 00057000 OOOOSBE4 00057000 COO0O040
EE427105) FF1S DCAA4EEE CALL CWORD H
BE4EFI0C| 2202 “0R EDX,EDX | |.data  OOOOZBEC  0O0GOOO0  OOODZBEC  OOOGOOO0  COOOO040
e e e i otialind | | [ O0OOM3ES  O00G3000  OOOOT3ES  0ODG3000 40000040
PE4Z7iFe| BBCE rioy EceErs | | test 00004705  0O0GSO00  OOOO4706  OO0G5000  GO00OOZ0
EBF=0@12FFFE gdata OOOOO3CC  0O0BADOD  00OOO3CC  OOOB&OO0 40000040
data 00004000 000GB000 00004000  OOOGEOOD  COOOOO40

Conditional pause: EIP outside the range DD4E50

v Febuild Impart
* Methodl ; Search JMPAPI] | CALLIAPI] in memony image
T MethodZ : Search DLL & AF1 name string in dumped file

Figure 4.10: Dumping the executable file

import table. The automated unpacking program must find where the unpack-
ing stub ends and actual executable begins. It is difficult to identify the end
of unpacking stub. When unpacker fails to identify the end of unpacking stub

correctly, unpacking fails.

Unfortunately, there are no good publicly available dynamic unpackers. Many
publicly available tools will perform adequate job on some packers, but none of

them is ready for serious usage [31].

4.1.2.2 Disassemble process

In above section Packing/Unpacking of exe was demonstrated. After unpacking the
executable file we to have disassemble the exe file using IDA pro. Ida pro is an In-
teractive Disassembler for computer software to convert executable file into assembly
language [2]. The conversion of executable into assembling language is as shown in

Figure 4.12.

4.1.3 Fetch Statistics of Opcodes

To get the statistics of opcodes, we have used IDA pro plug-in Instruction Counter.

But if you used directly this plug-in to IDA pro free-ware version then it will not

30



4 pE Explorer - C:\Documents and Settings\Administrator\Desktopil AB.exe

File  ¥iew Toole Help

F-Ae W QEE RVRELAES FRBEE| O

0O

4] | Address of Entry Point: (00401000 o Fieal Image Checksum: I:I sl

Field Hame D ata alue Description Field Hame Data Value Dezcription
M achine 014Ch i38Ee Section Alignment 000071 000k

Mumber of Sectionz 0oogh File Alignment 00002000

Time Date Stamp 40F9FED 2k 18/07/2004 04:04:34 Operating System Yerzion Q00000040 4.0

Painter to Symbol T able 00000000k Image Yersion 00000000k 0o

Murmber af Symbals 00000000k Subsystem Version 00000004k 40

Size of Optional Header O0EOh Win32 Version Value 00000000k Reserved
Characteristics 010Fh 5! Size of Image Q009E 000k E34880 bytes
tagic 010Bh PE32 Size of Headers Q0000&00k

Linker Yersion 0005h 5.0 Checksum 00000000k

Size of Code 00071EQ0h Subsystem aoozh Wind2 GUI
Size of Initislized Data 0001 D200k Dl Characteristics 0000k

Size of Uniritialized Data 00000000k Size of Stack Reserve 00100000k

Addrezs of Entry Point 00407 000k Size of Stack Commit 00020000

Baze of Code 00007 000k Size of Heap Reserve 00100000k

Baze of Data 00073000k Size of Heap Commit Q00071 000k

Image Base 00400000k Loader Flags 00000000k Obzolete

Mumber of Data Directories 00000010k

pressed with UPR

" wve
type: win3d2/

2E_LE32

37183 hytes

FaorHelp, press F1

Figure 4.11: Automated Static Unpacking

work. Hence we modified the Instruction Counter plug-in according to requirement
of this research. After this open the executable file into IDA pro then click on the
view tab and select plug-in Menu item. After clicking on Instruction Counter plug-in
tab then new window will get open to save the statistics of opcodes of an executable

in textual format. The Figure 4.13 contains four columns:

1. Sequence Number

2. Count for an Operational Code

3. Percentage for an Operational Code
4. Opcode Name

The Count for an operational code means number of times particular opcode is re-

peated in exe file. Percentage for an Opcode means in the whole exe file how much
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-text:@B4B10808 ; =============== S UB R OUTTIHE
-text: 00401000
-text: 00401000

-text:00401008 sub_LB1000 proc near ; CODE XREF: sub_uB18F6+143Lp
-text:BB4B1888 s Sub_4@18F6+AASLp ...
-text:oe0401000

-text:0808401888 arg_8 = dword ptr &

-text:0040108088 arg_ &L = dword ptr 8

-text:B8481888

-text: 00401000 push esi

-text:8840108081 lea esi, [eax+eaxx2?]

-text:00401004 shl esi, 2

-text:po4uB1087 mov ecx, dword_4743E4[esi]

-text:ooup10aD lea eax, uUnk_4743EB[esi]

-text:o0481813 cmp ecx, [eax]

-text:@oue1015 push edi

-text:pB4aB1B16 j1 short loc_4B81832

-text:oo4p1018 add ecx, 2eh

-text:8848181B push 8 ; int

-text:@o40101D push ecx ; int

-text:@84B181E lea edi, unk_B743EB[esi]

-text:oou91024 push dword ptr [edi] ; void =
-text:008481826 mov [eax], ecx

-text:00401028 call sub_LBBLOA

-text:BB4B1082D add esp, BCh

-text:o0401830 mov [edi], eax

-text:@08481832

-text:00401032 loc_LB1832: ; CODE XREF: sub_ 461886+16Tj
-text:pB4B1832 mov ecx, dword_4743E4[esi]

.text:0pu01038 mov edi, [esp+B+arg_6]

-text:@848183C lea eax, unk_4743EB[esi]

-text:oeau81042 mov edx, [eax]

Figure 4.12: Disassembly of executable file

percent particular opcode is? The Instruction Counter Plug-in also displays the total
number of opcodes in executable file. Figure 4.13 shows that at sequence number 1,
26552 is number of times PUSH opcode has repeated in the exe file, 22.42 per cent
times PUSH opcode out of total number of opcodes. The total number of opcodes in

the executable is 118413.

4.1.4 Feature Selection

Feature Selection means selecting subset of feature from whole. Feature vector plays
major role in constructing machine learning model. Principal Component Analysis
(PCA) and Feature Rank algorithm are used to extract most important features.
Goodware files are not malicious (benign) files. We have collected total 100 malware
from the malware website [1] and goodwares from the windows Operating Systems,
system32 directory.

Malware is unpacked and disassemble using UPX Unpacker and IDA pro respec-
tively. We have used the Instruction Counter plug-in to get the statistics of Opcodes
in text format. After Observing 100 goodware and malware samples, 20 Opcodes
are frequently repeated, hence considered for further analysis. Twenty most frequent

Opcodes identified such as MOV, PUSH, CALL, CMP, POP, JZ, TEST, JNZ, JMP,
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opcode distribution of file: C:iZbDocuments and Settingshadministratorhbesktophputty.exe A
Total opcodes: 118413 =
0001, 026532 22.42% push
0002, 0246352 20, 82% mov
0003, 0104320 B, 82% call
0004, 007497 6. 33% pop
QO05, 007084 3.08% omp
000§, 004857 4, 14% add
QO07. 004313 3. 64% jz
Qogs, 003470 2.935% nz
Qoo9, Q03270 2. 76% %mp
Qol0, 003204 2. 71% 2a
0011, Q02883 2.43% xar
Qol2, Q02739 2.33% Test
Qols, 002040 1.72% retn
0014, QOLBOE 1.53% inc
0o0l5, 001635 1.40% and
0olg, 001511 1.28% sub
Qol7, 001374 1.16% ar
Qol8, 0002940 0. 7o% dec
Qol9, 000927 0. 78% moy 2x
Qo20, QO0B7E 0. 74% shr
Qo2l, Q00820 0. 69% shi
Qo22, 000va4 0.65% jT
0023, 0006ll 0. 52% %TE
Qo24, 000484 0.41% cave
Qo25, 0004356 0. 39% joe
0026, Q00273 0.23% sar
Qo27., Q00262 0.22% movs
Qo28, 000261 0.22% neg
Qo29, 000256 0.22% jg
Qo30, 000244 0.21% il
0o3l, 000231 0. 20% cdg
Qo32, Q00208 0.18% shh
0033, 000181 0.15% Tdiv

Figure 4.13: Statistics of Opcodes of an Executable File
ADD, LEA, XOR, etc.

e Data set Creation procedure

The data set creation procedure comprises of Fetching Statistic of Opcodes,
Preprocessing, and Structural Output. In Fetch Statistics of Opcodes, we have
collected stat of opcodes for each goodware or malware file using Instruction
Counter plug-in of IDA pro. The preprocessing of text document of opcodes
stats completed using cut command in Linux and C-program. cut command
used to cut two columns from text document of stats, which are opcode fre-
quency an opcode name. After cutting these two columns, we saved them into

comma separable file format (CSV).

The order of opcodes in text document is vary with different input file. Hence

we have developed c-program. After getting output from cut command, we have
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given it to C-program to arrange in proper format as shown in Figure 4.16. The

code snippet to make structural output is as shown Figure in 4.14 and 4.15.

'p = fopen{"sample.c3y¥y", "C");
while{ (ch = getc(fp)) !'= EOF)

if({ch!= cech'!= |

=2[k] .arr[i]=ch:
id+;

if{ch=— ch=— i

Figure 4.14: Code Snippet for Tokenization

In Figure 4.14, input is sample.csv file, the sample.csv contains two field one is
opcode name and other is opcode frequency. Both parameters are not in order as
it required. Hence we have applied the concept of tokenization over this CSV
file and save the file into array as shown in Figure 4.14. After tokenization,
required searching of opcode name into array, if found the opcode name then
display corresponding opcode frequency on output screen else display null. The

code snippet for searching the opcode name in array is as shown in Figure 4.15.

These 20 Opcodes are given input to the machine learning classifier namely
BOOSTING, Support Vector Machine, Random Forest and Decision Tree to

classify the portable executable file into malware or goodware.

4.1.5 Model Creation

These top 20 Opcodes are selected as feature vector for machine learning classifier.

Machine learning algorithms are classified into three categories such as supervised,

unsupervised and semi-supervised learning. In supervised machine-learning technique
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while (count<40)

r=strcmp (= [count] . arr, "mnoy") ;
if {r==0)

printf ("%s\n",s[count+l] .arr):
count=0;

i

break;

if (count==38)
princf{"d\n",.t) :
count=0_;

r=1:
break;

count=count+2;

Figure 4.15: Code Snippet for Searching Opcode

requires training data should be properly labeled in order to build a model. Algo-
rithms which belongs to this category are decision tree, SVM, random forest, boosting,
etc [26].

In unsupervised machine-learning technique does not require labeled data, in this
first clusters of similar data are created using clustering algorithms. Clustering algo-
rithm such as K-means, hierarchical clustering, etc are come into this category. The
semi-supervised machine learning is a mixture of labeled and unlabeled data to build
a model. In our case data has properly labeled, we have used supervised machine
learning algorithm to build a model.

In model creation, we have used Rattle as Graphical User Interface (GUI) tool
with R. Firstly you need to install R-Studio. When you open the R-studio you will
get R-Console where you need to type following command to get rattle GUI.
Library (‘rattle’).
rattle ().

After typing above commands you will get Rattle GUI as shown in Figure 4.17.

The Rattle GUI consist of various tabs namely are Execute, New, Open, Save,

Data, Explore, Test, Transform, Cluster, Associate, Model, Evaluate, Log. Filename
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0001.023920 28.66%  mov
0002.013229 15.85%  push
0003.005519 6.61% call
0004. 004688 5.62%  add
0005.003964 4.75%  cmp
0006.003819 4.58%  pop
'{H‘ /
Preprocessing

1!

SR.NO Opcode Opcode Frequency( )
1 MOV 17.88
2 PUSH 27.28
3 CALL 11.78
4 CMP 7.38
S POP 233
6JZ 4.38

Figure 4.16: Dataset Creation Process

used as to choose the file from any device into Rattle. The partition check box used to
partition the whole dataset by default it shows three partition as 70/15/15 per cent.
The First partition 70 per cent indicates 70 per cent data for training the model,
second partition 15 per cent indicates 15 per cent data to test different parameter
setting or different variable while doing data mining and last 15 per cent to estimate
the performance of a model.

Select file from Filename file chooser, then click on execute tab to get data loaded
into Rattle. After clicking on anything tab from rattle, click on execute tab to perform
the operation. By using New tab, we can clear the current work and can able to
perform new work from initially. After clicking on open tab, user can able to open
existing project. Using Save tab, we can save the current project. The starting point
for Rattle is Data tab where we can load our dataset. Rattle provides functionality
to load data from different sources namely spreadsheet, ARFF files, From ODBC

connection, etc [32]. In dataset rows are called as observation and columns are called
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@5 R Data Miner - [Rattle]

Project Tools Settings Help Q,_;.' Rattle Version 4.

5 B B B ® 4 ®

Mew Open Save Report Export Stop Quit Connect R

Data J Explore | Test | Transforml Cluster | Associatel Model | E\raiuatel Log |

Source: (») Spreadsheet (O ARFF (O ODBC (O R Dataset (O RData File O Library O Corpus (O Script

Filename: (Mone) EJ Separator: 1,7 Decimal: r Header

(1 Partition  |70/15/15 Seed: 42 _: View Edit

: Target Data Type 1
Ompue @1gnore weight Calculator.] | ® Auto O Categoric O Numeric (O Survival

Welcome to Rattle (rattle.togaware.com).

m

Rattle is a free graphical user interface for Data Mining, dewveloped using R. R is a fre
environment for statistical computing and graphics. Together they provide a sophisticate
environments for data mining, statistical analyses, and data wvisualisation.

Figure 4.17: Rattle GUI

as variables. Variables can be serves as Input or Output variable. Input variables are
also known as predictors, independent variables, covariates, observed variables and
observed variables. Output variable are also known as dependent variable, target, or
response variable. In data mining, prediction of target variable is calculated in terms
of input variable.

Some observation are used to uniquely identify observation of a dataset are called
Identifiers. They are not used while building model. Variable can store various types
of data. There are mainly two types of data. A Categoric variable takes single value
for a specific observation, from a fixed set of probable values. They are always discrete
and also known as factors, qualitative variables, or nominal variables. Numerical
variables take values that are real numbers or integers. They can be discrete or
continuous [25].

Malware dataset loaded into rattle as shown in the Figure 4.18. Rattle shows
malware dataset contains 100 Observations, 20 Input Variables and 1 Output Variable
is class. Total malware dataset has partition in 70 and 30. 70 per cent is for training
the models and 30 per cent for testing the performance of models. The 30 per cent
dataset is totally new for models. The data type of all variables is Numeric. To build

a model, we need to click on model tab of Rattle. In that, there are different machine
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learning models are available namely Decision Tree, Random Forest, Support Vector
Machine, Boost, etc as shown in the Figure 4.19. After training the all models, click
on evaluate tab to check the performance of all models. In this select testing radio
button to check the model performance based on dataset which is totally unknown
to all models. Because of this rattle provides unbiased results. Error matrix used to
check the decision made by model with actual decision. The Figure 4.20 shows error

matrix inside evaluate tab used to test the performance of models.

No. |Variable |Data Typel[nput |Target |Risk |]Zder1t i[gnore |Weight iComment

4 CMF Numeric () @] (@] @] (@] (@) Unigue: 91
5 POP Mumeric (& @] @] 0 Q L] Unique: 84
6 1Z Numeric & O O O O @] Unique: 80
7 TEST  Numeric @& O O O O O Unique: 79
8 INZ Numeric @ O O O O O Unique: 82
9 IMP Numeric @ O O O O O Unique: 83
10 ADD Numeric (&) QO O QO O O Unique: 86
11 LEA Numeric (&) QO O QO O O Unique: 84
12 XOR Numeric  (® QO O QO Q Q Unique: 77
13 RETN  Numeric @& O O O O 0 Unique: 83
14 AND Numeric (® O O O O 0 Unique: 74
15 SUB Numeric (® O O O O ] Unique: 72
16 OR Mumeric @] O O o ] Unique: 57
17 INC Mumeric @] O O o ] Unique: 72
18 MOVZX MNumeric @ @] O O o ] Unique: 33
19 B Numeric (& O O O Q ] Unique: 34
20 DEC Numeric @ O O O o ] Unique: 48
21 class  Numeric O O] O @) 2 2] Unique: 2

L

Roles noted. 100 observations and 20 input variables. The target is class. Categoric 2. Classification models enabled.

Figure 4.18: Malware Dataset Loaded into Rattle

@ R Data Miner - [Rattle (MalwareDataSet.csv]]

Project Tools Seftings Help

D0 B B H A0 4 @8
Execute New Open Save Report Export ' Stop Quit Connect R

Data | Explore | Test | Transform | Cluster | Associgte Model I Evaluate | Log |
Type: (O Tree (O Forest (O Boost (O SVM (O Linear () Meural Net () Survival () All

Figure 4.19: Machine Learning Models
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& R Data Miner - [Rattle (MalwareDataSet.csv)]

Project Tools Settings Help

g O B H | B = @ 4 @

Execute ' New Open Save ' Report Export ' Stop Quit ! Connect R

Datal Explore I Test i Transforml Cluster I Assoclatel Model E\'aluatel Log I
Type: (% Error Matrix (O Risk (O Cost Curve O Hand O Lift (O ROC (O Precision (O Sensitivity (O Prv Ob (O Score

Model: [¥] Tree Boost [¥] Forest [¥] SWM [¥] Linear [+] Neural Net [ ] Survival [ ] KMeans [[] HClust

O R Dataset [+

Risk Variable: Report: (8 Class (O Probability Include: (¥ Identifiers O Al

Data: O Training O Validation ® Testing O Full () Enter O CSV File |

Figure 4.20: Evaluate tab of Rattle

4.1.6 Validate Models

The validation of models has done based on 30 per cent of testing dataset. The
models are evaluated based on Error matrix. Error matrix used to check the decision
made by model with actual decision. It determines how much accurately model
predicts goodware or malware. The models are validated based on True positives,
False Negatives, True Negatives, False Positives, True Positive Rate, False Positive
Rate and Accuracy. All these terms and Error matrix we will be explained in next

chapter Results and Discussions.

39



Chapter 5

Results and Discussion

This research aims to detect unknown malware using machine learning techniques.
We analyzed 100 goodwares and malware files each containing opcodes approximately
30 to 40 thousands. All malware were verified from virus total website. The virus
total website contains database of approximately 50 antivirus software. After testing
malware on virus total, mostly antivirus identified malware as Trojan hence we have
not done further categorization of malware. Our focus in this research is opcodes and
their frequency.

We figured out 20 most frequent opcodes and theses opcodes were extracted from
assembly file of each malware and goodware file. These 20 opcodes were used as
feature vector for machine learning classifier. The machine learning classifier which
used for this research are support vector machine, random forest, decision tree and
boosting. Next, we divided the dataset in two parts are training and testing dataset.
Training and testing dataset percentage are 70 and 30 per cent respectively. In
specifically we measured True Positives (TP), True Negatives (TN), False Positives
(FP), False Negatives (FN), True Positive Ratio (TPR), False Positive Ratio (FPR)
and Accuracy (AC), True Negative Rate (TNR), Recall, Sensitivity and Specificity.
Let Assume x=TP, y=FN, z=TN, and w=FP. True Positive Ratio is nothing but
number of malware correctly classified divided by total number of malware. The

formula for TPR as shown in 5.1 :
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T
Tty

TPR = (5.1)

Where TP is the number of malware correctly classified and FN is the number of
malware misclassified. The TPR is also called as Sensitivity and recall of the model.
False Positive Ratio is nothing but number of goodware files misclassified as malware

divided by total number of goodware files. The formula for FPR as shown in 5.2:

w

FPR = (5.2)

w+ 2

Where FP is the number of goodware files misclassified as malware and TN is
nothing but number of correctly classified goodware files. True Negative ratio is
nothing but number of goodware file correctly classified divided by total number of
goodware file. It is also called Specificity of the model. The formula for True Negative

Ratio as shown in 5.3:

z

TNR = (5.3)

w+ 2z
Accuracy is nothing but total number of correctly classified observation is divided
by total number of observations in whole dataset [21]. The formula for Accuracy as
shown in 5.4:
T+ w

Accuracy = —— (5.4)
r+y+z+w

Error matrix used to check the decision made by model with actual decision. The
validation of all models has been done with the help of an Error matrix. The Figure
5.1 shows the Error matrix for the decision tree model. In this research, total dataset
size was of 100 observations which was partitioned into 70 percent and 30 percent,
hence 70 observations are for training the Decision Tree Model and 30 Observation
for testing the Decision Tree model. Figure 5.1 regards to observations count which
contains rows is actual observations and column is predicted observations. In Error
matrix ’0’ represents goodware and "1’ represents malware. In first matrix out of 11

goodware 9 are correctly classified as goodware and 2 are misclassified as malware,
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Error matrix for the Decision Tree model on MalwareDataSet.csv [test] (counts):
Predicted

Actual 0 1
g 9 2
1 4 15

Error matrix for the Deciszion Tree model on MalwareDataSet.csv [test] (proportions):
Predicted

Actual a 1 Error
0 0.30 0.07 O0.18
1 0.13 0.50 0.21

Cverall error: 20%, Averaged class error: 20%

Rattle timestamp: 2016-06-11 23:32:52 Abhijit

Figure 5.1: Error Matrix for Decision Tree

also out of 19 malware, 15 are classified correctly as malware and 4 are misclassified
as goodware. The second matrix shows percentage representation of first matrix. In
this each row represents a class, first’ class for goodware and ’second’ for malware.
The 'first’ class error means number of goodwares misclassified in that class. The
"second’ class error means number of malware misclassified in that class. In first class
18 per cent goodware are misclassified while in second class 21 per cent malware
are misclassified. The TP, FN, FP, TN, TPR, FPR, TNR, Recall, Sensitivity and

Specificity for Decision Tree are shown in Table 5.1 .

Model| TP FN TN FP TPR/ TNR/ FPR | AC
(%) (%) (%) (%) | Sensitivity/| Specificity | (%) (%)
Recall (%)
(%)
DT 50 13 30 7 78.94 81.81 18.18 | 80
BT 57 7 30 7 89.47 81.81 18.18 | 86.67
RF 63 0 33 3 100 90.90 9 96.67
SVM | 60 3 33 3 94.73 90.90 9 93.33

Table 5.1: Performance Evaluation of Models

where DT- Decision Tree, BT- Boost, RF- Random Forest, SVM- Support Vector
Machine

The Figure 5.2 shows the Error matrix for the Random Forest model. In this
First matrix, out of 11 goodware 10 are correctly classified as goodware and 1 are

misclassified as malware, also out of 19 malware 19 are classified correctly as malware
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and 0 are misclassified as goodware. In the Second matrix, 'first’ class shows 9 per
cent goodware are misclassified while in 'second’ class 0 per cent malware are mis-
classified. The TP, FN, FP, TN, TPR, FPR, TNR, Recall, Sensitivity and Specificity
for Random Forest are shown in table 5.1.

Error matrix for the Random Forest model on MalwareDataSet.csv [test] (counts):

Predicted
Actual 0 1

010 1

i 019

Error matrix for the Random Forest model on MalwareDataSet.csv [test] (proportions):

Predicted

Actual 1] 1 Error
0 0.33 0.03 0.0%9
1 0.00 0.63 0.00

Overall error: 3%, Averaged class error: 4%

Rattle timestamp: 2016-06-11 23:32:52 Abhijit

Figure 5.2: Error Matrix for Random Forest

The figure 5.3 shows the Error matrix for the Ada Boost model. In this First ma-
trix, out of 11 goodware 9 are correctly classified as goodware and 2 are misclassified
as malware, also out of 19 malware 17 are classified correctly as malware and 2 are
misclassified as goodware. In Second matrix ’first’ class shows 18 per cent goodware
are misclassified while in ’second’ class 11 per cent malware are misclassified. The
TP, FN, FP, TN, TPR, FPR, TNR, Recall, Sensitivity and Specificity for Ada Boost
are shown in Table 5.1.

The figure 5.4 shows the Error matrix for the Support Vector Machine model. In
this First matrix, out of 11 goodware 10 are correctly classified as goodware and 1 are
misclassified as malware, also out of 19 malware 18 are classified correctly as malware
and 1 are misclassified as goodware. In Second Matrix 'first’ class shows 9 per cent
goodware are misclassified while in ’second’ class 5 per cent malware are misclassified.
The TP, FN, FP, TN, TPR, FPR, TNR, Recall, Sensitivity and Specificity for Support
Vector Machine are shown in Table 5.1.

The Table 5.1 represents the how TP, TN, FN, FP, TPR, TNR, Recall, Sensitivity,
Specificity, FPR and AC vary with respect to classifiers. It represent the performance
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Error matrix for the Ada Boost model on MalwareDataSet.csv [test] (counts):
Fredicted
etual © 01
o 8 2
1 2 17
Error matrix for the Ada Boost model on MalwareDataSet.csv [test] (proportions):
Fredicted
botual 0 1 Error
0 0.30 0.07 0.18
1 0.07 0.57 0.11
Overall error: 13%, Averaged class error: 14%
Rattle timestamp: 2016-06-11 23:32:52 Abhijit
Figure 5.3: Error Matrix for Ada BOOST
Error matrix for the 5VM model on MalwareDataSet.csv [test] (counts):
Predicted
Actual O 1
010 1
1 1 18
Error matrix for the 5VM model on MalwareDataSet.csv [test] (proportions):

Predicted
actual a 1
0 0.33 0.03
1 0.03 0.60

Overall error:

Rattle timestamp

After analyzing the performance evaluation of all four models, we come to con-

We have shown how training dataset percentage affects FPR, TPR and Accuracy

The Figure 5.5 represents graph between Training Dataset versus TPR and Ac-

7%, Averaged class error:

Error
0.09
0.05
7%

2016-06-11 23:32:53 Abhijit

Figure 5.4: Error Matrix for SVM

evaluation of models based on testing dataset.

clusion that Random Forest classifier provides highest accuracy about 97 per cent as

compare to all the models. In table 5.2 shows how training dataset percentage affects

the TPR, Accuracy and FPR in Random Forest Model.

parameter for random forest by drawing graphs as shown in Figure 5.5 and Figure

curacy. If we observe in the Figure 5.5 as Training Dataset percentage increases the
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Training TPR Accuracy FPR
Dataset (%) (%) (%)
()

10 64 76 13
20 54 74 3

30 71 81 6

40 90 92 7

50 96 96 4

60 100 98 5

Table 5.2: Performance Evaluation of Random Forest

True Positive Rate also increases. In case of Accuracy, as training data percentage
increases the accuracy also increases. At 60 per cent training data we got highest ac-
curacy of 98 per cent. The Figure 5.6 represents the graph between training dataset
and false positive ratio. If we observed the graph that as Training dataset increase
the False Positive Ratio become approaching to zero. In particular, at 60 per cent
training dataset the FPR is 5 per cent. From both the graph we come to conclusion
that if you train the classifier with more dataset then it will provide high accuracy

and low false positive rate.

120
100

80 — /-‘Z.i
R /

g —+—TPR%

—l—Accuracy %

40

20

10 20 30 40 50 60
Training Dataset %

Figure 5.5: Graph for Training Dataset vs TPR and Accuracy
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Figure 5.6: Graph for Training Dataset vs FPR
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Chapter 6

Conclusions and Future Work

Malware detection is growing research area because of concern over increase of mal-
ware on the daily basis. Signature based antivirus system is not useful for unknown
malware detection and they are facing difficulties because of polymorphic viruses and
zero day attack. So signature based methods must be along with other approach that
can able to detect unknown malware. The machine learning is a suitable approach
to complement classical signature based malware detection system.

In this paper we collected dataset from 100 goodware and malware files for ma-
chine learning classifier. We identified that, Opcode frequency can be used to detect
the unknown malware. We found 20 most frequent opcodes can be used as feature
vector for machine learning classifier. The dataset for goodwares and malware are
containing 20 most frequent Opcode with their frequency. By using our dataset we
have constructed four models are SVM, RF, BOOST and Decision Tree. Out of four
models Random Forest has provided 97 per cent accuracy and five per cent false
positive ratio. In this research we have classified portable executable file into two
categories are either goodware or malware.

In future, we plan to apply our dataset to more machine learning classifier, in this
paper we have classified PE file in only two categories either goodware or malware
but we are planning to classify malware into further categories like Trojan, Spyware,

Backdoor, worm, etc.
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