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Abstract

Vehicular ad-hoc networks have attracted comprehensive consideration in last few years for

their assurance in enhancing driving safety and revolutionizing the transportation systems.

Fundamentally, VANET security design should assure the security primitives of authentica-

tion, privacy, non-repudiation, integrity, availability, and in some peculiar application sce-

narios, confidentiality, to defend the network against intruders. Authentication ensures that

a message is trustable by correctly identifying the sender of the message. The trust between

vehicles is vital to efficiently transmit the data amongst vehicles. The new and attractive

paradigm which eliminates the use of certificates in public key cryptography and solves the

key escrow problem in identity based cryptography is certificateless cryptography.

A new certificateless aggregate signature scheme is proposed for VANETs with constant

pairing computations. Assuming the hardness of computational diffie-hellman problem, the

scheme is proved to be existentially unforgeable in the random oracle model against adaptive

chosen-message attacks. A secure privacy preserving authentication framework is proposed

which employs certificateless cryptography for authentication, pseudonyms for anonymous

communication and multiple authorities are involved in revealing the identity of the vehicle

in case of revocation. The signature verification scheme is improved by the use of bloom fil-

ters and the results achieved by the proposed scheme have been implemented on a simulated

environment.

A fuzzy based trust prediction model is proposed to effectively compute the trust of

other vehicles for the secure path formation in Vehicular Ad Hoc Networks (VANETs). The

results and analysis of the proposed model over the standard protocols is presented using

simulations.

A new misbehaviour detection scheme is proposed for the dissemination of correct infor-

mation. The proposed countermeasures are proven to be efficient in detecting and blocking

xiv



the internal attackers from sharing the false warning messages. A new ubiquitous patient

monitoring service called V-Health System is proposed to ensure the reliability of end to end

communication between patients and healthcare services irrespective of time and location

dependencies.

xv



Chapter 1

Introduction

With the advances in wireless communication technologies and pervasive deployment of in-

formation, Vehicular Ad Hoc Networks (VANETs) have emerged as a promising solution

aimed at providing the real time information to the vehicles by which the driver safety can

be enhanced. Vehicular ad hoc networks, a major part of Intelligent Transportation Sys-

tems (ITS), is a self organized, service oriented wireless communication network aimed at

accessing the real time information to disseminate the safety related information and traffic

conditions to the driver prior to any traffic mishap which may occur. Vehicular communi-

cations are becoming increasingly popular, due to the car manufacturers investments, public

transport authorities propelled by navigation safety requirements. VANETs are considered as

vehicular sensor networks as they enhance the driver’s safety through the exchange of traffic

information by establishing inter-vehicle communication or communication with roadside

infrastructure for ensuring the efficient traffic control system on the roads. The future ve-

hicles need to be equipped with the communication capabilities to communicate with each

other, roadside infrastructure and other concerned trusted authorities.

1
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1.1 Background

Intelligent transportation systems are focusing on “smart vehicles”- vehicles equipped with

significant computing, communicating and sensing. One of the important goals of VANETs

is to provide safer and efficient traffic conditions by providing real time information to drivers

and concerned authorities. A vehicular ad-hoc network is a form of Mobile Ad-Hoc Network

(MANET) and inherits the key properties of MANETs. A vehicle in VANET is considered

to be an intelligent mobile node capable of communicating with its neighbours and other

vehicles in the network. VANET include all types of ad hoc networks formed by the use

of short-range radios installed in private (personal consumer) and public (public transport

and law enforcement authorities) vehicles. The first requirement of VANETs is to have each

vehicle equipped with short-range radios for communication. The other components of a

VANET node include those for providing detailed position information, Road Side Units

(RSUs), and central authorities responsible for identity management and registration.

Communication in these networks involve both Vehicle-to-Vehicle (V2V) and Vehicle-

to-Infrastructure (V2I) communications (Figure 1.1). V2V communications require the fore-

most attention and V2I communications comprise the infrastructure to support the com-

pletely connected network. Each vehicle in vehicular networks is equipped with devices like

Event Data Recorders (EDRs) and sensors that support communication facility in VANETs.

Vehicles communicate with one another and with road-side infrastructure when they are

within their transmission ranges. VANETs possess features of high mobility, rapidly chang-

ing multi-hop topologies over wireless communication links.

Vehicular Ad-Hoc Networks serve as the primitive technology needed to actualize the

multitudinous applications relevant to vehicular communications: traffic accidents, vehicle

traffic conditions, safety, etc. VANETs are characterized by:
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Figure 1.1: The general communication scenario in VANETs

• High velocity of the vehicles

• Determined mobility patterns that depend on source to destination path and on traffic

conditions

• Intermittent communications (isolated networks of cars due to the fragmentation of the

network)

• High congestion channels (e.g. due to high density of nodes)

• Environment factors: obstacles, tunnels, traffic jams, etc.

1.1.1 VANET Architecture

The basic VANET architecture (Figure 1.2) consists of one centrally Trusted Authority (TA)

at the root followed by the State Trusted Authorities (STA) thereunder, which in turn is

followed by City Trusted Authorities (CTA) in hierarchy. Under each CTA, there are number
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of Road Side Units (RSUs) located along the road and each RSU controls the group of

vehicles that are moving on the road.

Figure 1.2: VANET general architecture

Each Onboard Unit (OBU) located on the vehicle has the ability to communicate with the

other OBUs on the vehicles and RSUs located along the road. Each vehicle also consists of

Tamper Proof Hardware (TPH) in order to store the keys and certificates. The function of TA

is to control and manage the keys and certificates of STAs under it. Similarly, STA manages

the keys and certificates of CTAs. CTA manages the key distribution and certificate manage-

ment of the RSUs located under it and of the group of vehicles under each RSU. A vehicle

will receive the keys and certificates from CTA via the corresponding RSUs under that par-

ticular CTA at the time of authentication for inter-vehicle communication. So, hierarchical

architecture is maintained which is suitable in view of the scalable nature of VANETs.
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1.2 Security of VANETs

The short-range radios are installed in vehicles, road side infrastructures and law enforce-

ment authorities to make them capable of communicating with each other that constitute

VANETs. There are various other components of a VANET that include providing accurate

detailed position coordinates, road conditions, etc.

Dedicated Short Range Communication (DSRC) is one or two way short to medium

range wireless communication channel specifically designed for automotive use. The Fed-

eral Communication Commission (FCC) allocated 75 MHz for DSRC in USA. Each vehicle

can communicate with other vehicles and RSUs using DSRC radio signal being allocated for

the vehicular technology in the range of 5.9 GHz band (5.850 GHz-5.925 GHz). The Euro-

pean Telecommunication Standards Institute (ETSI) allocated 30 MHz for DSRC in Europe.

An amendment has been developed to the 802.11 standard in 2004 by the IEEE Task Group

p, currently known as IEEE 802.11p [1] to include vehicular environments. IEEE 1609 is

a higher layer standard based on IEEE 802.11p. The IEEE working group 1609 started

specifying the further additional layers of the protocol suite. These standards are: IEEE

1609.1-resource manager [2], IEEE 1609.2-security [3], IEEE 1609.3-networking [4], IEEE

1609.4-multichannel operation [5]. The IEEE 1609.2 [3] standard describes the security ser-

vices for applications and management messages. It defines the formats for secure messages,

their processing, the circumstances where secure message exchanges can be used and how

those message exchanges should be processed. The combination of the IEEE 1609 protocol

suite and IEEE 802.11p standard is denoted as Wireless Access in Vehicular Environments

(WAVE). The appropriate integration of on-board units, GPS receivers, computing platforms

and communication capabilities not only opens astounding opportunities, but also increases

research considerations. The major research challenge raised is security of VANETs. With-

out security, a vehicular network is wide open to a number of attacks such as generation of
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false warnings by suppressing the actual warnings, suppressing the accident warnings, thus

breaching the security of network and causing accidents. Therefore security is a major factor

for attention in building Vehicular Ad-Hoc Networks.

The two contradictory facts while securing vehicular networks are to provide anonymity

but at the same time allowing the law enforcement authorities to trace the misbehaving ve-

hicle. The malicious vehicle in vehicular networks may cheat other vehicles by sending out

bogus information which may be done purposely to throw another vehicle out of its way by

dissemination of false traffic reports and clear up one’s own way. There might be a scenario

where false information may be sent to other vehicles by terrorists to block the police cars.

Access to information on speed, status, trajectories and locations of the vehicles within the

range of vehicles can be exploited by intruders to draw conclusions about a driver’s identity,

places of visit and social relationships. This kind of information may be exploited to expose

the vehicles and drivers to harass, blackmail and other dangers [6].

The Important Security Aspects to be considered in VANET are [7]:

(a) Position verification techniques to thwart position spoofing attacks.

(b) Traceability by trusted network authorities (e.g., network administrator) for privilege

revocation once misbehavior is detected.

(c) Identity and location privacy preserving mechanisms against unlawful tracing and user

profiling.

(d) Non-frameability of an honest user who cannot be falsely accused of misbehaviour.

(e) Detecting the malicious data and correcting it to ensure data consistency.

(f) The system must have light overheads in terms of computational costs and high effi-

ciency.
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(g) Preventing impersonation attacks, that is, no one can impersonate another authorized

member to cause service abuse problems and damage the security of VANETs.

(h) Preventing eavesdropping, i.e. an intruder cannot discover some valuable information

from communications between members in VANETs.

1.2.1 Challenges

Since VANETs are the highly dynamic ad hoc networks, there are many security challenges

which need major consideration in this area.

• Dependence on Infrastructure: The vehicle nodes need to authenticate themselves

to the trusted authorities before they become the part of vehicular communications.

As the vehicles need to authenticate via digital certificates in public key cryptography,

obtain the private key from Key Generation Centre (in ID based cryptography), and

the partial private key from trusted authority in certificateless cryptography, there is

always need of authentication as it is mandatory for revocation and non-repudiation.

Moreover, the vehicular communication signal gradually diminishes which needs to

be amplified by the infrastructure. So, the vehicles need to depend on infrastructure

for securing vehicular communications.

• Communication range of RSUs: The communication range of RSUs poses a con-

straint on vehicular networks. The communication range of a RSU is about 500 m in

radius, i.e. Road Side Infrastructure is to be built at a distance of 1 km which is not

feasible in view of the high network of roads in the developed countries.

• Mobile nature of vehicles: The high mobility of vehicles restrict the usage of the

already implemented security solutions for other types of networks. The communica-
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tion time and computation time needs to be greatly reduced without compromising the

security of such ephemeral network.

• Difficulty in trust management: Due to high scale of the network, there is quite low

probability that the two vehicles which maintained the trust relationships among them

will meet in the future again. Moreover, it is very difficult to manage such large data

in the onboard unit of vehicle as the vehicle will meet thousands of vehicles each day

leading to the millions of vehicles per month. So it is difficult to manage trust in such

large network.

• Huge data: Large amount of data is produced each day in vicinity of the large number

of vehicles and high number of roads in the country. It is difficult to manage such huge

data by the central authority, therefore decentralized approach is more acceptable for

such networks. But at the same time, decentralized approach may hinder the revocation

and non-repudiation of vehicles.

• Scalability: The highly scalable nature of the vehicles prevent the actual deployment

of such networks as the security schemes need to be defined for whole network but the

actual scale of the network is unpredictable at the first stage of deployment.

• High cost: The limited communication range of road side infrastructures leads to the

deployment of large number of RSUs on the roads at the distance of 1 km which ren-

ders the high cost of such networks. Moreover, the high computational and computing

platform of RSU also increases the cost of RSUs. Further, all the vehicles need to

be equipped with communication facility, computing platform and storage capacity

which incurs high costs for vehicle manufacturers and in turn, renders increase in the

cost of vehicles.
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1.2.2 Adversaries and their Attacks

A general classification of attacks substantiated by a list of attacks is:

Classes of Adversaries

The following broad classes of adversaries are identified in a vehicular environment.

I Insider vs. Outsider. The insider is an authenticated member of the network which

can abuse the capabilities of the network. The outsider is an intruder in the network

and hence is limited in the diversity of attacks he can mount and usually misuse the

network-specific protocols.

II Malicious vs. Rational. A malicious attacker aims to harm the members of the network

or disrupt the functionality of the network with no personal benefit. Hence, an attacker

can adopt any means to harm the capabilities of the network. Whereas, a rational at-

tacker tries to seek personal benefit in the network by predicting the attack means and

attack target.

III Active vs. Passive. An active attacker fabricates packets or signals in the network,

whereas a passive attacker eavesdrops on the wireless channel to gain the personal in-

formation of the network members.

IV Local vs. Extended. An attacker who is limited in scope and controls several network

members (vehicles or base stations) is the local attacker. An extended attacker extends

his scope by controlling several network members scattered across the network.

V Independent vs. Colluding. Attackers can act independently to exchange information

or in collusion by cooperating with each other to make attacks more effective. For

example, colluding vehicles can launch DDoS attacks by colluding with each other.
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Attacks in VANETs

The deployment of VANETs expose it to multiple attack scenarios which hinders its deploy-

ment at the initial stage. The major attacks which are possible in VANETs are:

Greedy Drivers

Greedy drivers try to attack for their own benefit as a greedy driver might try to convince

his neighbours that there is congestion ahead, and if his neighbours choose other routes, that

greedy driver will get a terrific driving condition. Greedy drivers usually launch the attacks

such as message falsification where the message is altered and message delay where the

critical messages are not transmitted to its neighbours leading to fatal consequences.

Impersonation Attack

Eavesdropper tries to gain the personal information about the network entities by launching

impersonation attack where an attacker may take on someone else’s identity to gain the

advantages in the network. Snoops can also launch privacy violation attack by associating

the vehicles’ identity with the sent messages. These are the threats to confidentiality of the

network.

Illusion Attack

Attackers use this attack to alter their perceived direction, speed, position, etc. in order to

escape from law enforcement authorities, notably in the case of an accident. The adver-

sary tampers and misleads the sensors of the vehicle which broadcasts the misleading traffic

warning signals. Thus, the incorrect traffic information broadcasted may lead to car acci-

dents, traffic jams, bad road condition warnings and performance of VANETs deteriorates.
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Wormhole Attack

In this type of attack, the packets received by one node at one location are tunnelled to an-

other node at some other location in the network and are retransmitted again in the network.

The wormhole attack is a serious threat in vehicular ad hoc networks which takes place even

after employing all types of authentication and confidentiality checks in the network. Thus,

the malicious nodes in the wormhole attacks disrupt the normal operations in the network.

Sinkhole Attack

In sinkhole attack, the compromised node lures all the traffic from its neighboring area cre-

ating a sinkhole in the center. The attacker or compromised node tries to attract all the data

from its neighbors. The attacker tries to present itself as the most attractive relay in the

neighbourhood.

Blackhole Attack

Blackhole is an area where no nodes are present or the present nodes refuse to participate in

the communication leading to the loss of data packets. The nodes in the blackhole refuse to

transmit the messages received from the legitimate nodes. Solutions to blackhole attack in-

clude that the designed routing protocols should have more than one routes to the destination

to select the most optimal one.

Grayhole Attack

In Grayhole attack, the attacker misleads the network entities by agreeing to forward the data

packets in the network but it starts dropping the packets as it receives the packets. Initially,

the attacker behaves normally by replying to all the messages and as it receives the packets,

the packets are dropped. It is different from the Blackhole attack that the packets are dropped
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by the attacker while forwarding them in the grayhole attack.

Pranksters

Pranksters are the bored teenagers who try to attempt things for fun. For example, a prankster

may convince one vehicle to slow down and the other to speed up. A prankster could also

launch Denial of Service (DoS) attack or Message Alteration attack to disable applications

by preventing critical information from reaching another vehicle or by altering the warning

messages to no-warning messages, respectively.

Industrial Insiders

Industrial insiders, stay inside the car manufacturing company and can load the malicious

firmware in the vehicle. The insider at one manufacturer could create keys that would be

accepted by all other vehicles. Industrial insiders usually tamper with the security hardware

of a vehicle by stealing identities and extracting cryptographic keys. Therefore, tamper proof

hardware needs to be implemented in the vehicles.

Sybil Attacks

In this type of attack, the attacker fabricates and transmits multiple messages and each mes-

sage uses different source identity to transmit the message. Thus, the receiver gets the illu-

sion that the messages are received from different identities. Malicious attackers deliberately

attempt to cause harm as these have specific targets, and are more professional. For exam-

ple, the deceleration warning system may be manipulated by the terrorists to create gridlock

before detonating a bomb. Sybil attacker floods the network with wrong information and the

neighbours also believe the received messages as the messages are fabricated with different

identities.



Chapter 1 Introduction 13

Figure 1.3: Jamming of signals

Denial of Service

The jammer deliberately generates interfering transmissions to prevent communication

within their reception range (Figure 1.3). An attacker can partition the vehicular network

easily with limited transmission power and without compromising cryptographic techniques.

Sometimes, the attackers may try to transmit plenty of messages to jam the network chan-

nel and reducing the efficiency and performance of the network. The DoS attack may be

launched by the outsider attacker where it transmits invalid messages in the network and

exhausts the messages from the legitimate nodes. Thus, the messages from the legitimate

nodes are prevented from processing by the invalid messages from the attacker. The Dis-

tributed DoS (DDoS) is more severe attack than the DoS in which a number of malicious

nodes attack on a single legitimate node in distributed manner in different timeslots and

locations.

Position Attacks

The location table is maintained by the GPS satellite maintaining location information with

the vehicle’s identity. The reading in the GPS system may be manipulated by the attacker to

deceive the vehicle about its location.
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Forgery

The correctness and timely receipt of the contents of the message is a major vulnerability.

Forgery is caused by a single attacker which transmits false hazard warning messages (e.g.,

bad road conditions) leading to rapid contamination of large portions of the vehicular net-

work with false information. The various dimensions and roadside behaviour of an attacker

in VANETs are discussed by Leinmuller et al. [8].

In-transit Traffic Tampering

Any node acting as a relay can drop, corrupt, meaningfully modify or replay messages;

disrupting communication. In this way, the reception of critical traffic notifications or safety

messages can be manipulated. In fact, tampering with in-transit messages may be more

powerful yet simpler than forgery attacks.

The classification of attacks and the adversaries are given in Table 1.1.

1.2.3 VANET Security Requirements

Security requirements are the measures that are put in place to secure the vehicular com-

munication system from the effects of possible attacks identified in the section 1.2.2. The

security requirements are basically derived from primary security goals of confidentiality, in-

tegrity and availability. From a review of existing literature [9][10][11][12][13], the general

security requirements of a vehicular communication system are:

I. Authentication: Authentication ensures that the receiver correctly identifies the sender

of the received message [9]. When the receiver verifies the unique identity of the sender,

it is termed as ID authentication. Property authentication is a security requirement

which verifies that the sender is a car, RSU, etc. The location authentication verifies



Chapter 1 Introduction 15

Table 1.1: Comparison of security attacks in VANETs

Name of Attack Class of Adversary Security Requirement
hindered

Message Falsification
Attack

Insider, Rational,
Active Data Integrity

Message Delay
Attack Insider, Rational Data Integrity

Impersonation
Attack

Outsider, Malicious,
Passive

Authentication,
Confidentiality

Illusion Attack Insider, Malicious Authentication

Wormhole Attack Insider, Extended,
Passive, Colluding

Authentication,
Confidentiality

Sinkhole Attack Insider, Independent,
Local Confidentiality

Blackhole Attack Passive, Outsider Availability

Grayhole Attack Passive, Insider,
Malicious

Availability,
Data Integrity

Message Alteration
Attack Insider, Malicious Data Integrity

Industrial Insider
Attack Outsider, Malicious Data Integrity

Sybil Attack Insider, Active,
Local

Authentication,
Availability

Denial of Service
Attack

Outsider, Active,
Local, Independent Availability

Distributed Denial of
Service Attack

Insider, Active,
Colluding Availability

Position Attacks Outsider Authentication

Forgery Insider, Independent,
Extended Data Integrity

In-Transit Traffic
Tampering Insider, Active Data Integrity,

Confidentiality

the claimed location of the sender.

II. Integrity: Integrity requirements demand that the message should not be altered or

dropped while it is communicated from the sender to receiver.

III. Entity Authentication: Entity authentication ensures that the recently received mes-

sage is fresh and live. It prevents the message replay attack among the vehicles. It

is ascertained that a message was sent as well as received in a reasonably small time
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frame [11].

IV. Confidentiality: Confidentiality prevents the eavesdropping of the information sent

between sender and receiver. The information transmitted should be accessed by only

the sender and receiver of the message.

V. Privacy: Privacy is an important factor for the public acceptance and successful de-

ployment of VANETs [14]. The collection of vehicle-specific information may lead to

violation of the privacy of the drivers’ personal data. A primary concern for vehicu-

lar networks is to provide location privacy for the vehicle, which prevents others from

learning the location behaviour of the vehicle. Location privacy can be provided by

adopting anonymity for vehicular communications. ID privacy [9] specifies upto what

extent identity of the sender should be concealed so that the law enforcement authorities

should be able to track the vehicles in case of any mishappening.

VI. Availability: The wireless channel should be available at all times so that the vehicles

can receive the warning messages. If the radio channel goes out (e.g. jamming by

an attacker, DoS or DDoS attacks), then the messages will not be broadcasted and

VANETs become useless. Hence, it is critical for the vehicular communication systems

to have high availability.

VII. Access Control: Access control is necessary to distinguish between different access

levels of node or infrastructure which specifies what each type of node is allowed to

do in the network [9]. The malicious vehicles are excluded from communicating in the

network by the law enforcement authorities by the certificate revocation method or by

calculating reputation score, etc.

VIII. Auditability: Auditability or the non-repudiation, is the mechanism by which the com-

municating vehicles can not deny that messages have been received or sent by them.
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This requirement is of utmost importance in case of accident scenarios in identifying

the actual cause of the accident.

IX. Physical Security: It prevents the unauthorised access of vehicle which includes com-

promising the security of the vehicle or tampering of cryptographic credentials. This

can be prevented by adopting the tamper proof hardware in the onboard units of the

vehicle.

1.3 VANET Security Mechanisms

The main difficulty today in developing secure systems based on public key cryptography is

not the problem of choosing secure algorithms or implementing those algorithms. Rather,

it is the deployment and management of infrastructures to support the authenticity of cryp-

tographic keys. There is a need to provide an assurance to the user about the relationship

between a public key and the identity (or authority) of the holder of the corresponding pri-

vate key. In a traditional Public Key Infrastructure (PKI), an infrastructure based on public

key cryptosystem leads to the creation of digital certificates by Certification Authority (CA)

upon authentication of vehicles and distribution of certificates to vehicles for secure com-

munication among them. A central repository is used by CA to store the digital certificates

which are revoked in case of malicious activity by some entity. The digital certificates so

created actually maps the public keys with the vehicular entities. In fact, digital certificates

are used to verify that a particular public key is associated to a specific node in network.

Therefore, PKI finds use in message authentication with the help of digital certificates and in

key distribution. Public key infrastructure is not a viable solution in VANETs in view of the

high vehicle mobility and real time guaranties. The overhead of certificate management and

the keys sizes put a restraint on use of PKI in VANETs due to limited bandwidth. Further,
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if there is an identity dispute, large effort is needed to resolve the same. The most primitive

type of cryptosystems used for securing information is Symmetric Key Cryptosystem where

the session key is being shared and agreed upon by the nodes that are used to process com-

munication messages. In such approach, a common shared key is established between two

nodes which is used to exchange all the messages between these two nodes for the current

session. Such type of cryptographic mechanisms are in fact, time and space efficient. But,

the pair wise shared keys are being prohibited from preloading in VANETs due to the huge

scale of VANETs. Hence, there should be dynamic key establishment. Firstly, initial public

key and certificate exchange is completed and then, ‘ISO/IEC 11770-3 Key Transport Mech-

anism 3’ [15] is used for key establishment which is considered the most efficient way. The

symmetric keys are not so accurate solution for securing the VANETs as session key cannot

be established between each pair of vehicles in the network hence, it is not feasible solution

for highly scalable VANETs and soon exceeds in terms of overhead. The congestion-less

wireless channel prevents the session key establishment for efficiency purposes in vicinity

of only few vehicles. Further, symmetric key establishment prevents from achieving non-

repudiation, which is foremost requirement for VANETs.

1.3.1 Identity Based Cryptography

The concept of Identity Based Cryptography (IBC) was propounded in 1984 by Adi Shamir

[16]. This type of cryptosystem allows the arbitrary strings to act as public keys, i.e. public

keys can be derived from public identity information of the network entity such as name,

email address, IP addresses etc, which in turn can be used for encryption or signature veri-

fication purposes. There is no need of any digital certificates for public key verification as

it was employed in conventional PKI. Thus, identity based cryptography curtails the com-

plexity of the system significantly and the cost incurred in establishing and managing digital
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certificates in traditional PKI is reduced drastically. An identity based signature scheme was

constructed by Shamir [16] using the existing RSA function [17] but he could not formulate

the Identity Based Encryption (IBE) scheme, which remained a long-lasting open problem

till 2001 when this problem of Shamir was solved independently by Boneh and Franklin

[18] and Cocks [19]. Since then, identity based cryptography has flourished in the research

community due to their successful realization of identity based encryption. Bilinear pairing

was used by Boneh and Franklin [18] and the variant of integer factorization problem was

used by Cocks [19] to construct their identity based encryption schemes in 2001. The funda-

mental and functional encryption scheme on bilinear pairing based on elliptic curves using

identity based cryptography was introduced by Boneh and Franklin [18]. IBE based on bilin-

ear pairings are more widely in practice in VANETs. Identity based cryptography schemes

are mainly employed for encryption, authentication, liability and tracing in vehicular ad-hoc

networks. IBC infrastructure is more efficient as identity of user can act as public key thus

preventing the exchange of public keys and certificates for public key verification. Thereby

improving the communication and computational efficiency.

The field of identity based cryptography relies on the number theory field and related

mathematical concepts [20] [21] [22]. Mathematical concepts used in IBE are:

• Roots of unity: When the complex numbers are raised to a given power of n, all

of them yield the value of 1. These are also referred to as de Moivre numbers [23]

which are the numbers that can be easily represented on the unit circle of the complex

plane. Mathematically, the nth root of unity can be defined as a complex number which

satisfies: Zn = 1; n = 1,2,3.....

• Cyclic Groups: A cyclic group is a group in which all the elements are generated from

a single element. In the cyclic group, there exists a generator ‘g’ which is used to

generate the rest of the elements of the group which can be represented as the powers
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of ‘g’ in multiplicative group and multiples of ‘g’ in additive group [24]. It is defined

as: G = < g > = {gn— n: integer}

For eg. Suppose that G = g0,g1,g2,g3,g4 is a cyclic, then the next elements can be

represented as g5 = g0, g6 = g1 and so on.

• Group Generator: If each element of the group can be expressed as product of finite

number of elements in any particular subgroup, then that subgroup S of a group is

known as generating set of group [25]. If G = < S > then G is generated by S and

the elements of S are used to generate the elements of G. S is known as the Group

Generator of G.

• Group Order: The group order comprises the total count of the elements in a particular

group [25]. Eg: if G = 1,2,4,7; then the order of group G is represented by: |G| = 4 or

ord (G) = 4

• Bilinear Maps: The mathematical functions used for mapping the product of 2 linear

elements to a third element within the same group are called bilinear maps [26]. Eg:

suppose A and B are the linear elements of group G, the bilinear map can be defined

as: F : A * B −→ C ; C is a third element in G. Another example is multiplication of

elements in the integer group N. For instance 2, 3 ∈ N and 2, 3 = 6 ∈ N. Hence, integer

multiplication is bilinear map.

1.3.2 Certificateless Cryptography

Al-Shamir and Paterson [27] invented the concept of Certificateless Public Key Cryptogra-

phy (CL-PKC) which is a variant of identity based cryptography and in practice nowadays

due to its enticing characteristics. It alleviates problem of the overhead of certificates faced

in PKI and escrowing an identity in ID based cryptography. CL-PKC is considered to be
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well suited for VANETs in perspective of limited bandwidth and the dynamic nature of such

networks. CL-PKC uses a third party called Key Generation Center (KGC) to generate the

partial private key for an entity which is then combined with the secret key chosen by entity

for the generation of full private key. Then, the user uses the public parameters of KGC and

the secret key to compute the public key. The concept of partial private keys was introduced

in CL-PKC because if the full private key is generated by the KGC as in IBC [28], then KGC

will have the full access on the private key of users and may abuse the capabilities of the

network. The notion of partial private key was given in CL-PKC to ensure high security of

the network.

Preliminaries

The bilinear pairing is denoted by e and can be defined over groups G1 and G2, both of which

are having the prime-order q. The operation in G1 is denoted by an additive notation while

an operation in G2 is denoted by multiplicative notation. The hardness of the scheme lies on

Discrete logarithm problem (DLP) and it is assumed that DLP is intractable in both groups

G1 and G2. Practically, the group G1 is implemented by a group of points on an elliptic

curve, having a small MOV exponent [20] and group G2 is implemented by a subgroup

of the multiplicative group of a finite field. Let P denote a random generator of G1. The

justifiable bilinear map e : G1 G1 −→ G2 is constructed with following properties:

I Bilinear: e(aP, bP) = e(abP, P) = e(P, abP) = e(P,P)ab, for every P, Q ∈ G1 and for every

a,b ∈ RZ∗q

II Nondegenerate: e(P,Q) = 1, ∃ [P,Q] ∈ G1

III Computable: e(P,Q) can always be computed with the help of an effective algorithm

such that, for every P,Q ∈ G1.
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The bilinear pairings are constructed by Tate pairings or Weil pairings [18]. The cer-

tificateless cryptography’s security depends on the hardness of the following computational

problems:

Computational Diffie-Hellman (CDH) problem: Let cyclic group G1 with order q has a

generator P, and given two points, aP and bP for unknown a, b ∈ Z∗q, then to compute

abP is computationally infeasible.

Decisional Diffie-Hellman (DDH) problem: Let cyclic group G1 with order q has a gen-

erator P, and given the points, P, aP,bP and g ∈ G1 for unknown a, b ∈ Z∗q, to decide

whether g = abP is computationally infeasible.

Bilinear Diffie-Hellman (BDH) problem: Let < P;aP;bP;cP > with unknown random

choices of a, b, c ∈ Z∗q be given, then to compute e(P,P)abc ∈ G2 is computationally

infeasible.

1.4 Applications of VANETs

Some of the major applications of VANET include providing safety information, traffic man-

agement, toll services, location based services, infotainment etc. The various VANET appli-

cations based on deliberations between government agencies and private industry have been

identified, which are traffic signal violation warnings, curve speed warnings, emergency

electronic brake lights, pre-crash warnings, cooperative forward collision warnings, left-turn

assistance, lane change warning, and stop-sign movement assistance. One of the major ap-

plications is providing safety related information to avoid collisions, reducing pile up of

vehicles after an accident and offering warnings related to state of roads and intersections.

Affixed with the safety related information are the liability related messages, which would

determine which vehicles are present at the site of the accident and later help in fixing cause
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for the accident. However, without securing these networks, they would lend themselves to

blatant abuse, leading to major problems and immense damage to life and property.

1.5 Thesis Organization

The organization of the thesis is as follows:-

Chapter 1: Introduction: This chapter provides introduces vehicular ad hoc networks,

its security, security challenges, requirements and applications. Further, it provides the

overview of the identity based and certificateless cryptography.

Chapter 2: Literature Review: This chapter provides the comprehensive survey of

work done in the area of security of vehicular ad hoc networks and highlights the various

frameworks proposed. A comparative study and analysis of the existing security frameworks

for VANETs has also been provided in this chapter.

Chapter 3: Proposed Certificateless Signature Scheme: The proposed ‘Certificate-

less Aggregate Signature Scheme’ for vehicular ad hoc networks is presented in detail. The

proposed signature scheme is proven existentially unforgeable in the random oracle model

against chosen message attacks, assuming the hardness of computational diffie-hellman

problem.

Chapter 4: Privacy Preserving Authentication Framework: In this chapter, a pri-

vacy preserving pseudonym based security framework is proposed which employs the use

of bloom filters in message verification process. A new designed aggregate certificateless

digital signature scheme is employed for inter-vehicular communication allowing the vehi-

cles to anonymously communicate with each other. The bloom filters are used to enhance

the aggregate message verification process and the security analysis of the proposed security

scheme is also presented.
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Chapter 5: Experiments and Implementation Details: This chapter provides the im-

plementation details of the proposed framework where authentication of the efficiency of

the proposed framework has been done thoroughly. Various evaluation parameters used for

measuring its performance have also been discussed. The security library MIRACL and the

network simulator NS-2 have been used.

Chapter 6: Effective Vehicular Communications: This chapter proposes the fuzzy

based trust prediction model for vehicular communication systems for effective transmis-

sion of messages. It also discusses the two XML based modules of the secure vehicular ad

hoc networks by the design of the decision inference system for the vehicle misbehaviour

detection and the V-Health system for the faster dissemination of medical aid.

Chapter 7: Conclusion and Future Scope: Thesis concludes with this chapter by pro-

viding a brief overview of the proposed framework and providing a insight into the future

scope of the work.
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Literature Review

With the intent to enhance the traffic safety and driving conditions, VANETs enables the

vehicles to communicate with each other and exchange traffic related information. The data

on traffic conditions is of prime importance due to which the Intelligent Transportation Sys-

tems (ITS) have developed various techniques that allow them to characterize the traffic flow

conditions on the road and make intelligent decisions accordingly. VANETs are nowadays

getting increased attention from the academia and industry due to its potential and tremen-

dous applications. VANETs deployment can be considered as a next generation network

which will be very useful in traffic analysis and management. The brief summary of the

recent literature related to the security and privacy in VANETs is presented revealing the dif-

ferent authentication, verification strategies, intrusion and misbehaviour detection schemes.

2.1 Certificateless Signature Schemes

The idea of Certificateless Public Key Cryptography (CL-PKC) was given by Al-Shamir and

Paterson [27] where the concept of partial private keys was introduced in CL-PKC. CL-PKC

is considered to be well suited for VANETs in perspective of limited bandwidth and the

25
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dynamic nature of such networks. The certificateless signature scheme presented by Riyami

et al. [27] can not be used in VANETs as it employs more computational cost in signature

generation and verification processes but the high mobility of vehicles in the network puts

an urgent need to reduce the computational time as much as possible to support the reliable

message delivery in the highly dynamic vehicular ad-hoc networks.

The first certificateless encryption scheme was given by A. Shamir [29] along with the

formal proof for his scheme. Boneh et al. [30] firstly introduced the concept of aggregate

signatures. After that, many aggregate signature schemes have been proposed [31] [32]

[33], since Boneh et al.’s scheme is proposed. The concept of aggregate signatures can be

much efficiently used with ID-based signatures and certificateless signatures as certificateless

cryptography does not pose a constraint of certificate overhead. The security model of CL

signature schemes was given by Huang et al. [34], but the ability of adversaries was not

fully covered in CL-PKC by this model as the certificateless scheme which was secure in this

model might be insecure in actual practice. The more generic way to construct CL signature

schemes was put forward by Yum and Lee [35] which was proved insecure by Hu et al. [36]

and they presented the security model of CLS schemes. A new CLS scheme was propounded

by Liu et al. [37] which was proven secure in standard model. Huang et al. [38] presented

the two new constructions of the security models of certificateless signature schemes. Choi

et al. [39] presented two new efficient constructions of certificateless signature schemes but

Boneh et al. [30] proved their security in weak adversary model. Du and Wen [40] had

given a very efficient short CLS scheme with few mistakes in their security proof. A very

efficient CLAS scheme was presented by Zhang et al. [41] which was secure in the random

oracle model. Certificateless signcryption scheme was proposed by Miao et al. [42] but

signcryption has high computational overhead in highly dynamic networks such as VANETs.

The certificateless threshold signature scheme was given by Xiong et al. [43] where the
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signing power was distributed among the multiple signers which is not a viable solution in

VANETs. A certificateless two party authenticated key agreement protocol was proposed by

He et al. [44] but the two party communication is not feasible in large scale vehicular ad

hoc networks. So far, very little attention has been devoted for the design of certificateless

signature schemes for specific application scenarios such as VANETs.

2.2 Security Frameworks

The subject related to security in VANETs has so far being overlooked by both academia and

industry which has been postponed to the later stages of implementation and deployment.

But, the security of these networks can not be overlooked as security is the major milestone

to be accomplished before the deployment of VANETs. Gandhi et al. [45] gave the review of

the security solutions in Mobile ad hoc networks. Many frameworks have been proposed so

far for vehicular ad hoc networks and are being discussed in this section. Choi and Hong [46]

described the management and operations of the next generation networks which comprised a

heterogeneous environment of wired and wireless networks. The future internet requirements

and the services provided were discussed by Hong et al. [47] with the special focus on

issues of future internet and proposed the operations, requirements and management of future

internet services. Raya et al. [48] proposed an authentication scheme for VANETs where the

short lived certificates were preloaded in the vehicle OBU along with short pseudonyms. This

approach is not much feasible in vehicular networks as it possesses the certificate overhead

problem because each time a new pseudonym along with its certificate was used for new

message. Moreover, it incured a revocation problem because CRL grows at a tremendous

rate due to the large pool of certificates. Raya et al. [49] also proposed a mechanism based on

ECDSA signature mechanism where anonymous key pairs were preloaded into the tamper
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proof hardware of the vehicle along with the anonymous certificates. The revocation problem

was dealt by proposing three protocols for revocation. Another security architecture was

designed by Sun et al. [50] where pseudonymous based scheme was used for attaining

privacy and threshold based signature scheme was used to achieve non-repudiation in the

vehicular networks. It incorporated the threshold based authentication scheme where the

authentication of the vehicle beyond some threshold might result in the revocation of the

vehicle but there was limitation on defining the threshold. Moreover, it rendered signaling

overhead problem as whole bandwidth of the network might be consumed in setting the

threshold value. Many group based signature schemes [51][52][53] were proposed where

privacy of the signer was conditional on the group leader but these schemes had the problem

that the signer privacy could be revealed by the group leader and thus leading to the violation

of security primitive of privacy. Moreover, the group formation and election of the group

leader possess a constraint on the reliability of such group based security frameworks in

highly dynamic networks such as VANETs.

The message verification policies should be appropriately chosen to enhance the message

verification process of vehicles as multitude of messages needs to be verified in a small

duration of time before new messages are received. Li et al. [54] proposed a message

verification strategy where the messages were verified according to the priority set and the

priority was determined by the distance between sender and receiver i.e. less the distance,

more the priority. The rest of the messages were verified in a random manner. Aggregate

verification schemes [55][56] were proposed for VANETs where bilinear pairings were used

to verify the messages in a single batch. Cheon et al. [57] proposed a fast batch verification

scheme which used the bilinear pairing to aggregately verify all the signatures. Kim et al.

[58] proposed an inter-vehicular communication scheme where batch verification scheme

was presented and multiple messages were verified using bloom filters [59]. This scheme
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was proposed to reduce the overhead of group rekeying where the group key was updated

in the vehicle using bloom filter which reduced the number of communications involved

and optimized the time. Bloom filters are the space efficient data structures and possess a

constant search time complexity. However, the authors did not utilize the bloom filter in

verifying the received periodic messages to enhance the message verification process based

on their priorities.

Another lightweight certificate based group key framework was proposed by Yeh et al.

[60] where group leader was responsible for management of groups and keys of the members

of the group. It was computationally lightweight but the certificate based framework itself

creates high overhead in managing the certificates in highly dynamic network. Wagen et

al. [61] proposed a security framework based on asymmetric and symmetric cryptography

where asymmetric cryptography was used for securely exchanging the key and authentica-

tion process and symmetric key was used for safety applications to reduce the latency of

the network. The ID based framework was proposed by Lu et al. [62] with identity based

signatures for authentication between vehicles and RSUs; and ID Based Online/Offline Sig-

nature(IBOOS) scheme was proposed for authentication between vehicles. Self generated

pseudonyms were used instead of real identities of the vehicles. IBOOS divided the sign-

ing process into two phases, offline phase and online phase to speed up the signing process.

Initially, vehicles or roadside units execute offline phase employed for R2V(Roadside to

Vehicle) or V2R (Vehicle to Roadside) communications and vehicles execute online phase

for V2V communication. The IBOOS scheme was extended in ACPN scheme [63] where

PKC based pseudonyms were generated for privacy preservation which were updated on the

demand of vehicles. So, the scheme provided the privacy preserving authentication with non-

repudiation. The revocation mechanism for vehicular ad hoc networks was also proposed by

Ganan et al. [64] where Certification Authority (CA) accumulated all the revocation infor-
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mation of the vehicles in one single value which was transmitted to all other vehicles in the

network. Thus, it provided the accurate information regarding revocation of each vehicle

while ensuring the privacy of the vehicles. Xue et al. [65] proposed a mechanism where

top authority issued group certificates to vehicles through the RSUs and employed the dig-

ital signature generation and verification procedure for safety messages. Biswas et al. [66]

proposed a identity based authentication scheme which was proven insecure by Tsai [67] as

it was vulnerable to private key reveal attack. The weakness was improved by Tsai’s scheme

[67] which supported the identity revocation, where the signature receiving entity was able

to check if the signature was received from the revoked vehicle or not. Wasef et al. [68] pro-

posed a distributed certificate based signature scheme for vehicular ad hoc networks where

the aggregate signature verification was employed to increase the efficiency of the network.

Bhushan et al. [69] proposed a new methodology known as Common Junction Methodology

to reduce the network overhead by optimizing the overlay traffic at underlay traffic. The traf-

fic is routed through the common junction found by this methodology between the available

paths. The availability issue was considered in mobile ad hoc networks by Chand et al. [70]

where a strategy based on cooperative caching was proposed to improve the performance of

data access.

A new secure congestion control protocol was proposed by Younes et al. [71] to provide

the integrity and authenticity of the messages transmitted over the network and detect the

security threats. It employed the public key cryptography for authenticating RSU at road

intersection and employed the group signatures as well as identity based signatures for inter-

vehicular communication. However, the proposed protocol inferred more communication

overheads. The group based signatures were also implemented and evaluated on the mobile

devices by Isern-Deya et al. [72] using android platform. Another trust based authentication

scheme was proposed by Chuang et al. [73] for vehicle to vehicle communications. It was
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a lightweight decentralized approach which adopted the transitive trust relationships to en-

hance the authentication method. A symmetric cryptography based secure communication

network was given by Zhu et al. [74] by developing two party key and group key distribu-

tion and agreement protocols for various VANET scenarios. It solved the key leak problem

which was caused by the vehicles joining or leaving the network. The aggregate signatures

were employed and point addition was substituted by XOR operation but the symmetric

cryptography itself imposed a high overhead in highly dense vehicular environments. Wang

et al. [75] also proposed a lightweight symmetric encryption based authentication scheme

which employed the Message Authentication Code (MAC) for message signing and verifi-

cation processes. The scheme utilized the pseudo identities for the privacy preservation and

conditional traceability in vehicles.

2.3 Classification of Security Mechanisms

The search is being classified based on two classifications namely, cryptographic techniques

and trust management techniques. Figure 2.1 lists the various security schemes adopted by

the researchers in a hierarchical manner to secure vehicular networks.

2.3.1 Cryptographic Techniques

The cryptographic techniques include the four major cryptographic techniques: symmetric

key, public key, identity based and the certificateless cryptography. This section provides a

concise study of recent literature related to proposed security frameworks and strategies used

to secure vehicular communications.
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Figure 2.1: Overview of the literature for securing VANETs

Public Key Infrastructure

Since VANETs need to be protected from outsiders and malicious insiders, legitimacy of

messages is mandatory. The messages exchanged among vehicles and trusted authorities

must be authenticated. The vehicle firstly authenticates itself to a trusted authority which

issues the pubic keys to vehicles. An infrastructure based on public key cryptosystem leads

to the creation of digital certificates by Certification Authority (CA) upon authentication of

vehicles and distribution of certificates among vehicles for secure communication among

them. A central repository is used by CA to store the digital certificates which are revoked in

case of malicious activity by some entity. The digital certificates so created actually maps the

public keys with the vehicular entities. Digital certificates are used to verify that a particular
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Table 2.1: Comparison of public key infrastructures for VANETs

Security
Schemes

Anonymous
certificates

Pseudonyms Group
Formation

RSU
aided

Traceability
by TA Anonymity Group

signatures Revocation

[“Blum et al. 2004”][77] × × X × × × × ×
[“Hubaux et al.2004”][78] × × × × X X × X
[“Gerlach et al.2007”][79] × X × × X X × X
[“Raya et al. 2006a”][83] × × X × × X X ×
[“Raya and Hubaux 2007”][49] X X × × X X × X
[“Huang et al. 2005”][84] × X X X × X × ×
[“Raya et al. 2006b”][85] X X × X X X × ×
[“Lin et al. 2007”][51] × × X X X X X X

public key is associated to a specific node in network. Therefore, PKI finds use in message

authentication with the help of digital certificates and in key distribution. Hu et al. [76]

mentioned the security objectives of VANET framework as authenticity, privacy, information

availability, short term linkability, efficiency, traceability and revocation. A new security

architecture was described by Blum and Eskandarian [77] for VANETs to counter the attack

known as intelligent collisions (which are intentionally caused). The knowledge of potential

threats is necessary to build a security architecture. A virtual infrastructure was used by them

where clusters of vehicles were used and cluster-heads were responsible for digitally signing

the messages using PKI for their reliable dissemination. The drawback of this approach was

that bottlenecks were created at cluster-heads and further, it was difficult to manage such

clusters in highly ephemeral networks. Hubaux [78] focused on the privacy of vehicles by

managing the tradeoff between privacy and liability and used the unique electronic identifiers

of the vehicles known as Electronic License Plates (ELP). The security concepts for vehicular

networks were defined by Gerlach et al. [79] by describing four viewpoints. Security aspects

had been taken into consideration by Raya et al. [80] while talking about VANETs. Luo and

Hubaux [81] proposed the introduction of the MAC layer in VANETs along with discussion

on security issues by Raya et al. [82].

Secure aggregations were discussed by Raya et al. [83] to increase the channel efficiency
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in vehicular networks where there existed geographically dissected maps into tiny area cells

and vehicle compared its GPS location with the already loaded dissected area maps to know

its group. The cell length was 400 m and group leader was in center which assigned group

key to all the members of the group. The drawbacks of such a group based approach was that

firstly, group leader was difficult to manage as vehicles continuously changed their location

and secondly, group formation was difficult in vicinity of too few vehicles. Eichler et al. [86]

provided a general overview of Car to Car communication (C2C comm.). Raya and Hubaux

[49] proposed a new approach based on the pseudonyms where anonymous public keys were

used along with the public key certificate for each anonymous public keys. However, this

scheme had some shortcomings as it gave rise to high storage overhead of anonymous public

keys and certificates leading to extra communication. Raya and Hubaux had focused on

particular VANET security subjects and gave a complete overview of the architecture that

could be used in the implementation of such networks [87][80]. The various challenges

encountered in vehicular networks including attacks and adversary types were discussed by

Parno et al. [88] and they discussed the issue by providing discrete security mechanisms for

securing VANETs.

Zarki et al. [89] described architecture for vehicular ad-hoc networks by concisely re-

marking the various security concerns and their feasible resolutions. The concept of digital

signatures usage in VANETs was given by Gollan et al.[90]. The CARAVAN scheme [34]

preserved privacy of the vehicles with the help of formation of groups in case of applications

where vehicles needed to communicate with infrastructure. The group leader accesses the

infrastructure on behalf of the whole group members and when the infrastructure was not

accessed by vehicles, eavesdroppers were prevented from tracking pseudonyms of the vehi-

cles by remaining silent. Gerlach offered a different perspective for implementing security

models in car to car communication [91] by focusing on the functional layer view and im-
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plementing the concepts which are used for securing vehicular communications. Raya et al.

[85] proposed a different authentication scheme for vehicular communications where large

number of short-lived anonymous certificates were used and were preloaded in OBU of vehi-

cle. When the vehicle needed to sign the message, a certificate was used from the certificate

pool. This approach had the drawback that large certificate pool might lead to identity dis-

pute as severe efforts were needed to resolve it. SeVeCom security framework was described

by Raya and Papadimitratos [11] [92] in which architecture, vulnerabilities, challenges and

cryptographic support were discussed in a detailed way to offer a more practical view on

the problems that could occur. An architecture was described by Raya et al. [93] for private

vehicular communications focusing on the management of identities and cryptographic keys.

Zhang [94] also discussed the security in VANETs in which the author implemented attacks

and discovered weaknesses in the VANET security layer. The PKI-based authentication was

combined with TESLA [95] protocol for VANETs to present a new anonymous authentica-

tion approach [51]. The first message which is signed and sent by sender was verified by

trusted authority. Then, by using the TESLA procedure, the subsequent messages were au-

thenticated by receiver by directly comparing the Message Authentication Code (MAC) only

if first message was authenticated. But, the receiver needed to store all digital certificates of

adjoining nodes for long time leading to storage overhead. Moreover, message authentica-

tion started after the second message was received from the same sender which seemed to be

infeasible in delay intolerant networks.

USA addressed the DSRC Consortium [96] as the most extrusive industrial effort in ve-

hicular networks. There are many ongoing endeavours in the realm of vehicular networks

such as network-on-wheels project [97], car-to-car consortium [98], DSRC consortium [99]

and SEVECOM [100] among others. After going through various proposed schemes dis-

cussed above, it is quite evident that the public key infrastructure is not a viable solution in
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Table 2.2: Comparison of the various symmetric key approaches

Security Schemes Privacy Scalability pseudonyms Group
Formation

RSU aided Non-
Repudiation

Hybrid
System

[“Burmester et al. 2008”][101] X × × × × × X
[“Plob et al. 2008”][12] X × × × X X X
[“Choi et al. 2005”][102] X × × × X X ×
[“Freudiger et al. 2007”][103] × X × × X × X
[“Chim et al. 2012”][104] X X X × X X X
[“Hu et al. 2012”][105] X × X X X X X

VANETs in view of the high vehicle mobility and real time guaranties. The overhead of cer-

tificate management and the key sizes put a restraint on use of PKI in VANETs due to limited

bandwidth. Further, if there occurs an identity dispute, rigid effort is needed to resolve the

same. If anonymous keys and short lived certificates are used for privacy preservation, it

renders a high overhead on the network to manage large number of certificates. Table 2.1

gives the comparative analysis of proposed public key infrastructures for VANETs.

Symmetric Key Approaches

The most primitive type of cryptosystems used for securing information is symmetric key

cryptosystem where the session key is shared and agreed upon by the nodes that are used to

process communication messages. In such approach, a common shared key is established

between two nodes which is used to exchange all the messages between these two nodes

for the current session. Such type of cryptographic mechanisms are in fact, time and space

efficient. But, the pair wise shared keys are being prohibited from preloading in VANETs

due to the huge scale of VANETs.

A hybrid system was proposed by Burmester et al. [101] that used both symmetric and

asymmetric approaches to provide security in VANETs. The hybrid system provided the

confidentiality, authentication and privacy preservation. It defined two types of communica-

tions: pair wise, when two nodes needed to communicate and group communication, when
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more than two nodes required communication. Symmetric keys were used in pair wise com-

munications to avoid the overhead of using public key pair. Another security architecture

was given by Plob et al. [12] where PKI was employed at initialization exclusively for safety

messages and the other messages such as periodically sent beacons employed symmetric

key cryptography for maintaining the privacy of the participating entities. The symmetric

key was established between the vehicle node and the trusted third party. However, draw-

back of this approach was that the vehicles had to contact the Trusted Third Party (TTP) to

decrypt and verify message every time leading to high overhead in highly scalable vehicular

networks. A lightweight security mechanism was proposed by Choi et al. [102] to balance

the privacy and liability in VANETs. It was non suitable for inter vehicle communication

as the neighboring vehicles required authenticating each other through the road side units,

which is not feasible in such highly dynamic networks. Freudiger et al. [103] introduced

mix zones which were developed at road crossings for achieving location based secrecy in

vehicular communications by mixing the vehicle identifiers at the intersections. Vehicles

within the mix-zones used the symmetric keys with RSUs to exchange messages with RSUs.

These solutions were more efficient in high traffic congestions to prevent tracking of vehi-

cles. However, drawback was that overhead was incurred in mix-zones and non-repudiation

was difficult. A new scheme was proposed by Chim et al. [104] where authentication of reg-

ular messages was done by using Hash-based Message Authentication Code (HMAC) and

endorsed public key cryptosystem for the verification of urgent messages by using some con-

ditional privacy-preserving authentication scheme. Hu et al. [105] also provided the scheme

using Hash-based Message Authentication Code in VANETs. The secure communications

between vehicular nodes and road side units was achieved by symmetric encryption with

HMAC checking. The groups of vehicles having a shared key were maintained and group

communication among vehicles was done using symmetric encryption along with HMAC
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calculation.

The symmetric keys are not viable solution for securing the VANETs as session key

cannot be established between each pair of vehicles in the network so, it is not appropriate

solution for highly scalable VANETs and exceeds in terms of overhead. The congestion-less

wireless channel prevents the session key establishment for efficiency purposes in vicinity

of only few vehicles. Besides, symmetric key establishment do not achieve non-repudiation,

which is foremost requirement for VANETs. The various symmetric key schemes are dis-

cussed in table 2.2.

Certificate Revocation

Certificates of any vehicle are revoked when some vehicle misbehaves in the network and in

turn, Road Side Unit (RSU) revokes its certificate to prohibit its communication with other

vehicles in the network. Mostly, Certificate Revocation Lists (CRLs) are shared among all

the VANET entities to revoke the certificates which are provided through the available infras-

tructure. Moreover, the keys are automatically revoked when short lived certificates are used.

IEEE P1609.2/D2 draft standard [3] proposed these methods. Raya et al. [49] propounded

three protocols for certificate revocation namely, Revocation protocol of Tamper-Proof De-

vice (RTPD), Revocation protocol using Compressed Certificate Revocation Lists (RCCRL)

and Distributed Revocation Protocol (DRP). These protocols were introduced because stan-

dard methods of revocation cause high overhead. A novel certificate revocation proposal

was introduced by Lin et al. [106] where secret keys were granted for each RSU by trusted

authority to sign all the messages communicated in the range of RSU. During certificate

revocation, Trusted Third Party (TTP) sent messages to all the RSUs and the RSUs in turn

broadcasted the messages to all the vehicles which were in range of RSU to revoke the appro-

priate vehicle and the vehicle was restricted from communication. A blacklisted anonymous
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credential system was proposed by Tsang et al. [107] to block the misbehavior without use

of trusted authority. This approach can be feasible in VANETs: the vehicular entity needed

to assure that blacklist did not contain its ID and if it fails to do so, the messages from that

vehicle will be ignored. A threshold based authentication mechanism was proposed by Sun

et al. [108] and the traceability was provided by network authorities by tracing misbehaving

vehicles. Few other schemes [109][110] were adopted to leverage the pseudonyms in vehic-

ular networks where the revocation was possible only in few revocations feasible in finite

settings. The privacy preserving revocation mechanism was proposed by Ganon et al. [111]

by using the merkle hash trees and a crowds based anonymous protocol which reduced the

certificate status checking overhead. Merkle Hash Tree [112] is a data structure that is build

with one way hash function where children nodes carry the hash value of data and the inter-

nal nodes concatenate the hash values of their children. This approach provided a scalable

way to distribute the revocation information in the network.

There are several problems incurred in distributing CRLs. First, it can be difficult to

manage huge CRLs as these tend to be quite long in view of high number of vehicular nodes

and their high mobile nature as the vehicle while travelling the long distances can confront

a large number of vehicles. Moreover, it is not bandwidth efficient and requires additional

communications to distribute huge CRLs. Second, if the short lived certificates are used, it

still creates a vulnerability window as the CRL size grows at a high rate. Third, the additional

storage requirements are needed in the onboard of vehicles to store large CRLs. Last but not

least, the distribution of the CRLs depends heavily on the availability of infrastructure.

Identity Based Cryptography Approaches

Recently, the identity based approach has become the mainstream in VANETs security due

to the properties of VANETs. Earlier security approaches relied on Public Key Cryptog-
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raphy or Symmetric Key Cryptography but researchers have discovered recently that such

security approaches are not the best choices for security of infrastructure-less networks like

VANETs. Moreover distribution and management of keys, key sizes and certificate overhead

pose a constraint on using the public key infrastructure due to limited bandwidth. Further,

VANETs are delay intolerant networks and require real time services therefore; symmetric

key cryptography is also not preferred. Hereby, ID based cryptography is presently believed

as a practicable choice for VANETs. Few researchers have proposed usage of Identity based

Cryptography for securing VANETs. A ring signature scheme [113] based on IDBC was

proposed by Gamage et al. [114] where ring signature scheme was modified for achieving

ambiguity of signer to enhance the privacy requirements in vehicular networks. However

the ring signature scheme is not suitable in VANETs as it results in conditional privacy lead-

ing to non-repudiation unattainable, which is the foremost requirement of VANET. Chen et

al. [115] proposed a group signature scheme based on IDBC where privacy of signer lied

in the hands of group manager. The group members registered themselves to an authority

named Group Registration Manager (GRM) and could sign any message on behalf of group.

This scheme provided liability as GRM could disclose any identity of the vehicle. But, the

limitation of group formation and election of group leader posessed a constraint on such

group based schemes in VANETs. Lin et al. [51] proposed a new scheme by combining the

group signature and ID based signature to provide anonymous authentication in VANETs.

The OBU of vehicle used the short group signature based on bilinear pairings to sign a mes-

sage. RSUs adopt the identity based signatures where the public key used was the location

information of RSU. A secure scheme SECSPP was given by Li et al. [116] which was an

efficient authentication scheme adopting ID based cryptography and included hash functions

and blind signatures.

Another ID-based security framework was proposed by Kamat et al. [117] where sign-
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cryption scheme was used to achieve security paradigms of anonymity, data integrity, au-

thentication, non-repudiation and confidentiality. However, the framework relied heavily

on road side infrastructure for generation of pseudonyms and pseudonyms were generated

after vehicle signed a single message which rendered high signaling overhead problem. A

novel ID-based framework was propounded by Sun et al. [109] to achieve anonymity and

non-repudiation. Privacy was achieved by the use of pseudonyms based approach and non-

repudiation was achieved through threshold based distributed control where the driver’s iden-

tity could not be revealed by single authority. It was assumed that the Tamper Proof Hard-

ware (TPH) was used in the vehicles and the master key of trusted third party was never

revealed. The use of signcryption [28] was also proposed in VANETs which has consider-

able advantage over encryption and signature methods as VANET nodes are not computa-

tional power restricted. However, in all these ID based proposals; the main obstacle was that

the Key Generation Center (KGC) generated the secret key of vehicular entity by utilizing

KGC’s master key. It did not ensure non-repudiation as any message could be signed and

decrypted by KGC abusing access proficiencies of vehicles leading to key escrow problem

[118].

An authentication framework was proposed for VANETs by Lu et al. [62] which utilized

Identity Based Signature along with Identity Based Online/Offline Signature (IBOOS). The

signing process was separated into online and offline phase in IBOOS to increase the effi-

ciency of pairing processes. The IBS itself possessed the key escrow problem which might

disrupt the VANET services. To deal with the problem of key escrow, another solution was

adduced by Choi et al. [119] in which Regional Transportation Authority (RTA) verified ve-

hicle’s ID and then issued signature value (Γ) to generate the vehicle’s public and private key

using RSA algorithm and were generated on-board of the vehicle. Nonetheless, anonymity

issues were not addressed. This drawback was mitigated by Dikmak et al. [120] where max-
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imum anonymity was provided by updating the pseudonyms periodically. However, RSA

public/private key pair generation was independent of the update of pseudonyms and validity

period of key pair was generally longer than the expiry time of pseudonyms. The hierarchi-

cal distribution of Certification Authorities (CAs) solved the problem of central point failure.

Biswas et al. [66] used the current position information and timestamp as the identity string

which could be employed as public key for corresponding vehicle for signature generation

to prevent the wormhole [121] as well as replay attacks. This scheme used a variation of

Elliptic Curve Digital Signature Algorithm (ECDSA) with identity-based signature. Bloom

filters were used to prioritize the messages in high traffic areas. Park et al. [122] proposed

a protocol to achieve authentication and to provide location assurance by avoiding illicit

tracking of vehicle’s location. The authentication between the RSU and vehicle was done

by identity-based authenticated key agreement protocol [123], and the hierarchical identity-

based signature [124] was used for generating and verifying the location-based signature.

Another security framework was proposed by Bradai and Afifi [125] based on identity based

cryptography to achieve anonymity, non-repudiation and securing the messages in a con-

fronted accident scene. Chim et al. [126] introduced a new ID based framework where a

vehicle used a different pseudonym for each message protecting its privacy and only trusted

authority was able to reveal the true identity of the vehicle. The vehicles in the range of

particular RSU form a group and the group members communicate securely by authenticat-

ing with each other. An adequate authentication scheme was proposed by Hui et al. [127]

where private vehicles used group signature to sign the messages. The RSUs and public

vehicles (ambulance, public bus etc.) used an identity-based signature to sign messages. In

addition, the verification time was reduced by adopting the batch verification techniques.

Nasreen et al. [128] employed a scheme where the authentication for vehicle to RSU was

done by employing ID based signature and inter-vehicle authentication through ID based
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Table 2.3: Comparison of proposed ID based frameworks

Security Schemes Key Escrow
Problem

Signalling
Overhead

Privacy pseudonyms
Non-
Repudiation RSU aided Group

Formation
Location
ID

[“Lin et al. 2007”][51] X × X × × X X X

[“Sun et al. 2007”][109] X × × X X X × ×
[“Chen et al. 2003”][115] X X X × X × X ×
[“Kamat et al. 2006”][117] X X X X X X × ×
[“Lu et al. 2012”][62] X × X X × X × ×
[“Choi et al. 2009”][119] × × × × X × × ×
[“Dikmak et al. 2012”][120] × × X X X × × ×
[“Biswas et al. 2013”][66] × X X × X × × X

[“Chim et al. 2011”][126] × X X X X X X ×
[“Hui et al. 2010”][127] X × X × X X X ×
[“Huang et al. 2011”][131] × × X X X X × ×

online/offline signatures. Chaudhuri et al. [129] presented a new identity based secure algo-

rithm for VANETs which attained the properties of security and privacy with management

of identities and pair of public/private key pair. Lee et al. [130] proposed on demand secure

routing protocol which used ID based cryptosystem and at the same time authenticated all the

intermediate nodes. The Boneh and Franklin’s scheme was applied for additional security

features. A new ID based privacy preservation scheme was employed by Huang et al. [131]

where pseudonyms were used by vehicles in place of their real identities for communicating.

An adequate mechanism for revocation was also provided in this scheme for identifying and

revoking vehicles if needed. Table 2.3 gives briefly the comparison of the major ID based

frameworks which have been proposed for vehicular networks.

Certificateless Cryptography Approaches

Certificateless cryptography alleviates the overhead of certificates as in PKI and also solves

the problem of escrowing an identity in ID based cryptography. Mohanty et al. [132] pro-

posed a certificateless aggregate signature protocol for vehicular networks which made RSU

responsible for authentication, aggregation and verification of messages sent from vehicles.

The RSU also notified the results back to the vehicles which were in the range of RSU and to
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other neighboring roadside units. The batch verification scheme was employed to reduce the

verification time of large number of signatures from neighboring vehicles and privacy was

attained by the use of pseudonyms. Taha et al. [133] propounded a key agreement scheme,

based on certificateless cryptography where mutual authentication between a mobile network

node and a mobile router was achieved and a secure shared key was created between them.

Hu et al. [134] presented a pairing based certificateless aggregate signature scheme for ad-

hoc networks. Certificateless Online/Offline Signature (CLOOS) Scheme was presented by

Sharmila et al. [135] which was a light weight cryptographic scheme having high security

and low communication overhead. The scheme was much efficient for resource constrained

and low power devices. A new certificateless private querying scheme was presented by Wan

[136] to solve the anonymity problem in querying services in VANETs based on location by

applying the technique of pseudo identity. After authenticating himself/herself to a nearby

RSU, a driver can use the service.

A secure authentication scheme was adduced by Tseng et al. [137] using certificateless

cryptography for emergency messages validation in VANETs. The conditional privacy was

ensured where vehicles should be traceable by law enforcement authorities. The scheme

used aggregation and batch verification techniques for emergency message verification and

thus reduced the computation overhead. A novel certificate based signature scheme for V2I

communication was proposed by Hu et al. [76] by combining the best aspects of identity

based cryptography and the traditional public key cryptography. Therefore, the certificate-

less cryptography retained the identity based key management characteristics but with key

escrow problem being solved. Table 2.4 gives the relative study of the proposed certificate-

less approaches.
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Table 2.4: Comparison of certificateless approaches in VANETs

Security Schemes Privacy Traceability Aggregate
Verification

RSU aided Pseudonyms Dynamic

[“Mohanty et al. 2012”][132] X X X X X ×
[“Taha et al.2012”][133] X × × X × X
[“Wan 2013”][136] X × × X × X
[“Tseng et al. 2011”][137] X X X × × ×

2.3.2 Trust Management

All the security solutions proposed so far, focus primarily on assuring that the message is

delivered to its neighbours securely and there has been less attention towards grading the

information quality which is exchanged among the vehicles as the malicious nodes may send

the bogus information to compromise the vehicular ad-hoc network. So, the control system

should be designed such that the malicious and incorrect information should be reduced

to mitigate its effect on the vehicular network. Therefore, the notion of trust among the

neighbouring vehicles in VANETs is a crucial matter that needs consideration. The trust

is assimilated among the different vehicle nodes so that the false information sent by the

malicious vehicles can be detected. It gives motivation to these vehicle peers to discourage

self-centered behaviour and behave honestly.

Modelling trustworthiness among vehicles possess various exceptional challenges.

Firstly, the vehicles on highway are highly mobile and at such mobility, reaction time to such

an inevitable solution need to be very minimal, leading to the urgent need for vehicles to trust

incoming messages in real time. Secondly, the highly scalable nature of VANETs poses a

constraint on trust management among peers as millions of vehicles may pass through par-

ticular point in the network leading to high overload in the network as the vehicles receive

lots of information from the neighbouring vehicles. Hence there is need for an effective sys-

tem to react in such hazardous situations. Another major challenge in modelling the trust in
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VANETs is the decentralized nature of VANETs. The vehicle which is interacting with other

vehicle may not communicate with it in the future which hampers from building the long

term relationships in such highly dynamic networks.

Existing Trust Models for VANETs

A substantial amount of research has been done in vehicular ad-hoc networks where security

issues have been given paramount consideration. Many trust and reputation systems have

been proposed so far, to accurately deal with the routing and security considerations.

Gomez et al. [138] provided the trust and reputation based proposal for vehicular net-

works to distinguish the malicious self-centered vehicles from the trustworthy vehicles which

can be used to make accurate decisions whether the traffic warning from the other vehicles

should be accepted or not. An event-based reputation system was presented by Lo et al. [139]

for disseminating decisive and accurate traffic information to drivers and the false alarm from

bogus messages can be easily detected. However, the drawback of the approach is that it does

not provide real time responses and the reputation of the originator of the message is not con-

sidered. Yang [140] proposed the new trust and reputation management framework based on

similarity mining technique for VANETs to identify the similar messages or vehicles where

various recommenders’ similarities are used as weight to compute reputation of the vehicle.

It uses the similarity computing algorithm presented in [141] based on Euclidean distance

theory [142]. Ayman et al. [143] introduced the privacy consideration in addition to the

reputation based trust in VANETs. Anonymous group communication was used to enhance

privacy where group members are anonymous within the groups but are identifiable to the

group managers. The task of calculating trust from the received messages is simplified by

employing the group formation. Minhas et al. [144] adduced a trust framework where role,

experience, priority and majority based trust of agents is calculated and algorithm is pro-
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posed to integrate various dimensionality of trust. Intelligent agents are used to assist the

vehicles by processing the messages from other nodes and broadcasting the processed infor-

mation to the vehicles. The predictive algorithms for vehicular ad hoc networks were given

by Bali et al. [145] which gives the estimation of clustering duration and the total number of

vehicles in a particular cluster. Zhang et al. [146] proposed two privacy preserving authen-

tication protocols where first scheme employing significantly reduction in verification time

of signatures in VANETs with tight security proof and second scheme employing the batch

verification of a bunch of messages. Malhi et al. [147] proposed a certificateless aggregate

signature scheme for achieving authentication and privacy in vehicular ad hoc networks to

significantly reduce the signature verification time by verifying the signatures in an aggregate

manner and security proof was given in random oracle model. Alawi et al. [148] proposed

a gateway selection scheme for multi-Hop relaying in an integrated network of vehicular ad

hoc networks and Universal Mobile Telecommunication System (UMTS). The scheme ex-

tends the coverage range and increases the connectivity of the vehicles with UMTS. Wang

et al. [149] proposed a solution for reducing the deployment cost of RSUs by increasing the

distance between two RSUs and enabling the multi hop communication between any vehicle

and RSU. As the multi hop relays increase, there is crucial need for reducing the multi hop

delay, so the RSU rerouting scheme is proposed which adjusts the multihop communication

till the selection of RSU with shortest path.

A fuzzy based trust management for web services was given by Nepal et al. [150] where

consumer’s perception about the web services was queried and represented accordingly but

the effective way to calculate the perception of a new one was not discussed. Pouyan et al.

[151] proposed the secure Ad hoc On Demand Distance Vector (AODV) routing protocol

for mobile ad hoc networks using fuzzy Petri nets. The fuzzy inference engine used the

four fuzzy variables for representation of behaviour of misbehaving nodes in mobile ad hoc
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networks. The route verification was performed securely for the selection of most secure

route among the nodes in the network. Gazdar et al. [152] proposed a trust based architecture

for public key infrastructure in VANETs for calculating the trust of vehicles. The fuzzy based

inference system was used to calculate the trust of the vehicles where the vehicles which were

trusted and had atleast one trusted neighbour could be used as the contender for certification

authority within its cluster whereas managing the cluster formation in such dynamic network

is itself a major concern. However, the trust based scheme was only used for the management

of certificates in public key infrastructure but not for selection of the relaying nodes for path

selection. Further, the contender CA having the lowest relative mobility was selected as

the CA. Thus, the vehicle can be selected as the Certification Authority (CA), Registration

Authority (RA), etc. according to the trust metric calculated. The drawback of the scheme

was that whole network may be compromised if the wrong CA or RA is selected. Thus,

the CA, RA etc. should always be trusted authorities and these should never be assigned to

the vehicles. Raya et al. [153] propounded a data oriented trust model where the received

message legitimacy was evaluated. The report about an event was computed by each vehicle

firstly and then the reports about the single event from all the vehicles are combined to

calculate the actual probability of event. However, high mobility of vehicles always poses

a constraint in deriving of prior probability of an event in real time. A beacon based trust

management scheme was adduced by Chen et al. [154] to restrict the malicious insiders to

send false messages in the network which not only uses the event messages but also beacon

messages for the trust computation and verisimilitude of these two messages is crosschecked

to determine the trustworthiness of the messages. Huang et al. [155] proposed a voting

scheme where the voting weight was assigned to each vehicle according to its distance from

the event i.e. the vehicle closer to the event acquire more weight, to overcome the problem

of information cascading [156] and oversampling [157].
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Khokhar et al. [158] proposed a fuzzy based social routing protocol which aims to adopt

the social behaviour of humans on the road to build a secure optimal decisions from the prior

knowledge of real time traffic information. The fuzzy based inference mechanism employed

the friendship mechanism at the intersections to make accurate decisions. In this system, the

prior knowledge of the real time traffic information was needed for building the social rela-

tionships. Jain et al. [159] proposed an enhanced fuzzy based spray and wait routing protocol

to enhance the delivery ratio and to reduce overhead. It determined the message priority by

aggregating the properties of message using fuzzy logic to denote its importance compared to

other messages which are stored in the buffer of node to select the message intelligently. The

application of fuzzy logic has also been used in designing multiple attribute decision mak-

ing scheme [160] in which four attributes were used to characterize the vehicle and obtain

the fuzzy score for each attribute according to which weights of the attribute were selected.

Finally, fuzzy performance score for each vehicle was calculated for the selection of target

for next hop transmission. The fuzzy based trust prediction model was also employed for

wireless sensor networks [161] where the behaviour of the neighbours is predicted from their

past behaviour, trust value fluctuations and the recommenders. Recommenders are the nodes

having maximum interactions with the requesting node. The past behaviour of the node may

directly influence the trust value fluctuations thus, leading to incorrect results. Therefore, the

trust prediction should always be done on the real time data. A fuzzy chessboard clustering

method and artificial bee colony routing method was proposed for wireless sensor networks

[162] for overcoming the bottleneck problem and for routing in an energy efficient manner.

The proposed method helps in balancing the consumption of energy in WSNs and maximize

the lifetime of the network. A User authentication scheme based on biometrics was given

by Althobaiti et al. [163] for wireless sensor networks. However the proposed scheme was

prone to many attacks such as node capture attack, impersonation attack and man-in-the-
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middle attack. These drawbacks were improved by Das [164] by employing a biometric

authentication scheme using fuzzy extractor for extracting the key data from biometric of

user by using the smart card. The formal security verification of the scheme was proposed to

ensure that the scheme was secure.

The trust models can be classified into three types namely, entity oriented, data ori-

ented and hybrid trust models where entity-oriented trust models target the trust relationships

among VANET entities, data-oriented trust models target the evaluation of the trustworthi-

ness of data among entities and hybrid trust models focus on both entity trust and data trust.

a) Entity-oriented trust models

Gerlach [165] adduced a sociological trust model which was based on an entity trust where

architecture was designed to incorporate the trust and location privacy among the entities of

the network. This model had distinct levels of trust which included situational trust, disposi-

tional trust and system trust and formation of belief regarding data was based on the various

trusts. Nevertheless, it was not explained that how different trusts should be combined. Min-

has et al. [166] proposed a multi-faceted trust modelling system for VANETs which included

the role based trust and experience trust to be used as the metric to evaluate trust of vehi-

cle nodes. The vehicles could inquire other vehicles regarding any event that had occurred

and also restrict the number of received reports. Another trust framework was presented by

Ayman et al. [167] which preserved the privacy and allowed the formation of trust based

on the reputation of network entity. The framework employed the group formation where

VANET entities preserved the anonymity and only group managers were able to identify the

group members. Therefore, groups simplify the task of building group reputation and trust

calculation of received messages without compromising privacy. Another hardware based

security framework was presented by Wagan et al. [168] based on asymmetric and symmet-
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ric cryptography and formed trusted groups to build an enhanced trust relationships among

vehicles in the group. A privacy-preserving system that guaranteed message trustworthiness

in vehicle-to-vehicle (V2V) communications was proposed by Wu et al. [169] for trust-

worthiness of messages in inter-vehicle message exchanges. Both a priori and a posteriori

countermeasures were adopted to thwart attackers. Until and unless the vehicle sign the same

message twice, the vehicle privacy was preserved. The threshold-authentication scheme for

V2V communications was proposed and the authentication of messages was expedited by

batch verification technique.

b) Data-oriented trust models

Data-oriented trust models are used to evaluate the data trustworthiness coming from the

neighbouring vehicles. A data centric trust model which was applicable for VANETs was

defined by Raya et al. [170] where distinct metrics for trust were given of which a priori

trust relationships was considered as one of the parameter for trust evaluation and trust was

dependent on the various metrics associated correlated with the typical vehicle entity. The

level of trust of entity depended on the various events associated with nodes i.e, if the event

associated with data took place or not. This trust model had shortcomings that only transitory

trust was formed upon data therefore, trust needed to be established again and again. A

trust model was designed to detect and amend the incorrect data by Golle et al. [171] in

VANETs which had all the information about the other entities in VANETs. When the data

received by particular entity matched with the already contained information in model with

high probability then the data was accepted by the vehicle. However, it was not achievable

that each vehicle had all the information about the network and exclusively assessed the data

validity. Further, it also lead to storage overhead problem in vehicle entities.
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c) Hybrid trust models

Hybrid trust models combine the entity level trust and data centric trust. Chen et al. [172]

propounded a trust based framework where trust relationships were maintained with the help

of distinct trust metrics to evaluate the data received from the other vehicle entities. This

scheme employed an identity based aggregation scheme for data aggregation and calculating

trust notions. The groups were formed and group leaders were responsible for calculation

of trust based on the trustworthiness of other entities’ by combining the trust based on role

and experience which was then used for computing majority opinion to detect malicious

information sent from sender. Ultimately, the decision about the data trustworthiness for

the entity was derived from the evaluation result. Hereby, the proposed hybrid model ap-

proved the vehicles for evaluation of the information by taking the other entities’ believes

into consideration. Another hybrid trust based message propagation model was designed by

Zhang et al. [94] where the information collected from the neighbouring vehicles was prop-

agated securely and efficiently and dynamic dissemination of information was controlled

thus, elevating scalability of network. A reputation based hybrid trust model was proposed

by Patwardhan et al. [173] where it was assumed that anchor nodes were already authenti-

cated, and the data supplied by them was considered to be accurate. The model approved

the data by either having an opinion with neighbouring vehicles or explicitly communicating

with any of the anchor node. If the validation algorithm disapproved the data received from a

particular entity then that entity was termed as malicious entity. The weakness of the current

model was that reputation of the neighbours was not determined while calculating the data

trustworthiness and hence, this model was only dependent on the broadcasted information

from neighbouring entities.
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Table 2.5: Properties of existing trust models

Security Schemes Decentralized Robustness Authentication Privacy Security Confidence Scalability Dynamics

[“Gerlach 2007”][165] × × X X X X × X
[“Minhas et al. 2010”][166] X × X X X X X X
[“Wu et al. 2010”][169] × X X X X X × X
[“Raya et al. 2008b”][170] X × × × X X × X
[“Golle et al. 2004”][171] X X X X X × × ×
[“Chen et al. 2010”][172] X × X × X X X X
[“Patwardhan et al.2006”][173] X × X × X × × X
[“Zhang et al. 2010”][174] X × × × X X X X

Properties of existing trust models

The distinct properties are aspired by trust management models in VANETs which include

privacy, system level security, authentication etc. The trust management in VANETs need

to be decentralized to manage with immensely scalable, mobile and distributed quality of

VANETs. Since the environment of neighbouring nodes is changing rapidly and consistently,

hereby the trust models should capture this dynamism for managing trust among entities.

Trust management should also be able to deal best with the scalable nature of VANETs.

Confidence measure should be included in trust management to capture uncertainty. The

confidence level should depend on the various metrics that were available to calculate trust

value. The mechanism of trust management should be robust enough to deal with the distinct

attacks which can be mounted on VANETs. Table 2.5 lists the comparative analysis of the

properties of existing trust models.

2.4 Comparative Analysis

This section presents the systematic chronological order of all the security schemes which

have been discussed in the previous sections. Table 2.6 gives the comparison of the different

schemes chronologically based on the distinctive characteristics providing a comprehensive

review of recently proposed security solutions.
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2.5 Attacks in VANETs

VANETs are exposed to various attacks which hampers the communication process in this

network. The various mechanisms have been proposed to detect and mitigate the different

attacks in VANETs.

Sybil attacks can be detected using the method of resource scheduling [175] under an

assumption that all the physical resources are limited and the computational puzzles are used

to test the computation power of each node. This technique was not feasible for VANETs

as the vehicles in this network can have more computational resources so, radio resource

testing technique [176] was proposed for VANETs. Yan et al. [177] proposed a radar based

solution to sybil attacks in VANETS where radar detected the actual physical existence of

a vehicle that could be used to validate the abstract information about the vehicle. Another

approach was proposed for VANETs by Yu et al. [178] where position evidence system was

designed to improve the detection accuracy by employing the statistical methods and was

able to identify the direction of the vehicle. A distributed data fusion method [179] had also

been proposed to detect sybil attacks where distributed confidence over the vehicular ad hoc

network was built. The signal strength distribution [180] of a suspected node was observed

over a period of time to detect the sybil attacks in VANETs and verification error rate was

significantly reduced by using the statistical methods. A timestamp series approach [181]

was another approach to secure VANETs from sybil attacks with infrastructure support. The

digital certificates were issued by the road side infrastructure and thus, it was impossible for

two vehicles to pass by multiple RSUs at the same time. Thus, the two messages issued

under the same timestamp series under RSUs were considered as sybil attacks by the vehi-

cle. RobSAD approach [182] with limited infrastructure support was proposed where the

difference between normal and abnormal motion trajectories of vehicle was used to detect

sybil attacks and each node was able to detect attacks individually without the support from
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infrastructure. The success rate of sybil attacks in VANETs was calculated based on the as-

sumptions of transmission power or antenna [183] where the number of cheated nodes were

calculated from the sender’s as well as receiver’s point of view. A sybil detection approach

in VANETs based on signal strength variations [184] used the node to verify authenticity of

other nodes according to their localizations and a metric was used to define the degree to dis-

tinguish between two nodes. A lightweight and scalable P2DAP mechanism [185] was used

to detect sybil attacks in distributed manner in VANETs where set of fixed nodes called Road

Side Boxes undergo passive overhearing of the network to detect the malicious vehicles.

Another model known as plausibility validation network was proposed by Lo et al. [186]

to secure the network against illusion attack. It worked by taking two types of inputs: data

from antennas and data collected by sensors. The data checking module validated the input

data and took the necessary actions as required. Thus, the rule set was needed to be stored for

each and every message which might lead to storage overhead in vehicles. Therefore, an ef-

ficient mechanism called Message Content Validation Algorithm[187] was proposed where

possibilities of an illusion attacker were explored in all dimensions and security goals were

designed accordingly. An approach known as Packet leash [188] was proposed to prevent

the wormhole attacks in wireless ad hoc networks where temporal leashes ensure that each

packet had an upper bound on its lifetime restricting the maximum travel distance and geo-

graphical leashes ensured that a packet could only be received within a certain distance from

sender. All the nodes were tightly synchronized by clock and a leash based protocol TIK

implemented these leashes. Further an improved approach, HEAP [189] was proposed hav-

ing more security and less overhead. HEAP was an improvement of the previously proposed

packet leash scheme to detect wormhole attacks in AODV routing protocol in VANETs.

HEAP used the geographic leashes with loosely synchronized clocks and the packets were

dropped when the claimed passing distance by the packet was not correct thus solving the
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problem of limitation on packet travel. Another approach known as DEIPHI [190] was given

for wormhole detection in wireless ad hoc networks where the sender was able to detect the

wormhole attacks by observing the delays of different paths to the receiver. This method

incurred less cost as it did not require the synchronized clocks and on board units need to be

equipped with some special hardware. A trust based approach [191] against sinkhole attack

was proposed to detect sinkhole in AODV based vehicular ad hoc network where the route

was decided by the node after it got the route reply messages from all its neighboring nodes

which was based on the type of association between the nodes. Thus, sinkhole nodes were

detected and were not given preference in route selection.

A mechanism to mitigate the effects of DoS attacks [192] was proposed where each ve-

hicle kept track of the invalid signatures received in particular time period based on which

invalid signature ratio was calculated. When the invalid signature ratio reached a thresh-

old, it indicated DoS attacks warning. Another approach was given for minimizing DoS

attacks in VANETs where the data packets received by a node passed through a number of

tests and if any of these test failed, the node dropped that data packet [193]. These con-

straints also helped to identify if the node’s claimed position as a nearest node was true or

not. The synchronization based DDoS attacks in VANETs were mitigated by randomizing

the RSU schedule during each cycle of periodic transmission and minimizing the contention

window size which reduced the back-off delay [194]. To reduce the position based attacks in

VANETs, set of plausibility checks [195] were proposed which did not require extra special

hardware and were able to mitigate the effects of position based attacks. The proposed mech-

anism was able to adapt to different road conditions and traffic conditions. The IBV scheme

[56] was unable to fulfill the privacy requirement and suffered from the impersonation attack.

The mechanism known as SPECS [126] was designed to ensure privacy in vehicular ad hoc

networks and to detect impersonation attacks.
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2.6 Intrusion Detection in VANETs

The masquerade, Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks

are some serious and severe attacks on the availability of the network in vehicular commu-

nications. The network availability in VANETs is very important as all the entities; vehicles,

road side units rely on the network for the communication. In DoS attacks, the attacker jams

the communication channel of the network and the network is no longer available to the legit-

imate vehicles. Therefore, the main intention of the attacker is to prevent the network users

from accessing the network services [49][88]. DDoS attacks are more severe than DOS at-

tacks as these attacks are launched by attackers in distributed manner as the attackers launch

the attack from the different locations and different time slots. The major aim of the attacker

is to achieve network inaccessibility by the vehicles on a large scale of the network.

The study of such attacks on vehicular ad-hoc networks is an important open axis of re-

search. Many security frameworks have been proposed so far for vehicular ad-hoc networks

but very few works have studied these attacks on VANET scenarios and proposed the effi-

cient solution for such attacks. The comprehensive survey of the various taxonomies and

vulnerabilities of various attacks were discussed in detail by Igure and Williams[196]. Yu

et al. [178] proposed a mechanism for detecting sybil attacks in VANETs where coopera-

tive method was employed for detecting the positions of sybil nodes and a statistical method

was designed to verify the direction of incoming vehicle and the whole system was termed

as Presence Evidence Systems (PES). The sybil nodes may launch the DoS attacks to dis-

rupt the normal functioning of the network. The distinct intrusion detection mechanisms

for VANETs have been proposed to detect the intruders in the network which may launch

disparate attacks in VANETs. Tomandl et al. [197] proposed a new intrusion detection mech-

anism known as REST-Net which employs a dynamic detection engine to monitor the data

transmitted in the network for the detection of fake messages as these fake messages may
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launch various types of attacks. The attacker was being identified from the fake messages

and the fake messages were being revoked. The scheme offered high detection rates and

warning signals to prevent the interruptions. Sedjelmaci and Senouci [198] adduced a new

intrusion detection framework for vehicular networks where the vehicles reputation scheme

was used to evaluate the trust level of the vehicle. The proposed scheme offered efficiency in

terms of fast attacks’ identification, high detection rate and low false positive rate. Cousse-

ment et al. [199] presented a decision making protocol where intrusion detection systems

were installed in vehicles as well as RSUs and the groups of vehicles were formed according

to their speed. The probabilistic model was formed which was based on the ratio computa-

tion between network entities which have answered to the signatures of the attack and then,

the neighbours were alerted for the same. The intrusion detection system was proposed for

wireless mesh networks by Deb et al. [200] where cluster based reward-oriented intrusion

detection system was proposed and whose efficiency was evaluated using QualNet simula-

tor. Mitchell [201] provided a survey of the intrusion detection techniques in all the wireless

network applications.

Bibmeyer et al. [202] propounded a new signature based intrusion detection approach in

VANETs which employs the plausibility model to verify the vehicle movement data. This

approach was very convenient as a single fake vehicle can also be identified with this mecha-

nism. A collaborative trust aware mechanism was employed for the detection of intruders by

Kumar et al. [203] where learning automata was used to capture the different state’s infor-

mation of the vehicles and a markov chain model was used for the representation of states.

Finally, a collaborative trust index was calculated to detect the attacks and abnormalities in

the network. Ruj et al. [204] proposed a data centric misbehaviour detection mechanism

where misbehaviour was detected from the false alert messages and the actions of misbe-

having nodes are observed after dissemination of false alert messages. Therefore, each node
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can detect if the information received was correct or not and fines were imposed on the mis-

behaving nodes. Misra et al. [205] proposed a learning automata based intrusion detection

solution for VANETs considering the privacy concerns of each vehicle. The mechanism pre-

sented could detect 90-95% of the malicious packets in the network thus, giving the effective

approach for misbehaviour detection.

A new bloom filter based DoS attack detection scheme in VANETs was proposed by

Verma et al. [206] where IP addresses of the vehicles were verified and the duplicacy of the

IP addresses in the database of the vehicle leads to the detection of DoS attacks. Thus, the

fake identities of malicious network entities were examined consistently by the IP address

information of the nodes. A model for the prevention of DoS attacks in VANETs was de-

veloped called the IP CHOCK which was able to locate the malicious nodes. Then, Verma

and Halabi [207] proposed a scheme where Internet Protocol (IP) spoofing addresses of DoS

attacks were defended by bloom filter based IP-CHOCK detection scheme. The IP spoofing

addresses were obstructed the data transfer between two network entities. The IP addresses

spoofing by malicious vehicles were also detected by using the proposed mechanism. Wasef

et al. [192] proposed a defense mechanism to mitigate the DoS attacks in VANETs with the

help of Public Key Infrastructure (PKI). Each vehicle kept the track of the invalid signatures

received and calculated the invalid signature ratio and set the predefined threshold for invalid

signature ratio. If the vehicle crossed the invalid signature ratio, then HMAC was appended

on each outgoing signed message by the vehicle. Upon receiving the HMAC, if there exists

the match of HMAC, it continued to verify the signature. The new security scheme was

proposed for preventing the DDoS attacks caused due to route request flooding in AODV

routing protocol in Mobile Ad-Hoc Networks (MANETs) by Sanyal et al. [208]. The solu-

tion was proposed against forwarding the fake route requests which leading to exhausting of

the network resources which leads to distributed DoS attacks. Biswas et al. [194] analyzed
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the synchronization based DDoS attacks on VANETs mathematically and through simula-

tions and proposed the various mitigation techniques such as modification of MAC layer’s

contention window size and randomizing the message inter-arrival time during broadcasting

to circumvent such attacks in VANETs. Neither sender nor receiver of the broadcast periodic

beacons were aware of the attacks as such broadcasts do not have any acknowledgements.

2.7 Misbehaviour Detection in VANETs

VANETs are more prone to inside attacks as insiders have full access on the network and can

act maliciously in the vehicular communications. Harit et al. [209] proposed a misbehaviour

detection scheme where data collected from the neighboring vehicles regarding the event

and the neighbour’s responses were collected by vehicle to calculate the truth value of the

event alert. Bibmeyer et al. [210] categorized the internal attackers so that the most relevant

attacker was identified and feasibility of location based attacks was demonstrated. Dietzel et

al. [211] proposed three graph based metrics for the detection of insider attackers in three

different dissemination protocols. Another proposal was given by Zhang et al. [212] where

the spurious messages were filtered using incremental learning part of back propagation

neural network using vehicles’ reputation. A framework for detection of malicious behaviour

was proposed by Jaeger et al. [213] where Kalman Filter [214] was used to detect such

misbehavior based on vehicles’ past activities. Hussain et al. [215] proposed both event

driven as well as data driven approaches for the misbehavior prevention on the basis of

traffic. Sybil attack detection scheme was proposed in case of dense traffic region whereas

location-based misbehaviour detection scheme was proposed for less dense regions. The

misbehaviour detection scheme for message correction which was based on the analysis of

mobility patterns of the vehicles nearby to the concerned vehicle was given by Razzaque et
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al. [216]. Another scheme was presented by Yang et al. [140] which used state automata

and supervision for detection of any fraudulent messages and the behavioural characteristics

of the target vehicles were stored in the special security log maintained by the system. The

end to end delay in mobile ad hoc networks was studied by Kumar et al. [217] to provide

the quality of service support in terms of delay and bandwidth for transmitting the video or

voice in delay intolerant applications.

2.8 E-Health Systems

Recently, a variety of wireless healthcare solutions are being proposed for vehicular network

applications for safety improvement, such as seeded cloud [218] and V-Cloud [219]. The

proposed solutions focus mainly on long tenure monitoring of health for vehicular users or

are considering the real time emergency events in vehicular traffic to avoid any mishappen-

ing on the road [220]. The work has been done in patient monitoring which includes mobile

telemedicine [221] [222] [223] [224], home monitoring [225], Bluetooth-based system for

digitized ECGs [226], ECG based cardiac diseases [227], wireless telemetry system for EEG

epilepsy [228], a hospital-wide mobile monitoring system [229], and real-time home moni-

toring of patients [230]. Sensors used for getting the vital signs of the patient include wire-

less sensors for health-monitoring [231] [232], ring-based sensor [233], clothing-embedded

transducers for ECG [234] and stress monitoring sensors [235]. Moreover, the several ways

for improving the medical decision making are included in [236] [237] [238].

The basic design principles and the authentication processes for the remote patient mon-

itoring were described in [239]. Another remote patient monitoring system was designed

by Niyato et al. [240] and Hu et al. [241] where patient data was collected by sensors to

transmit it to the healthcare centres periodically. Lin et al. [242] proposed a privacy preserv-



68 Chapter 2 Literature Review

ing mechanism for E-health services against the global adversary in the network to address

the patient privacy issues by achieving both content oriented privacy and contextual privacy.

A privacy preserving framework for mobile healthcare emergency was provided by Lu et

al. [243] where the resource utilization of smart phones was done to process the personal

health information of the patients efficiently during healthcare emergency. Masi et al. [244]

provided an effective communication protocol to exchange the mobile patient information

among the disconnected health centres and clinics where network connection was not avail-

able such as in rural areas. The opportunities and challenges for ubiquitous computing were

discussed by Sneha et al. [245] who proposed a framework for patient monitoring by uti-

lizing mobile ad hoc networks [246] to ensure the end to end connectivity. Doorenbos et

al. [247] provided an initiative by enhancing healthcare systems of rural areas by giving

them professional healthcare education. Another healthcare scheme called Rcare [248] was

proposed which utilized the vehicular ad hoc networks for collecting and transmitting the

patient specific information from rural areas for providing connectivity to these areas. All

the proposed works utilize the wireless technologies for the timely and efficient transmission

of the patient specific health information of the mobile patients to the health providers.

2.9 Problem Formulation

After doing the exhaustive survey on the VANETs, it has been realized that VANETs are the

promising field of research for the future networks and definitely will be a major step forward

towards the intelligent transportation systems. One of the focus which will ensure success-

ful deployment of these networks initially is security. Protection of VANETs from attacks

and important issues which need special consideration are authentication of messages. The

trade off between the security and privacy is another important issue which needs thorough
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consideration. Vehicles can be associated with locations, i.e. places a driver visits and the

locations of the driver or the identities of the vehicle need to be preserved. At the same time,

the messages need to be authenticated for the valid vehicle node such that the messages are

not tampered by the adversaries.

Tamper proof hardware needs to be installed in vehicle nodes to mitigate the effect of

mischievous insiders and to preserve the security keys and the various other security parame-

ters. Further, secure VANETs need to have security mechanisms by incorporating the trusted

authorities and secure keys, without any delay in computation and message authentication as

it may affect the critical real time VANET applications. It has been observed that most of the

prior work focused only on measuring security properties, largely ignoring the performance

impact of the security mechanisms introduced into the system.The non-repudiation is the

utmost requirement for maintaining security in VANETs.

Although identity based cryptography has been discussed significantly by researchers as

one of the solutions for VANETs, its major limitation is that it suffers from the problem of key

escrow problem which needs to be dealt in the vehicular communication process. Further,

the signatures need to be verified aggregately before the next periodic beacons arrive so

that the message drop reduces in the network. Therefore the signature verification strategies

need to be improved to enhance the vehicular communication process in the network. Such

schemes can be considered for providing a complete security framework, enabling majority

of security requirements such as data integrity, consistency and availability.

2.10 Objectives

Main objectives of this work are:

(i) To study, analyze and explore the already existing security frameworks in VANETs
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and identify important security issues which have not been addressed.

(ii) To propose and implement an ID based security framework for VANETs.

(iii) To test and validate the proposed framework on a simulated environment using various

security testing parameters.



Chapter 3

Certificateless Aggregate Signature

Scheme

The state-of-the-art telecommunication technologies have widely been adapted for sensing

and collecting the traffic related information and Vehicular Ad-Hoc Networks (VANETs),

the future of the Intelligent Transportation Systems (ITS) aim to improve traffic safety. Inter-

vehicular communication needs to be secure and anonymous as the effective and robust op-

erations including security and privacy are critical for the deployment of vehicular ad-hoc

networks. The received message in vehicular ad-hoc networks can contain the malicious

content that may affect the entire network. The digital signature scheme is used to validate

the authenticity of the sender so that the message received may be trusted.

Certificateless-PKC is considered to be well suited for VANETs in perspective of limited

bandwidth and the dynamic nature of such networks. The certificateless signature scheme

presented by [27] can not be used in VANETs as it employs more computational cost in

signature generation and verification processes and the high mobility of vehicles in the net-

works puts an urgent need to reduce the computational time as much as possible to support

the reliable message delivery in the highly dynamic vehicular ad-hoc networks. Thus, a for-

71



72 Chapter 3 Certificateless Aggregate Signature Scheme

mal security model of CLS schemes is given and a new certificateless aggregate signature

scheme for vehicular ad-hoc networks is adduced which provides the security requirements

of integrity, authenticity, privacy and non-repudiation. The authenticity and integrity are

provided itself by the digital signatures. Privacy is achieved by the issuance of short term

identifiers called pseudonyms by the road side infrastructures which prevents the tracking

of vehicles but at the same time, provides the non-repudiation so that the authorities can

not link the pseudonyms with the actual identity of the entity. Aggregate signatures have

the advantage of verifying all the signatures together leading to reduction in computation

time. Assuming the hardness of computational diffie-hellman problem over groups in bilin-

ear maps, the CLAS scheme is proven secure in random oracle model [249].

3.1 Adversarial Model of Certificateless Signature

Schemes

This section reviews the adversarial model [238] of certificateless signature scheme. Two

types of adversaries are considered in certificateless cryptography namely, Type I and Type

II adversary. Let A1 denote a Type I attacker and A2 denote a Type II attacker. Two games are

considered, ‘Game I’ where challenger C interacts with adversary A1 and ‘Game II’ where

C interacts with adversary A2. The master key of KGC cannot be accessed by adversary A1,

but the public key of any entity can be replaced by A1 with the value chosen by it whereas

the master key of KGC can be accessed by the adversary A2 but A2 cannot perform public

key replacement. The certificateless signature scheme is existentially unforgeable against the

adaptive chosen message attack, if the both adversaries A1 and A2 have negligible success

probability. The six oracles which can be accessed by the adversaries are RevealPartialKey,

RevealSecretKey, RevealPublicKey, RevealPseudonym, ReplacePublicKey and Sign oracles.
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Game I (for A1 adversary):

In this game, adversary A1 interacts with the challenger C .

Phase I-1:

The Setup algorithm is run by challenger C , which takes the input security parameter ` to

generate the master key and system parameter list params. The parameter list params is sent

by challenger C to the adversary A1 while keeps the master key as secret to itself.

Phase I-2:

The polynomially bounded number of oracle-query operations are performed by the adver-

sary A1. The adversary A1 can make RevealPartialKey, RevealSecretKey, RevealPublicKey,

RevealPseudonym, ReplacePublicKey and Sign queries onto oracle during this stage of sim-

ulation.

Phase I-3:

Finally, A1 outputs a message and signature pair < m∗i ,σ
∗
i > corresponding to the identity

ID∗i with a public key P∗i .

A1 wins Game I if;

• σ∗i is a valid signature on message m∗i with identity ID∗i and pubic key P∗i .

• The identity ID∗i has not queried partial private key pp∗i during RevealPartialKey

queries. Moreover, oracle Sign has never been queried with ID∗i and m∗i .

Game II (for A2 adversary):

In this game, adversary A2 interacts with the challenger C .
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Phase II-1:

The Setup algorithm is run by challenger C , which takes the input security parameter `

for the generation of the master key and system parameter list params. The parameter list

params and the master key both are sent by challenger C to the adversary A2.

Phase II-2:

The polynomially bounded number of oracle-query operations are performed by the adver-

sary A2. The adversary A2 can make RevealSecretKey, RevealPublicKey, RevealPseudonym

and Sign queries onto oracle during this stage of simulation. The oracle RevealPartialKey is

no longer needed by A2 as A2 has the access to the master key.

Phase II-3:

Finally, A2 outputs a message and signature pair < m∗i ,σ
∗
i > corresponding to the identity

ID∗i with a public key P∗i .

A2 wins Game II if;

• σ∗i is a valid signature on message m∗i with identity ID∗i and public key P∗i .

• The identity ID∗i has not queried secret key x∗i during RevealSecretKey queries. More-

over, oracle Sign has never been queried with ID∗i and m∗i .

Definition 1: A Certificateless Signature scheme is existentially unforgeable under adap-

tively chosen message attack if the success probability succA (`) of any Probabilistic Poly-

nomial Time (PPT) adversary A in any of the above two games is negligible.
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3.2 Certificateless Signature Scheme for VANETs

Here, an efficient certificateless signature scheme based on bilinear pairings is proposed

which comprises the seven algorithms. The proposed certificateless signature scheme’s se-

curity depends on the hardness of the Computational Diffie-Hellman (CDH) problem in the

group.

Setup

There is one Key Generation Center (KGC) located in the region under one Regional Trans-

portation Authority (RTA). The input is a security parameter 1` where ` ∈ N, firstly a cyclic

additive group G1 of prime order q is chosen by KGC. And finally, the cyclic multiplicative

group G2 of the same prime order q is chosen. The bilinear pairing e : G1×G1 −→ G2

is defined by it. Choose a generator point of the group G1 as P ∈ G1. A master key

s ∈ RZ∗q is uniformally selected and the public key of KGC as Ppub = s.P is selected.

The two distinct hash functions H2: {0,1}∗ −→ Z∗q and H3: {0,1}∗ −→ Z∗q are chosen.

The message space is defined as M = {0,1}∗. Each RSU in the region under RTA sets

yi ∈ Z∗q as the secret key of RSUi and Prsui = yi.P as the public key of RSUi. The pub-

lic keys of all the RSUs Prsu1,Prsu2 ,Prsu3......Prsun under the region of RTA are sent to the

KGC and published under params list. The system parameter list is defined as params =

{G1,G2,e,P,Ppub,H2,H3,Prsu1,Prsu2,Prsu3......Prsun}.

Registration

This algorithm is run by RTA to register the vehicle with Identity IDi. RTA maps the rela-

tionship between IDi and QIDi as the actual identity of the vehicle IDi is concealed and QIDi

is only used as the identity by the vehicle for all the communications. Whenever the law
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enforcement authorities want to trace the vehicle for liability issues, then RTA can reveal the

actual identity of the vehicle. When the vehicle enters the region of another RTA, then the

vehicle again registers its IDi to get the new pseudo identity.

• Choose the distinct hash function H1 : {0,1}∗ −→G1.

• The vehicle’s identity space is IDi ∈ {0,1}∗. The vehicle with identity IDi registers

itself with RTA as QIDi = H1(IDi) ∈G1.

• The RTA sends the QIDi to the vehicle.

PartialKeyGen

In the region under single RTA, there is single KGC and partial private key is generated once

for each vehicle under the region of one RTA. All the RSUs in the region are directly under

the control of RTA of that region. It is assumed that the KGC and RTA do not collude as both

of these are different authorities and RTA does not have any authority over KGC. It implies

that the KGC and RSUs do not collude with each other.

• KGC runs this algorithm, and takes the inputs parameter list params, master key s and

QIDi ∈G1.

• KGC then generates the partial private key of the vehicle as ppi = s.QIDi by using the

identity QIDi .

The partial private key ppi of vehicle is a signature on QIDi with the public/private key

pair (Ppub,s) and the correctness of the signature is checked by vehicle by checking whether

e(ppi,P) = e(QIDi,Ppub) which can be verified as

e(ppi,P) = e(s.QIDi,P) = e(QIDi,s.P) = e(QIDi,Ppub)
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UserKeyGen

This algorithm is used to generate the secret as well as public keys of the vehicles for vehic-

ular communications in VANETs.

• The vehicle updates the secret and public key each time it enters the region of new

RTA as it gets the new pseudo identity QIDi .

• The vehicle and RSU takes as input params, to generate the secret and public keys.

The vehicle with identity QIDi selects xi ∈ RZ∗q at random and sets xi as the secret key

of vehicle and sets the public key of vehicle as Pi = xi.P.

PseudonymGen

This algorithm is run by the corresponding RSUi under whose coverage, the vehicle is re-

questing for the pseudonym. The pseudonyms are allocated to vehicles each time a new

RSU is encountered. The frequent updation of pseudonyms under each RSU may lead to

consumption of network bandwidth and signalling overhead problem. Therefore, the RSU

may combine to form the autonomous networks which will help in solving signaling over-

head problem and bandwidth consumption, which may be caused due to the frequently up-

dating of the pseudonyms under each RSU.

• It is assumed that autonomous network is comprised of 4 RSUs in scarcely populated

areas and 2 RSUs in densely populated areas. Pseudonym is generated once under one

autonomous network. This solution provides privacy and liability at the same time.

• The inputs taken by this algorithm are params and vehicle identity QIDi and generates

the pseudonym of the vehicle in two parts PS1 j and PS2 j such that PS j =PS1 j+PS2 j.

• The autonomous network RSUi selects a j ∈ RZ∗q at random and sets PS1 j = a j.QIDi .
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• Then it calculates the hash value of PS1 j as Tj = H3(PS1 j) ∈ Z∗q.

• The second part of pseudonym PS2 j is calculated as PS2 j = a j.Tj.

• Finally the pseudonym PS j is calculated as PS j = PS1 j +PS2 j.

Sign

To sign a message mk ∈M using the partial private key and private key pair (ppi,xi) with

vehicle identity QIDi and public key Pi, the following steps are performed:

• Choose a random ri ∈ RZ∗q and compute Ui = ri.P ∈G1.

• Compute hi jk = H2(mk,PS1 j,Pi,Ui) ∈ Z∗q.

• Compute Vi jk = ppi.PS2 j +hi jk.ri.Ppub +hi jk.xi.Prsui .

• Output the signature on mk as σi jk = (Ui,Vi jk).

The first scalar multiplication (ppi.PS2 j) in Vi jk can be pre-computed whenever the

pseudonym is generated for QIDi in the current autonomous network as it saves one scalar

multiplication during signature generation.

Verify

To verify the signature σi jk = (Ui,Vi jk) signed by the vehicle with pseudonym PS j, given

the params, pseudonym PS1 j, the public key Pi, the message mk and the signature σi jk =

(Ui,Vi jk), the vehicle:

• Computes hi jk = H2(mk,PS1 j,Pi,Ui).

• Computes Tj = H3(PS1 j).
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• The signatures are accepted if the following equation holds:

e(Vi jk,P) = e(PS1 j.Tj +hi jk.Ui,Ppub)e(hi jk.Pi,Prsui) (3.1)

• If the equation holds, output is true; otherwise, output is ⊥.

The correctness of the scheme follows from the fact:

e(Vi jk,P) = e(ppi.PS2 j +hi jk.ri.Ppub +hi jk.xi.Prsui,P)

= e(ppi.PS2 j,P)e(hi jk.ri.Ppub,P)e(hi jk.xi.Prsui,P)

= e(s.QIDi.a j.Tj,P)e(hi jk.ri.s.P,P)e(hi jk.xi.yi.P,P)

= e(a j.QIDi.Tj,s.P)e(hi jk.ri.P,s.P)e(hi jk.xi.P,yi.P)

= e(PS1 j.Tj,Ppub)e(hi jk.Ui,Ppub)e(hi jk.Pi,Prsui)

= e(PS1 j.Tj +hi jk.Ui,Ppub)e(hi jk.Pi,Prsui)

The current setup allows the KGC to choose a secret key x
′
i ∈ Z∗q and compute new public

key of user P
′
i = x

′
i.P with identity QIDi . Therefore, KGC is able to know both the partial

private key and the private key of the vehicle which implies that both KGC and vehicle may

deny signature generation. But in this scheme, the pseudonyms are generated by the RSUs

and thus each RSU verify the user identity and then generates the pseudonym corresponding

to that identity. The signatures are generated using pseudonyms for those identities. So

KGC does not have access to pseudonyms and it cannot forge the signatures. Moreover, if

public key is replaced by KGC, it can easily be detected by law enforcement authorities as

the KGC is the only entity having that capability. The various steps for initiation of vehicular

communication are depicted in Figure 3.1.



80 Chapter 3 Certificateless Aggregate Signature Scheme

Figure 3.1: The various steps involved for registration and key generation of vehicle

3.3 Certificateless Aggregate Signature Scheme

This section describes the construction of a new certificateless aggregate signature scheme

for VANETs. All the six algorithms Setup, Registration, PartialKeyGen, UserKeyGen,

PseudonymGen and Sign algorithms remain same as proposed in the basic CLS scheme

(section 3.2). Two new algorithms used in CLAS are:

Aggregate

This algorithm aggregates the collection of individual signatures. The vehicle acts as an ag-

gregate signature generator, aggregating a collection of n signatures from n users {U1.....Un}

with pseudonyms {PS 1.....PS n}, public keys {P1.....Pn}with messages {M1.....Mn}

and signatures {σ1 = (U1,V1) ........ σn = (Un,Vn)} from corresponding users {U1.....Un}

respectively. It aggregates all the signatures signed under the same RSU. The aggregate sig-

natures can be computed as V = ∑
n
i=1Vi and σ = (U1....Un,V ) is an output for an aggregate

signature pair.
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AggregateVerify

An aggregate signature σ = (U1.....Un,V ) which is signed by n users {U1....Un} on n mes-

sages {M1....Mn} is verified by AggregateVerify algorithm with the help of following steps:

• Compute hi = H2(mi,PS1i,Pi,Ui) for i = 1 to n.

• Compute Ti = H3(PS1i) for i = 1 to n.

• Check the following equation if it holds or not:

e(V,P) = e(
n

∑
i=1

[PS1i.Ti +hi.Ui],Ppub)e(
n

∑
i=1

hi.Pi,Prsu) (3.2)

for all the messages signed under single RSU. The vehicle accepts the signature if the equa-

tion holds, otherwise outputs ⊥.

3.4 Security Proof

Assuming the hardness of computational diffie-hellman problem, the security of the certifi-

cateless aggregate signature scheme is hereby shown.

Theorem 1. In the random oracle model, an adversary A1 exists having an advantage ε

to forge a signature in game I modelled attack within a time span t and performs queries

to various oracles by making qi queries to Hi for i = 1,2,3, qk queries to RevealPar-

tialKey, qs queries to the RevealSecretKey, qp queries to RevealPublicKey, qps queries to

RevealPseudonym and qsig queries to sign, then CDH problem can be solved in time

t +ϕ(q1 +q2 +q3 +qk +qs +qp +qps +qsig)tm
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where tm is computation time for scalar multiplication in G1 with probability

ε
′
≥ 1

(qk +1).e
ε

Proof. Let C be an attacker receiving a random instance (P,aP,bP) of the CDH problem in

cyclic group G1. Point P is a generator of G1 having prime order q. Now, X = a.P and Y =

b.P where a and b are randomly chosen in RZ∗q. A Type I adversary A1 interacts with C as

modelled in Game I. C uses A1 for solving the CDH problem by computing abP in G1 with

the construction of an algorithm S1. C sends the params = (G1,G2,e,P,Ppub,H2,H3,Prsu) to

A1.

S1 chooses random c ∈ RZ∗q and sets Ppub = X and Prsu = c.P and then start performing

oracle queries. The hash functions H1,H2 and H3 are considered random oracles. It is

assumed that H1(.) oracle query has been previously made on that identity for which key

extraction or signature query has been made. A list L = (IDi, ppi,xi,Pi,PS j) is maintained

by S1 while A1 makes queries throughout the Game I and C maintains S1 algorithm. S1

responds to all the A1 queries. A1 performs the following queries:

H1 queries:

After an identity IDi is being submitted to oracle H1, same answer will be given if the request

has been asked before. Otherwise, S1 flips a coin ci ∈ {0,1} yielding 0 with probability ζ

and yielding 1 with probability (1− ζ ). It then randomly pick αi ∈ RZ∗q. If ci = 0, then

H1(IDi) is defined as Qi = αi.Y ∈G1. If ci = 1, then H1(IDi) = αi.P ∈G1. In both cases, S1

inserts a tuple (IDi,αi,ci,Qi) in a list LH1 = (IDi,αi,ci,Qi) to keep the track of the queries.
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H2 queries:

S1 maintains a list LH2 = (mk,PS1 j,Pi,Ui,hi jk) which is initially empty. When A1 issues

a query H2(mk,PS1 j,Pi,Ui), the same answer from the list LH2 will be given if the request

has been previously made. Otherwise S1 selects random element hi jk ∈ RZ∗q and adds the

tuple (mk,PS1 j,Pi,Ui,hi jk) to the list LH2 and returns hi jk as the answer to the hash value of

H2(mk,PS1 j,Pi,Ui) to A1.

H3 queries:

S1 maintains a list LH3 = (PS1 j, t1 j) which is initially empty. When A1 issues a query

H3(PS1 j), same answer will be returned if the query has been previously made. Otherwise,

S1 selects a random t1 j ∈ RZ∗q and adds (PS1 j, t1 j) to the list LH3 and return t1 j as answer to

A1.

RevealPseudonym queries:

The request is issued on an identity IDi.

• The corresponding tuple (IDi, ppi,xi,Pi,PS j) is recovered from the list L. S1 checks

if PS j is ⊥. If PS j 6= ⊥,S1 returns PS j to A1. Otherwise, S1 randomly chooses

k j ∈ RZ∗q and computes PS1 j = k j.Qi ∈ G1 with IDi corresponding to the list LH1

= (IDi,αi,ci,Qi) if ci = 1 and PS2 j = k j. t1 j where t1 j corresponds to the list

LH3 = (PS1 j, t1 j). S1 returns PS j = (PS1 j + PS2 j) to the adversary A1 and adds

(IDi, ppi,xi,Pi,PS j) to the list L.

• If the list L does not contain (IDi, ppi,xi,Pi,PS j), then S1 sets PS j = ⊥ and then ran-

domly chooses k j ∈ RZ∗q and computes PS1 j = k j.Qi and PS2 j = k j.t1 j from corre-

sponding lists LH1 = (IDi,αi,ci,Qi) and LH3 = (PS1 j, t1 j) respectively. S1 answers



84 Chapter 3 Certificateless Aggregate Signature Scheme

PS j = (PS1 j +PS2 j) to the adversary A1 and adds (IDi, ppi,xi,Pi,PS j) to the list L.

RevealPartialKey queries:

The request is issued on an identity IDi.

• The corresponding tuple (IDi,αi,ci,Qi) is recovered from the list LH1 . If ci = 0, then

S1 returns failure.

• If ci = 1, and if list L contains (IDi, ppi,xi,Pi,PS j), S1 checks if ppi =⊥. If ppi 6=⊥,

then S1 returns ppi to S1. If ppi =⊥,S1 recovers the tuple (IDi,αi,ci,Qi) from the list

LH1 . Now, ci = 1 i.e. H1(IDi) is defined as αi.P ∈G1 and ppi = αi.Ppub = αi.X ∈G1.

S1 returns partial private key ppi to A1 and adds tuple (IDi, ppi,xi,Pi,PS j) into list L.

• Again if ci = 1, and list L does not contain the tuple (IDi, ppi,xi,Pi,PS j), S1 sets ppi =

⊥ and recovers (IDi,αi,ci,Qi) from the list LH1 . S1 sets ppi = αi.Ppub = αi.X ∈ G1

and returns ppi to A1 and adds (IDi, ppi,xi,Pi,PS j) into the list L.

RevealPublicKey queries:

The request is issued on an identity IDi.

• If the list L contains (IDi, ppi,xi,Pi,PS j), S1 checks whether Pi =⊥. If Pi 6=⊥, then S1

returns Pi to S1. Otherwise if Pi =⊥, S1 randomly selects vi ∈ RZ∗q and Pi = vi.P ∈G1

and xi = vi. S1 returns Pi as answer to A1 and saves (Pi,xi) into the list L.

• If the list L does not contain (IDi, ppi,xi,Pi,PS j), S1 sets Pi = ⊥ and sets xi = vi,

Pi = vi.P ∈G1 ; vi ∈ RZ∗q and returns Pi to A1 and adds the tuple (IDi, ppi,xi,Pi,PS j)

to the list L.
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RevealSecretKey queries:

The request is issued on an identity IDi.

• If the list L contains (IDi, ppi,xi,Pi,PS j), then S1 checks if xi = ⊥. If xi 6= ⊥, then

S1 returns xi to A1. Otherwise, S1 selects at random vi ∈ RZ∗q and sets xi = vi and

Pi = vi.P ∈G1. It returns xi to A1 and adds (IDi, ppi,xi,Pi,PS j) into the list L.

• If the list L does not contain (IDi, ppi,xi,Pi,PS j), then S1 sets xi = ⊥ and selects

randomly vi ∈ RZ∗q and Pi = vi.P ∈ G1 and xi = vi. It returns xi to A1 and adds

(IDi, ppi,xi,Pi,PS j) into the list L.

ReplacePublicKey queries:

Suppose A1 chooses new public key P
′
i for an identity IDi.

• S1 searches the list L and if L contains an element (IDi, ppi,xi,Pi,PS j), S1 replaces Pi

with P
′
i and sets xi =⊥.

• If the list L does not contain (IDi, ppi,xi,Pi,PS j), then S1 sets Pi = P
′
i and xi = ⊥. It

also sets ppi =⊥ and adds (IDi, ppi,xi,Pi,PS j) into the list L.

Sign queries:

On receiving a sign query on IDi , S1 firstly recovers LH1 list as (IDi,αi,ci,Qi), then list

L as (IDi, ppi,xi,Pi,PS j), list LH2 as (mk,PS1 j,Pi,Ui,hi jk) and list LH3 as (PS1 j, t1 j) and

generates the signature as follows:

• If ci = 1 and if the list L contains (IDi, ppi,xi,Pi,PS j), S1 checks if xi =⊥. If xi =⊥,

S1 makes RevealPublicKey query to generate xi = vi and Pi = vi.P.
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• If L does not contain (IDi, ppi,xi,Pi,PS j), S1 makes RevealPublicKey query to gener-

ate xi and Pi and adds it to list L.

• To generate the signature, if ci = 0, choose ri, γi ∈ RZ∗q, set Ui = ri.P− h−1
i jk .PS1 j.t1 j

and computes

Vi jk = ppi.PS2 j +hi jk.ri.Ppub +hi jk.xi.Prsu

= hi jk.ri.X +hi jk.xi.Prsu (3.3)

The output σi jk can be expressed as σi jk = (Ui,Vi jk)

• If ci = 1, to generate the signature, choose at random ri ∈ RZ∗q and Ui = ri.P ∈G1 and

set the values ppi = αi.X ,PS2 j = k j.t1 j ,Prsu = c.P. It computes the value of Vi jk as

Vi jk = αi.X .k j.t1 j +hi jk.ri.X +hi jk.xi.c.P (3.4)

If the tuple containing hi jk already appears in the list LH2 , then S1 selects another ri,hi jk ∈

RZ∗q and tries again. Finally S1 responds to A1 with σi jk = (Ui,Vi jk). All the responses to

Sign queries are valid, i.e. the output (Ui,Vi jk) of sign query is a valid signature generated

on message mk.

Now, when ci = 0, Vi jk = hi jk.ri.X +hi jk.xi.Prsu

e(V,P) = e(hi jk.ri.X +hi jk.xi.Prsu,P)

= e(hi jk.ri.a.P,P)e(hi jk.xi.c.P,P)

= e(hi jk.ri.P,aP)e(hi jk.xi.P,c.P)

= e(hi jk.Ui +PS1 j.t1 j ,X)e(hi jk.Pi,Prsu)
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By forking lemma [29], replaying A1 with some random tape, S1 obtains two valid signatures

σ∗i jk(ID∗i ,m
∗
k ,h
∗
i jk,U

∗
i ,V

∗
i jk) and σ

′∗
i jk(ID∗i ,m

∗
k ,h

′∗
i jk,U

∗
i ,V

′∗
i jk) within polynomial time, where

V ∗i jk = pp∗i .PS2∗j +h∗i jk.r
∗
i .P
∗
pub +h∗i jk.x

∗
i .P
∗
rsu (3.5)

V
′∗
i jk = pp∗i .PS2∗j +h

′∗
i jk.r

∗
i .P
∗
pub +h

′∗
i jk.x

∗
i .P
∗
rsu (3.6)

Multiplying both sides of equation (3.5) by (h∗i jk)
−1 and both sides of equation (3.6) by

(h
′∗
i jk)
−1

(h∗i jk)
−1V ∗i jk = (h∗i jk)

−1 pp∗i .PS2∗j +(h∗i jk)
−1h∗i jk(r

∗
i .P
∗
pub + x∗i .P

∗
rsu) (3.7)

(h
′∗
i jk)
−1V

′∗
i jk = (h

′∗
i jk)
−1 pp∗i .PS2∗j +(h

′∗
i jk)
−1h

′∗
i jk(r

∗
i .P
∗
pub + x∗i .P

∗
rsu) (3.8)

Subtracting (3.8) from (3.7)

(h∗i jk)
−1V ∗i jk− (h

′∗
i jk)
−1V

′∗
i jk = [(h∗i jk)

−1− (h
′∗
i jk)
−1]pp∗i .PS2∗j (3.9)

Then, S1 recovers the corresponding (IDi,αi,ci,Qi) from the list LH1 . If ci = 1, S1 aborts.

Otherwise, if ci = 0, Qi = αi.Y = αi.b.P,PS2 j = k j.t1 j . Now Ppub = a.P , where a is the secret

key of KGC. Then, ppi = a.Qi = a(αi.b.P) = αi.abP. Now, in equation (3.9),

(h∗i jk)
−1V ∗i jk− (h

′∗
i jk)
−1V

′∗
i jk = [(h∗i jk)

−1− (h
′∗
i jk)
−1]αi.abP.k j.t1 j . (3.10)

abP = [(h∗i jk)
−1V ∗i jk− (h

′∗
i jk)
−1V

′∗
i jk][αi.k j.t1 j .((h

∗
i jk)
−1− (h

′∗
i jk)
−1)]−1 (3.11)

Thus, algorithm S1 outputs abP as the solution to Computational Diffie Hellman problem.
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The proof is completed by showing that S1 solves the given instance of CDH problem

with the probability

ε
′
≥ 1

(qk +1).e
ε

S1 needs three events in order to succeed:

E1: The result of any A1’s RevealPartialKey queries does not abort S1.

E2: A valid and non trivial signature is generated by A1.

E3: Probability that A1 outputs a valid and nontrivial forgery and S1 does not abort.

Probability that S1 succeeds after all these events happen is

P[E1∧E2∧E3] = P [E1] ·P [E2|E1] ·P [E3|E1∧E2]

• Claim 1: Probability that result of any A1’s RevealPartialKey queries does not abort

S1 is atleast (1−ζ )qk . Hence, P[E1] ≥ (1−ζ )qk

Proof: P[ci = 1] = (1−ζ ), therefore probability that S1 does not abort is (1−ζ ). As

it takes atmost qk times RevealPartialKey queries, probability of S1 not aborting after

the queries of A1 is atleast (1−ζ )qk .

• Claim 2: The probability of S1 not aborting with A1’s signature queries and key ex-

traction queries is ε . P[E2|E1]≥ ε .

• Claim 3: Probability that A1 outputs a valid and nontrivial forgery and S1 does not

abort is ζ . P[E3|E1∧E2]≥ ζ

Proof: Suppose A1 generated a valid and nontrivial forgery after the events E1 and E2

occurred. Thus, P[E3|E1∧E2]≥ ζ .
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Thus,

P [E1∧E2∧E3] = P [E1] ·P [E2|E1] ·P [E3|E1∧E2] (3.12)

= (1−ζ )qk · ε ·ζ

= ζ (1−ζ )qk · ε

Now, ζopt =
1

qk+1 . Thus,

ε
′
≥ ζ (1−ζ )qk · ε

ε
′
≥ 1

qk +1
[1− 1

qk +1
]qk · ε

With sufficiently large qk, the term
[
1− 1

qk+1

]qk
tends to 1

e . Thus the probability is,

ε
′
≥ 1

(qk +1).e
ε

Theorem 2. In the random oracle model, an adversary A2 exists having an advantage ε to

forge a signature in a game II modelled attack within a time span t and performs queries to

various oracles by making q2 queries to H2, q3 queries to H3, qp queries to RevealPublicKey,

qs queries to RevealSecretKey, qps queries to RevealPseudonym and qsig queries to sign, then

the CDH problem in G1 can be solved in time

t +ϕ(q2 +q3 +qs +qp +qps +qsig)tm
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where tm is the computational time for scalar multiplication in G1 with probability

ε
′
≥ 1

(qp +1).e
ε

Proof. Let C be an attacker receiving a random instance (P,aP,bP) of the CDH problem in

cyclic group G1. Point P is a generator of G1 having prime order q. X = a.P and Y = b.P

where a and b are randomly chosen in RZ∗q. A type II adversary A2 interacts with C as

modelled in Game II. C uses A2 for solving the CDH problem by computing abP in G1 with

the construction of an algorithm S2. C sets Prsu = aP = X. S2 randomly sets the master key

of KGC as λ ∈ RZ∗q and sets the public key of KGC as Ppub = λ .P. S2 then sends the system

parameters params (G1,G2,e,P,Ppub,H2,H3,Prsu) to A2. The adversary A2 is also provided

the master key λ by S2. Now, A2 has the master key so it can generate the partial public key

itself. C maintains S2 algorithm and S2 responds to all the A2 queries and the partial private

key ppi = s.H1(IDi) can be computed by both S2 and A2. So, there is no need to model the

hash function H1 as random oracle. S2 maintains a list (IDi,xi,Pi,PS j,ci) in list L.

H2 queries:

S2 maintains a list LH2 = (mk,PS1 j,Pi,Ui,hi jk) which is empty initially. Suppose (mk,PS1 j,

Pi,Ui,hi jk) is submitted to H2(.). S2 first checks if the request has been asked before on the

same input and if so, the previous value is returned. Otherwise, S2 selects random hi jk ∈ RZ∗q

and adds the tuple (mk,PS1 j,Pi,Ui,hi jk) to LH2 and returns hi jk as answer to the query made

by A2.

H3 queries:

S2 maintains a list LH3 = (PS1 j, t1 j) which is empty initially. When A2 issues a query on

H3(.) oracle, S2 checks if the request has been asked previously on same input and returns
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the same answer. Otherwise, S2 selects a random t1 j ∈ RZ∗q and adds (PS1 j, t1 j) to the list

LH3 and return t1 j as an answer to A2.

RevealPseudonym queries:

The request is issued on an identity IDi.

• S2 recovers the corresponding (IDi,xi,Pi,PS j,ci) and checks if PS j =⊥. If PS j 6=⊥,

S2 returns PS j to A2. Otherwise, S2 randomly selects k j ∈ RZ∗q and computes PS1 j =

k j.Qi where Qi = H1(IDi) and PS2 j = k j.t1 j where the corresponding list is LH3 =

(PS1 j, t1 j). S2 returns PS j = (PS1 j +PS2 j) to A2 and adds (IDi,xi,Pi,PS j,ci) to the

list L.

• If the list L does not contain (IDi,xi,Pi,PS j,ci), then S2 sets PS j = ⊥ and randomly

selects k j ∈ RZ∗q, computes PS1 j = k j.Qi and PS2 j = k j.t1 j where the corresponding

list is LH3 = (PS1 j, t1 j) and Qi = H1(IDi). S2 returns PS j = (PS1 j +PS2 j) to A2 and

adds (IDi,xi,Pi,PS j,ci) to the list L.

RevealPublicKey queries:

When the RevealPublicKey query is issued on an identity IDi, the following three cases hold:

• S2 checks the list L and if it contains (IDi,xi,Pi,PS j,ci), S2 returns Pi to A2.

• If the list L does not contain (IDi,xi,Pi,PS j,ci), then a coin ci ∈ {0,1} is flipped by

S2 yielding 0 with probability ζ and yielding 1 with probability (1− ζ ). If ci = 0, S2

randomly selects γi ∈ RZ∗q and sets Pi = γi.P ∈ G1. S2 sets xi = γi and inserts a tuple

(IDi,xi,Pi,PS j,ci) to the list L and Pi is returned to A2.

• If ci = 1, S2 returns Pi = γi.Y ∈G1 to A2 where a random γi ∈ RZ∗q and sets xi = γi and

inserts a tuple (IDi,xi,Pi,PS j,ci) to the list L.
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RevealSecretKey queries:

The request is issued on an identity IDi, the following three cases hold:

• It checks if the list L contains (IDi,xi,Pi,PS j,ci), then it returns xi to A2.

• If the list does not contain (IDi,xi,Pi,PS j,ci), then if ci = 1, it halts.

• If ci = 0, S2 makes RevealPublicKey query and the tuple (IDi,xi,Pi,PS j,ci) is added to

the list L and returns xi to A2.

Sign Oracle:

On receiving a sign query on IDi, S2 initially recovers the list L = (IDi,xi,Pi,PS j,ci), then

LH2 = (mk,PS1 j,Pi,Ui,hi jk) and LH3 = (PS1 j, t1 j) and generates the signature as follows:

• If ci = 1, then if the list contains (IDi,xi,Pi,PS j,ci), S2 checks as xi = γi and Pi = γi.Y ∈

G1.

• If ci = 0, then list contains (IDi,xi,Pi,PS j,ci), S2 checks as xi = γi and Pi = γi.P ∈G1.

Now, for generating the signature, if ci =1, then S2 checks if the adversary A2 has not made

the sign query on (IDi,xi,Pi,PS j,ci). In addition, the forged signature must satisfy

e(V,P) = e(PS1 j.t1 j +hi jk.Ui,Ppub)e(hi jk.Pi,Prsu) (3.13)

= e(k j.Qi.t1 j +hi jk.Ui,Ppub)e(hi jk.Pi,Prsu)

The above equation holds for a valid signature. Otherwise, S2 aborts. If the equation holds

i.e. if S2 does not abort, then the signature on (ID∗i ,x
∗
i ,P
∗
i ,PS∗j ,ci) is

e(V ∗,P) = e(PS1∗j · t∗1 j
+h∗i jk ·U∗i ,Ppub)e(h∗i jk ·P∗i ,Prsu) (3.14)
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By setting the values as PS1∗j = k j ·Q∗i , Q∗i = H1(ID∗i ), Ppub = λ ·P, Prsu = a ·P, Pi = γ∗i ·Y =

γ∗i ·bP, and t∗1 j
= H3(PS1∗j):

e(V ∗,P) = e(k j ·Q∗i · t∗1 j
+h∗i jk ·U∗i ,λ ·P)e(h∗i jk · γ∗i ·bP,aP) (3.15)

e(h∗i jk · γ∗i ·bP,aP) = e(V ∗,P)e(k j ·Q∗i · t∗1 j
+h∗i jk ·U∗i ,λ ·P)−1

e(h∗i jk · γ∗i ·abP,P) = e(V ∗,P)e((k j ·Q∗i · t∗1 j
+h∗i jk ·U∗i )λ ,P)−1

e(h∗i jk · γ∗i ·abP,P) = e(V ∗−λ (k j ·Q∗i · t∗1 j
+h∗i jk ·U∗i ),P)

Now,

h∗i jk · γ∗i ·abP = V ∗−λ (k j ·Q∗i · t∗1 j
+h∗i jk ·U∗i ) (3.16)

abP = (h∗i jk · γ∗i )−1[V ∗−λ (k j ·Q∗i · t∗1 j
+h∗i jk ·U∗i )]

Thus, S2 outputs abP as the solution of the Computational Diffie Hellman problem. Similar

to Theorem 1, it can be shown that the given instance of CDH problem is solved by S2 with

probability

ε
′
≥ 1

(qp +1).e
ε

Theorem 3. The certificateless aggregate signature scheme is considered secure against

existential forgery if the proposed certificateless signature scheme is secure against adaptive

chosen message attacks in the aggregate model.

Proof. There exists an adversary A having an advantage ε in forging a signature in certifi-

cateless aggregate signature scheme in the random oracle model. An algorithm S is con-
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structed to output the forgery of the certificateless aggregate signature scheme. S chooses

random c ∈ RZ∗q and sets Ppub = X and Prsu = c.P and then start performing oracle queries.

Algorithm S maintains a list L = (IDi, ppi,xi,Pi,PSi) while A makes queries throughout the

game and algorithm S responds to all the queries of A .

H1 queries:

On submitting an identity IDi to oracle H1, it returns same answer if the request has been

asked before. Otherwise, a coin ci ∈ {0,1} is flipped by S yielding 0 with probability ζ and

yielding 1 with probability (1− ζ ) and picks αi randomly from RZ∗q. If ci = 0,H1(IDi) is

defined as Qi = αi.Ppub ∈ G1. If ci = 1, then the hash value H1(IDi) = αi.P ∈ G1. A tuple

(IDi,αi,ci,Qi) is inserted in the list LH1 = (IDi,αi,ci,Qi) by algorithm S in both cases to

keep the track of all the queries. Now, ultimately adversary A has to output n users set

with identities from L∗ID = {ID∗1......ID∗n}, public keys from L∗P = {P∗1 .....P∗n }, pseudonyms

from L∗PS = {PS∗1.....PS∗n}, n messages from the set L∗m = {m∗1.....m∗n} and aggregate signature

σ∗ = (U∗1 ....U
∗
n ,V

∗). Now, S finds the corresponding n tuples (IDi,αi, ci,Qi) for i = 1 to n

from LH1 and precedes only when ck = 0 and c j = 1 for j = 1 to n and j 6= k. The signature

(m∗k ,PS1∗k ,P
∗
k ,U

∗
k ,h
∗
k) has never been requested before. Otherwise, S will fail and halt. When

Qk = αk.Ppub and Q j = α j.P for j = 1 to n and j 6= k, S succeeds. The generated aggregate

signature is σ∗ = (U∗1 ....U
∗
n ,V

∗) satisfying the aggregate verification equation:

e(V ∗,P) = e(
n

∑
i=1

[PS1∗i .T
∗

i +h∗i .U
∗
i ],Ppub)e(

n

∑
i=1

h∗i .P
∗
i ,Prsu) (3.17)

Then, S searches the tuple (m∗i ,PS1∗i ,P
∗
i ,U

∗
i ,h
∗
i ) from the list LH2 , (PS1∗i , t

∗
1i
) from the list

LH3 and the tuple (ID∗i , pp∗i ,x
∗
i ,P
∗
i ,PS∗i ) from the list L. It sets V ∗i =αi.Ppub, then e(V ∗i ,P) =
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e(Q∗i ,Ppub) for i = 1.....n, j 6= k. Finally S constructs V
′∗
i as V ∗−∑

n
i=1,i 6=k V ∗i . Now,

V
′∗
i = pp∗k .PS2∗k +

n

∑
i=1

h∗i .r
∗
i .P
∗
pub +

n

∑
i=1

h∗i .x
∗
i .P
∗
rsu (3.18)

As U∗i = r∗i .P and r∗i ∈ RZ∗q(1 ≤ i ≤ n). Algorithm S now chooses a random number w∗k ∈

RZ∗q and computes U
′∗
= (w∗k)

−1
∑

n
i=1 h∗i .U

∗
i . After this, S computes P

′∗
k = (w∗k)

−1
∑

n
i=1 h∗i .P

∗
i .

S updates Pi to P
′
i by invoking ReplacePublicKey query. Then, S defines the hash value

H2(m∗k ,PS1∗k ,P
∗
k , U∗k ) = w∗k . If the tuple (m∗k ,PS1∗k ,P

∗
k ,U

∗
k ) already appears in list LH2 then

it tries another w∗k until there is no collision. Thereupon, (U
′∗
,V
′∗
) is a valid signature for

identity ID∗k on message m∗k with pseudonym PS∗k and corresponding public key P∗k . Its veri-

fication equation is:

e(w∗k .U
′∗
+PS1∗k .t

∗
1k
,Ppub)e(w∗k .P

′∗
k ,Prsu)

= e(w∗k .(w
∗
k)
−1

n

∑
i=1

h∗i .U
∗
i +PS1∗k .t

∗
1k
,Ppub)e(w∗k .(w

∗
k)
−1

n

∑
i=1

h∗i .P
∗
i ,Prsu) (3.19)

= e(
n

∑
i=1

h∗i .U
∗
i +PS1∗k .t

∗
1k
,Ppub)e(

n

∑
i=1

h∗i .P
∗
i ,Prsu)

= e(
n

∑
i=1

h∗i .r
∗
i .Ppub + pp∗i .PS2∗k ,P)e(

n

∑
i=1

h∗i .x
∗
i .Prsu,P)

= e(V
′∗
,P)

Thus, the output (U
′∗
,V
′∗
) is given by algorithm S which acts as a forgery of the basic

certificateless signature scheme.

To complete the proof, it is to be shown that S’s advantage in forging the basic certifi-

cateless signature is atleast

ε
′
≥ 1

(qk +n).e
· ε

There are three events needed for S to succeed:
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E1: The result of any A ’s RevealPartialKey queries does not abort S.

E2: A valid and non trivial signature is generated by A .

E3: Probability that A outputs a valid and nontrivial forgery and S does not abort.

Probability that S succeeds after all these events happen is

P [E1∧E2∧E3] = P [E1] ·P [E2|E1] ·P [E3|E1∧E2]

• Claim 1: Probability that S does not abort as a result of the RevealPartialKey queries

is atleast (1−ζ )qk Hence, P [E1]≥ (1−ζ )qk

Proof: P[ci = 1] = (1− ζ ), for key extraction queries, probability that S does not

abort is (1−ζ ). As it takes atmost qk times RevealPartialKey queries, probability that

S does not abort as result of A queries is atleast (1−ζ )qk .

• Claim 2: The probability of S not aborting with A ’s signature queries and key extrac-

tion queries is ε . P[E2|E1]≥ ε .

• Claim 3: Probability that A outputs a valid and nontrivial forgery and S does not abort

is ζ . P[E3|E1∧E2]≥ ζ (1−ζ )n−1

Proof: Suppose events E1 and E2 have occurred and A has generated some valid and

nontrivial forgery. Hence P[E3|E1∧E2]≥ ζ (1−ζ )n−1

Thus,

P [E1∧E2∧E3] = P [E1] ·P [E2|E1] ·P [E3|E1∧E2] (3.20)

= (1−ζ )qk · ε ·ζ (1−ζ )n−1

= ζ (1−ζ )qk+n−1 · ε
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Now, ζopt =
1

qk+n . Thus,

ε
′
≥ ζ (1−ζ )qk+n−1 · ε

≥ 1
qk +n

[
1− 1

qk +n

]qk+n−1

· ε

With sufficiently large qk, the term
[
1− 1

qk+n

]qk+n−1
tends to 1

e . Thus the probability is,

ε
′
≥ 1

(qk +n) · e
· ε

3.5 Conclusion

A new efficient certificateless aggregate signature scheme is proposed for vehicular com-

munications which is proven existentially unforgeable against the chosen message attack

under the assumption that CDH problem is intractable in the random oracle model. The

proposed CLAS scheme is adduced specifically for securing vehicular communications by

reducing the signature verification time drastically and helps in verifying more messages in

the specific stipulated time, thus increasing the efficiency of the network. This scheme can

be successfully implemented in networks having limited bandwidth. The proposed scheme

is employed for the design of security framework in the next chapter.



Chapter 4

Privacy Preserving Authentication

Framework

The data on traffic conditions is of prime importance due to which the Intelligent Trans-

portation Systems (ITS) have developed various techniques that allow them to characterize

the traffic flow conditions on the road and make intelligent decisions accordingly. VANETs

enable the vehicles to exchange traffic related information by communicating with other

entities. An On Board Unit (OBU) installed in the vehicle, periodically broadcasts its po-

sition and state information to all its neighbouring vehicles to allow them to make opinions

according to the traffic flow information received.

The information received should be authentic as the received message may contain the

invalid or false information which violate the traffic safety conditions but the anonymity

of vehicles should also be preserved that adversary may not track the vehicle to violate its

privacy. To preserve the authenticity of vehicles, digital signature schemes [250][251] are

used to verify if the messages are received from legitimate vehicles. Besides, the funda-

mental security aspect of vehicular networks, privacy is violated by the digital signatures as

the vehicles are authenticated for useful information. The unconditional privacy may also

98
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jeopardise the network as any anonymous sender may inject any malicious information in

the network. Therefore, conditional privacy preservation of vehicles should be incorporated

where the vehicles will communicate with each other anonymously and the law enforcement

authorities should be able to trace the vehicle’s actual identity in case the vehicle acts mali-

ciously. Fundamentally, the security design of VANETs should assure authenticity, integrity,

privacy, traceability, non-repudiation and confidentiality to protect the network against in-

truders. A new security system is proposed for VANETs to efficiently solve all the security

constraints and considerations. The proposed scheme includes the following contributions:

1. A pseudonymous based approach is proposed where the pseudonyms are used for

anonymous communications.

2. The vehicle identity cannot be revealed by single authority as multiple authorities are

involved to locate the actual identity of the vehicle.

3. A privacy preserving signature scheme is designed for inter-vehicle communication to

allow anonymous inter-vehicle communication.

4. Aggregate signature verification is proposed to enhance the message verification pro-

cess so that the important messages may not be discarded.

5. Bloom filters are used to enhance the verification process by preventing the message

drop in case of heavy busy traffic hours.

6. The security analysis of the scheme is done to assure the accuracy of the system.

A privacy preserving authentication scheme is proposed which employs the use of cer-

tificateless cryptography for the signature generation and verification process. The existing

proposed frameworks are mainly based on the identity based cryptography or the Public Key

Cryptography which have the issue of Key escrow problem [118] and the certificate overhead
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Table 4.1: Properties of related security schemes

Security Schemes Privacy Pseudonyms Non-
Repudiation Certificates Storage

Overhead
Computation
Overhead

RSU-aided Aggregate
Verification

ECDSA [49] X × × X X X × ×
GSIS [51] X × × × × X X ×
ECPP [52] X × X X X X X ×
PASS [50] X X X X X X X ×
DCS [68] X × X X X X X X
LPA [65] X × X X × × X ×
ACPN [63] X X X × × × X ×
CAPA [66] X × × × × × × ×
Proposed Scheme X X X × × × X X

problem respectively. Hence, these are less suited authentication approaches for VANETs.

Moreover, the symmetric cryptography too is not much suitable as it requires the pairwise

shared keys among all the entities. The certificateless cryptography solves the key escrow

problem and the certificate overhead problem and does not require the pairwise shared keys,

making it one of the most feasible solution for VANETs. Table 6.1 compares the properties

of the proposed security framework with the related works.

4.1 System Overview

The communication in VANETs necessitates the reliable transmission of messages as well as

authenticated delivery of messages. Hence, the security architecture of VANETs should be

capable of attaining the security requirements of message integrity, authentication and non-

repudiation. The messages transmitted in vehicular networks should be verified on vehicle’s

onboard expeditiously and effectively. The RSUs have high computational and communica-

tion capability as compared to vehicles. The RSUs are connected with trusted authorities via

Ethernet, whereas the V2V communication and V2I communication take place through the

IEEE 802.11p. The idea is that inter-vehicular communications are aggregately verified by

the signature scheme generated for V2V communication with the adoption of bloom filter to

upsurge the signature verification process. The bloom filters have the advantage of constant
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Figure 4.1: Phases of vehicular communication

search time complexity and moreover, it just takes ’m’ bits to store the ’m’ entries making it

space and time efficient. The ID based cryptography is employed for V2I and I2V commu-

nication. Further, two trusted authorities are proposed, Regional Transportation Authority

(RTA) and Key Generation Centre (KGC) where former is used for registering the vehicle

ID and latter is employed for the generation of keys. The general Vehicular communication

phases for the proposed framework are depicted in the Figure 4.1.

4.1.1 System Assumptions

OBUs: The minor changes are adopted in the capability of OBUs apart from the already

existing capabilities of storage, computation and communication facilities:

i) Password protected OBU

ii) GPS enabled units

iii) Bloom filter

iv) Tamper proof hardware

It is assumed that all the vehicles possess an ID when the vehicle is purchased, it is

allocated by RTA only after registering the personal details of the vehicle owner and further,
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this ID is stored in the database of the Trusted Authority (TA). The initial security parameters

and the public keys are embedded in the vehicle’s OBU. Further, it is assumed that the

number of dishonest vehicles is very less as compared to the honest vehicles and each vehicle

is under the communication range of 1 RSU or the other.

Trusted Authorities: The Trusted Authority (TA), Regional Trusted Authority (RTA)

and Key Generation Centre (KGC) are assumed to be trusted by all the entities in the network

and it is impossible for an attacker to compromise them.

RSUs: The Road Side Units (RSUs) are static and situated along the roads. There is

regular and uninterrupted coverage of RSUs along the roads. These are more prone to the

attacks as they are exposed to the open environments. It is assumed that the functionality of

RSUs are monitored by the RTA at regular intervals and any attack to RSU can be detected in

the bounded time. The RSUs are connected with each other via secure channel of Ethernet.

It is assumed that RSUs have tamper proof hardware and very scarce number of RSUs are

compromised (at any given instant of time).

4.1.2 System Model

The system model for the proposed framework as shown in Figure 4.2 consists of the top

trusted authorities who control the immobile RSUs on the road side and each road side

infrastructure controls the vehicles under their range. The communication among various

vehicles takes place via IEEE 802.11p communication technology in the bandwidth spectrum

from 5.850 GHz to 5.925 GHz. The various RSUs communicate with each other via trusted

authorities or directly with each other through a secure channel of Ethernet.
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Figure 4.2: System model

4.1.3 Network Design

The network design architecture of the proposed scheme is divided into three units (Fig-

ure 4.3), consisting of trusted authorities, RSUs and the vehicles.

• The trusted authorities are responsible for the registration of the vehicle and for embed-

ding the public security parameters and public keys in the vehicles OBU. The KGC

is responsible for the generation of keys to the network entities. Trusted authorities

directly monitor the RSUs and can detect any faulty RSU.

• Next, RSUs monitor the vehicles under their range and allocate pseudonyms to them.

RSUs communicate with trusted authorities and other RSUs via internet backbone

and with the vehicles via short range wireless communication. RSUs can detect the

malicious vehicles under its range and inform the other entities about the misbehaving

vehicles.

• The vehicles communicate with each other via wireless channel 802.11p for vehicular

safety. The vehicles constitute OBUs, capable of computation and communication fa-
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Figure 4.3: Network design architecture

cility along with the various units as Event Data Recorder (EDR), Tamper Proof Device

(TPD), Global Positioning System (GPS) for determining the location of the vehicle

along with its neighbours and bloom filter for fast and efficient message verification.

4.2 The Proposed Scheme

In the proposed scheme, the anonymous authentication is achieved along with security re-

quirements of authentication and non-repudiation. Firstly, the vehicle registers itself to the

trusted authorities and the security public parameters and the keys are allocated to the ve-

hicle by the trusted authorities. Then, the RSUs are used to allocate the pseudonyms to the

vehicle for anonymous communication with other vehicles in its range. The inter-vehicle

communication takes place by authenticating each other through the digital signatures gen-

erated while the messages in V2I communication are signcrypted with the help of identity

based cryptography. In V2I communications, the messages are signed as well as encrypted.

The various notations used in our scheme are defined in Table 4.2.



Chapter 4 Privacy Preserving Authentication Framework 105

Table 4.2: The various notations used in the proposed security scheme

Notation Description

ID The identity of vehicle
QID The pseudo-identity allocated by the RTA
λ The master key of RTA
Prta The public key of RTA
s The master key of KGC
Ppub The public key of KGC
x The secret key of vehicle
Pv The public key of the vehicle
pp The partial private key of vehicle
M The message space
Yi The private keys of RSUi

Prsui The public keys of RSUi

PS1+PS2 The pseudonym allocated to the vehicle
Th H3(PS1)
h H2(m,PS1,Pv,U)

σ The signature generated for inter-vehicle communication
SIG(m;k) ID-based signature generated on m with key k
EPrsui

< m > The message m encrypted with the public key of RSUi

EPrsui
< m,SIG(m;k)> The signcryption of message m with ID based cryptography

T Timestamp used
loc Location coordinates

4.2.1 System Setup

The scheme uses the set of publicly known security parameters (Table 4.3) which are em-

bedded in the vehicles onboard at the time of purchase of the vehicle. The system public

parameters are params = G1,G2,e,P,Ppub,H2,H3. The vehicle’s owner registers its details to

the trusted authority when the vehicle is purchased and the vehicle is allocated an ID which

is mandatory before the vehicle is driven on roads. The Prta is the public key of the Regional

Transportation Authority (RTA) under whose region the vehicle is registered. The vehicle

consists of tamper proof hardware which is password protected i.e. only the authorised per-

son will be able to activate the credentials of the vehicle. Moreover, the tamper proof devices

are used i.e. if anyone tries to tamper with the inner credentials of the system, an automatic

alarm will be generated.

The scheme uses the identity based cryptography proposed by A. Shamir [29] for V2I

communication and signature scheme is generated onboard of the vehicle for V2V commu-
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Table 4.3: Publicly known security parameters

Notation Description

G1 Additive group of prime order q
G2 Multiplicative group of prime order q
e : G1×G1 −→G2 Bilinear pairing
P ∈ G1 P is the generator of group G1

Ppub Public key of KGC
H2 H2 : {0,1}∗ −→ Z∗q
H3 H3 : {0,1}∗ −→ Z∗q

nication. The scheme uses the ID based signature scheme and Boneh and Franklin [252] ID

based encryption scheme for V2I communication.

4.2.2 Initial Registration Phase

The vehicles register themselves to the RTA by sending their ID to the RTA which are allo-

cated to them at the time of purchase of the vehicle. The trusted authority forwards the list

of vehicles IDs from its database to RTA beforehand. So when the vehicle sends the request

for registration with the RTA, it checks the ID in its database. If the ID exists, RTA registers

the vehicle and allocates pseudo-identity to the vehicle which is to be used for all the com-

munications in the network. Thus, the actual identity of the vehicle is concealed and only

RTA can map the relationship between QID and ID. RTA chooses the distinct hash function

H1 : {0,1}∗−→G1 and master key is randomly chosen as λ ∈ RZ∗q and public key Prta = λ .P

∈ G1.The vehicle after receiving the signcrypted message EPv < T,QID,SIG(QID,T ;λ ) >

decrypts the message with its secret key x and verifies the signature with the public key Prta

of RTA. Now the vehicle uses its pseudo-identity QID for the communication in the net-

work. Next, Key Generation Centre (KGC) chooses the master key as s ∈ RZ∗q at random

and calculates its public key as Ppub = s.P ∈ G1. The public key of KGC is communicated to

RTA. The RSUs also authenticate themselves to the trusted authority to ensure that these are

not tampered by the external attacker. Each RSU under the control of RTA uses its location
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< loc > and its ID to calculate the Public key (Prsu) where:

Prsu = b.P (4.1)

and b= H2(ID, loc).

The RSU transmits and authenticates its public key to KGC, corresponding to it the pri-

vate key of RSU is calculated Y = s.Prsu by KGC and it is sent to the RSU via secure channel

of Ethernet. The list of public keys of RSUs is also transmitted to RTA. RTA broadcasts the

public key of KGC as Ppub to all the vehicles and also sends the public keys of all the RSUs

which are registered to KGC.

Algorithm 4.1 Registration phase executed by vehicle
Require: params =G1,G2,e,P,Prta,H2,H3

1: Choose xi ∈ RZ∗q which is selected as the secret key of vehicle.
2: Compute public key as Pv = x.P ∈ G1.
3: Vehicle sends message to RTA as EPrta < T, ID,Pv >−→ RTA

< T,Ppub,Prsu1,Prsu2 ,Prsu3, ....Prsun ,SIG(Ppub,

Prsu1 ,Prsu2,Prsu3, ....Prsun,T ;λ )>−→ ∗ (4.2)

The public key of KGC and all RSUs is broadcasted to all the vehicles. The vehicle receives

the message and verifies the signature to check the validity of the message.

Algorithm 4.2 Registration of vehicle by RTA
Require: EPrta < T, ID,Pv >

1: Decrypts the message with master key λ of RTA
2: Computes QID = H1(ID) ∈G1.
3: Store the mapping < ID,QID > in the database.
4: Store the mapping of < QID,Pv > in the database.
5: It sends the message to vehicle as: EPv < T,QID,SIG(QID,T ;λ )>
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4.2.3 Key Generation Phase

The vehicle generates the secret key x and public key Pv onboard but the vehicle needs to

authenticate the public key to KGC. KGC also generates the partial private key for the vehicle

which is required for the signature generation in inter-vehicular communication. The vehicle

sends the request for partial private key encrypted with the public key of KGC Ppub.

EPpub < QID,T, loc,Pv >−→ KGC (4.3)

After receiving the request, KGC decrypts the message and verifies the mapping between Pv

and QID which it has received from RTA. If the mapping is correct, it generates the partial

private key for the vehicle as pp = s.QID which is transmitted to the vehicle encrypted with

the public key of vehicle.

EPv < pp,T,SIG(pp,T ;s)>−→ vehicle (4.4)

The vehicle checks the correctness of the signature by checking whether e(ppi,P) =

e(QIDi,Ppub) which can be verified as:

e(ppi,P) = e(sQIDi,P) = e(QIDi,sP) = e(QIDi,Ppub) (4.5)

Algorithm 4.3 Partial private key generation
1: Vehicle sends the request to KGC as EPpub < QID,T, loc,Pv >
2: KGC verifies the mapping of Pv and QID
3: KGC computes pp = s.QID where pp is the partial private key of vehicle
4: KGC sends partial private key to vehicle as EPv < pp,T,SIG(pp,T ;s)>
5: Vehicle verifies if e(ppi,P) = e(QIDi,Ppub)
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4.2.4 Pseudonym Allocation Phase

The inter-vehicular communication needs to be secure and anonymous but the messages

should be authenticated at the same time. There is need of additional layer of abstraction in

the communication phase which disrupts the linkability of the messages due to the changing

pseudonyms as the pseudonyms are updated when the vehicle reaches the range of next RSU.

As the vehicle reaches the range of particular RSU, it requests for pseudonyms from RSU

and RSU allocates the pseudonyms to the vehicle which are used for communication. When

the vehicle enters the region of RSU, it sends the message

EPrsu < T, loc,Pv,SIG(T, loc,Pv;x)>−→ RSU (4.6)

RSU, after receiving the message, decrypts it with the private key of RSU. The RSU checks

the database for the mapping between Pv and QID. The mapping database is transmitted from

the RTA to all the RSUs. After checking the databases, RSU correlates received Pv with QID.

The checking is done in O(1) search time. The RSU sends the QID to the vehicle to give the

proof of its authenticity.

EPv < T, loc,Pv,QID,Prsu,SIG(QID,T, loc,Pv;Y )>−→ vehicle (4.7)

The vehicle decrypts the message using its secret key x and verifies the signature to get the

QID. If QID received is accurate, it implies that the RSU is authentic. Now the vehicle sends

the message to RSU requesting for pseudonym.

EPrsu < QID,T, loc,Pv,SIG(QID,T, loc;x)>−→ RSU (4.8)
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The RSU receives the message, decrypts it and verifies the signature. Then it generates the

pseudonym for the vehicle and transmits them to the vehicles as

EPv < PS1,PS2,T,SIG(PS,T ;Y )>−→ vehicle (4.9)

< PS1,T,Prsu,SIG(PS1,T ;Y )>−→ ∗ (4.10)

RSU at the same time broadcasts the pseudonym to all the vehicles which are in range of

RSU. The schematic of all the steps in the registration, key generation and pseudonym allo-

cation phases are depicted in Table 4.4.

4.2.5 Anonymous Communication

After the completion of initial registration, key generation and pseudonym allocation; the

communication among the vehicles in the network takes place. The communication is con-

sidered as broadcast communication among the vehicles where the vehicles periodically send

the location and state information to its neighbouring vehicles in every 300ms. Then, the ve-

hicles can communicate with the RSUs to transmit some messages or to send the network

information and transmit the state information. RSUs can send the important network related

information to the vehicles regarding the revoked vehicles, misbehaving vehicles or any other

crucial information. Moreover, in case of some emergency situations, the safety messages

are transmitted among the network entities to report some critical situation and such type of

messages should be given higher priority while verification and appropriate action should be

taken in the bounded time. Therefore, the flags are set while communicating the messages to

differentiate between different types of messages. The safety messages should be given the

highest priority followed by the messages from RSUs and the lowest priority to the periodic

beacons.



Chapter 4 Privacy Preserving Authentication Framework 111

Table 4.4: Schematic of registration, key generation and pseudonym generation phases

Vehicle RSU KGC RTA

params = {G1 , G2 , e, P, Prta , H2 , H3}
1.Choose xi ∈ RZ∗q as the secret key of
vehicle
2.Compute public key as Pv = x.P ∈ G1
3.Vehicle sends message to RTA as:
C1= EPrta < T, ID,Pv > −→ RTA

4.Decrypts C1 with secret key λ of RTA
5.RTA chooses the distinct hash function
H1:{0,1}∗ −→ G1
6.Computes QID = H1(ID) ∈ G1
7.Store the mapping < ID,QID > in database
8.Store the mapping of <QID,Pv > in database
9.It sends the message to vehicle as:
C2 = EPv < T,QID,SIG(QID,T ;λ )>
10.Sends the mapping of < QID,Pv > to RSU
and KGC

11.Decrypts C2 and verifies the signature
with x and Prta respectively

12.Sends the public key Prsu = H2 (ID,
loc).P

13.Receives the public key of RSU
14.The RSU private key Y = s.Prsu is sent
to RSU
15.KGC sends the list of public keys of
RSUs to RTA

16.RTA broadcasts list of public keys of RSU
and public key of KGC to vehicles

17.Vehicle sends the request to KGC as:
C3= EPpub < QID,T, loc,Pv >

18.Decrypts C3 with master key s
19.KGC verifies the mapping of Pv and
QID
20.Computes partial private key as pp =
s.QID
21.KGC sends pp to vehicle as:
EPv < pp,T,SIG(pp,T ;s)>

22.Decrypts pp and verifies the signature
with the keys x and Ppub respectively
23.Verifies if e(ppi , P) = e(QIDi , Ppub)

24.It sends C
′
= EPrsu < T, loc,Pv ,

SIG(T, loc,Pv;x)> to RSU
25.Decrypts C

′
and verifies the signature

with the keys Y and Pv respectively
26.Checks the mapping of Pv and QID
27.C

′′
= EPv < T, loc,Pv,QID,Prsu

SIG(QID,T, loc,Pv;Y )> to vehicle
28.Decrypts C

′′
and verifies the signature

with the keys x and Prsu respectively
29.C4= EPrsu < QID,T, loc,Pv ,
SIG(QID,T, loc;x)> to RSU

30. Decrypts C4 and verifies the signature
with the keys Y and Pv respectively
31.PS = PS1 + PS2
32.Sends C5= EPv < PS1,PS2,T,
SIG(PS,T ;Y )> to vehicle

33.Decrypts C5 and verifies the signature
with the keys x and Prsu respectively

Safety message > I2V/V2I > V2V

So, the flags are set for each type of message, F=0 for V2V communication, F=1 for V2I

or I2V communication and F=2 for safety messages



112 Chapter 4 Privacy Preserving Authentication Framework

Safety Messages

The vehicle sends the safety messages in case of the emergency situations and the message

is broadcasted to all the network entities in its range.

< 2,m,T, loc1, loc2,Pv,PS1,σ)−→ ∗ (4.11)

Here the flag 2 indicates the safety message, m is the safety message to be transmitted, T is

the timestamp, loc1 is the location of sender, loc2 is the location of the emergency event, σ

is the signature generated by the sending vehicle on the message with the secret key x and

partial private key pp of the sending vehicle.

V2I/I2V messages

The vehicle to infrastructure communication is described as:

EPrsu < 1,m,T,PS1, loc,SIG(m,T,PS1, loc;x)>−→ RSU (4.12)

The RSU receives the message and decrypts it with the private key Y of RSU. Then the RSU

verifies the message and checks for its validity. The flag value of 1 indicates the vehicle to

RSU or RSU to vehicle communication. Next the RSU uses the ID based signature and ID

based encryption for communicating with vehicles.

EPv < 1,m,T,Prsu, loc,SIG(m,T, loc;Y )>−→ vehicle (4.13)

The vehicle decrypts the message with its secret key x and verifies the signature with Prsu,

the public key of RSU .
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V2V message broadcast

The V2V communication takes place with flag value set to 0, which indicates the lowest

priority assigned to periodic beacons which are broadcasted by the vehicles to their neigh-

bours every 300 ms. The messages are signed by the vehicles before these are broadcasted

to its neighbours. Suppose the vehicle V broadcasts its state and location information to its

neighbours every 300ms. Now, the vehicle V wants to broadcast the information to its neigh-

bours, the message it wants to send must be signed by the vehicle before it is transmitted to

ensure the authenticity of the messages. The ID of the vehicle is never revealed to anyone to

preserve the anonymity of the vehicle. Therefore, the pseudonyms are used for establishing

the communication so that the private information should not be disclosed to anyone but at

the same time messages should not be linked with each other to allow the attacker to get the

information about the network. To prevent tracking and linkability, pseudonyms are updated

as the vehicle enters the region of next RSU. The pseudonyms are prevented from being up-

dated multiple times in the region of same RSU to prevent the signaling overhead problem

leading to the congestion of network as more bandwidth will be consumed if pseudonyms

are updated after every single message. The signature generation process is started by the

vehicle V. The message m ∈ M is signed using the partial private key and private key pair

(x, pp) with vehicle identity QID and public key Pv, using the Sign algorithm as discussed

in section 3.2. The output of the signature on m is generated as σ = (U, V). The message is

broadcasted to the other vehicles in its neighbourhood as:

< 0,m,PS1,Pv,T, loc,σ >−→ ∗ (4.14)

All the neighbours in the range of vehicle V receives the message signed by vehicle V.

The algorithm Veri f y is used to verify the signature σ = (U, V) signed by the vehicle V with
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pseudonym PS.

4.2.6 Aggregate Message Verification

This module allows the vehicle to verify n different signatures from various vehicles. The

batch verification should be performed at a rate higher than the vehicles can broadcast the

messages. The algorithms Aggregate and AggregateVerify are used to aggregately sign and

verify the signatures respectively.

Invalid Signatures in the Aggregate Scheme

If any of signatures in the batch is invalid, then equation 3.2 will not hold and the whole

messages will be rejected. This is not recommended as most of the signatures in the batch

can be valid and accepted. Thus, a binary search technique is opted in our scheme to enhance

the aggregate scheme. The vehicle needs to verify n signatures aggregately. If the aggregate

signature verification fails, the mid of the list is located and aggregate verification equation is

applied to first half of the list and the second half of the list. Further, if any of the lists causes

failure, the process is repeated until there is one element in the list or certain threshold limit

is reached.

4.3 Proposed Security Framework for VANETs

The framework for message generation and verification process is described in Figure 4.4.

The MAC addresses of the received vehicles are checked by the bloom filter1 and if the re-

sults are verified, then the pseudonyms generated by RSU are checked in bloom filter2 and

the results are stored in database. The MAC address verifier and the bloom filter1 are en-

capsulated from the application layer where bloom filter2 is located. The EDR unit is also
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encapsulated from the application layer of the vehicle. The ID based cryptography is used

for the V2I/I2V communication where ID is evaluated by ID evaluator unit which verifies

the ID of the vehicle with the help of generated pseudonyms by the RSU. The encryption

and decryption processes are carried out by the vehicles for the communication with infras-

tructure. The computing platform performs the required computation needed for the digital

signature generation and verification processes. The digital signature generator performs the

signature generation procedure and digital signature verifier performs the signature verifica-

tion from the other vehicles in collaboration with the information collected from the log 1.

The information is stored in the database log. The anonymizer uses the pseudonyms to pro-

vide the anonymity to the vehicle while communicating. The vehicle may receive the plenty

of messages from the neighbouring vehicles which need to be verified before the other vehi-

cles can broadcast new updated beacons. The number of messages increases considerably in

the urban scenario; so there is an urgent need to increase the message verification process so

that the vehicles should be able to verify the messages before the new updated messages are

received. Therefore, we employ the use of bloom filter in this scheme to enhance the speed

of message verification process.

4.3.1 Bloom Filter

Bloom filter is a space efficient data structure which is used to check the membership of an

item i.e. whether the item is a member of a set or not [59]. It employs the use of multiple

hash functions for storing the data in a large m bit array. It is space efficient as it can store

the m elements in m bit array. It reduces the search time complexity from O(n) to constant

time. The search time complexity depends on the size of bloom filter and the number of hash

functions (k) used. Bloom filter of size n consists of an array of m bits b1,b2,b3...bm which

are all initialized to zero. The set of elements s1,s2,s3...sn are represented using the bloom
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Figure 4.4: Framework for message generation and verification process

filter. The filter uses the k independent hash functions h1,h2,h3...hk which returns the value

between 1 and m. When any element is added for membership, the element si is hashed

through all the k hash functions and the corresponding bits in the bloom filter are set to 1. If

any of the bit in the array corresponding to the k value is already set 1, it is left as unchanged.

When any element is checked for membership query, the element is hashed by all the k hash

functions and corresponding bits are checked. If all the bits corresponding to the k values

are 1, the element is a member of the set. The important property of bloom filter is that there

are no false negatives but there may exist false positives. The false positive exists when an

element x has all the elements corresponding to the k hash functions as set to 1, although the

element is not actually a member of set. Thereupon, to choose the size of bloom filter, the

steps used are:
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• Choose a value for n

• Choose a value for m

• The optimal value of k = ln 2.(m
n ) ≈ 0.69(m

n ) (calculated from analysis in [253]).

• Calculate the error rate for the chosen values of n, m, and k. The false positive rate

will be approximately (1− e−kn/m)k

• If it is unacceptable, return to step 2 and change m;

4.3.2 Utility of Bloom Filter

Bloom filter is a space efficient data structure which utilizes only 1 bit for storage of sin-

gle entity. Therefore, it gives the advantage of storing multiple entities in the database by

utilizing small amount of space. The proposed security framework uses two bloom filters

BF1 and BF2 to check the MAC addresses and pseudonyms of the incoming messages re-

spectively and if these entities are already stored in the bloom filter, then the messages are

directly accepted from that senders. It indicates that the senders are already authenticated by

the receiver. If the incoming entity does not match with the entry stored in bloom filter, then

the sender of the incoming message is verified by the aggregate verification equation. Thus,

a lot of computation overhead is reduced as the receiver need not to authenticate the message

signatures from the same sender again and again. The signature verification time is greatly

reduced by this approach leading to increase in efficiency of vehicular communications in

the network.

When any message is received by vehicle, the bloom filter BF1 checks MAC address for

the incoming message. The MAC address bloom filter is located in the data link layer and its

details are hidden from the application layer (Figure 4.5). If the MAC is not matched with

entry in the bloom filter, the message is sent for verification. If the signature verification is
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Figure 4.5: Bloom filters BF1 and BF2 in vehicle

valid, the MAC address corresponding to that identity is added in the bloom filter BF1. If

the MAC address is already stored in the bloom filter, then the corresponding pseudonym is

checked in second bloom filter BF2 which is at the application layer. If the pseudonym exists

in the bloom filter, the message is accepted and if the pseudonym does not exist, the message

is sent for verification. If it holds the verification equation, the pseudonym is added to the

bloom filter, otherwise the message is discarded. All the messages whose pseudonyms do

not exist in the bloom filter are aggregately verified and those pseudonyms are added to the

bloom filter whose signatures are valid. For a particular bloom filter of size m bits; when

the hash functions are applied on the input x, hashi(x) returns the value between 1 and m.

The probability that a single bit is set to 1 after applying a single hash function is 1
m , hence,

the probability that a particular bit is 0 is (1-( 1
m )). The probability that a bit remains 0 after

applying k hash functions is (1− ( 1
m))

k. The probability that the bit remains 0 after the n

elements are processed is (1− ( 1
m))

kn. The probability that the bits are 1 after applying k

hash functions after processing all the n elements is (1− (1− ( 1
m))

kn). The probability that



Chapter 4 Privacy Preserving Authentication Framework 119

the particular bits are set to 1 after applying k hash functions without the element being

actually present is

P = (1− (1− (
1
m
))kn)k (4.15)

P≈ (1− e
−kn

m )k (4.16)

The expression (1− e
−kn

m )k is minimized when k = ln2.(m
n )≈ 0.69× (m

n ) Thus the prob-

ability can be calculated as:

P = (1− e
−kn

m )k

= (1− e
ln2.mn

mn )k

= (1− eln2)k

= (1
2)

k = (1
2)

(0.69×m
n )

P = 0.6198(
m
n ) (4.17)

Similarly, the probability for the second bloom filter can be calculated as 0.6198(
r
q ) where

r is the size of bit array for BF2 which is equal to m and q is the number of entities processed

by BF2 which is equal to n because entities processed by BF1 will be processed by BF2. Thus,

the total error probability for any false positive to occur is:

P= 0.6198(
m
n +

r
q ) (4.18)

The false positive error probability is greatly reduced by using the two bloom filters leading

to more accurate results as the number of elements in the bloom filters increase. The mes-
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sages corresponding to the identities which already exists in the bloom filters BF1 and BF2,

need not be verified. So, these identities are assumed to be trusted and there is no need to

verify the signatures from these entries again. However, the case may be considered where

messages from the already existing entries may be invalid, so some messages from already

existing pseudonyms in BF2 need to be verified. Moreover, we need to take into consid-

eration false positive error probability. Therefore, even though the identities have checked

their membership in the bloom filters, still there is requirement to verify some messages

randomly with some probability to deal with the false positive error rate and small ratio of

vehicles which are assumed to be dishonest. The entries checked for membership in bloom

filter BF1 are passed to BF2. So in BF2, signatures corresponding to few pseudonyms which

already exist in the bloom filter are verified with some probability.

4.4 Evaluation Methodology

Suppose there are Vn vehicles in the range of RSU. Then the total number of messages

generated in the region of RSU is considered as Td . One vehicle can generate m messages

in 1 sec. Therefore, the total number of messages, Tmn , generated by all the vehicles in the

range of single RSU are:

Tmn = (Vn×m)messages. (4.19)

Total number messages generated in time limit Tl is Vmnl given as:

Tmnl = (Vn×m×Tl)messages (4.20)

Now, Trec = total number of messages received by the vehicle in time Tl . Probability for

verifying the signatures randomly form the list of pseudonyms which already exist in bloom
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filter BF2 is considered as Pver.

Pver =
Trec

Tmnl
× Tids

Tver
×P (4.21)

Where P is false positive error probability, Tids is the total number of vehicles from which

messages are received and Tver is the number of vehicles whose entries already exist in bloom

filter BF2.

Pver =
Trec×0.6198(

m
n +

r
q )

(Vn×m×Tl)
× Tids

Tver
(4.22)

The expected number of pseudonyms whose signatures are randomly verified with probabil-

ity Pver are Ex:

Ex = Eexists×Pver (4.23)

Ex = Eexists×
Trec×0.6198(

m
n +

r
q )

(Vn×m×Tl)
× Tids

Tver
(4.24)

where Eexists is the total number of pseudonyms which already exist in the bloom filter BF2.

Thus, Ex calculates the number of pseudonyms from the already existing pseudonyms in the

bloom filter, corresponding to which the signatures need to be verified at random. There may

be a scenario where a malicious vehicle injects false messages in the network and number

of messages injected may be tremendously large that it may consume the bandwidth of the

network and lead to congestion. So this type of situation needs to be tackled by the vehicles

and RSU. When the messages are received by the vehicle, the counter is initialized. When

the message is received from particular pseudonym, the counter is incremented by one. As

the number of messages with particular pseudonyms goes on increasing, the counter keeps

incrementing. As the counter value of particular pseudonym crosses the threshold value of m,

the particular pseudonym is added to the list of the suspicious vehicles and the information
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Figure 4.6: Flowchart for message verification process

is sent to the RSU. RSU calculates the score value of the suspicious vehicle ‘s′ as:

S = ‖1− 1
V 2

s
‖ (4.25)

Where Vs is the number of vehicles who report the vehicle s as the suspicious vehicle. The

score value of the suspicious vehicle is also communicated to neighbouring RSUs along

with the pseudo identities QIDs of the suspicious vehicles. As more vehicles report of the

suspicious vehicle, the score value is updated by the RSU as:

Sc =


Sp; i f s is not in history

Sp +‖1− 1
V 2

s
‖; i f s is in history

(4.26)

If the value of Sc ≥ threshold; the particular suspicious vehicle s is revoked and all the

vehicles and authorities are informed that the credentials of that particular vehicle are can-
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celled. Figure 4.6 gives the flowchart for the message verification process of vehicle.

Algorithm 4.4 To check suspicious vehicle
Require: Counteri is initialized to 0;

while the pseudonyms Pi from i ≤ n for each pseudonym Pi received do
counteri ++;
if counteri ≥ m then

add it to the list of suspicious vehicles and reports to RSU;
stop receiving messages with pseudonym Pi;

end if
i=i+1

end while
RSU computes score value as: S = ‖1− 1

V 2
s
‖

If s is not in history
Sc = Sp;
If s is in history
Sc = Sp +‖1− 1

V 2
s
‖;

If Sc ≥ threshold
s is revoked and all network entities are informed

4.5 Security Analysis

The proposed framework intends to provide the security requirements of authentication,

anonymity, integrity, location assurance, non-repudiation and traceability. The security con-

siderations which can be achieved through the proposed framework are:

I Authentication: The authentication is achieved by employing the digital signa-

tures in V2V communication as well as by employing ID based signatures in

I2V communication. The RSU sends message signed with an ID based sig-

nature < 1,m,T, loc,SIG(1,m,T, loc;Y ) > to vehicle. Vehicles send message <

1,m,T, loc,σ >−→ RSU and < 0,m,T, loc,σ >−→ vehicle. Thus each and every

message is digitally signed before it is communicated in the network. Suppose the

vehicle has generated the signature on any message m with its key pair (x,pp,Pv) with
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pseudonym PS. The digital signatures bound the message to particular public key and

the pseudonym. Thus, the receiver will have the pseudonym as well as public key of the

sender. If the message is intended to be false, the pseudonyms can be easily used by the

higher authorities to track the actual identity of the sender.

II Anonymity: The private and anonymous communication is the foremost requirement

of vehicular networks so that the private information of the vehicle cannot be used for

tracking. Therefore, in the proposed scheme the anonymity of the vehicles is achieved

but at the same time, the vehicle should be traceable by the law enforcement authori-

ties. Firstly, the ID allocated to the vehicle is registered to RTA and in correspondence

to it, pseudo identity QID is allocated to the vehicle by RTA. The vehicle sends the

ID encrypted with public key of RTA as EPrta < T, ID,Pv >−→ RTA. RTA verifies the

ID and assigns pseudo identity QID to vehicle and sends signcrypted message as EPv

< T,QID,SIG(QID,T ;λ )>−→ vehicle. Then this pseudo identity QID is used for al-

location of pseudonyms by RSU. When the vehicle enters the region of particular RSU,

it authenticates its QID to RSU by sending EPrsu < QID,T, loc,Pv,SIG(QID,T, loc;x)>

to RSU. The RSU authenticates the QID of vehicle and assigns the pseudonym

PS=PS1+PS2 to the vehicle EPv <PS(PS1+PS2),T,SIG(PS,T ;Y )>. Further, the layer

of abstraction is added by using PS1 for communication in the network and PS2 is kept

private with the vehicle. When the authorities want to trace the malicious vehicle, they

can track the pseudonym PS1 from the signature which can be used to locate the cor-

responding QID from the RSU as RSU keeps the record of allocated PS1s and PS2s to

the vehicles. The corresponding QID will be submitted to RTA to find the actual ID of

the vehicle which is submitted to TA to find all the personal registration information.

III Integrity: The message integrity is of prime importance to safety messages

and messages from RSUs. Thus, the communication messages between RSU
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and vehicle are encrypted before sending as EPrsu <1, m, T, PS1, loc,

SIG(m,T,PS1,loc;x)>−→ RSU and EPv < 1,m,T,Prsu, loc, SIG(m,T, loc;Y ) >−→ ve-

hicle. The safety messages are firstly sent to RSU for authentication as EPrsu <

2,m,T,PS1, loc1, loc2,SIG(m,T,PS1, loc1, loc2;x) >−→ RSU and then the safety

messages are broadcasted in the network. Therefore, the messages with flags 1 and

2 are critical messages and the integrity of these messages is important. These are en-

crypted with the public keys of the receiver before sending so that any attacker may

not forge and alter the message. The message is encrypted with the public key of the

receiver so the adversary will not be able to decrypt the message as it does not possess

the private key of the receiver.

IV Location assurance: The messages communicated in the network include the location

information and timestamp to prevent the location based attacks such as wormhole at-

tacks [121] and sinkhole attacks [254]. The messages < 1,m,T, loc,σ >−→ RSU and

< 0,m,T, loc,σ >−→ vehicle has the location information in them which is located by

using Global Positioning System (GPS) in vehicles to get the accurate locations. The

more accurate system DGPS [255] is used which gives the error of only few centimetres

in retrieving the location coordinates. Moreover, the RSUs use the location based pub-

lic keys for identity based cryptography and the messages can only be verified using the

location information of the RSU. Thus, it is difficult for an attacker to act as fake RSU

as the location information of RSU is firstly authenticated by RTA.

V Traceability: The vehicle cannot be traced based on its identity as the pseudonyms are

used for communication among network entities and these pseudonyms allocated to

vehicles are updated as the vehicle enters the region of next RSU. Thus the pseudonyms

keep on changing as the range of next RSU begins. Hence, the vehicles cannot be

traced based on pseudonyms. On the other hand, the authorities can trace the vehicles
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if required. The law enforcement authorities can trace the malicious vehicle by locating

the pseudo identity QID corresponding to PSm of the malicious vehicle and then the QID

is sent to all the RSUs and the current PSc allocated to the vehicle is located which is

broadcasted to all the vehicles in that RSU region and the communication with that PSc

is halted and all the RSUs are informed not to allocate the pseudonyms to the vehicle

with pseudo identity QID. After locating the QID, it is submitted to RTA to find the

actual ID of the vehicle and finally, the credentials of that vehicle are revoked. Thus, the

single authority can not reveal the identity of the vehicle.

VI Revocation: The malicious vehicles which are responsible for sending false information

need to be revoked. The vehicle cannot identify if the information transmitted to it is

false or not. The RSU calculates the score value of the suspicious vehicles according to

the responses received from the vehicles by the equation S = ‖1− 1
V 2

s
‖. Further, S is up-

dated as Sc = Sp + ‖1− 1
V 2

s
‖ if s is in history otherwise; it remains same. If the calculated

value Sc > threshold, the suspicious vehicle is revoked and the revocation information

is sent to all the vehicles in its range. Thus, the actual identity is identified by first locat-

ing the QID from the RSU and then ID from RTA and all the vehicle information from

TA. Other criterion is that the vehicle can detect the false information from the forged

signatures or the tampered message if the verification equation fails from the vehicle

with pseudonym PSm. In that case, the vehicle may directly send the message to RSU

to revoke the vehicle and thus, the vehicle with pseudonym PSm is revoked by the RSU

and the information is sent to all the vehicles in the region to halt the communication

with that vehicle possessing pseudonym PSm.
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4.6 Conclusion

A novel privacy preserving pseudonymous based security framework is designed which em-

ploys the use of bloom filters in message verification process. A new digital signature scheme

is designed for inter-vehicular communication allowing the vehicles to anonymously com-

municate with each other. Aggregate signature verification is proposed and the bloom filters

are used to enhance the verification process by preventing the message drop in case of busy

traffic hours. The analysis of the security scheme is done with various parameters on the

simulated environment in the next chapter.



Chapter 5

Experiments and Implementation Details

The experiments are performed to test the proposed certificateless signature scheme and the

proposed security framework to test its applicability in the vehicular ad hoc networks. The

implementation details are included to show the practicability of the proposed scheme.

5.1 Results Analysis

Firstly the proposed certificateless aggregate signature scheme is compared with the already

existing signature schemes to prove its feasibility. One of the important parameter is that the

aggregate signature verification time need to be reduced when compared with other existing

schemes. In practice, element size in group G1 can be reduced by a factor of 2 using the var-

ious compression techniques. The certificateless aggregate signature scheme proposed here

is a short CLAS scheme like BLS signature scheme [18]. Elliptic curve are used to choose

the group and bilinear map resulting in a group size of 160 bits and thus, the signatures

generated by this scheme are of length 160 bits approximately (half-size comparing to other

proposed CLAS schemes). Therefore, the proposed scheme is much more efficient in terms

of bandwidth which is a must requisite for the bandwidth limited VANETs. The comparison

128
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of the computational costs of the proposed scheme and the computational costs of already

existing schemes [41, 174, 256] is made.

Table 5.1 gives the detailed comparison of the proposed scheme with other schemes based

on type, sign cost, verify cost and aggregate verify cost. The major goal is to reduce the

signature verification cost to enhance the signature verification process. Here, the two main

operations are considered on the basis of which comparison is made, scalar multiplication(S)

in G1 and pairing operation(P). The pairing operation is the most costly operation, so there

is need to minimize the pairing operations. The scheme presented by Zhang et al. [41]

takes (n+3) pairing operations for signature verification process, thus the pairing operations

increase linearly as the number of signatures increase. The scheme by Zhang et al. [174]

takes 5 pairing operations and 2n scalar multiplications; therefore it takes 5 constant pairing

operations and the scalar multiplications increase linearly. The first scheme in Gong et al.

[256] takes (2n+1) pairing operations and the second scheme in Gong et al. [256] takes

(n+2) pairing operations and n scalar multiplications. Both the schemes presented in Gong

et al. [256] are highly costly as the pairing operations increase linearly with the number of

signatures. The aggregate verify procedure of the proposed scheme is much efficient as it

takes just 3 pairing operations and 3n scalar multiplications which is less as compared to

all other schemes whereas the sign procedure is comparable to other schemes. In vehicular

ad-hoc networks, vehicle has high computational power and the vehicle needs to sign only

one signature whereas it needs to verify multiple signatures. Therefore, the signing cost can

be compromised but one cannot compromise on the signature verification cost. It can be

seen that the computational cost of the proposed scheme is more efficacious than the already

existing schemes.

Further, the proposed security framework is tested and implemented using various pa-

rameters. The proposed framework is compared with the existing solutions to show its fea-
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Table 5.1: Comparison of the proposed signature scheme with four other schemes

CLS scheme Type Sign Cost Verify Cost Aggregate
Verify Cost

Zhang et al. [41] Sync# 3S 4P (n+3)P

Zhang et al. [174] Sync 5S 5P+2S 5P+2nS

First scheme in [256] Ad hoc∗ 2S 3P (2n+1)P

Second scheme in [256] Sync 3S 3P (n+2)P+nS

Our scheme Ad hoc 3S 3P+3S 3P+3nS

#Sync means normal mode of transfer

*Ad hoc means temporary mode of transfer

sibility. The proposed framework is implemented using the MIRACL library [257] on Intel

Core i5 2.40 GHz Linux machine with 2 GB RAM. The 160 bit elliptic curve is taken into

consideration which is equivalent to 1024 bit RSA security and the number of nodes is varied

as 30, 50, 70 and 100 nodes. The Type 1 pairing on a characteristic 2 curve of embedded

degree k = 2 on a prime field GF(p) (assumed to be more secure than binary fields) is used

for implementation.

Table 5.2: Error probability for three cases considered

Cases m
n

r
q P

Case I 1000/350 1000/350 0.064
Case II 1000/500 1000/500 0.146
Case III 1000/600 1000/600 0.20

The simulation of the proposed scheme is done using network simulator NS-2.34 and the

Table 5.3: Pver and Ex for various cases and scenarios considered

P % of entries exist in BF2 Pver Ex

30 nodes 50 nodes 70 nodes 100 nodes 30 nodes 50 nodes 70 nodes 100 nodes

0.064 66.67% 0.0030 0.0051 0.0067 0.0096 1 2 2 3
50% 0.0038 0.0064 0.0089 0.0128 1 2 3 4

Urban 0.146 66.67% 0.0065 0.0109 0.0153 0.0219 3 5 7 11
50% 0.0087 0.0146 0.0204 0.0292 4 7 10 14

0.20 66.67% 0.009 0.015 0.021 0.03 5 9 13 18
50% 0.012 0.02 0.028 0.04 7 12 17 24

0.064 66.67% 0.0057 0.0096 0.013 0.0192 2 3 5 7
50% 0.0076 0.0128 0.0179 0.0256 3 4 6 9

Rural 0.146 66.67% 0.013 0.0219 0.0306 0.0438 6 11 15 21
50% 0.0175 0.029 0.041 0.0584 8 14 20 29

0.20 66.67% 0.018 0.03 0.042 0.06 11 18 25 36
50% 0.024 0.04 0.056 0.08 14 24 33 48
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results are compared without using the bloom filter and with bloom filter with the average

speed varying from 10m/s to 30m/s (36km/hr to 108km/hr) for 1000s on an area of 3 km2

with three RSUs, 1 RTA and 1 KGC located in the area. The periodic beacons containing

location and state information are broadcasted by each vehicle every 300 ms. Both the bloom

filters of size 1000 bits are considered in the implementation. As the MAC addresses are

processed by the first bloom filter BF1, all the processed elements will be processed in second

bloom filter BF2 also for pseudonyms. Therefore, if n elements are processed in BF1, all will

be processed by BF2 because BF2 processes all the messages for pseudonyms whose MAC

addresses have been processed by BF1. The BF1 and BF2 of 1000 bits array size is considered

and we consider the three cases, 60% of the MAC will be processed by BF1 and the same

60% of the pseudonyms will be processed, followed by the case of 50% and 35%. The false

positive error probability can be calculated for all the three cases as shown in Table 5.2. The

total number of vehicles under the region of 1 RSU in urban scenario are assumed to be

1000 and the number of vehicles in rural scenario are assumed to be 500. It is assumed that

each vehicle can receive the messages from its neighbours and 1 vehicle at a particular time

can receive messages from at most 100 vehicles. Therefore, number of nodes considered

in the simulation are 30, 50, 70 and 100 nodes. The two possibilities are considered when

the pseudonyms are verified in BF2 where 2
3 rd of the received pseudonyms match with the

existing entries and second case where half of the received pseudonyms match with existing

entries in BF2.

Table 5.3 gives the verification probability and number of messages to be verified in BF2

for the various cases. The verification probability is the probability with which the messages

corresponding to the pseudonyms which already exist in bloom filter BF2 are verified. Ex

is the expected number of pseudonyms against which the messages will be verified. The

proposed scheme with bloom filters is simulated for various values of P (false positive error
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Table 5.4: Comparison of various security schemes

Schemes Sign Message Verify Signature Verify k Signatures

ECDSA[49] Tmul 4Tmul 4kTmul

BLS[30] Tmul +Tmt p 4Tpar +2Tmt p (2k+2)Tpar +2kTmt p

GSIS[51] 3Tpar +7Tmul 5Tpar +4Tmul 5kTpar +4kTmul

ECPP[52] Tmul 3Tpar +11Tmul 3kTpar +11kTmul

DCS[68] 2Tmul 5Tpar +3Tmul 5Tpar +3kTmul

PASS[50] Tmul 3Tpar +4Tmul 3kTpar +4kTmul

LPA[65] 3Tmul 4Tpar +2Tmul 4kTpar +2kTmul

PAFB(proposed) 3Tmul 3Tpar +3Tmul 3Tpar +3kTmul

Figure 5.1: Comparison of proposed protocol with related protocols

probability) i.e. 0.064, 0.146, 0.20 under urban and rural scenarios. The parameters used for

comparison are packet delivery ratio, network latency and computational delays in various

scenarios. The two cases of bloom filters are also considered where two third of the received

entries are verified in bloom filter BF2 and other case where only half of the entries are

verified.

The proposed scheme is compared with the other security schemes as shown in Table 5.4

which compares the message signing and verification procedures. The three basic operations

used in the message signing and verification process are Tmul , Tmt p and Tpar which are the

times to compute scalar multiplication, map to point hash and pairing operations respectively.

The times of these operations are calculated using MIRACL library. The time calculated

to perform one Tmul is 0.19ms, Tmt p is 0.42ms and Tpar is 0.49ms. ECDSA[49] signature

scheme is the basic signature scheme which was adopted for VANETs which takes Tmul for
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Figure 5.2: Packet delivery rate of proposed
scheme with various error probabilities under
urban scenario

Figure 5.3: Packet delivery rate of proposed
scheme with various error probabilities under
rural scenario

Figure 5.4: Network latency of proposed
scheme with various error probabilities under
urban scenario

Figure 5.5: Network latency of proposed
scheme with various error probabilities under
rural scenario

signing the message and 4Tmul for verifying the single signature. The message signature

time is comparable as the vehicle has to sign one message but verify multiple signatures.

So the major aim is to reduce the signature verification time. The proposed PAFB scheme

took 3Tmul operations which is comparable with LPA which is less than GSIS and BLS.

ECDSA scheme needs only Tmul operations for verification which takes 4kTmul operations for

k signatures. The other schemes GSIS, ECPP, PASS and LPA considers the Tpar operations

for signature verification which increase linearly as the number of signatures increase. These

schemes do not verify the signatures aggregately which increase the verification time linearly

with the signatures. BLS, DCS and PAFB(ours) are the aggregate signature schemes which
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Figure 5.6: Computational delays of proposed
scheme with various error probabilities under
urban scenario

Figure 5.7: Computational delays of proposed
scheme with various error probabilities under
rural scenario

Figure 5.8: Average throughput of the simple
aggregate scheme and proposed scheme

Figure 5.9: Failure rate of the simple aggregate
scheme and proposed scheme

verify the signatures aggregately. PAFB took only 3Tpar + 3kTmul operations which is less

than BLS and DCS which took (2k+ 2)Tpar + 2kTmt p and 5Tpar + 3kTul respectively. The

signature verification time of PAFB is further reduced by employing the bloom filters which

greatly increases the efficiency of the protocol. Figure 5.1 compares the verification delay

of PAFB with the other related works which shows that the verification delay in our scheme

PAFB is much lesser than the other schemes.

Figure 5.2 gives the Packet Delivery Rate (PDR) of the various cases under urban sce-

nario and Figure 5.3 gives the same for rural scenario. PDR decreases as the error proba-

bilities of the bloom filter increases under both urban and rural scenarios. Figure 5.4 and
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Figure 5.10: Network latency of the simple ag-
gregate scheme and proposed scheme

Figure 5.11: Computational delays of the sim-
ple aggregate scheme and proposed scheme

Figure 5.5 gives the network latency of the scheme under different error probabilities in

urban and rural scenarios respectively. Similarly, Figure 5.6 and Figure 5.7 shows the com-

putational delays in urban and rural respectively. The network latency and computational

delays increases with the increase in error probabilities. The network latency and compu-

tational delays are more when 1
2 of the received entries are matched compared to the case

when 2
3 entries are matched in BF2. Moreover, the delays incurred are more in the rural area

as compared to urban area under same conditions and probabilities. The bloom filters need

to verify some already matched entries to incorporate the error probabilities and therefore,

the error probability of the bloom filters should be less so that optimal number of entries are

also verified apart from the unmatched new entries. Hence, the error probability need to be

reduced but it should not be reduced to such a large extent that no matched entry is verified.

So, the optimal value of the error probability needs to be selected. In these three cases, 0.146

can be considered as the optimal probability.

The average throughput increases by 7.3% with our proposed scheme as shown in Fig-

ure 5.8. Figure 5.9 gives the comparison of failure rate of the network where the failure rate

of the network is reduced by 49.5% in our proposed scheme with bloom filter. Figure 5.10

represents the network latency of the proposed scheme with the highest latency in the sim-
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Figure 5.12: Packet delivery rate of the simple
aggregate scheme and proposed scheme

Figure 5.13: Packet loss rate of the simple ag-
gregate scheme and proposed scheme

Figure 5.14: Normalized routing load of
the simple aggregate scheme and proposed
scheme

Figure 5.15: Computational delays of RSU

ple aggregate scheme and it gets reduced when bloom filter is used by 17.8% with P =0.2,

29.15% with P =0.146 and 32.38% with P = 0.064. Similarly, the computational delays are

reduced by 32.9% with bloom filter with error probability P =.20, 53.93% with P = 0.146

and by 60.6% with P = 0.064 as in Figure 5.11, thus the proposed scheme with bloom filters

has less computational delays. The packet delivery rate increases in the proposed scheme

using bloom filter compared with the simple aggregate scheme as shown in Figure 5.12. The

packet loss rate of the proposed and simple scheme is compared in Figure 5.13 where packet

loss rate decreases by 6.4% with the help of bloom filters. The normalized routing load in-

creases by 2.46% with application of the bloom filters as in Figure 5.14. Figure 5.15 gives
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the average computational delays of road side infrastructure as the number of nodes in the

network increases.

5.2 Conclusion

The results have shown that the proposed scheme is very efficient in terms of computation

and communication overhead. So the bloom filters improve the efficacy of the aggregate

scheme which is very useful in heavy traffic scenarios where vehicles need to verify a lot of

messages from its neighbouring vehicles in small amount of time.



Chapter 6

Effective Vehicular Communications

The road vehicles were the territory of mechanical engineers until recently when the will-

ingness of manufacturers for the road safety increased to provide the security of the road

network. Nowadays, the vehicles are rather becoming “Network on Wheels” with mini com-

puters installed on vehicles. These networks are aiming towards maintaining high level of

security for the traffic security. The group of vehicles within short range of communication

(100-300m) can communicate with each other regarding events, position information, etc.

but the information shared among vehicles may be false as the malicious vehicle may trans-

mit the wrong information. The broadcasting of false information in the network is one of

the major concern of security.

6.1 Fuzzy Based Trust Prediction Model

The vehicle-to-vehicle communication systems are emerging with the crucial requirement

to embellish the driver and road safety by imparting the up-to-date information regarding

road traffic conditions. The message integrity in VANETs is ensured by the authentication

approach but the limitation of such approach is that it only ensures legitimate sender and

138
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Table 6.1: Comparison of existing trust based schemes with proposed scheme in VANETs

Trust
Schemes

Network
Type

Fuzzy
Inference
Engine

Data
Centric
Ap-
proach

Relay
Node
Trust
Compu-
tation

Sender
Reputation

Third
Party
In-
volve-
ment

Communication
Overhead

Probabilistic
Ap-
proach

Transmission
Path Se-
lection

Raya et al.
(2008) [153] VANETs × × × X × X X ×

Minhas et al.
(2011) [144] VANETs × × X X X X × ×

Gomez et al.
(2012) [138] VANETs × × X × × × × ×

Gazdar et al.
(2012) [152] VANETs X × X × X X × ×

Anita et al.
(2014) [161] WSNs X × X X X × × ×

Li et al. (2015)
[160] VANETs X X × X × × × ×

Proposed
Scheme

VANETs X X X X × × × X

cannot prevent it from broadcasting bogus and malicious information. Hence, it is manda-

tory to confirm the authenticity of the information received rather than the legitimacy of the

corresponding sender. Thus, it is important to evaluate the trustworthiness of the information

received to make effective decisions. The trust models are developed in a unique manner to

give incentives to the vehicles to behave appropriately and to discourage the malicious ac-

tivities of the self-centered vehicles. A fuzzy based trust model is proposed for vehicular ad

hoc network which computes the relaying trust value and coordinating trust value that form

an input to fuzzy engine in yielding the final trust value for each node. The data transmission

path is selected based on the vehicles having higher computed trust values. The proposed

trust model is integrated with the routing protocols to test its performance in a simulated net-

work environment. Table 6.1 compares the existing trust based schemes with the proposed

trust prediction scheme based on the various parameters to test the efficiency of the proposed

scheme in comparison to other existing trust based schemes.

The trust models have been designed widely in the distributed environments such as
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VANETs, where each vehicle is able to build the opinion regarding the rest of the vehicles in

network in terms of trust value, by properly collecting the information of other vehicles in a

timely manner. All the other works evaluate the trust of the received messages from the other

nodes, but none of the scheme used the concept of relay selection for data transmission using

fuzzy inference engine. The proposed model is used for the selection of data transmission

path based on relaying nodes, and the relaying nodes are selected by each vehicle based on

the calculated trust of other vehicles using the fuzzy inference engine.

6.1.1 Proposed Fuzzy Based Trust Model

Trust is the association between two nodes for the reliable packet forwarding technique. The

proposed model calculates the trust level based on relaying trust value and the coordinating

trust value where former predicts the trust value for the selection of relay nodes to forward

the data packet and later for the selection of data transmission path. In vehicular ad-hoc

networks, each source node forwards the data packet to the destination with the help of

intermediate nodes known as relaying nodes. The number of relaying nodes does not have

any impact on the model, but the selection of relay nodes to forward the packet has the

impact. It is assumed that there is only one source and destination in the radio range of

the source node. Further, it is assumed that each node has the knowledge of its location

coordinates as well as of other nodes. Global Positioning System (GPS) installed onboard

of the vehicle is used for the position verification mechanism by sending the location of the

vehicle along with timestamp.

Relaying Trust Value

When the source needs to transmit the data to the destination, the selection of the reliable

and trustworthy intermediate nodes is vital to assure the reliable transmission of the data
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packet. Therefore, the trust value of the neighbouring nodes is calculated by each node

and the node with highest trust value among the neighbours is used for the selection of

relay node to forward the packet to next relay node and finally to destination. The relaying

trust value is basically an actual set of nodes that can be used as input for relaying. N =

{N1,N2,N3,N4.......Nn} depicts the set of nodes in the zonal radio range of the source S. Let

the source S wants to forward the packet to the node N2, then the set of relay nodes can be

defined as,

N
′
2 = {X , |d(X ,N1 ≤ R),X ,N1 ∈ N,X 6= S,X 6= N2},

where N
′
2 depicts the set of relay nodes present in the path between source S and destination

N2 in the defined radio range. The relaying trust is computed based on the relaying distance

factor, network density and trust inconsistency.

I Relaying Distance Factor:

The relaying distance factor computes the distance between the any two nodes which is

used as an input parameter for the relaying trust computation. The relaying distance is

further dependent on the three types of distances:

i Distance between relaying node and source (d1)

ii Distance between relaying node and destination (d2)

iii Inter-relaying distance (d3)

The distances d1 and d2 are used for the selection of appropriate relay nodes which can

be used for data transmission between source and destination. Inter-relaying distance

is the distance between any two relay nodes which can be selected for the data packet

forwarding path. The distance between any two nodes can be calculated based on the
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distance formula as:

d(N(x1,y1),N(x2,y2)) =
√

(x2− x1)2 +(y2− y1)2, (6.1)

where (x1,y1) and (x2,y2) are the location coordinates of the two nodes N1 and N2

among which the distance is to be calculated. The distance relaying factor (DW) is

calculated as:

DW (S(x1,y1),R(x2,y2)) = β1(d1)+β2(d2)+β3(d3)



0≤ β1 ≤ 1

0≤ β2 ≤ β1

0≤ β3 ≤ β2

(6.2)

where S(x1,y1) is the source node, R(x2,y2) is the destination node, β1, β2, β3 are the

priority factors for the distances d1, d2 and d3 respectively. The less is the distance

relaying factor, more is the connectivity among the nodes.

II Network Density:

Network density is calculated by each node based on the zone-based density i.e. the

network density is calculated based on the condition that the nodes N are within the

range R. The network density is dependent on vehicular density, traffic density and

average connectivity.

i Vehicular Density : The Vehicular Density (VD) is calculated in the time interval

(∆t) as:

V D(∆t) =
∑x|x ∈ N,d(x1,x2)≤ R

∑N(∆t)
, (6.3)

Where ∑x is the total number of nodes which are in the zonal distance of R and ∑N

is the total number of vehicles in the given time interval ∆t.
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ii Traffic density: Traffic Density (TD) is measured in terms of packet data which

is transmitted among the nodes which can be easily determined from the packet

delivery ratio of the network. Traffic density is the ratio of the packets which need

to be transmitted and the total number of packets.

T D(∆t) =
∑Rw.x|x ∈ N,d(S,x)≤ R

Sw(S)
(6.4)

Rw is the number of received packets by all the nodes x such that the x lies in the

zonal distance of source S. Sw(S) is the total number of packets sent by the source

S in the given time interval ∆t.

iii Average connectivity : Average Connectivity (AC) is measured as ratio of the min-

imum number of vehicular connections that should always be present to sustain the

network and the total available connections in the network.

AC(∆t) =
c(min)
c(avl)

(6.5)

where c(min) is the minimum connections required to sustain the network and c(avl)

is the total number of available connections in the network.

The network density can be calculated in the given time interval (∆t) as:

ND(∆t) = α.V D+δ .T D+ γ.AC (6.6)

where α denotes probabilistic connectivity with 0 ≤ α ≤ 1, α can be 0 as vehicular

density can be zero. δ denotes probabilistic traffic density depending on vehicular con-

nectivity such that 0≤ δ ≤ α and if α = 0 which implies δ = 0, thus traffic density can

be 0. γ denotes rate of connectivity with 0 < γ ≤ 1, γ cannot be 0 as minimum connec-
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Figure 6.1: Network topology

tions cannot be nil as atleast c(min) connections should always be present to sustain the

network.

III Trust Inconsistency:

Trust Inconsistency is defined as the minimum number of connections leading to more

inconsistency in trust. The nodes with higher number of connections will have lower

trust inconsistency as the node with maximum connections is highly trusted. In Fig-

ure 6.1 number of connections and the corresponding normalized values are given as:

R1 − 2 ←− 0.5

R2 − 1 ←− 1

R3 − 3 ←− 0

R4 − 1 ←− 1

R5 − 1 ←− 1

In this example (Figure 6.1), trust inconsistency of node R3 is high as its normalized

value is 0 and trust inconsistency of nodes R2, R4 and R5 is low as these nodes have

value 1. Therefore, the node with least number of connections will have high trust

inconsistency

IV Fuzzy membership functions for relaying trust:
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Figure 6.2: Fuzzy membership functions for the relaying trust value inputs and outputs

The relaying trust value is computed based on three inputs relaying dis-

tance factor DW(S(x1,y1),R(x2,y2)), network density ND(∆t) and trust inconsistency

Ti(S(x1,y1),R(x2,y2)) resulting in one output, relaying trust value TR. The fuzzy mem-

bership functions for the inputs and output are shown in Figure 6.2. The fuzzy mem-

bership functions for the distance relaying factor DW(S(x1,y1),R(x2,y2)) are low, medium

and high denoted as Rdis Low, Rdis Medium and Rdis High respectively. Similarly,

fuzzy membership functions for network density ND(∆ t) are low, medium and high

denoted as Net Low, Net Medium and Net High respectively. The fuzzy membership

functions for trust inconsistency Ti(S(x1,y1) ,R(x2,y2)) are low, medium and high denoted

as T Inc Low, T Inc Medium and T Inc High respectively. The minimum value for

fuzzy membership function, low, for network density ND(∆ t) is taken as 0.5 because

it is assumed that half of network density ND(∆ t) should always be present to sustain

the network. The fuzzy membership functions for the output relaying trust value TR

are very low, low, medium, high and very high denoted as RelT Very Low, RelT Low,

RelT Medium, RelT High and RelT Very High respectively. The values of the fuzzy
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membership functions are chosen appropriately to obtain optimal output values. Based

on the fuzzy values of relaying distance factor, network density and trust inconsistency,

rules based on IF/THEN are defined to calculate the relaying trust value of the node.

The rule base is defined in Table 6.2. The rule 1 in Table 6.2 can be expressed as: “IF

the network density is low and relaying distance factor is low and trust inconsistency is

low, THEN relaying trust value is medium”

Table 6.2: Rule base to calculate relaying trust value

RULE NO. NETWORK
DENSITY

RELAYING DIST-
NACE FACTOR

TRUST
INCONSISTENCY

RELAYING
TRUST VALUE

1 Net Low Rdis Low T Inc Low RelT Medium
2 Net Low Rdis Low T Inc Medium RelT Medium
3 Net Low Rdis Low T Inc High RelT Low
4 Net Low Rdis Medium T Inc Low RelT Medium
5 Net Low Rdis Medium T Inc Medium RelT Medium
6 Net Low Rdis Medium T Inc High RelT Low
7 Net Low Rdis High T Inc Low RelT Low
8 Net Low Rdis High T Inc Medium RelT Low
9 Net Low Rdis High T Inc High RelT Very Low
10 Net Medium Rdis Low T Inc Low RelT High
11 Net Medium Rdis Low T Inc Medium RelT Medium
12 Net Medium Rdis Low T Inc High RelT Medium
13 Net Medium Rdis Medium T Inc Low RelT Medium
14 Net Medium Rdis Medium T Inc Medium RelT Medium
15 Net Medium Rdis Medium T Inc High RelT Low
16 Net Medium Rdis High T Inc Low RelT Medium
17 Net Medium Rdis High T Inc Medium RelT Low
18 Net Medium Rdis High T Inc High RelT Low
19 Net High Rdis Low T Inc Low RelT Very High
20 Net High Rdis Low T Inc Medium RelT High
21 Net High Rdis Low T Inc High RelT Medium
22 Net High Rdis Medium T Inc Low RelT High
23 Net High Rdis Medium T Inc Medium RelT High
24 Net High Rdis Medium T Inc High RelT Low
25 Net High Rdis High T Inc Low RelT Medium
26 Net High Rdis High T Inc Medium RelT Low
27 Net High Rdis High T Inc High RelT Low

Coordinating Trust Value

The coordinating trust value TC is calculated to select the data transmission path between the

source node S(x1,y1) and destination node R(x2,y2). The coordinating trust value is calculated
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from three factors,

i Relative Velocity

ii Degree of Connectivity

iii Connection Loss

I Relative velocity:

Relative velocity VR is calculated between the source node S(x1,y1) and other neighbour-

ing nodes moving in the same direction in its vicinity.

VR =
|V (S(x1,y1))−V (Ns(x1,y1))|

max(V (S(x1,y1)),V (N(x1,y1)))
(6.7)

where V (S(x1,y1)) is the velocity of the source node and V (N(x1,y1)) is the velocity of the

neighbouring node Ns such that Ns ∈ N.

II Degree of Connectivity:

Degree of connectivity degn is the ratio of the number of connections a node is shar-

ing with other neighboring nodes in the network and the total connections a node can

establish with other nodes in the network in the time interval (∆t).

degn(∆t) = Ti(∆t)T n(∆t) (6.8)

where Ti(∆t) is the number of connections a node n has with its neighbours and Tn(∆t)is

the total number of connections a node x can establish with its neighbours in the time

interval (∆t).

III Connection Loss:

The connection loss LC can be defined as the number of connections lost by the node in
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the time interval (∆t). The connection loss LC(Ni) (∆t) by the node Ni in the time interval

(∆t) can be defined as:

LC(Ni)(∆t) =
Ti(∆t)− (deg(∆t)−deg(∆t−1))

T (∆t)
(6.9)

where Ti(∆t) is the total number of connections a node Ni has in time interval (∆t),

deg(∆t)is the degree of connectivity of node Ni, deg((∆t)-1) is the degree of connectivity

at time interval (∆t)-1 and T(∆t) is the total number of available connections in the

network.

Coordinating Trust

The coordinating trust is used for the selection of the reliable path for the transmission of

data. The coordinating trust value TC can be calculated as:

TC = λ1(VR)+λ2(degn(∆t))+λ3(LC(Ni)(∆t))



0≤ λ1 ≤ 1

λ1 ≤ λ3 ≤ λ2

0 < λ2 ≤ 1

(6.10)

where VR is the relative velocity of node Ni, degn(∆t) is degree of connectivity of node Ni,

LC(Ni) (∆t) is the connection loss for node Ni and λ1, λ2 and λ3 are the various probabilistic

values for VR, degn(∆t) and LC(Ni) (∆t) respectively.

6.1.2 Final Trust Level

The final trust level is computed from the two inputs, relaying trust value and coordinating

trust value. Figure 6.3 shows the fuzzy membership functions for relaying trust TR, coordi-
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Figure 6.3: Fuzzy membership functions for the final trust value inputs and outputs

nating trust TC and final trust level TL. The fuzzy membership functions for relaying trust TR

are obtained from the previous calculations in section 3.3.4; the fuzzy membership functions

for coordinating trust TC are low, medium and high denoted as Cor Low, Cor Medium and

Cor High respectively. The fuzzy membership functions for the output final trust level TL are

Worst, Bad, Unpreferable, Acceptable, Good and Perfect. The IF/THEN rules considered for

the calculation of final trust level TL are provided in rule base in Table 6.3.

Fuzzy Updations

After each interval ∆t, fuzzy inference engine is updated to find the next best possible combi-

nation of rules. The updations are provided over the final trust value computed using relaying

trust value and coordinating trust value. Let η
′
be the updation rate defined as:

η
′
=

ηTR

max(TR,TC)
η ∈ (0,1) (6.11)

According to updation rule, output equation for fuzzy inference iterations Fupdations is:
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Table 6.3: Rule base to calculate final trust level

RULE NO. RELAYING TRUST VALUE COORDINATING TRUST VALUE FINAL TRUST VALUE

1 RelT Very low Cor Low Worst
2 RelT Very low Cor Medium Bad
3 RelT Very low Cor High Unpreferable
4 RelT Low Cor Low Bad
5 RelT Low Cor Medium Unpreferable
6 RelT Low Cor High Unpreferable
7 RelT Medium Cor Low Unpreferable
8 RelT Medium Cor Medium Acceptable
9 RelT Medium Cor High Acceptable
10 RelT High Cor Low Unpreferable
11 RelT High Cor Medium Acceptable
12 RelT High Cor High Good
13 RelT Very High Cor Low Acceptable
14 RelT Very High Cor Medium Good
15 RelT Very High Cor High Perfect

Algorithm 6.1 Algorithm for fuzzy based trust calculation

Require: simulation time
Ensure: nodes — nodes≥5 /∗Minimum network size∗/

configure(nodes) /∗ paramterized con f igurations o f nodes∗/
iteration interval←− ∆t
initialize←− η /∗ setinitial update rate∗/
while i <= simulation time do

TRt = f (DW,ND,Ti) /∗Relaying Trust Value∗/
TCt = f (VR,degn,LC(Ni)) /∗Coordinating Trust Value∗/
TLt = f (TR,TC) /∗Final Trust Level ∗/
η
′
t =

ηTRt
mac(TRt ,TCt )

if Node(i,TL)≥ 0.5 then
set relay←− i /∗ setting realying nodes∗/
relay count=relay count+1

end if
i = i+∆t
path←− route(relay) /∗ f inalizing path∗/
Apply Fuzzy update
transmit

end while



Chapter 6 Effective Vehicular Communications 151

Fupdations =

√
T 2

Ct
+T 2

Rt
I
′
+η

′
t TLt

||TCt +η
′
t

√
T 2

Ct
+T 2

Rt
||

(6.12)

where
√

T 2
Ct
+T 2

Rt
is the weighing factor for updations and I

′
is the iteration level. TLt is

the final trust level, TRt is the relaying trust value and TCt is the coordinating trust value at

time t. The algorithm for control and selection of trusted path based on the final trusted value

is given in algorithm 6.1.

6.1.3 Simulation Results and Discussion

The performance of the proposed fuzzy based trust model was evaluated using fuzzy based

inference engine created over Matlab. The proposed approach was analyzed using network

simulations configured over NS-2 and Matlab. The analysis were carried using a fuzzy based

engine designed for implementation of the proposed model coded in Matlab and NS-2 was

used to generate the traffic for the network. The standard IEEE 802.11p is used to eval-

uate the performance of the VANET scenario for the proposed trust model under various

performance metrics. The simulation parameters configured are described in Table 6.4.

Table 6.4: Simulation parameters for trust prediction model

Parameter Value Description

Simulation time 100 seconds The time for which simulation runs
Highway length 5000-15000m The length of the road considered for simulation
Highway width 50m The width of the road considered for simulation
No. of nodes 50-400 The number of vehicles
No. of Non-cooperating vehicles 5% The vehicles refuse to participate in communication
Propagation radio Model Two Ray Ground Topological Model
Node placement Random Placement of nodes in network
Mobility Model Random way point Node movement model
Routing protocols AODV,DSR,DSDV The protocols for analysis
MAC protocol IEEE 802.11p IEEE standard for wireless communication
Transmission range 500m Transmission range of vehicles
Base frequency 5.88GHz Frequency used for simulation
Velocity range 10-30m/s The velocity range of vehicles
Movement model Dynamic Node movement model
Traffic type CBR(TCP) Protocol for initiating communication
No. of simulation runs 10 Number of analysis runs
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Figure 6.4: Trusted path distance vs. nodes

Trusted path is the path selected between source and destination which the nodes will

follow for the data transmission and the path considered is more reliable with less non-

cooperating nodes. Trusted path distance is the number of hops used for the data transmis-

sion on the trusted path between source and destination, calculated by the proposed scheme.

The trusted path distance should be less for the protocol to be more efficient. The trusted

path distance comparison for the three protocols is depicted in Figure 6.4 where DSDV-F

performs better as compared to other protocols i.e. AODV-F and DSR-F. DSDV-F outper-

forms AODV-F by 32.89% and DSR-F by 17.4% in terms of trusted path distance. The time

taken by the network to establish the connection between source and destination is the con-

nectivity time. The connectivity time should be less for the protocol as lesser will be the

connectivity time and more faster the nodes will establish the connection with other nodes

for the efficient transmission of data in the network. Figure 6.5 shows the connectivity time

for all the three protocols and DSDV-F has connectivity time lesser than AODV-F and DSR-

F. DSDV-F performs 33.12% better than AODV-F and by 30.6% than DSR-F in terms of

connectivity time. The number of paths which are not trusted and cannot be selected for the

data transmission path are known as unreliable paths. The number of unreliable paths for all

the protocols are calculated and plotted in Figure 6.6 where DSDV-F has maximum num-
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Figure 6.5: Connectivity time vs. nodes Figure 6.6: Unreliable paths count vs. number
of nodes

Figure 6.7: Inconsistency vs. number of nodes Figure 6.8: Network efficiency vs. number of
nodes

ber of unreliable paths. The performance of the network can be observed from the number

of unreliable paths. A protocol operating over network with less number of unreliable path

offers high transmission rate. AODV-F has the better performance in terms of path selec-

tion as it has less number of unreliable paths than DSDV-F by 8.17% and DSR-F by 3.97%.

The percentage of the nodes which are untrustworthy in the given network and should be

least trusted for relaying is inconsistency. In order for the protocol to select the best path

consideration in the network, the trust inconsistency should be less. The inconsistency in

DSDV-F is lesser than AODV-F by 7% and from DSR-F by 6.5% as shown in Figure 6.7.

The overall efficiency of the proposed trust model in the simulated network is the network

efficiency. The network efficiency shows which protocol in integration with the proposed



154 Chapter 6 Effective Vehicular Communications

model performs best. The protocol behaviour is considered best in term of each aspect if

the network efficiency increases and thus, our proposed model is behaving best in integra-

tion of that protocol. Network efficiency of DSDV-F increases from AODV-F by 3.8% and

from DSR-F by 3.5% plotted in Figure 6.8. The network efficiency of the DSDV-F is best

when compared with other protocols indicating that our proposed protocol performs best

with DSDV protocol.

The given proposed trust model performs better with DSDV protocol and the results of

the various performance metrics have shown that DSDV-F is more effective than AODV-F

and DSR-F. Therefore, the performance analysis of our proposed model integrated with three

protocols has shown that the proposed fuzzy based trust model improves the performance of

the DSDV protocol and it performs best in the considered testing parameters based on the

proposed model when compared with AODV and DSR.

6.2 Misbehaviour Detection Module

There is possibility that due to the selfish motive of the driver, malicious vehicle may send

the false information to its neighbours. The misbehaving vehicles may attempt to collect

the private information of the drivers for its personal interest. So, there is urgent need for

detecting the malicious vehicles in the network and correcting the false information which is

broadcasted in the network. A new misbehaviour detection scheme is employed for VANETs

which employs the design of Decision Inference System (DIS) for the detection of misbe-

haviour in network. DIS uses the XML based dependency tree formation for the collection

of information from the vehicles as well as RSUs by CA (Certification Authority) for the

final XML tree formation. The final XML tree built by CA by using DIS is transmitted to

the RSUs as well as vehicles for the actual decision making by the network entities.
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Figure 6.9: Decision inference system model

To prevent the legitimate nodes from being cheated by the illegitimate nodes, a new XML

based model is proposed which will protect the message legitimacy. The DIS will help to

filter the spurious messages from the legitimate messages. The decision inference system

as shown in Figure 6.9 gives the detailed overview of the model that how the model actu-

ally works. Firstly, each vehicle sends its own information including its speed, acceleration,

coordinates etc. in an XML file to the XML module located in the corresponding RSU in

whose range the vehicle is currently travelling. The dependency module is used to collect

information from the vehicles and other RSUs. The XML module in RSU validates the in-

formation received from the vehicles and builds a new XML tree according to the credentials

verified by it. The inter-RSU XML identifier identifies the correctness of the information

received from the the RSUs as well and if any information updation is required, it is updated

by the XML update module and the new tree is build by the XML builder. The XML log

is maintained by the RSU and if any information about any vehicle is required, it is derived

by the query extractor from the XML log. The XML dependency tree is shared among all

the RSUs to update the information as the vehicles travel from the region of one RSU to

other RSU. Therefore, the updated XML tree should be uploaded on each RSU repeatedly to
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avoid any bewilderment. The XML trees from RSUs are transmitted to the trusted authority

which is the central repository for the information. The XML assembler module assembles

all XML trees obtained from the RSUs and the final tree builder module in trusted authority

builds the final XML tree after assembling all the information. The final XML tree by trusted

authority is transmitted to all the RSUs for the actual decision making for the authenticity of

the messages received.

6.3 V-Health Systems

Vehicular Ad-Hoc Network, an emerging network paradigm is considered as a low cost so-

lution to the problem of connecting devices with each other to provide the end to end con-

nectivity with medical professionals. The technology based ubiquitous patient monitoring

is regarded as a viable solution for managing the chronic diseases and medical emergen-

cies in order to economize the healthcare services. The new paradigm of patient monitoring

using Vehicular Ad-Hoc Networks (VANETs) for optimization of healthcare services has

recently been a popular mainstream for research in tremendous applications. The vital signs

and signals of the patient include heart rate, pulse rate, breathing problems, balance disor-

der, dizziness, body temperature, blood pressure which are measured by the body sensors

and transmitted as analog signals over the wireless media. A new wireless patient monitor-

ing service called V-Health System is proposed which utilizes the patient health information

collected by the body sensors to securely transmit it to the healthcare services via vehicular

ad hoc network. The patient information collected by body sensors are transmitted by the

vehicle in the form of XML data to the nearest road side infrastructure for the service selec-

tion of the healthcare centres and the information is transmitted to the healthcentres for the

appropriate service reply. The XML dependency tree is used for the effective transmission
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of patient and medical information in the vehicular ad hoc network. VANETs act as the

middleware platform for medical service selection between the patient and the healthcare

services for the mobile patients and vehicular users. Thus, the proposed V-Health system

provides personalized healthcare services by employing the XML based dependency tree for

information transmission. The general information flow and the components in V-Health

system using VANETs is shown in Figure 6.10.

Figure 6.10: The general system model for V-Health system using VANETs

The V-Health system transmits the patient specific personal information from the body

sensors to the medical professionals via vehicular ad hoc networks. The onboard unit of

the vehicle collects the information from body sensors and transmits the health symptoms

of the patient in the form of XML dependency tree. The XML file is generated for each

patient by the vehicle and patient record is transmitted in the network to the nearest road side

infrastructure. The RSU does the XML parsing of the patient XML and helps in selecting the

type of service requested by the patient and the request for that medical service is generated

by the road side infrastructure. Thus, the medical service requested is sent to the patient

accordingly. The medical database stored at the central repository contains the database of

all the patients’ record history, patients’ latest health statistics etc.
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6.3.1 Secure Communication Process

The individual vehicle and user is registered with the trusted authority before starting any

communication process. Each registered vehicle has identity V = {V1,V2,V3....Vn} and each

registered user has identity U = {U1,U2,U3....Un} where V and U are the set of registered

vehicles and users respectively. The body sensors of the user transmit the information col-

lected to the onboard unit of the vehicle by establishing a shared secret key between them.

Let a ∈ Z∗q be the secret key of body sensors and Ps = a.P be the public key of body sensors.

Let b ∈ Z∗q be the secret key of onboard unit of vehicle and Pv = b.P be the public key of

vehicle. The shared secret key Pk is established by body sensors as a.Pv and by vehicle as

b.Ps which can be justified as:

a.Pv = a.b.P = b.a.P = b.Ps

Thus, the data is transferred between the body sensors and the vehicle by establishing

a shared secret key Pk between them. The shared key is only used between the body sen-

sors and the vehicle. The rest communication in the network among the network entities on

the road takes place by means of Public key Cryptography. The information from the body

sensors is sent in encrypted form to the vehicle as ENCPk(M,Ui) → Vi which is decrypted

by the vehicle as DECk(M,Ui). After collecting the information from the body sensors,

the vehicle transmits the information to the nearest vehicles and the roadside unit. The in-

formation transmitted by the vehicle is digitally signed with the private key of the vehicle

and transmitted as SIG(M,Pixml ,Vi,Ui, loc;b) → *. The broadcasted information is authen-

ticated by the vehicles and the nearest RSUs by using the public key of the vehicle. The

information received by the RSU is authenticated and verified for the medical services re-

quested by the user. The private key of RSUi is yi ∈ Z∗q and the public key is computed

as Pri = yi.P. The RSU identifies the type of service and selects the nearest healthcare unit

accordingly. The information is transmitted to the healthcare centre by encrypting it with
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the public key of healthcare centre Phi = xi.P where xi is the private key of the health centre

Hi and xi is randomly chosen from Z∗q. The message transmitted to the healthcare centre is

ENCPh(M,Pixml ,Sixml ,Vi,Ui, loc) which is analyzed by the health centres and in response to it,

the medical response is created in the form of medical XML. The medical XML is sent to

the respective RSUi as ENCPri
(M,Mixml ,Vi,Ui, loc) and the RSUi after receiving the message

decrypts the information and transmits it to the requesting vehicle by encrypting it with the

public key of the vehicle. Thus, the secure end to end connectivity is maintained between

the healthcare professionals and the mobile patients or users.

6.4 Conclusion

A new fuzzy based trust prediction model has been designed to effectively choose the relay

nodes which can be used for routing in the first stage and to choose the appropriate data

transmission path based on the trust levels computed for each of the relay nodes in the second

stage. The proposed fuzzy based trust model behaves effectively in coordination with DSDV

protocol indicating the efficiency and reliability of the proposed scheme. The misbehaviour

detection model is proposed namely, DIS to prevent the sharing the false information by the

entities in the Vehicular network. The V-health system is proposed for the online monitoring

of mobile patients or the vehicular users by adapting the vehicular ad hoc network as the

middleware platform. The V-Health system is effective application for VANETs to monitor

the emergency events of vehicular users.
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Conclusions and Future Scope

7.1 Conclusions

The entire focus of this thesis has been on securing the vehicular communications in ve-

hicular ad hoc networks. After having a thorough review of various approaches adopted

for security of vehicular ad hoc networks, it was realized that the public key cryptogra-

phy, symmetric key cryptography as well as identity based cryptography approaches had

few limitations in securing the communications in vehicular entities. One of the available

approaches for enhancing the security of vehicular ad hoc networks is certificateless cryptog-

raphy. Certificateless cryptography has the advantage that it reduces the certificate overhead

and certificate revocation problem of public key cryptography. Moreover, it also solves the

key escrow problem of identity based cryptography.

A new efficient certificateless aggregate signature scheme is proposed for vehicular com-

munications. The proposed signature scheme is proven existentially unforgeable against the

chosen message attack under the assumption that CDH problem is intractable in the random

oracle model. The proposed CLAS scheme is adduced specifically for securing vehicular

communications in vehicular ad hoc networks by reducing the signature verification time

160
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drastically and helps in verifying more messages in the specific stipulated time, thus increas-

ing the efficiency of the network. The propounded scheme has much less computational

cost in terms of verifying signatures when compared with the already proposed works. This

scheme will work efficiently in networks which have limited bandwidth such as vehicular

ad-hoc networks.

The proposed certificateless aggregate signature scheme is employed for designing a se-

curity framework for enhancing the communication process in vehicular ad hoc networks.

The proposed security framework achieves the security requirements of authentication, pri-

vacy, non-repudiation and confidentiality. The privacy of the scheme is preserved by us-

ing the pseudonyms for communication in the network. The proposed certificateless digital

signature scheme is employed for inter-vehicular communication allowing the vehicles to

anonymously communicate with each other. The message verification process is improved

by employing the bloom filters in the scheme. The analysis of the security scheme is done

with various parameters and proposed scheme of bloom filters have major performance im-

provements compared to the simple aggregate verification scheme thus, assuring the accu-

racy of the proposed security system.

A new fuzzy based trust prediction model has been designed for vehicular ad hoc net-

works by employing the concept of choosing the relay nodes for the selection of data trans-

mission path. The trust levels are computed for each of the relay nodes chosen for the

selection of best possible data transmission path. The effectiveness of the proposed model

has been shown by integrating it with the routing protocols and testing it with the help of

various evaluation parameters indicating that DSDV-F performs much effectively compared

to AODV-F and DSR-F.

The two XML based modules have been designed for vehicular ad hoc networks which

are:
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i) The decision inference system for the detection of misbehaving nodes which are trans-

mitting the false information in the network.

ii) The V-health system is proposed by employing the XML dependency tree for the secure

transmission of patient specific data to the nearest healthcare centres for the medical

emergency.

The major contributions of the thesis are:

i) A privacy preserving authentication based security framework is designed for securing

vehicular communications in vehicular ad hoc networks. The framework can be divided

into two steps.

a. A new certificateless aggregate signature scheme is proposed specifically for vehic-

ular ad hoc networks and its security proof has been given in random oracle model.

b. The security framework employs the use of pseudonyms for anonymity and proposed

certificateless signature scheme for authentication purposes. It uses the bloom filters

to enhance the signature verification process in vehicular communications.

ii) The proposed signature scheme has been implemented using Miracl library and the

proposed security framework is implemented on a simulated environment with major

performance improvements compared to other schemes.

iii) The trust prediction model has also been designed to secure vehicular communications

along with two XML based modules for the secure VANETs.

7.2 Future Scope

In future, work can be extended on fully decentralized VANET authentication schemes while

maintaining the applicable efficiency. The lightweight and efficient authentication scheme
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can be designed based on decentralized regional transportation authorities in a particular

region to further increase the communication reliability. The efficient position based schemes

can also be explored to improve the proposed security framework. The impact of the velocity

changes of the vehicles on simulation results can also be studied in the future.

The security framework can be further enhanced to incorporate the defense mechanism

against various other attacks applicable in VANETs. An intrusion detection mechanism can

be developed against various attacks applicable in VANETs to enhance the network security.

The solution to inside attacks in the vehicular ad hoc network can also be given. Further, the

proposed framework can also be implemented on real vehicles to obtain real time analysis of

the results.
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