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Abstract

Grid offers an optimal solution to problems requiring large storage and/or
processing power. Grid provides direct access to computers, data, software and many
other resources. Sharing between these resources is highly controlled and done with

consensus of both resource providers and consumers.

Grid is not centrally controlled and resources can leave or join the grid environment
at any time. The resources used in grid can be physically dispersed, heterogeneous
and can span different administrative domains. Due to these reasons the interaction
between these resources can result in failures. Besides this, protocol incompatibilities,
security incompatibilities, network faults further contribute to failures. Moreover
fundamental resources of grid are computers which may suffer from hardware and
software problems also. Therefore, a mechanism is required to monitor these
resources to check their availability, information gathering and reporting their

failures.

To address this problem, mobile agents can be used. Mobile agents reduce network
use, overcome network latency and can execute autonomously and asynchronously.
Mobile agents can also adapt dynamically with the changes in environment. They are
naturally heterogeneous, robust and fault tolerant. Therefore, mobile agents are an

obvious and favorable choice for creating grid related applications.

In this thesis, a mobile agent based monitoring system for grid environment has
been proposed. The proposed monitoring system is based on Aglets mobile agent
platform. Hyperic SIGAR has been used to generate resource information. MySQL
has been used as backend. Frontend has been designed and developed using PHP. The
proposed system has been successfully deployed and tested in Research Lab of

Computer Science and Engineering Department, Thapar University.
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Chapter 1 Introduction

Grid computing provides optimum solution to problems requiring large processing
power and storage by supporting computation across multiple administrative domains
[1]. It offers a way of using the resources optimally inside an organization or between
the organizations by supporting multiple administrative policies and security
authentication and authorization mechanisms to enable sharing over network and
Internet. This chapter introduces grid computing, discusses about its characteristics
and its architecture. It also gives an overview of grid Resource Management and

resource monitoring.

1.1 About Grid Computing

Performance of computing can be improved by using a better algorithm, using a
faster computer or dividing the calculation among multiple computers [2].
Algorithms can be fine tuned to a limit. Faster computers are costly and there is also a
limitation in speed of computer. The best way to improve the performance of
computing is dividing the calculation among multiple computers. Desktop computers
(like most others) are only utilized about 5% - the CPU stays idle most of the time.
Grid computing uses this idle time and links many machines together to perform
massive tasks that previously only super-computers could do. Traditional distributed
computing can be characterized as a subset of grid computing. Distributed Computing
normally manages or pools computer systems which are limited in their memory and
processing power. On the other hand, grid computing is concerned with efficient
utilization of a pool of heterogeneous systems with optimal workload management
utilizing computational resources (servers, networks, storage, and information) acting
together to create large pool of computing resources.

The computational grid can be compared to electric power grid. As power grid
distributes electricity to dispersed remote places, grid computing enables distribution
of computing resources. Grid computing has been researched in universities and
institutions for long time. With creation of sophisticated policies and standards, grid
computing is spreading and used in many scientific and engineering organizations.

Engineers, biologist, earth scientists, high energy physicists, animation artist are using



grid computing for solving compute or data intensive problems. Figure 1.1 shows
generic view of World-Wide Grid [3].
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Figure 1.1 Generic View of World-Wide Grid (WWG) Computing Environment [4].
In grid computing processing power and storage capacity of physically dispersed

computers are used to solve problems. Problems are divided into sub jobs and
submitted to different computers connected though network or internet. After

completion of these sub jobs, results are collected and combined to get the final result.
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Figure 1.2 Three Actual Organizations are Taking Part in Two Virtual Organizations [5].

It provides direct access to computers, data, software and many other resources,

which are heterogeneous in nature and lie in different administrative domains [5]. The
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sharing policies of these resources are different. To accommodate these resources, the

grid has to support a common mechanism for communication between these

computers. The sharing must be highly controlled and done with the consensus of

both resource consumers and resource providers. Virtual Organizations [5] are formed

using these sharing rules. An organization can participate in two or more VOs. Figure

1.2 depicts actual organizations participating in two VO. It shows organizations

taking part in different VOs to provide different services.

Grid computing should support capabilities to [6]:

Remote storage, replication and publication of data sets.

Access authorization and uniform authentication, uniform access to remote
resources.

Publication of services and cost.

Discovery of suitable computer resources.

Scheduling, submission, monitoring and migration of jobs.

Movement of code/data between grid nodes.

Security is an important aspect of grid computing. Authentication, authorization,

encryption and non-repudiation also used in grid computing. Besides these grid uses

following security mechanisms [7]:

Single sign-on: support authentication to a large number of grid resources on
behalf of the user or resources. It creates temporary credentials (secure proxy)
that provide authentication.

Delegation: one grid entity act on behalf of another grid entity. Delegation must
be handled carefully to resist the misuse.

Community authorization: using this virtual organizations define policies to
access resources.

Secure execution: provide a service using which untrusted applications can run

on trusted environment.

1.1.1 History of Grid

A decade ago, computers were expected to use local resources and data. But the

scenario changed when system got interconnected through network. An expectation to

use the ideal computing resources and data storage to fulfill a range of application



needs had been generated. The designing, building and deploying of distributed

computing has been researched over many years. These researchers implemented

middleware, libraries and tools that allow cooperative use of distributed resources.

This approach of computing has been given different names, such as metacomputing,

scalable computing, global computing and lately as grid computing [8] [9].

The First Generation of Grid Computing: In early to mid 1990s grid efforts
started to link the supercomputing sites. The FAFNER and I-WAY [10] are two
well known projects that show the pathway to build grid. FAFNER was built to
facilitate factoring via web of RSA factoring parallel algorithm. I-WAY helped
to unify the resources of large US supercomputing centers. I-WAY used I-POP
as gateway servers. I-POP software environment is used in the servers to
overcome issues concerning heterogeneity, scalability, performance and security.
I-POP servers are accessible via the Internet. The well known grid middleware
Globus Toolkit is derived from the I-WAY project.

The Second Generation of Grid Computing: The three main issues that must be
addressed in grid are scalability, heterogeneity and adaptability. Grid middleware
provide abstraction over resource heterogeneity and makes the grid scalable and
adaptable. Usage of common standards also provides a solution to heterogeneity.
Globus [11], a widely used grid middleware, enables the construction of
computational grid. It supports wide range of application and programming
paradigms. Globus is modular and constructed as a layered architecture. Globus
provides GRAM to allocate, monitor and control computational resources.
Globus uses GridFTP for data access. Globus further supports authentication and
related security support, Lightweight Directory Access Protocol (LDAP), Global
Access to Secondary Storage (GASS), Globus Advanced Reservation and
Allocation (GARA).

Legion [12] another popular grid middleware, provide infrastructure to grid
computing. But it differs from Globus as it encapsulates all components as
objects. The OMG (Object Management Group) [13] in 2001 introduced
CORBA [14] in grid through “Software Service Grid Workshop”. Jini [15] &
RMI is a CORBA based distributed computing environment.

In grid, resources need to be discovered, monitored, and scheduled. The jobs

submitted needed to be queued and batched. Condor, Portable Batch System
4



(PBS), Sun Grid Engine (SGE), Load Sharing Facility (LSF) are some of the
batch and scheduling system created in this generation grid computing.
Nimrod/G [16] is a grid enabled resource management and scheduling system.
Nimrod/G supports user defined budget constraints and deadlines.

In the second generation of grid computing, the core technology for building a
grid evolved. Besides that additional tools were also developed to support
resource and job management.

The Third Generation of Grid Computing: Third generation of grid computing
aims to the reuse of existing resources and information systems, and to assemble
these resources. The use of service-oriented model and metadata are two main
characteristics of third generation grid computing. The concept of “Virtual
Organization” and “Distributed Collaboration” were adopted. This generation of
grid implements an autonomic system which can configure and reconfigure itself
dynamically, implement open standards, recover from malfunction and optimize
use of resources. It used service-oriented architecture like web-services, Open
Grid Services Architecture (OGSA) [17], and agents. Web services support third
generation grid requirements as it supports service-oriented approach and use
standards to facilitate the information aspects. OGSA supports creation and
maintenance of Virtual Organizations. Agent based computing provide autonomy

to the dynamically changing grid environment.

The evolution of grid is still in progress. Next sub section discusses about different

kind of grids.

1.1.2 Grid Types

Grid provides different type of services and resources [18]. Depending upon the

design objectives and target applications grid computing can be broadly categorized

in different types. The different types of grids are discussed below:

Grids can be categorized by the type of resources they share. The grids who shares

different type of resources, they fall into more than one categories of grid given

below:

Computational Grids: In this type of grid primarily CPU resources are shared.
Examples of computational grids are TeraGrid, SETI@home, and Sun Grid

Compute Utility etc.



e Data Grids: Data resources such as result of experiments are shared between
users. Data grids handle large amount of distributed data. Examples of data grids
are QCDGrid and LHC computing grid.

e Storage Grids: Access to enormous amount of storage space is provided by
storage grid. One of the biggest examples of storage grid is Amazon S3.

e Equipment Grids: Equipment grids share accesses to physical resources such as
astronomical telescope are shared in eSTAR project.

Grid can be classified by the geographically distribution of their resources.

e Internet-scale Grid: In this type of grid anyone with access to internet can
participate. SETI@home and World Community Grid are examples of Internet-
scale grids.

e Virtual Organization-scale Grids: A VO-scale grid contains several academic or
corporate entities. Most grids fall into this category e.g. TeraGrid, QCDGrid.

e Local Grids: Local grids are deployed within one organization. No other
organization has access to this grid. For example, the render farms used to
produce animated films such as Toy Story are a form of local grid.

Services provided by a grid are the most important thing. Data grid provided access
to result of a large physics experiment. Some grid may not be able run some
applications due to platform or licensing restrictions. Therefore, as grid becomes more
prevalent, more initiatives such as Network.com which provides a catalogue of
applications that can be run on the Sun grid computing facility can be seen.

At the moment, the most prevalent types of service offered by grids are forms of

graphical rendering, scientific simulations and web applications.

1.2 Grid Architecture

Grid needs special architecture to cope up with heterogeneous resources and

technologies. The architectures are discussed below:

1.2.1 Grid Protocol Architecture

The layered architecture of grid computing [5] is built on the TCP/IP protocol and
services. The layers here are conceptual and do not imply constraints. Common
mechanisms, interfaces, schemas, and protocols are defined in each layer, using which

sharing relationship can be established, and computational power and data storage can
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be shared over network. Figure 1.3 below shows the different layers of grid

architecture and shows its relationship with TCP/IP protocol architecture:

Applicetian
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o * Application g
g Collective b
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Figurel.3 The Layered Grid Architecture and its Relationship with TCP/IP Protocol Architecture [5].

The grid architecture consists of five layers. These layers are Fabric, Connectivity,

Resource, Collective and Application. The brief discussions of these layers are given

below:

Fabric Layer: Fabric layer [5] defines set of operations to be performed on local
resources to initiate sharing relationship at higher level. These operations are
local and resource specific. The more sophisticated operations implemented in
this layer, the more flexible relationship can be obtained in the higher level.
Fabric layer should implement function to report structure, state and capabilities
of the local resources, and resource management mechanisms.

Connectivity Layer: Connectivity layer [5] defines the core communication and
authentication protocols. Communication protocols are drawn from the Internet,
transport and application layers of TCP/IP protocol stack. Authentication
protocols provide security aspects of grid resource sharing. Authentication
protocols also supports for communication protection.

Resource Layer: The resource layer [5] defines protocol, which are built on

connectivity layer protocol, for secure negotiation, control and monitoring of

7



individual resources. Protocol of this layer calls functions of fabric layer to
access and control local resources. These protocols can be divided into
information protocol, used to obtain information about state and structure, and
management protocol which used to negotiate resource sharing specifying
resource requirements and operation to be performed.

e Collective Layer: The collective layer [5] captures interaction between
collections of resources where resource layer focused on single resource. This
layer provide persistent services with associated protocols to support directory
services to discover existence and properties of virtual organization and
resources, co-allocation, scheduling, and brokering services, monitoring and
diagnostics services, and many other services to facilitate data replication,
community authorization, workload management etc.

e Application Layer: Application layer [5] is the final layer of grid architecture and
it comprises of the user applications that operate within a virtual organization.

Grid protocol architecture defines the protocol should be used in the various layers.

But an architecture is needed which can deal with the various services provided by the

grid. OGSA is such an architecture which defines the creation of services and how the

services can be manipulated.

1.2.2 OGSA: Open Grid Services Architecture
Open Grid Services Architecture (OGSA) [19] is a proposed set of standards for
ensuring quality of service across a grid computing network. It designed for service
oriented grid computing by Global Grid Forum (GGF) [20]. The objectives of OGSA
are to manage resources across distributed heterogeneous platforms, delivery of
seamless Quality of Service, and providing a common base for autonomic
management solutions. The OGSA [17] defines open and published interfaces. To
facilitate interoperability grids must use standard interfaces and protocols. OGSA
extends web services for grid. It exploits industry standard integration technologies.
OGSA extends web services for grid computing. OGSA manages resources in grid
[13] by providing:
e Scalability: OGSA provides scalability through hierarchical management of grid

resources.



Th

Interoperability: OGSA use standard interfaces between heterogeneous resources.
General IT management standards are also standardized.

Security: security is deployed by using authentication, authorization, access
control, access policy. Management also ensures it’s own integrity by using
security mechanism on management tasks.

Reliability: reliability is achieved by not forcing a single point of failure.
Managers are allowed to manage multiple resources and manageable resources
are allowed to manage by multiple manager.

e OGSA architecture is shown below in the Figurel.4. The OGSA architecture

comprises of four main layers. Short descriptions of these layers are given below:

Autonomic Capabilities

Applications
OGSA Architected Services
ki
OGSI - Open Grid Services Infrastructures ﬁé’
@D
n
@
| =
: S
Web services A
&
[
OGSAEnabled | | OGSAEnatled | [ OGSA Enabled OGSA Enabled OGSAEnabled | | OGSAEnabled || O
Securty Workfiow Database File Systems Directory Messaging
OGSA Enabled OGSA Enabled OGSA Enatled
Servers Storage Network

Figurel.4 The OGSA architecture [19]

Resources- Physical resources and logical resources: In grid, resources are not
limited to just processor. Resources like processor, servers, storage and networks
are physical resources. Logical resources are above the physical layer and
provide additional function by virtualizing and aggregating the physical
resources. General purpose middleware provide these abstract services on top of
physical grid.

Web Services layer: In the second layer of OGSA both physical and logical
resources are modeled as services using Open grid Services Infrastructure
(OGSI). OGSI built on standard Web services technology and exploits
mechanisms of Web services like WSDL and XML to specify standard

interfaces, behaviors and interactions for grid resources.
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e OGSA architected grid services layer: In this layer many grid services,
architected with OGSI extensions, are defined in the area of program execution,
data services, and core services.

e Grid Application Layer: In this last layer of OGSA, the applications that use
OGSA architected grid services of level three are defined.

Grid shares different kind of resources and exploits them. Grid is not static; any grid
node or resource can join or leave at any time. So, a mechanism is needed to manage
these nodes or resources to enable proper sharing. Grid Resource Management is
designed to fulfill this goal.

1.3 Grid Resource Management

Resource management in traditional computing systems is a well-studied problem.
Grid Resource Management (GRM) is distinguished by the fact that the managed
resources span administrative domains. This distribution can present problems due to
heterogeneity in the way that similar resources are configured and administered.
Different organizations operate their resources under different policies; the goals of
the resource user and the resource provider may be inconsistent, or even in conflict.
Further complicating the situation is the fact that grid applications often require the
concurrent allocation of multiple resources.

The core goal of the resource management [21] [22] is to establish a mutual
agreement between a resource provider and a resource consumer by which the
provider agrees to supply a capability that can be used to perform some task on behalf
of the consumer.

Resource management is the process of managing available resources and system
workloads accordingly [23] to uniformly utilize resources of a grid. Grid resource
management system basically address to principle needs given below:

e Available system resources should be maximally (or optimally) used in order to
balance the distribution of the tasks over the different computing nodes.

e When events such as local congestion, a node failure or communication failure
occurs, it is necessary to manage (re-)allocation of jobs and resources
accordingly.

Resource management involves security and fault tolerance along with scheduling.

GRM manages how the resources are allocated, assigned, authenticated, authorized,

10



assured, accounted, and audited. Resources can be traditional resources like compute
cycles, network bandwidth, memory space, a storage system and also services like

data transfer, simulation etc.

1.3.1 Classification of RMS
Classification of RMS is based upon grid type, resource namespace, resource

information (discovery, dissemination), scheduling model and scheduling policy [22]

[23].

e Grid Type: Grid resource management system deals with the management and
distribution of CPU power over network in the case of Computational grids.
Where in the case of Data grids GRM looks after proper distribution of
experimentation results. So with the grid type the resources and objective of a
grid resource management system changes accordingly. The aim and work policy
of GRM also changes when it switches to Local grids from Internet-scale grids.

e Grid Namespace: GRM provide naming to resources and it helps in proper
management of the resource. This naming affects the resource discovery,
resource dissemination and it also affects the structure of database storing
resource information. Naming process of a resource can be done using
Relational, Hierarchical or Graph based namespace technique.

e Resource Information: Gathering resource information is an important aspect of
grid resource monitoring system. Without this information, users of grid cannot
interact with the resources properly as they would be blind about the state and
structure of resources. GRM uses two procedures to gather system information.
These procedures are resource discovery and resource dissemination.

e Scheduler Organization: One of the most important parts of GRM is schedulers.
Schedulers take decisions on using and managing resources. Schedulers are
deployed to facilitate uniform and balanced use of resources. Schedulers can be
classified into three types, centralized, hierarchical and decentralized, depending
upon the organization scheduling controllers.

e Rescheduling: Resources of a grid need to be rescheduled as a result of current
schedule re-examination and re-ordering of job execution. Jobs are re-ordered to
maximize resource utilization, job throughput etc. Rescheduling can be done in

two ways: periodic/batch rescheduling and event-driven/online rescheduling.
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e Scheduling Policy: Scheduling policies are used to determine relative ordering of
resources and jobs when rescheduling. Scheduling policies can be divided in two
categories depending how they can be alter by the entities outside the RMS: fixed
and extensible.

Though grid has GRM deployed to manage resources, sharing and interaction
between heterogeneous resources may lead to errors and failures in grid. Thus a

monitoring system is essential.

1.3.2 Monitoring in Grid Environment

To achieve high-performance grid, it is critical to monitor and manage the system.
Monitoring data determine the source of performance problems and help to tune the
system for better performance. This data is also used by fault detection and recovery
system to determine if a server is down, these data also help to make decision like
restarting the server or redirecting service requests elsewhere. Prediction model use
these data to predict performance, schedulers use these predictions to determine which
resource to use. As grid systems are big, complex and widely distributed, it becomes

more important to deploy automated monitoring and management systems.

1.4 Organization of the Thesis

Chapter 1 gives an overview of grid computing. It discusses various aspects of grid
computing and gives historical pathway through which grid computing has evolved. It
also discusses about the architecture of grid computing: the protocol architecture and
the OGSA architecture. Lastly it describes Grid Resource Management system and
resource monitoring. The rest of the thesis is organized as follows:

Chapter 2 discusses about faults in grids and methodology of mitigation if failure
occurs. It provides architecture and taxonomy of monitoring system and compares
some monitoring systems available. This chapter also introduces mobile software
agents and discusses its advantages.

Chapter 3 formulates the research problem. It discusses about the objective of this
thesis and methodology to achieve those.

Chapter 4 details the design and implementation of the proposed monitoring system.
It discusses topology and architecture of the proposed monitoring system. It describes

all the technologies used to implement the proposed monitoring system.

12



Chapter 5 discusses the deployment details and also provides the test cases and test
results of the proposed monitoring system.
Chapter 6 concludes the thesis work and discusses about future work.

13



Chapter 2 Literature Review

This chapter discusses about failures in grid and procedures to mitigate these
failures. Then it discusses about grid monitoring systems, its architecture, and various
available monitoring systems. It also provides a comparative study on these
monitoring systems. Finally it introduces mobile agent paradigm and discusses about
its advantages over traditional computing.

2.1 Grid Monitoring

Monitoring is crucial in a variety of cases such as scheduling, data replication,
accounting, performance analysis and optimization of distributed systems or
individual applications, self-tuning applications and many more. Also, given the
increasing number of grid resources, real-time monitoring of their availability and
utilization is becoming essential for effective management, particularly regarding the
detection of faults and bottlenecks and in some cases even their automatic resolution.
Finally, identifying patterns of utilization may form valuable input for long-term
resource planning of grid infrastructures.

Grid monitoring differs significantly from traditional monitoring of computer-
related resources [24]. Grid monitoring is characterized by requirements including,
among others, scalable support for both pull and push data delivery models applied
over vast amounts of current and past monitoring data that may be distributed across
organizations. In addition, a monitoring system’s data format has to balance between
extensibility and self-description on one hand and compactness on the other. The
former is required to accommodate the ever expanding types of monitored resources,
whereas the latter is a prerequisite for non-intrusive and scalable behavior. The
problem is further complicated by the continuous evolution of grid middleware and
the lack of consensus regarding data representation, protocols and semantics, leading
to ad hoc solutions of limited interoperability. EXxisting proprietary network and host
monitoring applications lack the openness required for interoperability and
customization, while they also impose significant financial costs. Few of the
equivalent open source projects have a potential and in fact some of them are actually

employed for grid monitoring.
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2.1.1 Faultsin Grid
One of the biggest problems in grid computing is failures. The main reasons of grid

failures are [26]:

As grid uses huge number of hardware and software components, the probability
of occurring failures increases with the size of the system.

Grid is extremely dynamic; components join or leave the system all the time.
Grid components are extremely heterogeneous, interaction between these
components result in failures.

Grid is not centrally controlled. Grid nodes are unstable and can be shutdown or
damaged anytime.

Grid resources span different administrative domain, the sharing and

communication policies are different at different administrative domain.

To combine different type of resources and applications, grid has to support
various kinds of protocols and interfaces, the interaction between these protocol

and interfaces may also lead to failures.

The fundamental building blocks of grid are mainly computers. Computers show

different kinds of hardware and software failures [26]. As the availability of

computers are not hundred percent all the times, when the computers are joined to

create grid, the overall availability decreases proportionally with the number of

computer attached to it. As the resources of grids are joined together using network,

so failures in network are also a cause of grid faults. Thus failures in grid can be

classified into these categories:

Hardware Faults: These types of faults occur due to the manufacturing fault of
the hardware. This can be result of a faulty CPU, faulty memory or faulty storage
devices etc.

Software Faults: These faults are result of human errors. No software is error
free. This may be due to bugs, memory leak, and numerical exception.
Configuration errors in software may also cause this type of error.

Network Faults: Recent advances in networking devices have decreased the
network faults, but they are still prevalent. Faults in network cable, routers,

switches and heavy traffic in network are some reasons for network faults.

Besides these, grid encounters two more types of failures [27]:
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Interaction Faults: Protocol incompatibilities, security incompatibilities, policy
problems, timing overhead results in this type of problem.
Omission Faults: These faults happen due to the dynamic nature of grid nodes as

some resources may become unavailable.

Fault tolerant computing had been researched through past few decades. Hardware

fault tolerance can be achieved by creating a system which have MTBF measured in

decades or centuries. This is done using [26]:

System is decomposed hierarchically into modules.

Modules are designed to have Mean Time before Failure (MTBF) in excess of a
year.

Each module is made fail-fast that it works right or stop working.

Keep track of modules using heartbeat or watchdog timer. This helps to detect
any failure promptly.

Extra modules are configured to pick up the load of failed modules. The time

between failure and pick up should be very small.

Software fault-tolerance [28] is based on the traditional hardware fault-tolerance

approaches. Software fault-tolerance can be achieved by:

Recovery blocks which are created using various implementations of the same
algorithm. Any component of the system is composed with ‘n” number of such
recovery blocks acting as alternatives. An adjudicator manages these blocks. If
the primary block fails, the adjudicator rolled back the state of system and tries
the alternative secondary block.

N-version software create modules which are made with up to N different
implementations that accomplish the same task in different ways. Each version
executes the problem and the result is selected using voting.

Self-Checking software technique is used in highly reliable and safety critical
systems. It includes rollback recovery methods. It searches heap finding and

corrects data defects.

In a survey [29] about grid failures, it has been found that 76% of the responses said

that the main kind of errors are due to environmental configuration errors, 48% of the

responses point out middleware as the main source of errors, 43% of the responses
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said the main source of error is application errors and 34% of the responses said that it
is hardware errors. Figure 2.1 depicts the result of this survey.

34
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Figure 2.1 Pie Chart Depicting Major Sources of Failures in Grid

Grid developers provide abstraction in the middleware that hide the details of
software and hardware components. This works great when everything goes right as
users do not need to interfere with the details. But when the system fails, users need to
dig down the abstraction to find out the faults. Identifying the root cause of the failure
is also very difficult; as user diagnosing the failure may either not has the right
authority or may not have any prior knowledge about working of the component.

Faults are inevitable in grid but they can be mitigated. Most hardware and software
failures reported are transient [26]. They can be overcome by retrying the process in
the same machine with memory correction and program state reinitialized; the
processes usually do not fail for the second time. There are hard failures also where
the jobs need to be shifted to another machine. To achieve fault-tolerance in grid
computing the following techniques have been used traditionally:

e Retrying: This is the simplest form of fault tolerance. In this the job is restarted
from scratch after failure.

e Replication: In this fault-tolerant scheme the same job is submitted to different
nodes. After completion of job the result is chosen by polling the results which
came from different nodes. If the number of nodes where the job is replicated is n
then the result with n/2 or more votes is selected.

e Checkpointing: Checkpointing is used to store the state of process and the

messages sent and received by the process during fail free execution time. When
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failure occurs, the backup process restarts from the last saved state using
checkpointing data.

So monitoring system is needed which can identify any occurrence of failure in grid

environment and it provides needed mechanism to overcome it. It also provides an

information system which supports user need by finding and keeping track of grid

resources.

2.1.2 Concepts and Terminology

It is important to note that people use different terms to refer to, more or less, the

same concepts based upon the type of monitoring. The terms are [25]:

Entity: An entity is any useful networked resource. An entity is unique. It has a
considerable lifetime. Typical entities are processors, memories, storage
mediums, network links, applications and processes.

Event: An event is a collection of data associated with an entity and represented
in a specific structure. These data are timestamped and typed.

Event Type: An event type is an identifier which uniquely maps to an event
structure.

Event Schema: An event schema or simply schema defines the typed structure
and semantics of all events so that given an event type one can find the structure
and interpret the semantics of the corresponding event.

Sensor: A sensor is a process monitoring an entity and generating events. Sensors
are distinguished in passive (i.e., use readily available measurements, typically
from operating system facilities) and active (i.e., estimate measurements using
custom benchmarks). The former typically provide OS specific measurements

while the latter are more intrusive.

2.1.3 The Monitoring Process

Monitoring distributed systems, and hence grids, typically includes four stages [30]

[31]:

a) Generation of events, that is, sensors enquiring entities and encoding the

measurements according to a given schema.

b) Processing of generated events is application-specific and may take place during

any stage of the monitoring process.
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c)

d)

Distribution refers to the transmission of the events from the source to any
interested parties.

Finally, Presentation involves further processing of received events. The
overwhelming numbers of received events are processed to provide abstractions
so that users can draw conclusions about the operation of the monitored system.
A presentation is provided by GUI application or visualization techniques or

using a real-time stream.

2.1.4 Requirements for Grid Monitoring Systems

Grid monitoring should implement some important general requirements. These

requirements are discussed in this section. These requirements may vary considerably

depending on use cases that are supported by a specific system [24].

Scalability: Monitoring systems have to cope efficiently with a growing number
of resources, events and users. This scalability can be achieved by introducing
good performance and low intrusiveness. Good performance guarantees needed
throughput in a variety of load scenario within an acceptable response time. The
low intrusiveness is the key to widespread deployment of the system, scalability
issues and application monitoring.
Extensibility: A monitoring system must support various kinds of resources by
supporting events generated by those resources. Desirable features of a
monitoring system includes:
I.  an extensible and self-describing event encoding method.
ii. an event schema service which allows controlled and dynamic
extensions/modifications;

iii.  producer-consumer protocol that can accommodate new event types.

At the same time, (i) and (iii) must be compact to minimize the previously
described intrusiveness, which is so important for scalability.
Portability: A monitoring system should be portable. The portability can be
achieved by making the sensors supporting various resources on various
platforms. The encapsulated measurements of generated events must be platform

independent.
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e Security: Monitoring should support security services like access control,
authentication on certain scenarios. The transportation of monitoring information
should be secure.

In addition, it is already mentioned that an event is a collection of timestamped
typed data; hence a timestamp is required to allow consumers to estimate an event’s
freshness. So the time between the component of monitoring system and users need to
be synchronized. In grid, the system participating are already need to be time
synchronized, but monitoring system needs a much higher accuracy of clock

synchronization. The time can be synchronized using Network Time Protocol.

2.1.5 Grid Monitoring Architecture

This subsection provides a brief overview of Grid Monitoring Architecture (GMA)
[32] developed by the Global Grid Forum to encourage discussion and
implementations of monitoring systems. GMA is not a standard. The main

components of GMA are as follows as shown in Figure 2.2:

register interests
Consumer or producer
querv/response 3 -
subscribe Registry
notifv

. =
Producer register event

types, location, etc

Figure 2.2 Grid Monitoring Architecture [24]

e A producer is a process implementing at least one producer Application
Programming Interface (API) for providing events.

e A consumer is any process that receives events by using an implementation of at
least one consumer API.

e Arregistry is a lookup service. Registry allows producers to publish the generated
event types, and consumers to find out the events they are interested in.
Additionally, a registry holds the details required for establishing communication

with registered parties (e.g., address, supported protocol bindings, security
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requirements). Monitoring systems those do not have events, registries can be
useful to producer and consumer for discovering each other.

Interactions: As discussed earlier producers and consumers discover each other
using the registry. After discovering they communicate with each other directly, not
through the registry. GMA defines three types of interactions between producers and
consumers [24]. Publish/subscribe is a three-phase interaction. Firstly subscription is
made for specific event type. Then events are streamed from a producer to a
consumer. At last the subscription is terminated. The establishment and the
termination of subscription can be initiated by a consumer or a producer. A
query/response is a one-off interaction. It is initiated by a consumer. A single
producer responds to the consumer. The response contains one or more events.
Finally, a producer can send notification to a consumer without any further
interactions.

The GMA [32] defines a republisher and a schema repository in addition to the
three core components.

e A republisher is any single component implementing both producer and
consumer interfaces, as shown in Figure 2.3, for reasons such as filtering,

aggregating, summarizing, broadcasting, and caching.

h

A

[ Republisher J

h 4

Producer

Figure 2.3 A Republisher [24]

e A schema repository holds the event schema. Schema repository is needed by the
monitoring systems needs to support an extensible event schema. Schema
repository implements interface for dynamic and controlled addition,
modification and removal of any custom event types.
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Republishers and the schema repository are optional components. But they are
essential parts of any sophisticated monitoring framework. The schema repository
may be part of the registry, but in any case these two components must be replicated
and distributed to allow for distribution of load and robustness.

The GMA does not define implementation details. It does not define employed data
model, event schema, protocol bindings, registry engine or other implementation
issues. Probably the most important feature of the GMA is the separation of the
discovery and retrieval operations. Consumer and producer discover each other from

the registry and events are retrieved from producers or republishers.

2.1.6 Taxonomy of Monitoring Approaches and Frameworks

This subsection discusses taxonomy of monitoring systems. The taxonomy [24]
primarily concerns on how the monitoring system implements GMA components. As
shown in Figure 2.4, the categories of the taxonomy are named from zero to three.
They are categorized on the basis of implementation of producers and republishers.

e Level 0: Monitoring systems of this category implements sensors and consumers.
This is the simplest monitoring system. It does not have any producers. The flow
of events is from sensors to consumers. The flow can be done in an on-line or an
offline fashion. In the case of online event flow, sensors store the measurements
locally and these measurements are accessed via application specific ways. The
lack of producer APIs in the level zero enable distribution of events to remotely

located components.

Level 0: (:\)—’(;\> S = Sensor

C = Consumer

Level 1: U’ p A‘Q) P =Producer

R =Republisher

Level 2: (:)—’ P m H = Hierarchy of
. . Republishers
ez (1 2 ()

Figure 2.4 The Categories of Taxonomy of Monitoring Systems [24]

e Level 1: In first level systems, sensors can be implemented in two ways. They

can be hosted with producer in the same machine or they can be implemented
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separately. The events generated by the sensors can be accessed via generic API
provided by producers in both cases.

e Level 2: The level two monitoring systems implements at least one type of
republisher. The republisher used in this level has fixed functionality.
Republishers providing different functionality are stacked upon each other. The
stacking is done in predefined ways.

e Level 3: Level three monitoring system is highly flexible. It provides
configurable republishers. The republishers can be organized in arbitrary
structured hierarchy. Every node collects and processes events generated by
lower level producers or republishers. This helps in producing customized views
or preparation of higher-level events. The third level systems support scalability
and can form standalone Grid Information Service.

The taxonomy includes a multiplicity qualifier to capture whether republishers in
second level systems within an organization are centralized (i.e. one republisher),
merely distributed, or distributed with support for replication. The types of entities are
also referred by another qualifier. Whether a monitoring system can use another
monitoring system’s producers or republishers is denoted by the stackable qualifier.

Based on the above categories and qualifiers, considered systems are characterized
using the form L{0-3}. {H,N,AV,G}.[S], where the number denotes the level, the
following letter denotes the nature of monitored entities (Hosts, Networks,
Applications, Availability, Generic), and an optional S implies whether the system is
stackable.

a) Level 0: Self-contained Systems

A “self-contained” monitoring system does not expose its functionality through a
producer interface. Such a system can be used only in predefined and rigid ways (e.g.,
through a GUI). The considered self-contained system GridlCE supports grid
administrators in monitoring the availability (in the former) and utilization (in the
latter) of grid resources, through web front-ends.

GridICE

GridICE (L0.G.S) [33] is developed as part of DataTag project. GridICE is also
known as InterGrid Monitor Map and EDT-Monitor. It provides site and resource

level information about status and utilization at Virtual Organization. It also provides
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basic statistics derived from historical traces and real-time alerts. All information is
provided through a web front-end.

GridICE has a centralized architecture. A main server extracts status information of
grid and network services from a set of nodes periodically. Database management
system is used to store information collected. PHP-based web front-end is used to
provide information to the users. Nagios is used to monitor any newly discovered
resources. Negious is an open source host and network service monitor.

b) Level 1: Producer-only Systems

As an example of a first level system, this subsection presents Autopilot, a
framework for implementing self adapting applications.
Autopilot

Autopilot (L1.A) [34] can adapt changing environments using runtime tuning
ability. Application adaptability can be achieved by real-time performance
measurements. Autopilot’s functionality is implemented in separate components. The
components are sensors, actuators, clients and distributed name servers.

Sensors and actuators are used for reading and writing application-level variables.
These sensors and actuators are described by property lists like name, location, type
of variable measured/controlled etc. Sensors and actuators register themselves to a
registry. Consumers or clients search registry for sensors using property lists.

An Autopilot client finds out sensors through the registry. Then the client
subscribes for receiving their events. A client makes decision using application
specific logic. Client can instruct an actuator to perform actions.

c) Level 2: Producer and Republisher Systems

The level two monitoring system includes one or more special purpose republishers.
Level two systems can be divided into three subcategories [24]. The subcategories are
given below:

e Centralized republisher (L2a)

e Distributed republishers (L2b)

e Distributed republishers with replication (L2c)

Hawkeye

Hawkeye (L2a.G) [35] is a monitoring and management tool for clusters of

computers. Hawkeye uses some technology from Condor. It is available as a

standalone distribution for Linux and Solaris.
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In this monitoring system every participating node deploys producer and the
producer is called monitoring agent. These agents periodically check host’s state.
Agents communicate with central manager which is a republisher.

The central manager indexes the current state of nodes so that fast queries can be
executed. It stores information into a round robin database periodically. Information
from the database can be accessed by command line utility, web and GUI frontends.
Mercury

Mercury (L2b.G) [36] is a generic and extensible monitoring system. It has built as
part of GridLab project. Mercury is a Grid-enhanced version of the GRM distributed
monitor of the P-GRADE graphical parallel program development environment.

Mercury consists of local monitors (producer), a main monitor and a monitoring
service (republisher). Sensors are deployed in Local monitors as loadable modules.
These sensors are used to collect information about the local node. Local monitors
send information to the main monitor.

The monitoring service takes care of the queries of external consumers. When
monitoring service receives a request, it validates the request against site policy. If the
request is valid then the request is sent to the main monitor. Main monitor in turn
request local monitors. The main manager gets results from the local monitor and
sends result back to monitoring service. At last monitoring service forwards the
results to the consumer. Several instances of main monitor can be used to allow load
balancing.

NetLogger

The Network Application Logger Toolkit (NetLogger) (L2a.A) [37] is used for
performance analysis of complex systems. NetLogger facilitates identification of
performances bottlenecks.

NetLogger is built of four components. The components are an APl and its library,
tools for collecting and manipulating logs, host and network sensors and a front-end.

Any disk/network 1/O requests and any time-consuming computations invoke
NetLogger’s API. The generated events are stored in a local file, syslog daemon or in
a remote host.

NWS

The Network Weather Service (L2c.N) [38] is a non-intrusive performance

monitoring and forecasting distributed system.
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NWS is primarily built intended to support scheduling and dynamic resource
allocation. Sensors (producers) are used at hosts to estimate CPU load, memory
utilization, network bandwidth and latency etc. Sensors provide accuracy in
measurements by combine use of passive and active monitoring methods. The
stateless sensors are used to improve robustness and minimize intrusiveness. Sensor
control process is used to manage sensors. Events of the sensors are sent to a memory
service. Load predictions are created by the forecasting process which consumes
events from the memory service. Memory service and forecasting process act as
republishers. All components subscribe to an LDAP-based registry.

d) Level 3: Hierarchy of Republishers

This subsection focuses on third level monitoring systems. Third level systems
feature producers and general purpose republishers which can form an arbitrarily
structured hierarchy.

Ganglia

A ganglion (L3.G) [39] is an open source hierarchical monitoring system. Primarily
Ganglia is designed for computer clusters but also used in grid.

Membership at the cluster level is done using a soft-state broadcast protocol. The
memberships need to be renewed periodically or it will expire. All nodes deploy
ganglia monitoring daemon. This monitoring daemon is multithreaded. The generated
events are encoded using External Data Representation. The encoded events are
broadcasted. Monitoring daemon listen to broadcasts of other nodes. Cluster’s state is
locally maintained by listening to these broadcasts. Monitoring daemon also replies
to queries of other nodes of local cluster. As result of above discussed actions
cluster’s status is replicated among all nodes. The nodes act as the producers. This
also helps in distribution of load. Ganglia does not use any registry. The database
serves as the archives. New event type and querying producers and republishers are
done by simple command line utilities.

Ganglia uses structured hierarchy of republishers. Republishers periodically store
events in a round robin database. Information from the database is provided to higher
level republishers on demand.

Globus MDS

The Monitoring and Discovery Service (L3.G.S) comes with the Globus ToolkKit.

Formerly this monitoring system is known as the Metacomputing Directory Service.
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It constitutes the information infrastructure of the Globus toolkit. Globus MDS [40]
is based on two core protocols. The first one is Grid Information Protocol (GRIP)
which allows query/response interactions and search operations. The second one is
Grid Registration Protocol (GRRP) which maintains soft-state registration between
MDS components.

The MDS framework consists of three components. The components are
information providers (sensors), Grid Resource Information Services (GRIS—
producers) and Grid Index Information Services (GIIS—republishers). Lightweight
Directory Access Protocol is used as a data model and both producers and
republishers are implemented as backend.

Information providers generate events and these events are collected by the
producers. Republishers and consumers get the events from producer using GRIP.
GRRP is used by producers to register themselves to one or more republishers.
Republishers are organized in hierarchy. Consumers discover producers through
republishers using GRIP. Consumers submit queries to producers or republishers.
RGMA

The Relational Grid Information Services Research Group of the Global Grid
Forum has built RGMA (L3.G.S) [41] as part of the EU DataGrid project. RGMA
framework combines grid monitoring and information services.

In RGMA the producers or consumers need to instantiate a remote object i.e. an
agent and need to invoke methods from appropriate API. Core relations are included
in global schema. New relation can be created and dropped in global schema by the
producers. Republishers are defined as SQL queries. Registry holds the relations and
views provided by the producers and the republishers. The registry is centralized and
the global schema is included in it. RGMA can be used as standalone grid information
service.

The next subsection compares these monitoring systems.

2.1.7 Comparison of Monitoring Systems

Two approaches are used to compare the monitoring systems with each other. One
is based on the systems overview with respect to components mapping to GMA,
illustrated in Table 2.1, 2.2, and the second one is based on systems overview with

respect to implementation and miscellany features which is depicted in Table 2.3, 2.4.
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Features/project AutoPilot Hawkeye Mercury NetLogger
Classification L1LA L2a.G L2b.G L2a.H
Producer Instrumented Agent LM Instrumented
Applications Applications
Republisher n/a Manager MM,MS Activation
producer
Registry Name service Manager MM Registry
Archive Round robin DB DBMS DBMS

Table 2.1 Systems Overview with Respect to Components Mapping to GMA- Part 1 [24]
GMA mapping refers to how a monitoring system implements all the entities

described in the Grid Monitoring Architecture. It shows the difference of
implementation of producer, republisher, registry, and archive. Table 2.1 and 2.2

shows the comparisons.

Features/project NWS Ganglia MDS2 RGMA
Classification L2c.G L3.G L3.G.S L3.G.S
Producer Memory host Monitoring GRIS Producer
daemon
Republisher Predictor Meta daemon GIIS Republishers
Registry Name service - GIIS Registry
Archive - RRD tool - DBMS

Table 2.2 Systems Overview with Respect to Components Mapping to GMA — Part 2 [24]
Tables 2.3 and 2.4 refer to the implementation issues and miscellany features.

Implementation issues are compared using the language used, supported APIs,
supported tools and whether the monitoring system is available through Internet. Java
based monitoring systems provide less performance than a monitoring system
developed using C/C++ languages. So language used provides indication about the
hosts performance and overhead.

In miscellany key features and security is considered. The key features row shows
the diversity between the monitoring systems.

The security row shows whether the monitoring system implements security
features. Security is provided by authentication and authorization via Grid Security

Infrastructure.
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Features/project AutoPilot Hawkeye Mercury NetLogger
IMPLEMENTATION
Language C++ C++ C, Java C/Python
API C++ C++, Java C C,C++,Perl,
Python, Java
Tools Visualization GUI | Web front-end | Visualization GUI | Visualization
GUI
Availability Y Y Y Y
MISCELLANY
Key features App steering Cluster Extensibility and -
stats/management adaptivity
Security GSlI GSlI GSI -

Table 2.3 Systems Overview with Respect to Implementation and Miscellany- Part 1 [24]

Features/project NWS Ganglia MDS2 RGMA
IMPLEMENTATION
Language Cc Cc C Java Servlets
API Cc CLI util C, Corba, Perl C,C++,Perl,
Python, Java
Tools Web front-end Web front-end Web front-end Visualization
GUI
Availability Y Y Y Y
MISCELLANY
Key features Load predictions Cluster stats Custom views Virtual DBMS
Security - GSI GSI

Table 2.4 Systems Overview with Respect to Implementation and Miscellany — Part 2 [24]

Agents can help to obtain autonomy in grid computing. Several grid projects have
been developed using agent technology such as JAMM [42], MAP [43] etc. MAP is

developed using mobile agent. The next section describes mobile agent in brief.

2.2 Mobile Agent in Grid Computing

Mobile agents help easy maintenance, design and implementation of grid systems.

Software agents can be defined as a program that assists and acts on behalf. Software

agents [44] [45] are of two types: stationary agents and mobile agents. Stationary

agents execute on the system where it begins its execution, if it needs information

from any other system then it communicates with an agent residing on that system.
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Mobile agents are free to travel to any host in the network. Mobile agents should have
the following mandatory properties [44]:

e Reactive — can sense changes in the environment and act accordingly.

e Autonomous — has control over its own actions.

e Goal-driven — is pro-active.

e Temporally continuous — is continuously executing.
and may possess any of the following orthogonal properties [44]:

e Communicative - able to communicate with other agents;

e Mobile - can travel from one host to another;

e Learning - adapts in accordance with previous experience;

e Believable - appears believable to the end-user.

Mobile agent provides a powerful, uniform paradigm for network computing that

can revolutionized the design and development of grid computing. The next
subsection describes the mobile agent paradigm.

2.2.1 Mobile Agent Paradigm

The figure below shows pictorial view of mobile agent paradigm:

Figure 2.5 Mobile Agent Paradigm [44]

In mobile agent paradigm, the know-how (code) of doing a process is not tied to
any host. Here the client and server are merged to become host and provide high
degree of flexibility. The mobile agents contain the code and it move between the
hosts to provide the know-how. As compared to traditional systems where data is sent

to the code, in mobile agent paradigm the code is sent to the data.
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Software mobile agents have many advantages over traditional system. These

advantages are discussed in the next section.

2.2.2 Advantages of Software Mobile Agents

The followings are the advantages of using software mobile agents [44] [45]:

Reduce the network load: mobile agent contains the know-how, so the
interactions take place locally. This reduces the flow of raw data over network.
Overcome network latency: mobile agents dispatched from a central controller
and act locally and directly execute the controller's directions.

Encapsulate protocols: in distributed system, each host owns the code that
implements the protocols needed to properly code outgoing data and interpret
incoming data. When protocols evolve to use new needs it’s a cumbersome task
to upgrade protocol code properly. On the other hand, mobile agents create
“channels” based on proprietary protocols.

Execute asynchronously and autonomously: tasks are embedded into mobile
agents. Mobile agents are independent of the creating process, and act
asynchronously and autonomously.

Adapt dynamically: mobile agents can sense the changes in the environment and
can act accordingly.

Naturally heterogeneous: mobile agents are computer- and transport layer
independent. They just rely on their execution environment and provide seamless
system integrity.

Robust and fault-tolerant: mobile agents can react dynamically to unfavorable
changes in the environment which helps to create a robust and fault-tolerant grid

system.

Mobile agents differ largely from traditional system in architecture and

implementation. So, mobile agent computing paradigm needs new standards. Next

subsection discusses about available standards.

2.2.3 Mobile Agent Standardization

There are two standards available for the mobile agents [46]. These are:

Mobile Agent System Interoperability Facility (MASIF): This standard is
developed by Object Management Group (OMG). MASIF addresses interfaces
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between agent systems. MASIF does not provide interoperability of coding
languages. Systems written in same coding language are interoperable. MASIF
standardizes the following four areas: agent management, agent transfer, agent
and agent system names, and agent system type and location syntax.

e Foundation for Intelligent Physical Agents (FIPA): FIPA is an IEEE Computer
Society standards organization that promotes agent-based technology and the
interoperability of its standards with other technologies. It provides standards for
agent communication, agent transport, agent management, and abstract

architecture and application.

2.2.4 Mobile Agent Systems

Mobile agent based computing is researched through past year and developing
dynamically and fast. Majority of mobile agent systems are based on java. Some
popular java based mobile software agent systems are Aglets, Odyssey, Concordia
and VVoyager. The most popular system is Aglets brings the flavor of mobility in java
applet. Some non-java based mobile agent systems are Agent Tcl, Ara, and
TACOMA.

2.2.5 Mobile Agent based Monitoring systems

Mobile agents can be a good choice for building monitoring system for grid
computing. They can easily cope up with the heterogeneity. The network bandwidth
and latency can be saved by using mobile agents. As mobile agents can travel through
the network, they can easily gather the information about the grid nodes. The
information of grid nodes can easily be generated using APIs locally. Then these data
can be processed and display to the users using an interface.

MAP [43] is a software mobile agent oriented monitoring system. In MAP three
different levels of mobile agents is used, Low-Level Sensors, Sensor Agents, and

High-Level Monitoring.

Conclusion

In this chapter, grid monitoring systems have been discussed in detail and different
available monitoring systems are described according to their taxonomy and their
comparisons have also been reported. Different kind of faults which occurs in grid
and different procedures to mitigate these faults have also been discussed. Lastly in

32



this chapter mobile agents and their use in monitoring systems has been discussed
briefly. Next chapter discusses the problem formulation of the thesis work.
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Chapter 3 Problem Formulation

Chapter 2 discussed about different monitoring systems available and reported their

comparison on the basis of GMA mapping, implementation, key features and security.

The deployment and maintenance of these monitoring systems are difficult and tricky.

Users needed to have deep technical knowledge to setup and run these monitoring

systems.

To resolve these complexities mobile agents can be used to develop a monitoring

system for grid environment. Mobile agents can move freely between the nodes of

grid and collect the necessary information needed from nodes.

3.1 Objectives

The objectives of proposed systems are:

Create a mobile agent based monitoring system that is easy to deploy and
manage.

Monitoring system should be scalable.

Monitoring data should be easily accessible to the users.

Monitoring system should be flexible such that any node can act as the server

node in case of failure.

3.2 Methodology

The objectives can be achieved in the following way:

Resource information will be generated locally on the nodes and stored in files.
Mobile agents will travel between the server node and other nodes. Mobile
agents collect resource data from the file and comeback to the server node.

Data will be updated to database on the server node.

Web pages will be created to display monitored data.

Web pages will be hosted over the local network so that other nodes of the
network can access the site.

Any node that manages and sends the mobile agents can become the server so

any failure in the server node has minimum effect on the monitoring system.

The next chapter discusses the implementation details of the proposed monitoring

system.
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Chapter 4 Design and Implementation

of the Proposed System

The proposed mobile agent based monitoring system is designed using various open
source technologies. This chapter describes all these technologies and discusses how
they are used. This chapter also provides details of the design and implementation of
the proposed monitoring system.

4.1 Design of the Proposed Monitoring System

This section discusses about the design of monitoring system. It describes the
topology and architecture of the proposed monitoring system and further the design of
agents and database tables.

4.1.1 Topology of the Monitoring System
The topology of the monitoring system is shown below:

Server Node

—

Mobile Agents

A

Web Pages

Mobile Agents /' Mobile Agents

Node 1 Node 2 Node n

Figure 4.1 Topology of the Mobile Agent based Monitoring System
Server node sends mobile agents to the other nodes of the network. These mobile

agents gather resource information from the nodes. Then they return to the server
node and update the database. Web pages to provide these resources information to
users are created and hosted on local network using apache HTTP server [47]. Any

system on local network running apache HTTP server can access these web pages.
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Figure 4.2 Nodes and Grid Computing

The monitoring system is proposed to monitor systems used in grid computing.
Figure 4.2 shows how the nodes are related to grid computing. Every nodes

participating in the monitoring system is part of grid and the grid is created using

globus. Figure 4.2 shows that the nodes have Globus Toolkit installed.

4.1.2 Architecture of the Monitoring System
This section discusses about the architecture of mobile agent based monitoring

system. Figure 4.3 presents a pictorial view of the system.
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Resource
Information
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The Other Nodes

Figure 4.3 Architecture of Mobile Agent based Monitoring System
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The system uses Hyperic SIGAR [48] to gather information about the resources of
local system. This resource information is managed, processed and updated to a
database. Then this information is accessed through web pages and presented to the
users. The web pages can be accessed from any nodes from the network. The local
resource information and remote system’s resource information is collected
differently. Local Information Manager is used to collect and process the local
resource information and updates the database, and mobile agents are used to collect
and process the resource information of remote nodes. To manage resource
information of remote systems three mobile agents are used. These mobile agents are:
AgentOne, AgentTwo, and AgentThree. AgentOne invokes the local information
manager.

Agents are needed to dispatch to the remote nodes that are needed to be monitored.
Addresses of these nodes are stored in a file which is denoted as “Node List” in the
Figure 4.3. AgentOne gets the addresses of remote nodes from the list, and then it
creates and sends the AgentTwo to the remote hosts. On the remote host, AgentTwo
creates AgentThree. AgentThree gathers local resources information of the remote
node. Then AgentTwo sends AgentThree back to the server node. On the server node,
AgentThree update the database with resource information. Web pages designed and
deployed on the server node to access the resource information from the database and

represent these data to the users.

4.1.3 Design of Mobile Agents

Aglets-2.0.2 [49] used in the monitoring system. Mobile agents are dispatched from
the server node to remote nodes, after gathering information these mobile agents
carries back the information to the server node and update the database. Three mobile
agents are used in the monitoring system as already discussed. These agents are
AgentOne, AgentTwo, and AgentThree. Users need to feed AgentOne to the Tahiti
Server; users also need to dispose the AgentOne. AgentTwo and AgentThree are
generated and disposed automatically. AgentOne creates AgentTwo and sends
AgentTwo to remote nodes. AgentTwo creates AgentThree on remote host and sends
back AgentThree to server node.

Next subsections give detailed description of working of AgentOne, AgentTwo and

AgentThree. These mobile agents are discussed using work flow diagrams.
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a) Design of AgentOne

AgentOne starts the monitoring process. Figure 4.4 shows the workflow of
AgentOne.

AgentOne
created
Truncate _
database Setn=0
l Generate
: / \ Update local
Deactivate N0 <5 S yos—» local W o~ i M| Reaq node
AgentOne resource list
g : to database
information

If\
Increment n

by 1 +——vyes—— nextNode >w—

ey

4

Send Pass URL of
AgentTwo to server node Create
node to AgentTwo
AgentTWo

l
o

uccess? yes

Nt

Update host
Dispose not 3 |
o——»| AgentTwo reachable
database

Figure 4.4 Workflow of AgentOne
AgentOne truncates the monitoring systems database to delete all the previous
values stored in the database. AgentOne calls Hyperic SIGAR API to generate system
information and local information manager to update the information to the database.
Then it reads the node list to find out remote hosts addresses. AgentOne creates
AgentTwo and sends AgentTwo to these addresses. AgentTwo needs the address of
server node as it sends back AgentThree from remote nodes. So AgentOne sends the

URL of server to the AgentTwo. If sending of AgentTwo to an address fails,
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AgentOne disposes that AgentTwo. That address is declared unreachable and updated
to database. These processes go on in a loop until user stops it by disposing
AgentOne.
b) Design of AgentTwo

Figure 4.5 shows the workflow of AgentTwo:

AgentTwo
created

I

Dispatched
to remote
node

1

Generate
local
information

I

Create
AgentThree

Dispatch
AgentThree
to server
node

AN

X%GSS? +—NO—
T
ye

b 4

Dispose
AgentThree

S

Dispose
AgentTwo

Figure 4.5 Workflow of AgentTwo
Though AgentTwo starts its life in server node its original working is done in
remote node. AgentOne creates AgentTwo on server node and sends AgentTwo to the
addresses found on node list. Before sending AgentTwo, AgentOne passes address of
server node to AgentTwo. On remote node AgentTwo calls the Hyperic SIGAR API

to generate resource information. Then it creates AgentThree and sends it to server
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node. If dispatching of AgentThree to server fails, AgentTwo disposes AgentThree.
At last AgentTwo disposes itself.
c) Design of AgentThree

Figure 4.6 shows the workflow of AgentThree:

AgentThree
created

Gather
system
information

|Dispatched to
server node

Update
database with
resource
information

Check for

CPU and

memory
overloading

| AgentThree |
Dispatched

Figure 4.6 Work flow of AgentThree
AgentThree is created by AgentTwo on remote node. AgentThree then gather

system information. AgentThree reads the files created by Hyperic SIGAR and
initialize its variables by the values it gets from those files. Then AgentThree is

dispatched to the server node. On server node AgentThree updates the database. It
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also checks if any remote host has idle CPU and used memory size below threshold
value. The threshold value is defined in the AgentThree. If overloading found then an

error is updated in database. At last AgentThree disposes itself.

4.1.4 Design and Schema of Database Tables
MySQL 5.0.45 [50] is used to create and manage database. A database named
monitor is created. Figure 4.7 shows the tables of the monitor database.

[root@nodea ~]# mysql -u mydbadmin -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 4

Server version: 5.0.45 Source distribution

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql> use monitor;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
mysql> show tables;

| cpulnfo |
| errorInfo |
| hostReach |
| memoryInfo |
| networkInfo |
| osInfo |
| systemInfo |

+

7 rows in set (0.00 sec)

Figure 4.7 Tables of monitor Database

monitor database contains seven tables. They are cpulnfo, errorinfo, hostReach,
memorylnfo, networklInfo, osinfo and systeminfo. IP address of nodes is used as
primary key in all tables.
a) Details of cpulnfo table

cpulnfo table is used to store CPU related information of nodes. Figure 4.8 shows

the schema of the table.
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mysql> describe cpulnfo;

Fommm e Fomm e e +----- Fommmmm— - - - +
| Field | Type | Null | Key | Default | Extra |
e i o +----- Fommmmmm Fommmmm- +
| ipAddress | varchar(20) | NO | PRI | | |
| cpuVendor | varchar(20) | YES | | NULL | |
| cpuModel | varchar(20) | YES | | NULL | |
| cpuSpeed | varchar(20) | YES | | NULL | |
| totalCpu | varchar(20) | YES | | NULL | |
| cacheSize | varchar(20) | YES | | NULL | |
| cpuldle | varchar(20) | YES | | NULL | |
e Fommm - i +----- Fommm - +------- +

7 rows in set (0.01 sec)
Figure 4.8 Schema of cpulnfo Table
b) Details of errorinfo table
AgentThree updates this table if it founds any overloading in CPU and/or memory
usage. The schema of errorInfo table is shown below.

mysql> describe errorlInfo;

Fommmmmmmm Frmmm - +------ +----- e m o o +
| Field | Type | Null | Key | Default | Extra |
e e e +----- e e R Fommmmm - +
| ipAddress | varchar(20) | YES | | NULL | |
| hostName | varchar(20) | YES | | NULL | [
| time | timestamp | NO | | CURRENT TIMESTAMP |

| error | varchar(35) | YES | | NULL | [
Fommmm e Fommm e e +o---- e Fo-mmm- +

Py

rows in set (0.00 sec)
Figure 4.9 Schema of errorinfo Table
time is automatic and it captures the current time when it is updated. error contains
the type of error and the percentage of CPU or memory is being used.
c) Details of hostReach table
This is updated by AgentOne when sending of AgentTwo to any address failed.

This table is used to determine the unreachable hosts on network.

mysql> describe hostReach;

T e Ho-mm-- H----- Hommmmmmm - Hommmmm- B
| Field | Type | Null | Key | Default | Extra |
e o Ho-mme- - ommmmm- +
| ipAddress | varchar(20) | NO | PRI | | |
| status | varchar(10) | YES | | NULL | |
Fommmm - e +------ +----- B +------- +

2 rows in set (0.00 sec)

Figure 4.10 Schema of hostReach Table
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d) Details of memorylnfo table
memorylnfo table stores information about memory. Figure 4.11 shows the schema:

mysql> describe memoryInfo;

i e +------ +----- i - +
| Field | Type | Null | Key | Default | Extra |
e i +------ +----- +--mm - - - i +
| ipAddress | varchar(20) | NO | PRI | | |
| totalMemory | varchar(20) | YES | | NULL | |
| usedMemory | varchar(20) | YES | | NULL | |
| freeMemory | varchar(20) | YES | | NULL | |
B e e +------ +----- +--mmm - - +-----=-- +

4 rows in set (0.00 sec)
Figure 4.11 Schema of memorylnfo Table
e) Details of networklInfo
All the networking related information of nodes is stored in this table. The schema
is shown below:

mysql> describe networkInfo;

o mm e — - e +------ +----- B +------- +
| Field | Type | Null | Key | Default | Extra |
e e +------ +----- +--------- +------- +
| ipAddress | varchar(20) | NO | PRI | | |
| primaryInterface | varchar(20) | YES | | NULL | |
| MACAddress | varchar(20) | YES | | NULL | |
| netMask | varchar(20) | YES | | NULL | |
| domainName | varchar(20) | YES | | NULL | |
| gateWays | varchar(20) | YES | | NULL | |
| dns | varchar(20) | YES | | NULL | |
| secondDns | varchar(20) | YES | | NULL | |
e e e +------ +----- +--------- +------- +

8 rows in set (0.01 sec)

Figure 4.12 Schema of networklInfo Table
f) Details of osInfo

OS related information is stored in this table.

mysql> describe osInfo;

e o Homm-- - Hommmmmee e +
| Field | Type | Null | Key | Default | Extra |
Hommmmm e e Hommmm- - oo s -
| ipAddress | varchar(20) | NO | PRI | | |
| osDescription | varchar(20) | YES | | NULL | |
| osName | varchar(20) | YES | | NULL | |
| osArch | varchar(20) | YES | | NULL | |
| osMachine | varchar(20) | YES | | NULL | |
| osVersion | varchar(20) | YES | | NULL | |
Fommm e oo Hommm- - R R +

6 rows in set (0.00 sec)

Figure 4.13 Schema of osInfo Table
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g) Details of systemInfo
In systeminfo table stores data about up time, load average, user logged and globus
status. globusRunning is set yes if globus found running else it set no. It also store

hostname and system time. The schema of this table is shown below:

mysql> describe systemInfo;

e e F--m--- +----- Fommm - Fo-mmm - +
| Field | Type | Null | Key | Default | Extra |
o o Hommm- oo o Fommmme- +
| ipAddress | varchar(20) | NO | PRI | | |
| hostName | varchar(20) | YES | | NULL | |
| systemTime | varchar(20) | YES | | NULL | |
| upTime | varchar(20) | YES | | NULL | |
| loadAverage | varchar(20) | YES | | NULL | |
| loggedUser | varchar(20) | YES | | NULL | |
| globusRunning | varchar(50) | YES | | NULL | |
e e o ommm e o Fommmmm- +

7 rows in set (0.01 sec)
Figure 4.14 Schema of systemInfo Table
4.1.5 Design of Web Pages
Web pages are created using PHP. These web pages retrieve data from MySQL

database. The following Figure 4.15 shows the schema of the web pages.

<?xml version="1.0" encoding="UTF-8"?>
<siteMap xmins="http://schemas.microsoft.com/AspNet/SiteMap-File-1.0">
<siteMapNode title="" description=""url="~/">
<siteMapNode title="addnode" description="addnode" url="~/addnode.php”/>
<siteMapNode title="detail php?ipAddress=172 31" description="detail php?ipAddress=172 31" url="~/detail. php?ipAddress=172.31.5.153"/>
<siteMapNode title="detail php?ipAddress=172 31" description="detail php?ipAddress=172 31" url="~/detail. php?ipAddress=172.31.5.180%/>
<siteMapNode title="detail php?ipAddress=172 31" description="detail php?ipAddress=172 31" url="~/detail.php?ipAddress=172.31.5.187"/>
<siteMapNode title="error php?ipAddress=172 31" description="error php?ipAddress=172 31" url="~ferror.php?ipAddress=172,31.5.1537/>
<siteMapNode title="error php?ipAddress=172 31" description="error php?ipAddress=172 31" url="~/error.php?ipAddress=172.31.5.180"/>
<siteMapNode title="error php?ipAddress=172 31" description="error php?ipAddress=172 31" url="~/error.php?ipAddress=172.31.5.187"/>
<siteMapNode title="index" description="index" url="~/index.php"/>
<siteMapNode title="http:" description="http: " url="~/http:/">
<[siteMapNode >
< [siteMapNode >
<[siteMap >

Figure 4.15 Sitemap of Web Pages
The index.php shows general information about monitored nodes. It also shows the

list of unreachable nodes. index.php links to detail.php, addnode.php and error.php.
detail.php shows all information of node. Using addnode.php user can add new nodes
for monitoring and can remove nodes. error.php shows the detail of CPU and memory
overloading.

The web pages are hosted on the local network using apache HTTP web server.

Any system on local network can access these web pages.
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4.2 Implementation Details

This section discusses about the implementation details of the agent based
monitoring system. Fedora Core 8 is used as operating system in implementation.

4.2.1 Technologies Used
In the proposed system java based mobile agent framework aglets is used. Hyperic
SIGAR is used to gather system information locally. MySQL database system is used
to maintain the monitoring data. The website is designed using PHP and hosted on
local network using apache HTTP server.
a) Globus Toolkit
Globus Toolkit 4.2.1 [11] is used to create grid for deploying and testing the
proposed monitoring system. Globus Toolkit is developed and provided by Globus
Alliance. Globus Toolkit includes software and libraries for resource monitoring,
resource management, data management, communication, fault detection, security and
portability. GT4 uses Web services mechanism heavily to provide flexible, extensible,
and widely adopted XML-based mechanisms for describing, discovering, and
invoking network services. Globus Toolkit is open source, well documented and
mailing-list is available for users query.
b) Hyperic SIGAR
Hyperic System Information Gatherer (SIGAR) [48] is an open source Cross-
platform API. SIGAR supports Linux, Windows, FreeBSD, Solaris etc operating
system and architecture. SIGAR API gives portable access to inventory and
monitoring data including:
e System memory, swap, CPU, load average, uptime, logins.
e Per-process memory, CPU, credential info, state, arguments, environment, open
files.
e File system detection and metrics.
e Network interface detection, configuration information and metrics.
e Network route and connection tables.
Hyperic SIGAR is operated from the command-line tools. Hyperic SIGAR has been

used in implementation as it is easy to use, open source and well documented.
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c) Aglets

Aglets [49] [46] is a java based mobile agent platform. An aglet is a java mobile
agent which can autonomously and spontaneously move from a system to another. An
aglet is simply an object on which a thread executes on. This approach is very similar
to the applets or servlets. Aglets has been used in the proposed monitoring system as
it is open source and well documented. Aglets can migrate in both directions (in and
out the platform) and message between local and migrated agents. Aglets supports
weak mobility, only code is needed to transport without any particular information
about the execution of the code, and aglets mobile agents are restarted from the entry-
point of the code after migration to other machines. To overcome these limitation
aglets is designed to keep its java state after migration. The aglets code will restart
from a entry point but no re-initialization will happen. Proxy is used in aglets for
communication without hampering the security.
Aglets mobile agent platform is composed of following three parts:

e Aglet mobile agent platform: is the core platform, able to manage the agents.

e Tabhiti: the server in-charge of managing the mobility of the agents. It comes with

a graphical user interface.
e Aglets software development kit: is a library that provides developers all the

facilities required to write mobile agents complaint to the Aglets MAP.

Tahiti: The Aglet Viewer [atp://nodea.grid.t - 5 X

Aglet Mobhility  View  Options  Tools Help

><| Create| Dialog| Agletinfo| Dispose| Clone| Dispatch| Retract|

Jun 03 17:03:53 IST 2003

ICreate . examples.hello.HelloAglet from atp://nodea.grid.tu: 4434/

Figure 4.16 Tahiti Server
Figure 4.16 shows the Tahiti server, it provides functions to manage aglets mobile

agents. The basic functions are [51]:

e Create: allow administrators to create new agent instances.
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e Dialog: sends message to the selected agent.
e Agletinfo: opens dialog window with information about the selected agent.
e Dispose: allow administrator to kill a running agent.
e Clone: allow administrator to create an identical copy of running agent.
e Dispatch: allow administrator to order an agent to migrate to another aglets
platform.
e Retract: allow administrator to order an agent to come back from a remote aglets
platform.
Aglets has been used in the implementation for its ease of use, functionalities and
documentation.
d) Java
Java [52] is an object oriented programming language. Java is used to manage the
local information data of the server. Java is used to gather information from the
Hyperic SIGAR and update the information to the database. Java is ideal choice for
programming grid applications as it is architectural neutral. So java code written code
written for one architecture can run on other architectures and no change is required in
the code as such. Hence java is used in the implementation.
e) MySQL
MySQL [50] is used as the backend. MySQL is multithreaded, multi-user, SQL
database management system. MySQL is the most used open source database.
MySQL has become preferred choice for web based development for its speed,
reliability and ease of use and hence MySQL is used in the implementation.
f) PHP
PHP [53] is used for creating the front end (web pages) of the monitoring system.
PHP is a widely used general-purpose language for web development. PHP is a
powerful tool for making dynamic and powerful web pages. PHP’s principle focus is
on server-side scripting. PHP is used embedded with HTML. PHP generally runs on a
web server. It can be deployed using almost any web server on any platform. PHP can
connect with MySQL easily hence has been used for implementation.
g) Apache HTTP server
Apache HTTP server [47] is used to process and host the PHP web pages. Apache

HTTP server takes PHP codes as input and creates web pages as output. Apache is
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open source and available for variety of operating systems. Apache has been used for
hosting web pages on local network using Virtual Host function.

The combination of Apache HTTP server, MySQL, and PHP with Linux operating
system creates a software bundle named LAMP. This software bundle is very popular
among developers because of its low acquisition cost and ubiquity of its components
and hence has been used.

4.2.2 Resource Information Generation
Hyperic SIGAR 1.6.2 is used for resource information generation.

[root@nodea ~]# java -jar /opt/hyperic-sigar-1.6.2-src/bindings/java/sigar-bin/lib/sigar.jar help
Available commands:

alias - Create alias command

cpuinfo - Display cpu information

df - Report filesystem disk space usage

du - Display usage for a directory recursively

free - Display information about free and used memory

get - Get system properties

help - Gives help on shell commands

ifconfig - Network interface information

iostat - Report filesystem disk i/o

kill - Send signal to a process

1s - simple FileInfo test at the moment (like ls -1)

mps - Show multi process status

netinfo - Display network info

netstat - Display network connections

nfsstat - Display nfs stats

pargs - Show process command line arguments

penv - Show process environment

pfile - Display process file info

pidof - Find the process ID of a running program

pinfo - Display all process info

pmodules - Display process module info

ps - Show process status

quit - Terminate the shell

route - Kernel IP routing table

set - Set system properties

sleep - Delay execution for the a number of seconds

source - Read a file, executing the contents

sysinfo - Display system information

time - Time command

ulimit - Display system resource limits

uptime - Display how long the system has been running

version - Display sigar and system version info

who - Show who is logged on

Figure 4.17 Commands Available in Hyperic SIGAR
Figure 4.17 shows all the commands available in Hyperic SIGAR 1.6.2. In the

monitoring system cpuinfo, free, ps, sysinfo, netinfo, uptime, and who is used to
gather information about CPU, memory, network etc.

These commands produce raw data and information needed to be extracted from
these output. To do the extraction shell script files are created for every command.
These shell scripts automatically call these Hyperic SIGAR command and extract the
needed data. A master shell script file is created to call all these script files and
generate a file containing all information. Mobile agents access this file to obtain

information about the system.
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a) Globus related Information Generation

This monitoring system is intended to use in grid computing. So it is necessary to
generate information about globus. This monitoring system checks whether globus is
running on the target system or not. To check this, ps command of Hyperic SIGAR is
used. Figure 4.18 shows partial output of the ps command.

[root@nodea ~]# java -jar /opt/hyperic-sigar-1.6.2-src/bindings/java/sigar-bin/lib/sigar.jar ps
1 root 10:49 2.1M 696K 604K S 0:0 init [5]

2 root 10:49 0 0 0 S 0:0 kthreadd

3 root 10:49 0 0 0 S 0:0 migration/0
4 root 10:49 0 0 0 S 0:0 ksoftirqd/0
5 root 10:49 0 0 0 S 0:0 watchdog/0

6 root 10:49 0 0 0 S 0:0 events/0

7 root 10:49 0 0 0 S 0:0 khelper

58 root 10:49 0 0 0 S 0:0 kblockd/0

61 root 10:49 0 0 0 S 0:0 kacpid

62 root 10:49 0 0 0 S 0:0 kacpi notify
192 root 10:49 0 0 0 S 0:0 cqueue/0

194 root 10:49 0 0 0 S 0:0 ksuspend usbhd
199 root 10:49 0 0 0 S 0:0 khubd

202 root 10:49 0 0 0 S 0:0 kseriod

237 root 10:49 0 0 0 S 0:0 pdflush

238 root 10:49 0 0 0 S 0:0 pdflush

239 root 10:49 0 0 0 S 0:0 kswapd0

291 root 10:49 0 0 0 S 0:0 aio/0

383 root 10:49 0 0 0 S 0:0 khvecd

446 root 10:49 0 0 0 S 0:0 kpsmoused
472 root 10:49 0 0 0 S 0:0 ata/0

473 root 10:49 0 0 0 S 0:0 ata_aux

476 root 10:49 0 0 0 S 0:0 scsi eh 0
477 root 10:49 0 0 0 S 0:0 scsi eh 1
478 root 10:49 0 0 0 S 0:0 scsi eh 2
479 root 10:49 0 0 0 S 0:0 scsi eh 3

Figure 4.18 Partial Output of the ps Command
Following output shows all the running processes on the system. The process of

globus is “java:org.globus.bootstrap.ContainerBootstrap”. Shell script is written to
look for this specific entry in the ps output. Figure 4.19 shows the globus process in

output of ps command.

2747  globus 15:25 4.6M 1.4M  1.2M
27192 qglobus 15:25 663M 6M  7.5M
2814  globus 15:25 5.9 1.8  1.5M
2896  root  15:26 4.7M  1.5M  1.2M
2914 root  15:26 208M 1I5M  7.6M

0:0 -bash

0:12  java:org.globus.bootstrap.ContainerBootstrap

0:0 /opt/globus-4.2.1/1ibexec/globus-scheduler-event-generator
0:0 bash

0:0 java:org.hyperic.sigar.cmd.Runner

wvuunmnuu,m

Figure 4.19 Globus Process in ps Command Output
b) Memory Information Generation
Free command of Hyperic SIGAR is used to generate information regarding

memory information. Figure 4.20 shows the output:

[root@nodea ~]# java -jar /opt/hyperic-sigar-1.6.2-src/bindings/java/sigar-bin/lib/sigar.jar free

total used free
Mem: 1033832 383672 650160
-/+ buffers/cache: 171272 862560
Swap: 1044216 0 1044216
RAM: 1024MB

Figure 4.20 Output of the free Command
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The first line of this output is extracted using a shell script file.
c) CPU information generation
The output of cpuinfo command of Hyperic SIGAR is shown below:

[root@nodea ~]# java -jar /opt/hyperic-sigar-1.6.2-src/bindings/java/sigar-bin/lib/sigar.jar cpuinfo

Model.......... Opteron
[ AR — 2200

CPUI B o
User Time..... 0.0%
Sys Time...... 0.0%

Idle Time..... 100.0%
Wait Time..... 0.0%
Nice Time..... 0.0%
Combined...... 0.0%
Irg Time...... 0.0%
SoftIrq Time..0.0%
Stolen Time....0.0%

Totals........
User Time..... 15.6%
Sys Time...... 1.9%

Idle Time..... 82.3%
Wait Time..... 0.0%
Nice Time..... 0.0%
Combined...... 17.6%
Irg Time...... 0.0%
SoftIrg Time..0.0%
Stolen Time....0.0%

Figure 4.21 Output of cpuinfo Command
The information regarding vendor, model, MHz (speed), total CPUs, Cache size and

Idle time are useful and needed to be extracted.
d) Network Information Generation
To generate information regarding network the netinfo command of Hyperic

SIGAR is used. The output is shown below:

[root@nodea ~]# java -jar /opt/hyperic-sigar-1.6.2-src/bindings/java/sigar-bin/lib/sigar.jar netinfo
primary interface..... eth@

primary ip address....172.31.5.187

primary mac address...00:E0:81:5B:AC:1B

primary netmask....... 255.255.255.0
NOST: Names . wamesina nodea.grid.tu
domain name........... (none)
default gateway....... 172.31.5.1
primary dns........... 172.31.1.6

secondary dns.........

Figure 4.22 Output of the netinfo Command
All information generated by this command is useful and shell script is written to

extract information.
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e) System Information Generation
System information is generated using the sysinfo command of Hyperic SIGAR.

[root@nodea ~)# java -jar /opt/hyperic-sigar-1.6.2-src/bindings/java/sigar-bin/Lib/sigar. jar sysinfo
Sigar version....... java=1.6.2.6, native=1.6.2.0

Build date.......... java=05/14/2009 03:00 PM, natives=05/14/2009 03:00 PN
SCH OV oo ennanson java=exported, native=exported
ArChab U GG libsigar-x86-linux.so

Current fqdn........ nodea.grid.tu

Current user........ root

0S description...... Fedora 8

0S NAMe. ..ovvvrvnans Linux

DS BN o 00008000500 1686

0S machine.......... 1686

0S version.......... 2.6.23.1-42.1c8

0S patch level...... unknown

0S vendor........... Fedora

0S vendor version...8

0S code name........

0S data model....... 32

0S cpu endian....... little

Java vm version..... 11.3-b62

Java vm vendor...... Sun Microsystems Inc.

Java home........... /opt/jdk1.6.0_13/jre

11:69 AM up 26 min, load average: 0.29, 6.12, 6.09

Vendor......... AND
Model.......... Opteron
|1 L- 2 J—— 2200
Total CPUs..... 1

total used free
Mem: 1033832 387448 646384
-/+ buffers/cache: 173216 860616
Swap: 1044216 0 1044216
RAM: 1024M8
File Systems......... [/, /proc, /sys, /dev/pts, /dev/shm, /proc/sys/fs/binfmt_misc, /var/lib/nfs/rpc_pipefs, /media/_1]

Network Interfaces...[lo, ethd]

System resource limits:

core file size....... 0
data seg size........ unlimited
tile s12e.icaviiiiiai unlimited
pipe size............ 8
max memory size...... unlimited

Figure 4.23 Output of the sysinfo Command
Only OS specific information is extracted using shell script. Other information is

also useful but gathered using other commands.
To obtain information about uptime and load average, uptime command of Hyperic

SIGAR is used and the information extracted by a shell script file.

[root@nodea ~]# java -jar /opt/hyperic-sigar-1.6.2-src/bindings/java/sigar-bin/lib/sigar.jar uptime
11:10 AM up 21 min, load average: 0.14, 0.12, 0.09

Figure 4.24 Output of the uptime Command
Figure 4.24 shows the output of the uptime command. The command outputs the

current time of the system. As grid needs all participating node’s clock to be
synchronized, so the current time is not needed to be extracted.
Load average more or less represents the average number of processes that are in

the running (using the CPU) or runnable (waiting for the CPU) states. The load
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average is calculated as an exponential moving average of the load number (the
number of processes that are running or runnable). The three numbers returned as the
system’s load average represent the one, five, and fifteen minute moving load average
of the system.

Information about the user who is logged in the system is also necessary. who
command of Hyperic SIGAR gives this information. Figure 4.25 shows the output of
the command.

[root@nodea ~]# java -jar /opt/hyperic-sigar-1.6.2-src/bindings/java/sigar-bin/lib/sigar.jar who
root tty7 Jun 09 10:50 (:0)

root pts/0 Jun 09 10:51 (:0.0)

root pts/1 Jun 09 10:57 (:0.0)

Figure 4.25 Qutput of the who Command
Conclusion
This chapter gives detailed description of design of the monitoring system. It lists
all the used technologies and how they are used. Work flow of all three mobile agents
are shown and discussed. Then generation of system information and design of
MySQL and web pages are also discussed. Next chapter shows the experimental

results of the proposed monitoring system.
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Chapter 5 Experimental Results

This chapter details the deployment and working of the monitoring system.

5.1 Deployment Details

The monitoring system is deployed in the Research Lab of Computer Science and
Engineering Department of Thapar University. Five systems are used in deployment.
The operating system of these systems is Fedora Core 8. Globus is installed in all
those system. To deploy the monitoring system aglets and Hyperic SIGAR are needed
to be installed in those systems. These two are installed in the /opt folder. The shell
script files are stored in a folder named Monitor. The folder is copied to
/opt/aglets/cnf. This folder also contains the Java file to process local system
information i.e. local information manager. The agent codes are copied to
/opt/aglets/public folder. AIll these codes are compiled. In the server node,
/opt/aglets/cnf folder contains a file named ip.txt which contains the addresses of the

nodes. The owner of this ip.txt file needed to be changed to apache.

5.2 Creation and Deployment of Agents

AgentOne is created using Tahiti, further AgentTwo and AgentThree are created

automatically.

5.2.1 Adding AgentOne in Tabhiti

In the server node, to add AgentOne in the Tahiti, “Create” button of Tahiti is used.
Clicking the Create will result in a pop up screen named “Create Aglet” (Figure 5.1).
In the Aglet name field AgentOne is entered. Then Add to List button is needed to be
pressed to add this aglet to the aglets list. Then pressing the create button will create
the AgentOne aglet. If the Java codes of agents is in the /opt/aglets/public folder then
simply typing the aglets name will work. But if the codes are in subfolders of
/opt/aglets/public, that the codes are under some package, then

packagename.codename will work.

5.2.2 Agent Life Cycle
After adding AgentOne, AgentOne will automatically create AgentTwo and sends it
to the remote node. On remote node AgentTwo automatically generates AgentThree

and sends it to the server node. These agents work in three stages.
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€ Applications Places System E@ =

Create Aglet

(%)
File Edit View Terminal Tabs Help _Aglet_ Mohilty | Aglet name Eenlone
[root@nodea ~]# cd /opt/aglets/cnf ><| Create ’7
Iﬂroot@nodea cnfl# agletsd -f aglets.prop s RIS
Aglets List Add ta List Remove

=xamplee .eimple .DieplayAclet

=vamplee talic Talidlaster

Acletl
Acent1

Create| Cancel| Reload Class and Create

[&3 |8 root@nodea:/opt/agle. Tahiti: The Aglet V. =

Figure 5.1 Adding AgentOne in Tahiti

Stage One
The monitoring process begins with adding AgentOne in Tahiti server on
AgentOne. Figure 5.2 shows AgentOne running on Tabhiti in server node.

€D Applications Places System @ = [ © ® root Thu jun 18, 12:30 PM )

Tahiti: The Aglet Viewer [atp://nodea.grid.t — 5 X
Aglet  Mobility View  Options  Tools Help

File Edit View Terminal Tabs Help
[root@nodea ~]# cd /opt/aglets/cnf
[root@nodea cnfl# agletsd -f aglets.prop >< Dialoa)| Agletnme | | Dispose)| [Glonel| [Dispatci] | [Retract

AgentOne is Created AcientOne : Thu Jun 18 12:30:58 IST 2009

| ]

Pa:nivale : blc7e77a85684fd8

[Z3) | @ root@nodea:/opt/agle... || (4 Tahiti: The Aglet View... |

Figure 5.2 AgentOne Running on Server
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AgentOne calls local information manager to create local system information and

update the information to database. AgentOne runs in loop. It continuously reads the
node list and sends AgentTwo to these addresses. AgentOne creates AgentTwo

(Figure 5.3). If sending of AgentTwo fails, AgentOne disposes AgentTwo.

£ Applications Places System E@ [Z @ ® root ThuJjun 18, 12:31 PM )

=

=
d——n,
Computer

£
root's Home

a
File Edit View Terminal Tabs Help B Tahiti: The Aglet Viewer [atp://nodea.grid.t - & X

[root@nodea ~]# cd /opt/aglets/cnf Aglet  Mohility Yiew  Options  Tools Help
[root@nodea cnfl# agletsd -f aglets.prop ﬁ Dialea)| | AalEne| | Bieeee| [Gione)| | Dizpaten| [Retract
Agenton? i cre?ted AgentTwo : Thu Jun 18 12:31:03 IST 2009

System information Successfully generated AgentOne : Thu Jun 18 12:30:58 IST 2009

Database populated with local information

atp://172.31.5.76

AgentTwo is created

*¥¥kx Addr: atp://172.31.5.76 place:

No integrity check because no security domain is authenticated.
atp://172.31.5.77

AgentTwo is created

rerxx Addr: atp://172.31.5.77 place: (Create : AgentTwo from atp://nodea.grid.tu:4434/

I3 (@ root@nodea/opt/agle... |4 Tahiti: The Aglet View... |

Figure 5.3 AgentOne and AgentTwo in Server Node

Stage Two
AgentTwo arrives on monitored nodes. Figure 5.4 shows AgentTwo’s arrival on a

monitored node. AgentTwo calls the shell script files to generate system information.
This information is stored in a text file. The text file is created in the
/opt/aglets/cnf/Monitor folder.

AgentTwo creates AgentThree (Figure 5.5). AgentThree reads the text file and
initializes its variables accordingly. Aglets supports weak mobility, aglets runs from
its starting point after migration. But aglets variable don’t get reinitialized after
dispatching. So these data remains intact after AgentThree is dispatched to server
node by AgentTwo. If sending of AgentThree to server node fails, AgentTwo
disposes the AgentThree. At last AgentTwo disposes itself.
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9 Applications Places System [E]@ < [Z @ W root Monjun1s, 6:02PM i)

demo.tar.az

File Edit View JTerminal Tabs Help
[root@nodeb ~]# cd /opt/aglets/cnf/
[root@nodeb cnfl# agletsd -f aglets.prop

AgletRuntime is requested to get unknown user's certificate
AgletRuntime is requested to get unknown user's certificate : The Aglet Viewer [atp:/nodeb.grid.tu:4434 (a| - B8 'X
AgentTwo Arrived from atp://nodea.grid.tu:4434/ Aglet  Mobilty View  Options  Tools >

AgentTwo atp://nodea.grid.tu:4434/
] Create| Bialigl| AdlEtnfo| Bispesel| Gone]  Dispatch| Retract

AqentTwo : Mon Jun 15 18:02:22 IST 2009

!Tahnl - The Aglet Viewer is Running...

gt4.png nshot-1.png

Figure 5.4 AgentTwo on Monitored Node

gApplications Places System [

[

pr—mtN
Computer: demo.tar.az.

[Z [© W root Monjun1s, 6:05PM i)

root@nodeb:/opt/aglets/cnf
File Edit View Terminal Tabs Help
System information Successfully generated
AgentThree Created
AgletThree is Dispatching
****x Addr: atp://nodea.grid.tu/ place: (2]
No integrity check because no security domain is authenticated. = = = =
AgletRuntime is requested to get unknown user's certificate Al GEEIET SARGT GRS ReE Help [

[AgletRuntime is requested to get unknown user's certificate Y lees | [ | i loees lone| [oier e
lAgentTwo Arrived from atp://nodea.grid.tu:4434/ —I —! J ’—[ L‘ —’ L —I
[AgentTwo atp://nodea.grid.tu:4434/ AgentThree : Mon Jun 15 18:05:12 IST 2009

: A tTwo : Mon Ju 15 18:05:15 IST 2009
System information Successfully generated Acen m Jun

AgentThree Created

AgletThree is Dispatching

#*+++ Addr: atp://nodea.grid.tu/ place:

No integrity check because no security domain is authenticated.
AgletRuntime is requested to get unknown user's certificate
[AgletRuntime is requested to get unknown user's certificate
AgentTwo Arrived from atp://nodea.grid.tu:4434/ ) Y
[AgentTwo atp://nodea.grid.tu:4434/ ¥
System information Successfully generated

AgentThree Created

AgletThree is Dispatching

***x* Addr: atp://nodea.grid.tu/ place:

No integrity check because no security domain is authenticated.

IRe(eive : AgentTwo from nodea.grid.tu:4434

[@ (21 thello] | & root@nodeb:/opt/agl... | () Tahiti: The Aglet View

Figure 5.5 AgentTwo and AgentThree on Monitored Node
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Stage Three

AgentThree arrives in server node. On server node AgentThree connects with
database and updates the database. AgentThree also checks the values to find out
memory overloading or CPU overloading. If any overloading found, it also updates

overloading data to the database.

€D Applications Places System E@ <& [Z © ® root Thujun 18, 12:31 PM )

Computer
P

root's Home

B Tahiti: The Aglet Viewer [atp://nodea.grid.t - 8 X

File Edit View Terminal Tabs Help

wkkkk Addr: atp://172.31.5.77 place: [~ /] Aglet  Mobility View  Options  Tools Help
com.ibm.maf.MAFExtendedException: SocketException: atp://172.31.5.77 ﬁ DiAla)| Agletnto || Bizpoee| [Glone| Bispatsn| |[Retract

at com.ibm.maf.atp.MAFAgentSystem ATPClient.receive_agent0(Unk SOUrC R rrae & THD Jur 1o 12:31:02 18T 2005
e) AqentOne : Thu Jun 18 12:30:58 18T 2009

at com.ibm.maf.atp.MAFAgentSystem ATPClient.access$000(Unknown Source)
at com.ibm.maf.atp.MAFAgentSystem ATPClient$1.run(Unknown Source)

at java.security.AccessController.doPrivileged(Native Method)

at com.ibm.maf.atp.MAFAgentSystem ATPClient.receive agent(Unknown Source

at com.ibm.aglets.LocalAgletRef.dispatch(Unknown Source)
at com.ibm.aglets.SystemMessage.handle(Unknown Source)
at com.ibm.aglets.AgletThread.run(Unknown Source)
AgletRuntime is requested to get unknown user's certificate
AgletRuntime is requested to get unknown user's certificate
System information Successfully generated
Database populated with local information
atp://172.31.5.76
AgentTwo is created
Hkkk* Addr: atp://172.31.5.76 place:
No integrity check because no security domain is authenticated.
atp://172.31.5.77
AgentTwo is created
Adk*% Addr: atp://172.31.5.77 place:

Dispose : AgentThree |

3 a root@nodearzblopt/g>le“. | %) Tahiti: The Aglet View... | BN
Figure 5.6 AgentOne and AgentThree on Server Node
At last AgentThree disposes itself. The sending of agents, gathering system

information and updating the information to database completes with this stages.
These three stages repeatedly occur to captures current system information of nodes
(local and remote).

The database is also truncated at regular interval by the AgentOne to remove any

garbage value from the database.

5.3 Deployment of Web Pages
Web pages used to display system information to the user. These web pages are
deployed in the server node. The web pages are hosted on the local network using

apache HTTP server.
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€9 Applications Places System @ = [ ® root Frijun19, 2:23PM &)

ing using Aglets - Mozilla Firefox

File Edit View History Bookmarks Tools Help
- - @ &} [ http://nodea.grid.tu/ [:[») [@[Google  [&] @ -

£ Release Notes ()Fedora Project (7Red Hat i Free Content [|jPhpMyAdmin

& Monitoring Grid Nodes Using Aglets Mobile Agent

Home Modify Node List Click Here

Information of Monitor System

CPU CPU Total Free Load Averade Globus
Speed Idle |Memory | Memory 9 Running

172.31.5.76 [nodeb.grid.tu|2200 KHz|100.0% | 1033832 86976 0.97, 0.93, 0.70 yes |Details|Errors
172.31.5.187 |nodea.grid.tu 2200 KHz| 95.9% | 1033832 | 536416 | 0.48, 0.55, 0.52 yes |Details|Errors
172.31.5.160 |nodec.grid.tu 2200 KHz| 90.0% | 1033832 | 372228 | 0.16, 0.08, 0.03 yes |Details|Errors
172.31.5.127 |noded.grid.tu 2200 KHz | 93.8% | 1033832 | 364256 | 0.30, 0.17, 0.06 yes |Details|Errors

IP Address | Host Name

Not Reachable Hosts

IP Address Status
172.31.5.77 host not reachable

n;toring usiEAEI ﬁ
Figure 5.7 The Home Page
€9 Applications Places System E@ <« [ ® root Frijun19, 2:24 PM )
.
File s Help
_| Modify ip addresses: oty [>) [ElGoo Q@ -

£ Rel at () Free Content [IPhpMyAdmin

a 'id Nodes Using Aglets Mobile Agent

Change!
Hom| Modify Node List Click Here
Information of Monitor System
Done = CPU CPU Total Free Globus

e Speed Idle |Memory | Memory poadAverage Running

172.31.5.76 |nodeb.grid.tu[2200 KHz[100.0% | 1033832 | 86976 |[0.97,0.93,0.70 | yes |Details|Errors
172.31.5.187|nodea.grid.tu[2200 KHz| 95.9% | 1033832 | 536416 [0.48, 0.55,0.52 | yes |Details|Errors
172.31.5.160|nodec.grid.tu[2200 KHz| 90.0% | 1033832 | 372228 [0.16,0.08,0.03 | yes |Details|Errors
172.31.5.127|noded.grid.tu[2200 KHz| 93.8% | 1033832 | 364256 |0.30,0.17,0.06 | yes |Details|Errors

Not Reachable Hosts

IP Address Status
172.31.5.77 host not reachable

Done oy
@3 | @ Monitoring using Agle... | @ http:/nodea.grid.tu - ... |

Figure 5.8 Modifying Node List of Monitoring System
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Figure 5.7 shows the main page, this page shows list of reachable and unreachable
hosts. It also provides general and brief information about the nodes like IP address,
hostname, CPU speed, and percentage of idle CPU, total memory, free memory
available, load average and status of globus.

Figure 5.7 shows the pop up window to maintain list of monitored nodes. IP address
of nodes can be added or removed from the list. Changes in this pop up window
results in changes in the ip.txt file of /opt/aglets/cnf/Monitor folder. IP of
nodea.grid.tu is not showing in the IP list as nodea.grid.tu is the server node. Server

node’s information is managed by local information manager. Agents need not to be

dispatched to this system, so IP list does not contain the server IP address.

€) Applications Places System E@ [ ® root Frijun19, 2:25PM @)

Monitoring using Aglets - Mozilla Firefox
File Edit View History Bookmarks Tools Help

@ - -@ (&% |1 http://nodea.grid.tu/detail.php?ipAddress=172.31.5.76 ¥ ] [Gl-] J@ -

£ Release Notes (Fedora Project )Red Hat (Free Content [|PhpMyAdmin

b Monitoring Grid Nodes Using Aglets Mobile Agent

Home Modify Node List Click Here

Details of 172.31.5.76

System Information

Host Name System Time | Up Time Load Average Logged User Globus Running
nodeb.grid.tu 12:53PM up 2:4 0.97, 0.93, 0.70 root yes

Operating System Information

OS Description OS Name OS Arch OS Machine OS Version
Fedora 8 Linux 1686 i686 2.6.23.1-42.fc8

CPU Information

CPU Vendor CPU Model CPU Speed Total CPU Cache Size CPU Idle
AMD Opteron 2200 KHz 1 1024 100.0%

Memory Information

Total Memory Used Memory Free Memory
1033832 946856 86976

Network Information

Primary Interface | MAC Address Net Mask |Domain Name |Gateways DNS |Second DNS
etho 00:E0:81:5B:A0:19 |255.255.255.0 (none) 172.31.5.1 172.31.1.6|

Done

]
-1

& | @ Monitoring using Agle... |
Figure 5.9 Detail Information of Node

Clicking on Details hyperlink will open a page which shows details of a particular

node, shown in Figure 5.9. This page shows details of the node having associated IP
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address. Details about system, operating system, CPU, memory and network are listed

on this page.

€) Applications Places System E@

[Z ® root Frijun19, 2:25PM &)
Monitoring using Aglets - Mozilla Firefox -l

File Edit View History Bookmarks Tools Help
E- - @ (% [l http://nodea.grid.tu/error.php?ipAddress=172.31.5.76 - »] [GF] J @ -

£ Release Notes (Fedora Project JRed Hat (Free Content [|PhpMyAdmin

& Monitoring Grid Nodes Using Aglets Mobile Agent

Home Modify Node List Click Here
Errors in 172.31.5.76

Host Name Date and Time Error

nodeb.grid.tu 2009-06-18 12:53:48 Memory overloaded, 8% free Memory

nodeb.grid.tu 2009-06-18 12:53:40 Memory overloaded, 8% free Memory

nodeb.grid.tu 2009-06-18 12:53:33 Memory overloaded, 8% free Memory

nodeb.grid.tu 2009-06-18 12:53:26 Memory overloaded, 8% free Memory

nodeb.grid.tu 2009-06-18 12:53:19 Memory overloaded, 8% free Memory

nodeb.grid.tu 2009-06-18 12:53:12 Memory overloaded, 8% free Memory

nodeb.grid.tu 2009-06-18 12:53:05 Memory overloaded, 8% free Memory

nodeb.grid.tu 2009-06-18 12:52:58 Memory overloaded, 8% free Memory

nodeb.grid.tu 2009-06-18 12:52:51 Memory overloaded, 8% free Memory

nodeb.grid.tu 2009-06-18 12:52:45 Memory overloaded, 8% free Memory

nodeb.grid.tu 2009-06-18 12:52:39 Memory overloaded, 9% free Memory

nodeb.grid.tu 2009-06-18 12:52:30 Memory overloaded, 9% free Memory

nodeb.grid.tu 2009-06-18 12:52:24 Memory overloaded, 9% free Memory

nodeb.grid.tu 2009-06-18 12:52:24 CPU overloaded, 0.0% free CPU

nodeb.grid.tu 2009-06-18 12:52:16 Memory overloaded, 9% free Memory
3 nadeb arid tu 2009-06-18 12:52-10 Memorv overloaded 9% free Memoryv <V‘

one )

@3 | @ Monitoring using Agle... | ]

Figure 5.10 Overloading Errors on Node

Figure 5.10 shows the overloading error occurs in a node. It can be opened by
clicking on errors hyperlink of main page. It shows errors regarding CPU and memory

overloading with time and date.

5.4 Experimental Results
The proposed monitoring system has been tested using the following test cases:

Test Casel New node is added to the monitoring system.

Test Case2 Node is removed from the node list.

Test Case3 A system is shut down while monitored.

Test Case4 Tahiti server of a node is closed while monitored.
Test Caseb A node is highly overloaded while monitored.

The results of these test cases are given on next page:
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Test Resultl The system information of the added system is shown as in
Figure 5.7 if the node is up and Tahiti is running. If not then the node is listed
under unreachable hosts.

Test Result2 The node is removed from the web pages also. It may take
some time as the node’s entry from the database is removed by truncating the
database.

Test Result3 The node is added to the list of unreachable hosts.

Test Result4 The node is added to the list of unreachable hosts though the
node is live and network is also fine. Aglets needs Tahiti server to
communicate. As Tahiti is closed, agents from server cannot communicate
with this node. As a result this node is declared as unreachable.

Test Results As the node is highly overloaded, the value of free memory and
free CPU become low. They gone below the threshold value predefined in the
AgentThree. As AgentThree finds overloading, table regarding to the error of
database is updated. This overloading information can be accessed using the
web pages as shown Figure 5.10.

The test results show that the proposed monitoring system achieves all the
objectives discussed in the third chapter. The monitoring system is scalable. Any new
node can be easily introduced to the monitoring system by adding its IP address in the
Node List. Any node can also be removed anytime by removing its entry from Node
List. The system is also flexible. Any node can become the server node. To do so it

only needs to run the AgentOne using Tahiti.

Conclusions

This chapter discusses about the working of the monitoring system. It shows how
aglets work between server node and remote nodes. It also describes how various web
pages display the monitoring data and describes the methodology of adding and
removing nodes from the node list. At last it presents the test cases, using which the
monitoring system has been tested and provides the test result. The test results show
the successful design and deployment of the proposed monitoring system. The next

chapter concludes this thesis and discusses about the future work.
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Chapter 6 Conclusions and Future Work

Monitoring of grid environment is necessary for successful execution of jobs. Grid
is very much prone to failures. Execution of a job may become very expensive if the
jobs repeatedly fail. To address this problem, a mobile agent based monitoring system
for grid systems is proposed in this thesis work. This chapter summarizes the thesis
and discusses the future scope of this work.

6.1 Conclusions

Grid computing is not centrally controlled. Any resource or system can join or leave
the grid environment at any time. Besides this, grid is also very much prone to failures
as it supports heterogeneous resources and protocols. Because of these factoring
monitoring is an essential part of grid computing.

This thesis provides discussion on grid monitoring architecture (GMA) and its
taxonomy. Along with this, various existing monitoring systems like Ganglia,
Hawkeye, Mercury, NWS, RGMA and Globus MDS etc are discussed and a
comparison between these monitoring systems on basis of GMA mapping,
implementation and security has been reported.

Mobile agents are autonomous, reactive, robust and fault-tolerant. Mobile agents
can reduce network load, adapt dynamically to changing environment and they are
naturally heterogeneous. Therefore mobile agents are good choice to create grid
specific applications.

In this thesis, a mobile agent based monitoring system is proposed for grid
environment. Aglets mobile agent platform has been used to create mobile agents.
The proposed monitoring system uses Hyperic SIGAR API to generate resource
information on grid nodes. The proposed system uses MySQL as backend and web
pages created using PHP as frontend.

The proposed mobile agent based monitoring system has been successfully
deployed and tested on a globus based grid test bed created in Research Lab of
Computer Science and Engineering Department, Thapar University. The experimental
results show that the nodes can be easily introduced or removed from the monitoring
system; the monitoring system promptly recognizes addition of new nodes. Any node

can become the server by hosting AgentOne and no special modification is required.
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6.2 Future Work

The monitoring system needs to be evolved with the new releases of future versions
of Aglets mobile agent framework and Java. New releases of Aglets may provide a
consistent behavior with all versions of JVM then the agents can be modified so that
backward compatibility can be achieved. In future, the existing work can be enhanced
as suggested:

e The proposed monitoring system has been deployed on the Linux platform and
tested using Fedora Core 8. The system can be tested under other Linux
distributions also.

e Windows version of the monitoring system can be deployed using the same
technologies. As windows does not support shell scripts, the source code of the
Hyperic SIGAR need to be modified.

e The monitoring system is meant to use in grid systems. So more grid related
information (like grid jobs etc) can be collected and presented.

e The CPU load and memory usage can be depicted using graphs (like ganglia).

This could be helpful to the users to understand node load and usage condition.
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